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Preface

The fifth edition of Security and Loss Prevention: An Introduction continues to draw on many disciplines for answers to protection challenges facing practitioners while helping the reader to understand the security and loss prevention profession. A major focus is placed on loss problems and countermeasures.

Terminology, concepts, and theories, at the foundation of this profession, are emphasized. The book has been updated with newer laws, statistics, research, strategies of protection, technology, events, and issues. At the same time, the contents retain basic information on the body of knowledge of security and loss prevention.

The many disciplines within this book include law, criminal justice, business, accounting, risk management, emergency management, fire protection, safety, sociology, and psychology. The publications supporting this book include articles from journals and a variety of other periodicals, books, research reports from numerous organizations, codes, and guidelines. The book has been updated and aligned with ASIS International research on security tasks, knowledge, and skills of practitioners.

A major change is the inclusion of Chapters 12, 13, 15, and 16. These chapters explain the threats of terrorism, natural disasters, and accidents, while including an “all hazards” preparation and protection approach. Public and private sector strategies and issues are explained. The book shows an awareness that, beyond the attention terrorism has received since the 9/11 attacks, security and loss prevention practitioners continue to face the same basic challenges they faced prior to the attacks, such as violence in the workplace, theft, and cybercrime.

Several new topics are included in the fifth edition. Examples are internal and external metrics, competitive bidding, contract life management, digital evidence, globalization, homeland security, pandemics, quarantine enforcement, and the cascade effect.

Because we are in the “information age” and the protection of both information technology (IT) and information are so important today, a major theme of this book is to connect the traditional security manager and physical security specialist to IT security. This is not a claim to make the reader an IT security expert. Rather, the reader will learn about similarities and differences of physical and IT security; internal and external IT risks and countermeasures; and the mindset of the IT security specialist. The convergence of physical security and IT security, as covered in the contents, makes an understanding of IT especially important to the security and loss prevention practitioner. Our “information age” has brought with it an explosion of data, information, and “hype” that challenge us to probe and shape knowledge for our personal and professional life. To assist the reader, critical thinking skills are presented as a tool to go beyond collecting “facts” as we seek to understand causes, motives, and change. In addition, because all security strategies either protect people and assets, accomplish nothing, or help offenders (see Chapter 3), practitioners will benefit by thinking critically as they plan, select vendors, and implement and manage security strategies that will make or break their careers.

The fifth edition includes learning objectives and key terms at the beginning of each chapter, key terms in bold within each chapter, definitions, examples, illustrations, photos, boxed scenarios, boxed international topics for global perspectives, and career boxes that explain various specializations in security.

The student or practitioner will find this book to be user-friendly and interactive, as in previous editions. Several features will assist the reader in understanding not only the basics but also the “reality” of the field. The reader is placed in the role of the practitioner through various exercises. Within each chapter, the loss problems are described and are followed by a discussion of the nuts-and-bolts countermeasures. Sidebars in each chapter emphasize significant points and facilitate critical thinking about security issues. Cases titled “You Be the Judge” appear in the text. These fictional accounts of actual cases deal with security-related legal problems. The reader is asked for a verdict based on the material at hand and then is directed to the end of the chapter for the court’s ruling. Additional boxed cases appear in chapters and offer bits of interesting information or analyze a loss problem relevant to the subject matter of the chapter. The case problems at the ends of chapters bridge theory to practice and ask the reader to apply the general concepts of the chapter to real-world situations. These exercises enable the student to improve analytical and decision-making skills, consider alternative strategies, stimulate controversy in group discussions, make mistakes and receive feedback, and understand corporate culture and ethical guidelines.

This new edition also serves as a helpful directory; professional organizations and sources of information that enhance protection programs are included with web addresses at the ends of chapters.

This book also helps applicants prepare for the Certified Protection Professional examination, which is sponsored by ASIS International. Numerous topics included in the examination are covered in this book.

The first few chapters provide an introduction and foundation for protection programs and strategies. Chapter 1 defines security and loss prevention and presents a critical perspective of the history of security and loss prevention. The second chapter concentrates on the growth of the security industry and profession and related challenges. The next three chapters provide a foundation from which protection programs can become more efficient and effective. Chapter 3 focuses on security as a profession, risk analysis, planning, evaluation, research, and security standards and regulations. Chapter 4 provides an overview of civil and criminal law and includes discussions of premise protection, negligence, and arrest law. Chapter 5 explains the why and how of recruiting people and organizations to assist with loss prevention efforts. Chapters 6, 7, and 8 emphasize strategies for curbing internal and external crime threats. These include job applicant screening, policies, procedures, and physical security. Chapter 9, on purchasing security services and systems, is vital because not all security specialists are wise consumers, and the best plans are useless when followed by poor purchasing decisions. Chapter 10 provides practical information on investigations. The strategies of accountability, accounting, and auditing are described in Chapter 11, with an explanation as to why these tools are essential for survival. Chapter 12 focuses on risk management, business continuity, and emergency management as a foundation for Chapter 13 on life safety, fire protection, emergencies, and disasters. Chapter 14 emphasizes workplace safety and OSHA. The topics of terrorism and homeland security are discussed in Chapter 15. Chapter 16 emphasizes protecting critical infrastructures, key assets, and borders. Chapter 17 explains security and loss prevention at retail, financial, educational, and healthcare organizations. The topics of workplace violence, personnel protection, substance abuse, and information security are in Chapter 18. The final chapter focuses on trends, education, research, training, and employment.

The traditional focus of security—security officers, fences, and alarms—is too narrow to deal with an increasingly complex world. Practitioners are being asked to do more with fewer resources and prove that the money spent on protection has a return on investment. In a world of rapid change, senior management expects security and loss prevention practitioners to produce answers quickly. The true professional maintains a positive attitude and sees problems as challenges that have solutions.

The tremendous growth of the security and loss prevention profession provides fertile ground to advance in a rewarding career. In such a competitive world, the survival and protection of businesses and institutions, technological innovations, and the national interest depend greatly on security and loss prevention programs. This book should inspire and motivate students and practitioners to fulfill these vital protection needs.
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PART I

Introduction to Security and Loss Prevention

1 The History of Security and Loss Prevention: A Critical Perspective

2 The Business, Careers, and Challenges of Security and Loss Prevention




1

The History of Security and Loss Prevention: A Critical Perspective

KEY TERMS


• critical thinking

• security

• loss prevention

• Chief Security Officer (CSO)

• Great Wall of China

• Hammurabi, King of Babylon

• polis

• Praetorian Guard

• vigiles

• feudalism

• comitatus

• posse comitatus

• Posse Comitatus Act

• frankpledge system

• tithing

• Magna Carta

• Statute of Westminster

• watch and ward

• Henry Fielding

• Bow Street Runners

• Sir Robert Peel

• Metropolitan Police Act

• Allan Pinkerton

• Henry Wells

• William Fargo

• William Burns

• Washington Perry Brink

• Edwin Holmes

• George Wackenhut

• first wave societies

• second wave societies

• third wave societies

• convergence of IT and physical security

• convergence of enterprise security


ObjectivesAfter studying this chapter, the reader will be able to:


1. Explain the purpose of critical thinking and how to think critically.

2. Define security and loss prevention.

3. List the benefits of studying the history of security and loss prevention.

4. Trace the early development of security and policing.

5. Describe the growth of security companies in the United States.

6. Explain the convergence of IT and physical security and the convergence of enterprise security.

7. Describe 21st century/post-9/11 security challenges.




Why Critical Thinking?

September 11, 2001, marked a turning point in the history of security. In a devastating terrorist onslaught, knife-wielding hijackers crashed two airliners into the World Trade Center in New York City, creating an inferno that caused the 110-story twin skyscrapers to collapse. About 3,000 people were killed, including responding firefighters and police. During the same morning, another hijacked airliner crashed into the Pentagon, causing additional deaths and destruction. A fourth hijacked airliner failed to reach its target and crashed when heroic passengers learned of the other attacks and struggled with hijackers to control the airliner. The attacks were immensely successful and cost-effective for the terrorists. With a loss of 19 terrorists and expenses between $400,000 and $500,000, the attackers were able to kill thousands, cause hundreds of billions of dollars in economic damage and spending on counterterrorism, and significantly affect global history. With such a huge kill ratio and investment payoff for the terrorists, governments and the private sector must succeed in controlling terrorism.

Because of these devastating attacks, not only have homeland defenses, military strategies, public safety, and private sector security changed, but also our way of thinking has changed. We cannot afford to have failures in our planning and imagination of what criminals can do. To improve security, we must seek new tools to assist us in our thinking processes.

Here we begin with critical thinking skills to counter “business as usual.” Critical thinking helps us to become active learners: to not only absorb information, but to probe and shape knowledge. The critical thinker cuts through “hype” and emotion and goes beyond collecting “facts” and memorizing information in an effort to understand causes, motives, and changes. Critical thinking skills provide a foundation for creative planning while helping us to anticipate future events.

The critical thinker asks many questions, and the questions are often easier to formulate than the answers. Critical thinking requires us to “jump out of our own skin” to see the world from the perspective of others. Although this is not an easy process, we are much better informed before we make our conclusions and decisions.

Critical thinking is not to be used as a tool to open up the floodgates of criticism in the workplace. It is to be applied discreetly to understand the world and to meet challenges.

A professional’s success depends on his or her thinking process applied to everyday duties and long-range planning. Critical thinking adds an extra edge to the repertoire of tools available to security and loss prevention practitioners.

Safi and Burrell (2007: 54) write:
Theorists have hypothesized that critical thinking is correlated with internal motivation to think. Cognitive skills of analysis, interpretation, explanation, evaluation and correcting one’s own reasoning are at the heart of critical thinking.

Critical thinking can be learned with practice and guidance by changing the actions involved in making decisions so that they become part of permanent behavior in homeland security intelligence analysis, threat protection and security planning.

Security challenges have become increasingly complex because as we plan for protection and face a multitude of threats in a rapidly changing environment, we must expect the unexpected, while staying within our budgets. The security practitioner should be creative, have an excellent imagination, apply critical thinking skills, and carefully prioritize security strategies to produce the best possible security program.

Although critical thinking skills are applied to a critical perspective of history in this chapter, students and practitioners are urged to continue this thinking process throughout this book. It is hoped that your conclusions and decisions will be enhanced to improve security and loss prevention.




To prime the reader’s mind for the explanation of critical thinking, Chapter 3 applies critical thinking to security planning by suggesting that all security strategies be placed under one of the following three models: it protects people and assets; it accomplishes nothing; or it helps offenders.






How Can We Think Critically?

Our world is filled with many efforts to influence our thinking. Examples are the media, advertisers, politicians, educators, and writers. This author is biased just like other writers, and within these pages is a North American interpretation of security. Although an effort has been made to write an objective book here, it is impossible for any writer, and biases surface. Objectivity is fostered in this book through an introduction to critical thinking skills, a multidisciplinary approach, international perspectives, boxed topics and questions, a variety of references, Web exercises, and case problems at the end of chapters that bridge theory to practice and ask the reader to make decisions as a practitioner.

With so much competition seeking to influence us, choices become difficult and confusing. And, as we think through complex challenges, we need a method of sorting conflicting claims, differentiating between fact and opinion, weighing “evidence” or “proof,” being perceptive to our biases and those of others, and drawing logical conclusions. Ellis (1991: 184–185) suggests a four-step strategy for critical thinking:

Step 1: Understand the point of view.


• Listen/read without early judgment.

• Seek to understand the source’s background (e.g., culture, education, experience, and values).

• Try to “live in their shoes.”

• Summarize their viewpoint.



Step 2: Seek other views.


• Seek viewpoints, questions, answers, ideas, and solutions from others.



Step 3: Evaluate the various viewpoints.


• Look for assumptions (i.e., an opinion that something is true, without evidence), exceptions, gaps in logic, oversimplification, selective perception, either/or thinking, and personal attacks.



Step 4: Construct a reasonable view.


• Study multiple viewpoints, combine perspectives, and produce an original viewpoint that is a creative act and the essence of critical thinking.






Why Think Critically about the History of Security and Loss Prevention?

The intent here is to stimulate the reader to go beyond memorizing historical events, names, and dates. If you have read several books in this field, the history chapters sound very similar. Did the writers, including this one, become complacent and repeat what has been written repeatedly about the history of this field? How do you know that the history of security and loss prevention as presented in this book and in others is objective?

Recorded history is filled with bias. Historians and scholars decide what subjects, events, innovations, countries, ethnic groups, religions, men, and women should be included or excluded from recorded history. In reference to the history of security and loss prevention, what have we missed? What subjects have been overemphasized? (A case problem at the end of this chapter asks the reader to critically think about the history of security and loss prevention.) In the policing field, for example, Weisheit, Baker, and Falcone (1995: 1) note that history and research reflect a bias toward urban police, at the expense of rural police. Do security researchers and writers overemphasize large proprietary security programs and large security service firms? What about the thousands of proprietary security programs at small companies and the thousands of small security service firms? Another question is what role did women and minorities play in the history of this field?

What country do you think has had the most impact on police and security in the United States? Our language, government, public and private protection, law, and many other aspects of our lives have deep roots in England. However, what about the role of other countries in the development of police and private security methods? Stead (1983: 14–15) writes of the French as innovators in crime prevention as early as the 1600s under King Louis XIV. During that time, crime prevention was emphasized through preventive patrol and street lighting. Germann, Day, and Gallati (1974: 45–46) write of early Asian investigative methods that used psychology to elicit confessions.

A critical thinking approach “opens our eyes” to a more objective perspective of historical events. The author is not seeking to rewrite history, or to change the basic strategies of security and loss prevention. Rather, the aim is to expand the reader’s perception and knowledge as a foundation for smarter protection in a complex world.




Security and Loss Prevention Defined

Within our organized society, security is provided primarily by our armed forces, law enforcement agencies, and private security. The 9/11 attacks resulted in several changes in the way in which we organize public and private security. Post-9/11 security changes are covered in subsequent chapters.

During the last decades of the 20th century, the methods of private security became more specialized and diverse. Methods not previously associated with security emerged as important components of the total security effort. Security officers, fences, and alarms have been the hallmark of traditional security functions. Today, with society becoming increasingly complex, additional specialization—auditing, safety, fire protection, information technology (IT) security, crisis management, executive protection, terrorism countermeasures, to name a few—continuously are being added to the security function. Because of the increase in diverse specializations within the security function, many practitioners favor a broader term for all of these functions, known as loss prevention.

Another reason for the growing shift in terminology from security to loss prevention involves the negative connotations of security. Saul Astor (1978: 27) points out:
In the minds of many, the very word “security” is its own impediment.

… Security carries a stigma; the very word suggests police, badges, alarms, thieves, burglars, and some generally negative and even repellent mental images…. Simply using the term “loss prevention” instead of the word “security” can be a giant step toward improving the security image, broadening the scope of the security function, and attracting able people.

Because of additional specialization included in the security function and the frequently negative connotations associated with the term security, the all-encompassing term for describing the contents of this book is loss prevention. The security function and other specialized fields (auditing, safety, fire protection, etc.) are subsumed in loss prevention.

Security is narrowly defined as traditional methods (security officers, fences, and alarms) used to increase the likelihood of a crime-controlled, tranquil, and uninterrupted environment for an individual or organization in pursuit of objectives.

Loss prevention is broadly defined as almost any method (e.g., security officers, safety, auditing) used by an individual or organization to increase the likelihood of preventing and controlling loss (e.g., people, money, productivity, materials) resulting from a host of adverse occurrences (e.g., crime, fire, accident, natural disaster, error, poor supervision or management, bad investment). This broad definition provides a foundation for the loss prevention practitioner whose innovations are limited only by his or her imagination. It is hoped that these concepts not only will guide the reader through this book but also reinforce a trend in the use of these definitions.

Various employment titles are applied to individuals who perform security and loss prevention duties within organizations. The titles include Vice President, Director, or Manager of Security, Corporate Security, Loss Prevention, or Assets Protection.

Another title receiving attention is the Chief Security Officer (CSO). The Chief Security Officer Guideline (ASIS International, 2004) is designed “… as a model for organizations to utilize in the development of a leadership function to provide a comprehensive, integrated security risk strategy to contribute to the viability and success of the organization.” This guideline is a response to an increasingly serious threat environment, and it recommends that the CSO report to the most senior level executive of the organization. The guideline lists specific risks, job duties and services, and skills required. The CSO designation and the guideline supporting it provide an excellent reference from which the security profession and senior management can draw on to improve the protection of people and assets and help organizations survive in a world filled with risks.

 CSO (2004) defines the CSO position as follows:
The title Chief Security Officer (CSO) was first used principally inside the information technology function to designate the person responsible for IT security. At many companies, the term CSO is still used in this way. CISO, for Chief Information Security Officer, is an equivalent term, and today the CISO title is becoming more prevalent for leaders with an exclusive infosecurity focus.

The CSO title is also used at some companies to describe the leader of the “corporate security” function, which includes the physical security and safety of employees, facilities and assets. More commonly, this person holds a title such as Vice President or Director of Corporate Security. This function has historically been distinct from information security.

Increasingly, Chief Security Officer means what it sounds like: The CSO is the executive responsible for the organization’s entire security posture, both physical and digital.

Research conducted by Booz Allen Hamilton (2005) for ASIS International, the Information Systems Security Association, and the Information Systems Audit and Control Association, found that placing all security functions under one individual (“the strongest or most powerful of the various security elements”) may not be beneficial (“an obvious and flawed option”) for all organizations because it can reduce the influence of important managers in enterprisewide security. The study recommended a “business-focused council of leaders” consisting of representatives from various specializations—such as risk management, law, safety, and business continuity—who “come together using the corporate strategy as a common element on which to focus.”


Security is narrowly defined; loss prevention is broadly defined.






History


Why Study the History of Security and Loss Prevention?

We should study the history of security and loss prevention because


• We learn of the origins of the profession and how it developed.

• We can see how voids in security and safety within society were filled by the private sector.

• We can learn of noted practitioners and theorists and their challenges, failures, and successes.

• We can compare security in the past to security in the present to note areas of improvement and areas requiring improvement.

• We can learn how security services and systems have been controlled and regulated.

• We can learn of the interaction of private security and public police over time.

• History repeats itself. We should strive to avoid the mistakes of the past and continue with successes.

• We can learn how social, economic, political, and technological forces have affected security over time.

• The past assists us in understanding the present, and it offers us a foundation to anticipate future events.








Early Civilizations

Prehistoric human beings depended on nature for protection because they had not learned how to build strong houses and fortifications. In cold climates, caves provided protection and shelter, whereas in the tropics, trees and thickets were used. Caves were particularly secure because rocky walls guarded tribes on all sides except at the cave mouth. To protect the entrance, redundant (i.e., duplicating to prevent failure) security was employed: large rocks acted as barriers when they were rolled in front of entrances; dogs, with their keen sense of smell, served to alarm and attack; and fires added additional defense. By living on the side of a mountain with access via a narrow, rocky ledge, cave dwellers were relatively safe from enemies and beasts. Early Pueblo Indians, living in what is now New Mexico and Arizona, ensured greater protection for themselves in their dwellings by constructing ladders that could be pulled in, and this defense proved useful until enemies attacked with their own ladders. In fact, in early civilizations, as today, security measures have never been foolproof, and adversaries typically strive to circumvent (i.e., to go around) defenses.

Throughout history, redundant security has been used to block adversaries attempting to circumvent defenses.



The Great Wall of China is the longest structure ever built. It was constructed over hundreds of years beginning in the 400s BC. Hundreds of thousands of workers lived their lives near the wall and participated in this huge project that stretched 4,000 miles and reached heights of 25 feet. Unfortunately, the wall provided protection only from minor attacks; when a major invasion force struck, the defense could not withstand the onslaught. The army of Mongol leader Genghis Khan swept across the wall during the AD 1200s and conquered much of China. Since 1949, the Chinese government has restored some sections of the mostly collapsed wall, which is a major tourist attraction (Feuerwerker, 1989: 373–374).

It is interesting to note the changing character of security through history. In earlier years, huge fortifications could be built with cheap labor, and a king could secure a perimeter with many inexpensive guards. Today, physical barriers such as fences and walls are expensive, as is the posting of security forces at physical barriers. One 24-hour post can cost over $100,000 annually for security personnel and physical security systems.

As societies became more complex, the concepts of leadership, authority, and organization began to evolve. Mutual association created social and economic advantages but also inequities, so people and assets required increased protection. Intergroup and intragroup conflicts created problems whose “solutions” often took the form of gruesome punishments, including stoning, flaying, burning, and crucifying. A person’s criminal record was carried right on his or her body, through branding and mutilation. By 1750 BC the laws of Hammurabi, King of Babylon, not only codified the responsibilities of the individual to the group and the rules for private dealings between individuals, but also discussed retributive penalties (Germann, Day, and Gallati, 1974: 43).


Ancient Greece

Between the ninth and third centuries BC, ancient Greece blossomed as an advanced commercial and culturally rich civilization. The Greeks protected their advancing civilization with the polis, or city-state, which consisted of a city and the surrounding land protected by a centrally built fortress overlooking the countryside. A stratified society brought the ruling classes constant fear of revolution from below. Spartans, for example, kept their secret agents planted among the lower classes and subversives. During the time of the Greek city-states, the first police force evolved to protect local communities, although citizens were responsible for this function. The Greek rulers did not view local policing as a state responsibility, and when internal conflicts arose, they used the army. During this era, the Greek philosopher Plato introduced an advanced concept of justice, in which an offender not only would be forced to pay a sort of retribution, but also would be forced into a method of reform or rehabilitation.

Ancient Egyptians sealed the master locksmith in the tomb to prevent security leaks.






Ancient Rome

The civilization of ancient Rome also developed both commercially and culturally before the birth of Christ. Rome was located only 15 miles from the sea and could easily share in the trade of the Mediterranean. This city sat on seven hills overlooking the Tiber River, which permitted ease in fortification and defense. A primitive but effective alarm system was used by placing geese at strategic locations so their very sensitive hearing would trigger squawking at the sound of an approaching army.

The Roman regime was well designed to carry on the chief business of the Roman state, which was war. A phalanx of 8,000 foot-soldiers became the basic unit of a Roman army equipped with helmets, shields, lances, and swords. Later, a more maneuverable legion of 3,600 men armed in addition with iron-tipped javelins was used. These legions also were employed to maintain law and order. The first emperor of Rome, Augustus (63 BC–AD 14), created the Praetorian Guard to provide security for his life and property. These urban cohorts of 500 to 600 men were deployed to keep the peace in the city. Some believe that after about AD 6 this was the most effective police force until recent developments in law enforcement. Modern-day coordinated patrolling and preventive security began with the subsequent nonmilitary vigiles, night watchmen who were active in both policing and firefighting (Post and Kingsbury, 1977; Ursic and Pagano, 1974).

The Romans have an interesting history in fire protection. During the 300s BC, slaves were assigned firefighting duties. Later, improved organization established divisions encompassing hundreds of people, who carried water in jars to fires or brought large pillows so victims trapped in taller structures could jump with improved chances for survival. The completion of the aqueducts to Rome aided firefighting by making water easier to obtain. Hand pumps and leather hoses were other innovations.




The Middle Ages in Europe

During the Dark Ages, the period in history after the destruction of the ancient Greek and Roman empires, feudalism gradually developed in Europe. Overlords supplied food and security to those who farmed and provided protection around castles fortified by walls, towers, and a drawbridge that could be raised from its position across a moat. Even then, security required registration, licensing, and a fee—Henry II of England (reigned AD 1154–1189) destroyed more than 1,100 unlicensed castles that had been constructed during a civil war (Brinton, et al., 1973: 167).

Another mutual arrangement was the war band of the early Germans, the comitatus, by which a leader commanded the loyalty of followers, who banded together to fight and win booty. To defend against these bands of German barbarians, many landowners throughout Europe built their own private armies. (The term posse comitatus denotes a body of citizens that authority can call on for assistance against offenders. The Posse Comitatus Act is a Civil War–era act that generally prohibits the military from engaging in civilian law enforcement. This law has been labeled as archaic because it limits the military from responding to disasters.)

Much of the United States’ customs, language, laws, and police and security methods can be traced to its English heritage. For this reason, England’s history of protection is examined here.

Between the 7th and 10th centuries, the frankpledge system and the concept of tithing fostered increased protection. The frankpledge system, which originated in France and spread to England, emphasized communal responsibility for justice and protection. The tithing, or group of 10 families, shared the duties of maintaining the peace and protecting the community.

In 1066, William, Duke of Normandy (in present-day France), crossed the English Channel and defeated the Anglo-Saxons at Hastings. A highly repressive police system developed under martial law as the state appropriated responsibility for peace and protection. Community authority and the tithing system were weakened. William divided England into 55 districts, or shires. A reeve, drawn from the military, was assigned to each district. (Today, we use the word sheriff, derived from shire-reeve.) William is credited with changing the law to make a crime an offense against the state rather than against the individual and was instrumental in separating police from judicial functions. A traveling judge tried the cases of those arrested by the shire-reeves.

In 1215 King John signed the Magna Carta, which guaranteed civil and political liberties. Local government power increased at the expense of the national government, and community protection increased at the local level.

Another security milestone was the Statute of Westminster (1285), issued by King Edward I to organize a police and justice system. A watch and ward was established to keep the peace. Every town was required to deploy men all night, to close the gates of walled towns at night, and to enforce a curfew.

What similarities can you draw between security strategies of earlier civilizations and those of today?








MORE CONTEMPORARY TIMES


England

For the next 500 years, repeated attempts were made to improve protection and justice in England. Each king was confronted with increasingly serious crime problems and cries from the citizenry for solutions. As England colonized many parts of the world and as trade and commercial pursuits brought many people into the cities, urban problems and high crime rates persisted. Merchants, dissatisfied with the protection afforded by the government, hired private security forces to protect their businesses.

By the 18th century, the Industrial Revolution compounded urban problems. Many citizens were forced to carry arms for their own protection, because a strong government policing system was absent. Various police and private security organizations did strive to reduce crime; Henry Fielding, in 1748, was appointed magistrate, and he devised the strategy of preventing crime through police action by helping to form the famous Bow Street Runners, the first detective unit. The merchant police were formed to protect businesses, and the Thames River police provided protection at the docks. During this period, more than 160 crimes, including stealing food, were punishable by death. As pickpockets were being hanged, others moved among the spectators, picking pockets.

Do you think policing and justice were impotent during the early Industrial Revolution in England? Do you think we have a similar problem today in the United States?




Peels Reforms

In 1829, Sir Robert Peel worked to produce the Metropolitan Police Act that resulted in a revolution in law enforcement. Modern policing was born. Peel’s innovative ideas were accepted by Parliament, and he was selected to implement the act that established a full-time, unarmed police force with the major purpose of patrolling London. Peel is credited also with reforming the criminal law by limiting its scope and abolishing the death penalty for more than 100 offenses. It was hoped that such a strategy would gain public support and respect for the police. Peel was very selective in hiring his personnel, and training was an essential part of developing a professional police force. Peel’s reforms are applicable today and include crime prevention, the strategic deployment of police according to time and location, a command of temper rather than violent action, record keeping, and crime news distribution.

Although Sir Robert Peel produced a revolution in law enforcement in 1829, crime and the private security industry continued to grow.








Early America

The Europeans who colonized North America had brought with them the heritage of their mother countries, including various customs of protection. The watchman system and collective responses remained popular. A central fortification in populated areas provided increased security from hostile threats. As communities expanded in size, the office of sheriff took hold in the South, whereas the functions of constable and watchman were the norm in the Northeast. The sheriff’s duties involved apprehending offenders, serving subpoenas, and collecting taxes. Because a sheriff was paid a higher fee for collecting taxes, policing became a lower priority. Constables performed a variety of tasks such as keeping the peace, bringing suspects and witnesses to court, and eliminating health hazards. As in England, the watch system had its share of inefficiency, and to make matters worse, those convicted of minor crimes were sentenced to serve time on the watch.

The watch also warned citizens of fire. In colonial towns, each home had to have two fire buckets, and homeowners were subject to a fine if they did not respond to a fire, buckets in hand. A large fire in Boston in 1679 prompted the establishment of the first paid fire department in North America (Bugbee, 1978: 5).




The Growth of Policing

The period of the middle 1800s was a turning point for both law enforcement and private security in America, as it had been in England. Several major cities (e.g., New York, Philadelphia, San Francisco) organized police forces, often modeled after the London Metropolitan Police. However, corruption was widespread. Numerous urban police agencies in the Northeast received large boosts in personnel and resources to combat the growing militancy of the labor unions in the late 1800s and early 1900s. Many of the large urban police departments originally were formed as strikebreakers (Holden, 1986: 23). Federal policing also experienced growth during this period. The U.S. Treasury had already established an investigative unit in 1864. As in England, an increase in public police did not quell the need for private security.

The History of Loss Prevention in a NutshellLoss prevention has its origin in the insurance industry. Before the Civil War, insurers gave minimal attention to the benefits of loss prevention. For instance, in the fire insurance business, executives generally viewed fires as good for business. Insurance rates were based on past loss experience, premiums were paid by customers, losses were paid to unfortunate customers, and a profit was expected by the insurer. When excessive fire losses resulted in spiraling premiums, the changing nature of the fire insurance business created a hardship for both the insurer and the insured. Insurance executives were forced to raise premiums to cover losses, and customers complained about high rates. The predominance of wooden construction (even wooden chimneys) in dense urban areas made fire insurance unaffordable for many. A serious fire peril persisted.

After the Civil War, loss prevention began to gain momentum as a way to reduce losses and premiums. Fire insurance companies formed the National Board of Fire Underwriters, which, through the use of engineering, investigation, research, and education, was credited with preventing losses. In 1965, the board was merged into the American Insurance Association (AIA). AIA activities have brought about the development of the National Building Code, a model code adopted by many municipalities to reduce fire losses.

Today, executives throughout the insurance industry view loss prevention as essential. Many insurers have loss prevention departments to aid themselves and customers. Furthermore, customers (i.e., the insured), to reduce premiums, have become increasingly concerned about preventing losses. Management in many businesses instituted loss prevention strategies (e.g., fire protection). The security department within businesses repeatedly handle these strategies, which results in an expanded role for security. Expansion of the security function to such fields as fire protection and safety has led to the use of the broader term loss prevention rather than security.








The Growth of Security Companies

In 1850, Allan Pinkerton, a cooper, opened a detective agency in the United States after becoming the Chicago Police Department’s first detective. Because public police were limited by geographic jurisdiction, they were handicapped when investigating and apprehending fleeing offenders. This limitation facilitated the growth of private security. Pinkerton (see Figure 1-1) and others became famous as they pursued criminals across state boundaries throughout the country. Today, Pinkerton Service Corporation is a subsidiary of Securitas, based in Stockholm, Sweden.
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FIGURE 1-1 Major Allan Pinkerton, President Lincoln, and General John A. McClellan, Antietam, MD, October 1862.Courtesy: National Archives.

During the 1800s, because public police were limited by geographic jurisdiction and restrained from chasing fleeing offenders, private security filled this need and became a growth industry.



To accompany Americans’ expansion westward during the 19th century and to ensure the safe transportation of valuables, Henry Wells and William Fargo supplied a wide-open market by forming Wells, Fargo & Company in 1852, opening the era of bandits accosting stagecoaches and their shotgun riders. Wells Fargo was acquired by Burns International Services Corporation. The name Wells Fargo is exclusive to Wells Fargo & Company, a large financial services business.

Another security entrepreneur, William Burns, first was a Secret Service agent who directed the Bureau of Investigation that preceded the FBI. In 1910, this experienced investigator opened the William J. Burns Detective Agency (see Figure 1-2), which became the investigative arm of the American Bankers Association. Today, Burns International Services Corporation is a subsidiary of Securitas.
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FIGURE 1-2 In 1910, William J. Burns, the foremost American investigator of his day and the first director of the government agency that became the FBI, formed the William J. Burns Detective Agency.

Washington Perry Brink, in 1859, also took advantage of the need for the safe transportation of valuables. From freight and package delivery to the transportation of payrolls, his service required increased protection through the years as cargo became more valuable and more vulnerable. Following the killing of two Brink’s guards during a robbery, the armored truck was initiated in 1917. Today, the Brink’s Company is a leading global security services company. It provides secure transportation services, and it monitors home security systems.

Edwin Holmes is another historical figure in the development of private security in the United States. He pioneered the electronic security alarm business. During 1858, Holmes had a difficult time convincing people that an alarm would sound on the second floor of a home when a door or window was opened on the first floor. His sales strategy was to carry door-to-door a small model of a home containing his electric alarm system. Soon sales soared, and the first central office burglar alarm monitoring operation began. Holmes Protection Group, Inc., was acquired by ADT Security Services, Inc., at the end of the 20th century.

Since 1874, ADT Security Services, Inc., has been a leader in electronic security services. Originally known as American District Telegraph, ADT has acquired numerous security companies since its inception. Today, it is a unit of Tyco Fire and Security Services. ADT is a provider of electronic security services (i.e., intrusion, fire protection, closed-circuit television or CCTV, access control) to millions of commercial, federal, and residential customers.

The Wackenhut Corporation is another leader in the security industry. Founded in 1954 by George Wackenhut, a former FBI agent, the corporation extended its services to government agencies, which resulted in numerous contracts since its inception. The Wackenhut Corporation is the U.S.-based division of Group 4 Securicor, located in the United Kingdom.




Railroads and Labor Unions

The history of private security businesses in the United States must include two important events of the 19th century: the growth of railroads and labor unions.

Although railroads were valuable in providing the vital East–West link that enabled the settling of the American frontier, these powerful businesses used their domination of transportation to control several industries, such as coal and kerosene. Farmers were especially hurt in economic terms because they had no alternative but to pay high fees to transport their products via the railroads. The monopolistic practices of railroads created considerable hostility; when Jesse James and other criminals robbed trains, citizens applauded. Railroads could not rely on public police protection because of jurisdictional boundaries. Consequently, numerous states passed laws enabling railroads to organize proprietary security forces with full arrest powers and the authority to apprehend criminals transcending multiple jurisdictions. Railroad police numbered 14,000 by 1914. During World War I, they were deputized by the federal government to ensure protection of this vital transportation network.

The growth of labor unions at the end of the 19th century resulted in increased business for security firms who acted as strikebreakers for large corporations. However, this venture proved costly. A bloody confrontation between Pinkerton men and workers at the Carnegie steel plant in Homestead, Pennsylvania, resulted in eight deaths (three security men and five workers). Pinkerton’s security force surrendered. The plant then was occupied by federal troops. Senate hearings followed the Homestead disaster and “anti-Pinkertonism” laws were enacted to restrict private security. However, local and state police forces began to emerge quickly to deal with strikers (Shelden, 2001: 84). Later, the Ford Motor Company and other businesses were involved in bloody confrontations. Henry Ford had a force of about 3,500 security personnel, spies, and “sluggers” (i.e., private detectives), who were augmented by various community groups such as the Knights of Dearborn and the Legionnaires. The negative image brought to the public eye by newspaper coverage tarnished many businesses and security firms. Prior to World War II, pressure from Congress, the Roosevelt Administration, labor unions, and the ACLU caused corporate management to shift its philosophy to a softer “public relations” approach (Shelden, 2001: 92).




The Great Wars

World Wars I and II brought about an increased need for protection in the United States. Sabotage and espionage were serious threats. Key industries and transportation systems required expanded and improved security. The social and political climate in the early 20th century reflected urban problems, labor unrest, and worldwide nationalism. World War I compounded these turbulent times and people’s fears. Security became a primary concern. A combination of the “war to end all wars,” Prohibition, intense labor unrest, and the Great Depression all overtaxed public police. Private security companies helped fill the void.

By the late 1930s, Europe was at war again, and the Japanese were expanding in the Far East. A surprise Japanese bombing of the Pacific Fleet at Pearl Harbor in 1941 jolted the United States into World War II, and security concerns appeared again. The United States went into full production, and protection of vital industries became crucial, leading the federal government to bring plant security personnel into the army as an auxiliary to military police. By the end of the war, more than 200,000 of these security workers had been sworn in.




The Third Wave

In the decades following World War II, private security expanded even more; during the 1950s, the Korean War and the unrelenting “cold war” created worldwide tension and competition between the democracies and communist regimes. The Department of Defense, in 1952, strengthened the security requirements of defense industries to protect classified information and materials. When the Soviets successfully launched the first earth satellite (Sputnik, in 1957) and first reached the moon with an unmanned rocket (1959), Americans were stunned. The technological race became more intense, and information protection became more important.

The turbulent 1960s created massive social and political upheaval in the United States, and public police forces were overwhelmed by responses to the unpopular Vietnam war; protests over the denial of civil rights to minority groups; the assassinations of President John F. Kennedy, Senator Robert Kennedy, and the Reverend Martin Luther King, Jr.; and rising crime and drug problems. Private security boomed.

Protests, crime, terrorism, and limited public police resources marked the 1970s, 1980s, and 1990s. By this time, the advanced nations of the world had developed into what Alvin Toffler’s (1980)
The Third Wave and John Naisbitt’s (1982)
Megatrends call third wave societies: societies based on information and technology. (First wave societies had agriculture as a foundation, and these dominated the world for thousands of years, deriving energy from human and animal power. Offenders stole cattle, gold, and other valuables. Second wave societies occurred during the Industrial Revolution when production was powered by irreplaceable energy sources such as coal and oil. Criminals focused on money and booming economic conditions.) With the depletion of world resources, the world is becoming more dependent on technology and information; and “third wave” criminals exploit technology to commit their crimes, the extent of which is limited only by technological innovation and the offenders’ imaginations.




“Has Cybercrime Surpassed Physical Crime?”Gips (2006: 24) asked the preceding question in response to an IBM survey of mostly chief information officers. Sixty percent viewed cybercrime as more costly to their business than physical crime. Gips notes that it is difficult to measure and compare cybercrime and physical crime because “studies that attempt to quantify security losses across sectors and types of crime are based on extrapolation and guesswork.” He argues that the cost of physical crime in the United States easily outpaces the cost of cybercrime. Gips refers to several sources on annual costs of crime: the FBI estimates that cybercrime costs about $400 billion and counterfeit goods cost about $250 billion; the Association of Certified Fraud Examiners estimates that occupational crime (e.g., altering checks, setting up fictitious accounts) costs about $652 billion; cargo theft costs “tens of billions” of dollars according to the International Cargo Security Council; retailers lose about $40 billion from shrinkage and inventory loss; and physical crime losses often exclude indirect costs, such as defending and paying judgments on lawsuits alleging negligent security. Gips concludes his arguments by noting that “if you think you are at risk for cybercrime, that’s likely where you will devote your resources. And if the risk lies elsewhere, that could mean that the company’s more costly vulnerabilities will not be adequately addressed.”








Convergence of IT and Physical Security

Today, the third wave is continuing with three notable occurrences affecting security. First, terminology is changing. Examples are cybercrime and denial of service. Second, two distinct security camps have emerged: information technology (IT) security specialists and physical security specialists. Generally, the former possess a background geared to protect against computer-related crime and unauthorized intrusions into IT systems, whereas the latter focus on traditional security duties (e.g., perimeter security, access controls, and contract security forces). Third, both camps often use similar terminology and perform similar duties. Terms common to both groups include denial of access and intrusion detection. Similar duties can be far reaching and include investigations, information security, loss prevention, and risk management. Jim Spencer (2000: 1-13), writing in iSecurity, adds that these two groups have their own suppliers, consultants, publications, associations, and trade shows.

For several years, cross-training has been a buzzword for various vocations, such as for investigators and auditors. History repeats itself and we have a need for cross-training for IT and physical security specialists. Each specialist can assist the other with data, technologies, access controls, biometrics, investigations, and business continuity, among other areas. Cooperative planning is essential. Suppose an employee is fired at a company. Security officers and access control systems customarily deny the former employee entrance to the company facility. However, today, protection requires broader applications because of remote access to IT systems. An offender no longer has to physically trespass to steal and do harm to an organization. We can only guess at the number of times the traditional security manager has done an excellent job of ensuring that security officers are patrolling, physical security is operational, and the facility is protected, except that a hacker has penetrated the corporate IT system and stolen proprietary information or caused other harm to the business. Physical security specialists and IT specialists must work together for comprehensive protection. As explained earlier, an executive with a title such as Vice President of Security, Vice President of Loss Prevention, or Chief Security Officer can manage all aspects of security (i.e., physical and digital), work to ensure organizational survival, and report to senior executives.

Convergence of IT and physical security means that both specializations and related technologies unite for common objectives. Efforts to secure access to databases, e-mail, and organizational intranets are merging with access controls, fire and burglar alarm systems, and video surveillance. Physical security is increasingly relying on IT systems and related software. Both IT systems and physical security systems have sensors that generate data that is managed. As examples, an IT system will have an antivirus program and a physical security system will have motion detectors.

Bernard (2007: 475) notes that “convergence relating to security is occurring at two levels: technology and management.” At the technology level is the convergence of digital information technology with electronic security systems. At the security management level, convergence is the integration of physical security functions, IT security, and security risk management.

There are advantages from the convergence of IT and physical security. These include the opportunity for security personnel to monitor physical security remotely from almost anywhere in the world, less travel time and expenses for monitoring and investigations, and easier software upgrades. Two disadvantages are a virus may affect physical security when sharing a single server; and an organization’s bandwidth may reach its limit from the requirements of video surveillance.

Gural (2005: 9) cites a report from Forrester Research that shows increases in organizational spending that brings traditional security functions—CCTV, access controls, and security officer duties—onto the same platform as such functions as IT network access management. In addition, software is increasingly being used for detection and response instead of relying on only personnel. Security Management (Tech Talk, 2004: 45) notes that as traditional physical security increasingly relies on IT systems, IT specialists in organizations are playing a larger role in physical security decisions. IT specialists want to ensure that physical security technology is compatible with the network and safe from virus infections and hackers. Physical security purchasing decisions in organizations often consist of a committee of personnel from security or loss prevention, IT, and operations. Generally, the IT department has a larger budget than the security department, and this may increase the clout of IT in purchasing decisions. Furthermore, if IT managers can convince senior management that cybercrime is a greater threat than physical crime, then this also will influence the direction of the security budget (Computer Business Review, 2006).

Another player in corporate management change is the facility manager. This individual, often an engineer, ensures that the company’s infrastructure, which houses people and operations, functions at optimum efficiency to support business goals. The traditional security department is likely to feel a “pull” toward IT or the facility manager because its boundaries are dissolving as a result of information and communications technology. The process of management is increasingly dependent on information, who controls it, what is done with it, and its dissemination. The power of IT especially is growing (Freeman, 2000: 10).

There are those who may claim the demise of the traditional security manager, who will be replaced by the IT manager or facility manager. The argument is that if an offender enters a facility and steals a computer, this crime is minor in comparison to, say, the potential harm from a hacker accessing a company’s IT system. Such reasoning misses the broad, essential functions performed by the traditional security manager and staff. Examples are preventing crimes against people, responding to crimes, rendering first aid, conducting investigations, working with public police to arrest offenders, life safety, and fire protection. At the same time, traditional security practitioners must be put on notice to become involved in lifelong learning of IT systems, which touch all aspects of their traditional duties.




Convergence of Enterprise Security

Convergence of enterprise security refers to the merging of security functions throughout the entire business enterprise (i.e., business organization). Research conducted by Booz Allen Hamilton (2005) for ASIS International, and others, showed a trend of convergence of all components of security in organizations. The research report titled Convergence of Enterprise Security Organizations explains convergence in broad business terminology and emphasizes an enterprisewide view of risk. “Delivering on convergence is not just about organizational integration; rather it is about integrating the security disciplines with the business’ mission to deliver shareholder value.” “To be effective this converged approach should reach across people, processes, and technology, and enable enterprises to prevent, detect, respond to, and recover from any type of security incident.” The research report referred to an incident at the Sumitomo Mitsui Bank in London, England, to illustrate the importance of merging security functions throughout the entire business enterprise. Although the bank had strong IT security measures, hackers took advantage of a lapse in physical security by posing as janitors and installing devices on computer keyboards that permitted them to obtain valuable login information. In 2004, in only three days the MyDoom e-mail virus caused about $22.6 billion in damages as it spread to more than 200 countries. Besides the initial costs of such incidents, long-term harm can damage reputation and brand, and if the incident threatens the public good, regulators may enact stricter regulations of business practices.

Surveys and interviews from the Booz Allen Hamilton research point to several internal and external drivers that are influencing the trend in convergence. They are


• Rapid expansion of the enterprise ecosystem. Enterprises are becoming more complex in a global economy of external partners.

• Value migration from the physical to information-based and intangible assets. Value is continuing to shift from physical to information-based assets.

• New protective technologies blurring functional boundaries. Technology is causing an overlap between physical and IT security.

• New compliance and regulatory regimes. Regulations are increasing in response to new threats and business interactions.

• Continuing pressure to reduce cost. Enterprises are constantly striving to efficiently reduce risk.




Many companies have two security directors, one for IT and the other for physical security. Do you agree with this approach? Why or why not?






Twenty-First Century/Post-9/11 Security Challenges

The last decade of the 20th century offered warnings of what was to come in the next century. The 1990s brought the first bombing of the World Trade Center, the bombing of the Murrah Federal Building in Oklahoma City, the first war with Iraq, crimes resulting from the Internet, the increased value of proprietary information, and attention to violence in the workplace.

As we know, not long into the 21st century, on September 11, 2001, terrorists attacked the World Trade Center and the Pentagon. Following the attacks, a crisis in confidence in government occurred. Citizens asked: How could the most powerful nation on earth be subject to such a devastating attack? What went wrong? Who is to blame? In response to the crisis, President George Bush declared war on terrorism. He appointed a new Cabinet position, the Office of Homeland Defense, to coordinate counterterrorism. The attacks also led to greater police powers for search and seizure and electronic surveillance, and the age-old question of how to balance police powers and constitutional rights.

These bold, surprise attacks, subsequent bioterrorism (i.e., anthrax attacks through the U.S. Postal System), the war in Afghanistan, and the second war in Iraq show the difficult challenges facing our world in this new century. The United States and its allies are not only faced with conflict in Iraq, Afghanistan, and other regions, but also old and emerging state competitors and the proliferation of weapons of mass destruction.

The 21st century has also recorded huge natural disasters that—along with the problem of terrorism—necessitate a rethinking of emergency management and business continuity. Hurricanes Katrina and Rita, in 2005, devastated Gulf-coast states. Katrina flooded New Orleans. The December 2004 Sumatran Tsunami killed almost 300,000 people and affected 18 countries around the Indian Ocean. The human and financial strain on nations in preparing for and responding to natural and accidental threats is overwhelming. These challenges require global cooperation, a broad base of knowledge, skills from many disciplines, and continued research.

From a business perspective, security and loss prevention practitioners are faced with serious challenges and questions as they assist their employers with surviving in a constantly changing world filled with risks. How can businesses and institutions protect employees, assets, and operations from terrorism and other risks? What does the future hold? Who will pay for protection? Although this book offers some insight into these questions, the answers are still being developed.

A rethinking of strategies will meet these threats. Through improved education, training, research, professionalism, creativity, astute planning, and support from our business and government leaders, security professionals will provide a safer environment.

Search the WebAccess the Web and seek an international perspective by visiting the New Scotland Yard, which includes links to history: http://www.met.police.uk

Use your favorite search engines to check the sites of major security companies. For example: http://www.pinkertons.com/

What did you learn from these sites?










Case Problems

1A. As a security manager you are asked to speak to a local college class on the history and development of the security and loss prevention field. What five significant points in the history of this field do you emphasize?

1B. As a part-time security officer and a full-time college student, you are now working on an assignment to think critically about the history of security and loss prevention and prepare a typed report. The assignment requires you to focus on some aspect of the history of security and loss prevention that you believe is biased or inaccurate, and to explain your interpretation of historical events.

1C. As Director of Security for a corporation, you are responsible for security officer operations, investigations, and physical security. You presently report to the Senior Vice President. A pending reorganization may place you, your department, and its budget under the supervision of either the Director of IT or the Director of Facilities. You may become an Assistant Director. Time is now available for possible negotiation. Changes will be finalized in three months. Soon you will be meeting with the Senior Vice President. Are you in favor of the pending changes? What suggestions do you offer? If you would like to maintain the present position of security, what justification and value do you offer your supervisor and the corporation? What justification and value do you think your supervisor will present to you to support change?
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The Business, Careers, and Challenges of Security and Loss Prevention

KEY TERMS


• private sector

• public sector

• human resources

• asset

• operations of enterprises

• risk

• threat

• hazard

• all-hazards

• all-hazards preparedness concept

• metrics

• internal metrics

• methodological problems

• direct losses

• indirect losses

• external metrics

• contract security

• proprietary security

• privatization

• mercenary

• deterrence

• reactive strategies

• proactive strategies

• Private Security Officer Employment Authorization Act of 2004

• ethics


ObjectivesAfter studying this chapter, the reader will be able to:


1. Explain the risks and losses facing our society.

2. Define and illustrate metrics and explain why it is important.

3. Describe the security industry.

4. Define and explain privatization.

5. Describe the types of employment available in the security and loss prevention vocation.

6. Explain the limitations of the criminal justice system.

7. List and discuss the challenges of the security industry.






The millions of employees in the security and loss prevention vocation protect people, assets, and the operations of enterprises.




Introduction

Security is “big business” globally, and there are many career opportunities and challenges in this profession. Several drivers are affecting the growth of this industry:


• Crimes, fires, accidents, and natural and other disasters pose threats to the general public and the public and private sectors worldwide.

• Offenders from throughout the world are constantly seeking to exploit vulnerabilities that they can pinpoint in government, businesses, institutions, nonprofits, and individuals.

• The 9/11 attacks, other terrorist threats, and the conflicts in Iraq, Afghanistan, and other locations illustrate the need for global security and safety.

• Government laws and mandates to improve homeland security and protect critical infrastructure and key assets are placing increasing responsibilities on protection programs.

• The challenges of risk management, such as increasing insurance premiums, are forcing businesses, institutions, and organizations to enhance their security and loss prevention programs to reduce risks.

• There is increased pressure on the security and loss prevention vocation and industry to improve professionalism, performance, and value to enterprises.



This chapter begins with basic definitions as a foundation for an explanation of what this business is about and what it seeks to accomplish. Subsequent paragraphs explain the importance of metrics as a way to show the value and performance of security and loss prevention. Another important topic in this business is customer service (explained in Chapter 5). The practitioners in this vocation must be mindful of value, performance, and customer service as vital strategies to survive in this business. These strategies are important for both proprietary and contract security organizations.

Businesses, often referred to as the private sector, exist to generate profit. Government, often referred to as the public sector, serves the general public and is supported by tax dollars. Both sectors contain security and loss prevention programs to protect people, assets, and the operations of enterprises from a broad variety of threats and hazards that can result in harm and losses. Here we emphasize protecting people connected in some way to organizations, as opposed to protecting the general public through the efforts of our armed forces and law enforcement agencies and other first responders. The people in organizations are referred to as employees or human resources. They must be protected if an enterprise is to continue its operations and pursue its objectives. However, other groups of people are connected to organizations and require protection. Examples are customers, vendors, and visitors. In fact, people are not required to be on the premises to receive protection, as in the case of an organization protecting customer information as required by law. From a business perspective, an asset is a resource controlled by an organization that can produce economic benefit. Examples are many and include cash, stocks, inventory, property, equipment, patents, copyrights, and goodwill. The operations of enterprises refer to the utilization of human resources and assets to pursue organizational objectives.


The practitioners in the security and loss prevention vocation must be mindful of value, performance, and customer service as vital strategies to survive in this business.



Quinley and Schmidt (2002: 4), from the insurance and risk management discipline, define risk as “a measure of the frequency or probability of a negative event and the severity or consequences of that negative event.” Leimberg et al. (2002: 82), from the same discipline, define risk as “exposure to damages that arises from property damage or bodily injury.” Haddow and Bullock (2003: 15), from the emergency management discipline, use the definition of risk from the National Governors Association: “… susceptibility to death, injury, damage, destruction, disruption, stoppage and so forth.” ASIS International (2003: 5), from the security discipline, defines risk as “the possibility of loss resulting from a threat, security incident, or event.” Risk is defined here as the measurement of the frequency, probability, and severity of losses from exposure to threats or hazards. The management and measurement of risk are important processes that are continually being developed. These topics are explained in subsequent chapters.

A threat is a serious, impending, or recurring event that can result in loss, and it must be dealt with immediately. For instance, management in a corporation is informed that an employee stated that he intends to kill other employees, or, in another corporation, an increase in workplace violence occurs. A retailer typically incurs losses from internal theft and shoplifting. The expansion of e-commerce presents retailers with additional security concerns.

The U.S. Department of Homeland Security (2004: 66) defines hazard as “something that is potentially dangerous or harmful, often the root cause of an unwanted outcome.” The U.S. Department of Justice (2000: 37) defines hazard as “any circumstances, natural or manmade, that may adversely affect or attack the community’s businesses or residences.” Hazard is defined here as a source of danger that has the potential to cause unwanted outcomes such as injury, death, property damage, economic loss, and environmental damage that adversely impact our society.

Table 2-1 depicts several threats/hazards that can cause losses. The frequency and cost of each loss vary. Each type of threat/hazard has its own specialist to work toward solutions. For instance, a rash of robberies in a liquor store may require additional public law enforcement assistance and the installation of a more sophisticated alarm system from the private sector. Numerous injuries at a manufacturing plant may require assistance from a safety specialist. The loss prevention manager—a specialist in his or her own right or with the assistance of a specialist—must plan, implement, and monitor programs to anticipate, prevent, and reduce loss.

Table 2-1. Threats/Hazards




	Criminal Acts
	Natural Disasters
	Miscellaneous



	
Arson

Assault

Burglary

Computer Crime

Counterfeiting

Embezzlement

Espionage

Extortion

Fraud

Identity Theft

Kidnapping

Larceny/Theft

Murder

Product Tampering

Riot

Robbery

Sabotage

Sexual Assault

Shoplifting

Substance Abuse

Terrorism

Vandalism



	
Earthquake

Excessive Snow/Ice

Floods/Excessive Rain

Hurricane

Landslide

Lightning

Pandemic

Pestilence

Tidal Wave

Tornado

Tsunami

Volcanic Eruption



	
Accident

Bad Investment

Business

Interruption

Equipment Failure

Error

Explosion

Fire

Litigation

Mine Disaster

Nuclear

Accident

Oil Spill

Pollution

Poor Safety

Poor Supervision

Power Outage

Sexual Harassment

Sonic Boom

Strike

Unethical Conduct

War

Waste







Another important term is all-hazards. It refers to multiple types of hazards, including natural disasters (e.g., hurricane) and human-made events (e.g., inadvertent accidents, such as an aircraft crash, and deliberate events, such as the terrorist bombing of an aircraft). Another type is technological events. An example is an electric service blackout resulting from a variety of possible causes. The term all-hazards is important because it relates to the all-hazards preparedness concept. This means that different hazards contain similarities, and organizations can benefit, to a certain degree, from generic approaches to emergency management and business continuity. This provides an opportunity for efficient and cost-effective planning. In other words, how you prepare for one hazard may be similar for other hazards. This topic is covered in greater depth in a later chapter.




METRICS

Since the business of security and loss prevention is to protect people, assets, and the operations of enterprises, it is imperative that management in this vocation develop methods to measure security and loss prevention, loss events, and the cost of losses. Senior executives are sure to ask for evidence of the program’s successes, effectiveness, return on investment, and when losses do occur, the cost and why it occurred. Methods of measurement can also be used to brief senior executives, help support a budget increase and additional resources, and justify human resources (e.g., proving one’s value to the organization). Senior executives are also interested in what is driving the security and loss prevention program. Is it risks, legal requirements, regulations, or other factors?

Methods of measurement are referred to as metrics. These measurements show the value and performance that security and loss prevention brings to the business enterprise. Metrics are a vital component of quality management and essential when communicating with senior executives. Examples of metrics related to security are numerous and depend on business objectives and need. What may be a high priority metric for one business may not be important in another business.

Modern technology provides the opportunity to remotely monitor global operations, collect data, and report. In addition, the Web provides easy access to a variety of information and data to assist metrics.


Internal Metrics

Internal metrics focus on measurements within an organization. Examples of internal metrics include the annual number of theft incidents and the monetary value of company assets recovered; the percentage of employees hired and then released each year because it was later learned that they had falsified their backgrounds; the number of malfunctions of an access control system each month; and the number of contract security officers that are replaced each year due to poor performance.

Kovacich and Halibozek (2006: xxvii) define a security metric as “the application of quantitative, statistical, and/or mathematical analyses to measuring security functional costs, benefits, successes, failures, trends and workload—in other words, tracking the status of each security function in those terms.” They describe two basic methods of tracking costs and benefits. The first is through recurring costs from day-to-day operations, such as security officer duties and investigations of loss of assets. Metrics can depict trends, such as whether the cost of protection is going up or down. The second method is through formal project plans that have a set schedule of beginning and ending dates, with specific objectives and costs that serve to track (i.e., metrics) time, expenses, and accomplishments.

Wailgum (2005) writes that metrics provide the numbers and context on performance of the security function. He adds that metrics vary by security executive, organization, and industry. Wailgum offers examples of how metrics are used by various businesses. He refers to a retail chain of thousands of stores. One metric used is the number of robberies per 1,000 stores. This figure is compared to the rates of other similar retail chains. Another metric is cash loss as a percentage of sales for every retail unit. The retailer uses many other metrics.

Wailgum provides another illustration through a utility company that uses metrics to gauge its compliance with federal regulations. It compares performance on “readiness reviews” among different facilities. Readiness reviews assess whether employees understand threat plans and what to do when the threat level is raised or lowered. It also covers physical security and emergency action plans, among other areas. Another example is penetration testing to breach security. How far can someone reach without a badge? Can someone talk his or her way around delivery procedures? These evaluations can be quantified and compared over time.

Metrics are subject to methodological problems. This means that measurements are not perfect and subject to a host of factors that may result in inaccuracies. Factors that can distort metrics include variations and inconsistencies in the use of definitions, exclusion of indirect losses, inconsistencies in reporting, bias, miscalculations, the possibility of fraud, and difficulty when making comparisons among organizations. Furthermore, metrics may produce more evidence about the way in which the enterprise is managed than about actual events and losses. For instance, one company that maintains a zero tolerance for violence in the workplace shows data indicating numerous incidents of threats and violence, while another similar company, with a corporate culture that almost ignores the problem, shows few incidents.


Why Emphasize Both Direct and Indirect Losses?

The methodology of metrics should include direct and indirect losses. Businesses, institutions, and organizations can suffer extensive direct losses from threats and hazards. Additionally, indirect losses can be devastating and often surpass direct losses. Direct losses are immediate, obvious losses, whereas indirect losses are prolonged and often hidden. A burglary at a business, for example, may show the loss of, say, $1,000 from a safe. However, on close inspection of indirect losses, total losses may include the following: damage to the door or window where the break-in occurred; replacement of the destroyed safe; insurance policy deductible; increase in insurance premium; loss of sales from a delay in opening the business; customer dissatisfaction; and employee time required to speak with police, insurance representatives, and repair people. Depending on the seriousness of the loss, additional indirect losses could include adverse media attention, permanent loss of customers, employee morale problems, turnover, and negative reactions from shareholders. Security practitioners can help justify their position and their value to the business community by demonstrating total losses resulting from each incident and all hazards.






External Metrics

External metrics focus on society-wide measurements. Examples include the risk of crimes or natural disaster in a geographic area. External metrics help enterprises make business decisions, such as the geographic location for business investment and the types of insurance to purchase. They have many uses for security and loss prevention programs, including planning and budgeting for strategies to prevent crimes, fires, and accidents.

Several external sources measure risk, society-wide loss events, and the cost of losses. Public and private sector organizations collect data and publish reports that may or may not be available to the general public. The U.S. Department of Justice publishes crime statistics that are easily accessible on the Web. The U.S. Department of State publishes information on terrorism and safety in other countries that is also easily accessible on the Web. Risk management and insurance firms offer services for a fee that estimate risks and costs from all-hazards. A government agency may withhold data and reports due to reasons of national security, whereas a corporation may see its data and reports as proprietary information and/or subject to sale. As with internal metrics, methodological problems exist with external metrics.

Here we take a look at some public and private sector organizations that serve as a gauge of risks facing not only society, but also business enterprises, institutions, and other organizations within society. An emphasis is placed on the risk of crimes, fires, and accidents because, traditionally, security and loss prevention practitioners have expended considerable time and resources on these problems. However, as explained in this book, our world is becoming increasingly complex and practitioners are facing a broader variety of risks.


Crimes

In 1930, Congress passed the first legislation mandating the collection of crime data. The task was assigned to the Federal Bureau of Investigation (FBI), within the U.S. Department of Justice, and each year the Uniform Crime Report (UCR) provides data on crime trends. It helps to calculate quality of life in communities throughout the country; set government policy; plan funding; and gauge the effectiveness of anticrime strategies. The data are collected by police agencies that report it to the FBI. There are many weaknesses of the UCR, and the data have been called notoriously inaccurate. Examples of UCR problems are as follows: it represents reported crimes, and many crimes are not reported to police; only local and state crimes are reported, not federal crimes or crimes at institutions (e.g., jails and prisons); definitions of crimes vary among states; and the data have been subject to political manipulation. To improve the UCR, the FBI is refining a newer system—the National Incident-Based Reporting System—that collects data that are more specific. In 1972, because of the shortcomings of the UCR, the National Crime Victim Survey (NCVS) began to collect crime data from households. It was found that there was a significantly higher rate of crime than what was reported in the UCR. Forcible rape, robbery, aggravated assault, burglary, and larceny were reported by the NCVS at rates two to three times greater than rates reported in UCR data. NCVS data are gathered by the Bureau of Justice Statistics (U.S. Department of Justice) and the U.S. Census Bureau (Fagin, 2005: 34–41).

Although the methodology of collecting crime data by official sources is problematic, crime is a serious problem, and millions of crimes are committed each year in the United States. In 2004, the UCR showed 1,367,009 violent crimes and 10,328,255 property crimes. Both categories showed a decrease in crime by about 1% from the previous year (FBI, 2006). Other sources of crime data are available from individual states, educational institutions, and self-report surveys conducted by researchers who use questionnaires to gather anonymous input on crimes committed by offenders.

Barkan (2006: 75) writes that crime data gathered outside the United States is highly inconsistent. Some nations gather crime data similar to the United States, while other nations do not collect such data. Three major sources of international crime data are the International Criminal Police Organization (INTERPOL), the World Health Organization, and the United Nations. The collection of global crime data also suffers from methodological problems.

Chamard (2006: 2) notes that there are few studies on the victimization of businesses in the United States, even though crime costs the U.S. economy at least $186 billion annually and businesses suffer disproportionately from crime in comparison to households and individuals. She argues that the UCR underreports crimes against businesses. Chamard refers to a British study of small businesses that found that nearly two-thirds had suffered some form of victimization over a five-year span. She reports on cross-national surveys that suggest, “retail businesses may have an overall burglary risk that is ten times greater than the risk faced by households.”




Fires

Fire represents another serious hazard facing organizations. Two major sources that measure the fire problem are the National Fire Protection Association (NFPA) and the U.S. Fire Administration (USFA). The National Fire Data Center (NFDC) of the USFA periodically publishes Fire in the United States, a 10-year overview of fires in the United States. It is designed to motivate corrective action, set priorities, serve as a model for state and local analysis of fire data, and serve as a baseline for evaluating programs. Because of the time it takes for states to submit data, the publication lags the date of data collection.

The U.S. Fire Administration (2005) reported that the U.S. fire problem is one of the worst in the industrial world. In 2005, the fire problem resulted in the following losses: 3,675 civilian deaths and 17,925 injuries; 115 firefighter deaths while on duty; 1.6 million fires reported and many went unreported; property loss at about $10.7 billion; and there were 31,500 intentionally set structure fires resulting in 315 civilian deaths. Furthermore, fire killed more Americans than all natural disasters combined and 83% of all civilian fire deaths occurred in residences (U.S. Fire Administration, 2006).




Accidents

Accidents pose another serious hazard facing organizations and their employees when on and off the job. The Occupational Safety & Health Administration (2006) reported 4.4 million injuries and illnesses among private sector firms in 2003, with about 32% of work-related injuries occurring in goods-producing industries and 68% in services. The same year recorded 5,559 worker deaths, including 114 additional deaths from the previous year among self-employed workers and 61 more from workplace violence.

The National Center for Injury Prevention and Control (2006) reported that society-wide there are about 160,000 deaths each year from injuries, and millions more people are injured and survive. In 2000, the 50 million injuries that required medical treatment will ultimately cost $406 billion, including $80.2 billion in medical care costs and $326 billion in productivity losses.








THE SECURITY INDUSTRY

The security industry is a multibillion-dollar business. Every decade seems to bring an increased need for security. Internal theft, computer crime, street crime, terrorism, natural disasters, and so on bring greater demands for protection. In the United States, thousands of companies provide contract security services and investigations. In addition, there are manufacturers of products and systems and thousands of alarm installation firms.

The Freedonia Group (2006), a market research firm, publishes “World Security Services.” It reported the following:


• U.S. demand for private contracted security services will grow 4.3% annually through 2010. This is a $39 billion industry. Guarding and alarming monitoring will remain dominant. Other services include security consulting, systems integration, armored transport, prison management, and private investigations.

• World demand for private contracted security services will grow 7.7% annually through 2008 based on heightened fears of global terrorism and rising crime. This is a $95 billion industry. Guarding will remain dominant.

• U.S. demand for electronic security products and systems will grow 8.7% annually through 2008. This is a $10 billion industry.

• World demand for electronic security products and systems will grow at 8.4% yearly through 2008. This is a $49 billion industry.



The American Society for Industrial Security, known as ASIS International (ASIS), is a major organization of security professionals who are at the forefront of improving the security industry through education and training, certifications, research, security guidelines, and global collaborative initiatives. The ASIS Foundation funded research by Eastern Kentucky University, with support from the National Institute of Justice, to focus on three primary areas: (1) the size and economic strength of the various security sectors, including security services and providers of security technology; (2) changes in security trends pre and post 9/11; and (3) the nature of the relationship between private security and law enforcement. Preliminary findings included the following (ASIS Foundation, 2004):


• Company security budgets in the United States increased 14% from 2001 to 2002, decreased slightly in 2003, and increased 10% in 2004.

• More companies are purchasing computer/network security systems (40%), burglar alarms (26%), and closed-circuit television (CCTV; 24%) than any other types of security systems or products.

• Ninety percent of companies stated that security-related contacts with law enforcement had remained the same.



In 2005, the final report was released, and it contained results of four different nationwide surveys: (1) all U.S. companies; (2) ASIS companies (ASIS members identified as security managers for companies); (3) ASIS security services (ASIS members identified as managers of companies that provide security services); and (4) local law enforcement agencies. A sample of the findings is listed next (Collins et al., 2005):


• In the next fiscal year, all three types of companies expected increases in security budget/revenue.

• ASIS companies were about 20% more likely than all U.S. companies to report increased investments in security as a result of the 9/11 attacks.

• Over one-half of ASIS companies indicated an increased emphasis on information security following the 9/11 attacks, compared to 31% of all U.S. companies.

• Of all U.S. companies, finance–insurance–real estate continue to be most impacted by 9/11, in comparison to transportation–communication–utilities, agriculture–mining–construction, manufacturing, and wholesale–retail.

• For all U.S. companies, the top three concerns were computer/network security, liability insurance, and employee theft. For ASIS companies, the top three were access control, property crime, and a tie between workplace violence and terrorism.

• One-half of ASIS companies reported increased contact with police agencies since 9/11, whereas only 10% of all U.S. companies reported increased contact. The researchers concluded that larger companies and those with professional security personnel have been much more likely to develop public-private partnerships than smaller companies have.

• The least common type of contact with police agencies among ASIS companies and U.S. companies was on cyber-crimes. The researchers surmise that the reason could be attributed to limited knowledge of cyber-crime by police or inadequate response.




Contract versus Proprietary Security

Contract security refers to businesses that seek a profit by offering a host of security services to businesses, institutions, and organizations. Examples of services include security officers, investigations, consulting, and monitoring alarm systems. Depending on its unique needs and weighing several factors, an entity requiring security may prefer to establish its own security, known as proprietary (in-house) security, of which there are thousands. In addition, an organization may use both contract and proprietary security (see Figure 2-1).

[image: image]

FIGURE 2-1 Businesses often employ both proprietary and contract security personnel.

The Report of the Task Force on Private Security (U.S. Department of Justice, 1976b: 146–147 and 249–257) lists several factors to consider concerning contract versus proprietary security officers. Contract security generally is less expensive, although there are exceptions. The service company typically handles recruitment, selection, training, and supervision. Hiring unqualified security officers and rapid turnover are two primary disadvantages of contract services. Many contract officers are “moonlighting” and subject to fatigue. Questions concerning insurance and liability between the security company and the client may be hazy.

A major advantage of a proprietary force is that greater control is maintained over personnel, including selection, training, and supervision, and of course, such a force is more familiar with the unique needs of the company. Salaries and benefits, however, often make establishment of a proprietary force more expensive.

Research is needed to ascertain the number of security officers employed in both contract and proprietary security in the United States and the impact the 9/11 attacks has had on these numbers. Wagner (2006: 2) reports that 1.5 million are employed in the nation’s security companies. The U.S. Department of Justice, Office of Community Oriented Policing Services (2004: 1–2) states that studies of the private security industry suggest there may be as many as 90,000 private security organizations employing about 2 million security officers and other practitioners in the United States. Parfomak (2004: 8–9)writes that overall employment of U.S. security officers has declined, although increases have occurred in certain infrastructure sectors. He notes that there was a sharp increase in demand for security officers following the 9/11 attacks, but it was short term. For decades, security officers have outnumbered public police in most locales.

The U.S. Department of Justice, Bureau of Justice Statistics (2006: 6) reports 1.1 million employed in police protection, in 2003, as follows: 157,000 federal, 106,000 state, and 856,000 local. According to the FBI (2006), in 2004, 14,254 state, city, university and college, metropolitan and nonmetropolitan county, and other law enforcement agencies employed 675,734 sworn officers and 294,854 civilians, who provided law enforcement services to more than 278 million people nationwide. The FBI-UCR Program defines sworn law enforcement officers as individuals who carry a firearm and a badge, have full arrest powers, and are paid from government funds. Civilians working in law enforcement agencies perform a variety of functions (e.g., dispatch, records) at a lower cost than if sworn officers performed the tasks.


PrivatizationPrivatization is the contracting out of government programs, either wholly or in part, to for-profit and not-for-profit organizations. There is a growing interdependence of the public and private sectors. A broad array of services is provided to government agencies by the private sector today, from consulting services to janitorial services. Both government and the private sector are operating hospitals, schools, and other institutions formerly dominated by government. For crime control efforts, we see private security patrols in residential areas, private security officers in courts, and private prisons. Business people make themselves attractive to governments when they claim that they can perform services more efficiently and at a lower cost than the public sector.

Privatization is not a new concept. In the late 1600s, much security and incarceration for early urban areas was supplied by the private sector. By the 1700s, government dominated these services. Today, privatization can be viewed as a movement to demonopolize and decentralize services dominated by government. This movement to privatize criminal justice services encourages shared responsibility for public safety (Bowman, 1992: 15–57).

Another factor fueling the privatization movement is victim and citizen dissatisfaction with the way in which government is handling crime. Increasing numbers of citizens are confronting crime through neighborhood watches, citizen patrols, crime stoppers, hiring private attorneys to assist prosecutors, and dispute resolution.

Critics of privatization argue that crime control by government is rooted in constitutional safeguards and crime control should not be contracted to the private sector. Use of force and searches by the private sector, punishment in private prisons, and liabilities of governments and contractors are examples of the thorny issues that face privatization.

Since the 9/11 attacks, and because U.S. military engagements in Afghanistan and Iraq have strained U.S. military resources, private security companies have been increasingly guarding military installations in the United States. Supporters note that these private security officers are supervised and trained by Department of Defense (DOD) specifications, and they provide an invaluable service. Critics argue that there is concern about the caliber and training of these security officers and some work for American subsidiaries of foreign-owned companies. This concern led to a U.S. Government Accountability Office (GAO) investigation that found that some contractors had hired felons and that training records had been falsified. The GAO found that the contracts cost 25% more than contracts later put out for bid. And, the Army relied on what the contractors said they were doing and provided very little monitoring. The DOD pledged to improve management and oversight of private security officers (Marks, 2006; U.S. Government Accountability Office, 2006).

Private military and private security companies (PMPSCs) are providing a wide variety of services for a profit in geographic areas facing conflict. These firms are growing rapidly worldwide. Governments, corporations, organizations, and individuals are relying on these companies for many reasons. A national government, for example, may need additional personnel because human resources and expertise are stretched to the limit and a rebel group is gaining strength. A corporation, organization (e.g., nonprofit aid group), or individual may require protection for operations in a foreign country containing an insurgency and weak police and military forces. In addition, a country may be dangerous because of a hodgepodge of self-defense forces, mercenary units, militias, and vigilante squads that maintain their own agendas. The uncontrolled proliferation of conventional arms has hastened the growth of armed groups (Purpura, 2007).

Zarate (1998) writes that the term mercenary is difficult to define and United Nations members disagree on its definition. He refers to a mercenary as “a soldier-for-hire, primarily motivated by pecuniary interests, who has no national or territorial stake in a conflict and is paid a salary above the average for others of his rank.” Zarate sees the legal issues involving mercenaries as unclear, but views the legal status of companies that provide military and security services—such as training, security and other noncombat activities—as outside the mercenary concerns of the international community.

Zarate offers two concerns: (1) PMPSCs could be hired by insurgents or foreign governments to destabilize an established regime, or a government could hire a PMPSC to suppress a national liberation movement (e.g., group fighting colonialism or racism); and (2) PMPSCs that assist multinational corporations will act solely for the benefit of the corporation in foreign countries and create semi-sovereign entities supported by the government. He adds that PMPSCs are regulated in most countries. In the United States, regulations are stringent, and registration with the U.S. government is required.

In Iraq, companies helping to rebuild the country with multibillion dollar U.S. government appropriations initially relied on U.S. forces for protection. However, the growing insurgency forced U.S. forces to be redirected, and companies quickly sought assistance from PMPSCs (Flores and Earl, 2004).

The hostilities in Iraq and Afghanistan provide excellent opportunities for PMPSCs, and especially those firms with employees possessing military backgrounds that can provide support to the U.S. military and train the armies of weak countries. The U.S. Army (2006: 6–4 and 8–17) notes, “training support from contractors enables commanders to use Soldiers and Marines more efficiently.” The support includes institutional training, developing security ministries and headquarters, and establishing administrative and logistic systems. In addition, theater support contractors (i.e., local vendors in hostile areas) supply a host of products and services. Examples are concrete security barriers, fencing, construction, sanitation, and trucking. As the United States pursues a global war on terrorism, with limited armed forces, private contractors are in demand.






What are your views on privatization?








Careers: Loss Prevention Services and Specialists

Many services and specialists from the private sector can help the practitioner develop an effective loss prevention program. These services and specialists can be proprietary or attainable through outside sources. Table 2-2 lists various facilities requiring security and loss prevention programs. Since the 9/11 attacks, many of these facilities have been referred to as “critical infrastructure.” Table 2-3 lists security and loss prevention services and products from the private sector. Table 2-4 lists specialists and consultants who can aid loss prevention efforts. These tables are not conclusive because protection programs are becoming increasingly specialized and diversified. Therefore, additional specialization will evolve to aid these programs.

Table 2-2. Locations Requiring Security and Loss Prevention Programs



	
• Agriculture/Food Facilities

• Airport/Airline

• Campus/School

• Commercial Buildings

• Cultural Properties

• Defense Industries and Facilities

• Drinking Water

• Emergency Services

• Energy Facilities

• Financial Institution

• Gaming/Wagering

• Government Building

• Hotel/Motel/Restaurant

• Housing/Residential



	
• Industrial

• Library

• Medical

• National Monument

• Nuclear Plant

• Park/Recreation

• Port

• Postal/Shipping

• Retail Store/Mall

• Sports/Entertainment Facility

• Telecommunications

• Transportation

• Wholesale/Warehouse

• Others







Table 2-3. Security Services and Products from the Private Sector



	Services
	Products



	
• Armored Transportation (see Figure 2-2)

• Business Continuity/Emergency Management

• Canine

• Central Alarm Station

• Consulting

• Counterterrorism

• Detection of Deception (e.g., polygraph)

• Executive Protection

• Honesty Shopping

• Information Security

• Investigations

• Risk Analysis/Security Survey

• Security Officers

• Technical Surveillance Countermeasures

• Undercover Investigations

• Others



	
• Access Control Systems

• Barriers

• Closed-Circuit Television

• Doors

• Fire Alarm Systems

• Glazing

• Intrusion Detection Systems

• Lighting

• Locks/Keys

• Safes/Vaults

• Vehicles

• Weapons

• Others







Table 2-4. Specialists and Consultants Who Can Assist Loss Prevention Efforts



	
• Accountant

• Auditor

• Architect

• Business Consultant

• Computer/IT Consultant

• Criminologist

• Critical Infrastructure Consultant

• Education/Training Consultant

• Engineering Consultant



	
• Forensic Scientist

• Landscape Architect

• Lifesafety/Fire Consultant

• Lighting Consultant

• Locksmith

• Marketing Consultant

• Risk Management Consultant

• Others







Most loss prevention managers are generalists, which means that they have a broad knowledge of the field plus specialized knowledge of the risks facing their employer. When feasible, these managers should develop a multidisciplinary staff to assist in protection objectives. The staff should represent various specializations as appropriate, such as security, safety, and fire protection.


Career: Manufacturing SecurityManufacturers make products, which, in turn, are sold, either to wholesalers, distributors, or directly to consumers. Professionals within the manufacturing security specialty are responsible for issues involving not only sales transactions, but also transport issues, ordering and purchasing of raw materials, and the protection of resources against loss or theft. Manufacturers are becoming increasingly aware of the potential for loss. Prevention of loss can be accomplished only through employing competent security directors and managers who can help integrate the security function into the total operation instead of allowing it to remain isolated. Depending on the products being manufactured, individuals in this specialty may work in a variety of environments, including exposure to varying weather conditions and involvement with chemical processing areas.

Entry-level management positions generally require at least an associate’s degree and often a bachelor’s degree. Most positions require two-plus years of general security experience and may require some specialty-specific training or experience. A Certified Protection Professional (CPP) designation is preferred for many positions. The salary range for most positions is $30,000 to $50,000.

[image: image]

FIGURE 2-2 Employees wear bullet-resistant vests and personal hold-up alarms to help protect them as they pick up and deliver valuable shipments

Mid-level management positions generally require a bachelor’s degree and five-plus years of general security experience and may require some specialty-specific training or experience. A CPP designation is required or desired for many positions.

Source: Courtesy of ASIS International (2005). “Career Opportunities in Security.” www.asisonline.org.








The Limitations of the Criminal Justice System: Implications for Loss Prevention Practitioners

Federal, state, and local governments spent over $185 billion for criminal and civil justice in 2003 (U.S. Department of Justice, Bureau of Justice Statistics, 2006: 1). Despite this huge sum, many theories underpinning crime prevention and law enforcement measures have come under increased scrutiny. For example, the strategy of deterrence has been questioned. This criminal justice system strategy seeks to prevent crime through state-imposed punishment. This model points out that offenders rationally consider the risks and rewards of crime prior to acting. Numerous offenders simply find that “crime pays,” because the certainty of punishment is a myth and the odds are in the offender’s favor. John E. Conklin (2001: 466), a criminologist, writes: “People have imperfect knowledge of the maximum penalties for various crimes, but their perceptions of the severity of sanctions, the certainty with which they will be administered, and the promptness of punishment influence their choice of behavior.” Since the impact of deterrence is questionable, crime prevention is a key strategy to reduce losses.

Another limitation of the criminal justice system is that tight budgets and limited resources and personnel are the main reasons why public safety agencies play a minor role in private loss prevention programs. Public police agencies cannot afford to assign personnel to patrol inside business establishments or watch for employee theft. An occasional (public) police patrol and a response to a crime are the primary forms of assistance that public police can provide to businesses. Prosecutors are unwilling to prosecute certain crimes against businesses because of heavy caseloads. Consequently, public protection is being supplemented or replaced by private security and volunteer efforts in many locales.

Law enforcement agencies expend much of their resources on street crime, traffic problems, and other issues of public safety. Although some law enforcement officers maintain an expertise in security, computer crime, accounting, fraud, intelligence, and other specializations helpful to businesses, the number of officers possessing such backgrounds is too few to assist the volume of threats facing the private sector.

Besides public police agencies, other first-responding agencies—fire departments, emergency medical services, and emergency management agencies—also have limited resources. Consequently, the private sector must develop security and loss prevention programs and hire specialists to ameliorate all-hazards.


The United States employs an average of 2.3 full-time law enforcement officers for every 1,000 inhabitants in communities ( FBI, 2006).




The Basic Differences between Public Police and Private SecurityThe primary differences pertain to the employer, the interests served, basic strategies, and legal authority. Public police are employed by governments and serve the general public. Tax dollars support public police activities. On the other hand, private security personnel are employed by and serve private concerns (e.g., businesses) that provide the funds for this type of protection. There are exceptions to these general statements. For instance, government agencies sometimes contract protection needs to private security companies to cut costs. Also, public police often are involved in efforts to assist business owners in preventing crimes through security surveys and public education.

Another difference involves basic strategies. Public police devote considerable resources to reactive strategies to crimes. This entails rapid response to serious crimes, investigation, and apprehension of offenders. Law enforcement is a key objective. In contrast, private security personnel stress the prevention of crimes; arrests are often de-emphasized. These generalizations contain exceptions. For instance, public police have introduced proactive strategies to reduce crime through aggressive patrol methods and enhanced information systems that assist police officers on the street in identifying suspects they encounter.

The legal authority of public police and private security personnel is another distinguishing characteristic. Public police derive their authority from statutes and ordinances, whereas private security personnel function commonly as private citizens. Public police have greater arrest, search, and interrogation powers. Depending on the jurisdiction and state laws, private security personnel may be deputized or given special commissions that increase powers.






In your opinion, what are the most serious problems of the criminal justice system, and what are your solutions?






Challenges of the Security Industry

During the 1970s, business and government leaders increasingly viewed the growing private security industry as an ally of the criminal justice system. Both crime-fighting sectors have mutual and overlapping functions in controlling crime. With this thinking in mind, the U.S. Department of Justice provided financial support for the production of important research reports. The Rand Report (U.S. Department of Justice, 1972: 30) focused national attention on the problems and needs of the private security industry. This report stated, “the typical private guard is an aging white male, poorly educated, usually untrained, and very poorly paid.” This conclusion has met with criticism because the research sample was small, and, thus, did not represent the entire security industry. However, with the assistance of this report and its recommendations, the professionalism of private security improved.

The Rand Report was a great aid (because of limited literature in the field) to the Report of the Task Force on Private Security (U.S. Department of Justice, 1976b). This report of the National Advisory Committee on Criminal Justice Standards and Goals represented the first national effort to set realistic and viable standards and goals designed to maximize the ability, competency, and effectiveness of the private security industry for its role in the prevention and reduction of crime. A major emphasis of the report was that all businesses that sell security services should be licensed and all personnel in private security work should be registered.

The task force’s urging of stricter standards for the security industry reflected a need to reduce ineptitude and industry abuses, while striving toward professionalism. The task force focused on minimal hiring, training, and salary standards that are still problems today. These minimal standards enable companies to reduce costs and provide potential clients with low bids for contract service. Thus, professionalism is sacrificed to keep up with competition. The task force recommended improved hiring criteria, higher salaries (especially to reduce turnover), and better training, among other improvements. Both studies recommended state-level regulation of the security industry in general as a means of creating more uniformity.

Another major study of the security industry funded by the U.S. Department of Justice was titled Private Security and Police in America: The Hallcrest Report (Cunningham and Taylor, 1985). It focused research on three major areas: (1) the contributions of both public police and private security to crime control; (2) the interaction of these two forces and their level of cooperation; and (3) the characteristics of the private security industry. Several industry problems and preferred solutions were discussed in this report, as covered in subsequent pages.

The U.S. Department of Justice funded a second Hallcrest Report titled Private Security Trends: 1970–2000, The Hallcrest Report II (Cunningham et al., 1990). This report provided a study of security trends to the 21st century. Some of its predictions are listed next. This list can assist us in thinking critically about security today.


• Crime against business in the United States will cost $200 billion by the year 2000.

• Since the middle 1980s, companies have been less inclined to hire security managers with police and military backgrounds and more inclined to hire those with a business background.

• During the 1990s, in-house security staffs will diminish with an increased reliance on contract services and equipment.

• The negative stereotypical security personnel are being replaced with younger, better-educated officers with greater numbers of women and minority group members. However, the problems of quality, training, and compensation remain.

• The false-alarm problem is continuing. There is a massive waste of public funds when police and fire agencies must respond to current levels of false alarms. Between 97% and 99% of all alarms are false.




Upon selecting at least one prediction of the Hallcrest Report II, is the prediction true today?




Cooperation between Public Police and Private Security

The following statements are from Law Enforcement and Private Security: Sources and Areas of Conflict (U.S. Department of Justice, 1976a: 6):
A persistent problem noted by several research reports involves disrespect and even conflict between public and private police.

Some law enforcement officers believe that being a “public servant” is of a higher moral order than serving private interests.…They then relegate private security to an inferior status.…This perceived status differential by law enforcement personnel manifests itself in lack of respect and communication, which precludes effective cooperation.

These problems persist in the 21st century, even though many public police work part-time in the private security industry and, upon retiring, secure positions in this vocation. To reduce conflict, the Task Force Report and the Hallcrest Reports recommended liaison be implemented between public and private police. During the 1980s, the International Association of Chiefs of Police, the National Sheriffs’ Association, and the American Society for Industrial Security began joint meetings to foster better cooperation between the public and private sectors (Cunningham et al., 1991). This effort continued into the 1990s. Suggested areas of increased cooperation included appointing high-ranking practitioners from both sectors to increase communication, instituting short training lessons in established training programs, and sharing expertise.

According to a 2004 national policy summit on public police and private security cooperation, only 5–10% of law enforcement chief executives participate in partnerships with private security (U.S. Department of Justice, Office of Community Oriented Policing Services, 2004). Although both groups have a lot to offer each other, they are not always comfortable working together. Police continue to criticize security over their lower standards for screening and training, and they may see security as a threat to their domain. Police often fall short of understanding the important role of private security. At the same time, some security personnel see police as elitists and claim that police are not concerned about security until they seek a position in the security field. Here are observations by participants of the 2004 national policy summit:


• Issues include respect (that is, law enforcement’s lack of respect for security), trust, training differentials, and competition.

• Community policing calls on law enforcement to develop relationships with various sectors of the community. Police departments meet regularly with local clergy, business groups, neighborhood associations, and other groups. They do not seem to meet regularly with groups of corporate security directors and managers of security businesses.

• Information sharing is difficult. Corporations do not feel they receive timely information from police, and they fear that information they give to the police may end up in the newspaper. Police fear that the corporate sector may not treat law enforcement information discreetly.

• There is much role confusion between the public and private sectors, such as confusion about what will be done in an emergency. If a company’s plant suffers an explosion, police may immediately declare it a crime scene, and then the company’s security staff may not be able to respond as needed. Likewise, in the post-9/11 era, law enforcement officers show up to conduct risk assessments but often are not as knowledgeable about them as private security.

• A city may simultaneously have some outstanding partnerships but also some counterproductive relationships. The 9/11 attacks helped in building relationships. The true measure of success, however, is whether a partnership accomplishes something and is lasting.

• Both parties have a responsibility for improving partnerships.

• Each side should educate the other about its capabilities, before a crisis erupts, so each will know when to call on the other and what help to expect (and to offer). Integrated training may break down some barriers.



Cooperation between both groups takes many forms and occurs at many levels of government. To varying degrees, both groups share information with each other, attend each other’s conferences, and plan together for protection and emergencies. They even work side-by-side at certain sites, such as downtown districts, government buildings, and special events.

An improved partnership between both groups can be beneficial to our nation by improving planning and emergency response and by sharing information, expertise, and training. At the 2004 national policy summit, public police and private security leaders recommended that both groups should make a formal commitment to cooperate. Also, the U.S. Department of Homeland Security (DHS) and/or the U.S. Department of Justice should fund relevant research and training; create an advisory council to oversee partnerships to address tactical issues and intelligence sharing, improve selection and training for private security personnel, and create a national partnership center; and organize periodic summits on relevant issues. On the local level, immediate action should be taken to improve joint response to critical incidents; coordinate infrastructure protection; improve communications and data interoperability; bolster information sharing; prevent and investigate high-tech crime; and plan responses to workplace crime (U.S. Department of Justice, Office of Community Oriented Policing Services, 2004: 3–4).

The 9/11 attacks caused the federal government to develop numerous programs and strategies to enhance homeland security. The federal government expanded its role in regulating certain aspects of private industries to protect against terrorism and other risks, especially since the private sector owns 85% of U.S. critical infrastructure. Federal law enforcement agencies are working with private sector executives, including security executives, to control terrorism. The U.S. Treasury Department, for example, has directed companies in not only the finance business, but also brokerage firms, casinos, and other businesses, to reduce terrorist financing by taking specific steps at their own expense, such as establishing or expanding anti-money-laundering programs. The U.S. Food and Drug Administration provide guidelines to the food industry to prevent terrorist attacks on the nation’s food supply.

To facilitate communications and to share information on homeland security with private industry, the federal government hosts conferences and training sessions. Federal initiatives include disaster-preparedness grants involving coordination efforts of local governments and businesses.

Another initiative is the Information Sharing and Analysis Centers (ISACs). These are generally private sector networks of organizations that the federal government has helped to create to share information on threats to critical industries and coordinate efforts to identify and reduce vulnerabilities.

A variety of other public-private sector information-sharing programs is operating. For example, the Homeland Security Information Network-Critical Infrastructure (HSIN-CI) enables key executives in the public and private sectors to receive alerts and notifications from the DHS via phone (landline and wireless), e-mail, fax, or pager. It is set up on a regional basis with regional Web sites, and not every region receives the same alerts.




Regulation of the Industry

The security vocation has its share of charlatans, who tarnish the industry, and as with many types of services offered the public, government intervention has taken the form of licensing and registration. The Task Force Report and Hallcrest Reports recommend regulation of the security industry by all states. To protect consumers, the majority of states have varied laws that regulate, through licensing and registration, contract security officer services, private investigators, polygraph and other detection of deception specialists, and security alarm businesses. Security consultants are generally not regulated, but consumers should verify professional memberships and certifications. Although government regulation does not guarantee that all security practitioners will perform in a satisfactory manner, it does prevent people who have criminal records from entering the profession. Those applicants who have lived in multiple states should have their backgrounds checked for each jurisdiction. Attention to this type of background investigation varies.

Another way in which the industry is regulated is through local, state, and federal agencies that contract out private security services and mandate various contract requirements (e.g., education, training, and character) to enhance professionalism and competence. Certain industries are regulated by government and require stringent security standards. For example, the U.S. Nuclear Regulatory Commission issues rules and standards that must be followed by licensees of nuclear reactors to ensure safety and security. A variety of businesses, institutions, and other organizations also issue requirements. However, the lowest bidder on a contract may be selected and professionalism may be sacrificed.

Attempts have been made through Congress to pass a national law to regulate the security industry. Rep. Bob Barr (R-GA) introduced H.R. 2092, The Private Security Officers Quality Assurance Act of 1995. It languished in Congress in various forms when Rep. Matthew Martinez (D-CA) introduced a similar bill. Known as the Barr-Martinez Bill, if passed, it would have provided state regulators with expedited FBI criminal background checks of prospective and newly hired security officers. The minimal training standards of the bill were stricken, which would have required 8 hours of training and 4 hours of on-the-job training for unarmed officers and an additional 15 hours for armed officers. Critics argued that states are against such a national law and state regulations are sufficient. Finally, Congress passed the Private Security Officer Employment Authorization Act of 2004 (included in the National Intelligence Reform Act of 2004) that enables security service businesses and proprietary security organizations in all 50 states to check if applicants have a criminal history record with the FBI, which may emanate from one or more states. (National training requirements were not included in the legislation.) This law is significant and it adds strength to criminal records checks of security officer applicants. Traditional name-based searches can result in false positives (i.e., an applicant’s name is incorrectly matched to an offender’s name or similar name) and false negatives (i.e., an applicant’s name does not result in a match because the applicant is using a different name or a database was omitted from investigation). Because applicants may use different names and other bogus identifying information, fingerprints provide increased accuracy in background investigations. Security firm access to the FBI’s Integrated Automated Fingerprint Identification System (IAFIS) under the act also includes access to the Violent Gangs and Terrorism Organization File. Although not all security organizations are required to check these fingerprint databases for their applicants, the effort and expense prevents litigation and the possibility that an applicant is a terrorist or other criminal. Cost is one of several factors that influence the extent of background investigations (Friedrick, 2005: 11).


Which government agency (or agencies) in your state regulates the private security industry? What are the requirements for contract security (“guard”) companies, private detectives, and security alarm installers?






The Need for Training

Numerous research reports and other publications have pointed to the need for more training of personnel in the security industry. Training of all security officers should be required by law prior to assignment. Training topics of importance include customer service, ethics, criminal law and procedure, constitutional protections, interviewing, surveillance, arrest techniques, post assignments and patrols, report writing, safety, fire protection, and specialized topics for client needs. Firearms training is also important, even though a small percentage of security officers are armed.

The harsh realities of the contract security business hinder training. Low pay and the enormous turnover of officers lead many security executives to consider costly training difficult to justify. With liability a constant threat and with insurance often unaffordable, many security firms are simply gambling by not adequately preparing their officers for the job. Security training is inconsistent and sometimes nonexistent. The Task Force Report and the Hallcrest Reports stress the need for improved recruitment, selection, pay, and training within the security industry.

Efforts in Congress and in the legislatures of many states have been aimed at increasing training. However, there has been no success in Congress for a national training mandate, and state training requirements vary. Because quality training means increases in costs in the competitive contract security business, such legislation has often been controversial.

Security Letter (McCrie, 2005: 2) reported that the United States lags behind other countries on security training. The Province of Ontario, Canada, requires 40 hours of training. Training hours required in Europe are Hungary: 350; Spain: 260; Sweden: 120; United Kingdom: 38; France: 32; and Germany: 24. In the United States, the required hours are AK: 48; CA, FL, and OK: 40; ND: 32; NY: 24; IL: 20; LA and VA: 16; MN and OR: 12; AZ, CT, GA, and UT: 8; AR: 6; NC, NV, SC, TN, and WA: 4; TX: 1; and 29 other states and DC: 0.

In essence, what we have seen following these national reports and recommendations is an industry that needs to do more to help professionalize the industry and security personnel. It is easy to forget about these reports and recommendations as a businessperson under pressure to reduce expenses and turn a profit while facing employee turnover, the pressure to ensure security officers are on client posts, and competition from low bidders. Furthermore, the security industry plays a strong role in influencing government laws and regulations that can result in added expenses for businesses. Unfortunately, we have seen changes resulting from many lawsuits claiming negligent security. Fear of such litigation motivates the industry to change. On the bright side, many security service companies are professional, set high standards for themselves, and have improved the industry. It is hoped that these companies continue to set an example to be followed by others.

ASIS International, in its effort to increase professionalism and develop guidelines for the security industry, published Private Security Officer Selection and Training (ASIS International, 2004). This guideline was written for proprietary and contract security and regulatory bodies. Its employment screening criteria include 18 years of age for unarmed and 21 years of age for armed security officers; high school diploma, GED, or equivalent; fingerprints; criminal history check; drug screening; and other background checks. The training requirements include 48 hours of training within the first 100 days of employment.




Ethics

A code of ethics is a partial solution to strengthen the professionalism of security practitioners. Such a code helps to guide behavior by establishing standards of ethical conduct. Twomey, Jennings, and Fox (2001: 28–31) describe ethics as a branch of philosophy dealing with values that relate to the nature of human conduct. They write that “conduct and values within the context of business operations become more complex because individuals are working together to maximize profit. Balancing the goal of profits with the values of individuals and society is the focus of business ethics.” Twomey and colleagues note that capitalism succeeds because of trust; investors provide capital for a business because they believe the business will earn a profit.

Customers rely on business promises of quality and the commitment to stand behind a product or service. Having a code makes good business sense because consumers make purchasing decisions based on past experience or the experiences of others. Reliance on promises, not litigation, nurtures good business relationships.

Twomey and colleagues write of studies that show that those businesses with the strongest value systems survive and do so successfully. Citing several companies, they argue, “bankruptcy and/or free falls in the worth of shares are the fates that await firms that make poor ethical choices.”

A host of other problems can develop for a business and its employees when unethical decisions are made. Besides a loss of customers, unethical decisions can result in criminal and civil liabilities. Quality ethics must be initiated and supported by top management, who must set an example without hypocrisy. All employees must be a part of the ethical environment through a code of ethics and see it spelled out in policies, procedures, and training.

International business presents special challenges when promoting ethical decision making because cultures differ on codes of ethics. Business management must take the lead and research and define guidelines for employees.

Another challenge develops when a security practitioner’s employer or supervisor violates ethical standards or law. What you do not want to do is to become part of the problem and subject yourself to a tarnished reputation or criminal and civil liabilities. When faced with such difficult dilemmas, refer to your professional background and its code of ethics.

The Web is a rich source of information on ethics. The Task Force Report and ASIS International are sources for codes of ethics for the security profession. The former has one code for security management (as does ASIS International) and a code for security employees in general. A sample of the wording, similar in both codes, includes “to protect life and property,” and “to be guided by a sense of integrity, honor, justice and morality….” (U.S. Department of Justice, 1976b: 24). Management, supervision, policies, procedures, and training help to define what these words mean.

Here are guidelines for ethical decisions:


• Does the decision violate law, a code of ethics, or company policy?

• What are the short-term and long-term consequences of your decision for your employer and yourself?

• Is there an alternative course of action that is less harmful?

• Are you making a levelheaded decision, rather than a decision based on emotions?

• Would your family support your decision?

• Would your supervisor and management support your decision?






The False Alarm Problem

Another persistent problem that causes friction between public police and the private sector is false alarms. It is generally agreed that more than 95% of all alarm response calls received by public police are false alarms. However, the definition of “false alarm” is subject to debate. It often is assumed that, if a burglar is not caught on the premises, the alarm was false. Police do not always consider that the alarm or the approaching police could have frightened away a burglar.

The Task Force and Hallcrest Reports discussed the problem of false alarms. Many police agencies nationwide continue to spend millions of dollars each year in personnel and equipment to respond to these calls. For decades, municipalities and the alarm industry have tried various solutions. Police agencies have selectively responded or not responded to alarms. City and county governments have enacted false alarm control ordinances that require a permit for an alarm system and impose fines for excessive false alarms. The industry claims that the end users cause 80% of the problems. It continues its education campaign while trying a multitude of strategies, such as offering a class for repeat offenders instead of a fine, setting standards of exit delay at no fewer than 45 seconds and entry times of at least 30 seconds, and audio and video verification of alarms. Since the industry is installing 15% more systems each year, these efforts must continue (Southerland, 2000: 1).

Martin (2005: 160–163) writes that jurisdictions across North America are adopting ordinances and policies that specify a nonresponse policy to unverified alarm activations. As an alarm industry advocate, he argues that this change places a financial burden on businesses and increases the risk of burglary. In Salt Lake City, a person must be physically present on the property to visually verify that a crime is in progress, before the police accept a call for service; CCTV confirmation is not considered sufficient. Martin sees public police as more qualified to respond to alarms than private security officers. Martin refers to the strategy of Enhanced Call Verification to reduce false alarms. This strategy requires two calls from the alarm-monitoring center to the user to determine if an error has occurred, before police are called.

Many issues affect the “false alarm” problem. Solutions include user training, proper equipment, fines, and Enhanced Call Verification. A key question is: Who will pay for alarm response—the public or the users?


What do you think are the most serious problems facing the private security industry and what are your solutions?




Search the WebSeveral security associations exist to promote professionalism and improve the security field. Go to the Web site of ASIS International (www.asisonline.org), formerly the American Society for Industrial Security, founded in 1955. With a membership over 33,000, it is the leading general organization of protection executives and specialists. Its monthly magazine, Security Management, is an excellent source of information. This association offers courses and seminars. ASIS International offers three certifications: Certified Protection Professional (CPP); Physical Security Professional (PSP); and Professional Certified Investigator (PCI). For each certification, the candidate must pay a fee for administration, meet eligibility requirements, and successfully pass an examination.

Whereas ASIS International is the leading professional association of security executives and specialists, the International Foundation for Protection Officers (IFPO), founded in 1988, is the leading professional association of security officers who are on the front lines of protecting businesses, institutions, other entities, and our infrastructure. The IFPO (www.ifpo.org) has global reach and serves to help professionalize officers through training and certification. It has developed several distance delivery courses and programs: the Entry Level Protection Officer (ELPO), the Basic Protection Officer (BPO), the Certified Protection Officer (CPO) program, the Security Supervisor (SSP) program, and the Certified Security Supervisor (CSS) program. All programs are designed for self-paced home study and some are available on-line. Many corporations and institutions have included these programs in their professional development programs for security personnel. The IFPO publishes Protection News, a quarterly newsletter of valuable information, trends, and commentary.

How does each group promote professionalism and improve the security field?

Here are additional Web sites related to this chapter:

Bureau of Justice Statistics: www.ojp.usdoj.gov/bjs/cvict.htm

Ethics Education Resource Center: www.aacsb.edu/resource_centers/EthicsEdu/default.asp

Federal Bureau of Investigation: www.fbi.gov/ucr/ucr.htm

International Association of Chiefs of Police: www.theiacp.org/

International Association of Security and Investigative Regulators: www.iasir.org

Markkula Center for Applied Ethics: www.scu.edu/ethics

National Association of Security Companies: www.nasco.org

National Fire Protection Association: www.nfpa.org/

Security Industry Association: www.siaonline.org/

U.S. Department of Homeland Security: www.dhs.gov/dhspublic/










Case Problems

2A. As Manager of Loss Prevention for five retail stores, you are seeking a promotion to Regional Director of Loss Prevention. The position involves responsibilities for several more stores and subordinates. You are scheduled for an interview soon for the position, and an interview topic will be metrics. Before studying metrics related to the company and your work, you seek to go back to the basics of metrics to serve as a foundation. Prepare a list of five general questions on metrics and answer the questions to prepare for your interview. Examples of basic questions are: What are metrics? What are the purposes of metrics?

2B. As a city police detective specializing in white-collar crime, you enjoy the challenges of your work and look forward to retirement in five years to become an insurance fraud investigator. You often work with the private sector, and you are frequently in contact with corporate security investigators. As an active member of a local police-security council, you are assigned the task of developing a plan to improve police-security cooperation at all levels in the city. What are your specific plans that you will present to the council?

2C. As a uniformed security officer, how would you handle the following situations?


• Another security officer says that you can leave two hours early during second shift and she will “punch you out.”

• You are assigned to a stationary post at a shipping and receiving dock, and a truck driver asks you to “look the other way” for $500 cash.

• A security officer that you work with shows you how to make the required physical inspections around the plant without leaving your seat.

• During the holidays, a group of coworkers planning a party on the premises asks you if you want to contribute to a fund to hire a stripper/prostitute.

• You are testifying in criminal court in a shoplifting case, and the defense attorney asks you to state whether you ever lost sight of the defendant when the incident occurred. The case depends on your stating that you never lost sight of the defendant. You actually lost sight of the defendant once. How do you respond?

• Your best friend wants you to provide a positive recommendation for him when he applies for a job where you work, even though he has an arrest record.

• You see your supervisor take company items and put them in the trunk of her vehicle.



2D. As a corporate security manager, how would you handle the following situations?


• Two contract security officers fail to show up for first shift. The contract manager says that screened and trained replacements are unavailable, but two new applicants are available. You are required to make an immediate decision. Do you accept the two applicants, who lack a background investigation and state-mandated training?

• A vendor offers you a condo at the beach for a week if you support his firm’s bid for an access control system. You know that the system is not the best and that it will cost your company slightly more than the best system. The condo will save you about $1,500 on your summer vacation. What is your decision?

• Your employer is violating environmental laws. You know that if the government learns of the violations, your company will be unable to survive financially criminal and civil action and pollution controls. You will certainly lose your job. What do you do?

• While reviewing CCTV video footage, you see your boss inappropriately touching a coworker who recently filed a sexual harassment suit against the boss, who vehemently denied the allegations. You placed the pinhole-lens camera in the office supply closet to catch a thief, not expecting to see your boss touching the coworker. No one knows of the placement of the camera and the video footage, except you. Your boss, who is the vice president of finance, has been especially helpful to your career, your excellent raises and bonuses, and the corporate security budget. What do you do?

• You are testifying in a case of negligent security concerning a manufacturing plant in your region of responsibility. The plaintiff’s attorney asks you if any security surveys have ever been conducted at the site where the murder occurred. You know that a survey conducted prior to the murder showed the need for increased security at the site. Such information would secure a victory for the plaintiff. What is your response to the question?
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Foundations of Security and Loss Prevention

KEY TERMS


• Oscar Newman

• Crime Prevention Through Environmental Design (CPTED)

• situational crime prevention (SCP)

• routine activities theory

• Donald Cressey

• risk analysis

• cost/benefit analysis

• annual loss exposure

• planning

• budgeting

• value added

• systems perspective

• National Technology Transfer and Advancement Act

• consensus standards

• standard of care

• code war

• regulations

• Code of Federal Regulations (CFR)

• codes

• recommended practices

• Underwriters Laboratories (UL)

• National Fire Protection Association

• Security Industry Association

• American Society for Testing and Materials

• American National Standards Institute

• International Organization for Standardization

• pretest-posttest design

• experimental control group design

• scientific method

• division of work

• authority

• responsibility

• power

• delegation of authority

• chain of command

• span of control

• unity of command

• line personnel

• staff personnel

• formal organization

• informal organization

• organization chart

• directive system

• policies

• procedures

• manual

• autocratic style

• democratic style


ObjectivesAfter studying this chapter, the reader will be able to:


1. Explain precisely how the security and loss prevention field has reached the status of a profession.

2. List and explain the three-step risk analysis process.

3. Discuss planning and its importance.

4. Discuss standards and regulations.

5. Explain and illustrate how to evaluate security and loss prevention programs.

6. Describe the characteristics of proprietary security programs.




The Security and Loss Prevention Profession

The security and loss prevention field has reached the status of a profession. If we look to other professions as models to emulate, we see the following in each, just as we see in the security and loss prevention profession: a history and body of knowledge recorded in books and periodicals; associations that promote advancement of knowledge, training, certification, and a code of ethics; and programs of higher education that prepare students for the profession.


Theoretical Foundations

The challenges of security and loss prevention in a complex world have created an intense search among practitioners to seek answers to protection problems. Many fields of study offer answers for the practitioner, and thus, a multidisciplinary approach to the problem of loss is best. Here we present a summary of theories and concepts to illustrate the multidisciplinary nature of security and loss prevention and its theoretical foundation.

The work of  Oscar Newman (1972) is the bedrock of many security designs worldwide. He argued that informal control of criminal behavior could be enhanced through architectural design that creates “defensible space” and changes residents’ use of public places while reducing fear. Crime Prevention Through Environmental Design (CPTED) evolved from Newman’s concept of defensible space. CPTED consists of architectural, landscape, and urban design that promotes crime prevention and is applicable to a broad variety of businesses, institutions, and facilities.

Situational crime prevention (SCP) is closely related to CPTED. It contains the physical design characteristics of CPTED and managerial and user behaviors that impact opportunities for criminal behavior. Lab (2004) writes that instead of making changes in a community, SCP focuses on specific problems, places, people, or times. Lab (2004) sees the theoretical basis for SCP from multiple perspectives, such as routine activities theory. It stresses that some people engage in regular or routine activities that increase their risk of victimization (Felson, 1998). Three factors must occur for victimization under this theory: (1) an attractive target; (2) a motivated offender; and (3) the absence of “guardianship” (e.g., nearby people who can protect an intended victim).

Employee theft and embezzlement are huge problems for businesses. Criminologist  Donald Cressey (1971) developed a formula that offers insight into causation and preventive measures. The formula is: motivation + opportunity + rationalization = theft. Cressey, in his classic study, observed that embezzlers’ financial problems are “nonshareable” because of embarrassment or shame, and they rationalize their illegal behavior. Other researchers describe a form of embezzlement called “collective embezzlement,” which involves groups of two or more people. Financial industries, such as banks, stock brokerages, and insurance, have been victimized by collective embezzlement (Pontell and Calavita, 1993).

Psychologist Abraham Maslow (1954) is noted for his “hierarchy of human needs.” He claimed that people have a variety of needs such as basic physiological needs, safety and security needs, and societal needs. These needs can be met in the workplace through, for instance, clean lavatories, a safe working environment, and praise and rewards. The implications are that as employers do more to meet human needs, losses (e.g., internal theft) may drop. Research should focus on the relationship among types of needs met by employers and types of losses reduced.

The snapshot of theory presented here is a beginning point from which to build. Chapters 7 and 8 provide more details and greater depth on theories of crime and crime prevention. The social sciences are by no means the only disciplines helpful to security and loss prevention. In subsequent chapters, theory and concepts are drawn from law, marketing, accounting, fire science, safety, and risk management.




Security Periodicals

There are many security periodicals published by a variety of associations and organizations. Periodicals serve as a platform, not only for the theoretical foundation of the security and loss prevention profession, but also to introduce readers to new developments, security strategies and technology, research, laws, issues, professional development, and a host of other topics. What follows are noted periodicals in this discipline. The Web sites for the periodicals are located at the end of this chapter.

The Journal of Security Administration is the vanguard among journals in the security field. It is a semi-annual scholarly journal affiliated with the Security and Crime Prevention Section of the Academy of Criminal Justice Sciences.

The Journal of Security Education is the official journal of the Academy of Security Educators and Trainers, a professional group working to assist the development of degree programs and training courses. This journal reports on new or changing education and training programs and serves as a forum to discuss the professional needs of practitioners and the protection needs of organizations.

Security Journal is published by Palgrave Macmillan Journals and supported by the ASIS International Foundation. The editorial staff is from the United States and the United Kingdom. The journal publishes articles on a variety of topics on the latest developments and techniques of security management. Articles include findings and recommendations of independent research. Two other journals from this publisher are Risk Management: An International Journal and Crime Prevention and Community Safety: An International Journal.

Security Management is a monthly magazine published by ASIS International. Each issue contains a wealth of informative articles on a broad range of topics written by experienced security professionals.

Protection News, published by the International Foundation of Protection Officers, is a newsletter containing current trends of the security industry and covering topics on life safety and the protection of property.

Several periodicals focus on information technology and related threats and solutions. Examples are Information Security and SC Magazine.

By typing various security specializations in a search engine, such as “school security,” “healthcare security,” “transportation security,” the reader can obtain a wealth of information on associations, professional development, training, certifications, and periodicals.




Security Associations

Up to this point in this book, a number of professional associations have been named and their objectives summarized. Others will follow. The private sector contains numerous associations dedicated to improving the world in which we live and promoting safety and security. These missions are accomplished by enhancing the knowledge, skills, and capabilities of members through training and education; offering certifications to demonstrate competence; conducting research; producing “best practices” and standards; disseminating information; communicating the group’s goals; forming partnerships to reach common objectives; participating in community service; and advocating positions on key issues.

Professional associations typically require annual dues that pay for administrative and other expenses that are beneficial to members. Membership benefits include opportunities to network among peers; subscriptions to the group’s periodicals and informative e-mails; members-only Web site privileges; discounts on national and regional educational programs and seminars; opportunities to serve on specialized committees; and career guidance and placement services.

Readers are urged to join one or more professional associations that fit their specializations and interests for a truly enriching experience for career development and service. What we invest in our membership activities impacts what we receive in return.


If you were to begin a career in the security and loss prevention vocation, would you join a professional association? Why or why not?








Methods for Protection Programs

Before a program of security and loss prevention is implemented, careful planning is essential. Planning should begin by identifying the threats, hazards, and risks that face an organization. These terms are defined in the preceding chapter.


Risk Analysis

There are many perspectives and methods of risk analysis from government, the private sector, researchers, and writers. Instead of engaging in a debate about the topic, we present some perspectives here, beginning with a basic three-step process of risk analysis. This simplified approach will assist the reader and provide a foundation for those who decide to enter “the jungle of risk analysis” and join the fray by studying the literature and differences in terminology, definitions, and methodology. For instance, the term risk analysis is used interchangeably with risk assessment, risk evaluation, and other terms.

James F. Broder (2006: 4), author of Risk Analysis and the Security Survey, writes: “Risk assessment analysis is a rational and orderly approach, as well as a comprehensive solution, to problem identification and probability determination. It is also a method for estimating the expected loss from the occurrence of an adverse event. The key word here is estimating because risk analysis will never be an exact science—we are discussing probabilities.”

This chapter defines risk analysis as a method to estimate the expected loss from specific risks using the following three-step process: (1) conducting a loss prevention survey; (2) identifying vulnerabilities; and (3) determining probability, frequency, and cost.


Conducting a Loss Prevention Survey

The purpose of a loss prevention survey is to pinpoint threats, hazards, and vulnerabilities (e.g., weaknesses, such as inadequate access controls, unsafe conditions) and develop a foundation for improved protection. The survey should tailor its questions to the unique needs of the premises to be surveyed. Essentially, the survey involves a day-and-night, possibly multiple-day, physical examination of the location requiring a loss prevention program. The merging of information technology (IT) specialists into the risk analysis process is vital for comprehensive protection. For example, IT specialists can be involved in penetration testing of the IT system to identify protection needs.

The list that follows, expanded from Crawford (1995: 85–90), is a beginning point for topics for the survey.


1. Overall threats and hazards, geography, climate (possible natural disasters), and nearby hazards and potential targets that can impact the entity

2. Social, economic, and political climate surrounding the facility and in the region

3. Past events, litigation, and complaints

4. Condition of physical security, fire protection, safety measures, and business continuity plans

5. Hazardous substances and protection measures

6. Policies and procedures and their enforcement

7. Quality of security personnel (e.g., applicant screening, training, and supervision; properly registered and licensed)

8. Protection of people, assets, and operations on and off the premises

9. Protection of IT systems and information

10. Protection of communications systems (e.g., telephones, fax machines, and e-mail)

11. Protection of buildings, grounds, and utilities

12. Protection of parking lots

13. Protection of products, services, goodwill, and image



The survey document usually consists of a checklist in the form of questions that remind the practitioner or committee of what to examine. A list attached to the survey can contain the targets—for example, people, money, inventory, equipment, IT systems—that must be protected and the present strategies, if any, used to protect them. Also helpful are computer software generating three-dimensional views of the facility, geographic information systems, maps, and blueprints.




Identifying Vulnerabilities

Once the survey is completed, vulnerabilities can be isolated. For example, access controls may be weak for both the facility and IT; certain policies and procedures may be ignored; and specific people, assets, or enterprise operations may require improved protection. Vulnerabilities may also show that security, fire, and life-safety strategies are outdated and must be brought up to current codes and standards.




Determining Probability, Frequency, and Cost

The third step requires an analysis of the probability, frequency, and cost of each loss. Shoplifting and employee theft are common in retail stores, and numerous incidents can add up to serious losses. Fire and explosion are hazards at a chemical plant; even one incident can be financially devastating. The frequency of shoplifting and employee theft incidents at a retail store will likely be greater than the frequency of fires and explosions at a chemical plant. However, it is impossible to pinpoint accurately when, where, and how many times losses will occur. When the questions of probability, frequency, and cost of losses arise, practitioners can rely on their own experience, metrics, communication with fellow practitioners, information provided by trade publications, risk management or security consulting firms, and risk analysis software.

As an alternative to the preceding three-step process, the “General Security Risk Assessment Guideline” (ASIS International, 2003) offers a seven-step process to identify risks at specific locations and to begin planning to select and implement security and loss prevention strategies.


1. Understand the organization and identify the people and assets at risk. This includes information, reputation, and goodwill.

2. Specify loss risk events/vulnerabilities. Each site often has a unique history of losses and unique weaknesses.

3. Establish the probability of loss risk and frequency of events.

4. Determine the impact of the events. This includes the cost of losses from tangible or intangible assets.

5. Develop options to mitigate risks.

6. Study the feasibility of implementation of options. This focuses on practical security options that are aligned with the objectives of the enterprise.

7. Perform a
cost/benefit analysis. This process seeks to analyze the value of the benefits from an expenditure. This is a three-step process: “identification of all direct and indirect consequences of the expenditure; assignment of a monetary value to all costs and benefits resulting from the expenditure; and discounting expected future costs and revenues accruing from the expenditure to express those costs and revenues in current monetary values.”



It is argued that security directors of large, complex organizations should use quantitative, rather than qualitative, risk analysis when exposures cannot be evaluated intuitively, especially for the protection of IT and e-business (Jacobson, 2000: 142–144). The process begins with a mathematical model that can be simple or complex. A simple formula is ALE = I × F, where “ALE” is annual loss exposure, “I” is impact (i.e., dollar loss if the event occurs), and “F” is frequency (i.e., the number of times the event will occur each year). Software tools are available to organize and automate complex risk analyses. Debate continues over when to use quantitative risk analysis, its cost and value, how much guesswork goes into the process, and which formula and software are best. Two points are clear: (1) there are many opinions and styles of risk analysis, and (2) what works for one organization may not work for another.

The “General Security Risk Assessment Guideline” recognizes that, in certain cases, data may be lacking for a quantitative risk analysis. Consequently, a qualitative approach can be applied through multistep processes as described previously. The “Guideline” offers both qualitative and quantitative approaches.

In the preceding chapter, the importance of totaling direct and indirect losses was covered. Here we apply this financial strategy to exposure and potential losses to IT systems, as an illustration. Trusecure conducted research on 300 organizations following the Melissa virus catastrophe in 1999. The average victimized company had 1,120 employees and 196 infected PCs, and 8.7 infected servers (including e-mail and e-commerce) that were down for two days. Respondents claimed an average of $1,700 in losses. Total costs were probably more than sevenfold higher when consideration is given to such losses as staff time spent repairing damage, lost productivity, public relations damage, and lost business (Tippett, 2001: 36–38). Thus, when calculating loss exposure, include total potential losses.


Why do you think the ASIS International’s “General Security Risk Assessment Guideline” offers quantitative and qualitative approaches?








Planning

Planning results in a design used to reach objectives. It is better to know where one is going and how to get there than to adhere to a philosophy of “we’ll cross that bridge when we get to it.” A serious consequence of poor planning is the panic atmosphere that develops when serious losses occur; emotional decisions are made when quickly acquiring needed systems and services. This sets up an organization for unscrupulous salespeople who prey on the panic.

An integral purpose of the planning process is to fulfill organizational goals and objectives. Those who plan protection should have a clear understanding of organizational needs, corporate culture, and customer needs. Because of global competitiveness, downsizing, restructuring, and a variety of hazards and threats, today’s enterprises are in a state of constant change and reengineering. To survive, a support function such as security must be a team player, adapt quickly to change, meet challenges in a positive and creative manner, and show how it is contributing to the enterprise.

Budgeting is closely related to planning because it pertains to the money required to fulfill plans. Modern practitioners state their protection plans in financial terms that justify expenditures, save the organization money, and if possible, bring in a return on investment. The concept of value added means that all corporate departments must demonstrate their value to the organization by translating expenditures into bottom-line impact. Corporate financial officers ask, “Is security contributing to our business and profit success, and if it is, how?” Metrics provides the opportunity to quantify performance. Illustrations of financial leverage for security include calculating total direct and indirect losses for each loss incident; conducting an undercover investigation to pinpoint not only theft, but also substance abuse and safety problems; hiring a bad check specialist who recovers several times his or her salary; purchasing an access control system that performs multiple roles, such as producing time and attendance data; and installing a closed-circuit television (CCTV) system that not only assists investigations, but helps to locate production problems to improve efficiency and cut costs.


Modern security and loss prevention practitioners state their protection plans in financial terms that justify expenditures, save the organization money, and if possible, bring in a return on investment.



A risk analysis provides input for planning protection. Security strategies generally take the form of personnel, systems, and policies and procedures. Some of the many factors that go into the planning process follow:


1. Has the problem been carefully and accurately identified?

2. How much will it cost to correct the problem, and what percent of the budget will be allocated to the particular strategy?

3. Is the strategy practical?

4. Is the strategy cost effective? For example, a loss prevention manager debates an increase in the staff of loss prevention officers or the purchase of a CCTV system. The staff increase will cost $40,000 per officer (three officers × $40,000 per year = $120,000 per year). CCTV will cost $150,000. After considering the costs and benefits of each, the manager decides on the CCTV system because by the second year the expense will be lower than hiring three extra officers.

5. Does the cost of the strategy exceed the potential loss? For example, it would not be cost effective to spend $5,000 to prevent theft from a $50 petty cash fund.

6. Does the strategy relate to unique needs? Often, strategies good for one location may not be appropriate for another location.

7. How will the strategy relate to the entire loss prevention program? A systems approach is wise. The interrelatedness of each strategy should be considered. For example, CCTV can be used in a retail store to prevent both shoplifting and employee theft. Security personnel are needed to respond to incidents. CCTV can also save on personnel costs and management can remotely monitor multiple sites.

8. Does the strategy conform to the goals and objectives of the organization and the loss prevention program?

9. How does the strategy compare to contract loss prevention programs? Will the strategy interfere with any contract service?

10. How will insurance carriers react?

11. If a government contract is involved, what regulations must be considered?

12. Does the strategy create the potential for losses greater than what is being prevented? For example, applying a chain and lock to the inside handles of a double door makes it more difficult for a burglar to enter; however, what if a fire takes place and employees must escape quickly?

13. Does the strategy reduce the effectiveness of other loss prevention strategies? For example, a chain-link fence with colorful plastic woven through the links and high hedges will prevent people from seeing into the property and hinder an offender’s penetration, but this strategy also will cause observation problems for patrolling police.

14. Will the loss prevention strategy interfere with productivity or business operations? For example, in a high-risk environment, how much time will be necessary to search employees who leave and return at lunchtime? What if 1,000 employees leave for lunch? As another example, if the loss prevention manager requires merchandise loaded into trucks to be counted by three separate individuals, will this strategy slow the shipping process significantly?

15. Will the strategy receive support from management, employees, customers, clients, and visitors? Can any type of adverse reaction be predicted?

16. Does the strategy have to conform to local codes, ordinances, or laws? For example, in certain jurisdictions, perimeter fences must be under a specific height and use of barbed wire is restricted.

17. Will the strategy lower employee morale or lead to a distrust of management?

18. Are there any possible problems with civil liberties violations?

19. How will the union react to the strategy?

20. Was participatory management used to aid in planning the strategy?

21. Can the strategy be effectively implemented with the present number of loss prevention personnel?

22. Will the strategy cause a strain on personnel time?

23. What are the characteristics of the area surrounding the location that will receive the loss prevention strategy? These characteristics must be considered to improve the quality of strategies. For example, if loss prevention strategies are planned for a manufacturing plant, what factors outside the plant must be considered? (Factors of consideration include crime, fire, and accident rates.) Also, certain nearby sites may be subject to disaster: nuclear plants, airports, railroads (transportation of hazardous materials), educational institutions (student unrest), forests (fire), hazardous industries (chemicals), and military installations, among others. Weather conditions are important to consider as well. Storms can activate alarms. Excessive rainfall can cause losses due to flooding. Heavy snow can result in a variety of losses. Earthquake and volcanic actions are additional factors to consider.

24. When considering loss prevention strategies such as burglar or fire alarms, what is the response time of public services such as police, fire, and emergency medical service? Where is the nearest facility housing each service?

25. Will loss prevention strategies be able to repel activity from local criminals, a gang, or organized crime?

26. Will the strategy shift crime to another target?

27. Does the strategy attempt to “loss-proof” or eliminate all losses? This often is an impossible objective to reach. Loss prevention practitioners sometimes are surprised by the failure of a strategy that was publicized as a panacea.

28. If the strategy is not implemented, what is the risk of loss?

29. Will a better, less expensive strategy accomplish the same objective?

30. Can any other present strategy be eliminated when the new strategy is implemented?

31. What other strategies are more important? Are priorities established?

32. Should a pilot program be implemented (say, at one manufacturing plant instead of at all plants) to study the strategy for problems and corrective action?

33. How will the strategy be evaluated?






Incomplete Protection PlansAndrew Smith, security manager at Tecsonics, Inc., a fast-growing electronics firm, was assigned the task of preparing a plan and one-year budget for information security. Two months later, Andrew was in front of senior executives who were eager to learn how proprietary information would be protected in such a fiercely competitive industry. At the beginning of the presentation, Andrew emphasized that the survival and growth of Tecsonics depended on its information security program. The four major strategies for protection for the first year included electronic soundproofing, also referred to as shielding, which would involve the use of a copper barrier throughout one conference room to cut off radio waves from a spy’s bugging equipment. Cost: $250,000. The second strategy was to spend $85,000 for countermeasure “sweeps” to detect bugs in select locations on the premises. The third strategy was to upgrade the access control system at a cost of $200,000. The fourth strategy was to hire an IT security specialist for $90,000 annually.

Before Andrew was five minutes into his presentation, the rapid-fire questions began: “What is the return on investment?” “Are the plans cost effective?” “Did you perform a risk analysis?” “What are other similar businesses doing?” “Why should we spend so much money on shielding and sweeps when we can use cheaper methods, such as holding meetings in unexpected locations, preparing good policies and procedures, promoting employee education, and keeping certain sensitive information out of the IT system and locked up in a safe?” One sarcastic, hard-nosed executive quipped: “You would probably spend millions on shielding and sweeps and not realize that one of our male scientists could go out of town to a seminar, get cornered by a foxy broad, and get drunk as she pumps him for information!” Unfortunately for Andrew, everybody was laughing while he wished he had done a better job of preparing for his presentation (Purpura, 1989: 43–44).






Planning from a Systems Perspective

The systems perspective looks at interactions among subsystems. When actions take place in one subsystem, other subsystems are affected. For example, the criminal justice system is composed of three major subsystems: police, courts, and corrections. If, during one day, the police make 100 arrests for public intoxication, then the court and corrections subsystems must react by accommodating these arrestees. There are many other examples of systems: a loss prevention department, a business, government, a school, an automobile, the human body, and so on. All these systems have subsystems that interact and affect the whole system. In each system, subsystems are established to attain overall system objectives and goals.

Similar to other systems, a loss prevention department can be analyzed in terms of inputs, processes, outputs, and feedback. As an example, look at a loss prevention department’s immediate reaction and short-term planning concerning an employee theft incident (see Figure 3-1). The loss prevention department receives a call from a supervisor who has caught an employee stealing: the input. The process is the analysis of the call, planning, and the action taken (i.e., dispatching of loss prevention personnel). The outputs (i.e., activity at the scene) are the arrival of the personnel, questioning, and note taking. Feedback involves communications from the on-site loss prevention personnel to the loss prevention department; this helps to determine if the output was proper or if corrections are necessary. For instance, suppose that an on-the-spot arrest was required. Then additional outputs might be necessary, possibly including assistance from a local public police department.

[image: image]

FIGURE 3-1 A systems perspective of a loss prevention department’s immediate reaction and short-term planning relevant to an employee theft incident.

The systems perspective described in Figure 3-1 is for planning a short-term, immediate action. Figure 3-2 illustrates long-term loss prevention planning from a systems perspective.
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FIGURE 3-2 Long-term loss prevention planning from a systems perspective.

In Figure 3-2, the inputs of goals and objectives relate to upper management’s expectations of the loss prevention function. The resources include money, material, and human resources. Information, research, reports, risk analyses, and metrics all aid in decision making within the planning process. The outputs are the loss prevention programs and strategies evolving from the planning process that will prevent and reduce losses while increasing profits. Feedback, an often-overlooked activity, is essential for effective planning; and evaluation is an integral part of feedback. Ineffective programs and strategies must be eliminated. Other programs and strategies may need modification. Evaluation helps to justify programs and strategies.


Loss prevention practitioners must be prepared when asked by senior management, “How do you know the loss prevention plans and strategies are working?”






Critical Thinking for Security PlanningMaxims of Security
1. Security is never foolproof. The term foolproof is a misnomer. Instead of burglarproof, bulletproof, or fireproof, replace proof with resistant.

2. State-of-the-art security has its vulnerabilities. History is filled with grand security strategies that failed.

3. Through history, security designers have been in constant competition with adversaries seeking to devise methods to circumvent defenses. This is a “cat and mouse” cycle where one side takes the lead, often temporarily, until the other side produces a superior technique. Today, we see this competition with such areas as physical security, IT security, and counterterrorism.

4. Related to #3, the design of security plays a role in an adversary’s plan of penetration and attack. Terrorists and other criminals fine-tune their plans according to how a target is protected.

5. Security often is as good as the time it takes to get through it. The longer the time delay facing the offender, the greater the protection and chances that he or she will abort the offense, be apprehended, or seek another target (i.e., displacement).

6. The “harder” the target or defensive strategy, the more likely the offender will seek weaker defenses at the same target or seek a completely new target.

7. Security must focus on not only what is leaving a facility (e.g., company assets), but also what is entering (e.g., weapons, explosives, illegal drugs, and anger).





Three Models of SecurityAll security strategies fall under one of the following models:


1. It protects people, assets, and/or the operations of enterprises.

2. It accomplishes nothing.

2. It helps offenders.



Illustrations of security protecting people, assets, and/or the operations of enterprises are seen when a hospital security officer escorts nurses to their vehicles at night, when a safe proves too formidable for a burglar who leaves the scene, or when a manufacturing process is protected through access controls and other security methods. Security accomplishes nothing when security officers sleep on the job or fail to make their rounds or when alarm systems remain inoperable. Sometimes unknown to security practitioners and those they serve are the security strategies that actually help offenders. This can occur when security officer applicants are poorly screened, hired, and then they commit crimes against their employer. The ordinary padlock is an example of how physical security can assist offenders. An unlocked padlock hanging on an opened gate can invite padlock substitution, in which the offender replaces it with his or her padlock, returns at night to gain access, and then secures the gate with the original padlock. Such cases are difficult to investigate because signs of forced entry may be absent. Fences, another example, often are built with a top rail and supports for barbed wire that are strong enough to assist and support people, rather than the fence and barbed wire. Also, attractive-looking picket fences have been knocked down by offenders and used as ladders.

Security practitioners should identify and classify all security strategies under these models to expose useful, wasteful, and harmful methods. This endeavor should be a perpetual process within risk analysis, careful planning, critical thinking, testing, and research to facilitate cost-effective, results-oriented security. Although these challenging goals require time and effort, the net result is a superior security and loss prevention program.








Using a critical thinking approach, what are your views on any of the maxims or models of security? How can they be modified or enhanced?










Standards and Regulations

Standards and regulations serve as resources for employees in the public and private sectors who seek to optimize professionalism, competence, and quality within their organizations that are reflected in the products and services they generate. There is much confusion and controversy over standards and regulations. Here we begin with a federal government perspective, basic definitions, and then information specific to security and loss prevention.


Standards

The National Technology Transfer and Advancement Act (NTTAA), which became law in March 1996, directs federal agencies to adopt private sector standards, wherever possible, rather than create proprietary, nonconsensus standards. The act also directs the National Institute of Standards and Technology to bring together all levels of government for the same purpose. The NTTAA cites “standard” or “technical standard” as including common and repeated use of rules, conditions, guidelines or characteristics for products or related processes and production methods, and related management systems practices.

There are many types of standards that serve a wide variety of purposes. They are classified in numerous ways. Standards based on purpose include terminology standards that standardize nomenclature, test and measurement standards that define methods to assess performance, and product and service standards that promote quality. Standards may also be classified by the intended user group. Examples are company standards that are meant for a single business, industry standards for a particular industry, international standards, and government standards. Standards may also specify requirements, such as performance standards that describe how a product is supposed to function and design standards that define how a product is to be built.

Standards are developed by hundreds of U.S., international, foreign, and regional organizations. Research on standards can be confusing and time-consuming. The end of this chapter offers federal government Web sites helpful for finding standards and regulations.

Consensus standards are accepted industry practices developed through a consensus process (i.e., open to review and modifications by experts who agree on how a specific task should be performed prior to the final standard). Consensus standards do not have the force of law unless a jurisdiction adopts them as law. Professional groups also publish “guidelines” or “guides” (also without the force of law) that offer organizations information and factors to consider when developing programs (e.g., security or fire protection).

Standards may help an industry prevent legislation that is burdensome and expensive to that industry. For instance, if an industry voluntarily produces standards that promote security and safety, then government security regulations for that industry may be averted.

Although standards may not be adopted as law by a jurisdiction, they may be used to establish a standard of care or used during litigation. Angle (2005: 22) defines standard of care as “the concept of what a reasonable person with similar training and equipment would do in a similar situation.” In the emergency medical field, for example, a practitioner can prevent a claim of negligence if he or she performs in the same way as another reasonable person with the same training and equipment. In other words, everyone has certain expectations of performance.

An employer can face a claim of negligence by failing to adhere to policies and procedures, standards, or legal mandates (Fried, 2004: 30). Suppose employees are injured during an emergency evacuation and sue. Experts may be hired by opposite sides of the civil case to provide expertise and testimony on whether the employer provided a safe workplace and properly planned for emergencies. Comparisons may be made of what reasonable prudent management would do. If the defense side can show that management did everything “reasonable management” would have done under the same circumstances, then the employer has a good chance of showing that it acted reasonably and should not be liable for injuries.

Fried makes interesting observations about standards and litigation. He notes that if industry experts seek to develop a standard to benefit themselves or others, or to sell products or services, then the standard would not have significant weight in court. Another question sure to surface is how the standard was developed. Consensus standards often do not meet the scientific rigor of, say, how the medical profession uses multiple blind tests to determine if a drug works. Fried (2004: 30) writes: “Thus, for any standard to pass legal muster under the Daubert challenge (requiring proof that a standard or conclusion is based on scientific or sound research), the standard needs to be tested and proven to be correct. Otherwise the standard is just a suggestion.”

Although the National Fire Protection Association (NFPA), for example, outlines ideal actions and what an ideal manager should achieve based on industry experts, failure to meet standards does not mean law was violated or someone is negligent. A judge may declare a standard introduced in court as not applicable in that jurisdiction because no court or legal body authorized it, even though an expert witness might argue that an unofficial standard has become an industry standard of practice. Fried writes that if over 50% of employers follow a conduct—whether or not from a standard—that conduct could be considered the reasonable industry standard that should be followed.

In reference to settling lawsuits involving negligent security, courts have ruled inconsistently. Acceptable security in one jurisdiction may be unacceptable in another. However, security standards foster uniform security. Those against standards cite costs and argue that it is impossible to standardize security because each location and business is unique.

A government jurisdiction can adopt a standard as law and enforce it. For example, this has been done by many jurisdictions with the NFPA 101 Life Safety Code. The NFPA has no enforcement authority.


Competition over StandardsThere is competition among organizations over producing and publishing standards. A major issue is which organization is best suited to prepare standards in a particular field. Swope (2006: 20–23) uses the term code war to describe rival groups lobbying governments to accept their competing sets of standards. For instance, for many years the business community has urged governments to standardize building codes among cities and states to reduce construction costs. On one side of the competition is the International Code Council (ICC), a group supported by government building and code enforcement officials, architects, and building owners and managers. The National Fire Protection Association (NFPA) heads the other side. It is supported by fire chiefs and unions representing building specialists. Government and industry prefer one code, and they are faced with a major question: “Which code to choose?” Swope (2006: 22) writes that the code war also involves the ICC and NFPA acting as “two publishing houses engaged in a war for book sales.” When a government adopts a model code or when codes change, officials, architects, engineers, construction specialists, and others must purchase up-to-date copies. Each code group earns tens of millions of dollars annually from publication sales.

A major difference between the ICC and the NFPA is how they update their codebooks. The ICC allows only building officials to vote on changes. The ICC sees this as a way to prevent special interests (e.g., trade unions, manufacturers) from influencing the codes. The NFPA permits all its members to vote, although checks and balances are applied to prevent undue influence.

Other groups are also in competition. For instance, ASIS International and the NFPA each have committees involved in the subject of security. The question is which group is most appropriate to produce security guidelines or standards? Both groups are involved in producing guidelines. ASIS International produced several excellent security guidelines (many discussed in this book) on such topics as risk assessment, chief security officer, private security officer selection and training, and business continuity.

The NFPA produced “NFPA 730, Guide for Premises Security.” It is based on risk assessment principles and includes information on physical security, security personnel, and security at certain occupancies (e.g., educational, healthcare). Another publication is “NFPA 731, Installation of Electronic Premises Security Systems.” It is a standard with specific requirements for the installation of various security systems. NFPA 730 was difficult to gain consensus among committee membership. The NFPA Standards Council appointed to the Premises Security Technical Committee representatives from the insurance industry, ASIS International, Underwriters Laboratories, the Security Industry Association, and other groups. It began as a code, then it became a recommended practice, and then a guide. The NFPA defines “guide” as “a document that is advisory or informative in nature and that contains only non-mandatory provisions … the document as a whole is not suitable for adoption into law” (Moore, 2005).






Is the competition over standards beneficial or detrimental to our society and the security profession? Justify your view.






Regulations

Regulations are rules or laws enacted at the federal, state, or local levels with the requirement to comply. These requirements may address health, product safety, environmental effects, or other matters in the public interest. A regulation may consist of agency-developed technical specifications or private sector standards. The NTTAA endorses the use of private sector standards.

Federal regulations are contained in the Code of Federal Regulations (CFR). A widely known example of federal regulations is found in Title 29 CFR, Occupational Safety and Health Administration (OSHA). OSHA is a federal agency, under the U.S. Department of Labor, established to administer the law on safety and health in the workplace.

Angle (2005: 21) offers these definitions: “Codes are standards that cover broad subject areas, which can be adopted into law independently of other codes, or standards.”

“Recommended practices are standards, which are similar in content to standards and codes, but are nonmandatory in compliance.”

Its is important to note that the terms regulations, standards, codes, and recommended practices are used interchangeably in the literature and by the public and private sectors. OSHA, for example, uses the term standards in the content of regulations.




Post-9/11 Standards and Regulations

Prior to the 9/11 attacks, many business enterprises set their own internal security standards and policies. This still occurs; however, certain industries have been following external regulations and standards for many years. Examples include businesses involved with government contracts, or the nuclear, financial, or aviation industries. Institutions such as healthcare facilities and colleges have also been influenced by regulations and standards. OSHA has played a major role in influencing businesses and institutions in promoting a safe environment, even through crime prevention methods. And, locales have enacted ordinances to increase security at convenience stores.

The passage of the NTTAA resulted in a proliferation of standards developers and standards, and the 9/11 attacks resulted in even more growth of security standards and regulations. The federal government has spearheaded efforts to protect infrastructure and key assets through many initiatives and regulations, as described in this book. Security and loss prevention practitioners must continue to study and apply guidelines, standards, and regulations pertaining to their specific industry. These resources help to formulate internal policies and procedures. Businesses involved in transportation, for instance, refer to the U.S. Department of Transportation and the U.S. Department of Homeland Security. The banking and finance industry refers to the U.S. Department of the Treasury. Drinking water and wastewater treatment systems are guided by the Environmental Protection Agency. And, as we know, besides government regulations, many organizations publish standards of a general nature and for specific industries.

Several benefits result from adherence to guidelines, standards, and regulations. These include greater safety and security, the prevention of losses and litigation, enhanced risk management, and uniformity.




Standard-Setting Organizations

From the perspective of manufacturing and installing security and loss prevention products and systems, standards serve as written and tested guidelines that promote uniformity and quality. Additional benefits of standards include preventing people from installing unsafe systems, helping manufacturers define how their products converge with IT networks, and assisting the industry in the highly standards-oriented federal market.

Manufacturers have been producing their products in accordance with safety standards for many years. During the 1920s, for example, Underwriters Laboratories (UL), an independent testing organization, worked with insurers to establish a rating system for alarm products and installations. This system assists insurers in setting premiums for customers. An alarm company may show customers that its service is of a higher standard than a competitor’s. UL has various listings, and it requires that an alarm company advertise its listing specifically. What a company has to do to obtain a listing as a central station burglar alarm company differs widely from what it has to do to be listed as a residential monitoring station; providing fire-resistant construction, backup power, access controls, and optimal response time following an alarm are a few examples.

Consumers, in general, are more familiar with UL as an organization promoting the electrical safety of thousands of retail products. Companies pay a fee to have UL test their products for safety according to UL standards. The famous UL label often is seen attached to the product. Sometimes the UL label is attached to a product without testing and authorization.

The National Fire Protection Association (NFPA) establishes standards for fire protection equipment and construction that have been adopted by government agencies, in addition to companies in the private sector. Beginning in 1898, in cooperation with the insurance industry, the NFPA has produced standards covering sprinklers, fire hoses, and fire doors, among other forms of fire protection.

The Security Industry Association (SIA) is an international trade association that promotes education, research, and technical standards. It represents manufacturers, distributors, service providers, and others in the security industry. SIA standards promote the interests of its membership by developing common, open, interoperability protocols and performance standards and through standards-related venues. SIA follows American National Standards Institute (ANSI) principles on developing standards like other standards writing bodies.

The American Society for Testing and Materials (ASTM International), organized in 1898, has grown into one of the largest voluntary standards development systems in the world. ASTM is a nonprofit organization providing a forum for producers, consumers, government, and academia to meet to write standards for materials, products, systems, and services. Among its standards-writing committees are committees that focus on security, safety, and fire protection.

The American National Standards Institute (ANSI), organized in 1918, is a nonprofit organization that coordinates U.S. voluntary national standards and represents the United States in international standards bodies such as the International Organization for Standardization. ANSI approves and accredits standards for products and personnel certification that are developed by standards-setting organizations, government agencies, consumer groups, businesses, and others. It does not develop its own standards. The ANSI Web site contains other groups’ standards. ANSI serves both private and public sectors in an effort to develop standards that exist in all industries, such as safety and health, information processing, banking, and petroleum.

The International Organization for Standardization is a worldwide federation of national standards bodies from just about all countries. It is a nongovernmental group based in Geneva, Switzerland, established in 1947 with the purpose of promoting standardization globally to facilitate the international exchange of goods and services. Its agreements are published as International Standards, also known as ISO standards. According to Wikipedia (2006), ISO does not stand for “International Standards Organization.” ISO is not an acronym; it comes from the Greek word isos, meaning “equal.”






Evaluation of Loss Prevention Programs

How can a loss prevention program be evaluated? First, a research design can assist in the evaluation. A look at a few simplified research designs demonstrates how loss prevention programs are determined to be successful or unsuccessful.

One design is the pretest-posttest design. A robbery prevention program can serve as an example. First, the robbery rate is measured (by compiling statistics) before the robbery prevention program is implemented. The program then is implemented and the rate measured again. Robbery rates before and after program implementation are compared. If the robbery rate declined, then the robbery prevention program may be the causative factor.

A loss prevention training program can serve as another example. Loss prevention personnel are tested prior to the training program, and their test scores are saved. The training program is implemented. After the program is completed, another similar test is given the personnel. The pretest scores are compared to the posttest scores. Higher posttest scores may indicate that the training program was effective.

Another evaluation design or research method is called the experimental control group design. As an example, a crime prevention program within a corporation is subject to evaluation. Within the corporation, two plants that are characteristically similar are selected. One plant (the experimental plant) receives the crime prevention program, while the other plant (the control plant) does not. Before the program is implemented, the rate of crime at each plant is measured. After the program has been in effect for a predetermined period of time, the rate of crime is again measured at each plant. If the crime rate has declined at the “experimental” plant while remaining the same at the “control” plant, then the crime prevention program may be successful.

A good researcher should be cautious when formulating conclusions. In the crime prevention program at the plant, crime may have declined for reasons unknown to the researcher. For instance, offenders at the experimental plant may have refrained from crime because of the publicity surrounding the crime prevention program. However, after the initial impact of the program and the novelty expired, offenders could possibly continue to commit crimes. In other words, the program may have been successful in the beginning but soon became ineffective. Thus, continued evaluations are vital to strengthen research results.


Scientific Method

To assist planning and research, the scientific method can be used. Four steps are involved: statement of the problem, hypothesis, testing, and conclusion. As an example, employee theft will serve as the problem. The hypothesis is a statement whereby the problem and a possible solution (i.e., loss prevention strategy) are noted. Testing involves an attempt to learn whether the strategy reduces the problem. Several research designs are possible. Here is an example of the presentation of the problem according to the style of scientific methodology:


• Problem: Employee theft.

• Hypothesis: Employee theft can be reduced by using CCTV.

• Testing: Control group (plant A—no CCTV); experimental group (plant B—CCTV).

• Conclusion: After several months of testing, plant A maintained previous levels of employee theft, whereas plant B showed a drop in employee theft. Therefore, CCTV may be an effective loss prevention strategy to reduce employee theft.



To strengthen research results, continued testing is necessary. In the example, CCTV can be tested at other, similar locations. Further, other strategies can be combined with CCTV to see if the problem can be reduced to a greater extent.




Sources of Research Assistance

A need exists for more research to identify successful and unsuccessful loss prevention methods. Four potential sources of research assistance are in-house, university, private consulting, and insurance companies.

In-house research may be the best because proprietary personnel are familiar with the unique problems at hand. Salary costs could be a problem, but a loss prevention practitioner with a graduate degree can be an asset to loss prevention planning and programming. In-house research, however, can result in increased bias by the researcher because superiors may expect results that conform to their points of view.

University researchers usually have excellent credentials. Many educators are required to serve the community and are eager to do research that can lead to publication. The cost is minimal.

Private consulting firms often have qualified personnel to conduct research and make recommendations to enhance protection. This source can be the most expensive because these firms are in business for profit. Careful consideration and a scrutiny of the consulting staff are wise. The buyer should beware.

Insurance companies are active in studying threats, hazards, and risks. They also participate in varying degrees in research projects relevant to crime, fire, and safety. A major function of this industry is risk management, whereby strategies are recommended to reduce possible losses.


Performance MeasuresTraditionally, public police performance has been measured by reported crime rates, overall arrests, crimes cleared by arrest, and response time to incidents. These metrics have become institutionalized, and substantial investments have been made to develop IT systems to capture such data. However, this data may tell little about police effectiveness in reducing crime and the fear of crime (U.S. Department of Justice, 1993: ix). Furthermore, do these measures reflect outmoded policing, and do they fail to account for many important contributions police make to the quality of life, such as efforts at community cohesion and crime prevention? Here is an example of performance measures for police that have implications for security:


• Goal: Promoting secure communities.

• Methods and activities: Promoting crime prevention and problem-solving initiatives.

• Performance indicators: Programs and resources allocated to crime prevention, public trust and confidence in police, and reduced public fear of crime (DiIulio, 1993: 113–135).



What lessons can security practitioners learn from research on performance measures in the public sector? Do security programs contain traditional systems of measuring performance that reflect outmoded security efforts, while failing to account for important contributions to protection and the business enterprise?

Performance measures do exist in security programs today, but how can they be improved? To improve security programs, research should be directed at enhancing traditional performance measures and metrics that more accurately reflect customer satisfaction, security expenditures, and return on investments.










Proprietary Security

Proprietary security programs and organizations in general are characterized by the organizational terms and practical management tools described in the following two lists. These terms and topics also apply to contract security businesses.


Basics of Organization: The Vocabulary

• Division of work: Work is divided among employees according to such factors as function, clientele, time, and location.

• Authority: The right to act.

• Responsibility: An obligation to do an assigned job.

• Power: The ability to act.

• Delegation of authority: A superior delegates authority to subordinates to spread the workload. A superior can delegate authority, but a person must accept responsibility. Responsibility cannot be delegated. For example, the sergeant delegated to loss prevention officers the authority to check employee lunch boxes when employees left the plant.

• Chain of command: Communications go upward and downward within an organized hierarchy for the purpose of efficiency and order.

• Span of control: The number of subordinates that one superior can adequately supervise. An example of a broad span of control would be one senior investigator supervising 20 investigators. An example of a narrow span of control would be one senior investigator supervising five investigators. An adequate span of control depends on factors such as the amount of close supervision necessary and the difficulty of the task.

• Unity of command: To prevent confusion during an organized effort, no subordinate should report to more than one superior.

• Line personnel: Those in the organized hierarchy who have authority and function within the chain of command. Line personnel can include uniformed loss prevention officers, sergeants, lieutenants, captains, and other superiors.

• Staff personnel: Specialists with limited authority who advise line personnel. For example, the loss prevention specialist advised the captain about a more efficient method of reducing losses.

• Formal organization: An official organization designed by senior management whereby the “basics of organization” are applied to produce the most efficient organization possible.

• Informal organization: An unofficial organization produced by employees with specific interests. For example, several employees spend time together (during breaks and lunch) because they are active as community volunteers.

• Organization chart: A pictorial chart that visually represents the formal organization. Many of the “basics of organization” actually can be seen on organization charts (see Figure 3-3).



[image: image]

FIGURE 3-3 Small loss prevention department.




Basics of Organization: The Practical Management Tools

• Directive system: A formal directive system is a management tool used to communicate information within an organized group. The communications can be both verbal and written. A verbal directive can be as simple as a superior informing a subordinate of what work needs to be done. The formal verbal directive system also can include meetings in which verbal communications are exchanged.

• Policies: Policies are management tools that control employee decision making. Policies reflect the goals and objectives of management.

• Procedures: Procedures are management tools that point out a particular way of doing something; they guide action. Many procedures actually are plans that fulfill the requirements of policies. The loss prevention manager must maintain an open mind when feedback evolves from policies and procedures. For instance, suppose only two security officers are assigned to search the belongings carried by 1,000 employees as they end their shift. Long lines of irritated employees may develop. Consequently, changes must be made.

• Manual: A manual is like a “rule book” for an organized group; it contains policies and procedures.



It is important to note that if an organization’s structure is too rigid, employees may be hindered from fulfilling business objectives. Participation by subordinates in decision making and a team atmosphere of cooperation have been shown to increase morale and motivation. Leadership style will also influence success. The autocratic style sees managers making all decisions, whereas the democratic style seeks opinions from employees as input for decisions. Following decades of research, psychologists have concluded that no one style is best. Effective managers use both. For example, a manager may be autocratic with a trainee and democratic with a seasoned employee (Levy and Weitz, 2001: 534).


What Are the Duties of a Security Manager?The duties of security managers vary widely. Here, a generalization is presented.

Security managers plan, prioritize tasks, concentrate on pressing problems, and strive to stay within their budget. They delegate tasks and supervise subordinates and contractors who perform security services. Another duty is to ensure that security systems are functioning properly. Security managers may spend all day at their desks and computers sending and responding to e-mails, preparing reports, conducting research on the Web, reading, or talking on the telephone. With modern technology, such tasks can be performed almost anywhere. On other days they may split their time in the office or doing administrative work with visits to various locations on and off the premises for inspections or investigations. They may attend meetings, conduct or receive training, and attend a college course. Since they are interacting with people so much, they must have excellent human relations and communications skills.

Physical security and access controls are often part of their job; only authorized people should be on the premises. Security managers also realize that offenders can cause harm from remote locations by using a computer; consequently, security managers and IT specialists are increasingly working together. If an alleged crime occurs or an incident requires investigation, the manager may conduct the investigation, delegate the task, or contract the work to an outside firm. Workplace safety is another important issue, and this includes fire safety, emergency procedures, and the prevention of accidents. All security personnel and volunteers from the workforce may receive special training to prevent and suppress fires and render first aid. As risks surface, security managers prepare policies and procedures, in cooperation with other employees, in an effort to prevent losses.

A company may require the manager to spend a great deal of time providing training programs to employees on a host of topics, from employee protection to information security. Security managers may be responsible for a certain geographic area and visit corporate locations over several weeks to conduct a variety of duties as described previously. To reduce costs, businesses may add additional duties—outside traditional security duties—to the security manager’s position. Examples include supervision of landscaping, parking, a fleet of vehicles, a mail system, and a cafeteria. Security managers must be flexible and available for emergencies at any hour, since the employer and employees depend on them for protection.






What is your opinion of the duties of a security manager?




Search the WebThe Web contains a wealth of information on the security and loss prevention profession. Here are Web sites relevant to this chapter:

Academy of Security Educators and Trainers: www.asetcse.org

American National Standards Institute: www.ansi.org

American Society for Testing and Materials: www.astm.org

ASIS International, Security Management: www.asis.com

finding regulations: http://standards.gov/standards_gov/v/Regulations/index.cfm

finding standards: http://standards.gov/standards_gov/v/Standards/index.cfm

Information Security: http://informationsecurity.techtarget.com

International Foundation of Protection Officers, Protection News: www.ifpo.org

International Organization for Standardization: www.iso.org

Journal of Security Administration: www.wiu.edu/users/mfkac/jsa/

National Fire Protection Association: www.nfpa.org

Palgrave Macmillan Journals, Security Journal: www.palgrave-journals.com/sj/index.html

SC Magazine: www.scmagazine.com

Security Industry Association: www.siaonline.org

The Haworth Press, Journal of Security Education: www.haworthpress.com

Underwriters Laboratories (UL): www.ul.com










Case Problems

3A. As the Chief Security Officer for a global manufacturer of a variety of products, you have in your budget only enough money to subscribe to three security periodicals. You search the Web and select three. Which ones did you choose?

3B. As a loss prevention manager, you have been asked to prepare a speech to a group of security practitioners. The topic is “Planning Security and Loss Prevention Programs and Strategies.” Outline the speech or prepare notecards for your presentation.

3C. Refer to the box in this chapter titled “Incomplete Protection Plans.” If you were an outside security consultant hired by Andrew Smith, what would you suggest to help him prior to his meeting with senior executives?

3D. As a security manager, you believe that the 3 P.M. meeting today with the Vice President of Finance will not bring good news. Each business quarter seems to show poor profits and the need for cutbacks in all departments. When you enter her office for the meeting, the VP, Alaine Nell, gets right to the point: “Your security budget to protect the three openings at the plant must be cut by 50%.” She draws a sketch of the huge square plant and notes that the three openings are costing $500,000 annually for 24-hour-a-day security officer protection, including overtime. She states that each post requires four officers (three on and one off during each 24-hour period) at $40,000 apiece. She requests a financial plan for the next five years. Prepare such a plan, providing hypothetical information if needed.

3E. You are a security specialist at a port. Your supervisor has assigned you the task of preparing a list of the laws, regulations, standards, government agencies, and private sector organizations pertaining to security at ports. Prepare the list by conducting research on the Web.

3F. Design an organization chart for a loss prevention department of 35 people at an industrial plant. Write a one-page justification of your design to satisfy management. Provide hypothetical information about the plant if needed.
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Resistance

Class to Attack AttackTime  Description

fire

250 Not tested WA For paper and document storage

1504 Not tested WA For storage of magneti computer tapes
and photogragic fim

125 Not tested A For storage of flodble disks

Burglary

TS Dooror 15min Resists against entry by commen mechanical and

frontfaca eectrical tools ar combination of thesa means,
Group 2,1, o 1R combination lock **

ML 15K 6 sdes 15min Same as abave

WLASKS  6sicks 15min Resiss against entry by common mechanical
eectical toos and cutting toches or combination
of 2ach, Group 1, 1R, M, 2 combination lock o,
Type 1 high-securty elctronc lock.* *

= Dooror 30min Same tools 5 TL1S, Growp 1 or 1R

frontfaca combination lock.**

S 6 ids 30min Same tools 5 TL1S, Growp 2, 1 or 1R
combination lock.**

TRTL20 Dooror 30min Same tools as TRTL 15X, Grow 1 or

font face 1R combination ock, encased in 2 mirimurm 3
of concrete o in a largr safe o container

LG 6des 30min Same tools a5 TRTL 15X, Group 1 or 1R
combination lock.**

WLSOXS  6sices &omin Same tooks as TRTL-15, Group 1 or 1R combination
lock, minimum waight 750ibs, body 1 thick
s0id cpen hth steel.

TLEXE  6sicks &omin Same tooks as TRTLA1S + upto 8 oz, of

itroghcering with 3 maxmum of 4 oz, per test,
Group 1 o 1R combination ock or ype 1 high-
secuity dactraic lock, minimum weight 1000
Tos, wal thickness ot specified.
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e vorm|
GrEZoe e Ver
BRIEF DESCRIPTION OF ACCIDENT
(On empioyee was imiing a metl a0 hand anelctic G o the umeyman sl
o' scafd 3bout v ot abone e When h vetenreached 1h (i un o e
Dotom o h ladarhe recaed an et hosk i ke

T investigston evesle tht e extension cord had 8 msinggrounding prong and st o
Condcior o e Groen T0UnEn W s K ST coriac Wi e 813G
ik wie threty snrdng h ent ongth 1 16 -ouning wro 4 he s . The
il was ot ol rouited

INSPECTION RESULTS

.8 st of 2 invsgaton, OSHA s ctatons fr viiatons of consrction standarcs

ACCIDENT PREVENTION RECOMMENDATIONS
'

Use spprousd ground taul ccu nteruptersor an sssured squipmant rounding

Conductor progrm o protect anpiopees on constrcton 16 (26 OFF 1926 404 (1]

2. e cqupemant hat rondes & permanen andconinious e fom crzts, qupmen,
Siructues, sondutorancosures o ground [29 GFR 1626 404(0),

3. Inspoctacncaltools and equpmont iy and emove damaged o dfeciv equipment
fromuse il repaied {28 CFR 1926 40K .

SOURCES OF HELP

= OSHA Genera Inisty Standards [OFF parts 1500-1910]and OSHA Corsiructon
Standarés [CFF Pt 1626] heh ogeter i il OSHA o ey and heath s

1 ruiatons coveingconscton

(OSHiAfurded e consukaion senes eted ntphone rectorio under U, Labor
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ate of Theat:
Time: _______ Numberof minutes on telephone:

Exact words of cater:

Ask the calo these questionss
When will he bom oxplode?

Vinere is bomb?.

What ype of bomb?

Vinat does it ook ike?

Why did you place bomb?.

Descrpton o caller's voice: Age:
sox Background noise:
Tone of voice: &

Aditional comments:

Employee tocoving it Telephon number, _____
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Trico Corporation Balance Sheet June 30,20_

pssats Liabllities
Cash 4000 ‘Accounts payable 23000
Accounts receivable 100,200 Notes payable 100000
inventory 100,000 122000
Equipment 34,000
Land 0000 Capital
Builings 200400
&18.700 Prferad stock 74700
Comman stack 20000
2410
Total assats 518700 Tota iabilties and cafital 18700

Simple examples of a income satement an a capta statement ollow. Note that "expenses” an “ret
incormes are o additonal major categaris of accourting besdes assts, iabities, and capital.

Qualty Loss Pravention Service Income Statement for month ended October 31,20

Sales and sanice 11,800
Operating expenses
Salary expenses 5000
Supples axpense 1,100
Rent expense 1400
Miscalangous axpanse 1200
5500
Net ncome 2000

Quality Loss Prevention Service Capital Statement for month ended October 31, 20_

Capitl, October 2, 20_ 10000
Net income for the month 2000
Less vithravals 1,000
incraase in capital _Lom

Capita, Octcber 31, 20_ 11,000
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Counsal’s Tactic

Example

purpose

Officer’s Response

Rapi-fire questins

Condescending counsel

Frizndly counsel

Badgarng, bellgerent

Mispronouncing officer’s
name; using wrong rank

Sugoastive question (tends
to be aleading question
allowable on cross-
amination)

Demanding ayes orno
answer 03 question
that needs axplanation

Revarsing witness's words

Repetitous questions.

Conficting answers

Staring

‘One question afer another with
litte time to ansver.

Banevclent n approach, over-
sympatheticin questiors t the
point o rdcule.

Very courtzous, polte; questons tend
o take you nto hisconfidence.

Counsalstarng you right n the
face, shouts "That s 50, 't ,
offca7”

Your name i Jansen, counssl
calls you lohnson.

*Was the color o the car blue?

*Did you stike the dafendant with
vour dub?

ou answer, “The accident occurred
27 fast fram the intersacticn.”
Counsel says, “You say the accident
occured 72 festfrom the
intersecton?”

The same question asked several
times sightly rephrased.

"But Oficer Smith, Datective
Brown just sad.

After you have answered, counsel
tares 25 though there wiere more
to come.

To confuse you attempt o force ncorsistent

To aive the mprassion that you are inept,
lack conficknca, or may not be a ralizble
witnss

To Il you nto a fale sense of securty, whara
o0 il g answersn faicrof the oerse.

To make you angry 5o that you lose the sense:
of lagic and calmnass. Gengral,rapid
Questons wil also b induded intis approach,

To drav your atenticn ta the & in
pronuncition ather than enabing you ta
concantrate on the queston asked, 53 that
You will make nadvertant arors in testimany.

To supgest an answer ta his o her question in
an attempt to confuse of tolead you

To pravent all petinent and mitigating catals
from being considered by the uy.

To confuse you and demonstiate a lack of
confidenca in you.

To obtai inconsistnt or corficting answers
from you

To show inconsistency in the rvestigaton.

This tactic s nomally used o measurements,
times, and so forth,

To have a long pause that one normally feels
must e fled, thus saying more than
necessay. To provoke you into offering more
than the queston calld for

Taka time to considr the quesion; be defberate in
answering, ask o have the question
repested, remain caim.

i, decisive answers, asking for the questions to be
repested if mproparly phiased.

Stay slert; bar in mind that tha purpcsa of deferse is
to isercit ar cminih the effectof your testimeny.

Stay cam, speak in 3 deliverate voice, giing
prosecutor time to make appropriate objections.

Igrore the mispronunciation and concentate on the.
queston counsel i asking.

Concentrate carefully an the facts, disregard the
suggastion. Answar the quastion

Explin the answer to the queston; i stopped by
counsel demanding a ys or 1o ansir, pause untl
the court instructs you to answer in your o worcs

Listen intently whenevar counsel repeats back
something you have sad. I coumsel makes an
eror, correct im o her

Lsten creful tothe queston and sate, I have
ust arsviered that questin,

Remain cam. Conficting statements have 3
tandency to make a witness extramely nervous.

B2 guarded in your answiers on measurements,
times, and so forth Unless you have exact
Knowledge, use the term *approximatal.” Refer to
your notes

Wit for the next question.
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