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No one learns to be a leader as a solo effort, nor does anyone write a book without the help of many others. If I were to attempt to thank everyone who has helped me with either of these pursuits, pages would be filled with names, and that would bore you. I will have to find other ways to repay the kindness of the people that have invested in me over the years. It is my hope that this book will play at least a small role in passing on what I have learned so that you may benefit, as I have, by standing on the shoulders of others. There is one special person to whom I must dedicate this book, because she has always been dedicated to me: my wife, Annette. I would not have the capacity to be the scribe without her support.
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INTRODUCTION


A rock pile ceases to be a rock pile the moment a single person contemplates it, bearing within them the image of a cathedral.

—ANTOINE DE SAINT-EXUPÉRY



MANY OF YOU WILL LOSE YOUR LEADERSHIP POSITION in five years or less unless you embrace the velocity manifesto. This is a fact. The average tenure of a CEO in the United States is 4.2 years, less than half the average tenure of 10.5 years in 1990, according to Harvard Business School professor Michael Beer. If that trend continues, we will soon be down to a “Leader for a Year” model.

For more than a decade, I have been helping people like you adapt to the technological innovations that are changing the way we live and do business so that they can retain—and succeed in—their management positions. You can no longer afford to ignore the impact of technology on your current operations, your future operations, and your organizational culture. Showing this truth to today’s leaders is the essence of the velocity manifesto.

You want the pithy version? Keep pace or go home.

This book will show you how to keep pace as a leader in a marketplace that moves at scorching speed. You will learn concepts, processes, and leadership skills that will enable you to increase the velocity of your organization and thrive in today’s technology-driven environment. In these pages, I will discuss everything from your company’s digital infrastructure to your work-at-home policy and show you how to take immediate action to improve your rate of success. So hang on tight.

The pace of your career, and of your life, is speeding up, and I know you can sense it. Technological innovations are faster, product development cycles are shorter, and expectations for everything are higher. In short, the velocity of business, driven by technological change, is increasing exponentially. This increased velocity demands new leadership skills, skills that are very different from the ones that were effective twenty years ago. Although some leadership abilities are timeless, learning these new, high-velocity leadership skills is absolutely essential for any leader in any organization.

I spend most of my days either speaking to leaders or consulting inside their organizations. I have seen leaders who understand the velocity manifesto, and leaders who don’t. Sometimes age is a factor, but not always. Leaders in conservative industries like banking, manufacturing, accounting, and law are more likely to be immobilized by inertia rather than to adapt to the new, high-velocity environment. Many of these leaders have wonderful attributes but are missing critical skills that are just plain mandatory today. In the most tragic cases, people who were on top of their game just ten years ago are now struggling to figure out how to make decisions in a fast-paced world that is foreign to them.

My experiences as an entrepreneur and adviser have inspired me to write The Velocity Manifesto. I feel blessed to have been able to help clients learn new vocabulary, concepts, and processes to upgrade their inventory of skills. The start of my career coincided with the advent of the PC (personal computer), and I have spent decades building technology companies. This background has forced me to keep pace with the growing velocity of business. I want you to benefit from my experience and see the world through my eyes; it’s frustrating that so many leaders are unwilling to learn new skills and are simply fading away along with their organizations. I want you to understand that your survival depends on the concepts presented in this book.

The Velocity Manifesto will help you see the world from new perspectives and take huge steps toward the goals you want your organization to accomplish. That is, after all, what being a leader is all about.

The Velocity Manifesto addresses three key areas in which you must develop an expertise:


	Digital Plumbing: Building an efficient and productive technology infrastructure that gives you an advantage over the competition.


	High-Beam Strategy: Setting an accurate vision and direction for the future of your organization.


	High-Velocity Culture: Creating a highly productive workforce that integrates different types of skills and lifestyles.




Fail in the first area, and your organization will not be able to compete with companies that have done a better job than you at technology implementation.

Fail in the second area, and your organization will wander around, lost.

Fail in the third area, and you will not have the team you need to accomplish your organization’s goals.

Each of the three sections of this book will show you how to develop specific leadership skills. The first section lays out new concepts and processes you can use to leverage technology—or what I refer to as your “digital plumbing”—as a tool for progress. It is written for the “civilian” leader who does not want to be a geek but needs to understand how to apply technology holistically. The ideas in it are not trendy or short-lived; they are universal truths about technology that will enable you and your organization to keep up with the velocity of technological change.

The second section shows you how to more accurately predict the future by learning how to spot trends and take advantage of them with a portfolio of targeted investments. As the pace of change increases, your organization has to be able to see further into the future—using what I call a “high-beam strategy”—in order to leverage trends and mitigate risks. Once you have built a sophisticated digital plumbing system as a foundation for growth, you need this strategy to know how to put it to work. A powerful tool is worthless if the wielder has no vision.

The last section discusses the cultural changes that drive organizations today. The workforce is evolving, and you need to make conscious adjustments to your organization in order to diminish friction among your employees. You also must know how to manage a transitional, multigenerational workforce that is characterized by conflicting views on how to live and how to get things done. Plus, people are working more and more on virtual teams that must be organized to leverage our new, multimillion-dollar digital infrastructures. Without effective teams, a powerful digital plumbing platform and a wonderfully accurate vision of the future guarantee nothing. If your team cannot take full advantage of technology with gusto and verve, they will lie fallow—and you will fail as a leader.

When you add up all your leadership skills, do you believe that you are ready to guide your organization as it renovates its digital plumbing, develops a high-beam strategy, and migrates to an effective team culture? If you have any doubt about it, read on. And if you think you have all this down cold, then pass this book to someone else in the organization who might benefit from it.

One final note before we get started: The Velocity Manifesto is not an intellectual exercise. It’s an action plan for you to apply—and apply hard. Too many of us think that the job of changing our organizations, teams, or the world should be left up to someone else. Too many of us sit around and wonder, “Who am I to think I can lead?” The reality is that you are the single person who can lead in your corner of the world, and you must set a pace for your organization that matches the pace of the marketplace. Like I said, keep pace or go home. I don’t intend to let any of you go home.

Get ready for a wild ride. I have no intention of presenting you with one simple idea and then explaining it to death. That’s not the way I work. Instead, you will be introduced to a wide variety of concepts and processes that will affect everything from your firewalls to your strategy for the future and maybe even the way you do organizational charts. I will, of course, show you how to drill down and get more complete information on any of the processes I discuss, but my goal here is to open up the fire hose and hit you with a steady stream of new ideas. Any leader can benefit from adding a few new tricks to the inventory, and it is my hope that The Velocity Manifesto will shake you up and change the way you lead your organization. We’ve got a lot of ground to cover, so let’s get started.
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Note: As you read this book, you will see an icon that looks like this to the side of paragraphs where we discuss additional resources that can be found on the website for this book (www.velocitymanifesto.com). In many cases, there are process documents, web links, or white papers that further explain a topic we have touched on. The website also provides a way for you to contact me about any further questions you might have or just to register an opinion on the book. I would love to hear what you think about the concepts included here.





[image: ]




CHAPTER 1

EFFICIENT TECHNOLOGY = VELOCITY


The illiterate of the 21st century will not be those who cannot read and write, but those who cannot learn, unlearn, and relearn.

—ALVIN TOFFLER



IF YOU STOP AND THINK ABOUT IT, YOU’LL REALIZE that nothing has changed the dynamics of how an organization operates more than technology. No other variable can decimate existing structures and create changes in markets at the lightning speed that technology does. In fact, no other man-made variable will have more impact on our lives. Even the poorest people in the poorest countries are beginning to benefit from advances in medical, transportation, and communication technologies. People who can barely find enough food to eat often have a cell phone in hand. In the developed world, we are quickly integrating technology into every minute of every day. We depend on it to stay healthy, to earn a living, to communicate, and to prosper both as human beings and financially. And as it does all this, technology is also reorganizing how we operate organizations.

Technology is the main catalyst behind the increasing velocity of change in our world. It allows us to replace many human tasks with automated systems that perform much faster and more accurately. This has been true since the invention of the wheel, which helped humans increase the velocity of their transportation systems and cut down on the number of people needed to move products. The speed of technological innovation has been increasing over the centuries, but it took off exponentially with the advent of the mainframe computer. Then the PC altered our lives by making technology personal. Next, the Internet increased the velocity of change once again. I love going fast and I know how quickly things change, and even I am stunned by how many new web-based applications come out each week and how rapidly people adopt them into their daily processes. And the velocity of change is only going to increase.


Technology: For the purposes of this book, the word technology will refer to all software applications and all computing devices, including PCs, mobile phones, servers, networking gear, and anything having to do with the Internet—basically anything that can be used to get work done in an office environment. (I could have used the term information technology, but that would have added an extra word to this description—and approximately ten pages to the book!)



At the turn of the 19th century, a crude version of the telephone was our best long-distance communication device, and we were just beginning to see machines that could do calculations. Contrast that with the technology that organizations today have at their disposal: we now communicate with anyone, anywhere in the world—free of charge. Robots and machines do the majority of our manufacturing work for us. We archive data electronically and can retrieve that information from numerous office-bound or mobile devices. We have software that can perform extensive analytics on our operations and that will notify us if something is out of whack. Our workforces are spread over large geographic areas. There is no dividing line between work and nonwork; we are now accessible at all hours of the day or night. Workers from one hundred years ago would consider the tools we use today to be supernatural. And in some ways they are.

To be an effective leader from now on, you will have to understand how to guide your organization in the implementation and usage of technology, as it is a powerful facilitation tool for reaching goals most entities set. You will have to be completely familiar with the strategic uses of these tools, even though you will likely never know how to use them at a more detailed level. Saying that you do not need to understand the technology structure of your organization at a strategic level is like saying you do not really need to know anything about accounting. I suspect that even though you have a chief financial officer (CFO) on staff, you are not ignorant of basic accounting principles. Likewise, having a chief technology officer (CTO) or VP of technology is no excuse for not understanding the basic principles of technology. Being open-minded and absorbing this valuable information will serve you well for the rest of your career.

I recently read a white paper from one of the largest accounting firms in the world, and it recommended that all businesses add a technology expert to their board. This firm observed that technology has become crucial to the success of organizations and concluded that it didn’t make sense to have a board with no tech knowledge because it wouldn’t be able to hold management accountable for tech innovation. I got this picture in my head of a board with fifty- and sixty-year-old members, none of whom knew an access control list from a stored procedure—but nevertheless, I was encouraged to see a large firm with influence trumpeting the need for people in the room who have technological savvy.

I’m not saying that you need to know how to write code for Microsoft Word. But you do have to know how to use Microsoft Word’s basic functions. More important, you need to know the role Microsoft Word plays in your organization. You have to know whether you should pay to upgrade your staff to the latest version of Word, or why you might want to let some of your staff move to Google Docs as their word processor. Now, if you look at this example and say to yourself that you have no business being down at that level of document processing, then you may not understand the importance of the productivity that is gained or lost when your staff spends millions of collective hours using these tools. In today’s high-velocity environment, your word processing system is a key component of your operations.

In fact, technology affects so many aspects of your organization that we need to discuss several different areas in which it makes the largest impact. It is my hope that this discussion will help you optimize how your organization “does” technology.

COMMUNICATION

Since the mid-eighties, improvements in communications technology have been on a quick curve up; we now have audio, visual, and text-based communication systems that include email, text messaging, instant messaging, and microblogging. The Internet has opened up an increasingly specialized set of tools for communicating in various ways that serve specific needs. For example, email allows us to instantly communicate to one or many people with the press of a button—free of charge. Text messaging allows us to communicate in short messages that can be sent and received on mobile devices while we’re taking part in other activities. Microblogging services like Twitter allow us to create streams of information that can be voluntarily joined so that we can efficiently follow information providers. In addition, bandwidth speeds are improving to the degree that video communication over the Internet is now possible, free of charge and in fairly high quality. We now have a suite of communications tools that allow us to converse with virtually anyone, anywhere, anytime, for almost no money.

It is critical that you, as a leader of today, create sophisticated strategies to leverage all of these capabilities in your company. I will address social technologies later, but even outside of social media and networking, organizations are not fully leveraging the basic digital communication tools at their disposal. Many of my clients are actually having to practice reverse mentoring, in which young people teach their elders how to use these tools because the “leaders” have never invested the energy to learn how to use them.

GENERAL PRODUCTIVITY

The economies of all the developed countries are quickly moving toward knowledge-based operations and a predominantly white-collar workforce. Even manufacturers are finding that increasingly mechanized production has resulted in a higher percentage of staff dedicated to office processing. Technology helps these workers perform more efficiently with higher-quality outcomes. This includes everything from the simple task of creating a document to sophisticated electronic work flows that govern hundreds of steps formerly managed by humans. Statistically, productivity has been increasing in the United States for years, and this trend is unquestionably driven by technology. New concepts like “white collar lean,” ad hoc work flow systems, and “crowdsourcing” are part of a powerful set of tools that allow us to perform tasks more quickly and efficiently.

So now on to what leaders need to understand: if you are unfamiliar with white collar lean, ad hoc work flows, and crowdsourcing, you aren’t really leading. None of these concepts is brand-new. They have been talked about, written about, and put into practice by many organizations over the last few years. I will be talking about each of them later in this book. Understand for now that they are perfect examples of how technology is changing how we get things done, and how we can leverage new technology tools to be more productive.

TRANSACTION PROCESSING

After email, the first major use of the Internet was ecommerce—the ability for banks, retailers, and consumers to make transactions over the Internet. It also allowed businesses to transact with each other over the web. But even today, a decade after ecommerce became commonplace, organizations still lack sophisticated means to make transactions with their customers and vendors. Most are satisfied with simply allowing people to place an order and track the shipping, or something similarly rudimentary. This is the most basic level of a transaction, and seeing so many companies stop there begs me to explain that there is much more that technology can do. We’ll cover the specifics later, but know that technology has enabled completely new methods for doing business with any person who interacts with your organization. Many companies barely scratch the surface of the value they can provide with the technologies available to them.

Leaders today must have firsthand knowledge of how their constituents can do business with them online. That includes understanding the buying experience, all the way through the delivery process and the follow-up satisfaction survey. It doesn’t matter whether you are a lawyer, a doctor, a retailer, an association, or a government: you are transacting business online in some way—or should be. Sadly, most leaders might be able to tell me that they are doing transactions online, but many have no idea how the sales take place, what the experience is like for the user, or what improvements could be made. As an analogy, think about these common business scenarios:


	Do you think any leader would fail to visit a retail store that they own?


	Can you imagine a service provider who doesn’t care what their office space looks like when clients come in?


	Do you think any leader would ignore a customer service rep who was rude and unhelpful?




Of course not, but when it comes to the online equivalent, leaders are often ignorant of what goes on in their companies.

DATA FLOW

Technology now allows us to control how data is created, stored, and delivered, which gives companies who leverage data well a huge advantage over those who don’t. Today, we can automatically gather unbelievable amounts of data about the smallest detail, store it forever, look it back up, and deliver it to any device, anywhere in the world at a moment’s notice. This massive amount of data, when analyzed effectively, can be transformed into invaluable wisdom about your operation.

What leaders need to understand is the “flow” of data. Data flows like water from place to place, and the plumbing it flows through can be sophisticated or flawed. The data can be analyzed well, or it can be analyzed incompletely. It can flow to the right people at the right times, or it can remain hidden on a hard drive, where it is virtually useless. Leaders must have a feel for data flow and see that it runs through an organization like fresh water through a faucet. They must understand what inhibits this flow from being optimum. They must understand the risks to the organization if data is lost or stolen, and know how to prevent the situations that can bring that loss about. Leaders must also have an ability to think of new types of data that can be gathered and the methods by which it can be leveraged.

This becomes a “feel” thing for a leader, more than an engineering skill. Even without a tech background, you can develop a sense for the underlying blockages that cripple the ability to get information to the right place, at the right time, in the best possible way. As you read the following chapters, you will gain this sense of how data flows around your organization and where the weak points and blockages are—a skill lacking in most leaders.

DATA ANALYSIS

Data, in and of itself, is pretty useless. As I mentioned previously, it is only when data is turned into wisdom that we can use it to make good decisions. Technology gives us an amazing ability to analyze the underlying data, but most leaders are happy to get a few vague reports and a dashboard of numbers, and that’s as far as they get. With the applications we now have, we can program customized dashboards for each executive team member with analytics that are unique to his or her needs. We can write rules that watch the underlying data and trends and then alert us to anything that escapes the boundaries. We can produce complex ratios and express them with data visualization techniques that allow us to quickly see trends we never knew existed. These tools give us powerful insights that we have never had before now.

A powerful leader understands the importance of analyzing performance and market trends so that crucial adjustments can be made. Without a working knowledge of how sophisticated analytics can be implemented and how data can be visualized, a leader can flounder in a sea of data that shows them very little of the true story. And don’t be naive and tell me that your IT department has a handle on this one! They may know technology, but they do not know what you need to see in order to make good decisions. They often barely understand what the true business drivers are; more often they are busy keeping the email server up and running or repairing a PC infected with the latest virus. Ask yourself these questions: As a leader, can you find any piece of information you think would help you run the organization? Can you create a new report and have it delivered how you want, when you want? Can you customize your real-time dashboard with new variables so you can track performance? A relevant leader of the future will be able to do these things as easily as sending an email.

I often say that technology is just a tool. But it’s a tool that is almost magical in the right hands. It might be more accurate to say that technology is like a platform that supports almost every organization, and we’re moving to a time when technology will be even more integrated into the operation of our businesses at every moment. It’s challenging to come up with an apt metaphor to get across how important it is for every leader in every industry to understand technology as a tool in their operation. Maybe a sports analogy would be helpful.

Would it make any sense to hire a professional football coach who had no understanding of the equipment, training methods, or game plans that the team would need to know to win? I know, some of you will argue that a good motivator can have assistant coaches who know such things and get by. And I might buy that, except for the fact that the head coach is supposed to be able to judge the skills of the assistants and make the big decisions concerning the team and games. How could a head coach possibly do this without knowledge of the basics of football? He couldn’t—yet we allow companies to be run by executives who have no clue about technology architecture, usage, or strategy.

If this hits home for you, fear not: the following chapters are going to give you a user-friendly crash course in leveraging technology.


CHAPTER 2

THE IMPORTANCE OF DIGITAL PLUMBING


There are three kinds of death in this world. There’s heart death, there’s brain death, and there’s being off the network.

—GUY ALMES



IF THERE IS ONLY ONE THING YOU TAKE AWAY FROM this book, I hope it is the concept that as a leader you are responsible for improving the digital plumbing of your organization. That means that at the end of the day you—not the IT department, nor the VP of IT, nor the chief information officer (CIO)—must understand, drive, and be accountable for how technology is structured in order to reach the strategic goals of the operation. As you will hear me say a few times, technology enables velocity—the speed of getting products to market, the speed of delivery, the speed of analytics, and the list goes on. Speed is our friend in almost every case. An organization’s digital plumbing is what facilitates this speed, and it has become the single most important variable for success in many organizations. If you are the leader, you must take ownership of the digital plumbing—you must hold it, love it, and know it. You can outsource the construction and maintenance, but not the strategy.

So what is digital plumbing? It is the technology system that allows information to flow through your organization. If you don’t know when your toilet is stopped up, your house is going to flood. In the same way, if you don’t know when your digital plumbing is clogged, your organization is going to be damaged.


Digital Plumbing: The technological framework that allows information to flow through your organization.



Let’s talk a little more about technology in general before we move on to practical advice on how a civilian leader—one who doesn’t have extensive technological knowledge—can learn the digital plumbing model and use it to make dramatic improvements.

As mentioned before, technology is just a tool. But it is “just a tool” in the same way that a piano is “just an instrument.” There is a huge difference between one of my kids banging out a few notes on the piano and a concert pianist performing a sonata by Beethoven. Same tool, different person—very different result. Assembling the digital plumbing within an organization is exactly the same. There is a ton of variability in how any specific IT team will construct and operate digital plumbing even when they are given the exact same mission. I have assessed the technology infrastructure of many different organizations in the last twenty-five years—all sizes and flavors—and I have seen wonderful masterpieces. But mostly I see broken, leaky plumbing systems in which data does not flow and users are crippled in functionality. For leaders to simply outsource digital strategy to contractors or in-house IT people is just irresponsible. Yes, I understand that this is a whole new skill set for most leaders, but try learning something new. It won’t kill you.

When I get hired to do technology assessments for organizations, I always do a survey with about a dozen of the company’s employees. I ask the same questions each time, including how well, on a scale of one to ten, they think the organization utilizes technology. The average number I get is around 3.5. Then I ask how dependent on technology the organization is to do what they do. (A score of 1 would mean they could run the whole business on a legal pad; 10 means they could not even open the doors and work without technology.) The average number I get nowadays for this question is 9.2. Think about that for a second. It means that most people can see huge areas for improvement in the organization’s digital plumbing, and at the same time feel the organization could barely function, if at all, without the digital plumbing.

Given these numbers, it’s amazing that some leaders tell me they can’t see how making technological improvements would help their businesses that much. This shows me that they are out of touch with the real operation of the business, and that they lack imagination for how improvements could be applied. Other leaders just copy other organizations. They wait until they see a good idea from a competitor and then rush to buy the same capabilities. The world of today’s technology provides a huge and wonderful palette of tools, and they are only going to get better and more plentiful; what a tragedy that so many leaders cannot see how improvements to the digital plumbing of their organizations could help them win.

Since keeping pace with the competition is vital, learning how to leverage technology and generate the velocity you need to win is the only sane thing to do. The good news is that companies can change: I have watched a number of organizations move from IT chaos to operating as a well-oiled machine in a matter of months. This was accomplished by creating a new vision in employees’ heads as to what needed to be accomplished and by adding new processes for managing and utilizing technology. A logical place to start changing the way your organization uses technology is to reframe the role technology plays in the first place.

The first thing you have to do is consider the big picture. Because technology is now all around us, it has created a “can’t see the forest for the trees” situation. We interact with technology from the time we wake up until the time we go to bed. Different people in our organizations use technology for different functions: accounting, data storage, communication, and the list grows every day. The problem is that most leaders understand the individual uses of technology (the trees) but don’t grasp the overarching technological strategy (the forest).

So what is the big-picture view of technology in an organization? Envision it as a collection of interconnected mechanical devices topped with a layer of software that delivers specific applications. You can also think of it as a sophisticated matrix with thousands of ways to move data where we want, when we want. This sophisticated matrix must allow data to flow and must provide security so that only certain people can tap that flow. It must also provide backup capabilities so the data is never lost, and it needs to provide analytical tools to leaders so that they can glean important facts and trends from the data flow.

Why is it important for you to have this big-picture view? Most fundamentally, it’s important because we want to get the most out of the tools available to us. Based on my broad experience working with technology and advising clients, it is clear to me that most organizations that invest serious money in software rarely use even 50 percent of the capabilities they purchased. There are many reasons for this. Sometimes leaders simply do not believe they need to use any more than what they’re using to be successful. In some cases, they simply do not understand what the technology could be doing for them. In other cases, they understand what the software does generically but cannot make the leap to coming up with specific ways to use the tools. It is disheartening when I see clients who have committed the funds to buy good plumbing and then fail to fully implement it or use all its capabilities. It’s like having a hot tub in your house and never using it because you didn’t take the time to fill it up or learn how to turn it on.

For a good example of how we don’t always take full advantage of technology, look at the wonderful and inexpensive reporting tools we have for expressing and analyzing the information in our databases. For most people, a “report” means a collection of paper that is printed out and put on their desk. But to a computer, a “report” could be delivered on paper, in an email, through a text message, on a web-based dashboard, or in a webpage. These reports can be pulled when needed, delivered based on a condition being met, or sent in any increment you like: daily, weekly, monthly—you get the idea. Would you rather have a flat collection of information pulled straight out of a database, or a report with many layers of data built into it? The difference is between a sales report that simply states a salesperson’s sales for the month of May and a report that provides the same information, plus the analytics to show what percentage of their monthly goal they achieved and their numbers compared to last year. (The second option is much more valuable, obviously.)

Most people who aren’t familiar with technology have little ability to imagine how these reporting tools can be used; hence they do not even know to ask for reports that could easily be produced. They ignore fantastic capabilities that end up going to waste. I cannot tell you how many times I have heard IT people express frustration that the leaders in an organization do not tell them what information they need to run the business or what reports would be helpful. Then, when I gather a list of reports the executives could use by asking lots of questions and helping them understand what is possible, the execs are mad at the IT people for not asking the same questions. When you consider that there are organizations with hundreds of employees and millions of dollars’ worth of software not being used to maximum potential, the waste of resources is staggering—but not surprising when you understand that there are many knowledge gaps between executives and IT people.

Information must be able to flow through your digital plumbing in an effortless and dependable way; when it does not, there will be a lot of frustration and angst. Every time I turn on the faucet at my house, water comes out. This is the standard we want from the technology used in our organizations, but we rarely receive it. With dysfunctional plumbing, the cost in productivity and good decision making is a hidden burden that organizations rarely take the time to understand. Improvements can be made, but it takes a conscious effort to examine all the elements of your technological infrastructure and fight for the necessary renovations.


CHAPTER 3

THE STRUCTURE OF YOUR DIGITAL PLUMBING


I can’t understand it. I can’t even understand the people who can understand it.

—QUEEN JULIANA OF THE NETHERLANDS



NOW THAT YOU UNDERSTAND THE CONCEPT OF digital plumbing—the system that helps move valuable information to the right place at the right time, and archives the information for as long as you need it—let’s take a look at its structure. In order to get a good picture in your head, think of digital plumbing as a series of layers, each built on the one below it. Study the graphic on the next page for a moment before we move on to a discussion of each of the layers.
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Let’s start at the foundation of digital plumbing, the Communication Layer. It connects computers so they can communicate with each other—through bandwidth, routers, firewalls, switches, and the network infrastructure. These are the pipes that connect systems to the Internet or a data center. To continue our plumbing analogy, you could imagine this as the layer that connects your house to the sewer system outside. It is normally underneath the ground where you can’t see it, but if it ever backs up, you know about it quickly. It is the same with the communication layer: you know right away when it’s down because you lose your Internet connectivity and email in an instant.

The next layer is the Hardware Layer—computers, servers, storage drives, backup systems, and handhelds. This collection of gear provides the physical means of managing and interacting with information, and it allows us to store massive amounts of data. These are the vehicles we use to run our applications, and they provide systems that filter certain users from accessing our technology and prevent certain information from entering our system. We carry the hardware that comprises this layer on our belts and in our bags, and it sits on our desktops. Almost every device in the hardware layer is now connected to the Internet in some way, whether through a cell phone tower or a data center. Of all the layers described here, leaders are probably most familiar with the hardware layer.

The Database Layer stores the raw data we create in data archives, image stores, and transactional data stores. This layer is critical because it also gives us tools to create new views and reports by mining the data we have gathered. One exercise I go through with some clients is having the IT department draw a map of all the databases in the organization and then reviewing the map with the management team. The managers are always amazed at the complexity, the size, and the chaos of the data storage layer. Even civilians with no technological savvy can look at a database map and see the issues that have been created by installing many different applications on top of the hardware layer—all with their own databases, which many times do not “play nice” with each other. This layer is becoming more and more important as organizations struggle to improve the way they gather, store, and manipulate data. When leaders do not understand the database layer, they cannot get the dashboards, reports, and analytics they need to make wise decisions. And the larger an organization gets, the harder it is to manage the database layer. Leaders normally end up with huge amounts of data on separate servers, and have little means to normalize the data across databases. Normalizing data includes tasks like creating consistent field names so that data can be more reliably searched. It also means de-duplicating records so you do not have multiple versions of the same underlying information. Organizations end up spending millions of dollars on data warehouses and specialized data manipulation applications to solve the data normalization issues that plague them.

Thankfully, smart people have been developing standards in the computer industry that allow much of this plumbing to be connected easily. These visionaries are rarely publicized and get little credit for the important role they play, and they are often simply giving away their ideas for the greater good. This sharing of ideas was not always present in the past, though; back in the day, many companies tried to create their own proprietary standards to force buyers to adopt a specific company’s products. Thankfully, thousands of IT buyers and builders over the past two decades have driven vendors to adhere to universal programming and data-handling standards—but the battle continues today.

The next level up is the Application Layer, with its PC-based software, web-based software, and server-distributed software. Applications are the visual interfaces we see on our screens every day. They allow everyday users to do something meaningful with the information stored in the layers below. There are small applications, like widgets and gadgets, and there are huge applications that can serve as the all-encompassing technological environment for large businesses (products from SAP and Oracle, for example). Applications provide the interfaces that sit on top of our databases and manage the flow of information in and out of our storage systems. They also help us communicate with each other, calculate “what if” scenarios, and suggest solutions to problems. There are millions of applications in the world today, but just fifty years ago there were probably only a few hundred. Even more mind-boggling is that every week hundreds more applications appear on the market. We are swimming in a flood of new applications, and no single human can possibly keep up with what is new on the market. Organizations must continue to learn about new applications, however, and adopt those that will prove most helpful. I often ask my clients what kind of research and development (R&D) process they use to discover new applications that could help them. (When I use the term R&D, I am referring to the practice of having people who are responsible for studying what new software and capabilities are coming on the market.) Not surprisingly, almost no one has a formal process for doing this. In a world where the trend is toward free and cloud-based software solutions that are inexpensive, it makes sense to have an established R&D process to discover new tools to manage data flow. When this process does not exist in an organization, it can quickly fall behind in its knowledge of which tools could best help its digital plumbing be more productive.


Cloud Computing: The practice of providers like Amazon, IBM, Google, or Microsoft renting out servers and storage in giant data centers on an as-needed basis. This practice replaces the need for an organization to have an internal data center.



The top layer is the Business Intelligence Layer, including dashboarding systems, data analysis software, and data mining applications. This is the least understood and least utilized layer at the moment but it is quickly gaining popularity. Large organizations have been paying attention to this layer for years now, and small and medium-sized operations are beginning to get the picture too. In this layer, we build tools to analyze our data and information and represent it in real-time dashboards that give people a useful glimpse into the performance of an organization. We also use this layer to build rules and controls that automatically take actions based on conditions set by employees. This layer will one day be highly customized for every organization and will be one of the most expensive assets to purchase in an acquisition. The institutional memory and knowledge now held in the minds of humans will be transferred to this layer—with huge impact on the scalability of organizations. I will dedicate more time to a further exploration of this layer later in the book.

All of these layers have a sophisticated set of pipes that connect both internally, between servers and organizational locations, and externally, to vendors, customers, service providers, and others. Every organization depends on its digital plumbing for data and communications, and no organization can survive without it. Yet, even though many leaders understand this concept, very few focus on building world-class plumbing. They simply outsource the work of strategic technology design to contractors and IT staff and hope that the chaos gets sorted out over the years. As a leader, you cannot afford to do this anymore. You must have a strong working knowledge of your digital plumbing before you can begin to optimize its performance, and the performance of your organization.

Note that the size of the organization is not a factor in the need for good digital plumbing. Even if you are the leader of a five-person firm, you are almost certainly performing tasks electronically, and therefore need to have a strong technological framework for your employees, vendors, and customers.


CHAPTER 4

FINDING THE LEAKS IN YOUR DIGITAL PLUMBING


We are too busy mopping the floor to turn off the faucet.

—ANONYMOUS



FOR SOME OF YOU, IT MIGHT BE EASIER TO LEARN HOW to improve your digital plumbing by looking at the ways organizations are struggling today; it is difficult to fix something if you cannot identify why it is broken. Many companies are far enough along in technology development that their leaders have all the right equipment and skills available to them, so the only factors holding them back are lack of perspective and the will to change. To begin with, let’s take a look at how the various areas of your organization could be improved by paying attention to your digital plumbing.

As you read through this list of dysfunctions, see if any of them strike home. If so, write them down. You will need them later when I show you how to put together your technology strategy (see chapter 6). It is easy to identify which parts of your digital plumbing are broken; just look at the list of things that annoy you, the things you ask an IT person about—why something cannot be done, or whether it could be done faster—that always result in you getting double-talk or the runaround.


Digital Plumbing Leaks: Technological weaknesses in your company that, although fixable, result in losses of some kind.



COMMUNICATION LEAKS

One of the most dramatic impacts technology has had on the world over the last decade is the explosion of tools that allow us to communicate with each other through a computer or mobile device. Think about how quickly we have become dependent on applications like email, text messaging, Twitter, Skype, and blogging to communicate with each other. And that’s without considering the impact of cell phones! In the space of fifteen years, we have gone from virtually no practical ability for affordable, real-time conversations across the globe to instant communication with almost any corner of the world at little or no cost. We went from limited, tightly controlled systems of publishing one’s thoughts to the world to millions of people sharing their ideas through online profiles and blogs. It is no overstatement to say that people will one day look back and say that the dividing line in communication we have just crossed was one of the most important for the human race. We may want to change era designations to “before digital plumbing” (BDP) and “after digital plumbing” (ADP).

But even ADP, most organizations struggle with getting team members to communicate effectively. All of the communications tools just mentioned have helped facilitate a huge improvement in our ability to communicate over long distances and build new relationships. At the same time, they have also altered the dynamics of face-to-face communication in ways that are not always healthy. We now see managers trying to use inappropriate tools to counsel with employees, kids who use texting to say what they would never say in person, and spammers who do their best to hijack every communication path they can in order to sell products most of us would never buy.

Organizations rarely study how the institution communicates internally and externally with an eye toward what can be done to improve the general flow. We now have a grab bag of technologies that facilitate conversations, and some of these might be monitored—usually by the IT department—while others may not be. We may legislate when and how certain communication technologies can be used, but for the most part, people are left on their own to choose the tools they feel comfortable with. What productivity gains could come from closely studying how communication gets done in a specific organization, with the goal of creating an optimal institutional paradigm? Would the bottom line be improved 2 percent, or would it be more like 20 percent? My guess is that the results would be closer to the 20 percent end of the spectrum. How can we see this improvement by fixing the communication leaks in our digital plumbing?

Let’s look at email as an example. How much time is wasted by people who copy half the company on unnecessary emails? How many people send long, involved emails where a phone call would do? How about the people who send three-word emails that don’t answer the question and force a phone call for clarification? Email can waste a significant block of time, but many organizations make no attempt to set institutional norms for handling it. They just accept the waste.

We are certainly moving toward a world where we have a single communications server that will provide consistency in how all forms of technology-aided communication takes place. In the meantime, organizations could benefit in a huge way by taking a step back and designing a plan for how they would like all communication to happen and then working to embed this plan into the corporate culture and the digital plumbing. The goals of the plan are to improve the speed and quality of information sharing, to monitor what needs to be tracked, and to automate as many conversations as possible. All of this will drive down the cost of your organization’s communications.

In addition to improving the use of existing communication tools, leaders need to be aware of the new communication tools that are impacting our organizations. We have wonderful new services that not everyone is aware of or comfortable using, which has led to a younger crowd that communicates through a very broad set of tools while the older crowd lags behind. Think about it: if you have access to the Internet, you can use a telephone, email, text message, instant messaging, microblogging (Twitter), videoconferencing (Skype), or blogging as methods of communicating both internally and externally. Depending on their proficiency with these tools, people develop personal preferences for which ones they use—and this creates unnecessary chaos in how organizations communicate.

Another important goal is to improve the quality of communication. Different kinds of information need to be communicated in different ways. There are certain types of communication that need to be done by humans, and there are other types best handled by technology. Knowing the difference is important. For example, it makes no sense to have an employee call and report that a shipment has been sent if an automated email can serve that purpose. On the other hand, it also makes no sense to have an automated customer support system if your customers hate it. Once again, you see that technology has given us wonderful tools, and we are struggling to find the most productive ways to use them.

My guess is that the pendulum has swung too far toward the use of electronic tools because they are new and viewed as highly efficient. We will soon learn, however, that other traditional forms of communicating (such as in person and over the telephone) are more effective for certain things, and we will trend back in that direction in some cases. The bottom line is that your digital plumbing needs to be able to support a rich collection of communication tools that are right for your organization. And as a leader, you need to determine the communication leaks in your digital plumbing and drive the improvement of the system.

Visit www.velocitymanifesto.com for more information on social technologies and virtual team building, both of which are also covered in more detail in chapters 16–19.
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BACK-OFFICE LEAKS

One of the most target-rich ways to gain a return on investment with technology implementation is to apply it to the back office. For our purposes, we can define the “back office” as the support services customers never see. For instance, accounting, product development, legal, operations, administration, and human resources. In most organizations, large and small, a heavy percentage of the overhead costs are tied up in back-office personnel costs, and an improvement of digital plumbing in the back office will have a huge impact on profitability.


IT Back-Office Costs: Costs associated with an organization’s IT and infrastructure systems, as distinguished from the costs of the company’s public-facing products and services.



Stopping Sales Leaks

Let’s start by looking at how customer relationship management (CRM) technology impacts salespeople as an example of how digital plumbing can be improved to drive better bottom-line results. CRM allows salespeople to be more effective by providing structure to the sales process and the archives of information about customers and prospects. It also provides quota information so salespeople are crystal clear on what is expected of them and know how they are performing at all times. Electronic marketing processes help develop leads at a low cost so that the CRM systems are continually fed with prospects that can then be sold. Real-time sales information can be pushed directly to the salesperson’s handheld device so she knows immediately if she has a customer service issue. CRM has redefined how sales departments are run because it provides a much more timely and predictable method for gathering sales pipeline data. With CRM, salespeople also have much more visibility into what is going on at their company through software that allows them to keep track of manufacturing, distribution, and billing without calling someone back at the office for research. The added communication options of email, RSS feeds (real simple syndication)—a service that allows a user to connect to a stream of content so that it is always pushed to them in an RSS reader or to their email client—and websites have given salespeople additional tools for communicating with customers in the ways that are most efficient for them. As we’ll continue to see throughout this book, sophisticated digital plumbing can have a huge impact on top-line revenue when constructed correctly. I will talk in more detail later about other ways that technology is changing the sales process.

Stopping Management Leaks

For managers and executives, good plumbing can provide an improved quality of information and analytics so that they can make better decisions. There is a still a huge gap between the raw data we generate and the useful knowledge that should be available when it is needed. In many cases, huge improvements can be made simply by optimizing the use of the reporting system that taps into the data layer. I find it tragic that some organizations have invested huge amounts of money in building databases and buying sophisticated reporting systems but then fail to take the last step of training people on the use of those reporting tools. Many times I see IT departments hold the reporting system hostage so that users must come to IT for a report. This makes no sense, because we now have reporting systems that are one level removed from the data so that users can view information without danger of damaging the underlying database. By training users in these tools and giving them free rein to mine the data in whatever way provides value to them, progress is made.

Beyond simple reporting is the ability to electronically monitor the performance and time usage of certain types of employees. Putting this capability to use allows managers to better understand productivity gains and losses. They can build rules into applications to help them control any issue that could injure the bottom line. For example, managers can develop controls that require their approval on any orders sold at less than a desired profit margin. This helps stop unethical employees from abusing access to sales systems and keeps profits from dripping out of the bottom line. In most businesses, there are dozens of such rules and controls that could easily be programmed into software systems that would help prevent undesirable events. The missing link is managers’ and executives’ understanding of how easy it is for programmers to write small pieces of code to accomplish whatever needs to be done to provide more information or stop up a leak.

Stopping Operational Leaks

Probably the largest gains in using a watertight digital plumbing system to prevent back-office leakage are to be made in operations. A huge amount of payroll is spent on paying people to do tasks by hand or paying other people to monitor them with human eyes. Examples of these tasks include the following:

Multiple or manual inputs of data. Messy methods for inputting data can result in high costs and low-quality results. If any of your employees are filling out forms for customers or reentering data from computer-generated forms, you should automate the process. For example, insurance companies send out explanation of benefits (EOB) documents to doctors’ offices with payments. Most doctors’ offices then have to rekey them into their accounting systems by hand. This is a labor-intensive process that creates potential for the mis-keying of information. The doctors’ offices should be looking for a way to connect their accounting system to the insurance companies directly, or to have their banks lockbox the payments and EOBs and send over both electronically. This digital plumbing eliminates the need for hand keying.

Working with software applications that do not communicate with each other. If your employees need to key the same information into two or more different systems that do not communicate with each other, you have a leak in your digital plumbing. A good example of this might be a bank that has purchased four separate software applications to run its general ledger system, its lending operations, its savings accounts, and its investment accounts. Imagine that a customer walks in and wants to open an account, borrow money for a car, buy a house, and open an IRA. The customer may have to visit a few different desks in the bank, and while doing that will have to fill out several sets of paperwork with the same information. Then the bank employees that work in each of those departments will all have to key in the same information by hand. Six months down the road, the bank manager will not be able to type in the customer’s name and access one report that lists all the business the customer does with the bank. Nor can the marketing department do any sophisticated customer research to know how they could best up-sell certain customers.

In a world with the best possible plumbing, new customers would go to one screen that would set them up to do online banking. While entering their information on this screen, they would choose from a list of products they need from the bank. As they do that, only the information needed for each of those products would be put on the screen to fill out. Then they would provide their e-signature and complete the transactions. In fact, this could be done from home before they ever step foot in the bank or meet their representative—who, by the way, would help them with any product they buy from the bank by being a single point of contact and reaching out to departmental experts when needed. The interesting thing about this example is that by improving the underlying digital plumbing, we also have the opportunity to change the way the bank works with customers.

This is not a new concept. We have been implementing electronic data interchange (EDI) standards for decades to facilitate the exchange of electronic documents like purchase orders, invoices, and payments. Other examples of EDI implementation include insurance companies filing claims electronically, brokers facilitating stock sales online, consumer products companies receiving orders from large retailers, and just about any form that is filled out from a website rather than by hand. In order for many white-collar businesses to prosper in the next decade, they will have to learn the skill of ruthlessly examining what roles humans are playing and try to mechanize them. Our first step in this direction has been the massive attempt to outsource these tasks to countries with a lower salary base. In many cases, we are using digital plumbing to facilitate the integration of foreign workers into our work flows. The next step is to write software that is intelligent enough to eliminate the repetitive tasks completely.

Let’s go back to the example of electronic claims processing at an insurance company. Technology has advanced enough that the claims can now be transmitted in electronic form and then passed through the insurance provider without anyone having to key them in by hand. This is a huge time-saver, and therefore a big benefit to the bottom line. The next step is to write intelligent logic that fully mimics what the human processor would look for in order to process the claim. Then allow 95 percent of the claims to just run through the logic engine and go directly to payment (which is called automated adjudication). Kick out the 5 percent that the computer cannot use logic to sort out and a human can apply their knowledge to deal with them. Every business must reexamine its staff regularly and determine what tasks are unnecessarily being done by hand.

For more information on cutting back-office costs, see the sections on white collar lean (in chapter 12) and crowdsourcing (in chapter 11), and visit www.velocitymanifesto.com.
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ANALYTICS AND DECISION-MAKING LEAKS

Once digital plumbing allows information to flow smoothly and seamlessly through an organization, the information must be harnessed so that good decisions can be made. I cannot say this strongly enough: as far along as most businesses might think they are, there is still a big gap between the useful information that can be reported and the useful information that is reported. The managers and executives who hold the knowledge of what would be helpful for making good decisions often do not know much about what the software they already own could do for them. In general, we often use a mere fraction of the capabilities provided by the software we buy, and we also have little imagination for tools like reporting services.

The result is that we waste some of the most valuable tools we have assembled as part of our digital plumbing. I’ve heard many stories about companies that learned how to apply business software and were shocked to find negative anomalies when they ran the first set of reports. Imagine leading a company where sales were driven by catalog mailings. In order to more efficiently target particular regions, you decide to produce five different catalogs with different price ranges and types of goods instead of the one major catalog you have produced for two decades. You start analyzing sales patterns by zip code and designate which products will sell best in each area; then you allow your software to assemble hundreds of variations of the catalog to maximize order flow from each zip code. This all starts to sound pretty sophisticated, but with the right software it can be done without too much of a time investment. The shame of this is that you have always had the underlying sales data and have always known that different zip codes bought slightly different types of goods—you just didn’t apply software to this useful data so you could automate the creation of custom catalogs for each sector.

Another example is real-time online dashboards. Every manager and executive should guide their team based on real-time results. In order to do this, each person must create a web-based page of information that shows exactly what is going on in the areas they run. Managers should have the ability to drill down this information so that when an anomaly presents itself, they can quickly click through to the underlying data in order to diagnose what is going on. This is a must for every manager and leader.


Dashboard: A real-time, web-based set of indicators that gives the user relevant information about an organization, giving that user critical data for making sound decisions.



For a good example of the usefulness of dashboards, let’s look at a regional manager of a group of Subway franchise stores. He should be able to call up a dashboard that shows a list of stores along with each one’s sales for the day. He should be able to see the day’s sales in comparison with the previous day, or any day a week, month, or year in the past. He should also be able to drill down to see the average ticket price and the number of customers for the day, as well as the day’s profit margin, with comparisons to historical data, and maybe even analytics like revenue per employee or ballistic information on product sales (the rate at which sales are growing or shrinking). If our regional Subway manager is on a trip to Florida for a conference, he should be able to walk up to any computer with a web browser, call up this dashboard, and see how things are going. Moreover, he should be able to call this dashboard up on his handheld device from anywhere, at any time. If this strikes you as too complicated to build, you should realize that it’s being done in many organizations today. The bottom line is that if you are a manager or leader without access to a real-time dashboard of information, you are underprepared to run a team or an organization. This kind of dashboard can usually be created by drawing it up on a piece of paper and explaining to your IT department what you’d like to see. Here are a couple of specific problems that plague the analytic operation of your digital plumbing:

Databases that are not normalized, or that cannot even share data. Each application has its own separate database that will not pass data to other applications’ databases. The most efficient setup is to have a central database that contains customer information and also to have separate smaller databases that hold specific product information linked to the central database. It is critical to understand that each time we buy a new software application, we are also usually buying a database that sits beneath it. Over the last twenty years, many organizations have created a huge mishmash of databases that do not interrelate. This is a prime example of dysfunctional plumbing.

Missing software applications. I am always surprised when I see basic applications missing from my clients’ operations. I have seen very large organizations managing their sales force from a spreadsheet instead of a CRM system. I have seen companies with a total lack of reporting systems, so that their managers have no way to judge the performance of the people on their teams. I often see websites built in straight HTML so that no one can edit them but the IT people. Leaders tolerate these leaks in their digital plumbing because they have no picture of their overall plumbing system, or because they are so busy trying to deal with what they have that they do not realize what they do not have.

If you want to be an effective leader, you have to develop the ability to look at the entirety of the technology structure in your organization and have a sense for what is missing. I wish I could give you a list of twelve things to look for, but the specific plumbing for any operation is highly customized. What a bank needs is very different from what a hospital or a manufacturer needs. If you are the leader of a bank, you need to learn what the digital plumbing diagrams need to look like at a bank and then, when you move to a new job, you will be able to quickly look over the system in place and determine whether something critical is missing. Leaders in an organization have to make decisions. I’ve observed that many of them make these decisions by gut feeling alone way too often. The data to help them make rock-solid, fact-based decisions exists; they simply lack the ability to get the IT people to provide what they need, or they lack the creativity to imagine what helpful analytics they could ask for.

We’ll cover more information on creating better visibility into the operating performance of your organization in chapter 8, which covers the concept of business intelligence. To learn more about this concept, you can also visit www.velocitymanifesto.com.
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BUSINESS CONTINUITY LEAKS

As we have become more dependent on electronic data and records, the need to protect this information has become critical. A very important piece of digital plumbing is a foolproof backup system. Most organizations are conscious of this fact and have taken action to make sure that data is not lost. The next step is to make sure that we can actually use our electronic tools in a disaster situation. With the spate of man-made and weather-driven disasters that have occurred in the last five years, companies have learned that simply backing up data is not enough; you also have to be able to restore the functionality of the systems that allow people to do their jobs.

In order to protect your company from going dark for days—or even weeks—you must determine how long your organization can be down before the situation impacts your customer or client relationships. For some businesses, like banks, it is a matter of hours. In a disaster, people need to get cash quickly, and if the bank is closed they get very upset. It is the same with hospitals. Organizations that cannot have any downtime have to build their plumbing on redundant data centers in different cities or states because they simply cannot afford the time it would take to rebuild a data center in order to do business, and they often cannot operate or handle transactions by hand. (On the other hand, a broccoli distribution company might be OK not taking orders or shipping product for a few days.)

If you want to undertake an interesting exercise, ask your technology people to explain your backup procedures, and then ask them how long it would take them to reload all of your software applications if your servers were destroyed. Many organizations are very careful about backing up their data but don’t really spend much energy backing up their applications. The problem, of course, is that they can retrieve their data but won’t be able to use it until they have retrieved their applications. This creates a huge problem that most leaders are not prepared for. After a while, many of us come to believe that the plumbing underneath our homes will always work, just because it always has. Our attitude toward digital plumbing is getting to be the same way: as we get better at keeping things up and running, people come to depend on computer systems to do everything in the organization. Then, when the power goes off or the data center is destroyed, the organization is in immediate disarray. It may have been years since employees were in a situation where they had to do without their software applications.

The way to plug this leak in your digital plumbing is to sit down with your IT people and put some boundaries around what would be acceptable in a disaster. Then invest in what needs to be done in order to ensure that your system can handle those demands. Hold a meeting at least once a year in order to review your disaster plan. It is flat-out irresponsible for a leader today to blow off this task. Most middle managers are way too busy to care about things like disaster recovery, so it will only be put in place when the leaders dictate it. Don’t make the mistake of putting in world-class plumbing and not taking the time to protect it.

Visit www.velocitymanifesto.com to download a document that will help you establish backup and disaster-recovery procedures.
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SECURITY LEAKS

Finally, you need to consider the security of your digital plumbing. One way that digital plumbing does differ from traditional plumbing is in the need for information security. We normally do not care who drinks the water at our business. But we do care who has access to information about our customers. I hope I do not need to explain the negative impact of having your data breached. Not only is it embarrassing; it also opens you up to lawsuits that can be financially damaging.

Please understand this fact: if you are a leader who is not very computer savvy, you would be shocked to learn how exposed your operation really is. Even some of the largest companies in the world have been penetrated. If you are part of a smaller company, you are likely even more exposed, because small businesses typically lack the in-house expertise necessary to help protect their computer systems. I have a client that is a medium-sized company, and they built their core business system from scratch. One day a short time ago, one of their franchisees noticed that by changing one number in a website URL, he could get the employment records of a random employee. The CEO was mortified by this weakness, especially because it was brought to light by a franchisee. This is a perfect example of how a leader can get in trouble by not being familiar with digital plumbing. On the bright side, this CEO moved very quickly to close the holes on the software once the danger was understood.

Today, it is relatively easy to fix security leaks; we have been dealing with computer security long enough that we have the knowledge and the tools to patch problems quickly most of the time. The dysfunction here is that normally only the very computer literate understand the issues involved in building up security. Every day across the world, IT people and executives meet to set higher budgets for improved security. In almost every case, the executives are frustrated because they don’t really understand what they are being asked to invest in. The IT people get frustrated because they clearly hear that their leaders want the plumbing to be bulletproof, but the leaders are unwilling to invest enough money to get the job done. And when the plumbing gets penetrated, the IT people are blamed. The solution is for executives to learn more about their digital plumbing and for IT people to spend more time sharing information with executives. Improving security can be complicated, but understanding the improvements on a conceptual level is not hard.

It is worth spending some time with someone who is knowledgeable about security to make sure you are up to speed on the basic vocabulary and concepts. Then have your technology people review with you what they have done to protect your digital plumbing. Ask questions like “What are the three most dangerous weaknesses we have?” and “What are the three things we need to improve this year in order to be more secure?” Repeat this process every year.

You can also visit www.velocitymanifesto.com to download a document that will help you establish effective security policies.
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In every organization there is a gap between what the digital plumbing currently is and what it should be. That gap can always be closed, given enough time. The tragedy is to not understand the gap. Only by working with your technical people and asking the right questions will you be able to wrap your mind around the nature of this rift and make progress to close it. Unlike the plumbing in a home, digital plumbing is never complete. There will always be new, more effective tools that can be applied, and there will always be new needs to be met. The portion of the budget invested in technology will fluctuate over the years, but it is dangerous to ever believe you’re done spending money on your organization’s digital plumbing. This leads to the dependence on a specific aspect of the plumbing for years beyond its useful life, and it will often slowly become inefficient, or even dangerous, if left in place too long.

Hopefully you have been building a mental picture of what your digital plumbing looks like and have identified where some major improvements could be made. Being able to construct effective digital plumbing is a powerful skill, and I want you to have it in your toolbox. Remember that you cannot simply outsource the entire design of your technology infrastructure to people that report to you and think it will be perfectly aligned with the company’s overall strategy. Only you, the leader, can pull these two areas together. The next trick is to learn how to craft a sophisticated technology strategy going forward.
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