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Introduction

This book on IT governance is a key resource for forward-looking executives and managers in 21st-century organizations of all sizes. There are six reasons for this:


1The development of IT governance, which recognizes the ‘information economy’-driven convergence between business management and IT management, makes it essential for executives and managers at all levels in organizations of all sizes to understand how decisions about information technology in the organization should be made and monitored and, in particular, how information security risks are best dealt with.

2Risk management is a big issue. In the United Kingdom, the Turnbull Guidance on internal control and risk management gives directors of Stock Exchange-listed companies a clear responsibility to act on IT governance, on the effective management of risk in IT projects and on computer security. The US Sarbanes–Oxley Act places a similar expectation on directors of all US listed companies. Banks and financial-sector organizations are subject to the requirements of the Bank of International Settlements (BIS) and the Basel 2 framework, particularly around operational risk – which absolutely includes information and IT risk. Information security and the challenge of delivering IT projects on time, to specification and to budget also affect private- and public-sector organizations throughout the world.

3Information-related legislation and regulation are increasingly important to all organizations. Data protection, privacy and breach regulations, computer misuse and regulations around investigatory powers are part of a complex and often competing range of requirements to which directors must respond. There is, increasingly, the need for an overarching information security framework that can provide context and coherence to compliance activity worldwide.

4As the intellectual capital value of ‘information economy’ organizations increases, their commercial viability and profitability – as well as their share price – increasingly depend on the security, confidentiality and integrity of their information and information assets.

5The dramatic growth and scale of the ‘information economy’ have created new, global threats and vulnerabilities for all networked organizations.

6Britain piloted the world’s first standard (BS7799) for information security management. Both parts of this standard have now been ‘internationalized’ as part of the new series of ISO/IEC 27000 standards on information security. The key standard in the series, ISO/IEC 27001, has been updated to contain latest international best practice, with which, increasingly, businesses are asking their suppliers to conform. Compliance with the standard should enable company directors to demonstrate a proper response – to customers as well as to regulatory and judicial authorities – to all the challenges identified above.


The information economy

Faced with the emergence and speed of growth in the information economy, organizations have an urgent need to adopt IT governance best practice. The main drivers of the information economy are:


•the globalization of markets, products and resourcing (including ‘offshoring’);

•electronic information and knowledge intensity;

•the geometric increase in the level of electronic networking and connectivity.


The key characteristics of the global information economy, which affect all organizations, are as follows:


•Unlike the industrial economy, information and knowledge are not depleting resources that have to be rationed and protected.

•Protecting knowledge is less obviously beneficial than previously: sharing knowledge actually drives innovation, and innovation drives competitiveness.

•The effect of geographic location is diminished; virtual organizations operate around the clock in virtual marketplaces that have no geographic boundaries.

•As knowledge shifts to low-tax, low-regulation environments, laws and taxes are increasingly difficult to apply on a solely national basis.

•Knowledge-enhanced products command price premiums.

•Captured, indexed and accessible knowledge has greater intrinsic value than knowledge that goes home at the end of every day.

•Intellectual capital is an increasingly significant part of shareholder value in every organization.


The challenges, demands and risks faced by organizations operating in this information-rich and technologically intensive environment require a proper response. In the corporate governance climate of the early 21st century, with its growing demand for shareholder rights, corporate transparency and board accountability, this response must be a governance one.

What is IT governance?

The Organisation for Economic Co-operation and Development (OECD), in its Principles of Corporate Governance (1999), defined ‘corporate governance’ as ‘the system by which business corporations are directed and controlled’. Every country in the OECD is evolving – at a different speed – its own corporate governance regime, reflecting its own culture and requirements. Within its overall approach to corporate governance, every organization has to determine how it will govern the information, information assets and information technology on which its business model and business strategy rely. This need has led to the emergence of IT governance as a specific – and pervasively important – component of an organization’s total governance posture.

We define IT governance as ‘the framework for the leadership, organizational structures and business processes, standards and compliance to these standards, which ensures that the organization’s information systems support and enable the achievement of its strategies and objectives’.

There are five specific drivers for organizations to adopt IT governance strategies:


•the requirements (in the United Kingdom) of the Combined Code and the Turnbull Guidance; for US-listed companies, Sarbanes–Oxley; for banks and financial institutions, BIS and Basel 2; and for businesses everywhere, the requirements of their national corporate governance regimes;

•the increasing intellectual capital value that the organization has at risk;

•the need to align technology projects with strategic organizational goals and to ensure that they deliver planned value;

•the proliferation of (increasingly complex) threats to information and information security, with consequent potential impacts on corporate reputation, revenue and profitability;

•the increase in the compliance requirements of (increasingly conflicting and punitive) information- and privacy-related regulation.


There are two fundamental components of effective management of risk in information and information technology. The first relates to an organization’s strategic deployment of information technology in order to achieve its business goals. IT projects often represent significant investments of financial and managerial resources. Shareholders’ interest in the effectiveness of such deployment should be reflected in the transparency with which they are planned, managed and measured, and the way in which risks are assessed and controlled. The second component is the way in which the risks associated with information assets themselves are managed.

Clearly, well-managed information technology is a business enabler. All directors, executives and managers, at every level in any organization of any size, need to understand how to ensure that their investments in information and information technology enable the business. Every deployment of information technology brings with it immediate risks to the organization, and therefore every director or executive who deploys, or manager who makes any use of, information technology needs to understand these risks and the steps that should be taken to counter them. This book deals with IT governance from the perspective of the director or business manager, rather than from that of the IT specialist. Governance structures, processes and emerging best practice are all dealt with in Corporate Governance: A manager’s guide (Calder, 2008). This book deals primarily with the strategic and operational aspects of information security.

Information security

The proliferation of increasingly complex, sophisticated and global threats to information security, in combination with the compliance requirements of a flood of computer- and privacy-related regulation around the world, is driving organizations to take a more strategic view of information security. It has become clear that hardware-, software- or vendor-driven solutions to individual information security challenges are, on their own, dangerously inadequate.

While most organizations believe that their information systems are secure, the brutal reality is that they are not. Not only is it extremely difficult for an organization to operate in today’s world without effective information security, but poorly-secured organizations have become threats to their more responsible associates. The extent and value of electronic data are continuing to grow exponentially. The exposure of businesses and individuals to data misappropriation (particularly in electronic format) or destruction is also growing very quickly. Ultimately, consumer confidence in dealing across the web depends on how secure consumers believe their personal data are. Data security, for this reason, matters to any business with any form of web strategy (and any business without a web strategy is unlikely to be around in the long term), from simple business-to-consumer (b2c) or business-to-business (b2b) e-commerce propositions through enterprise resource planning (ERP) systems to the use of extranets, e-mail, instant messaging and Web 2.0 services. It matters, too, to any organization that depends on computers for its day-to-day existence or that may be subject (as are all organizations) to the provisions of data protection legislation.

Newspapers and business or sector magazines are full of stories about hackers, viruses, online fraud and loss of personal data. These are just the public tip of the data insecurity iceberg. Little tends to be heard about businesses that suffer profit fluctuations through computer failure, or businesses that fail to survive a major interruption to their data and operating systems. Even less is heard about organizations that have their core operations compromised by the theft or loss of key business data, but that somehow survive it.

Many people do, however, experience the frustration of trying to buy something online, only for the screen to give some variant of the message ‘server not available’. Many more, working with computers in their daily lives, have experienced (once too) many times a local network failure or outage that interrupts their work. With the increasing pervasiveness of computers, and as hardware/software computing packages become ever more powerful and complex, so the opportunity for data and data systems to be compromised or corrupted (knowingly or otherwise) will increase.

Information security management systems (ISMSs) in the vast majority of organizations are, in real terms, non-existent, and even where systems have been designed and implemented, they are usually inadequate. In simple terms, larger organizations tend to operate their security functions in vertically segregated silos with little or no coordination. This structural weakness means that most organizations have significant vulnerabilities that can be exploited deliberately or that simply open them up to disaster.

For instance, while the corporate lawyers will tackle all the legal issues (non-disclosure agreements, patents, contracts, etc), they will have little involvement with the data security issues faced on the organizational perimeter. On the organizational perimeter, those dealing with physical security concentrate almost exclusively on physical assets, such as gates or doors, security guards and burglar alarms. They have little appreciation of, or impact upon, the ‘cyber’ perimeter. The IT managers, responsible for the cyber perimeter, may be good at ensuring that everyone has a password and that there is internet connectivity, that the organization is able to respond to virus threats, and that key partners, customers and suppliers are able to deal electronically with the organization, but they almost universally lack the training, experience or exposure adequately to address the strategic threat to the information assets of the organization as a whole. There are even organizations in which the IT managers set and implement security policy for the organization on the basis of their own risk assessment, past experiences and interests, with little regard for the real needs or strategic objectives of the organization.

Information security is a complex issue and deals with the confidentiality, integrity and availability of data. IT governance is even more complex, and in information security terms one has to think in terms of the whole enterprise, the entire organization, which includes all the possible combinations of physical and cyber assets, all the possible combinations of intranets, extranets and internets, and which might include an extended network of business partners, vendors, customers and others. This handbook guides the interested manager through this maze of issues, through the process of implementing internationally recognized best practice in information security, as captured in ISO/IEC 27002:2005 and, finally, achieving certification to ISO/IEC 27001:2005, the first formal international standard for effective information security management.

The ISMS standard is not geographically limited (eg to the United Kingdom, or Japan or the United States), nor is it restricted to a specific sector (eg the Ministry of Defence or the software industry), nor is it restricted to a specific product (such as CLEF – a government-approved facility for security testing of IT products and systems). This book covers many aspects of data security, providing sufficient information for the reader to understand the major data security issues and what to do about them – and, above all, what steps and systems are necessary for the achievement of independent certification of the organization’s ISMS to ISO27001.

This book is of particular benefit to board members, directors, executives, owners and managers of any business or organization that depends on information, that uses computers on a regular basis, that is responsible for personal data or that has an internet aspect to its strategy. It can equally apply to any organization that relies on the confidentiality, integrity and availability of its data. It is directed at readers who either have no prior understanding of data security or whose understanding is limited in interest, scope or depth. It is not written for technology or security specialists, whose knowledge of specific issues should always be sought by the concerned owner, director or manager. While it deals with technology issues, it is not a technological handbook.

Information security is a key component of IT governance. As information technology and information itself become more and more the strategic enablers of organizational activity, so the effective management of both and information assets becomes a critical strategic concern for boards of directors. This book will enable directors and business managers in organizations and enterprises of all sizes to ensure that their IT security strategies are coordinated, coherent, comprehensive and cost-effective, and meet their specific organizational or business needs. While the book is written initially for UK organizations, its lessons are relevant internationally, as computers and data threats are internationally similar. Again, while the book is written primarily with a Microsoft environment in mind (reflecting the penetration of the Microsoft suite of products into corporate environments), its principles apply to all hardware and software environments. ISO/IEC 27001 is, itself, system agnostic.

The hard copy of this book provides detailed advice and guidance on the development and implementation of an ISMS that will meet the ISO27001 specification. The IT Governance website (www.itgovernance.co.uk) carries a series of ISO27001 Documentation Toolkits. Use of the templates within these toolkits, which are not industry or jurisdiction specific but which do integrate absolutely with the advice in this book, can speed knowledge acquisition and ensure that your process development is comprehensive and systematic.

Organizations should always ensure that any processes they implement are appropriate and tailored for their own environment. There are four reasons for this:


•Policies, processes and procedures should always reflect the style, and the culture, of the organization that is going to use them. This will help their acceptance within the organization.

•The processes and procedures that are adopted should reflect the risk assessment carried out by the organization’s specialist security adviser. While some risks are common to many organizations, the approach to controlling them should be appropriate to, and cost-effective for, the individual organization and its individual objectives and operating environment.

•It is important that the organization understands, in detail, its policies, processes and procedures. It will have to review them after any significant security incident and at least once a year. The best way to understand them thoroughly is through the detailed drafting process.

•Most importantly, the threats to an organization’s information security are evolving as fast as the information technology that supports it. It is essential that security processes and procedures are completely up to date, that they reflect current risks and that, in particular, current technological advice is taken, to build on the substantial groundwork laid in this book.


This book will certainly provide enough information to make the drafting of detailed procedures quite straightforward. Where it is useful (particularly in generic areas like e-mail controls, data protection, etc), there are pointers as to how procedures should be drafted. Information is the very lifeblood of most organizations today and its security ought to be approached professionally and thoroughly.

Finally, it should be noted that ISO27001 is a service assurance scheme, not a product badge or cast-iron guarantee. Achieving ISO27001 certification does not of itself prove that the organization has a completely secure information system; it is merely an indicator, particularly to third parties, that the objective of achieving complete security is being effectively pursued. Information security is, in the terms of the cliché, a journey, not a destination.
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Why is information security necessary?

An information security management system (ISMS) is necessary because the threats to the availability, integrity and confidentiality of the organization’s information are great, and always increasing. Any prudent householder whose house was built on the shores of a tidal river would, when facing the risk of floods, take urgent steps to improve the defences of the house against the water. It would clearly be insufficient just to block up the front gate, because the water would get in everywhere and anywhere it could. In fact, the only prudent action would be to block every single possible channel through which floodwaters might enter and then to try to build the walls even higher, in case the floods were even worse than expected.

So it is with the threats to organizational information, which are now reaching tidal proportions. All organizations possess information, or data, that is either critical or sensitive. Information is widely regarded as the lifeblood of modern business. Advanced Persistent Threat (APT) is the description applied to the cyber activities of sophisticated criminals and state-level entities, targeted on large corporations and foreign governments, with the objective of stealing information or compromising information systems. Cyber attacks are, initially, automated and indiscriminate – any organization with an internet presence will be scanned and potentially targeted.

Not surprisingly, the PricewaterhouseCoopers (PwC) Global State of Information Security Survey 2011 said that ‘increasing the focus on data protection is the single most common IT strategy worldwide for the second year in a row’. This is because, as the biennial PwC Breaches Survey confirmed in 2010, the business use of technology is continuing to evolve rapidly, as organizations move into cloud computing and exploit social networks. Wireless networking and Voice over IP (VoIP) have become mainstream; Software as a Service (SaaS) has gained significant ground. The increasingly inter-connected supply chain increases the pressure on organizations to manage information and its security and confirms the growing dependence of UK business on information and information technology.

As far back as 2000, the DTI Information Security Breaches Survey (the predecessor to the PwC Breaches Survey) observed that 49 per cent of UK organizations believed that information was critical or sensitive because it would be of benefit to competitors, while 49 per cent believed that it was critical to maintaining customer confidence. By 2004, the DTI survey confirmed that 77 per cent of large businesses had highly confidential information stored on their computer systems, that roughly nine-tenths of all UK businesses sent e-mail across the internet, browsed the web or had a website; and 87 per cent of businesses identified themselves as ‘highly dependent’ on electronic information and the systems that processed it, compared to 76 per cent in 2002.

Organizations are facing a flood of threats to this information. In fact, and recognizing the reality of advanced persistent threats, the 2010 PwC Breaches Survey was headlined: ‘Cybercrime losses double in two years’. High-profile cyber attacks and data protection compliance failures have led to significant embarrassment and brand damage for organizations – in both the public and private sectors – all over the world.

In parallel with the evolution of information security threats, there has – across the world – been a thickening web of legislation and regulation that makes firms criminally liable, and in some instances makes directors personally accountable, for failing to implement and maintain appropriate risk control and information security measures. It is now self-evident that organizations should take appropriate steps to secure and protect their information assets.

‘Information security’, however, means different things to different people. To vendors of security products, it tends to be limited to the product(s) they sell. To many directors and managers, it tends to mean something they don’t understand and that the IT manager has to deal with. To many users of IT equipment, it tends to mean unwanted restrictions on what they can do on their corporate PCs. These are all dangerously narrow views.

The nature of information security threats

Data or information is right at the heart of the modern organization. Its availability, integrity and confidentiality are fundamental to the long-term survival of any 21st-century organization; nine tenths of UK companies in the 2006 DTI survey rated these attributes as important. Unless the organization takes a comprehensive and systematic approach to protecting the availability, integrity and confidentiality of its information, it will be vulnerable to a wide range of possible threats. These threats are not restricted to internet companies, to e-commerce businesses, to organizations that use technology, to financial organizations or to organizations that have secret or confidential information. As we saw earlier, they affect all organizations, in all sectors of the economy, both public and private. They are a ‘clear and present danger’, and strategic responsibility for ensuring that the organization has appropriately defended its information assets cannot be abdicated or palmed off on the head of IT.

According to the 2010 Information Security Breaches Survey, 77 per cent of top managers in the United Kingdom claim to consider information security to be a high priority. Increasingly, this concern is translating into action: the ‘average UK company now spends 4–5 per cent of its IT budget on information security, with 90 per cent of organizations maintaining or increasing their security budgets through the recession. Almost every UK business makes some use of external guidance or expertise to supplement their in-house security capability’.

Information security threats come from both within and without an organization. The situation worsens every year, and cyber threats are likely to become more serious in future. Random unprovoked attacks by third parties on an organization’s information security are at least as great a danger as is deliberate action. Internal threats are equally serious. It is impossible to predict what attack might be made on any given information asset, or when, or how. The speed with which methods of attack evolve, and knowledge about them proliferates, makes it completely pointless to take action only against specific, identified threats. Only a comprehensive, systematic approach will deliver the level of information security that any organization really needs.

It is worth understanding the risks to which an organization with an inadequate ISMS exposes itself. These risks fall into three categories:


•damage to operations;

•damage to reputation;

•legal damage.


Damage in any one of these three categories can be measured by its impact on the organization’s bottom line, both short and long term. While there is no single, comprehensive, global study of information risks or threats on which all countries and authorities rely, there are a number of surveys, reports and studies, in and across different countries and often with slightly differing objectives, that, between them, demonstrate the nature, scale, complexity and significance of these information security risks and the extent to which organizations, through their own complacency or through the vulnerabilities in their hardware and software, are vulnerable to these threats.

Information insecurity

The Verizon Data Breach Investigations Report (2010), conducted with the US Secret Service, and drawing data from both the United States and internationally, found that:


•data breaches occur within all sorts of organizations;

•in their 2009 sample, 143 million records were compromised, across 141 reported breaches;

•45 per cent of these breaches originated externally, 27 per cent internally, and 27 per cent were carried out by multiple agents.


The tenth biennial Information Security Breaches Survey (ISBS 2010), managed by PwC, looked at the state of information security across a representative sample of UK organizations. Key findings of this survey were as follows:


•Sixty-seven per cent of large respondents had a malicious software (malware) infection;

•Sixty-one per cent of respondents detected an attempt at unauthorized access (obviously, there is no number for undetected attempts).

•Fifteen per cent of large respondents were successfully penetrated.

•Twenty-five per cent of large respondents suffered a Denial of Service attack.

•Forty-six per cent of large respondents suffered from staff losing or leaking valuable or confidential information.

•Ninety-two per cent of large respondents had a security breach.

•The median number of security breaches is 45 – a threefold increase on 2008.

•The average cost of the largest breach was between £280,000 and £690,000.


Surveys and data from other OECD economies suggest that a situation similar to that in the United Kingdom can be found across the world. Hackers, crackers, virus writers, spammers, phishers, pharmers, fraudsters and the whole menagerie of cyber-criminals are increasingly adept at exploiting the vulnerabilities in organizations’ software, hardware, networks and processes. As fraudsters, spam and virus writers, hackers and cyber criminals band together to mount integrated attacks on businesses and public sector organizations everywhere, the need for appropriate cyber security defenses increases.

Often – but not always – information security is in reality seen only as an issue for the IT department, which it clearly isn’t. Good information security management is about organizations understanding the risks and threats they face and the vulnerabilities in their current computer processing facilities. It is about putting in place common-sense procedures to minimize the risks and about educating all the employees about their responsibilities. Most importantly, it is about ensuring that the policy on information security management has the commitment of senior managers. It is only when these procedural and management issues are addressed that organizations can decide on what security technologies they need.

Roughly one seventh of businesses are still spending less than 1 per cent of their IT budget on information security; although the average company is spending 6 per cent, the benchmark against which their expenditure should be compared is closer to the 13 per cent average of organizations where managers genuinely care about information security. That less than half of all businesses ever estimate the return on their information security investment may be part of the problem; certainly, until business takes its IT governance responsibilities seriously, the information security situation will continue to worsen.

Impacts of information security threats

As indicated above, information security breaches affect business operations, reputation and legal standing. Business disruption is the most serious impact, with roughly two thirds of UK breaches leading to disruption of operations, with consequent impacts on customer service and business efficiency. As well as business disruption, organizations face incident response costs that include response and remediation costs (responding to, fixing and cleaning up after a security breach), direct financial loss (loss of assets, regulatory fines, compensation payments), indirect financial loss (through leakage of confidential information or intellectual property, revenue leakage), and reputation damage, with successful hack attacks and data losses both attracting increasing media attention.

There is a wide range of information available about the average cost of a breach. At one end of the spectrum, the CSI Computer Crime and Security Survey (2010) no longer includes financial aspects of losses as the CSI members (who provide the data for the survey) are increasingly reluctant to share this sort of data. At the other end are surveys which may or may not be biased but which are sponsored or produced by organizations that have products and services to sell. For instance, the Ponemon Institute’s Global Cost of a Data Breach Survey 2010 was sponsored by PGP, the security software company, and identified the average cost of a data breach in 2009 – across five economies (the United States, the United Kingdom, Germany, France, Australia) – including detection, notification, remediation and lost business, as US $3.4 million. The United States experienced the highest average breach costs.

Forrester Research, in a 2011 report, put the average cost per record of a breach at between US $9 and US $305, commenting that discovery, response, and notification costs are usually substantial, at about US $50 per lost record. These costs include legal fees, breach notification costs, and increased operational, marketing and PR costs. As mentioned earlier, the UK ISBS 2010 put the average cost of a serious breach for a large organization at between £280,000 and £690,000.

Damage to reputation and shareholder class actions arising from a successful breach can, however, have a far more significant impact on the future performance of the organization – and on the careers of the directors at the helm of the organization when the breach occurred.

Cybercrime

The 2010 Cyber Security Watch Survey (conducted by CSO Magazine with help from the US Secret Service, Carnegie Mellon Software Engineering Institute (CERT) and Deloitte’s Center for Security and Privacy Solutions) spoke to more than 500 organizations about their experience in 2009. Respondents reported an increase in the number of incidents, but a decline in severity. Since 2007, when the last cybercrime survey was conducted, there was a 10 per cent decline in the average monetary value of losses resulting from cybercrime. The survey attributed this impact reduction to a 42 per cent increase in IT security spending and 86 per cent increase in corporate or physical security spending over the past two years. Other findings of this survey were as follows:


•Fifty-one per cent of cybercrimes are committed by an insider – and are more costly than an external breach.

•Twenty-five per cent of cybercrimes are committed by unknown sources.

•Viruses, worms or other malicious code, phishing and spyware are the most common forms of external attack; unintentional exposure of private or sensitive information, unauthorized access to or use of information systems or networks and theft of intellectual property are the most common internal security breaches.


In reality, many of these information security incidents are actually crimes. The UK Computer Misuse Act, for instance, makes it an offence for anyone to access a computer without authorization, to modify the contents of a computer without authorization or to facilitate (allow) such activity to take place. It identified sanctions for such activity, including fines and imprisonment. Other countries have taken similar action to identify and create offences that should enable law enforcement bodies to act to deal with computer misuse. Increasingly, this type of illegal activity is known as ‘cybercrime’.

The Council of Europe Cybercrime Convention, the first multilateral instrument drafted to address the problems posed by the spread of criminal activity on computer networks, was signed in November 2001. The United States finally ratified the Cybercrime Convention in 2006 and joined with effect from 1 January 2007. The Cybercrime Convention was designed to protect citizens against computer hacking and internet fraud, and to deal with crimes involving electronic evidence, including child sexual exploitation, organized crime and terrorism. Parties to the convention commit to effective and compatible laws and tools to fight cybercrime, and to cooperating to investigate and prosecute these crimes.

Europol, the European police agency, publishes a biennial Organised Crime Threat Assessment (OCTA). OCTA 2011 observes that organized crime groups are increasingly ‘multi-commodity and poly-criminal’ in their activities, with extensive, diverse portfolios of business interests and significant collaborative activity. In addition to cybercrime, payment card fraud (worth 1.5 billion euros), distribution of child abuse material, and audio visual piracy, their extensive use of internet technologies now underpins the drug trade, trafficking in human beings, illegal immigration, the supply of counterfeit commodities and trafficking in endangered species. The internet also provides a secure communication and money laundering tool for criminal groups.

The internet is, in other words, digitally dangerous. Organizations should take appropriate steps to protect themselves against criminal activity – both internal and external – in just the same way as they take steps to protect themselves in the physical world.

Cyberwar

Cybercrime is a serious issue but may be a lesser danger to organizations than the effects of what is called ‘cyberwar’. It is believed that every significant terrorist or criminal organization has cyber-capabilities and has become very sophisticated in its ability to plan and execute attacks using the most recent technology. More significantly, recent experience suggests that many countries see cyberwar as an alternative – or an essential precursor to – traditional warfare. Most governments have significant cyberwar capability, and the experience of Estonia during 2007 suggests that there is a readiness to deploy these capabilities in pursuit of national goals.

Eliza Manningham-Butler, the then director-general of the UK security service MI5, said this at the 2004 CBI annual conference:


A narrow definition of corporate security including the threats of crime and fraud should be widened to include terrorism and the threat of electronic attack. In the same way that health and safety and compliance have become part of the business agenda, so should a broad understanding of security, and considering it should be an integral and permanent part of your planning and statements of internal control; do not allow it to be left to specialists. Ask them to report to you what they are doing to identify and protect your key assets, including your people.

Certainly, businesses have got this message, with 97 per cent of them concerned at board level about cyberwar. They should be. More than 400 million computers are linked to the internet; many of them are vulnerable to indiscriminate cyber-attack. The critical infrastructure of the First World is subject to the threat of cyber-assaults ranging from the defacing of websites to the undermining of critical national computer systems. In February 2003, the White House published the National Strategy to Secure Cyberspace, in which the US president recognized that securing cyberspace would be an extraordinarily difficult task requiring the combined and coordinated effort of the whole of society, and that without such an effort, an infrastructure that is ‘essential to our economy, security and way of life’ could be disrupted to the extent that society would be debilitated.

A growing number of countries are at last putting cyber security strategies in place. The UK government published its first cyber security strategy in 2009; in the same year, President Obama accepted that cybersecurity was one of the most serious economic and national security challenges faced by the United States, but that neither the government nor the country was ready to counter. In 2010, the United States announced a ten-point cyber security plan and, in 2011, the US Department of Defence released a ‘Strategy for Operating in Cyberspace’, in which it identified cyberspace as another operational theatre.

While organizations that are part of the Critical National Infrastructure (CNI) clearly have a significant role to play in preparing to defend their national cyberspace against cyberattack, all organizations should take appropriate steps to defend themselves from being caught in the digital crossfire.

Advanced persistent threat

The term advanced persistent threat (APT) usually refers to a national government- or state-level entity that has the capacity and the intent to persistently and effectively target – in cyberspace – another entity that it wishes to disrupt or otherwise compromise. While cyberspace is the most common theatre of attack, other vectors include social engineering, infected media and malware and supply chain compromise. Attackers usually have the resources, competence and available time to focus on attacking one or more specific entities. The Stuxnet worm is an example of one such attack.

Future risks

There are a number of trends that lie behind these increases in threats to computer-based information security, which when taken together suggest that things will continue to get worse, not better:


1The use of distributed computing is increasing. Computing power has migrated from centralized mainframe computers and data processing centres to a distributed network of desktop computers, laptop computers and microcomputers, and this makes information security much more difficult to ensure.

2There is an unstoppable trend towards mobile computing. The use of laptop computers, personal digital assistants (PDAs), mobile and smart phones, digital cameras, portable projectors, MP3 players and iPads has made working from home and while travelling relatively straightforward, with the result that network perimeters have become increasingly porous. This means that the number of remote access points to networks, and the number of easily accessible endpoint devices, have increased dramatically, and this has increased the opportunities for those who wish to break into networks and steal or corrupt information.

3There has been a dramatic growth in the use of the internet for business communication, and the development of wireless, voice over IP (VoIP) and broadband technologies is driving this even further. The internet provides an effective, immediate and powerful method for organizations to communicate on all sorts of issues. This exposes all these organizations to the security risks that go with connection to the internet:

–The internet is really just a backbone connection that enables every computer in the world to connect to every other computer. This gives criminals a direct means of reaching any and every organization that is connected to the internet.

–The internet is inherently a public space. It is accessible by anyone from anywhere and consists of the millions of connections, some permanent and some temporary, that come about because of this. It has no built-in security and no built-in protection for confidential or private information.

–The internet (together with cellular telephony) is also, in effect, a worldwide medium for criminals and hackers to communicate with one another, to share the latest tricks and techniques and to work together on interesting projects.

–Better hacker tools are available every day, on hacker websites that, themselves, proliferate. These tools are improved regularly and, increasingly, less and less technologically proficient criminals – and computer-literate terrorists – are thus enabled to cause more and more damage to target networks and systems.

–Increasingly, hackers, virus writers and spam operators are cooperating to find ways of spreading more spam – not just because it’s fun, but because there’s a lot of money to be made out of the direct e-mail marketing of dodgy products. Phishing, pharming and other internet fraud activity will continue evolving and are likely to become an ever bigger problem.

4This is leading, inevitably, to an increase in ‘blended’ threats, which can only be countered with a combination of technologies and processes.

5Increasingly sophisticated technology defences, particularly around user authorization and authentication, will drive an increase in ‘social engineering’-derived hacker attacks.

6Computer literacy is becoming more widespread. While most people today have computer skills, the next generation are growing up with a level of familiarity with computers that will enable them to develop and deploy an entirely new range of threats. Instant messaging is an example of a new technology that is better than e-mail in that it is faster and more immediate, but has many more security vulnerabilities than e-mail. We will see many more such technologies emerging.

7Wireless technology – whether WiFi or Bluetooth – makes information and the internet available cheaply and easily from virtually anywhere, thereby potentially reducing the perceived value and importance of information and certainly exposing confidential and sensitive information more and more to casual access.

8The falling price of computers has brought computing within most people’s reach. The result is that most people now have enough computer experience to pose a threat to an organization if they are prepared to apply themselves just a little bit to take advantage of the opportunities identified above.


What do these trends, and all these statistics from so many organizations in so many countries (and information security professionals would argue that, as most organizations don’t yet know that their defences have already been breached, the statistics are only the tip of the iceberg), mean in real terms to individual organizations? In simple, brutal terms, they must mean that:


•No organization is immune.

•Every organization, at some time, will suffer one or more of the disruptions, abuses or attacks identified in these pages.

•Businesses will be disrupted. Downtime in business-critical systems such as enterprise resource planning (ERP) systems can be catastrophic for an organization. However quickly service is restored, there will be an unwanted and unnecessary cost in doing so. At other times, lost data may have to be painstakingly reconstructed and sometimes will be lost for ever.

•Privacy will be violated. Organizations have to protect the personal information of employees and customers. If this privacy is violated, there may be legal action and penalties.

•Organizations will suffer direct financial loss. Protection in particular of commercial information and customers’ credit card details is essential. Loss or theft of commercial information, ranging from business plans and customer contracts to intellectual property and product designs, and industrial know-how, can all cause long-term financial damage to the victim organization. Computer fraud, conducted by staff with or without third-party involvement, has an immediate direct financial impact.

•Regulation and compliance requirements will increase. Regulators will increasingly legislate to force corporations to take appropriate information security action and that will drive up the cost and complexity of information security.

•Reputations will be damaged. Organizations that are unable to protect the privacy of information about staff and customers, and which consequently attract penalties and fines, will find their corporate credibility and business relationships severely damaged and their expensively developed brand and brand image dented.


The statistics are compelling. The threats are evident. No organization can afford to ignore the need for information security. The fact that the risks are so widespread and the sources of danger so diverse means that it is insufficient simply to implement an antivirus policy, or a business continuity policy, or any other stand-alone solution. A conclusion of the CBI Cybercrime Survey 2001 was that ‘deployment of technologies such as firewalls may provide false levels of comfort unless organizations have performed a formal risk analysis and configured firewalls and security mechanisms to reflect their overall risk strategy’. Nothing has changed. It is clear from ISBS 2010 that there is a correlation between security expenditure and risk assessments. On average, those respondents that carried out a risk assessment spent 8 per cent of their IT budget on security. The average expenditure for those that did not was only 5 per cent. It seems likely, therefore, that those that have not assessed their information security risks are under-investing in their security.

The only sensible option is to carry out a thorough assessment of the risks facing the organization and then to adopt a comprehensive and systematic approach to information security that cost-effectively tackles those risks.

Legislation

Certainly, organizations can legally no longer ignore the issue. There is a growing number of laws that are relevant to information security. In the United Kingdom, for instance, relevant laws include the Companies Act 2006; the Copyright, Designs and Patents Act 1988; the Computer Misuse Act 1990 (as updated by the Police and Justice Act 2006); and the Data Protection Act 1998. The Data Protection Act 1998 (DPA) is perhaps the most high-profile of these recently passed laws; it requires organizations in both the public and the private sectors to implement data security measures to prevent unauthorized or unlawful processing (which includes storing) and accidental loss or damage to data pertaining to living individuals. Fines of up to £500,000 may be imposed by the Information Commissioner for egregious breaches of the DPA.

While these Acts apply to all UK-based organizations, Stock Exchange-listed companies are also expected to comply with the recommendations of the UK Corporate Governance Code and the Turnbull Guidance on effective controls. Crucially, these require directors to take a risk assessment-based approach to their management of the business and to consider all aspects of the business in doing so.

In the United States, most states now have data breach reporting laws, and sectoral regulation such as HIPAA, GLBA, FISMA and others impose strict requirements on organizations. While the United States still has no federal data protection legislation, Canada (PIPEDA), Australia and other members of the Commonwealth do. All EU countries have Data Protection legislation. Emerging economies are also passing data protection and cyber security laws, recognizing that improved security is a prerequisite for competing in the data-rich developed world.

In parallel, PCI DSS, a private sector security standard, has emerged as a contractual requirement for organizations that accept payment cards and, interestingly, compliance with PCI DSS has been enshrined in law in some US states.

Directors of listed businesses, of public-sector organizations and of companies throughout their supply chains must be able to identify the steps that they have taken to protect the confidentiality, integrity and availability of the organization’s information assets. In all these instances, the existence of a risk-based information security management policy, implemented through an ISMS, is clear evidence that the organization has taken the necessary and appropriate steps.

Benefits of an information security management system

The benefits of adopting an externally certifiable ISMS are, therefore, clear:


•The directors of the organization will be able to demonstrate that they are complying with the requirements of Sarbanes–Oxley, Basel 2, the Turnbull Guidance or with current international best practice in risk management with regard to information assets and security.

•The organization will be able to demonstrate, in the context of the array of relevant legislation, that it has taken appropriate compliance action, particularly with data protection legislation.

•The organization will be able systematically to protect itself from the dangers and potential costs of computer misuse, cybercrime and the impacts of cyberwar.

•The organization will be able to improve its credibility with staff, customers and partner organizations, and this improved credibility can have direct financial benefits through, for instance, improved sales.

•The organization will be able to make informed, practical decisions about what security technologies and solutions to deploy and thus to increase the value for money it gets from information security, to manage and control the costs of information security and to measure and improve its return on its information security investments.
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The UK Combined Code, the Turnbull Report and Sarbanes–Oxley

The Combined Code

The first version of the UK Combined Code, issued in 1998, replaced, combined and refined the earlier requirements of the Cadbury and Greenbury reports on corporate governance and directors’ remuneration. It came into force for all listed companies for year-ends after December 1998. Since then, UK corporate governance has been on a ‘comply or explain’ basis; in other words, listed companies are expected to comply but are not statutorily required to do so. Simplistically, if they have good reason, they can choose not to comply with a particular provision of the Combined Code as long as they then explain, in their annual report, why that decision was taken. However, as the market nowadays punishes companies that choose not to comply, any decision about non-compliance is not expected to be taken lightly. (In actual fact, the requirements are a bit more complex than this. There is a full description of the evolution of the Combined Code and the Turnbull Report in Chapter 5 of Corporate Governance: A practical guide to the legal frameworks and international codes of practice (Calder, 2008).

The Combined Code requirements were broadly similar to those of the earlier reports, but in one important respect – reporting on controls – there was a major and significant development in 1999, prior to the most recent (May 2010) revision of what is now formally the UK Corporate Governance Code. While the Cadbury Report had envisaged companies reporting on controls generally, the original guidance that was issued at that time to clarify those requirements permitted, and indeed encouraged, companies to restrict their review of controls, and the disclosures relating to that review, to financial controls. This meant that potentially more important issues relating to operational control were left outside the reporting framework.

The Turnbull Report

The Turnbull Report – ‘Internal Control: Guidance for directors on the Combined Code’, published by the Internal Control Working Party of the Institute of Chartered Accountants in England and Wales – provided further guidance in 1999 as to how directors of listed companies should tackle this issue. Now officially titled ‘Internal Control: Revised guidance for directors’ (and usually known as the Turnbull Guidance), Turnbull specifically provided guidance to companies on how to apply section C.2 of the Code, which deals with risk management and internal control.

Paragraph 20 of the Turnbull Report stated that a company’s ‘internal control system encompasses the policies, processes, tasks, behaviours and other aspects of a company that, taken together:


•‘Facilitate its effective and efficient operation by enabling it to respond appropriately to significant business, operational, financial, compliance and other risks to achieving the company’s objectives.’ This includes the safeguarding of assets from inappropriate use and from loss or fraud, and ensuring that liabilities are identified and managed.

•‘Help ensure the quality of internal and external reporting.’ This requires the maintenance of proper records and processes that generate a flow of timely, relevant and reliable information from within and outside the organization.

•‘Help ensure compliance with applicable laws and regulations.’


Paragraph 21 recognized that ‘a company’s system of internal control… will include… information and communications processes [emphasis added]’. Paragraph 28 was clear that ‘internal controls… should include all types of controls including those of an operational and compliance nature, as well as internal financial controls’.

In short, the Turnbull Report for the first time made it clear to the directors of public companies that their internal control systems had to address all forms of information as well as the systems on which it resided.

The Revised Combined Code

Following the work of the Smith and Higgs committees, the Combined Code was revised and reissued in 2003, 2006, 2008 and, most recently, in 2010, each time replacing the earlier versions. The Turnbull Report was renamed the Turnbull Guidance, was reviewed and updated, and re-published in 2005.

In section 1, the UK Corporate Governance Code states that the ‘board’s role is to provide entrepreneurial leadership of the company within a framework of prudent and effective controls which enables risk to be assessed and managed’. Risk management, in other words, is a key responsibility of the board. The non-executive directors are required to ‘satisfy themselves on the integrity of financial information and that financial controls and systems of risk management are robust and defensible [emphasis added]’.

Principle C.2 of the UK Corporate Governance Code deals with internal control. The board is required to maintain a sound system of internal control to safeguard shareholders’ investments and the assets of the company. In practice, directors are required ‘at least annually, to conduct a review of the effectiveness of the group’s system of internal controls and should report to shareholders that they have done so. The review should cover all material controls, including financial, operational and compliance controls and risk management systems [emphasis added]’. The Code then refers the reader to the Turnbull Guidance for details on how to apply this provision.

Copies of the UK Corporate Governance Code can be obtained from the United Kingdom’s Financial Reporting Council (FRC) or downloaded from www.frc.org.uk/corporate/ukcgcode.cfm

Paragraphs 17, 18 and 19 of the Turnbull Guidance provide an admirably brief and clear description of the principles of a risk treatment plan and of the board’s responsibility to set the policy around risk treatment, the executive’s to implement it, and that of all staff to comply with the system of internal control. This sort of framework is often known as an enterprise risk management (ERM) framework, and an organization’s ERM framework will reflect the overlap between regulatory risk management requirements as well as its specific internal control and information security management needs.

While listed companies are not legally required to comply with the provisions of the UK Corporate Governance Code, the London Stock Exchange’s Listing Rules (LR.9.8.6) require every Stock Exchange-listed (ie not Alternative Investment Market (AIM)-listed) company to include the following items in its annual report and accounts:





	‘(5)

	a statement of how the listed company has applied the principles set out in Section 1 of the UK Corporate Governance Code, in a manner that would enable shareholders to evaluate how the principles have been applied;




	‘(6)

	a statement as to whether the listed company has:





	

	(a)

	complied throughout the accounting period with all relevant provisions set out in Section 1 of the UK Corporate Governance Code; or





	

	(b)

	not complied throughout the accounting period with all relevant provisions set out in Section 1 of the UK Corporate Governance Code and if so, setting out:





	

	

	(i)

	those provisions, if any, it has not complied with;




	

	

	(ii)

	in the case of provisions whose requirements are of a continuing nature, the period within which, if any, it did not comply with some or all of those provisions; and




	

	

	(iii)

	the company’s reasons for non-compliance.’







The company’s auditors must verify the statement made by the directors in respect of the board’s compliance with the Code’s provisions. In effect, it could be argued that compliance has become a fiduciary duty of boards of directors. This could mean that directors are held to be personally liable for any negative results of failing to apply the UK Corporate Governance Code and the guidance and principles of Turnbull in a reasonable manner.

The UK Companies Act 2004 created a statutory duty for directors of companies, having made appropriate due and diligent inquiry, to make auditors aware of any factors that might be relevant to their assessment of a company’s report and accounts, including all those statements within the directors’ report that auditors are required to comment on. This provision has been carried forward to the Companies Act 2006. This leaves no ‘wiggle room’ for directors; all important risk issues have to be identified and disclosed.

While the UK Corporate Governance Code is not, at first sight, relevant to any businesses other than those listed on the UK Stock Exchange, its impact is being felt increasingly throughout the United Kingdom and through the national and international supply chains of UK-listed companies. This means that Turnbull will have an impact on all businesses in those supply chains, and all directors of them will need therefore to be aware of its requirements and implications. It has particular relevance to the management and security of data assets.

The UK government (through HM Treasury) adopted the principles of internal control set out by Turnbull and in 2004 published its ‘Orange Book’ (Management of Risk – Principles and concepts), in which it adapted Turnbull’s recommendations to the public sector. All non-governmental organizations (NGOs) and non-departmental public bodies (NDPBs) are expected to conform to these requirements, and all government and government-controlled bodies were expected to ensure implementation and integration of the processes.

The key questions that directors of listed companies and ‘Orange Book’ public-sector organizations seek to answer in respect of their supply chains are the same questions that directors of companies in those supply chains therefore need to be able to answer for themselves. These questions (which are not meant to be exhaustive) are set out in Appendix 1 to the Turnbull Guidance and are quoted below. Key questions include the following:


•Are the significant internal and external operational, financial, compliance and other risks identified and assessed on an ongoing basis? (Significant risks may, for example, include those related to market, credit, liquidity, technological, legal, health, safety and environmental, reputation and business probity issues.)

•Does the board have clear strategies for dealing with the significant risks that have been identified? Is there a policy on how to manage these risks?

•Are information needs and related information systems reassessed as objectives and related risks change, or as reporting deficiencies are identified?

•Are there specific arrangements for management monitoring and reporting to the board on risk and control matters of particular importance? These could include, for example, actual or suspected fraud and other illegal or irregular acts, or matters that could adversely affect the company’s reputation or financial position.


The Turnbull Guidance does not specify which risks should be included in the scope of the report and what can be left out. The Guidance simply says, in paragraph 16, that ‘the board of directors is responsible for the company’s system of internal control. It should set appropriate policies on internal control and seek regular assurance that will enable it to satisfy itself that the system is functioning effectively’. In paragraph 17, it goes on to say that, in determining its policies, the board should consider ‘the extent and categories of risk which it regards as acceptable for the company to bear, [and] the likelihood of the risks concerned materialising’.

Given the absence of definitive guidance on what risks to include or exclude, the board of directors should seek to be as comprehensive as possible. This means that (among others, including health and safety, environment, employment legislation as well as more obvious strategic risks) information risk (covered in Chapter 1 of this book) must be considered, and therefore information security management will be critical to all organizations. Equally, in assessing risks to the organization, directors will have to assess the risks associated with their supply chains. Data interdependence is a characteristic of supply chains, and therefore risks to data security anywhere in the supply chain are a risk to the whole supply chain. Boards will have to assess these risks, the scale of which were indicated in Chapter 1, and implement appropriate control mechanisms to limit their potential impact.

It is clear that systems designed to meet the requirements of Turnbull should be integrated into the organization. This means that the necessary internal control systems should form part of the organizational culture and be part of the day-to-day management of the organization. They certainly should not be a separate structure designed solely for the purpose of complying with the Code, nor should they be introduced from outside the organization without there being real ownership within – and from the top of – the organization. Implementation does require the entire organization to embrace the principles of the Code; this can only happen if the process is taken sufficiently seriously for it to be embraced at board level and to be owned by the chairperson, CEO and the whole board.

Sarbanes–Oxley

The Sarbanes–Oxley Act of 2002 (SOX), introduced in the United States in the aftermath of Enron, has important IT governance implications for listed US companies, their foreign subsidiaries, and foreign companies that have US listings. It applies to all Securities and Exchange Commission (SEC)-registered organizations, irrespective of where their trading activities are geographically based. SOX is fundamentally different from the Combined Code, and from codes of corporate governance adopted elsewhere in the OECD, in that compliance is mandatory, rather than ‘comply or explain’. This aspect, combined with significant potential sanctions for individual directors, is driving SOX compliance requirements through the supply chain.

While the Act lays down detailed requirements for the governance of organizations, the three highest-profile and most critical sections – which were implemented in phases – are 302, 404 and 409 (see Table 2.1).


TABLE 2.1







	
Section





	


	
302


	
404


	
409







	
Requirement


	
Quarterly certification of financial reports


	
Management’s annual certification of internal controls


	
Monitor operational risks





	

	
Disclosure of all known control deficiences


	
Independent accountant must attest report


	
Material event reporting





	

	
Disclosure of acts of fraud


	
Quarterly reviews of updates/changes


	
‘Real-time’ implications – four business days allowed for report to be filed 





	
Responsibility


	
CEO


	
Management


	
Management





	

	
CFO


	
Independent accountant/auditor


	
Independent accountant/auditor











The SEC, which is responsible for implementation of SOX, has relevant information available at www.sec.gov/spotlight/sarbanes-oxley.htm, and the Sarbanes–Oxley website itself is at www.sarbanes-oxley.com.

Internal controls and audit

Under SOX, managers are required to certify the company’s financial reports, and both managers and an independent accountant are required to certify the organization’s internal controls. In almost every organization, financial reporting depends on the IT infrastructure, whether it is for the rendering of an invoice, the effective operation of an ERP system, or an integrated, organization-wide management information and control system. Unless appropriate internal controls are built into this infrastructure, managers will not be able to make the required certification.

The SEC mandated US companies to use a recognized internal control framework that has been established by an organization that developed the framework through a due process, including the inviting of public comment. One widely used framework is known as the COSO framework or, to give it its own title, the ‘Internal Control – Integrated Framework’, which contains the recommendations of the Committee of Sponsoring Organizations of the Treadway Commission (www.coso.org). The sponsoring organizations included the AICPA, the Institute of Internal Auditors, the Institute of Management Accountants and the American Accounting Association. The PCAOB (Public Company Accounting Oversight Board, at www.pcaobus.org, created under SOX to oversee the activity of the auditors of public companies in the United States) expects the majority of public companies to adopt the COSO framework, and its Auditing Standard No. 5 (AS No. 5), dealing with audit of internal control over financial reporting, assumes that the COSO framework (or one substantially like it) will have been adopted.

COSO identifies two broad groups of IT systems control activities: general controls and application controls. General controls are those controls that ensure that the financial information from a company’s application systems can be relied upon. General controls exist most commonly as part of an information security management system (such as that identified in ISO/IEC 27001). Application controls are embedded in the software to detect or prevent unauthorized transactions. Such controls can be used to ensure the completeness, accuracy, validity and authorization of transactions.

AS No. 5 goes on, at paragraph 36, to require that ‘the auditor also should understand how IT affects the company’s flow of transactions. The auditor should apply paragraph 29 and Appendix B of Auditing Standard No. 12, Identifying and assessing risks of material misstatement, which discuss the effect of information technology on internal control over financial reporting and the risks to assess.’

IT controls are fundamental to financial control, and ISO/IEC 27001 sets out a structured approach to identify risk and select appropriate mitigation for that risk.

Enterprise risk management

Enterprise risk management (ERM) has emerged over the last few years as a fundamentally new way for organizations to approach risk. This is driven partly by the extensive overlap between the risk management requirements of SOX, Basel 2, and corporate governance regimes elsewhere in the world, as well as ongoing changes in the global information economy. Organizations face new and complex risks in a rapidly changing business, technological and regulatory environment. They cannot afford not to identify and control against all areas of risk – including those that might remain unidentified or unforeseen, such as currency fluctuations, human resource issues in foreign countries, changing or disappearing distribution channels, corporate governance and regulatory pressures, and the range of risks associated with technology, information and intellectual assets.

An ERM process should ensure that a uniform approach to risk identification, measurement and treatment is taken across the organization.

COSO ERM framework

COSO’s internal control framework has become the de facto standard for companies complying with SOX. COSO started work on developing a separate risk management framework in 2001. This framework, the ‘Enterprise risk management – integrated framework’, was designed to provide a common framework, ‘key principles and concepts, a common language, and clear direction and guidance’ (as stated in its executive summary, COSO, 2004). This framework expands on the internal control framework, providing a broader and more robust focus on ERM; because it incorporates the internal control framework, organizations could (as COSO suggests) move towards implementing an ERM framework to satisfy their internal control needs as well as their broader business risk management needs.

COSO defines ERM as ‘a process, effected by an entity’s board of directors, management and other personnel, applied in strategy setting and across the enterprise, designed to identify potential events that may affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the achievement of entity objectives’. It is a definition broad enough to encompass the Basel 2 definition of operational risk as well as that in SOX. It is about achieving the organization’s business strategy and it deals with strategic, operational, reporting and compliance goals or objectives.

The COSO ERM framework has eight components:


•internal environment;

•objective setting;

•event identification;

•risk assessment;

•risk response;

•control activities;

•information and communication;

•monitoring.


An effective ERM framework will be one in which all eight components are present and functioning effectively in each of the four categories of objectives. Of course, the components will not function identically in every organization, and implementations will be less formal and structured in smaller organizations than in larger ones. The COSO ERM framework comes with detailed implementation guidance and any organization considering adoption of such a framework should acquire and study both the ERM framework and the ‘Application techniques’. There are a number of general points that relate to IT governance.

ERM involves analysis and treatment of all business risks – those that are transferable or insurable as well as a wide array of traditionally non-insurable risks – the ERM implementation process is an inherently collaborative one that requires teamwork among many disciplines within an organization. Depending on the business sector it will require, for instance, risk management, credit management, treasury and accounting input, as well as operational management, marketing, R&D and the law department. It is better to have someone specifically charged with leading the ERM process, and this person should have the full support of the CEO, the board and the managers.

Regulatory compliance

Organizations have traditionally responded to regulatory compliance requirements on a law-by-law, or department-by-department basis. That was, last century, a perfectly adequate response. There were relatively few laws, compliance requirements were generally firmly established and well understood, and the jurisdictions within which businesses operated were well defined.

Over the last decade or so, all that has changed. Rapid globalization, increasingly pervasive information technology, the evolving business risk and threat environment, and today’s governance expectations have, between them, created a fast-growing and complex body of laws and regulations – such as the DPA, PECR and Computer Misuse Act in the United Kingdom, and HIPAA, SOX and GLBA in the United States – that all have an impact on the organization’s IT systems. While global companies are in the forefront of finding effective compliance solutions, every organization, however small, and in whatever industry, is faced with the same broad range of regulatory requirements.

These regulatory requirements focus on the confidentiality, integrity and availability of electronically held information, and primarily – but not exclusively – on personal data. Many of the new laws – such as US state breach laws and EU data protection legislation – appear to overlap and not only is there very little established legal guidance as to what constitutes compliance but also new laws and regulatory requirements continue to emerge. Increasingly, these laws (such as California’s SB 1386) have a geographic reach that extends to organizations based and operating outside the apparent jurisdiction of the legislative or regulatory body. Similarly, US organizations can find themselves subject to the requirements of foreign regulations, such as the EU Safe Harbor regulations or Canada’s PIPEDA. In the US public sector, FISMA sets out very clear information security requirements for all government bodies in the United States, while the HMG Security Policy Framework sets out UK requirements.

In the face of new, blended, complex, evolving, advanced and persistent threats to their data, organizations have business and regulatory obligations to protect, maintain and make that data available when it is required. They have to do this in an uncertain compliance environment where the rewards for success don’t grab headlines, but the penalties for failure do. Fines, reputation and brand damage and, in some circumstances, jail sentences for directors are outcomes that every business wants to avoid, and wants to avoid as systematically and cost-effectively as possible.

In most instances, there is not yet a body of tested case law and proven compliance methodologies to which organizations can turn in order to calibrate their efforts. There are no technology products which, of themselves, can render an organization compliant with any of the data security regulations, because all data security controls consist of a combination of technology, procedure and human behaviour. In other words, installing a firewall will not protect an organization if there are no procedures for correctly configuring and maintaining it, and if users habitually bypass it (through, for instance, Instant Messenger, internet browsing or the deployment of rogue wireless access points).

The adoption of an externally validated, best-practice approach for information security – one that provides a single, coherent framework that enables simultaneous compliance with multiple regulatory requirements – is, therefore, a solution to which organizations are increasingly turning.

While the relevant statutes and compliance requirements are covered in more detail in Chapter 27, the key planning issue at this point is the requirement that the ISMS be designed in such a way that it helps the organization meet its regulatory compliance requirements. ISO27001 is emerging as the single international standard that provides a consistent, international standard for information security management.

IT governance

Listed companies, in both the United Kingdom and the United States, are expected to take proactive steps to identify and meet their compliance requirements. Continued pressure from governments, institutional shareholders and the general public will ensure that directors have little ‘wiggle room’; non-compliance is likely to have a terminal impact on the careers of those directors who think that it is a viable option. The guidance, both from Turnbull and as laid out in the PCAOB’s Auditing Standard No 5 (which replaced AS No 2 in 2007), points inexorably at the need for organizations to create and implement IT governance frameworks.

There is an IT governance portal at www.itgovernance.co.uk. It reflects clearly the principles that have been set out above, as well as the broader belief that organizations should integrate their IT strategies and their business strategies, because it is mission-critical for most organizations to share information efficiently with customers, partners, suppliers and a wide range of stakeholders. As organizations recognize that IT management should have a fundamental input to the development of business objectives and business strategies, so information technology is increasingly being seen as a critical enabler of business processes. At the same time, many of the management issues around information technology are changing from concerns about financial controls and other threats and vulnerabilities that also need to be controlled to responding to the challenges and opportunities made possible by information technology.

The IT Governance website also has an appendix of web links to a wide range of the most important public and private sector websites that are related to, or involved in, IT governance and information security.

The most practical and effective way for directors to handle their IT governance obligations and, specifically, their information security risks, and to be seen to do so systematically and comprehensively, is to adopt and implement an information security policy and ISMS capable of being independently certified as complying with ISO27001. The standard provides the only independently developed public framework for the management of information security. While compliance with the standard does not of itself confer immunity from legal obligations, it does point clearly to management’s implementation of best practice in regard to effective IT governance, and can therefore help to develop competitive advantage in an organization and be available as part of a potential legal defence against any of the threats identified above.
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Benefits of certification

There are a number of direct, practical reasons for implementing an information security policy and information security management system (ISMS) that is capable of being independently certified as compliant with ISO/IEC 27001. An accredited certificate tells existing and potential customers that the organization has defined and put in place effective information security processes, thus helping create a trusting relationship. A certification process also helps the organization focus on continuously improving its information security processes. Of course, above all, certification, and the regular external review on which ongoing certification depends, ensures that the organization keeps its information security system up to scratch, and therefore that it continues to ensure its ability to operate.

Most information systems are not designed from the outset to be secure. Technical security measures are limited in their ability to protect an information system. Management systems and procedural controls are essential components of any really secure information system and, to be effective, need careful planning and attention to detail.

ISO27001 provides the specification for an ISMS, and in the related code of practice, ISO/IEC 27002, it draws on the knowledge of a group of experienced information security practitioners in a wide range of significant organizations across more than 40 countries to set out best practice in information security. An ISO27001-compliant system will provide a systematic approach to identifying and combating the entire range of potential risks to the organization’s information assets, the variety and impact of which were described in Chapter 1. It will also provide directors of UK- and US-listed companies, directors of UK government organizations covered by the government’s ‘Orange Book’, and directors in the supply chains of both public- and private-sector organizations with both a systematic way of meeting their responsibilities under the UK Corporate Governance Code, the Turnbull Guidance and Sarbanes–Oxley, as described in Chapter 2, and the wide range of interlocking data protection and privacy legislation to which they are subject, and demonstrable evidence that they have done so to a consistent standard.

It also enables organizations outside the United Kingdom and United States to demonstrate that they are complying with their national corporate governance requirements as well as the data protection and privacy legislation in their local jurisdiction. Equally importantly, an ISO27001 certificate enables an organization to demonstrate to any of its customers that its systems are secure; and this, in the modern, global information economy, is at least as important as demonstrating compliance with local legislation. ISBS 2010 identified that 68 per cent of large UK organizations had been asked by their customers to demonstrate compliance with information security requirements. Possession of a suitably scoped ISO27001 certificate enables a supplier cost-effectively to answer the information security and governance questions in request for proposal (RFP) and pre-tender questionnaires.

Certification to ISO27001 of the organization’s ISMS is a valuable step. It makes a clear statement to customers, suppliers, partners and authorities that the organization has a secure information management system. Every country in the world has a central accreditation body (in the United Kingdom, it is the United Kingdom Accreditation Service: UKAS). This central accreditation body accredits the competence of certification bodies – who might be based inside or outside the country – to perform services in the areas of product and management system approval.

Organizations should use only accredited certification bodies when seeking ISO27001 certification. This makes sure that the certification audit is independent of external advisers, is of a consistent quality and ensures that any certificate awarded will be recognized internationally. A certificate is usually valid for up to three years.

The history of ISO27001 and ISO27002

BS7799, the UK standard that preceded ISO27001, was originally the outcome of a joint initiative by the then Department of Trade and Industry in the United Kingdom and leading UK private-sector businesses. The working party, which started work in 1992, produced the first version of BS7799 in February 1995. This was originally simply a code of practice for IT security management. Organizations that developed ISMSs that complied with this code of practice were able to have them independently inspected but there was initially no UKAS scheme in place, and therefore formal certification was not possible. An alternative solution, known as ‘c:cure’, was adopted to provide a framework for implementation of the standard, and was available from April 1997. The confusion around c:cure and the absence of UKAS-accredited certification resulted in uptake of certification to the standard being much slower than anticipated, and c:cure was effectively withdrawn as an option late in 2000.

BS7799 underwent a significant review in 1998. Feedback was collated and in April 1999 a revised standard was launched. The original code of practice was significantly revised and retained as Part 1 of BS7799, and a new Part 2 was added. Part 1 was retitled ‘Code of Practice for Information Security Management’ and provided guidance on best practice in information security management. As a code of practice, BS7799 Part 1 took the form of guidance and recommendations. Its foreword clearly stated that it was not to be treated as a specification. It became internationalized as ISO/IEC 17799 in December 2000.

BS7799 Part 2, titled ‘Specification for Information Security Management Systems’, formed the standard against which an organization’s security management system was to be assessed and certified. BS7799 Part 2 underwent a further review during 2002, and a number of significant changes were made. This version remained current until it was internationalized as ISO27001 in 2005.

BS7799–2 was internationalized as ISO/IEC 27001:2005 in 2005, and ISO17799 was revised at the same time, thus ensuring that the correspondence between the controls in the two standards would be maintained. ISO17799 was, without further amendment, bought into the new ISO/IEC numbering sequence for information security management standards in 2007 and is now identified as ISO/IEC 27002:2005, with the change in nomenclature being described in the document as a corrigendum!

ISO27001 ‘forms the basis for an assessment of the Information Security Management System (ISMS) of the whole, or part, of an organization. It may be used as the basis for a formal certification scheme’. It is, in other words, the specific document against which an ISMS will be assessed. It is the most important standard in the emerging ISO27000 family; it provides a specification, against which an ISMS may be assessed. The other standards simply provide useful guidance and advice, and have no mandatory effect.

The ISO/IEC 27000 series of standards

ISO27001 is now part of a much larger family, of which ISO/IEC 27000 is the root for a whole numbered series of international standards for the management of information security. Developed by a joint committee of the International Organization for Standardization (ISO) in Geneva and the International Electrotechnical Commission, these standards now provide a globally recognized framework for good information security management.

The correct designations for most of these standards include the ISO/IEC prefix, and all of them should include a suffix, which is their date of publication. Most of these standards, however, tend to be spoken of in shorthand. ISO/IEC 27001:2005, for instance, is often referred to simply as ISO27001.

Some of the standards have already been published; others are still under development. This book deals specifically with ISO27001 and ISO27002, but it will refer, where appropriate, to guidance contained in the supporting standards listed here. Organizations interested in using or applying these standards should acquire copies, which are available through www.itgovernance.co.uk/standards.aspx in both hard copy and downloadable formats:


•ISO/IEC 27000:2009 – ISMS Overview and Vocabulary;

•ISO/IEC 27001:2005 – ISMS Requirements (revised BS7799 Part 2:200), published 15 October 2005;

•ISO/IEC 27002:2005 – Code of Practice for Information Security Management as from May 2007; was ISO/IEC 17799, published 15 June 2005;

•ISO/IEC 27003:2009 – ISMS Implementation Guidance;

•ISO/IEC 27004:2009 – Information Security Management Measurement & Metrics;

•ISO/IEC 27005:2008 – Information Security Risk Management (based on and incorporating ISO/IEC 13335 MICTS Part 2);

•ISO/IEC TR 27008:2011 – Guidelines for Auditors on Information Security Controls;

•ISO/IEC 27031:2011 – ICT Readiness for Business Continuity.


The following are accreditation standards:


•ISO/IEC 17021 – Conformity Assessment: Requirements for bodies providing audit and certification of management systems;

•ISO/IEC 27006:2007 – Guidelines for the Accreditation of Bodies Operating Certification/Registration of Information Security Management Systems.


A full list of current and emerging ISO27000 standards is maintained at www.itgovernance.co.uk/iso27000-family.aspx

Use of the standard

As a general rule, organizations implementing ISO27001 will do well to pay close attention to the wording of that specific standard itself, and to be aware of any revisions to it. Non-compliance with any revisions will jeopardize an existing certification. ISO/IEC 27001 itself is what any ISMS will be assessed against; where there is any conflict between advice provided in this, in a supporting standard or any other guide to implementation of ISO27001 and ISO27001 itself, it is the wording in ISO27001 that should be heeded. An external auditor will be assessing the ISMS against the published standard, not against the advice provided by this book or any third party. It is critical, therefore, that those responsible for the ISMS should be able to refer explicitly to the clauses and intent of ISO27001 and should on that basis be able to defend any implementation steps they have taken. An appropriate first step is therefore to obtain and read ISO/IEC 27001 itself. Copies of this and all other ISO/IEC information security standards can be obtained from www.itgovernance.co.uk/standards.aspx or from your own national standards organization.

The UK Accredited Certification Scheme was launched in April 1998, and there is an ISMS users’ group that enables users to exchange information on best practice and enables members to provide feedback on a regular basis to the International Organization for Standardization.

ISO/IEC 27002

In 1998, when the original BS7799 was revised for the first time, prior to becoming BS7799 Part 1, references to UK legislation were removed and the text was made more general. It was also made consistent with OECD guidelines on privacy, information security and cryptography. Its best-practice controls were made capable of implementation in a variety of legal and cultural environments.

In other words, the ISO/IEC 27002:2005 Code of Practice is intended to provide a framework for international best practice in information security management and systems interoperability. It also provides guidance, to which an external auditor will look, on how to implement a certifiable ISMS. It does not, as the standard is currently written, provide the basis for an international certification scheme. The guidance that this book provides in implementing an ISMS will therefore start with the requirements of ISO27001 and then look to ISO27002 for guidance as to the range of actions that should be considered in implementing selected controls.

It is particularly important to note that, while ISO27002 provides international best practice in information security, it is not necessarily up to date for more recent changes in the information security environment. It had been written, and rewritten, over a number of years prior to its date of original publication and subsequent revisions. The speed with which information technology has evolved, and at which it goes on evolving, already means that some of the specific guidance in ISO27002 may be inadequate to deal with newly identified threats and vulnerabilities and the most current responses to them. It is likely that a new version of the standard will be published within the next three years, and any organization investigating certification should be aware of developments on this front. This book may therefore go beyond the current requirements of the standard in a number of areas, mostly to do with the internet and web commerce. Any ISMS should, equally, go beyond the specific requirements of the standard where the situation – and the risk assessment – requires it.

It is equally important to note that, just as both parts of the standard have to be revised and updated as they cease to be comprehensive in terms of today’s information security threats, so the hard-copy component of this book will quickly cease to be completely up to date. The IT Governance online subscription service, to which this book provides initial free access, will continue to publish up-to-date information and guidance (and much more) on all the issues covered here. It will be a valuable resource for any organization implementing, or maintaining, an ISMS but will not replace the need to take completely up-to-date advice, particularly on issues to do with data protection, the internet and web commerce.

This book has a bias towards implementing an ISMS within the United Kingdom, as this is where the authors’ direct experience was gained. Its lessons, however, are directly applicable for all ISMSs that are to be certified by an accredited certification body anywhere in the world.

This book sets out how to implement an ISMS that is capable of certification to ISO/IEC 27001:2005. It will do so broadly within the context of the Microsoft suite of products, as these are the products most widely used in those parts of the world likely to be interested in certification. The implementation steps set out in this book, however, apply in all software and hardware environments. The standard itself was specifically written to be technology independent.

This book will refer very explicitly to ISO27001 and to ISO27002 in order to comment on the implementation steps necessary to reflect the recommendations of ISO27002 and to comply with the standard. However, the reader must obtain current copies of both documents and use them alongside this book and its subscription service in order to optimize an information security project and gain the full value of this book.

The Plan–Do–Check–Act and process approach

The 2002 version of the standard for the first time promoted the adoption of a ‘process approach’ for the design and deployment of an ISMS. This approach, widely known as the ‘Plan–Do–Check–Act’ (PDCA) model, is familiar to quality and business managers everywhere. Both ISO27000 and the introduction to ISO27002 describe this model and set out how to apply it in an information security environment. Annex B to ISO27001 describes how the PDCA approach should be applied to the implementation of an ISMS. This approach should be thoroughly understood before work starts and should inform every step. This book has been constructed to reflect the PDCA cycle, and if you intend to deploy an ISMS manual, that manual should describe your PDCA approach.

The 2002 version of the standard was designed for better alignment, or integration, with related management systems (eg ISO9000) within the organization; this was a development long advocated by the authors. It has been maintained in the 2005 versions and has become common across management system standards in order to simplify the integration of management systems.

A note on numbering

ISO27001 adopts a logical numbering methodology for its clauses and sub-clauses, as does ISO27002. The two standards are not completely aligned, although Annex A to ISO27001 uses exactly the same sequence of numbers as does ISO27002, to ensure that the specification and guidance on controls remain in line, which at least makes life easier for the manager. In order to reduce confusion, we have tried to avoid using or referring to ISO27002’s numbering system, but doing so has sometimes been unavoidable.

Structured approach to implementation

The standard (ISO27001) sets out, in clause 4.2.1, the required structured approach to the establishment of an ISMS. There are six steps to this, the ‘Plan’ stage of the project:


1Define the scope of the ISMS.

2Define the information security policy.

3Define a systematic approach to risk assessment and the risk acceptance criteria.

4Carry out a risk assessment to identify, within the context of the policy and ISMS scope, the important information assets of the organization and the risks to them. This is where you assess the risks.

5Identify and evaluate options for the treatment of these risks, selecting, where required, the control objectives and controls to be implemented.

6Prepare a statement of applicability.


Once these steps have been carried out, it is possible to begin implementation (the ‘Do’ stage) of the system. The standard defines the ISMS as ‘part of the overall management system, based on a business risk approach, to establish, implement, operate, monitor, review, maintain and improve information security’. The implementation process will go through its own five steps:


1Formulate the risk treatment plan and its documentation, including planned processes and any required supporting documentation.

2Implement the risk treatment plan and planned controls.

3Arrange appropriate training for affected staff, as well as awareness programmes.

4Manage operations and resources in line with the ISMS.

5Implement procedures that enable prompt detection of, and response to, security incidents.


The ‘Check’ stage has, essentially, only one step: monitoring, reviewing, testing and audit. However, monitoring, reviewing, testing and audit is an ongoing process that has to cover the whole system, and a certification body should want to see evidence of at least one set of tests and audits on the ISMS having been completed prior to a certification visit.

Testing and audit outcomes should be reviewed by managers, as should the ISMS in the light of the changing risk environment, technology or other circumstances; improvements to the ISMS should be identified, documented and implemented. This is known as the ‘Act’ stage. Thereafter, it will be subject to ongoing review, further testing and continuous improvement.

A ‘mini-PDCA’ approach should also be applied to each control, with the ‘Check’ phase contributing to the ‘measures of effectiveness’ that will eventually feed into the management review (see Chapter 4).

This book takes a sequential approach to the establishment and implementation of an ISMS. In reality, once they realize the scale of the information risks they face, many organizations will want to tackle a number of the necessary tasks in parallel. Certainly, most organizations will come to ISO27001 with some information security structures already in place.

Certification bodies, however, will usually assess the ISMS on the basis that its establishment has followed the stages set out here. There is good reason for this. The risk assessment is the critical step; controls implemented before an initial risk assessment has been carried out may be deficient or inappropriate. It is quite possible that some of the controls implemented prior to completion of a proper risk assessment might be overly robust, and therefore not cost-effective, and certainly not reflecting the standard or the guidance of ISO27002; certification might be just as difficult to achieve with overly robust controls as with weak ones.

Therefore, if component tasks of establishing the ISMS are being carried out in parallel, or the organization already has elements of an ISMS in place, it will be critically important that the risk assessment is completely objective and thorough and that its findings are allowed to override any controls that have been implemented beforehand.

Implementation issues

Clause 4.2.2 of the standard requires the organization effectively to implement the control objectives and controls selected as a result of the process required under clause 4.2.1 and discussed later in this book in Chapters 4, 5 and 6. The steps identified below are key to effective implementation, and the board should commit itself to tackling them.

Implementation of an ISMS will have significant impacts on the way people work. Effective leadership, change management and internal communication are essential components of any successful ISO27001 system roll-out. An overview of key issues that will contribute to a successful implementation is set out below and followed up where appropriate with more specific information and analysis in later chapters. The authors recommend that the implementation project itself produces and maintains a project-level risk log, with one of the highest-potential impacts being assigned to the risk associated with senior managers’ understanding and commitment.

Quality system integration

Many organizations that tackle ISO27001 already have an ISO 9001:2000 certificated quality assurance system in place. ISO27001 encourages integration of quality and other management systems. The ISMS should be integrated with the quality assurance system to the greatest extent possible. In particular, clauses 4.3 (documentation), 4.3.2 (document control) and 4.3.3 (records) of ISO27001 can (and should) be met by applying any existing documentation control requirements of an ISO9001-compliant management system. Procedures within the ISMS have to be numbered, and documents have to be controlled. The assumption of this book is that the ISO9001 approach will be adopted by any organization that implements an ISMS, and that the specific requirements of the above clauses in the standard will also be considered.

In such a case, therefore, one is extending an existing management system to include information security management, not bringing in a whole new system. This is an important message that should underpin the change management and communication plans; the smaller the perceived mountain, the more quickly will an organization set out to climb it.

In circumstances where the organization does not already have an existing ISO9001-certified management system and wishes for guidance on the documentation, document control and records issues of ISO27001, it should obtain and use the guidance in any current manual on the implementation of ISO9001. Note that the ISO27001 specifications for document control (4.3.2) and record control (4.3.3) go slightly beyond those contained in ISO9001:2000, where they are numbered 4.2.3 and 4.2.4 respectively.

It is also important that the assessment and certification body chosen by the organization understands and accepts this approach. If it does not, get a new one; the task of having the existing system reassessed (and only at the next planned continuing assessment visit date) is much smaller than the task of creating and implementing a wholly new and parallel ISMS.

The specification requirements for an integrated management system have been consolidated into PAS 99 (Publicly Available Specification). It is based on the six common requirements of ISO guide 72 (a standard for writing management system standards). It is worth consulting PAS 99 when considering the design and structure of an integrated management system.

The organizations that are accredited to offer certification to ISO27001 are usually listed on the websites of national accreditation bodies; some of the internationally established certification bodies are also listed on www.itgovernance.co.uk/links. Not all of them may be prepared to offer a truly integrated certification service. Each organization’s website will set out what it does, and the links on the site should be followed to explore the offerings of each company.

Documentation

As set out above, the organization should adopt, for its ISO27001 system, at least the same documentation principles as are required for ISO9000. A properly managed ISMS will be fully documented. Clause 4.3.1 of the standard describes the minimum documentation that should be included in the ISMS to meet the requirement that the organization maintain sufficient records to demonstrate compliance with the requirements of the standard. The types of documents that are required include the following:


•The information security policy, the scope of the ISMS, the risk assessment, the control objectives and the statement of applicability (developed as described in Chapters 5 and 6). These might, with a description of the PDCA approach, form the core of an ISMS manual.

•Evidence of the actions undertaken by the organization and its management to specify the scope of the ISMS (the minutes of board and steering committee meetings, as well as any specialist reports).

•A description of the management framework (steering committee, etc). This could usefully be related to an organizational structure chart.

•The risk treatment plan and the underpinning, documented procedures (which should include responsibilities and required actions) that implement the specified controls. A procedure describes who has to do what, under what conditions, or by when, and how. A work instruction is an even more detailed description of how to perform a specific task. Procedures (there would probably be one for each of the implemented controls) and work instructions might be identified in the ISMS manual, but would be subject to a lower level of authorization than the manual.

•The procedures (which should include responsibilities and required actions) that govern the management and review of the ISMS. These might be part of the ISMS manual and would be developed in line with the guidance contained in this chapter.


The ISMS manual should be a controlled document, available to all staff. It can be done in paper form but is most effective either on a shared drive, an intranet, a Sharepoint server or through a document management and policy support software tool. Intranets can be developed inexpensively. An intranet ensures that the current version of any procedure is immediately available to all members of staff without inconvenience. Remember that any shared resource will have its own challenges in terms of organization and control; ownership of assets, archiving and data integrity are key issues. Sharepoint installations should be subject to their own specific governance arrangements if they are to produce maximum benefits.

A structured numbering system should be adopted that ensures ease of navigation of the manual and ensures that document issue is controlled, that replacement pages and changes are tracked and that the manual is complete. Staff should obviously be trained in how to use the manual; this is usually best done as part of the staff induction process.

Clearly, there will be a number of security system documents that themselves need to be subject to security measures. These will include documents such as the risk assessment, the risk treatment plan and the statement of applicability, which contain important insights into how security is managed and which should therefore be classified and restricted and treated in accordance with the information classification system described in Chapter 8. Access should be limited to people with specified ISMS roles, such as the information security adviser.

ISO27001 clearly recognizes that there is no such thing as a ‘one size fits all’ approach. Instead, it recommends that the extent of the ISMS documentation should reflect the complexity of the organization and its security requirements.

The ISO27001 ISMS Documentation Toolkit (www.itgovernance.co.uk/products/1) was created specifically to accompany this book. It contains a comprehensive set of ISMS documents that are designed for adaptation to meet the specific requirements of individual organization.

Leadership

Leadership, like all key business initiatives, has to be provided from the top. Clause 5.1 of the standard specifically requires that this commitment be evidenced. Ideally, the CEO should be the driving force behind the programme, and its achievement should be a clearly stated goal of the current business plan. The CEO needs to understand completely the strategic issues around IT governance and information security and the value to the company of successful certification. The CEO has to be able to articulate them and to deal with objections and issues arising. Above all, he or she has to be sufficiently in command of this part of the business development to be able to keep the overall plan on track against its strategic goals. The chairperson and board should give as much attention to monitoring progress against the ISO27001 implementation plan as they do to monitoring all the other key business goals. If the CEO, chairperson and board are not behind this project, there is little point in proceeding; certification will not happen without clear evidence of such a commitment. This principle, of leadership from the top, is of course essential to all major change projects.

The standard will not allow any certification body to certify an ISMS without getting firm evidence of the commitment of senior managers. If this commitment is not clearly demonstrated, the ISMS simply will not be adequate and the risks to the organization will not have been properly recognized or fully addressed, and the strategic business goals are unlikely to have been considered.

Change management

There have been many books written about change management programmes and initiatives. Many such programmes fail to deliver the benefits that have been used to justify the expense of commencing and seeing them through. Successful implementation of an ISMS does not require a detailed change management programme, particularly not one devised and driven by consultants. What it does require is complete clarity among senior managers, those charged with driving the project forward and those whose work practices will be affected as to why the change is necessary, about what the end result must look like and why this result is essential.

The design and implementation of the ISMS should be driven by a project team that is drawn from those parts of the organization most likely to be affected by its implementation as well as a very small number of functional experts, including HR or personnel experts. The balance is important: a properly functioning ISMS depends on everyone in the business understanding and applying its controls, and if the project team is made up of a preponderance of non-technical people, it is more likely to produce something that everyone in the business understands. The team certainly should include at least one experienced project manager, who will be responsible for tracking and reporting progress against the planned objectives. The project team or sponsor should report directly to the CEO (or equivalent management authority that has responsibility for the entire scope of the ISMS) and have the appropriate delegated authority to implement the board-approved plan. Clause 5.1.e requires the provision of adequate resources to establish the ISMS, and this is the first step to doing so.

There needs to be an outline timetable and top-level identification of responsibilities and the critical path to completion. This should be prepared by the project team and, once it has been critically tested by the CEO and top managers, approved by the board. This plan should fit onto two sides of A4 and should provide sufficient scope for those who will have to implement it to find appropriate solutions to the many operational challenges that there will be.

A key preliminary step in any successful change programme is to identify and isolate, or convert, potential opposition. Where an ISMS roll-out is concerned, there is sometimes internal resistance from the IT department. There are a number of possible reasons for this, including the desire of the head of IT not to lose control of IT security, the IT department’s desire to maintain its mystique and the fear that its existing controls might be found to be inadequate. This is not surprising. ISO27001 does require the organization’s board and senior management to take control of its ISMS and the whole organization to get behind and understand key aspects of security policy. The resistance of the IT department must be expected and overcome at the outset. There are circumstances where this can lead to a change in IT staff, either forced or unforced, and the organization should expect this and prepare appropriate contingency plans.

Training will be an important facilitator of the change programme. The project team will need initial training in the principles of ISO27001, the methodology of change and project management and the principles of internal communication. Staff throughout the business will need specific training in those aspects of security policy that will affect their day-to-day work. The IT manager and IT staff will all need competency in information security, and if this needs to be enhanced by training, this should be delivered by an organization that recognizes and understands the technical aspects of ISO27001 training.

Communication

Underlying any successful change management programme, and especially necessary for the successful roll-out of an ISMS, is a well-designed and effectively implemented internal communications plan. Compliance with clause 5.1.d suggests that key components of this plan must include the following:


•Top-down communication of the vision – why the ISMS is necessary, what the legal responsibilities are, what the business will look like when the programme is complete and what benefits it will bring to everyone in the organization.

•Regular cascade briefings to all staff on progress against implementation objectives. These briefings should quickly become part of the existing organizational briefing cycle, so that ISO27001 progress becomes part of the normal business process – ‘just another thing that we’re doing’.

•A mechanism for ensuring that key constituencies and individuals within the business are consulted and involved in the development of key components of the system. This ensures that they buy in to the outcome and to its implementation.

•A mechanism for ensuring regular and immediate feedback from people in the organization or in affected third-party organizations so that their direct experience of the initial system as it is implemented is used in the evolution of the final version.

•These face-to-face communications should be underpinned with an effective information sharing system. Most usually, this will be part of the corporate intranet, on which regular progress reports as well as detailed information on specific aspects of the ISMS are posted. E-mail alerts can tell staff to access the intranet for new information whenever it is posted and the site can encourage feedback by means of a ‘write to the CEO’ function.


Reviews

Clause 4.2.3 of the standard requires the effectiveness of the implementation of the identified controls to be monitored and verified by regular compliance reviews. This will be discussed in some detail in Chapter 27. The records of the management body (to be discussed in Chapter 4) that is responsible for implementing the ISMS should document that these reviews were carried out on particular dates, what the results of the reviews were and what actions, if any, were required as a result.

Continual improvement and metrics

Clause 8 of the standard, ‘ISMS improvement’, was already embedded in specific components of the 1999 version. It is now overt, and part of the PDCA approach. The corrective action requirements of clause 8.2 are met by an effective ISMS audit plan (Chapter 27), competent review of non-conformities (part of the responsibility of the information security manager), the incident response procedures (Chapter 25) and related documentation. Prevention is always better than correction and, as is discussed later in that chapter, the information security manager should have a specific responsibility in terms of preventive action planning and implementation.

The combination of effective corrective and preventive plans, together with a formal review process and strong internal audit structure, within the context of an ISMS developed in line with the recommendations of this book, will enable an organization to start demonstrating its approach to continual improvement. A long-term approach to continuous improvement must include measuring the effectiveness of the ISMS and of the processes and controls that have been adopted. ISO27001 requires effectiveness measurements (also see Chapter 6 and ISO/IEC 27004) to be undertaken and results from them included in the input to the management review meeting (clause 7.2.f). Clearly, information security as an organizational function needs to be measured against performance targets in just the same way as are other parts of the organization. In order to develop a useful set of metrics, an organization will have to identify what to measure, how to measure it and when to measure it.

Some of the areas that should be considered for measurement include the effectiveness and value adding capability of the incident handling process, the effectiveness and cost savings provided by staff training, the improvement in efficiency generated by access controls and external contracts, and the extent to which the current scope is meaningful and relevant in the changing business place.
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