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 To Natalie, Ambrose, and Ben


 There are no walls which completely block the wind.
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 Prelude


Scene 1

November 1997.

Katrina Leung made a striking figure, standing there at the microphone in her brightly colored cheongsam Mandarin dress and jacket, her jet-black hair swept up in a tight bun as usual, the high cheekbones accenting her thin, angular face. She was joking with Jiang Zemin, the president of China, joshing and cajoling him to sing for the VIP audience of one thousand at the Biltmore Hotel in Los Angeles. 

"I will sing a song from a Chinese opera," President Jiang finally agreed, to the delight of the assembled dignitaries.

"One silver moon over the window sill,"  he warbled in Mandarin, choosing an aria from The Capture and Release of Cao Cao, the classic tale of a conniving, murderous third-century warlord who is caught and sweet-talks his way out of trouble.

Katrina Leung, at the time a prominent member of the Chinese American community in Los Angeles, had organized the 1997 dinner in honor of Jiang and was acting as his interpreter and emcee of the affair, basking in the spotlight, where she liked to be. Leung's persuading the president of China to burst into song was the high point of the evening, and her coup created a major buzz in the room.

If there had been any doubt before, the night at the Biltmore solidified her position as the most powerful Chinese American personality in Los Angeles. Leung appeared to move easily at the top of the worlds of politics and business in both the United States and China. How she managed to do so confounded even her many admirers.

But there was something that the distinguished dinner guests did not know: Katrina Leung was a spy, code-named PARLOR MAID.



Scene 2

December 1990.

Bill Cleveland, chief of the Chinese counterintelligence squad in the FBI's San Francisco field office, was checking into the Zhongshan Hotel in Shenyang, in northeast China, when he saw him.

Dark-haired, cool, handsome enough to be a Hollywood actor, Cleveland was not someone easily rattled. But now he looked like a man who had seen a ghost.

He turned, crossed the hotel lobby, and spoke urgently to I. C. Smith, a fellow FBI agent. As Smith recalled the moment, Cleveland approached him looking "sort of wide eyed."

"You won't believe who I just ran into," Cleveland said. "It was Gwo-bao Min." 

For more than a decade, Cleveland had relentlessly pursued Min, an engineer with a Q clearance who had worked at the Lawrence Livermore National Laboratory in California, one of two national laboratories in the United States that design nuclear weapons. Cleveland—and the FBI—were convinced that Min had betrayed critical US nuclear secrets to China. Yet the proof, enough evidence to make an arrest, seemed always, maddeningly, just out of reach.

In the closed world of FBI counterintelligence, only a small group of insiders knew about the highly classified case and the lengthy pursuit of the former Livermore scientist. Min had become the great white whale to Cleveland's Captain Ahab. The FBI gave its TOP SECRET investigation a code name: TIGER TRAP.

Cleveland could not let go of the case; he had delivered dramatic closed lectures on TIGER TRAP at the lab, at the FBI training facility in Quantico, Virginia, even at CIA headquarters, using it as an illustration and a warning of subtle Chinese intelligence methods.

At the time of the unexpected encounter in Shenyang, Cleveland was the bureau's preeminent Chinese counterintelligence agent. For an FBI counterspy to get into China was tricky enough, but Cleveland, a Mandarin-speaking student of Chinese history, had managed it.

He had slipped into the Communist-controlled mainland as a member of a State Department team inspecting the security of US diplomatic installations in China. I. C. Smith, the other FBI agent on the team, was on assignment to the State Department and traveled as a diplomat. He recalled that they were closely watched. Well before the inspection team arrived in Shenyang, Smith thought he had detected an unusual amount of surveillance.

"In Beijing one day," he said, "it was late in the afternoon, a cold dry wind blowing, and I went into a park called the Temple of the Sun to stretch my legs." The park, near the American embassy, was deserted, but as he turned to go back he suddenly came upon a man who quickly looked away and began studying a mural nearby. Smith continued on a short distance, discreetly photographed the man, and kept walking. As he left the park he saw a black limousine, the motor running, with two Chinese men inside. He had no doubt that the car and its occupants were from the Ministry of State Security, the MSS, China's intelligence service.

"Later in a market, I saw a guy and the same guy kept showing up.  We were even followed on a trip to see the Great Wall." Smith was surprised at all the attention. "Usually diplomatic security people don't get that kind of coverage."

And now, incredibly, Cleveland had run into Min, the target of the prolonged TIGER TRAP investigation, in remote Shenyang! Cleveland knew Min; he had questioned him more than once. The two spoke briefly in the hotel lobby. It turned out that both were scheduled to leave Shenyang on the same flight two days later, but Min never showed up at the airport.

Cleveland was shaken by their encounter in the hotel. In a country of more than a billion people, what were the odds of Bill Cleveland running into Gwo-bao Min?

"Neither one of us believed in coincidences,"  I. C. Smith recalled in his gumbo-thick Louisiana drawl. Was the MSS trying to rattle the FBI? Was the People's Republic of China sending a message from Shenyang to the J. Edgar Hoover Building in Washington?

Cleveland could not be sure. But as matters turned out, the encounter was a dark harbinger of what awaited him.



 Chapter 1
 
A THOUSAND GRAINS OF SAND

FOR ALMOST HALF a century during the Cold War, the world focused on the global espionage battle between the United States and the Soviet Union. The duel between the CIA and the KGB, portrayed in countless books, films, and news stories, captured the public imagination.

Espionage became a kind of entertainment, in no small measure due to the fictional exploits of James Bond, first popularized when President John F. Kennedy let it be known that he enjoyed Ian Fleming's stories. John le Carré's George Smiley provided a more authentic, if less glamorous, rendering of the spy wars.

Fiction masked the cold reality. In the actual conflict, spies and their agents died. Lives were shattered. The CIA plotted to overthrow governments and assassinate political leaders. The KGB's supermoles, Aldrich Ames in the CIA and Robert Hanssen in the FBI, stole US secrets by the trunkful and betrayed agents working for US intelligence, many of whom were executed.

As the East-West intelligence battles played out in the cafés of Vienna, in divided Berlin, and in back alleys across the globe, scant attention was paid to the espionage operations of a rising global power—China—and the limited efforts of US counterintelligence, not always successful, to block Beijing's attempts to acquire America's secrets. Inside the FBI, Soviet spies were regarded as the principal quarry; Chinese counterintelligence was relegated to a back seat. After the Soviet Union collapsed in 1991, Russia's spies continued to target the United States, as was demonstrated by the arrest in 2010 of ten "illegals" sent by Moscow to pose as Americans and gather intelligence in the United States. The KGB's espionage arm simply became the SVR (Sluzhba Vneshnei Razvedki), and US counterintelligence efforts against Moscow continued much as before.

Yet China has in many ways become America's chief rival. And China has spied on America for decades, with some spectacular results, little known outside intelligence circles. At the same time, the end of the Cold War enabled the FBI to rethink its counterintelligence priorities. The bureau shifted its focus to China, to the espionage war with the MSS, the Ministry of State Security—China's foreign spy agency—and the intelligence branch of the PLA, the People's Liberation Army. This book offers a history of China's spying within the United States, focusing chiefly on recent decades, but also looking at some earlier episodes from the post-World War II era. It is a story of interlocking agents and cases, centered around the two particularly dramatic stories of PARLOR MAID and TIGER TRAP. It is a history largely undisclosed, and yet no less significant than the parallel story of Soviet and Russian penetrations. There have been no major films, no best-selling thrillers, and relatively little press coverage about Chinese espionage. Yet the drama, and the stakes, are just as high.

***

America and China are locked in an uneasy embrace. China needs the United States to buy its exports, and American companies long to expand their sales in the huge Chinese market. Washington looks to China for help in dealing with intractable foreign policy issues, such as the nuclear ambitions of North Korea and Iran.

Despite their interdependence, both countries actively spy on each other, a fact that has not been widely understood. During World War II, Soviet spies penetrated the Manhattan Project and stole US atomic secrets. That history lesson was not lost on China. In the decades after World War II, Chinese espionage was principally aimed at stealing US nuclear weapons data. To the extent that China could acquire those secrets, it could bypass years of research and testing and speed its own development of nuclear weapons, in particular small warheads.

China, its modernization devastated by the chaos of the Cultural Revolution, coveted those shortcuts. It had ample motive to spy. And the United States, particularly the nuclear weapons labs at Los Alamos and Lawrence Livermore, became its prime target.

Another priority of Chinese intelligence has been to penetrate US counterintelligence. Spy agencies work constantly to uncover and disrupt one another's operations. Today, Chinese intelligence also targets a broad range of US military technology, from the Navy's most sophisticated weapons systems to the Air Force's stealth bomber.

Given American preoccupations with Russia, the first thing that must be understood about China is that its spycraft differs in crucial ways from that of the Russians. Some of the techniques—including "honey traps," the use of attractive women to lure targets, and sophisticated electronics—are the same. But the differences are at least as telling as the similarities.

***

The secret headquarters of the Ministry of State Security is located in Xiyuan, the West Garden section of Beijing, near the Summer Palace. Unsuspecting crowds of foreign and Chinese tourists visit the palace daily, not realizing that they are passing China's spy headquarters.

The MSS—the Guojia Anquan Bu—is China's equivalent of the CIA. Many of its officers live in the headquarters complex in an apartment building called Chien Men, which means "front door."  Its location, too, is supposed to be secret, but the neighbors know that the spies live there.

For thirteen years, starting in 1985, China's top spy, the head of the MSS, was Jia Chunwang, an English-speaking Beijing native with a degree in physics. Jia, who was popular among Communist Party members, was chosen in 1998 as China's procurator-general, a post similar to that of the US attorney general. His successor as MSS director was Xu Yongyue, a party hack from Henan Province. Xu opposed corruption in the MSS but also cracked down on Tiananmen Square demonstrators and other dissidents. In 2007 Xu's deputy, Geng Huichang, fifty-six, a bespectacled native of Hebei Province in northern China, moved up to become MSS chief  as part of a government shakeup by President Hu Jintao, who sought to consolidate his power by naming five political allies as ministers.

The spy agency is organized into a dozen bureaus. The first bureau operates for the most part inside China, but it also recruits people who are heading overseas for study, business, or vacation. The second bureau manages the spies, sending intelligence officers abroad under diplomatic cover in Chinese embassies or under commercial cover, including officers posing as journalists. The third bureau runs operations in Taiwan, Hong Kong, and Macao. In the latter two locations, the MSS spies are assigned to a group code-named Winter Chrysanthemum, which is tasked with gathering intelligence on Taiwanese organizations and foreigners. A second group, code-named Autumn Orchid, has overlapping responsibilities in the two locations but concentrates on collecting intelligence about the media, political and commercial figures, and the universities.

The fourth bureau, the technology bureau, is in charge of wiretapping and communications, as well as photography. The fifth bureau is internal, responsible for domestic intelligence. The sixth bureau runs counterintelligence. The seventh bureau writes intelligence reports; the eighth is in charge of research; and the ninth runs countersurveillance and works to prevent defections by spies and students. The tenth bureau collects scientific and technical intelligence. The eleventh bureau runs the MSS computers and is charged with protecting the agency from foreign computer hackers. Finally, a foreign affairs bureau cooperates with friendly foreign intelligence services.

MSS spies are trained in the agency's own university, the Institute of International Relations in Beijing. The institute is a huge think tank with more than five hundred researchers. It provides the Chinese leadership with major English-language newspapers, summaries of political and economic trends, and documents issued by foreign governments. It is divided into ten offices covering the geographic areas of the world, as well as sections for international relations and the global economy.

Although the institute teaches foreign languages and geopolitics, it does not teach other courses in espionage tradecraft. For that, students are reportedly sent for specialized training at the Institute of Cadre Management, a school for spies in Suzhou, a city of ancient pagodas and beautiful bridges in the Yangtze River delta, near Shanghai. For up to a year, the recruits learn firearms, martial arts, driving, communications, and surveillance skills.

The size and budget of the MSS are secret, as is true of most of the world's spy agencies. But in September 1996, at a conference of the MSS and other Chinese intelligence agencies, called Strengthening Intelligence Work, China's vice premier, Zou Jiahua, alluded to the number of MSS agents around the world. In an address delivered to the conference, "Salute to Comrades on the Special Duties Front," Zou spoke of the "tens of thousands of nameless heroes who cherish and loyally serve their motherland [and] are quietly fighting in their special posts abroad."  If his figure is at all accurate, it would mean that the MSS literally has tens of thousands of agents around the world.

The MSS is not the only Chinese intelligence arm that spies on other countries, including the United States. The Military Intelligence Department (MID) of the People's Liberation Army also conducts espionage abroad. It is the MSS, however, that runs most of the intelligence operations against the US target.

The MSS is only the latest intelligence apparatus of a nation that is hardly a newcomer to espionage operations. China has been in the spy business for some twenty-five hundred years. Around 400 B.C., Sun Tzu, the general and military strategist, is credited with writing the classic treatise Ping-fa, or The Art of War.  In a chapter entitled "Employment of Secret Agents," Sun Tzu describes five kinds of spies that are remarkably close to those still plying their trade in the twenty-first century.

Sun Tzu's typology includes "agents in place" (he calls them native, or inside, agents), double agents, deception agents, expendable agents (who may be killed if their role in passing false information is discovered), and penetration agents. A clever spymaster, Sun Tzu writes, may employ all five types simultaneously, much like a fisherman who uses a casting net, pulling in his catch by a single cord connected to the other strands.

Mao Zedong and the other modern Chinese leaders of Communist China borrowed from Ping-fa many of the tactics they used to fight the Japanese and then the Chinese Nationalists. Sun Tzu emphasized that it was supremely important to know the enemy's forces, to have accurate advance intelligence. "Know the enemy and know yourself,"  he wrote, "and you can fight a hundred battles with no danger of defeat."

In the twentieth century, Kang Sheng was the sinister and powerful spymaster  who helped Mao Zedong gain and maintain his power. Born into the family of a wealthy landowner in Shandong Province, Kang joined the Communist Party at age twenty-five and was trained in Moscow in intelligence and security. He became a key member of Mao's inner circle, and by 1937, the evidence suggests, he had become chief of intelligence. A thin man with thick, round glasses and a pencil mustache, Kang was feared, and with good reason, since he was both powerful and ruthless. Kang supported Mao in the chaotic Cultural Revolution but died in 1975 before its backers, the so-called Gang of Four, were arrested and tried.

Kang Sheng, Jia Chunwang, and their fellow spymasters have developed a uniquely Chinese approach to spycraft, and to the penetration of America's crucial military and espionage secrets. The point is best illustrated by an anecdote that has long circulated inside the counterintelligence division of the FBI about a concept known as "a thousand grains of sand."  Paul Moore, the former senior China analyst for the bureau, has often used the story to illustrate the belief that the Chinese gather intelligence differently from the Russians and other countries.

As Moore tells it, "If a beach was an espionage target, the Russians would send in a sub, frogmen would steal ashore in the dark of night and with great secrecy collect several buckets of sand and take them back to Moscow.

"The US would target the beach with satellites and produce reams of data.

"The Chinese would send in a thousand tourists, each assigned to collect a single grain of sand. When they returned, they would be asked to shake out their towels. And they would end up knowing more about the sand than anyone else." 

There is an element of truth to the tale. Unlike China, Russia and the United States employ many of the same traditional methods to spy. Even their headquarters are the mirror image of each other. During the Soviet era, Lubianka, the KGB's headquarters and infamous prison cells in Moscow's Dzerzhinsky Square, was well known, but the KGB's foreign spies were housed in a modern complex in Yasenevo,  in a wooded area off the Moscow ring road. When the Soviet Union collapsed in 1991, the KGB's foreign espionage arm became the SVR, and the SVR headquarters remained in Yasenevo.

The buildings bear a remarkable resemblance to the CIA headquarters in Langley, Virginia. Like the CIA, the Russian spies are out in the woods, away from the capital. Its officers call their headquarters the les, meaning "the forest," or "the Russian Langley."

The two countries use similar espionage tradecraft. For example, the Soviets, and now the Russians, typically assign most of their intelligence officers to embassies around the world under diplomatic cover. The CIA does the same.

Like the CIA, Russian intelligence officers under embassy cover attempt to recruit agents, individuals in the host country who have access to military, intelligence, or diplomatic secrets. Usually, the agents are paid for their services. They may betray their country for a variety of reasons; for money, because they feel their talents are undervalued, for ideological or other reasons, or a combination of motives.

When an agent is recruited, the intelligence officer, or IO, faces the problem of how to communicate with the agent. In the wiretap age, telephone and e-mail are hardly secure modes of contact. So various methods have been developed to allow spies and their handlers to communicate undetected.

One method used by both the Russians and the CIA is the dead drop, a hiding place in a hollow tree, under a rock, or in a wall, for example. The agent places documents, microfilms, or a computer disk or digital memory card in the dead drop, which is later "cleared" by the intelligence officer. The dead drop is also used by the IO to relay instructions to the spy. Often when a drop is cleared, a signal is left, a piece of tape or a chalk mark on a telephone pole, for example.

China does not use dead drops. Its spies do not spend their time putting chalk marks on mailboxes, as the CIA's Aldrich Ames did to signal the KGB that a drop in which he had hidden documents was ready to be unloaded. China's intelligence officers under diplomatic cover are rarely caught spying, for a simple reason—they normally do not recruit and run agents.

"China has a different approach to intelligence,"  said Paul Moore, who has spent a lot of time studying the difference between Chinese espionage tradecraft and that of other countries. "There is also the question of what China is not doing," he explained. "For example, China normally does not pay money for intelligence. The Russians pay money, everybody pays money, but as a rule the Chinese don't.

"The typical Chinese way is, you help the Chinese, they help you to develop an export business to sell cheap salad bowls to Kmart. Ordinarily China doesn't give money in return for information.

"We are looking for intelligence relationships," Moore said, "but the problem we ran into is that China doesn't really develop intelligence relationships with people. China develops general relationships with people that may have an intelligence dimension."

Instead of recruiting agents, the MSS often relies on informal contacts to collect intelligence. It co-opts some of the thousands of students, tourists, business travelers, trade delegations, and scientists who visit the United States every year. It also rolls out the red carpet for American scientists visiting China, hoping to nudge them into revealing secrets.

According to Moore, the Chinese employ a technique against visitors that is carefully designed to leave them exhausted and weaken their defenses. "It's been common enough for the Chinese to arrange a grueling day of tourism for visitors, followed by an evening cocktail reception," he said. Fortified by a drink or two, the visitor might be approached "by a graduate student seeking research assistance, repeating a question that the visitor had previously been unwilling to answer when asked by a senior Chinese colleague.

"In other words, China doesn't so much try to steal secrets as to try to induce foreign visitors to give them away by manipulating them into certain situations." The visitor, Moore adds, may be pitched with statements such as, "Scientific information should recognize no political boundaries."

In Moore's view, "the principle that the Chinese apply is simple: people will almost never commit espionage, but they will often enough be indiscreet if they can be put in the right circumstances. The root problem is people making mistakes, rather than people committing espionage."

That in turn creates a hurdle for US counterintelligence. "The problem for American investigators and prosecutors is not to determine whether someone under investigation has provided information to China, but to prove somehow that he told the Chinese three things when he was authorized to discuss only two."

John F. Lewis Jr. was assistant director of the FBI in charge of the national security division, and worked in counterintelligence for nearly three decades. In dealing with Chinese operations, he said, "You may be talking about a different kind of espionage,  where scientists get together and there may not even be an exchange of documents. An exchange of ideas and ways to solve problems. There is the heart of the problem. With unfettered travel back and forth to mainland China, in many cases scientists may not even be aware of what the hell is happening."

Nicholas Eftimiades, a China analyst for the Defense Intelligence Agency, told the congressional Joint Economic Committee that it is easy to tell the difference between a Chinese intelligence officer and a co-opted scientist—intelligence officers sent abroad generally lack technical knowledge, and the scientists co-opted by the MSS usually have no training in clandestine work. "For example, at a trade show in Paris, French military investigators observed members of a Chinese scientific delegation discreetly dipping their ties  in a photo processing solution made by the German firm Agfa. The goal of this clumsy act of espionage was presumably to obtain specimens of the solution for later analysis."

The DIA analyst testified that foreign visitors in China are subject to the "aggressive use of technical surveillance measures." Many of the better hotels that cater to foreigners are equipped with bugs and cameras to record their activities. "Surveillance of foreigners in these and other Chinese hotels is carried out by the MSS's technical operations department," he said. "According to Chinese prostitutes who frequent the Jianguo Hotel, the guest rooms used by foreign businessmen there also contain microphones."

Spying is often described as the world's second oldest profession. And China, like many other countries, has used sex for purposes of espionage or blackmail. 

By far the most bizarre example of the use of sex by Chinese intelligence is the case of Bernard Boursicot,  a French diplomat in China who for twenty years carried on a love affair with Shi Peipu, a famous singer at the Beijing Opera, where female roles are often played by men. There was one little problem with the woman Boursicot considered the love of his life: she was a man.

Boursicot was arrested in Paris in 1983 and tried with Shi, who had moved there and was living with him. The diplomat testified that an officer of Chinese intelligence, whom he knew only as "Kang," had approached him in Beijing and said he would be allowed to continue the affair only if he provided information from the French embassy. He did, giving 150 documents to Shi, who passed them to Kang.

At his trial, when the judge asked how Boursicot, a Frenchman, after all, could have been fooled for twenty years, he testified, "I was shattered to learn that he is a man." Their sexual encounters, he explained further, had been fast and always in the dark. "He was very shy," Boursicot said. "I thought it was a Chinese custom."

Boursicot and Shi Peipu were sentenced to six years in prison. In 1987 President François Mitterrand pardoned Shi, but not Boursicot. The following year their affair became the basis for a hit Broadway play, M. Butterfly, by David Hwang, with a musical nod to Giacomo Puccini. In 1993 it became a film starring Jeremy Irons.

Diplomats who stray make easy targets, but Chinese intelligence operations are rarely that predictable. Because of the way China spies, it is harder for US counterintelligence to discover evidence of espionage. "If they don't pay money that means there's no money trail to follow," Paul Moore points out. "Bank accounts don't help you. If a case moves into a criminal investigation, how are you going to prove it to a jury?

"China is not interested in working with people motivated by revenge. We [the United States] love revenge as a motivating factor. Historically, the number one reason people betray the US is money, and the second reason is revenge. It is not normal Chinese practice to deal with people who have psychological or emotional problems, people who are misfits, or lonely."

Whenever a mole is discovered inside US intelligence, the counterintelligence experts try to determine what factors led to the betrayal and might have been detected in advance. Aldrich Ames, the CIA Soviet counterintelligence officer, had a severe drinking problem. So did Edward Lee Howard, the CIA officer who fled to Moscow in 1985 after betraying the agency's secrets to the KGB.

But looking for employees inside American intelligence who have a severe drinking problem or some other personal aberration would in all likelihood not help to uncover a Chinese mole inside the CIA, the FBI, or the national weapons labs. Because China would normally prefer not to deal with them.

Moore elaborated on the point. "To protect our country we have all the CI [counterintelligence] units in the government, and the security guys, the polygraph operators, and they ask about drinking and money, and talk to neighbors for background information. All the security guys are looking for vulnerabilities. If the Chinese are not looking for people with vulnerabilities, when we screen out people with vulnerabilities we don't find the people they are using."

For twenty years, Moore was the FBI's chief China analyst, toiling away in the bureau's CI-3B unit at headquarters. He developed a set of two dozen rules that he believed could apply to Chinese intelligence cases. Three are of particular importance.

First, China does not, in most instances, offer money in exchange for information.

Second, China does not accept typical walk-in cases, because of the possibility that "volunteers" are being dangled as bait by an opposition intelligence service. By contrast, some of the KGB's biggest coups came from walk-ins, not only Ames but John A. Walker Jr., a former Navy chief warrant officer who, with his son, brother, and a friend, sold the Navy's codes and spied for the Soviets for eighteen years.* 


Moore's third rule is that China "collects information from good people, people who don't have financial problems, don't have emotional problems, who are not motivated by revenge, not unsuccessful in their lives. Not someone who is lonely, needs a friend, needs a woman.

"China is looking to get good people to do bad things. How do you recruit a good person? You get a good person to do this by convincing him it would be good to help China. China is a poor country, they say, and somebody has to help them modernize, improve their defense system. We need people to help us a little bit. The idea is to convince someone that what he is actually doing is good. You don't talk about the fact that he would be betraying a trust. They say, 'We think you have an affirmative obligation to help China modernize.'

"The metaphor is sex: you are trying to woo a woman and get her to go to bed. At least in my time, if you said would you go upstairs and have sex, the answer was usually no. But getting a kiss, the answer might be different. You would try to build from that kiss onward to greater things. That's what's going on here, seduction. The targets are being led astray in small increments. You have little bits of espionage."

According to Nicholas Eftimiades, China's economic espionage follows a three-pronged pattern. First, persons are recruited in China and asked to acquire specific technological information when they travel abroad. Second, some American technology companies "are purchased outright by Chinese state-run firms."  And third, high-tech equipment is purchased by front companies, often operating out of Hong Kong.

One survey prepared for government agencies, the Intelligence Threat Handbook, estimates that China has more than 2,600 diplomatic and commercial officials in the United States, of whom a "substantial percentage" are "actively involved in collecting intelligence." More than 127,000 students from the People's Republic of China attend schools in the United States, "and many of these students have been tasked to collect information by the Chinese government," the handbook asserts. In addition, "over 25,000 Chinese visit the United States each year as members of official delegations."  

American technology continues to be a major focus of Chinese espionage in the United States. A great many cases of espionage or technology transfer to China are centered in California, with its large defense and aerospace industries, and the computer-technology companies centered in Silicon Valley. All are tempting targets for Beijing.

California also has by far the nation's largest ethnic Chinese population, a total of 1.2 million people, by the latest Census Bureau survey released in 2010. That in turn creates a delicate problem for FBI counterintelligence agents investigating possible espionage cases in California that involve ethnic Chinese. Without question, the vast majority of the 3 million people of Chinese background in the United States are loyal Americans.*  It is a fact of life, however, that China often tries to enlist ethnic Chinese in its intelligence efforts.


A joint CIA/FBI report to Congress in 1999 touched on the sensitive issue. "Because most Chinese share a common cultural and historical background, Chinese leaders refer to all individuals of Chinese ancestry as 'overseas' Chinese. When approaching an individual of Chinese origin, the Chinese intelligence services attempt to secure his or her cooperation by playing on this shared ancestry." 

Bruce Carlson, a Chinese counterintelligence specialist who headed the China section of the FBI from 2006 to 2008, makes a distinction between immigrants and later generations. "It's true that China targets ethnic Chinese," he said. "When immigrants first come here they have 'one foot in each boat,' or so China thinks. They may be more approachable by the PRC. It's easier to appeal to the motherland with immigrants. But it's much harder to appeal to the motherland with the second generation, and with those who do not speak Chinese. They are no more likely to commit espionage than any other American." 

Paul Moore said that Chinese intelligence has been successful in persuading some people to "help China modernize." According to Moore, "It turns out in agent cases where China developed someone to provide information, 98 percent were ethnic Chinese, 2 percent were not. Even the 2 percent felt an obligation to help China modernize. Normally these were people who had studied Chinese, traveled to China, or bought into Chinese culture.

"Chinese agent cases, where they recruit an agent, are mostly ethnic. Are we looking for the Chinese espionage gene? Everybody realizes that's ridiculous. The Chinese are running in their mainstream ops a program that collects intelligence but is not really an intelligence program. They want to develop relations with people who think they have an obligation to help China modernize. And who will make a little contribution. This is their sales pitch. And it turns out it will only resonate with people who have Chinese ancestry. It won't resonate with the McGillicuddys because the McGillicuddys don't give a shit about helping China modernize. What's really going on here is a marketing campaign, to sell China. It doesn't work very well, the answer usually is no. It's about as successful as telemarketing. This is a campaign which is not very efficient.

"Most who do cooperate with China are FOB, fresh off the boat, first-generation immigrants. Their grandchildren are no more susceptible than the O'Reillys or the Kowalskis. This is not a Chinese thing—it is a Chinese-immigrant thing. They are doing it because they feel it's the right thing to do."

US counterintelligence officials pursuing a spy suspect may overlook a broader point, Moore contended. "China was collecting information from the national labs and they were very successful in doing that. When the Chinese collect we lose, they gain, and they create a capability to do it again. We usually are so focused on the specifics of what they may be getting that we lose sight of the most important part—which is they are developing a capability to do it again."

Moore offered a final thought about the difficulties of catching China's spies. "Normally the Chinese are able to commit espionage against the US without leaving evidence behind," he said. "If you do have enough evidence to make a case, normally somebody in China has made a mistake."


 Chapter 2

PARLOR MAID

IN DECEMBER 1990, their work in China done, Bill Cleveland and I. C. Smith returned to the United States. Several weeks later, Cleveland called Smith from San Francisco. "I. C., they knew we were coming before we even left,"  he said. 

It was true. The proof was contained in an audiotape, made months earlier, that the government possessed but had not yet analyzed. Counterintelligence agents didn't realize what they had. The tape was an intercept by the National Security Agency of a conversation in Mandarin between a woman in Los Angeles, who used the code name Luo, and her MSS handler in Beijing, named, of all things, Mao. 

The NSA, based in Fort Meade, Maryland, forwarded the tape to FBI headquarters in Washington. From there, it was sent on to the San Francisco field office, where most of the bureau's Chinese translators are based. Which is why, early in 1991, the tape eventually made its way to the desk of Bill Cleveland, chief of the Chinese counterintelligence squad in San Francisco. 

Among other matters, the woman on the tape revealed to Mao that William Cleveland of the FBI was planning a trip to China—the trip from which he had just returned. The words on the tape were a bombshell.

Cleveland's heart sank, because he instantly recognized the woman's voice as that of Katrina Leung. Her friends knew her only as a high-profile leader of the Chinese American community in Los Angeles. But for almost two decades, she would serve as the FBI's premier secret source of intelligence on China, the Communist Party leadership in Beijing, and the MSS. For her services, the FBI would pay her more than $1.7 million. 

Cleveland knew the voice on the audiotape right away because he was familiar, in fact intimately familiar, with the voice. He had become Katrina Leung's lover three years earlier. 

Leung had been recruited in Los Angeles in 1982 by another FBI man, Special Agent James J. Smith, and given the code name PARLOR MAID. Since bureau informants are assigned a secret three-digit code name, Leung was also carried on the FBI rolls as "Bureau Source 410." She was thirty-one; J.J., as he was universally known, was eight years older.

Almost from the start, J.J. had begun a sexual relationship of his own with Ms. Leung,  whose biochemist husband, Kam, would later insist that he was unaware as the years rolled by that he was sharing his wife with not one but two agents of the Federal Bureau of Investigation.

It was J.J. who introduced Katrina Leung to Cleveland. Whether Cleveland or J.J., both of whom were married, knew of each other's simultaneous affairs with the same woman is uncertain, although apparently they did not. What is clear is that PARLOR MAID frequently strayed from the parlor into the bedroom.

Whether PARLOR MAID acted on her own in having sex with the two FBI agents who worked with her or whether she was encouraged to do so by the MSS is unknown. But the sexual relationships did give her leverage over the two FBI men, who wanted the affairs to remain secret.

Although J.J. would give her instructions, questions to ask Chinese officials, and tidbits of information she was authorized to disclose to Chinese intelligence, Cleveland's trip to China was not among these items. She knew about the trip because Cleveland had told her he was going. The voice on the tape also revealed details of FBI counterintelligence operations.

The tape was a chilling discovery for reasons that were immediately obvious to Cleveland. First, it indicated that PARLOR MAID had been doubled back against the FBI and was working for Beijing. Second, it might explain why the target of the TIGER TRAP investigation had turned up in Shenyang.

Running into Gwo-bao Min was unsettling enough to Cleveland, but this was a lot worse. Who knew where it might lead? If PARLOR MAID had been flipped by the MSS, it was a counterintelligence disaster for the FBI. But it might also drag him down if the truth about his personal relationship with a bureau asset should ever become known. Not to mention what might happen if his wife found out.

Cleveland knew there could be no innocent explanation of why his lover, the FBI's top spy against China, was using a code name and spilling secrets to her MSS handler in Beijing. He was in big trouble, and he knew what had to be done.

He reached for the telephone.

***

Cleveland spoke elliptically, but his message was clear: Katrina Leung, using an alias, had switched sides. She was working for the Chinese intelligence service.

In Los Angeles, J.J. Smith was stunned by the call. He trusted Katrina Leung. They had been lovers for eight years now, and he cared about her. In addition to their emotional and physical bond, she was his golden source.

If PARLOR MAID was now a spy for the MSS, it raised all sorts of extremely awkward problems for Special Agent Smith. J.J.'s career and reputation in the bureau had been built on his extraordinary recruitment, Katrina Leung. Because of PARLOR MAID, J.J. was a star. The FBI had already paid her well over half a million dollars in expenses and salary.

Leung traveled to China to gather intelligence for the FBI as often as two or three times a year. But Washington regarded her reporting as well worth the money—Katrina Leung was the US intelligence community's secret pipeline into the leadership in Beijing.*


The dilemma Smith now faced was excruciating. PARLOR MAID's highly classified information had, in some cases, gone all the way up to the president of the United States. Her reporting, through J.J., had undoubtedly influenced America's China policy. Now it was all suspect; who knew how long she had been an asset of the MSS?

Only a year earlier, J.J. had received a prestigious secret CIA medal for his recruitment and handling of PARLOR MAID. He had flown to Washington for the ceremony. At a CIA safe house near the White House, in recognition of his intelligence coup, a high CIA official had pinned on him the HUMINT Collector of the Year Award (HUMINT is the CIA's acronym for human intelligence, as opposed to ELINT, electronic espionage).

To shut down the operation now would be a personal and professional catastrophe for J.J. And, not least, it would almost certainly mean the end of his long-running frolic with PARLOR MAID. Smith headed to the Los Angeles International Airport and scrambled aboard the next plane to San Francisco. Once there, he huddled with Bill Cleveland. They began to contrive a plan to deal with the disaster.

The fact that PARLOR MAID was being run by the bureau as a double agent might contain the seeds of salvation for the two FBI men. As such, she was authorized to tell the MSS that she had contacts in the FBI and to pretend to help the Chinese service while remaining under the FBI's control. So there was the key. After all, J.J. knew, double agents sometimes got a little confused about whom they were working for. The nature of the game was to give away information to see what could be learned in return. Katrina Leung was six thousand miles from home when she visited China. There were times when double agents had to think on their feet, improvise. They might reveal to the opposition a little more than they were supposed to tell. It was a long shot, but perhaps, after all, this thing could be smoothed over.

***

In May 1991, a month after the unwelcome tape surfaced, J.J. and Cleveland flew to Washington to discuss the PARLOR MAID problem with their FBI superiors. The meeting took place on May 14 in a conference room at FBI headquarters. Other than the date, the details are enveloped by fog. Bureau officials say they have no record of who was at the meeting, and—with one exception—none of those who might logically be expected to have attended can remember being there. Despite the rampant amnesia, somebody must have met with the pair, because a decision was made.

The one exception was Paul Moore, then the FBI's top China analyst and a thirteen-year bureau veteran. A thoughtful, soft-spoken man, Moore had a PhD in Chinese literature and spoke Mandarin.

J.J. and Cleveland reported to the meeting how PARLOR MAID, using a Chinese code name, had told her MSS handler in advance about Cleveland's trip to China. There was no mention made of the ongoing FBI operations she had discussed on the tape, which actually contained a series of conversations between Luo and Mao.

Moore and the other officials in the room were unaware that both J.J. and Cleveland were sexually involved with their asset, a gross violation of bureau rules.

Weighing the risks and benefits of continuing the PARLOR MAID operation, Moore reached a conclusion he was later to regret. "I made the recommendation we move forward with the case.  I asked, 'What's the worst-case scenario?' That was a mistake on my part because there was a worst case. But I didn't know that."

There was much more that Moore did not know. In 1988 China had opened a consulate at 443 Shatto Place, in the Wilshire district three miles west of downtown Los Angeles. Officials in China's San Francisco consulate consulted Katrina Leung on the project, and she advised them on the best location for the facility. One of the officials from San Francisco, Wang Do Han, came to Los Angeles and worked with her on preparations for the consulate, which was housed in a new building with Fort Knox-like security.

The FBI was elated that PARLOR MAID had become involved in the location and planning of the consulate. She was told to try to persuade the Chinese to purchase cars with sunroofs, to make it easier to identify and track them from the air.

For the FBI, the new consulate offered a target too tempting to ignore. In an operation orchestrated by Lance Woo, a supervisor in the FBI's Los Angeles office, the bureau's electronics experts, using supersophisticated technology that is still highly classified, managed to penetrate the consulate. Every phone call, fax, e-mail, and communication leaving the building was broadcast to the FBI. It was one of the bureau's most successful technical coups.

But in June 1990 the FBI received intelligence that PARLOR MAID had learned about the electronic operation directed at the consulate and tipped off the People's Republic of China. The PRC must have discovered that the consulate had been compromised, because the FBI's listening devices suddenly went silent.

There was no real investigation of Leung's suspected role, in large part because of J.J. Smith's exalted stature in the Chinese counterintelligence program. PARLOR MAID was considered a supreme source, and Smith's superiors hesitated to challenge him.

But the Chinese did not discover all of the FBI's surveillance techniques. Well after 1990, the FBI was able to obtain copies of checks and documents written inside the consulate. The implication was that the FBI's technicians had even managed to bug the consulate's copying machines. The Chinese finally figured out what was happening, because in the fall of 1999 consulate officials, suspecting that the machines had been compromised, shipped them back to China to be analyzed by their own experts.

The fact that the FBI's technicians had succeeded in bugging the consulate's copying machines  almost leaked out in 1998 when Newsweek published a one-paragraph item in its issue of March 2. The brief story, headlined "A Check from China?" reported that a Senate committee headed by Senator Fred Thompson discovered that the Chinese consulate in Los Angeles had written a $3,000 check to a hotel owned by Indonesian-born businessman Ted Sioeng, one of the figures in the investigation of alleged illegal money flowing into President Clinton's 1996 reelection campaign. The Senate committee suspected Sioeng of having acted as an agent of China in funneling money into the campaign. The FBI held its breath, because its secret was teetering right on the edge of disclosure. How could a check written inside the consulate be floating around on the outside? No one realized the obvious answer. The Chinese had meticulously photocopied the check for their records—and they had unwittingly transmitted a copy to the FBI. Despite the Newsweek item, the bureau's secret held.

In the meeting at FBI headquarters, Moore was unaware that the FBI had evidence that Leung had blown the consulate eavesdropping operation. His expertise on China was well respected in the bureau and his recommendation that the bureau continue to run PARLOR MAID carried considerable weight.

He recalled the position he took at the 1991 meeting. "Here's a woman who's traveling to China, she has established contacts with senior people, including President Yang Shangkun's assistant for intelligence, she's bringing back a lot of information from China to us. They know she gets interviewed by the FBI. The argument I made is, OK, we close this case down—and obviously she has something going with the Chinese she hasn't told us about—if we close it down, does she stop going to China?  The impact is she's going to stop telling us stuff out of the president's office in China. So I said let's go forward, and other people in the room were OK with that."

J.J. Smith and Bill Cleveland were ecstatic as they left FBI headquarters. They had dodged the bullet. From their point of view, the meeting could not have gone any better.

Back in California, however, there was still one detail remaining. J.J. needed to deal with PARLOR MAID. She would have to be told that the FBI was now aware that she had been secretly slipping information to the MSS.

On May 31, J.J. confronted Katrina Leung. In an angry, emotional shouting match in the kitchen of her home in San Marino, he told her that he knew about her conversation with Mao. The CIA had identified Mao as an intelligence officer. And PARLOR MAID's MSS handler was no ordinary spy. Mao Guohua, as he called himself—that may or may not have been his real name—was regarded as the MSS's leading US expert, roughly equivalent to the chief of a CIA geographic division. How he rose to that position was unclear, since his English was atrocious and he had, as far as is known, never traveled to the United States.

J.J. produced the transcript of the telephone call. If Leung had entertained any doubt, she now realized that her incautious call to Beijing had been intercepted. J.J. and the FBI knew exactly what she had said to Mao. There was no place to hide; she had to come up with an explanation for Smith.

She then confessed that Mao Guohua had learned some years earlier that she was an FBI asset. She claimed it happened when, on a trip to China perhaps around 1986 or 1987—the date is unclear—she took with her notes that she and J.J. had prepared about a Chinese defector to the United States. The notes were in her luggage.

When Leung, en route to Beijing, crossed from a province in southern China to the next, the internal border guards pulled her aside, searched her luggage, and found the notes. On another trip to China a month later, Mao confronted her. He had her notes in hand. They were more detailed than what she had told him about the defector. 

By Leung's account, she then admitted to Mao that she was working for the FBI. She also agreed from then on to provide everything she knew about FBI operations to the MSS.  Mao ordered her to tell the MSS in advance of all plans by FBI agents to travel to China.

Since she had been working for the FBI since 1982, it was dubious that Chinese intelligence had tumbled to that fact only after four or five years, particularly since J.J. and Leung were often seen together at dinners and other functions around Los Angeles. Hobnobbing in public with the FBI raised Leung's stature in the Chinese American community. But by fixing the mid- to late 1980s as the probable date that the MSS had discovered her role, Leung avoided the issue of whether she had been passing secrets to Beijing even prior to that time.

She admitted that she had told the MSS about Bill Cleveland's pending trip to China. For this infraction, J.J., bizarrely, made her apologize to Cleveland in a San Francisco hotel room.  And that was it; PARLOR MAID, the swinging spy, was back in business.


 Chapter 3

THE RECRUITMENT

GUANGZHOU, FORMERLY CANTON, known as the Flower City or, less poetically, as the Goat City, is a bustling port on the Pearl River in South China, not far from Hong Kong. It was there that Katrina Leung was born,  probably in 1952, although she was known to shave two or three years off her age. Her name at birth was Chen Wen Ying; like many Chinese who immigrate to America, she later chose an English first name. 

She was the youngest of four children of a dam engineer who traveled a good deal. When she was an infant, her aunt and uncle lost a baby. Her mother, Chen Wu Yueh, offered them Katrina as a replacement, a practice not unknown in China. As a result of the Gilbert and Sullivan-like baby switch, Katrina was raised largely by her aunt, Shuet Ying Young, who was married to her mother's brother.

When Katrina was around three, she moved with her aunt, an older brother, and her grandmother to Hong Kong. "Katrina sleepwalks," according to her husband, Kam Leung, a tall, handsome man with a graying crewcut and cultivated manner. "In Hong Kong they lived on the fourteenth floor, in a penthouse. Her aunt would find her sleeping on the ledge of the balcony of their apartment."  Even at that early age, Katrina was living on the edge; had she rolled over the wrong way, the FBI would have been deprived of its most celebrated Chinese intelligence asset—and, as matters turned out, an unwelcome spy scandal.

Her family background had elements of a soap opera. In the 1930s Katrina's grandfather had immigrated to New York. He opened a laundry on Long Island and eventually owned two restaurants in lower Manhattan. His son, Jimmy Gai Chin, Katrina Leung's uncle and surrogate father, joined him in New York. With his wife back in Hong Kong, the uncle took up with a barmaid and sired two boys. The barmaid moved to England with the children, became ill, and died; the boys, ages six and four, were returned to New York. The uncle, suddenly finding himself a single parent, called on his wife for help, and Katrina, her aunt, and grandmother joined him in Manhattan in 1970. Katrina traveled on a Taiwanese passport that said she was born on May 1, 1954, in Canton, China. 

They moved into an apartment at 137 Chrystie Street. "She enrolled in Washington Irving High School, and from three to midnight worked in a sewing factory," Kam Leung said. "She got mugged twice walking home at night."

In 1972, the same year Katrina graduated from high school and became a permanent resident, she was accepted at Cornell University on a scholarship. There she met Kam Leung, a graduate student in biochemistry. He recalled the moment.

"The first weekend I went there I saw a flyer, 'Upper Buttermilk Falls, Chinese Student Association Picnic.' I went, and there was a little girl wearing almond-shaped tinted eyeglasses and pigtails. She said, 'I'm very cold.' So even I could figure that out so I took off my pea coat and gave it to her.

"A week later I found her crying in the lobby of the International Student House. She was lonely and homesick, so that is how we went on our first date. We went to see the movie Butterflies Are Free." 

They lived together for three years before marrying in 1975. "I was too poor for a wedding ring so neither of us wear wedding rings."

Kam Leung was born in Hong Kong in 1951;  his father, a graduate of a military school in China, had been posted to a train station near Canton. "When the Japanese invaded, he was in charge of the last train out of China. He rescued the safe of Ho Tim, who founded the Hang Seng Bank in Hong Kong, and probably saved his fortune."

In 1969, when Kam Leung was eighteen, he came to the United States to study chemistry at Sam Houston State University, in Huntsville, Texas. He went on to Cornell in 1972 to earn a PhD in biochemistry.

In lengthy interviews over two days, Kam Leung came across as both astute and sophisticated as he described in great detail his life with Katrina. He was also, to all outward appearances, and despite his wife's infidelities, still hopelessly in love with her.

"She is brilliant," he said. "She was always the head of the class. She is generous to a fault." What had attracted him to her? "She's helpless," he replied. "She is extremely insecure inside. I recognized the little girl inside of her, crying out."

There is, of course, a startling disconnect between Kam Leung's gauzy view of the helpless little girl in pigtails who captured his heart at Cornell and the tough-minded, deceptive, and ambitious woman who ended up earning millions as a double agent and a spy for both the FBI and Beijing.

Katrina Leung graduated from Cornell in 1976, and her husband won a research fellowship at the University of Chicago. "She just followed me and hung around the Chinese student center." But 1976, Kam said, "was the beginning of her troubles. Katrina helped to found the Chicago chapter of the National Association of Chinese Americans. It was considered a pro-Beijing group."

And it was in Chicago that Katrina met and became a close friend of Hanson Huang, a smooth graduate of Harvard College and Harvard Law School who had landed a job in that city with Baker & McKenzie, a prestigious international law firm. Huang, who was born in Hong Kong in 1951, and Katrina Leung were both active in support of China in the Diaoyutai Islands student movement.

The islands—in Chinese, diaoyutai means "to catch fish"—are a string of eight barren and uninhabited isles in the East China Sea about one hundred miles northeast of Taiwan. They are claimed by China, Japan, which calls them the Senkaku, and Taiwan. During the 1970s, Chinese students around the world joined in a movement to protest Japan's claims to the islands.*


In 1976 Kam Leung completed his PhD and moved to Cincinnati to take a job at Procter & Gamble. Katrina remained behind and earned a master's in business administration at the University of Chicago. Kam visited her on weekends.

In 1980 the couple moved to Los Angeles and took a studio apartment in Azusa, in the foothills of the San Gabriel Mountains east of downtown. Kam went to work as a research scientist for a medical equipment company. "I was killing mice, fifteen hundred mice a week for the lab, injecting them." Katrina got a marketing job with an HMO.

Before that, however, she briefly worked as general manager of an import-export company. The FBI investigated the firm because it was suspected of illegally transferring technology to China. Early in 1981 the FBI began a full field investigation of Katrina  herself, who was "believed to be engaged in clandestine intelligence gathering on behalf of the PRC." That investigation languished in the FBI bureaucracy and the case was closed, with no action taken, in November of that year.

At the same time, the bureau learned that Katrina Leung had a close relationship with the target of another case of suspected technology transfer to China, this one in San Francisco. William Cleveland was the case agent; in Los Angeles, J.J. Smith was assigned to the investigation.

A year later, in August 1982, J.J. knocked on the door of the apartment in Azusa. He identified himself as a special agent of the FBI.

It was the beginning of the dance, an intelligence tango that sometimes ends with the recruitment of a useful source. It might seem astonishing, even reckless, that the FBI would try to recruit someone who it believed might be spying for China. But in "the wilderness of mirrors," as counterintelligence is often called, it was not entirely strange. The recruiter looks for a person who already has contacts with the target. And calculates the risk.

Over the next four months, J.J. interviewed Katrina several times. By December, she had accepted J.J.'s offer.

Soon afterward, according to Kam, "We were sitting by a lake. She said, 'I'm going to quit my job to work for the FBI.'"


 Chapter 4

DOUBLE GAME

THERE ARE TIMES when a single act can be a turning point in a life. Everything else that happens flows from that moment. J.J. Smith's recruitment of PARLOR MAID was just such a pivotal juncture. He had been a special agent of the FBI for a dozen years. He was thirty-eight; Katrina Leung had just turned thirty-one a month earlier.

J.J. was a big man, almost six feet, stocky and muscular, proud of his blue-collar background. His father was a bricklayer for forty-five years. His grandparents on his father's side were German farmers; his maternal grandmother, who was Mexican, had married a Scotch-Irish fireman.

He and his wife, Gail, a former Daffodil Queen in Washington State, were married in 1966. In the summer of 1967, after graduating from the University of Puget Sound, he was about to be drafted when he encountered a buddy, Doug Walker, who had an idea.

"Let's sign up for Army Intelligence," Walker suggested, "and we'll both end up drinking beer in Germany." Instead, they were trained as intelligence officers and sent to Vietnam. J.J. was assigned to the 515 Military Intelligence Group in Quang Ngai, a Viet Cong stronghold, running double agents in a program code-named 97 CHARLIE.

Back at Fort Bragg, North Carolina, a local FBI agent in Fayetteville recruited him for the bureau, which he joined in 1970. He wound up in Los Angeles, and by 1975 he was handling Chinese counterintelligence cases.

Foreign counterintelligence, or FCI, in bureau terminology, was not a popular career path inside the FBI. "Young agents out of Quantico, all full of piss and vinegar, they wanted bank robberies, criminal cases," said John L. Hoos, a former FBI agent who worked with J.J. "But J.J. was a rare duck, he went into FCI  and stayed in FCI."

J.J., he added, "was very likable, with a good sense of humor, he was very dedicated to his work, respected by the other agents. He was well versed in Chinese counterintelligence—a walking encyclopedia on cases, procedures. If you had a question, ask J.J."

By the time J.J. recruited PARLOR MAID in 1982, he had achieved an unusual degree of independence within the FBI field office. His supervisors indulged him and deferred to his expertise on matters Chinese. Although FBI agents are often moved around, because of J.J.'s stature he was able to remain in Los Angeles. With his wife, Gail, and their young son, Kelly, J.J. settled down in Westlake Village, a comfortable suburb.

Although at first Katrina Leung was only an IA, the FBI's designation for an informational asset, J.J. quickly realized her potential as a bureau source. It did not take long for their professional relationship to turn personal. By August 1983 they had hopped into bed. 

One of the reasons that J.J. had recruited Katrina was her friendship from Chicago days with Hanson Huang, who had gone to China to work for Armand Hammer and the Occidental oil company. Although Huang was a loyal pro-PRC activist, the Chinese authorities had, ironically, begun to suspect him, perhaps because of his curiosity about the location and size of the country's oil reserves, matters considered state secrets in China. He was arrested, and in June 1983 convicted of espionage in a Beijing court  and sentenced to fifteen years.

J.J.'s interest in Huang, and the FBI's, was based on more than Huang's activism in the Diaoyutai Islands student movement. For Hanson Huang had emerged as a key figure in TIGER TRAP, involving nuclear weapons, which Bill Cleveland was actively pursuing in San Francisco with the help of J.J. in Los Angeles. Now that Huang had run afoul of Chinese intelligence, perhaps he might be willing to help the FBI.

As J.J.'s first major assignment for Katrina,  he instructed her to go to China and try to wangle her way into the prison where Huang was being held. It was a tall order. In a tightly controlled Communist state, how could a foreigner manage to visit a prisoner serving time for espionage? That she accomplished that feat might have been expected to raise an eyebrow both with J.J. and the bureau. It did not; J.J.'s first reporting to headquarters from PARLOR MAID was a summary of what she had learned on her prison visit.

I. C. Smith, who was not related to J.J., was then working in the China unit at FBI headquarters in Washington. "J.J. had sent me an airtel and she, Katrina Leung, had all this reporting on her first trip to China in 1983 about Hanson Huang, who was in jail. I said this was a bunch of crap because it's got sex and intrigue and everything but intel. I said, 'Dammit, J.J., where's the fucking beef?'" 

"Don't worry, it's coming," J.J. assured him.

I.C.'s annoyance may have been partly rooted in the fact that J.J. seemed to walk on water in the bureau. "J.J. had an LA attitude," I.C. said. "He flaunted the rules. He could get by without wearing a coat and tie. He had this great source, and it made him bulletproof."

By this time, PARLOR MAID had graduated to the status of an OA, or operational asset in FBI jargon. As an IA, she provided information to the bureau; as an OA she was given specific tasks. At the same time, Leung was solidifying her contacts in the Chinese American community in Los Angeles.

In March 1984, with J.J.'s help to speed up the paperwork, she became a US citizen. That year, or soon after, Katrina moved into the big leagues as a full-fledged DA, or double agent. The bureau's plan was to let the MSS think she was working for China, while in fact she was directed and controlled by the FBI.*


Toward that end, she was encouraged by J.J. to advertise to China her contacts with the FBI and in particular her friendship with him. She was authorized to approach the MSS in Beijing, pretending to be loyal to China. No sensitive information was supposed to be given to her by the FBI, since she was not an employee and would have had a difficult time explaining her access to bureau secrets. But the Chinese, who have been spying for at least twenty-five hundred years, since Sun Tzu wrote the book on espionage, would have quickly understood that she had been recruited by the FBI and dangled to the MSS. And anyone who had a relationship with the FBI was of great interest to the MSS.

On her visits to China, PARLOR MAID was also encouraged by J.J. to boast to the MSS and other officials about her growing status in the Chinese American community, since that, too, made her an attractive source for the Chinese intelligence service.

PARLOR MAID was usually accompanied on her trips to China by her husband and their young son. On her very first trip to Beijing, according to Kam Leung, "she knocked on the door of the MSS.  She was tasked to do this."

"We went to China at least once a year, sometimes more," he said. "We went to China at least twenty years, some years two or three times."

The presence of her husband and son, Kam said, "provided the excuse to visit wherever Katrina asked to go. She would say, 'Our family have never been to Xi'an,' so they would say, 'Sure, go to Xi'an.'

"Or she would say, 'My son would love to go to Harbin, to the cold country.'" Three times, PARLOR MAID traveled to Harbin, in far northeast China near the Russian border, where the temperature was well below zero, claiming that their son "loved the Ice Lantern Festival." In fact, there was another motive; she was currying favor with the head of the MSS, who came from that city in Heilongjiang Province, as did a large number of other Chinese intelligence officers.

"I was the cameraman," her husband said. "I used a Nikon and an Olympus, eventually a Sony digicam." Kam bought the cameras and the FBI reimbursed Katrina for them. He would make a double set of prints and give one to his wife to pass on to J.J.

Some of PARLOR MAID's reports made it to the White House under presidents Ronald Reagan, Bill Clinton, and both George H. W. Bush and George W. Bush, according to intelligence officials. The high-level CIA medal that J.J. received for PARLOR MAID is evidence of how valuable her work, and his, was regarded. Until later, when it all unraveled.

As Katrina Leung was ingratiating herself with the top leaders in Beijing, she simultaneously became an increasingly prominent member of the Chinese American community in Southern California. She was active in Republican political circles as well, contributing $10,000 to Los Angeles mayor Richard J. Riordan and $4,200 to Bill Simon Jr.,  who defeated Riordan in the Republican primary for governor of California in 2002 but lost to Gray Davis. According to campaign finance records, the Leungs contributed some $27,000 to the Republican Party during the 1990s.  Katrina Leung also contributed to at least one prominent Democrat, her friend Judy Chu, who represented heavily Chinese American Monterey Park in the state assembly.

Her entrée into the wider world of Los Angeles society was through Caroline Leonetti Ahmanson, a onetime hostess on Art Linkletter's television variety show House Party and the widow of Howard Fieldstead Ahmanson, a billionaire savings and loan tycoon. Caroline Ahmanson, who died in 2005, was a well-known patron of the arts in Los Angeles—the Ahmanson Theatre bears the family name—and was also active in promoting improved relations between China and the United States. She was chairwoman of the Los Angeles-Guangzhou Sister City Association, and chose Katrina Leung as president. Caroline Ahmanson was close to Zhu Rongji, the premier of China for five years until 2003, and she visited the mainland several times, accompanied by Katrina.

"Without Caroline, Katrina is just another Chinatown hustler," Kam Leung said of his wife. "Caroline introduced her into the mainstream of society."

Los Angeles businessman Peter Woo, founder and president of the toy manufacturing company Megatoys, saw evidence of Katrina Leung's clout in China firsthand. In 1996, as part of a delegation of some forty community leaders, he accompanied her and Mayor Riordan on a trip to Beijing and other cities in China to promote business for the port of Los Angeles.

"She was the one who put the trip together.  She was in command. There were a couple of dinners with Chinese government officials. She emceed these events. There was a banquet at the Great Hall of the People, she was emcee of that banquet. Katrina and Mayor Riordan saw Jiang Zemin in his office. She bragged about it, she can see so-and-so any time she wants. Our impression was that she was very well connected with the Chinese government." Or as one high city official in Los Angeles put it, "When you need to get something done with China, you go to Katrina Leung." 

Katrina, Woo recalled, would often show up at functions with her FBI friends. "She sometimes invited J.J. and his colleagues to dinners. There were rumors she was a spy for China. You see her with FBI agents and she introduced them to us to show there was no problem with the US government. Showing up with the FBI legitimized her status."

And working for the FBI also meant that Katrina Leung enjoyed an affluent lifestyle. Of the more than $1.7 million in expenses and salary she received from the FBI, more than half, $951,000, was paid to her after the FBI learned in 1991 that she had passed unauthorized information to Mao Guohua, her Chinese spymaster. 

In addition, because of her known connections to the leaders in Beijing, she was approached by Nortel, a major Canadian telecom company, which paid her $1.2 million  as its representative in a deal to allow Nortel and its DMS-100 digital switching systems into China.

As the FBI later discovered, the Chinese government also paid her $100,000,  so that her known income from the FBI, Nortel, and the PRC amounted to more than $3 million.

With the money rolling in, the Leungs' lifestyle improved accordingly. They purchased a house for $1.4 million in San Marino, an upscale section of Los Angeles, with a garage, a swimming pool, a pond, a pool house, and four cream-colored stone lions guarding the driveway. They also owned a Chinese-language bookstore in Monterey Park and two apartment houses, and had funds in sixteen foreign bank accounts.

It was in the house in San Marino that most of the trysts between J.J. and Katrina took place. It was also at the San Marino residence that J.J. would brief PARLOR MAID on her assignments, and learn the information she brought back from her trips to China.

Where was Kam Leung during J.J.'s visits? When the FBI man came to the house, he said, "I stayed away. I didn't want a tap on the shoulder in Beijing if I knew intelligence secrets. I could have been interrogated and imprisoned. I didn't want to know what they were discussing.

"For over twenty years, J.J. would come to our house any time he wanted. Three days a week, sometimes five days a week. He would call first and say, 'Can I work?' All our relatives know they cannot come to our house without calling ahead."

J.J. had become so confident of PARLOR MAID and their partnership that he began taking classified documents to her home. TOP SECRET and other classified materials were stored in the FBI's Los Angeles office under tight security in a secure compartmented information facility, or SCIF (pronounced "skiff"). Usually, agents would read the documents in the SCIF. Sometimes they would check out documents to be reviewed in their offices and then returned.

Not the privileged J.J., who would stuff the documents into his briefcase and take them along to the house in San Marino. He was the only agent who, at least once, kept TOP SECRET documents overnight.

Having free run of the house in San Marino was marvelously convenient for the lovers. But it was also convenient for the MSS. J.J. would leave his briefcase open;  the file folder pockets in the briefcase often contained documents with the text facing out. She could see the documents she wanted.

While the FBI man was dozing, or outside smoking, or in the bathroom, perhaps showering after they had sex, PARLOR MAID took classified documents from his briefcase and surreptitiously made copies of them on her photocopier or fax machine. Sometimes she took notes on the contents and later threw out the copies of the documents in the trash.

At other times she scribbled notes about what was in the documents without copying them. She also made notes of information that J.J. shared with her. How she could have managed all this without her lover's knowledge is somewhat baffling, but there is no evidence that J.J. realized his primo source was betraying him. Over the years, PARLOR MAID passed information to the MSS that she had stolen this way.

Even more remarkably, Katrina Leung continued to pilfer documents from J.J.'s briefcase for many years after 1991, when it had become clear to the FBI from the tape that as Luo she was reporting to the MSS.

What with J.J. dropping by so often, inevitably the Smiths and the Leungs grew close. "J.J.'s family and my family were good friends all these years," Kam said. "In 1992 we went to Hawaii together, island hopping."

And was he aware of his wife's affairs with not one but two FBI agents? He replied: "Gail [Smith] didn't know, William Cleveland's wife didn't know. And I didn't know."
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