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WHEN I joined WikiLeaks in 2007, I found myself involved in a project devoted above all to one goal: subjecting the power that was exercised behind closed doors to public scrutiny. The idea of using an Internet platform to create transparency where it was most resisted was as simple as it was brilliant.

Over the course of my time with Julian Assange at WikiLeaks, I would experience firsthand how power and secrecy corrupt people. As the months passed, WikiLeaks developed in a direction that dismayed core members of the team and led us to leave the project in September 2010. I was confident that the diplomatic, almost reticent criticism I voiced at the time would cause people to question the power of WikiLeaks and the chief figure behind it, as is the case with other organizations.

In fact, the opposite happened. Small segments of the public around the world, people who had been acquainted with the topic for a while, did begin to criticize what WikiLeaks had turned into, but their questions were drowned out in the hype surrounding the platform for leaking confidential documents and its founder. Julian Assange and WikiLeaks, bound inextricably to each other, became a pop-culture phenomenon.

That was due primarily to the informational vacuum at the heart of a secretive organization whose motto is transparency. Now, like so many of the people to whom we gave a platform for revelations, I have decided to make inside information public. This isn’t a decision I have taken lightly. For a long time, I was torn between feelings of loyalty and my own moral standards.

At WikiLeaks we often used to say that only an accurate historical record can enable a true understanding of the world. I have decided to do my part toward that end with this book.

DANIEL DOMSCHEIT-BERG
Berlin                        
January 2011            
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I STARE at the monitor. The screen is black with green letters. A couple of posts react to the lines I wrote. I ignore them. I’ve already typed my last words. There’s nothing left to say. It’s over. Forever.

Julian was no longer present in the chat room. At least, he hadn’t answered. Perhaps he was sitting silently in front of his computer, apathetic, shocked, or enraged, in Sweden or wherever he was keeping himself at the moment. I didn’t know. I only knew I was never going to talk to him again.

The bar on the corner had discharged the last of its guests into the night. I heard them cheerfully heading toward the nighttime streetcar stop. It was approaching two a.m. on September 15, 2010.

I left my laptop on my desk and collapsed into a pile of cushions in the corner of my living room. I picked up a novel by Neil Gaiman and Terry Pratchett and started reading. What else was one supposed to do in a situation like this? What would other people do?

I read for hours. At some point I fell asleep, still in my jeans and sweater, with woolen slippers from my grandmother on my feet. The book fell to the floor. I remember the title: Good Omens.

How do you walk out of your job when the place where you work is the whole world? When there are no colleagues around to give a farewell handshake? When two hastily typed lines, in green letters, have burned all your bridges? When no one even gives you a swift kick in the ass to send you on your way?

“You’re suspended,” Julian had written me weeks ago.

As if he alone were the only one who could decide. Now it was finally over.

When I awoke the next morning, everything looked normal. My wife, my son, our usual household mess—everything was exactly as it had been, and the sun was shining through our living room window at the same familiar angle. But it all felt different. A part of my life had been transformed from a promising future to a past that was dead and gone, never to be recaptured.

I had broken off contact with the people with whom I had shared the past three years of my life and for whom I had given up my regular job and neglected my girlfriend at the time, family, and friends.

For years, the chat room at WikiLeaks.org had been my central channel to the outside world. Sometimes, when I was working on an important publication, it was my only channel. I was never again going to log myself in. Weeks earlier, Julian had blocked access to my mail account. He had even threatened me with the police. But instead of signing the confidentiality agreement others had encouraged me to put my name to, I am writing this book.

We used to be best friends, Julian and I—or, at least, something like friends. Today, I’m not sure whether he even knows the concept. I’m not sure of anything anymore. Sometimes I hate him so much that I’m afraid I’d resort to physical violence if our paths ever cross again. Then I think that he needs my help. That’s absurd, after everything that’s happened. Never in my life have I known such an extreme person as Julian Assange.

So imaginative. So energetic. So brilliant.

So paranoid, so power-hungry, so megalomanic.

I believe I can say we spent the best years of our lives together, and I know we can never go back. Now that a few months have passed and my emotions have calmed down, I think that everything is all right the way it is. But I also freely admit that I wouldn’t trade the past few years for anything in the world. I’m afraid that, given the choice, I’d do it all over again.

The things I’ve experienced! I looked into many an abyss and played with the levers of power. I’ve understood how Scientology, high-level corruption, money laundering, the peddling of political influence, and the waging of war actually function. I’ve telephoned via Cryptophone to maintain security, traveled the world, and been embraced by grateful people on the street in Iceland. One day I ate cake with the investigative reporter Seymour Hersh; the next, I sat on the bus with Germany’s Labor minister, Ursula von der Leyen; and on the third I watched us make headlines in the nightly news. I played a role in parliamentarians’ decision not to pass a badly written law on censorship in Germany, and I was onboard when they enacted a fine piece of legislation in Iceland.

Julian Assange, the founder of WikiLeaks, was my best friend. The site made him into a pop star, one of the most intriguingly zany media figures in the world. Unfortunately, his brand of zaniness is also dangerous, and I noticed that fact too late.

What connected Julian and me was the belief in a better world. In the world we dreamed of, there would be no more bosses or hierarchies, and no one could achieve power by withholding from the others the knowledge needed to act as an equal player. That was the idea for which we fought. It was the project that we started together and watched grow with enormous pride.

In the past few years, WikiLeaks has gotten huge—much bigger than I would have ever thought possible in 2007, when, almost accidentally, driven by curiosity, I joined the project. It made two pale-faced computer freaks, whose intelligence would have otherwise gone unnoticed, into public figures who put fear into the hearts of the politicians, business leaders, and military commanders of this world. They probably had nightmares about us. A lot of them probably wished that we had never been born.

That had felt good.

There were times when I could hardly sleep, in anticipation of what tomorrow would bring. There was a period every morning in which something happened that I was convinced would make the world a little bit better. I’m not being ironic. I really believed this. Better yet, I still believe in the idea. I’m convinced the project itself was brilliant. Perhaps it was too brilliant to work the first time around.

During my last few months with WikiLeaks, I also slept badly, but this time it was from fear and not anticipation. Every morning I expected that the next catastrophe would strike, that everything would come crashing down around our ears, something major would go wrong and a source would be put in danger. Or that Julian would launch another attack against me or one of the others who had previously been his closest confidants.

Julian wrote an introduction to the most recent set of leaks, “Cablegate.” The leak, he said, illustrated the contradictions between public appearances and what goes on behind closed doors. People, he asserted, have a right to know what happens behind the scenes.

You can’t put it any better than that. And it’s high time to look behind the curtains of WikiLeaks itself.
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I FIRST heard about WikiLeaks in September 2007. A buddy of mine told me about it in a chat. At the time, we were regular readers of cryptome.org, the whistle-blower website run by John Young. It had made the headlines, among other things because lists of agents working for MI6, the British secret service, had been published there in 1999 and 2005. Cryptome published documents from people who wanted to reveal secrets without running the risk of being branded traitors. It was the same idea WikiLeaks was based on.

Ironically, many people initially assumed that some international secret service was actually behind WikiLeaks—that the platform was a so-called honeypot, a trap offering people a platform for revealing secrets where they would actually be arrested if they uploaded anything controversial. The predominant attitude was one of mistrust.

Then in November 2007, the handbooks from Guantánamo Bay, the “Camp Delta Standard Operating Procedures,” appeared on WikiLeaks. They revealed that the United States was violating internees’ human rights and the Geneva Conventions at their military base in Cuba. Three things were immediately clear to me.

One: It was absurd to think that WikiLeaks was a secret-service front.

Two: The project had the potential to become much, much bigger than Cryptome.

Three: WikiLeaks was a great idea. For people who’d been active from the beginning in these sorts of communities, the Internet was not a global sea of data, but a village. If I needed a reliable opinion about something, I knew where to ask. So that’s what I did, and the answer was always: “WL? It’s a fantastic idea.” That encouraged me to learn more. I logged in to a chat room, which still exists today on the WikiLeaks site, and started making contacts. I got the sense immediately that these people were the same as me. They were interested in the same issues. They worked the same ungodly hours. They talked about social problems and believed that the Internet offered previously unimaginable solutions. After a day of this, I asked if there was anything I could do. At first I got no answer. I was confused and a bit insulted. Still, I kept participating in the chat.

“Still interested in a job?” came a message two days later. It was Julian Assange.

“Sure! Tell me what,” I typed in response.

At first Julian gave me a couple of menial tasks: cleaning up the Wiki site, making formats cohere, and revising some content. I was still a long way from dealing with any sensitive documents. Then I had the idea of introducing WikiLeaks into the program of the 24th Chaos Communication Congress, the legendary meeting of the hacker and computing scene sponsored by the Chaos Computer Club, a well-respected organization of technology activists in Germany. The congress takes place every year in Berlin between Christmas and New Year’s Day.

I knew little about how WikiLeaks was run internally. I didn’t even know how many others besides me were involved or what sort of technical infrastructure the project had. When I thought about it, I imagined WikiLeaks as a midsized organization with a well-organized team, robust technology, and servers across the globe.

Back then, I had a regular job. I was responsible for network design and security for a large American company that did IT work for civilian and military clients and had its German headquarters in the town of Rüsselsheim. My employer and I had a tacit agreement that I wouldn’t have to deal with any weapons companies, so I worked primarily for GM, Opel, and a number of airlines. Anyone who books an overseas flight these days will probably use the technology that I developed.

I earned around 50,000 euros a year—too little for what I was doing, but I didn’t care. I was active in the open source community. I worked longer hours than the required forty a week and was always experimenting with new solutions. What I did was generally appreciated within the company.

My coworkers and I constantly thought up the sort of pranks that technically gifted people use to keep up their spirits in companies like ours. To protest the quality of the coffee, we manipulated the menus of the supposedly economical coffee machines so that they needed constant maintenance. I would regularly send e-mails to a short-tempered colleague from an address on the company server called god@eds.de. I enjoyed watching him becoming ever more enraged and would send him follow-up e-mails with statements like “God says you shouldn’t get so excited.”

I lived nearby in the small city of Wiesbaden, and my girlfriend at the time, a very beautiful young woman, worked as a secretary for the company. All in all, I was content with, but hardly euphoric about, my life. My days were full and varied, but there was room for something more.

After our falling-out, Julian reportedly said that I would have been nothing without WikiLeaks—that I only got involved with WL because I had nothing better to do with my life.

He was right. WL is the best thing that has ever happened to me, although I hardly suffered from extreme boredom before I joined it. I had a server in my kitchen that ate up 8,500 kilowatt hours of electricity annually, I was constantly tinkering around with networks, and I met up with people at the local branch of the Chaos Club. Still, my heart was only half in these things. Something was missing in my life in those years. A purpose. A task that would truly inspire me and make me give up everything else.

The Chaos Computer Club was an important point of social connection for me, and the space where the club met in Berlin was always one of the first addresses I visited whenever I was in the German capital. How can I describe what I liked about the people there? All of them were complete curmudgeons. Very creative, clever, but somewhat gruff individuals who had no time for superficial social niceties. But what they lacked in grace, they compensated for ten times over in loyalty, once they had accepted you into their ranks. All of them were occupied with something round the clock, even if outsiders were often unable to understand precisely what it was and why they were doing it. And every club member was an expert in something, be it freeware, electronic music, visual art, hacking, IT security, data protection, or light shows. The spectrum of people’s interests was enormous.

The club also had a decisive advantage compared with many other communities. It had a physical location. That’s something of inestimable importance for people who spend a lot of their time in digital spaces. In the club, you could sit together and talk over problems face-to-face. You could even, as I would discover later, spend the night on one of their many couches if you’d gotten yourself into a jam. The club made sure that its members met up at regular intervals, for example at the annual congress, which took place at the Berliner Congress Center (bcc) in the heart of the city.

In early December 2007, Julian sent me a message in the chat room: “We’ll see each other in Berlin. I’m looking forward to the lecture.”

My first thought was, Fuck. I hope it’s going to happen. It wasn’t clear until right before the start of the congress whether Julian’s address would even take place. I’d done my best to arrange it for him, but the deadline for submitting proposals had expired in August. On the other hand, I was afraid that I would have pulled all my strings in Berlin only to see no one from WL turn up.

As was his habit, Julian was set to arrive last-minute, and it turned out that no lecture had been scheduled for him. To this day, I have no idea whether he’d sent them the draft they had asked him for. It’s possible that back then no one understood what WikiLeaks was and how significant it could be. It’s also possible that many of the club members viewed WL with a critical eye and decided not to include Julian in the main program. Early on in Germany, we had encountered a lot of resistance from data-protection activists. “Protect Private Data—Use Public Data”—that was the slogan. We operated in a gray area, and that provoked a lot of discussion.

In any case, Julian was not part of the official program. The congress organizers had merely granted us permission to stage a small presentation in one of the workshop spaces. Julian had already started kicking up a fuss at reception because he refused to pay the entrance fee. He assumed he would be admitted free of charge because he was speaking, but the volunteer ticket takers saw things differently. And he wasn’t present on the official list of speakers, so they wanted him to pay 70 euros. Julian simply deposited his backpack in the pressroom and took over the space. Julian usually traveled with only a backpack, which contained all his worldly possessions.

The pressroom was a modest-sized room with a dark tiled floor and a row of tables behind movable, separating walls. It was located on the second floor, all the way at the end of a hallway, and the blinds were usually drawn even in the daytime. Normally, journalists would use the room as a quiet space where they could work on their laptops in peace. Julian immediately commandeered it for his daily routine, sitting for hours at a time in front of his computer, typing loudly.

If others asked if they could have the space for a quarter of an hour to conduct a radio interview or something, Julian flatly refused to make way—or even to type a bit more quietly.

Although the congress organizers tried every evening to get rid of their stubborn guest, Julian insisted that he had booked the space, and that it was well within his rights to spend the nights there as well. And he did, presumably wrapped up in his jacket and sleeping atop one of the tables since the tiles were far too cold to doze off on.

My first thought upon seeing him was: Cool guy. He was wearing olive-green cargo pants, a white shirt, and a green woolen vest from a suit—attire that distinguished him from the rest of the congress participants. The way he walked was both energetic and carefree, and he took huge strides. When he went up the stairs, the floorboards would vibrate. Occasionally, he would take a running start and glide across the freshly waxed floor in his well-worn boots. Or he’d slide down the banister, almost falling head over heels when he got to the bottom. It was fun watching him.

We met for the first time face-to-face by the spiral staircase on the second floor of the bcc. The congress was really full that day. Latecomers were fruitlessly begging for admission downstairs at reception, and the previous attendance record of 3,000 had been shattered. Masses of people were pushing their way, chatting all the while, through the hallways. Sometimes there were logjams of a quarter of an hour just to advance twenty meters. On the second floor, things were somewhat more relaxed. There was a leather sofa with a view of Alexanderplatz, eastern Berlin’s main city square. This was to become our meeting point for the next couple of days. Whenever one of us had to go to the bathroom or get something to eat, the other would guard our things. If one of the congress visitors seemed to be eyeing our possessions, I’d bare my teeth at him.

We talked for hours. Then we would simply sit side by side, saying nothing, Julian absently working away at his computer.

I don’t know what Julian was expecting when he came to Berlin. I wasn’t particularly happy with the basement room we had been allocated for his presentation, but it turned out we were lucky it was small. Fewer than twenty people showed up at the lecture, and none of the more familiar faces within the club, as I noted to my dismay. I couldn’t understand why no one seemed interested in this topic.

I sat up front on the right and observed Julian as he talked about WL in his friendly Australian accent. He wore the same clothes every day. The gleaming white shirt that had so impressed me when we first met lost some of its shine as time went on. If Julian was disappointed by the small number of listeners he attracted, he didn’t let it show. He spoke for forty-five minutes, and afterward, when three people in the audience wanted to know more, he patiently answered their questions.

I felt a bit sorry for him that so few people had wanted to hear his lecture. He had paid for the trip out of his own pocket. When I turned around to look at the audience, I saw bewilderment in some of the faces. Later, his lectures would become much easier to follow, with a lot more examples. At the time, though, he still spoke very theoretically. Julian was truly tireless in his attempts to get audiences excited about his ideas.

Yet even though most people didn’t know what to make of WL, in the months that followed, Julian and I would keep talking about the project to anyone who was prepared to listen for a few minutes. Even if there were only three of them. Today, the whole world knows us. Back then, every individual counted.

When the three people had asked their questions, Julian gathered his things, went back to the couch on the second floor, and reimmersed himself in his work.

I learned after the fact that there’d been a lot of trouble with the organizers, and Julian had quarreled with many of my acquaintances. For months after Julian’s appearance, the club—my second home—remained skeptical about WikiLeaks. I always asked myself why that was.

In any case, Julian had made a huge impression on me.

This lanky Australian was someone who didn’t let anyone boss him around or stop him from pursuing his work. He was also well read and had strong opinions about a number of topics. For example, he had a completely different view of the hacker community that I held in such regard. He thought they were “useless” idiots. That was typical of him. He was always judging people on their “usefulness,” however he defined that category in a given situation. In his eyes, even particularly gifted hackers were idiots if they didn’t apply their talents toward a larger goal.

Even back then I thought that his uncompromising personality and extreme opinions, which he would simply spit out undiplomatically, would put him at odds with a lot of people.

There was so much to plan and discuss, though, that I didn’t have the time to keep analyzing the character of my new acquaintance. I didn’t ask myself back then whether his behavior was normal or not. I didn’t ask myself whether I could trust Julian or whether he might get me in trouble. On the contrary, I was somewhat flattered that he was interested in working with me. For me, Julian Assange was not only the founder of WL but also the hacker known as Mendax, a member of the famous International Subversives, one of the greatest hackers in the world, and the coauthor/researcher (with Suelette Dreyfus) of Underground: Tales of Hacking, Madness and Obsession from the Electronic Frontier—a highly respected book among connoisseurs. We hit it off right from the start.

He asked me very few personal questions. I think he respected me as someone who had said straightaway that he’d like to help and then showed commitment. That was probably more than what he had gotten from most other people at that point.

Soon I was able to experience this phenomenon for myself. Every time we published something, a few more volunteers would appear, saying, “We’d like to support WikiLeaks.” But even when we gave them something concrete to do, only one out of a hundred, if even that, would ever get back in touch. I handed out the same tasks and wrote the same explanations hundreds of times, but it never amounted to anything. I think Julian had already been through this. And that’s why he was glad to find an ally.

What’s more, WikiLeaks quickly established a bond between us. We believed in the same ideals. We were equals—at least, that’s the way I felt. Julian may have founded WikiLeaks, and he may have had more experience than I did, but right from the start I had the feeling that we were a pretty awesome team.
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