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Foreword



When I first started working in information security more than 15 years ago, it was a very different field than the one we are in today. Back then, the emphasis was security primarily through network-based access lists, strong passwords, and hardened hosts. The concept of distributed systems had just started emerging, and user-based networks were made of either dumb terminals or very rudimentary network operating systems. The home environment was not network-oriented—certainly not nearly as much as it is today. There was only so much you could do as an attacker (or victim) at 1,200 or 2,400 baud.
Attack tools and defense tools were also very rudimentary. The most advanced security-related industry was—and to a certain extent, still is—the Virus/Anti-Virus industry. Can you remember the DOS Ping Pong virus from 1988? Forensics was also in its infancy and was really only limited to the high-end companies and government agencies.
In a very simple sense, security was defined primarily in a silo-like approach and achieved through air-gaps. Network connectivity, limited as it was, had tight access controls. Consequently, the network was not considered as the primary vector for attack.
Now, in what seems to be a blink of an eye, the security landscape is completely different. The change was gradual at first and increased at a rate similar to that of the growth of the Internet. The adoption of the Internet and TCP/IP as its common protocol had undoubtedly served as the primary catalyst for the creation and propagation of more and more attack vectors. This in turn created the demand, and consequently the supply, of better and more robust defense mechanisms. As was the case with the Anti-Virus industry, this cat-and-mouse process helped boost the sophistication level of both attack and defense tools. The pervasive nature of the Internet had also made it a target-rich environment, and it provided attackers multiple locations from which to launch their attacks.
At the same time that the security landscape changed, the discussion around security had changed as well. To borrow an expression from the cryptology field, security was largely accomplished through obscurity. I still recall with some fondness a comment made on one of the firewall mailing lists that NT, by virtue of being new and unknown, is much more secure than Unix, which has source code out in the open. As time has shown, while "security by obscurity" may be a valid tactic to take in some fields, it does not work well in most areas related to information security.
As the industry matures, we are seeing the evolution of such concepts as full and responsible disclosure. Companies are stepping up in terms of awareness and response to security issues. Microsoft, once ridiculed for their security posture, is now, in my opinion, one of the true pioneers in security response. When you factor-in the amount of code they support, and their immense user base, I would challenge you to find any other software vendor who takes such extraordinary steps to provide security response to their customers.
At the same time, it is this awareness and response that also fuels and drives the attackers to act. A vendor announcing the availability of a patch to address a security issue is also providing the attackers with notification that the vulnerability exists in the unpatched systems, and (through the patch) with a roadmap as to how to exploit that vulnerability. The sad reality of our industry is that once a patch is available, it does not mean that the security administrators can immediately apply it. If the patch applies to a server, the administrator typically has to wait for an outage window, which assumes that they can certify that the patch will not affect any of the business systems. If the patch applies to a client machine, many organizations have the challenge of enforcing that end users actually apply the patches—again, once they have been certified to work with the different business systems in use. Additionally, the tools the attackers have at their disposal to analyze these patches are so advanced that the "Time to Exploit" is dramatically reduced.
When we were approached to write this book, I have to admit to some mixed feelings about it. My group is composed of security experts from many different fields and disciplines. They know all these tools and have used all of them in the course of their work. So why should we write a book about it? Even more so—why would you, as a security professional, want to pick up a book like this? Another obvious question is, aren't there already other books on this topic? This is forgetting for the moment that I need my group to actually work and not just spend their time writing books.
So, aside from the glory that is associated with writing a book for O'Reilly, what were the reasons to write about stuff we already know, for a group of people who probably know at least some of the stuff we write about, when there might be other books about different security tools, and when there is so much work to be done? Well, the answer is fairly simple. My group's knowledge of these tools came through years of working with them and applying them. The information they have to present to you goes beyond the simple two-page summary of what the tool does. This is not a simpleton's instruction manual. We also assume that you, as a security professional, know the basics, and that you really want to get some deeper understanding of how these tools are used. Or, perhaps you're too busy concentrating on just one side of the security equation and need to catch up on the other side. While it is true that there are many fine books about security, it is also true that most of them concentrate on one product, one tool, or just one side of the equation. There are also many fine books that talk about theory and concept, but then never really get down to the practical. On the flip side, there are books that are full of practical advice, without any kind of theoretical context. As for the distressing fact that my group has a lot of work to do, I determined that not only would we be doing the security community a service by writing this book, but also that our job will become significantly easier if we help raise the level of knowledge out there. Also, by soliciting the help of a couple of key people to contribute sections to this book, I was able to dampen the impact this book had on my group. I would like to use this opportunity thank Jennifer Granick and Philippe Biondi for their help in this aspect.
And so I urge you, the security professional, to take some time and read this. Written by authors with more than a century of combined experience in this field, I think you will find that this book contains valuable information for you to use.
Avishai Avivi
Director, Security Engineering & Research
Juniper Networks, Inc. May 2007

Credits



About the Author



The first thing to admit is that not all of us were authors in this process; some were editors and technical reviewers. But in the end, we are a group of contributors that helped pull this book project together and make it interesting and worthwhile to own and read. The second thing to admit is that different chapters are written by different authors, and that each has his or her own approach, style, background, etc. We thought the following, written by each contributor, might help you pinpoint who wrote what and what wrote who.
Bryan Burns: I am Chief Security Architect with the Juniper Networks' J-Security Team. I work closely with the other Juniper authors of this book on a daily basis to ensure that Juniper's security products can defend against all the tools and techniques listed in this book. In fact, the real reason why I'm so familiar with these security tools is because I use and study them to know how best to detect and stop the malicious ones. I was responsible for putting together the initial list of tools and chapters for this book and also convinced the other authors (against their better judgment) to contribute their expertise and precious time to make this book happen. I wrote Chapter 2, and Chapter 7, and contributed the section on airpwn (a tool I am the author of) to Chapter 8. Finally, along with Steve Manzuik, I provided a technical review of the chapters in this book.
Jennifer Stisa Granick: For the past seven years, I've been the Executive Director of the Center for Internet and Society at Stanford Law School, and I teach the Cyberlaw Clinic and a Cybercrime Seminar. By the time you read this, I will have taken a new position as Civil Liberties Director with the Electronic Frontier Foundation, though I plan to continue teaching my computer crime class at Stanford. I also specialize in computer security law, national security, constitutional rights, and electronic surveillance. In my previous life, I worked for the California Office of the State Public Defender and started my own private practice in San Francisco. In my chapter, Chapter 1, I tried to give the reader a sense of the both the infancy of network security law as well as the vastness of the topic and its permutations.
Steve Manzuik: I'm the Senior Manager of Research at Juniper Networks, and I acted as the lead tech reviewer for the book, pinch-hitter for small tool sections, and code checker. I have been with Juniper Networks for the past six months. In my previous life, I worked for eEye Digital Security, Ernst & Young, IBM, and the BindView RAZOR research team. I am also the founder and moderator of the full disclosure mailing list VulnWatch (www.vulnwatch.org) and am a huge supporter of other open source projects that help further the IT security effort. I am no stranger to the task of writing books as I have worked on two previous titles for another publisher, so I was glad to offer my help in performing a technical edit and helping out write various smaller sections of some of the chapters.
Paul Guersch: I'm a security technical writer, and I acted as one of the developmental editors of the book, having either edited or examined every chapter in the book at least twice. I also acted as chief pest of the project and would bug all the people in this section sometimes on a daily basis. I have been with Juniper Networks for the past year-and-a-half. In my previous life, I worked for McAfee, Entercept, Covad, Apple, Fairchild, and a couple of startups as well. During that time, I wrote several hardware and software technical instruction manuals, I have given technical classes, and developed self-instruction courses. I would like to acknowledge that it has been a great experience working with this technically advanced group of individuals on this book. As I am not an engineer, I am truly amazed when I read a chapter because they know so much about network security. They are truly at the top of their game when it comes to securing and protecting customer systems. They keep me on my toes.
Dave Killion, CISSP: I'm a network security engineer specializing in network defense, and I authored Chapter 13 and Chapter 18. I have been with Juniper Networks (previously NetScreen) for more than six years. In my previous life, I worked for the U.S. Army as an Information Warfare/Signals Intelligence Analyst. I also contributed to another book, Configuring NetScreen Firewalls (Syngress). In my chapters, I take a straightforward approach to network security and assume that you know very little about networking or security, but that you are familiar with the operating system you use.
Nicolas Beauchesne: I'm a network security engineer specializing in network penetration. I authored Chapter 9, Chapter 12, Chapter 19, and Chapter 22. I have been with Juniper Networks for the past two years. In my previous life I worked as a security consultant for different firms and clients ranging from banks to defense contractors and agencies. In my chapters, I try to take a hands-on approach to security, and I assume that you know at least the basics of networking, assembly, and operating system internals.
Eric Moret: I have been in the security field for 10 years. In this period, I had the privilege to witness all stages of a startup company in Silicon Valley, from three employees back in 1999 when OneSecure Inc. received round A funding and was incorporated, to our merger with Netscreen Technologies, which in turn was acquired by Juniper Networks in early 2004. I'm currently the manager of a versatile team of hacker security professionals called SABRE (or Security Audit Blueprint and Response Engineering). We do everything from code security analysis to Functional Specs review, to engineer training in secure coding, and even to publishing of white papers intended to support talks we give at computer security conferences. In this book, I authored Chapter 20, where I present file integrity checkers. I also coauthored Chapter 14, where I introduce SELinux and its supporting GUI, making it usable by anybody for the first time in history. I also coauthored Chapter 15, in which I wrote the part that deals with advanced ssh configuration—I particularly like the DNSSEC-based server authentication, which I hope will see larger deployment in the not-so-distant future.
Julien Sobrier: I'm a network security engineer at Juniper Networks. I work mainly on the Intrusion Detection and Preventions systems. I have been working for Juniper for about two years and previously worked for Netscreen, another security network company. I wrote Chapter 3, Chapter 16, Chapter 17, and half of Chapter 15. I have used these tools regularly at work or on my personal server. I hope that you will understand what these tools are for, when not to use them, and which ones fit your needs.
Michael Lynn: I'm a network security engineer, and I wrote Chapter 5 and Chapter 23 as well as a portion of Chapter 8. I have been with Juniper Networks for the past two years. Prior to coming here, I did security and reverse engineering work for Internet Security Systems, and I was a founder of AirDefense Inc. In my chapters, I try to guide you through the material as I would if you were sitting next to me, and I've tried to make them as accessible as possible.
Eric Markham: I'm a network security engineer and I wrote Chapter 4 as well as coauthored Chapter 14 with Eric Moret. I have been with Juniper Networks for the past five years. For a while back in the late '90s, I worked at a "Mom and Pop" ISP and then transitioned to a number of startups, always as the Manager of Information Technology. I chose to write the chapters that I did because my work experience was directly related to those subjects. In my chapters, I take a somewhat down-to-earth approach to network security with the expectation that you have good understanding about TCP/IP networks, the major differences between *nix and other operating systems, and what makes the sky blue. As I'm not a writer by trade, and this project pretty much proved to me that writing is something best left to the experts.
Christopher Iezzoni: I've been a security researcher and signature developer with Juniper's security team for several years now. Before that, I worked in similar positions with Netscreen and OneSecure, until their respective acquisitions. In both Chapter 11 and Chapter 21, I feel like I've only been able to gloss over the surface of each subject, but hopefully the material is accessible enough that everyone may take something away from it.
Philippe Biondi: I am research engineer at EADS Innovation Works, where I work in the IT security lab. I am the creator of many programs, such as Scapy and ShellForge. I authored Chapter 6 (in which Scapy is the main security power tool) and Chapter 10.


Preface



Security Power Tools is written by members of the Juniper Networks' J-Security Team as well as two guests: Jennifer Granick of Stanford University and Philippe Bionde, an independent developer in France. It took a group effort because network security issues keep us rather busy in our day jobs, and the scope of this book requires the experiences of a diverse group of security professionals. We split up the different tools after several investigative meetings, and then worked for six months writing, revising, writing, and revising again. Writing books is not our specialty, so we apologize as a group if you hit rough spots ahead. The editors, we are told, tore their hair out trying to create a single voice from a dozen different voices, and they eventually gave up. We decided to stop hiding the fact that the book was written by 12 people and just, well, admit it.
To envision how the dirty dozen approach worked for us, imagine yourself in a room with 12 security experts when someone asks a question about, say, wireless penetration. Eight of us are behind our laptops doing other work, and we all look up and offer our own piece of advice. The other four roll their eyes, wait for a moment until the laptops gain preference again, and then interject their opinions. Throughout this book, each chapter represents a slightly different answer from 1 of these 12 voices; thus, the style and approach for each chapter might be a little different depending on who is talking and whose laptop is closed, but the info is always spot on—and all the chapters have been peer-reviewed.
A few other items we wrestled with are operating system coverage, reader expertise, and tool selection.
We cover a wide variety of operating systems: Windows, Linux, Mac OS, Unix, and others, depending on the security tool. We once debated having different sections in each chapter, sorted by tool, but that lasted for about eight minutes at our author round table.
The matter of reader expertise was a bit more of a struggle. Some of our major assumptions about who you, the reader, are, and what qualifications you bring to the book are detailed in the next two sections of this Preface. We generally assumed this book is for intermediate-to-advanced level network security administrators, but our discussions at our author round table noted that it was really tool-specific. Some network security tools are straightforward, others are exotically difficult. It also depends on whether the tool has an express purpose on the black- or white-hat divide of things. So, if you start on a tool that is either too simplistic or too advanced for you, we recommend jumping around a little and reviewing those tools that are seemingly at your level, and either working up or down as you introduce yourself to tools you may not know.
Our final struggle was which tools to document. Our O'Reilly editor gave us an ideal page count to shoot for. This was our first parameter or else the book would cost a hundred dollars. Next, each of us reviewed different tools depending on our chapter subject, according to criteria such as is the tool available on multiple OSs, is there a large user base (making it applicable to more of our readers), is there a good commercial support or large community support (so our readers can go way past this book), and is there anything to talk about (because quite frankly, some tools do one thing so well and so simplistically that they are almost too obvious and easy to use). There are a dozen other reasons that we chose the tools that we did, and not all of the tools we initially picked made it into the book; in the end, we had to make decisions. Our apologies to those tools that didn't make the cut; and to those that did, our apologies when we panned, criticized, or nitpicked—our opinions are just that. As readers, take what we say with a grain of salt and try the tool for yourself—it may be just the thing you want or need.
As a group, we want to thank Juniper Networks for giving us time to write and compose this book project. They also made other resources available and paid for them, which helped us write better and faster. If you must know, the book contract was with 12 writers and not with Juniper. Juniper Networks is not responsible for anything we say and does not endorse anything we say, and the information we give here is our personal opinion and not the official views of Juniper Networks or of our departments. This book is a collection of a dozen different views on how security power tools work and how they might be applied. But our thanks must go to Juniper Networks for realizing that knowledge is different than data, and that its employees are resources unto themselves.
Finally, as a group, we would like to thank Avishai (Avi) Avivi, the group manager for the 10 of us who are Juniper employees (and the writer of this book's Foreword). Many times after our book round tables, he would mutter, "Never again, never again," but then we noticed that when the first draft of the cover of the book came from O'Reilly, he printed it and tacked it up in his office. As a group, we are very aware that he decided to shave his head because he simply got tired of pulling his hair out over this book.
Audience



While it would probably suffice to say that this book is for any person interested in network security tools, it is not for the beginner. Rather, we should say that while a beginner could read this book, much of it requires a little more time in front of the computer monitor diagnosing network security matters.
In general, this book was written for network security admins, engineers, and consultants at an intermediate-to-advanced skill level. Depending on your expertise, more or less of this book may be new material to you, or new tools you haven't tried or experienced. Your network responsibilities could be small, intermediate, or large, and we've tried to scale our tool examination appropriately.
Our editors, who were beginners in this field, told us the book was fascinating. They never knew how fragile networks are. From this standpoint, the book is a great one to flop down on the COO's desk to get some new equipment. And Chapter 1, on network security and the law, is of great interest to anyone in the security business.
So we recommend the following course of action. Browse the seven sections of this book and dip into a security tool chapter that you find appropriate to start. Then start skipping around. Use the cross references to other chapters and tools. Few people, if any, are going to read the book consecutively from the first page to the end. Jump in and out and then try something new—play with it on your laptop, then try another tool. We think this is the best way to not only use the book but to adapt it to your expertise, instead of the other way around.


Assumptions This Book Makes



As a group, we assume that you, the reader, are at least familiar with the basics of modern TCP/IP networks and the Internet. You should know what an IP address is and what a TCP port number is, and you should have at least a rough understanding of TCP flags and the like. While we discuss security tools for a variety of operating systems, the majority of tools are used via the Unix command line, so having access to a Unix machine and knowing how to get around in a shell are necessary if you want to follow along. A few of the more advanced chapters deal with programming-related tools, so a knowledge of at least one programming language will help with these (but don't worry if you aren't a programmer, there are plenty of other chapters that don't require any programming knowledge at all). Finally, a basic knowledge of computer security is assumed. Terms such as vulnerability, exploit, and denial of service should be familiar to you if you are to truly get the most from this book.

Contents of This Book



Security Power Tools is divided into seven self-explanatory sections: Legal and Ethics, Reconnaissance, Penetration, Control, Defense, Monitoring, and Discovery. Some sections have multiple chapters, others have just a few. Use the sections as general reference heads to help you navigate.
The book is divided into 23 chapters. Some chapters are written by individuals, some are written by two or three authors. As a group, we've chosen the lead writer for each chapter to briefly provide an overview.
Legal and Ethics



Chapter 1, by Jennifer Stisa Granick. If you come away from this chapter having only the ability to identify when you need to talk to a lawyer, I've achieved my goal in writing it. The chapter assumes that legal rules and regulations are not the same as, but overlap with, ethical and moral considerations. It then discusses both law and ethics in security testing, vulnerability reporting, and reverse engineering as examples for you to test yourself and your ability to identify murky areas of the law and networking security.

Reconnaissance



Chapter 2, by Bryan Burns. This chapter provides an introduction to the concept of network scanning and details the workings of three different network scanning programs, including the venerable nmap. After reading this chapter, you will know how to find computers on a network, identify which services are running on remote computers, and even identify the versions of services and operating systems running on computers on the other side of the world. As cartoons have taught us, "knowing is half the battle," and this chapter is all about knowing what's on the network.
Chapter 3, by Julien Sobrier. This chapter explores Windows and Linux tools that are used to look for vulnerabilities. It focuses on the result analysis to understand what type of information you really get from them. This chapter should allow you to choose the best tools for your tests, to tweak them to get the best results, and to understand what the reports mean. It also reveals common misuses of these tools.
Chapter 4, by Eric Markham. For a while back in the late '90s, I worked at a "Mom and Pop" ISP and then transitioned to a number of startups, always as the Manager of Information Technology. I chose to write this chapter because my work experience was directly related. I take a somewhat down-to-earth approach to network security with the expectation that you have good understanding about TCP/IP networks, the major differences between *nix and other operating systems, and what makes the sky blue.
Chapter 5, by Michael Lynn. This chapter starts with a basic description of the 802.11 protocol and then discusses various open source and commercial tools to help with wireless reconnaissance. In the wireless world, the hardware you have and the operating system you use can make a lot of difference in what tools you choose to deploy, so I've tried to give you a clear breakdown of what your options are. I also try to give a clear picture of what the pros and cons of each tool are so you can find the tool that best fits your needs. Along the way, I hope I can show you some cool features that you might not have been aware of that will make wardriving easier and more successful. This chapter does not assume you have any prior knowledge of 802.11 networks.
Chapter 6, by Philippe Biondi. This chapter explains the difference between off-the-rack and made-to-measure tools when it comes to discovering networks, assessing robustness of equipment, interacting with proprietary protocols, and exploiting flaws. It also includes a brief foray into packet generation (or packet mangling), as many problems are quickly answered by on-the-fly packet or stream mangling, provided that one knows the right tools. Since English is my second language, I want to thank David Coffey for helping me rewrite and rephrase this chapter's instructional language.

Penetration



Chapter 7, by Bryan Burns. Metasploit is an extremely powerful and popular framework and set of tools for automated penetration of remote computers over the network. In this chapter, you will learn how to configure and use Metasploit to exploit the latest software vulnerabilities and take control of other computers. Because network monitoring tools are being deployed more and more often these days, an entire section is dedicated to the Metasploit features provided for slipping silently past these types of devices.
Chapter 8, by Bryan Burns, Steve Manzuik, and Michael Lynn. In Chapter 5, you learned about tools that find wireless networks and gather information about them. In this chapter, we present three tools that take things to the next level: wireless penetration. Aircrack is a toolset for capture and offline analysis of wireless traffic with the goal of cracking wireless encryption keys. Airpwn is a tool that lets you to inject your own data into someone else's wireless traffic, allowing for all sorts of subtle games to be played. Finally, Karma pretends to be legitimate access points, allowing for total visibility and control of any wireless client hapless enough to connect to it. With these three tools, wireless networks (even WEP-encrypted ones) are your's for the taking.
Chapter 9, by Nicolas Beauchesne. Exploitation frameworks became much more popular after the appearance of Metasploit. However, some commercial players are in this field too, such as Core Security (makers of Impact) and Immunity Security (makers of Canvas). Those frameworks offer flexibility and power. This chapter covers their basic usage, some advanced features (e.g., adding exploits), and how to customize those frameworks to meet your needs.
Chapter 10, by Philippe Biondi. This chapter is a collection of tricks and tools I use to manipulate shell scripts and create exploits. It includes tools to help you analyze existing shell scripts as well as creating and testing your own. Since English is my second language, I want to thank David Coffey for helping me rewrite and rephrase this chapter's instructional language.

Control



Chapter 11, by Chris Iezzoni. This chapter demonstrates the usage and configuration of several of the most popular and easily obtained tools for use as backdoors. VNC is a common remote administration tool, available for both Windows and Unix. Here, I demonstrate some ways to streamline its installation for use as a backdoor. BO2k is a very popular purpose-built backdoor that runs on Windows, and this chapter demonstrates some of the more advanced modules available. Last, but certainly not least, some popular methods of backdooring Unix-based systems are covered. More advanced Unix backdoors are not covered due to their distribution-specific nature.
Chapter 12, by Nicolas Beauchesne. This chapter is a quick review of known rootkits for Windows and Linux and their usage and limitations. It is oriented more toward the usage and detection of those rootkits than exploring of their inner workings. I look at the differences in their detection paradigms in order to explain the different benefits of each technology. Among the detection tools, I include some system internals kits and advanced tools like IceSword. Combining the power of those tools should help you cover most cases of infection.

Defense



Chapter 13, by Dave Killion. This chapter covers host-based firewalls that are provided free for the three most common operating systems: Windows Firewall/Internet Connection Sharing, Windows, Netfilter/IPTables on Linux, and ipfw/natd on *BSD. Depending on how these hosts are employed, these instructions also cover using these systems as a gateway firewall in router or NAT mode. There are many firewall products out there—some of them very good—and there are many, many books written on them. With just a chapter to work with, I did the best I could to cover the basics of firewall policy, functionality, and configuration. After reading my chapter, you should have a good understanding of firewall functionality that can be applied to any firewall product, as well as some good hands-on experience with practical firewall management on an OS of your choice.
Chapter 14, by Eric Markham and Eric Moret. After you learned how to defend your network through access control via a Firewall in Chapter 13, this chapter will introduce some tools to protect a Windows or Linux computer. You will go through logical steps starting with choosing what to turn off, to running day-to-day systems at Least User privileges, and locking down a few Linux kernel parameters with security in mind. In the later part of the chapter, SELinux and its indispensable support tools are introduced. Then various ways to audit password strength are presented, from the venerable John The Ripper to modern rainbow cracking techniques. It finishes on the more advanced and broader virtualization topic.
Chapter 15, by Julien Sobrier and Eric Moret. The next logical step following perimeter and host hardening is communication security. This chapter will walk you through the use of SSH. And although this tool originates from the *nix world, it has excellent support on Windows. The chapter then introduces email encryption and explains the two competing standards: OpenPGP and S/MIME. Then stunnel is used to secure any server daemon traffic, regardless of its implementation. Last but not least, we will echo the media that is so quick to denounce identity theft through physical hardware theft and present solutions to encrypt entire disks or partitions.
Chapter 16, by Julien Sobrier. This chapter will help you to protect your own computer against the most common threats: viruses, worms, malware, spam, and phishing. It is probably the chapter that covers the largest spectrum of skills, from beginner (tweak your Windows antivirus) to advanced (create your own virus signatures or procmail rules). Knowledge of regular expressions and shell scripts would help you to customize the examples given in the chapter, but most of the sections are accessible to beginners.
Chapter 17, by Julien Sobrier. The tools presented in this chapter are complementary and cover different areas of security testing. A lot of examples on how to automate the tests are given throughout. The tools are great to use in all QA processes—not just for security devices but for any network device.

Monitoring



Chapter 18, by Dave Killion. Being able to monitor, capture, and analyze packets can be incredibly useful, either to troubleshoot network performance, debug a problematic networking program, or capture an attack for later analysis or as evidence for prosecution. I walk you through using several different cross-platform capture tools, including tcpdump and Wireshark, from both the command line as well as from a Graphical User Interface (GUI), as well as some tricks to manage your pcap files to distill them down to just what you are looking for. When you are finished with my chapter, you'll catch yourself thinking "I wonder what THAT program looks like on the wire?", and you'll have the tools and knowledge to find out.
Chapter 19, by Nicolas Beauchesne. This chapter covers tools such as Honeyd and Snort. Since lots of books already exist for those tools, the approach taken here was to give the reader a quick round-up of its normal usage and then illuminate some ways to push those technologies in a new way, since they are flexible and can be used to perform plenty of tasks. Also covered in this chapter is a way to integrate these tools to gain network intelligence instead of just monitoring information.
Chapter 20, by Eric Moret. This chapter will introduce system administrators to the practice of monitoring production servers for file changes, by initially covering a large selection of tools and then diving deeper into Tripwire (my ex-aequo favorite), and Samhain's setup and configuration. Next I cover the use of Logwatch for log reporting on Linux, followed by a step-by-step guide to writing new log filters. I close the chapter with Prelude-IDS, a tool used to centralize security management of large number of networked devices.

Discovery



Chapter 21, by Chris Iezzoni. This chapter covers some popular forensic tools that can be used for such tasks as attack and incident investigation, and malware discovery. I've tried to stick to mostly free collections of tools such as The Forensic Toolkit and SysInternals. With just these, a surprising amount of information can be unearthed about the inner workings of your system. This will give you a foundation upon which to explore on your own more complex tools, such as The Coroner's Toolkit (TCT).
Chapter 22, by Nicolas Beauchesne. This chapter covers the different fuzzer and fuzzing techniques as well as how to create a new fuzzer script. Some tips are provided on how to setup a fuzzing test-bed and how to perform efficient tracing and debugging to improved the efficiency of your fuzzer tests. Also provided is a quick reversing of a network protocol for fuzzing purposes, so the reader knows what to look for when performing these tasks.
Chapter 23, by Michael Lynn. This chapter covers the art of binary reverse engineering using tools such as Interactive Disassembler and Ollydbg. I present you with a case study in which I show you how to find real bugs in closed source software. During this study, I'll show you how to use popular disassemblers and debuggers, and I'll even teach you how to write basic scripts to enhance these powerful tools. By the end of this chapter, you should be able to use these tools to find bugs without source code, and you should be able to get a good understanding of how reverse engineering of this type really works. No prior knowledge of reverse engineering or assembly language is required, although it will be helpful. You should have an understanding of basic programming skills to get the most out of this chapter.


Conventions Used in This Book



The following typographical conventions are used in this book:
	Plain text
	Indicates menu titles, menu options, menu buttons, and keyboard accelerators (such as Alt and Ctrl).

	Italic
	Indicates new terms, URLs, email addresses, filenames, file extensions, pathnames, directories, and Unix utilities.

	Constant width
	Indicates commands, options, switches, variables, attributes, keys, functions, types, classes, namespaces, methods, modules, properties, parameters, values, objects, events, event handlers, XML tags, HTML tags, macros, the contents of files, or the output from commands.

	Constant width bold
	Shows commands or other text that should be typed literally by the user. Also used for emphasis in code sections.

	Constant width italic
	Shows text that should be replaced with user-supplied values.
Tip
This icon signifies a tip, suggestion, or general note.

Warning
This icon indicates a warning or caution.





Using Code Examples



This book is here to help you get your job done. In general, you may use the code in this book in your programs and documentation. You do not need to contact us for permission unless you're reproducing a significant portion of the code. For example, writing a program that uses several chunks of code from this book does not require permission. Selling or distributing a CD-ROM of examples from O'Reilly books does require permission. Answering a question by citing this book and quoting example code does not require permission. Incorporating a significant amount of example code from this book into your product's documentation does require permission.
We appreciate, but do not require, attribution. An attribution usually includes the title, author, publisher, and ISBN. For example: "Security Power Tools, by Bryan Burns et al. Copyright 2007 O'Reilly Media, Inc., 978-0-596-00963-2."
If you feel your use of code examples falls outside fair use or the permission given above, feel free to contact us at permissions@oreilly.com.

We'd Like to Hear from You



Please address comments and questions concerning this book to the publisher:
	O'Reilly Media, Inc.
	1005 Gravenstein Highway North
	Sebastopol, CA 95472
	800-998-9938 (in the United States or Canada)
	707-829-0515 (international or local)
	707-829-0104 (fax)

We have a web page for this book, where we list errata, examples, and any additional information. You can access this page at:
	http://www.oreilly.com/catalog/9780596009632

To comment or ask technical questions about this book, send email to:
	bookquestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O'Reilly Network, see our web site at:
	http://www.oreilly.com


Safari® Books Online




When you see a Safari® Books Online icon on the cover of your favorite technology book, that means the book is available online through the O'Reilly Network Safari Bookshelf.
Safari offers a solution that's better than e-books. It's a virtual library that lets you easily search thousands of top tech books, cut and paste code samples, download chapters, and find quick answers when you need the most accurate, current information. Try it for free at http://safari.oreilly.com.
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Part I. Legal and Ethics




Chapter 1


Chapter 1. Legal and Ethics Issues



In the summer of 2005, systems administrators and security researchers from all over the world gathered in Las Vegas, Nevada for Black Hat, one of the largest computer security conferences in the world. On the morning of the first day, Michael Lynn, one of the authors of this book, was scheduled to speak about vulnerabilities in Cisco routers. These vulnerabilities were serious: an attacker could take over the machines and force them to run whatever program the attacker wanted.
Cisco did not want Lynn to give the presentation. After last-minute negotiations with Lynn's employer, ISS, the companies agreed that Lynn would have to change his talk. A small battalion of legal interns converged on the convention floor the night before the speech and seized the CDs that contained Lynn's presentation slides for the talk and removed the printed materials out of the conference program.
Lynn, however, still wanted to give the original speech. He thought it was critical that system administrators know about the router flaw. A simple software upgrade could fix the problem, but few, if any, knew about the vulnerability. Lynn thought disclosure would make the Internet more secure. So, he quit his job at ISS and gave the talk he originally planned.
That evening, Cisco and ISS slapped Lynn, and the Black Hat conference, with a lawsuit.
We live in the Information Age, which means that information is money. There are more laws protecting information now than there were 25 years ago, and more information than ever before is protected by law. Cisco and ISS alleged that Lynn had violated several of these laws, infringing copyrights, disclosing trade secrets, and breaching his employment contract with ISS.
Lynn came to me because I've spent the last 10 years studying the law as it relates to computer security. I've advised coders, hackers, and researchers about staying out of trouble, and I've represented clients when trouble found them anyway. I've given speeches on computer trespass laws, vulnerability disclosure, and intellectual property protection at Black Hat, to the National Security Agency, at the Naval Postgraduate School, to the International Security Forum, and at Australia's Computer Emergency Response Team conference. I've been a criminal defense attorney for nine years and have taught full time at Stanford Law School for the last six years.
I believe in the free flow of information and generally disapprove of rules that stop people from telling the truth, for whatever reason. But I understand that exploit code can also put a dangerous tool in the hands of a malicious, but otherwise inept, attacker. I believe companies need to protect their trade secrets, but also that the public has a right to know when products or services put them at risk.
Lynn told me that Cisco employees who had vetted the information were themselves unable to create a usable exploit from the information he gave them. But Lynn wanted to show people that he knew what he was talking about and that he could do what he said could be done. He included just enough information to make those points.
I know a lot about computer security for a lawyer, but not as much as a real security engineer, so I asked a couple of Black Hat attendees about the substance of Lynn's presentation. They confirmed that Lynn's presentation did not give away exploit code, or even enough information for listeners to readily create any exploit code. After a marathon weekend of negotiating, we were able to settle the case in a manner that protected my client from the stress and expense of being sued by a huge company.
Core Issues



I began this exploration of security ethics and issues with Michael Lynn and the Black Hat affair, not because of its notoriety in security circles, and certainly not to embarrass or promote him or the companies that filed suit, but because the case really does raise fascinating legal issues that the security marketplace is going to see again and again. You can substitute one company's name for another, or one defendant for another, and the issues remain just as current. This chapter is going to review these legal issues in an open-minded way. Let's begin with a few simple items from the Lynn case.
One of the allegations was the misappropriation of trade secrets. A trade secret is information that:
(1) Derives independent economic value, actual or potential, from not being generally known to the public or to other persons who can obtain economic value from its disclosure or use; and (2) Is the subject of efforts that are reasonable under the circumstances to maintain its secrecy.


What was the secret? Lynn did not have access to Cisco source code. He had the binary code, which he decompiled. Decompiling publicly distributed code doesn't violate trade secret law.
Could the product flaw itself be a protected trade secret? In the past, attorneys for vendors with flawed products have argued that researchers would be violating trade secret law by disclosing the problems. For example, in 2003, the door access control company Blackboard claimed a trade secret violation and obtained a temporary restraining order preventing two researchers from disclosing security flaws in the company's locks at the Interz0ne II conference in Atlanta, Georgia. What if we had the same rule with cars? Imagine arguing that the fact that a car blows up if someone rear ends you is a protected secret, because the market value drops when the public knows the vehicle is dangerous. No thoughtful judge would accept this argument (but judges don't always think more clearly than zealous attorneys do).
Even if there is some kind of trade secret, did Lynn misappropriate it? Misappropriation means acquisition by improper means, or disclosure without consent by a person who used improper means to acquire the knowledge.
As used in this title, unless the context requires otherwise: (a) Improper means includes theft, bribery, misrepresentation, breach or inducement of a breach of a duty to maintain secrecy, or espionage through electronic or other means. Reverse engineering or independent derivation alone shall not be considered improper means.


The law specifically says that reverse engineering "alone," which includes decompiling, is a proper, not improper, means of obtaining a trade secret.
What does it mean to use reverse engineering or independent derivation alone? Lynn reverse-engineered, but the complaint suggested that Cisco thought decompiling was improper because the company distributes the router binary with an End User License Agreement (EULA). that prohibits reverse engineering
What legal effect does such a EULA term have? Probably 99.9 percent of people in the world who purchase software do not care to reverse engineer it. But I maintain that society is better off because of the .1 percent of people who do. Reverse engineering improves customer information about how a product really works, promotes security, allows the creation of interoperable products and services, and enables market competition that drives down prices while providing, in theory, better protects. Lawmakers recognize the importance of reverse engineering, which is why the practice is a fair use under the copyright law, and why statutes go out of their way to state that reverse engineering does not violate trade secret law. Yet, despite these market forces, the trade secret owner has little or no incentive to allow reverse engineering. Indeed, customers generally do not demand the right. Increasingly, EULAs cite no reverse engineering. Should vendors be allowed to bypass the public interest with a EULA? It's a serious issue.
The Lynn case illustrates that a simple decision by a researcher to tell what he knows can be very complicated both legally and ethically. The applicable legal rules are complicated, there isn't necessarily any precedent, and what rules there are may be in flux. One answer might be simply to do what you think is right and hope that the law agrees. This, obviously, is easier said than done. I was persuaded that Lynn did the right thing because a patch was available, the company was dragging its feet, the flaw was important, and he took pains to minimize the risk that another person would misuse what he had found. But making ethical choices about security testing and disclosure can be subtle and context-specific. Reasonable people will sometimes disagree about what is right.
In this chapter, I talk about a few of the major legal doctrines that regulate security research and disclosure. I will give you some practical tips for protecting yourself from claims of illegal activity. Many of these tips may be overcautious. My fervent hope is not to scare you but to show you how to steer a clean, legal path. Inevitably, you will be confronted by a situation that you cannot be sure is 100 percent legal. The uncertainty of the legal doctrines and the complexity of computer technology, especially for judges and juries, mean that there will be times when the legal choice is not clear, or the clear choice is simply impractical. In these situations, consult a lawyer. This chapter is meant to help you spot those instances, not to give you legal advice.
Furthermore, this chapter discusses ethical issues that will arise for security practitioners. Ethics is related to but is not the same as the law. Ideally, the law imposes rules that society generally agrees are ethical. In this field, rules that were meant to stop computer attacks also impact active defense choices, shopping bots, using open wireless networks, and other common or commonly accepted practices. Where the laws are fuzzy and untested as in the area of computer security, then prosecutors, judges, and juries will be influenced by their perceptions of whether the defendant acted ethically.
That having been said, frequently ethics is a matter of personal choice, a desire to act for the betterment of security, as opposed to the private interests of oneself or one's employer. Some readers may disagree with me about what is ethical, just as some lawyers might disagree with me about what is legal. My hope is that by reasoning through and highlighting legal and ethical considerations, readers will be better equipped to make a decision for themselves when the time arises, regardless of whether they arrive at the same conclusions I do. Now, I must give you once last disclaimer. This chapter is a general overview. It does not constitute legal advice, and it could never serve as a replacement for informed legal assistance about your specific situation.
Be Able to Identify These Legal Topics



You should be better able to identify when your security practices may implicate the following legal topics:
	Computer trespass and unauthorized access

	Reverse engineering, copyright law, EULAs and NDAs, and trade secret law

	Anti-circumvention under the Digital Millennium Copyright Act (DMCA)

	Vulnerability reporting and regulation of code publication



Because these concepts are complicated and the law is untested and ill-formed, readers will not find all the answers they need for how to be responsible security practitioners within the law. Sometimes the law over-regulates, sometimes it permits practices that are ill-advised. There will almost certainly be times when you do not know whether what you are about to do is legal. If you aren't sure, you should ask a lawyer. (If you are sure, perhaps you haven't been paying attention.)
Let's investigate these four areas, beginning with trespass.



Computer Trespass Laws: No "Hacking" Allowed



Perhaps the most important rule for penetration testers and security researchers to understand is the prohibition against computer trespass.
There are both common law rules and statutes that prohibit computer trespass under certain circumstances. (Common law rules are laws that have developed over time and are made by judges, while statutes are written rules enacted by legislatures—both types of laws are equally powerful.) There are also Federal (U.S.) statutes and statutes in all 50 U.S. states that prohibit gaining access to computers or computer networks without authorization or without permission.
Many people informally call this trespassing hacking into a computer. While hacking has come to mean breaking into computers, the term clouds the legal and ethical complexities of laws that govern use of computers. Some hacking is legal and valuable, some is illegal and destructive. For this reason, this chapter uses the terms computer trespass and trespasser or unauthorized access and attacker to demarcate the difference between legal and illegal hacking.
All statutes that prohibit computer trespass have two essential parts, both of which must be true for the user to have acted illegally. First, the user must access or use the computer. Second, the access or use must be without permission. The federal statute has an additional element of damage. Damage includes nonmonetary harm such as altering medical records or interfering with the operation of a computer system used for the administration of justice. Damage also includes causing loss aggregating at least $5,000 during any one-year period.[1] In practice, plaintiffs do not have much trouble proving damage because most investigations of a computer intrusion will cost more than $5,000 in labor and time.[2]
Some state statutes define criminal behavior, which means that the attacker can be charged with an offense by the government and, if found guilty, incarcerated. Some state statutes and the federal law define both a crime and a civil cause of action, for which the owner of the computer system could sue the attacker for money.
Pen testers and security researchers discover ways to gain access to computers without authorization. Learning how to get access isn't illegal, but using that information might be. Whether a particular technique is illegal depends on the meaning of access and authorization. For example, let's pose two not-so-hypothetical instances:
	A maker of electronic voting machines has left source code for the machines on an anonymous FTP server. I believe the company may have done so inadvertently, but I want to analyze the source code for security flaws. May I download it?

	I am the system administrator of a network under attack from zombie machines infected by the Code Red worm. I want to use a tool that will stop the zombies by installing code on them by exploiting the same vulnerability used by Code Red to infect. May I use this tool?



What Does It Mean to Access or Use a Computer?



The concept of unauthorized access appears to be deceptively simple. In the real world, shared social values and understandings of property make it relatively clear when someone is trespassing upon the land or property of another. But even here, the trespass rule isn't a bright line. You can go on someone's property to ring the doorbell. It may be acceptable to cut through private property to get to the beach. If a store is open, you can enter even if you don't see a salesclerk inside. When we were kids, we played in all the neighbors' yards, even if they didn't have children themselves. These social conventions have evolved over time, and people tend to understand them, though there are still areas of disagreement.
Computers are much newer than land, and we have less history and less shared understandings about our rights and responsibilities with regards to networked machines. What does it mean to access or use a computer? Is port scanning access or use? What about sending email, visiting, or having someone visit my web page? Metaphorically, you send email to another person's machine, but we would not say that setting up a web page gains access to visitors' machines. Technically, in each case, two networked machines exchange electrons. Is either, or are both, accessing computers?
The law has taken an expansive view of access, one based on the physical exchange of electrons and the uses of computing cycles. Essentially, every use of a networked computer is access. Cases say accessing computers includes:
	Port scanning

	Reading web pages

	Using spiders or searchbots

	Sending email

	Automated searching of web-published databases



Because basically every communication with a networked computer is access, the dividing line between legal and illegal behavior is whether the user has permission or authorization.

What Is Adequate Authorization to Access a Computer?



Some statutes use the word authorization, others use permission. The idea is that access without permission is improper and therefore should be illegal.
Obviously, we rarely get explicit permission to use a networked computer. Usually, we assume we have permission—otherwise, why would the machine be on a network? However, there are times when files are physically accessible but other circumstances suggest that the owner does not want people to look at them. There are times when we stumble upon something we think the owner would rather we didn't have; for example, candid audio recordings of the governor talking about his ideas on immigration policy, a misplaced password file, or the source code for controversial electronic voting machines. Do we always assume that a user has permission to access unless the owner specifies otherwise? Should we assume that users do not have permission unless the owner clearly states that they do? Or is there some middle ground?
The law has tried to distinguish between situations where users can assume permission and ones where otherwise accessible files remain off limits. Files that are password-protected are off limits, even if someone with an account allows you to use their information to log on.[3] A former employee who signs a noncompete agreement cannot access the company web site to do price research for his new employer.[4] If the owner decides that a user should not be searching the site and sues, that alone is proof that the user did not have permission.[5] An employee who knows he is leaving the business cannot access customer lists for the purposes of taking that information to his new employer.[6] However, a union organizer can access membership rolls to bring that information to a rival union.[7]
Even lawyers find these rules confusing, contradictory, and unworkable. Bright-line rules are clear but are inevitably either under- or over-protective. More flexible standards get the answer right when the cases fall in a grey area, but make it difficult to predict what the legal outcome will be. Computer trespass law seems to have the worst of both worlds.
One problem is that it is hard to define when access is acceptable and when it is not. Another problem may be with the fundamental idea that computer access should be controlled by the owner's personal preferences, particularly if the owner is not willing to invest in security measures to protect its information or system. Consider this hypothetical example:
I have a web site that talks about my illegal sales of narcotics. When you visit my site, there's a banner that says you may only visit this site if you are not a cop. If law enforcement visits, have they violated the law because they accessed my web site without my permission?


Real-world examples abound: unsecured machines store the code for flawed electronic voting machines; or documents showing cigarette companies were aware of and took advantage of the addictive effects of nicotine; or files proving that the telephone company is giving customer calling records and copies of sent email to the government for warrant-less surveillance. Owners may not want us to have this information, but does that mean the law should make it off-limits?

Common Law Computer Trespass



There are also common law rules that prohibit computer trespass. At common law, there was a tort called trespass to chattel. (A tort is a civil wrong, for which you can be sued. A chattel is an item of personal property, like a car or an ox.) The rule was that if you take someone else's personal property, or use it in such a way that the owner's control and enjoyment over that item is diminished, you could be sued for trespass to chattels.
The trespass to chattels tort fell out of use for several decades, until spam came along. Enterprising lawyers decided to reinvigorate the tort to attack spam, arguing that unwanted bulk email interfered with ISPs right to control their computer servers. These claims were basically successful, until the case of Intel v. Hamidi.[8] In that case, Mr. Hamidi wanted to send email to current Intel employees complaining about the company's labor policies. Intel tried to block Hamidi's emails, and when he circumvented their efforts, they sued him in California, claiming that by sending the email he was trespassing on their computer system. The California Supreme Court ultimately rejected that claim, holding that in California, the tort required the plaintiff to show some harm to the chattel, and Intel failed to show that Hamidi's emails harmed their computer system in any noticeable way. They only showed that his emails were distracting to employees and system administrators.
The lesson from Hamidi is that common law, like the federal statute, requires some kind of harm to the computer system or to some government interests. Remember, though, that state statutes are rarely so limited. Under most state statutes, the plaintiff need not show any damage, only unauthorized access or use. Many state statutes allow both civil and criminal claims. Even if you are certain that your use of a networked computer isn't going to do any harm to the computer system or to data stored there, in theory, you might still cross the legal line in your state or in the state in which the target computer is located.

Case Study: Active Defense



You are a system administrator for a university. Your network is getting bombarded with traffic from zombie computers infected with a computer virus. There is software on the market that you can use to stop the attack. The software will infiltrate the zombie machines through the same vulnerability that allowed the virus to infect them. It will then install code on the zombies that will stop the attack. Is it legal to use this "active defense" tool to protect your system?


Let's look at U.S. Federal law. Section 1030 prohibits the intentional transmission without authorization of a software program that causes damage to a computer used in interstate commerce. You would intentionally use the active defense software against the zombies. Code would then be placed on the zombie machines without the owners' permission. Damage means any impairment to the integrity of a computer system. Integrity is implicated when the system is altered in any way, even if no data is taken. To sue, a plaintiff would need $5,000 in damage. Damage costs can include the cost of investigation and of returning the system to its condition prior to the attack.
If I owned a zombie machine affected by your active defense program, I'd have the basic elements of a legal claim. I might not sue, of course. There may not be enough money at stake, I may not be able to prove that you were the cause of harm, instead of the virus or some other contaminant. Probably no prosecutor would be interested in a case like this. But active defense arguably crosses the legal line.
There are some legal defenses you could raise. The common law recognizes necessity and self-defense as excuses for otherwise illegal behavior. Both defenses are pretty narrow. You have to show that you had no other option, and that your response was proportionate to the harm being done to you and did no more harm than necessary.
There have never been any cases analyzing the legality of active defense-type programs or of the applicability of these defenses to computer security practices. This example is not intended to scare network administrators away from using active defense. I use this to illustrate that the law of computer trespass is broad and covers a lot of behavior you might otherwise think is legitimate. Perhaps no one will ever sue over active defense, and society and the courts will come to accept it as perfectly legitimate. The point the reader should be able to identify is that it is possible to make a logical argument that active defense violates the law. This risk is one that sys admins must take into account.

Law and Ethics: Protecting Yourself from Computer Trespass Claims



Despite this gloomy view of the functionality of the computer trespass law, there are ways that you can greatly reduce the chances of getting sued or worse:
	Get permission first.

	Do research on your own machines.

	Don't cause harm to a victim.

	Report findings directly to the system administrator or vendor.

	Don't ask for money for your findings.

	Report to people likely to fix it or heed the information, not to people likely to misuse it.



Remember, the litmus test in computer trespass is that the user does not have authorization or permission. Before you pen test or do research, get permission. Get it in writing. The more detailed the permission, the less there is to fight about later on. The permission can list the tasks you'll perform and the machines on which you'll perform them.
If you can't get permission to test on someone else's machine, do the research on your own machines. Then you can give yourself permission.
For those times when you are not going to be able to get permission from the owner of the computer you must access, you will do better if you do not take any actions to harm the interests of the computer owner beyond the mere trespass. While state law may not require proof of damage, prosecutors, judges, and juries are influenced by whether they think the user was a good guy or a bad guy.
For example, in 1997, I represented a young man who was learning about computer security and wanted to test whether his ISP's web site had a popular misconfiguration that allowed access to the encrypted password file. He typed in the URL where the password file was often improperly stored and found the file. Technically, that completed the crime. He accessed the password file and he did not have permission to do so. I doubt than any federal prosecutor would have been very interested in the case at this point.
What happened next was that my client ran a password-cracking tool against the file and distributed the cracked username and password pairs over an open IRC channel. The ISP did not like this and neither did the FBI investigators or the Department of Justice. In my opinion, my client would not have been charged if he had not distributed the cracked passwords to the public in the chat room. Doing so is not an element of the crime. However, it did make my client look like a bad guy, out to hurt the ISP.
In reality, the perceived ethics of the user (perceived by a jury or a judge) affect whether he will be charged and convicted. For example, in 2002, the U.S. Attorney in Texas charged Stefan Puffer with violating federal law after Puffer demonstrated to the Harris County District Court clerk that the court's wireless system was readily accessible to attackers. A jury acquitted Stefan Puffer in about 15 minutes. One juror said she believed that Puffer intended to improve the court's wireless security, not to cause damage. In another case, in 2006, the Los Angeles United States Attorney's Office criminally charged a man who found a database programming error in a University of Southern California online application web site, and then copied seven applicants' personal records and anonymously sent them to a reporter to prove that the problem existed. The prosecutor said during a press conference that he didn't fault the man for accessing the database to test whether it was secure. "He went beyond that and gained additional information regarding the personal records of the applicant." The man eventually pled guilty.
These cases illustrate that the technical definitions of access and authorization matter less than doing what seems right. In today's computer trespass law, remember that ethics carries equal weight to written and common law: do not act to intentionally harm the interests of the computer owner, no matter how insecure the machine may be.



[1] See 18 U.S.C. 1030 for full text of the federal statute.

[2] For more on calculating loss in computer crime cases, see "Faking It: Calculating Loss in Computer Crime Cases," published in I/S: A Journal of Law and Policy for the Information Society, Cybersecurity, Volume 2, Issue 2 (2006), available at http://www.is-journal.org/v02i02/2isjlp207-granick.pdf.
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[6] Shurgard Storage Centers Inc. v. Safeguard Self Storage Inc., 119 F.upp.2 1121 (W.D. Wash. 2000).

[7] Int'l Assoc. of Machinists and Aerospace Workers v. Werner-Matsuda, 390 F.Supp.2d 479 (D. Md. 2005).
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Reverse Engineering



The human race has the ability and perhaps even the innate urge to study its environment, take it apart, and figure out how things work. One might argue it is why we are who we are. Reverse engineering is one expression of this tinkering impulse.
However, when you consider reverse engineering in the field of computers and software, the practice can conflict with legal rules designed to protect intellectual property. While intellectual property law generally recognizes reverse engineering as legitimate, there are some important exceptions that have ramifications for security engineers and professionals. There are three intellectual property rules that may affect your ability to legally reverse engineer: copyright law, trade secret law, and the anti-circumvention provisions of the Digital Millennium Copyright Act.
Copyright Law and Reverse Engineering



A fundamental technique used by security researchers is to take a "known product and working backward to divine the process which aided in its development or manufacture."[9] The Ninth Circuit Court of Appeal has defined reverse engineering in the context of software engineering as:
(1) reading about the program;
(2) observing the program in operation by using it on a computer;
(3) performing a static examination of the individual computer instructions contained within the program; and
(4) performing a dynamic examination of the individual computer instructions as the program is being run on a computer.


So, many methods of reverse engineering pose no legal risk of copyright infringement. However, emulating, decompilation, and disassembly will require at least partial reproduction of the original code. And copyright law protects software. Copyright law grants to the copyright owner certain exclusive rights in the work, even when copies of the item are given away or sold. These rights include: the right to reproduce the work; the right to prepare derivative works; the right to distribute copies of the work; the right to perform the work publicly; and the right to display the work publicly.[10] Thus, some reverse engineering will create infringing copies of a software program.
Two defenses to copyright infringement nonetheless allow the practice of reverse engineering. First, an owner of a copy of a computer program is allowed to reproduce or adapt the program if reproduction or adaptation is necessary for the program to be used in conjunction with a machine.[11] This exception is relatively limited because it applies only to an owner seeking to adapt his own copy of the program. However, it protects some reverse engineering from infringement claims.
The second defense to copyright infringement is if a legitimate owner of a software program is allowed to make fair use of the program. Fair use is defined by a four-factor test, rather than a list of acceptable practices:
	The purpose and character of the use, including whether such use is of commercial nature or is for nonprofit educational purposes;

	The nature of the copyrighted work;

	Amount and substantiality of the portion used in relation to the copyrighted work as a whole; and,

	The effect of the use upon the potential market for or value of the copyrighted work.



Reverse engineering is generally recognized as a fair use. While the expressive part of software programs is copyright-protected, function and ideas contained in programs are not. If reverse engineering is required to gain access to those unprotected elements, any intermediate copies made as part of reverse engineering are fair use. Here are some examples:
	Sega Enterprises v. Accolade[12]
	Reverse engineering is a fair use when "no alternative means of gaining an understanding of those ideas and functional concepts exists."

	Sony Computer Entertainment v. Connectix[13]
	A Sony competitor could legally copy and reverse engineer the Sony BIOS for Playstation, as part of an effort to develop and sell an emulator that would run Playstation games on a computer.



Regardless, reverse engineering will not protect you from a copyright infringement claim if you are not legitimately in possession of the software, or if you use copyrighted code in your final product. Here are some examples:
	Atari Games Corp. v. Nintendo of America, Inc., 975 F.2d 832 (Fed. Cir. 1992)
	The researching company lied to the Copyright Office to get a copy of the source code. The court found this copy was infringing.

	Compaq Computer Corp. v. Procom Technology, Inc., 908 F. Supp. 1409 (S.D. Tex. 1995)
	Copyrighted code was reproduced verbatim on competitor's own hard drives to facilitate interoperability. The company could have made copies to understand the software and create its own interoperable program, but the verbatim copies were infringing.

	Cable/Home Communication Corp. v. Network Productions, Inc., 902 F.2d 829 (11th Cir. 1990)
	A creator of chips designed to enable display of satellite television services without subscription did not qualify as a fair use in part because they contained 86 percent of the copyright code. Probably another consideration was that the court did not approve of the product.



What to do to protect yourself with fair use



Whether reverse engineering is a fair use depends on the facts of the case. Therefore, to ensure that your reverse engineering is protected by fair use, make sure that the program you are working on is legitimately obtained, make intermediary copies as needed in order to understand the program, but do not infringe the program in your final product.
	Copies made during reverse engineering should be necessary for figuring out how a program works, and for accessing ideas, facts, and functional concepts contained in the software.

	Copies should be intermediate. Do not use copyrighted code in the final product.

	Do not steal the copy of the software that you are reverse engineering.





Reverse Engineering, Contracts, and Trade Secret Law



Despite the legal protections for reverse engineering as a fair use, two newer developments threaten to limit the protection rule. These are trade secret and contract law, and the anti-circumvention provisions of the Digital Millennium Copyright Act (DMCA).
As we saw in Michael Lynn's case, companies sometimes make trade secret claims against security researchers, despite the fact that reverse engineering is specifically protected in both copyright and trade secret law.
One way to understand the relationship between trade secret law and reverse engineering is to view trade secret protection as a prohibition against theft or misuse of certain kinds of information, rather than a rule that says certain information is private property for all purposes. Information may be a trade secret one day, but if the public legitimately learns the information, it ceases to be protected as such. This explains why reverse engineering generally doesn't violate trade secret law. It is a fair and honest means of learning information.
The question becomes more complicated when a EULA or nondisclosure agreement (NDA) prohibits reverse engineering. If a researcher reverse engineers in violation of a legal instrument, is the technique still a fair and honest practice allowed in trade secret law?
Can a EULA or NDA:
	Prevent the researcher from raising a fair use defense to a claim of copyright infringement?

	Prevent the researcher from claiming fair and legitimate discovery defense in response to a trade secret misappropriation claim?

	Subject the researcher to a breach of contract claim if he reverse engineers in contravention to the terms of that document?



The answer to these questions depends on whether the terms of the EULAs or NDAs are enforceable. Even if enforceable, the question remains whether a person who has violated those terms merely breaches the EULA or NDA contract, or actually infringes copyright or misappropriates trade secrets, both more serious claims. Full discussion of this issue is beyond the scope of this chapter. However, I do want to explain some basic contract principles so readers can see the interrelationship with trade secret law.
A EULA purports to be a contract between the vendor and the purchaser. Contract law is based on a mythological meeting of two entities with equal bargaining power that come together and strike a deal in which each gives something to get something. A EULA does not look much like the arm's length negotiation I've just described. Instead, the vendor issues small print terms and conditions that the purchaser sees only when he opens the box, or upon install. The purchaser can then return the product or "accept" the terms. People who've never seen the terms or agreed to them then use the product.
Additionally, companies that want to protect their trade secrets often enter into nondisclosure agreements (NDAs) that regulate how signers will treat source code. This is the only way that a team of people can work on a project and the company can still keep information confidential.
The important thing to note is that researchers may be subject to contractual provisions contained in shrink-wrap, click-wrap, and browse-wrap licenses, and that violation of those provisions in the service of security work could undermine the applicability of legal defenses you would otherwise be able to use.
Perhaps there are some contract terms the law will enforce, and some it will not. One factor may be whether the contracts were truly negotiated or just offered to the public on a take it or leave it basis. A few cases have ruled that the terms in software mass market licenses are enforceable if the user has an opportunity to view them and accept or return the product at some point prior to use. Thus, even if intellectual property law says you can do something, a court may punish you if a contract says you cannot.
What to do to protect yourself



As you can see, it's pretty important to legally possess a copy of the software you are working on and to comply with any promises that you've made in conjunction with obtaining the right to use that software (in a click-wrap, shrink-wrap, browse-wrap, or NDA contract, for example). Failure to do so can result in legal liability, either for breaking the promise or for otherwise legal activities that are no longer protected by IP law.
In my opinion, companies should not use EULAs to terminate public right of access to ideas and functionality of code. We should not depend on the intellectual property rights holder to make socially beneficial decisions about reverse engineering. Once software is out on the market, the vendor should not be able to bind the public at large to a license term that deprives society of the benefits of reverse engineering.
Enforcing terms limiting reverse engineering or controlling dissemination of information obtained by reverse engineering makes sense when the only way the researcher got access to the original code was under an individually negotiated NDA. But even there, restrictions that prevent people from learning about flaws in electronic voting machines or the routers that run the Internet may need to yield to the greater good of public access.
Breaching a contract does not customarily carry the negative connotation that committing a tort or a crime does. The purpose of contract is to smooth out commercial interactions, and walking away from a contract if there is a better deal is part of doing business. Traditionally, breaches could be fixed with money damages sufficient to give the contracting party the benefit of the bargain and punitive damages were not granted. So, it's a bit odd to let a breach of contract translate into trade secret and copyright damages. It is important for you to know that the law will develop further in this area over the next few years. As always, if you recognize a potential grey area, get real legal advice from an attorney.


Reverse Engineering and Anti-Circumvention Rules



Section 1201, the anti-circumvention provisions of the DMCA, prohibits circumvention of technological protection measures that effectively control access to copyrighted works and prohibit the distribution of tools that are primarily designed, valuable, or marketed for such circumvention.[14] What this means is that you generally are not allowed to break software locks that control how you use copyrighted materials. There are other parts to the DMCA, including the safe harbor/notice and take down provisions for copyright infringing materials, so to distinguish from these other sections, I refer to the anti-circumvention provisions as "Section 1201," rather than as the DMCA.
Congress' purpose in passing Section 1201 was to prohibit breaking copyright owners' digital rights management schemes, so that companies would be more comfortable releasing works in digital format. However, the statute prohibits far more than digital rights management; for example, circumventing both access and copy controls. As we saw previously in the computer trespass context, access is a broad concept. Any use is deemed access. Thus, Section 1201 prohibits circumvention of technology that controls how customers use digital music, movies, and games.
Some commentators have called Section 1201 para-copyright because it in effect gives copyright owners the ability to control behaviors that the copyright law does not. The copyright law does not assure to the owner the right to control access, but Section 1201 in effect gives owners that right, if they can enshrine their access preferences in a technological protection measure or with digital rights management (DRM) technology.
Because of the broad nature of access and because software is a copyright-protected work, there have been many Section 1201 claims challenging security research or reporting.
	In September 2000, Princeton computer science professor Edward Felten and a team of researchers succeeded in removing digital watermarks on music. When the team tried to present their results at an academic conference, the industry group that promoted the watermarking technology threatened the researchers with a DMCA suit.

	In October 2003, SunnComm threatened a Princeton graduate student with a DMCA lawsuit after he published a report revealing that merely holding down the Shift key on a Windows PC defeats SunnComm's CD copy protection technology.

	In 2002, Hewlett-Packard threatened SNOsoft, a research collective, when they published a security flaw in HP's Tru64 Unix operating system.

	In April 2003, educational software company Blackboard, Inc. used a DMCA threat to stop the presentation of research on security flaws in the Blackboard ID card system at the InterzOne II conference in Atlanta.

	In 2003, U.S. publisher John Wiley & Sons dropped plans to publish Andrew "bunnie" Huang's book on Xbox modding, which Huang discovered as part of his doctoral research at M.I.T. Huang eventually self-published the book in mid-2003 and was subsequently able to get the book published by No Starch Press.



Despite the widespread use of the statute in cease-and-desist letters, there have not been many actual court decisions applying it to security research. In advising researchers in this area then, there are two essential issues to bear in mind: what the statute says and how it has been used.
Theoretically, Section 1201 could be used in many computer trespass situations, effectively supplanting Section 1030 (the Federal law barring intentional transmission without authorization of a software program that causes damage to a computer used in interstate commerce). Any unauthorized access that involves circumvention of a security protocol, and thus allows use of the copyrighted software on a computer, is arguably a 1201 violation. While getting authorization avoids a Section 1030 claim, getting permission is practically much more difficult in a Section 1201 context. Authorization is relatively easy to get when you are penetration testing or doing research on a particular computer system. But when your research is on DRM or other encryption schemes, authorization will not be forthcoming. Who at Sony could you call for authorization to reverse engineer the spyware root kits they were distributing with each music CD in 2005? Applying Section 1201 in a trespass context is highly problematic, for this and other reasons.
Courts have found the following practices and technologies to be illegal under the anti-circumvention provisions:
	Mod chips for PlayStation and Xbox
	Chips that allow the user to run any games or code on the machines without checking for an authentication handshake

	DeCSS
	A software program that decrypts DVDs

	Adobe eBook Processor
	A software program that decrypts Adobe eBooks



Companies that produce interoperable after-market products such as printer cartridges and garage door openers (Lexmark v. Static Control Components[15], Chamberlain v. Skylink[16]) have also faced DMCA suits. Owners use encryption to check that customers are using approved aftermarket products, while competitors circumvent this encryption so that customers can use the products they like, and that circumvention allows customers to operate code inside the printer or garage door opener. Thus, the lawsuit claims that the after-market competitors are circumventing a technological protection-measure (encryption) that controls access to (use of) a copyrighted work (code in the printer, garage door opener). In these cases, the competitors have prevailed on the grounds that customers have the right to access code in the machines they've purchased. As more cases are brought, we will see what effect EULAs denying the right to access will have in this area as well as in trade secret law.
In practice, the few DMCA cases on the books suggest that the statute is more likely to be enforced when your research focuses on DRM or other technological protection measures that control access to video games, music, and movies. Researchers in these fields of DRM and applied encryption must be particularly careful because the few research exceptions in Section 1201 that exist are very narrow: reverse engineering, security research, and encryption research.
Congress recognized that the anti-circumvention provisions could prohibit reverse engineering, so it put an exception to the rule in the statute for some kinds of reverse engineering. If you have lawfully obtained the right to use a computer program, you may circumvent and disclose information obtained through circumvention for the sole purpose of creating an interoperable, noninfringing computer program, providing your work falls within these guidelines:
	Sole purpose is interoperability

	Necessary

	Independently created computer program

	Not previously readily available to the person engaging in the circumvention

	Such acts of identification and analysis are not an infringement



This exception has been read very narrowly. For example, the District Court in the DeCSS case (Universal City Studios v. Reimerdes) held that DeCSS was not protected under the reverse engineering exception because DeCSS runs under both Linux and Windows, and thus could not have been for the sole purpose of achieving interoperability between Linux and DVDs."[17]
The encryption research exception applies only when:
	Circumvention is of a technological protection measure that controls access to a copy, phonorecord, a performance, or display of a published work

	Necessary

	A researcher sought advance permission

	Research is necessary to advance the state of knowledge in the field



With a few additional factors, including whether:
	Publishing results promotes infringement or advances the state of knowledge or development of encryption technology

	The person is a professional cryptographer

	The person provides the copyright owner with notice and the research



Finally, the security research exception in Section 1201 says it is legal to access a computer network solely for the purpose of good-faith testing and that correcting a vulnerability, with authorization, is not an infringement or other violation of law. The key factors include whether:
	The information is used solely to promote the security of the owner of the tested computer system, or the information is shared directly with the developer of the system.

	The information is distributed in a way that might enable copyright infringement or other legal violations.



The statute also says that security tools may be created and disseminated for the sole purpose of performing the described acts of security testing, unless the tool:
	Is primarily designed for circumventing

	Has only limited commercially significant purpose other than to circumvent



Or:
	Is marketed for circumvention



What to do to protect yourself when working in DMCA



The various offenses, defenses, and factors contributing to defense are pretty complicated. But there are a few points that I can distill from this statutory scheme with which you can try to comply to make it less likely you'll be successfully sued for violating Section 1201.
	Do not market for circumventing purposes.

	Do not design solely for circumvention.

	Seek advance permission if possible, even if you know they will deny you.

	Publish in a manner that advances the state of knowledge and does not enable infringement.

	Be careful when creating products that allow customers to break the law.







[9] Kewanee Oil Co. v. Bicron Corp. (1974) 416 U.S. 470, 476.

[10] 17 U.S.C. 106.

[11] 17 U.S.C. 117; DSC Communications v. Pulse Communications, 170 F.3d 1354, 1361 (Fed Cir. 1999).

[12] 977 F.2d 1510 (9th Cir. 1992).

[13] 203 F.3d 596 (9th Cir. 2000).

[14] 17 U.S.C. 1201 (1998).

[15] 387 F.3d 522 (6th Cir. 2004).

[16] 381 F.3d 1178, 1191 (Fed.Cir. 2004).

[17] 111 F.Supp.2d 294, 320 (SDNY 2000), upheld on appeal, Universal City Studios v. Corley, 272 F.3d 429 (2d Cir. 2001).



Vulnerability Reporting



One of the more vigorous public policy debates in the security field centers on publication of information about security vulnerabilities. Some argue that vulnerability publication should be restricted in order to limit the number of people with the knowledge and tools needed to attack computer systems. Restriction proponents are particularly concerned with information sufficient to enable others to breach security, especially including exploit or proof-of-concept code.
The benefits of publication restrictions theoretically include denying script kiddies attack tools, reducing the window of vulnerability before a patch is available, and managing public overreaction to a perception of widespread critical insecurity.
Opponents of publication restrictions argue that the public has a right to be aware of security risks, and that publication enables system administrator remediation while motivating vendors to patch. They also question whether restricting white hat researchers actually deprives black hats of tools needed to attack, under the theory that attackers are actively developing vulnerability information on par with legitimate researchers.
Today many, if not most, security researchers have voluntarily adopted a delayed publication policy. While these policies may differ in detail, they come under the rubric of responsible disclosure. The term has come to mean that there's disclosure but no distribution of proof-of-concept code until the vendor issues a patch.[18] Once the patch is issued, it in itself can be reverse engineered to reveal the security problem, so there is little point in restricting publication after that time. In return, responsible vendors will work quickly to fix the problem and credit the researcher with the find.
Various businesses that buy and sell vulnerabilities are threatening this uneasy balance, as are researchers and vendors that refuse to comply. For example, in the month of January 2007, two researchers published daily flaws in Apple's operating system without giving advance notice of those flaws to the company.
Can we regulate security information? The dissemination of pure information is protected in the U.S. by the First Amendment. Many cases have recognized that source code, and even object code, are speech-protected by the First Amendment, and as a general principle, courts have been loath to impose civil or criminal liability for truthful speech even if it instructs on how to commit a crime. (The infrequent tendency of speech to encourage unlawful acts does not constitute justification for banning it.)
On the other hand, information about computer security is different from information in other fields of human endeavor because of its reliance on code to express ideas.[19] Code has a dual nature. It is both expressive and functional. Legislatures have tried to regulate the functionality of code similar to tools that can be used to commit criminal acts.[20] But the law cannot regulate code without impacting expression because the two are intertwined.
While current case law says that laws that regulate the functionality of code are acceptable under the First Amendment if they are content-neutral, lawmakers have advocated or even passed some laws that regulate publication. For example, the Council of Europe's new Cybercrime Treaty requires signatories to criminalize the production, sale, procurement for use, import, and distribution of a device or program designed or adapted primarily for the purpose of committing unauthorized access or data intercept. Signatories can exempt tools possessed for the authorized testing or protection of a computer system. The United States is a signatory.
As previously discussed, the U.S. government and various American companies have used Section 1201 (which regulates the distribution of software primarily designed to circumvent technological protection measures that control access to a work protected under copyright laws) to squelch publication of information about security vulnerabilities. But where there is no particular statute, then security tools, including exploit code, are probably legal to possess and to distribute.
Nevertheless, companies and the government have tried to target people for the dissemination of information using either the negligence tort, conspiracy law, or aiding and abetting.
To prove negligence, the plaintiff has to establish:
	Duty of care

	Breach of that duty

	Causation

	Harm



Duty of care means that a court says that the general public has a responsibility not to publish exploit code just because it's harmful, or that the particular defendants have a responsibility not to publish exploit code because of something specific about their relationship with the company or the customers. Yet, the first amendment protects the publication of truthful information, even in code format. Code is a bit different because code works, it doesn't just communicate information. No case has ever held that someone has a legal duty to refrain from publishing information to the general public if the publisher has no illegal intent. I think that would be hard to get a court to establish, given the general practice of the community and the prevailing free speech law. I can imagine, however, a situation in which a court would impose a duty of care on a particular researcher with a prior relationship with a vendor. This hasn't happened yet.
With regard to evidence of conspiracy, the charge requires proof of an agreement. If you publish code as part of an agreement to illegally access computers, that is a crime. The government recently proved conspiracy against animal rights activists by using evidence of web site language supporting illegal acts in protest of inhumane treatment (Stop Huntingdon Animal Cruelty). The convictions are decried as a violation of the First Amendment, but there were illegal activities, and while the web site operators were not directly tied to those activities, the web site discussed, lauded, and claimed joint responsibility (by using the word "we" with regard to the illegal acts).
Aiding and abetting requires the government to show an intent to further someone else's illegal activity. Intent, as always, is inferred from circumstances.
Rarely does the government infer illegal intent from mere publication to the general public, but it has happened. For example, some courts have inferred a speaker's criminal intent from publication to a general audience, as opposed to a coconspirator or known criminal, if the publisher merely knows that the information will be used as part of a lawless act (United States v. Buttorff, 572 F.2d 619 [8th Cir.], cert. denied, 437 U.S. 906 [1978] [information aiding tax protestors]; or, United States v. Barnett, 667 F.2d 835 [9th Cir. 1982] [instructions for making PCP]). Both Buttorff and Barnett suggest that the usefulness of the defendant's information, even if distributed to people with whom the defendant had no prior relationship or agreement, is a potential basis for aiding and abetting liability, despite free speech considerations.
In contrast, in Herceg v. Hustler Magazine, 814 F.2d 1017 (5th Cir. 1987), a magazine was not liable for publishing an article describing autoerotic asphyxiation after a reader followed the instructions and suffocated. The article included details about how the act is performed, the kind of physical pleasure those who engage in it seek to achieve, and 10 different warnings that the practice is dangerous. The Court held that the article did not encourage imminent illegal action, nor did it incite, so it was First Amendment-protected.
Legitimate researchers are not comforted by this lack of legal clarity. Security researchers frequently share vulnerability information on web pages or on security mailing lists. These communities are open to the public and include both white-hat and black-hat hackers. The publishers know that some of the recipients may use the information for crimes. Nonetheless, the web sites properly advise that the information is disseminated for informational purposes and to promote security and knowledge in the field, rather than as a repository of tools for attackers.
A serious problem is that prosecutors and courts might weigh the social perception of the legitimacy of the publisher's "hacker" audience or the respectability of the publisher himself, in deciding whether the researcher published with a criminal intent.
In one example, in 2001 a Los Angeles-based Internet messaging company convinced the U.S. Department of Justice to prosecute a former employee who informed the company's customers of a security flaw in its webmail service. The company claimed that the defendant was responsible for its lost business. As a result, security researcher Bret McDanel was convicted of a violation of 18 U.S.C. § 1030(a)(5)(A), which prohibits the transmission of code, programs, or information with the intent to cause damage to a protected computer, for sending email to customers of his former employer informing them that the company's web messaging service was insecure. The government's argument at trial was that McDanel impaired the integrity of his former employer's messaging system by informing customers about the security flaw. I represented Mr. McDanel on appeal.
On appeal, the government disavowed this view and agreed with the defendant that a conviction could only be based on evidence that the "defendant intended his messages to aid others in accessing or changing the system or data."[21]. McDanel's conviction was overturned on appeal, but not before he served 16 months in prison. Nothing in the statute says that Section 1030 requires proof of intent, but because McDanel's actions were speech, the government had to read that requirement into the statute to maintain its constitutionality.
In late 2006, Chris Soghoian published an airline "boarding pass generator" on his web site. The generator took a Northwest boarding pass, which the airline distributes in a modifiable format, and allowed users to type their own name on the document. Though the Transportation Safety Administration (TSA) had long been aware of the ease of forging boarding passes, they had done nothing and the problem was not widely know. After Soghoian's publication, there was something of a public outcry, and Congress called for improved security. The Department of Homeland Security paid a visit to Soghoian, investigating whether he was aiding and abetting others in fraudulently entering the secured area of an airport. Because Soghoian had never used his fake boarding passes, nor provided it to anyone, and because the language on his web site made clear that his purpose was to critique the security of the boarding pass checkpoint, the Department of Homeland Security recognized that the publication was not criminal. Nonetheless, they sent a cease-and-desist letter to his ISP, which promptly removed the page.
The blunt lesson from these cases is that it's risky to be a smart ass. You have a right to embarrass the TSA or to show how a company is hurting its customers, but being a gadfly garners attention, and not all attention is positive. The powers that be do not like being messed with, and if the laws are unclear or confusing, they'll have even more to work with if they want to teach you a lesson. This isn't to say there is no place for being clever, contrary, or even downright ornery. Some of the most important discoveries in network security and other fields have been made by people whose motivation was to outsmart and humiliate others. If this is your approach, be aware you are inviting more risk than someone who works within the established parameters. You may also get more done. Talk to a lawyer. A good one will point out the ways in which what you are doing is risky. A great one will help you weigh various courses of action, so you can decide for yourself.




What to do to protect yourself when reporting vulnerabilities



Be aware there may be statutes in your state that apply to publications that are beyond the scope of this chapter, that have arisen since this book was last printed, or that apply to your special circumstance. In general:
	Publish only what you have reason to believe is true.

	Publish to the vendor or system administrator first, if possible.

	Don't ask for money in exchange for keeping the information quiet. I've had clients accused of extortion after saying they would reveal the vulnerability unless the company wants to pay a finder's fee or enter into a contract to fix the problem.

	Do not publish to people you know intend to break the law. Publish to a general audience, even though some people who receive the information might intend to break the law.



If you are thinking about publishing in a manner that is not commonly done today, consult a lawyer.




[18] Paul Roberts, Expert Weighs Code Release In Wake Of Slammer Worm, IDG News Service, Jan. 30, 2003, available at http://www.computerworld.com/securitytopics/security/story/0,10801,78020,00.html; Kevin Poulsen, Exploit Code on Trial, SecurityFocus, Nov. 23, 2003, at http://www.securityfocus.com/news/7511.

[19] See 49 U.C.L.A. L.Rev. 871, 887–903.

[20] See, e.g., 18 U.S.C. 2512(1)(b) (illegal to possess eavesdropping devices); Cal. Penal Code §; 466 (burglary tools).

[21] Government's Motion for Reversal of Conviction, United States v. McDanel, No. 03-50135 (9th Cir. 2003), available at http://cyberlaw.stanford.edu/about/cases/001625.shtml



What to Do from Now On



I cannot cover this topic completely without devoting an entire book to it, and perhaps not even then. Security practices do not fit neatly into white hat or black hat categories. There are legal and ethical gray areas where most of you live and work. This book intends to give you technical skills in using an assortment of security tools, but it's how you use those tools that create the legal and ethical challenges with which this chapter, the legal system, and society grapple.
Any bozo can file a lawsuit, but you will usually receive some notification first, in the form of a demand or cease and desist letter. If you receive one of these, get advice from a lawyer. Perhaps the suit can be prevented or settled ahead of time.
Criminal charges often come without any advance notice to you. The FBI may show up at your door asking questions; they may have a warrant to seize your computers; they may ask permission to take your machines. You may never hear anything further from them, or you may get arrested months later. Local law enforcement investigates differently. If law enforcement comes to question you, ask for a lawyer immediately. You may have done nothing wrong, and you may want to cooperate, but that is something that a skilled attorney must help you with. Sometimes the police tell you that getting a lawyer is just making matters worse for you. Actually, it makes matters worse for them, because there's someone looking out for your interests and making sure that they keep their promises to you.
In less extreme situations, consider following the basic "What to do to protect yourself" bullet points throughout this chapter. They are certainly obvious, but you'd be surprised how seldom they are considered.
Ask for permission. Do not take things you are not intended to take. Do not break things. Publish your findings in open forums, using not-for-profit language and with good intent. Do not fake passwords. When you tinker with programs, make sure they are yours, do your research on your own time, on your own computers, without intent to gain financially or destroy something someone else has built.
Finally, there may be times you will not be able to follow these edicts. But as my best friend wrote when she gave me an etiquette book for my wedding, its best to know the rules before you break them. The legalities and ethics of the network security field is in its infancy. If I haven't said it enough times already, here it is once more: if you are operating in a grey area and something feels strange, get legal advice from a practicing lawyer in the field.
—Jennifer Stisa Granick
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Chapter 2. Network Scanning



Virtually every network attack requires the IP address and port number of a vulnerable host in order to function. For example, if you have an Apache exploit ready to use, you need the IP address (and possibly the port number if the server is running on a nonstandard port) of a computer running Apache. Network scanners can provide you with this information, letting you know not only what IP addresses and ports are open but also what applications are running on which port.
Even if you don't have any specific intent, running a network scanner against a host or subnet provides valuable information you couldn't gather otherwise. Modern scanners can give you a feel for an entire network topology within a handful of seconds.
Scanners also are good at determining firewall rules and other access control policies. An administrator can verify his firewall is working properly using these techniques. Similarly, an attacker can use the same tricks to find holes in firewall coverage or simply learn the firewall rules to tailor his attack.
How Scanners Work



There are a number of network scanners out there, and each supports a different feature set and operates in a slightly different fashion. That said, most network scanners follow the same basic principles.
Networked applications communicate by sending packets back and forth. Scanners can determine whether an application is running on a computer by sending a packet that should elicit a response and waiting to see what comes back. If a response is sent, the application is likely to be running.
Tip
Some applications such as PortSentry exist for the sole purpose of confusing or frustrating port scans. Additionally, firewall features like SYN-cookies can make ports appear open when they are actually closed.

Most Internet applications communicate using either the TCP or UDP protocols. Both protocols use the concept of ports to allow for multiple applications to coexist on a single IP address. Both UDP and TCP support 65,536 (216) distinct ports that applications can choose to bind to. Most applications have default ports that are used the vast majority of the time. HTTP (web) servers typically use TCP port 80. SMTP (email) servers almost always use TCP port 25. DNS servers use UDP port 53, and so on.
Tip
The file /etc/services on most Unix machines contains a mapping of common applications to their default port number. For example, the following entry lets us know that IMAP servers typically use TCP port 143:
imap   143/tcp    # Internet Message Access Protocol

Network scanners determine what network applications are running on a given computer by testing TCP or UDP ports to see whether they are accepting connections. If TCP port 80 is open on a given IP address, it can be assumed that an HTTP server is running on that computer. Some scanners such as Scanrand (see the later section "Scanrand") only tell you which ports are open, while others such as Nmap (see the later section "Nmap") or Unicornscan (see the section "Unicornscan," also later in this chapter) can communicate with the application to verify its guess or even identify the version of the application running.
A simple TCP scan of the computer at IP address 1.1.1.1 might involve attempting a connection to 1.1.1.1:1, then 1.1.1.1:2, then 1.1.1.1:3, and so on, until all ports have been attempted. (In reality, modern scanners are much more sophisticated about how they perform their scanning.)
TCP Scanning



The goal of a TCP scan is to determine which TCP ports have applications listening on them. For TCP scans, no actual communication with listening applications is necessary as the TCP protocol allows you to learn what ports are open without completing a full connection. TCP connections are initiated with a three-way handshake consisting of a SYN packet, a SYN/ACK packet, and a final ACK packet. This exchange is represented in Figure 2-1.
To see whether an application is listening on a specific TCP port, a scanner can send a TCP SYN packet to that port and wait for a response. If a SYN/ACK packet is returned, then that port is considered open. If a RST packet is returned, then the port is considered closed; if no response is seen after some time, the port is considered either filtered (i.e., a firewall is blocking connections to that port) or there is no host up at that IP address. To learn about other types of TCP scans, see Different Scan Types.
[image: TCP three-way handshake]

Figure 2-1. TCP three-way handshake


UDP Scanning



UDP scanning is slightly more difficult than TCP scanning. Unlike TCP, UDP does not use handshakes, so the very first packet sent goes directly to the application. UDP applications are prone to discarding packets that they can't parse, so scanner packets are likely to never see a response if an application is listening on a given port. However, if a UDP packet is sent to a port without an application bound to it, the IP stack returns an ICMP port unreachable packet. The scanner can assume that any port that returned an ICMP error is closed, while ports that didn't return an answer are either open or filtered by a firewall.
The inability to distinguish between open and filtered ports is a weakness of simple UDP scanners that has led many people to abandon UDP scanning entirely. Unicornscan improves on this limitation by speaking valid application packets for the most common UDP protocols, which provides much more accurate results.



Superuser Privileges



The network scanners discussed in this chapter all function by sending packets with very special parameters to the computer being scanned. Most Unix-like operating systems (such as Linux or Mac OS X) require superuser privileges in order to send these packets. Unicornscan and Nmap's connect scan (see Different Scan Types) mode work with normal user privileges, but advanced Nmap scans and Scanrand both require superuser privileges. Nmap works fine on Windows with an unprivileged user account.
Tip
Instead of logging in as root to gain superuser privileges, you can use sudo (see Limiting Access) to temporarily elevate your privileges.


Three Network Scanners to Consider



The following three network scanners are covered in this chapter. Here's a quick introduction to each of them and where to get them:
	Nmap (http://www.insecure.org/nmap/)
	Nmap is the oldest, most popular, and most feature-rich of the three scanners. First released in 1997, it has seen four major releases in the past decade. Nmap is widely available for most Unix platforms as well as Windows, and has both command-line and graphical interfaces. Nmap has been integrated into a number of commercial security products as well.

	Unicornscan (http://www.unicornscan.org/)
	While Unicornscan isn't quite as feature-rich as Nmap, it was designed with speed and scalability in mind. The packet-per-second rate can be precisely controlled to allow for very fast scans, or for slower scans so as to not exceed network constraints. Unicornscan also supports sophisticated UDP scans by speaking application protocols instead of sending empty scan packets. Precompiled packages are only available for a few operating systems; otherwise, it must be compiled from source code.

	Scanrand (http://www.doxpara.com/paketto/)
	Scanrand is part of the Paketto Keiretsu toolkit by Dan Kaminsky. While it has the most limited feature set of the tools presented here, it is designed with one thing in mind: sheer speed. Scanrand uses a clever technique of encoding information in the headers of TCP SYN packets, allowing for very fast stateless scanning of a large set of addresses and ports. Scanrand and Paketto packages are available for most Unix operating systems.




Host Discovery



When presented with an unknown network, one of the first orders of business for scanning is to determine which IP addresses have computers listening on them. This is particularly important when exploring a network behind a Network Address Translation (NAT) device (see "Endpoint/Host" in Chapter 13) where only a tiny percentage of available IP addresses may be in use. For example, on my home network, I have three class C networks defined (762 IP addresses), but 12 of those IP addresses are in use only, meaning that nearly 99 percent of the address space is unused. Host scans (also known as ping sweeps) quickly identify which IP addresses have computers attached and allow you to narrow the task at hand significantly.
Nmap provides the -sP option to perform a host scan. By default, Nmap sends both an ICMP echo request (also known as ping) packet as well as a TCP SYN packet to port 80 (the default web server port) to determine whether a computer is listening on a given IP address. If the IP addresses being scanned are on the same subnet as the scanner, ARP packets are used instead; it is a faster and more reliable way to see which IP addresses are in use. Here's an example of Nmap scanning the first 20 hosts of a subnet:
[bryan@nereid bryan] sudo nmap -n -sP 10.150.9.1-20

Host 10.150.9.15 appears to be up.
MAC Address: 00:0C:F1:D2:29:4C (Intel)
Host 10.150.9.16 appears to be up.
MAC Address: 00:0B:DB:27:40:47 (Dell ESG Pcba Test)
Nmap finished: 20 IP addresses (2 hosts up) scanned in 0.646 seconds
Tip
The -n flag instructs nmap to not do name lookups on the IP addresses it scans. This often makes the scan faster as reverse DNS lookups can take a long time to complete. The DNS requests can be somewhat noisy as well, so if you're trying to be subtle with your scan, -n is usually a good idea.

From the above output, you can see that of the first 20 IP addresses in the subnet, two are in use only. If the subnet scanned is local, Nmap is nice enough to look up the MAC addresses in its database to tell you who manufactured the network card.
Dealing with Blocked Pings



Sending ping (ICMP echo request) packets used to be a reliable way to determine whether a computer was listening at a given IP address. These days, with firewalls becoming more widely deployed, ping packets are sometimes blocked by default. For example: the firewall that comes with Windows XP automatically blocks ping packets unless TCP port 445 is also allowed. In addition to sending a ping packet, Nmap also tries to connect to TCP port 80 as a fallback, but what if the host is blocking both pings and port 80? By default, Nmap considers the IP address to be vacant. In the following example, Nmap fails to find any hosts, despite there being a Windows XP machine at 10.150.10.253:
[bryan@nereid bryan] sudo nmap -sP 10.150.10.250-254

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-06-09 11:45 PDT
Nmap finished: 5 IP addresses (0 hosts up) scanned in 2.053 seconds
One workaround to this problem is to use the -P0 flag, which instructs nmap to bypass the host discovery process entirely and instead connect to every port even if the host seems down. The downside to this approach is that on sparse networks, a tremendous amount of time is wasted trying to scan open ports of vacant IP addresses. Adding -P0 to the above scan did find the Windows XP machine, but it took 56 minutes to complete.
Warning
Avoid using the -P0 flag on large scans of potentially sparse networks. In environments such as my home network, where only 1 percent of IP addresses are in use, -P0 causes the scan to take 100 times longer to complete.

A faster solution to the blocked ping problem is to extend the list of probed ports to cover more than just pings and TCP port 80. Nmap provides the following flags to customize the host scan functionality:
	-PSportlist
	Lets you specify which ports to send TCP SYN packets to. If this flag is omitted, Nmap uses port 80.

	-PAportlist
	Lets you specify which ports to send TCP ACK packets to. This is similar to the preceding SYN scan but may provide better results when simple firewalls are between you and the host being scanned.

	-PUportlist
	Lets you specify which ports to send empty UDP packets to. This is similar to the TCP SYN option but for probing UDP applications.

	-PE
	Instructs Nmap to send ICMP echo request (ping) packets. These packets are sent by default if no -P options are specified.

	-PP
	Instructs Nmap to send ICMP timestamp packets. These may be used as an alternative to ping packets in case the firewall is only blocking pings.

	-PM
	Instructs Nmap to send ICMP netmask request packets. These may be used as an alternative to pings in the same fashion as the -PP option.



Providing a more thorough list of TCP ports to probe is a good idea when pings are being blocked. By extending Nmap's TCP SYN scan beyond the default port 80 to include common Unix and Windows ports, we can achieve better results:
[bryan@nereid bryan] sudo nmap -sP -PS21,22,23,25,80,139,445,3389 10.150.10.250-254

Starting Nmap 4.03 ( http://www.insecure.org/nmap/ ) at 2006-06-09 15:18 PDT
Host 10.150.10.253 appears to be up.
Nmap finished: 5 IP addresses (1 host up) scanned in 15.568 seconds
Adding the additional ports increased the scanning time from 2 to 15 seconds, but we found the Windows XP machine at 10.150.10.253, which happened to have port 3389 (remote desktop) open.

Choosing the Right Ports



Choosing the right ports to scan for requires some knowledge of what applications are likely to be running on the network being scanned, but some ports are universally more common than others. Here are some quick tips on how to select default ports for host scanning:
	Some core network functionality in common operating systems (Windows, Mac OS, Unix) requires certain ports to be reachable from the network. Features such as file sharing, network printing, and music sharing use certain well-known ports. Common Windows ports include TCP/135, TCP/139, TCP/445, TCP/1025-1030, TCP/3389, UDP/137, UDP/138, UDP/445 and UDP/1025-1030. Common Unix ports include: TCP/21, TCP/22, TCP/23, TCP/25, TCP/80, TCP/111, UDP/53, UDP/67-69, UDP/111, UDP/161 and UDP/514.

	Networking devices such as switches, routers, and firewalls typically provide a variety of network management facilities on a number of ports (although typically these are only enabled on the "internal" interface of the device). Common ports include TCP/22 (SSH), TCP/23 (Telnet), TCP/80 (HTTP), TCP/443 (HTTPS), and UDP/161 (SNMP). These devices frequently act as DHCP and DNS servers as well, which use UDP/53 (DNS) and UDP/67-68 (DHCP).




Combining Multiple Host Scan Techniques



Multiple -P flags can be combined during the same scan to provide very thorough host scanning. By enabling all ICMP packet types and using common UDP and TCP ports, hosts can be scanned rather quickly with a high degree of confidence. A thorough host scan might look something like this:
sudo nmap -sP -PS21,22,23,25,80,135,139,445,1025,3389 -PU53,67,68,69,111,161,445,514 -
PE -PP -PM 10.150.9.1-254


Port Scanning



The purpose of network scanning is to identify which IP addresses have computers attached, and which applications are running on those computers. The previous section discussed how to find the computers, now let's focus on finding the open ports.
The scanners discussed in this chapter (Nmap, Unicornscan, and Scanrand) are all complex tools with many options (Nmap alone has nearly 80 distinct command-line flags) but port scanning is so central to each that without any command-line flags, they perform a port scan, the only necessary argument being the host(s) to scan. By default, all three scanners use a SYN scan (see Different Scan Types), which provides a good blend of speed and reliability. Depending on the tool, many other scan types may be available. These are covered in detail later in this chapter. Here is output from each scanner when run against my desktop computer without any arguments:
bryan@firemaw:˜$ sudo nmap 10.150.9.46

Interesting ports on 10.150.9.46:
(The 1667 ports scanned but not shown below are in state: filtered)
PORT     STATE  SERVICE
21/tcp   open   ftp
22/tcp   open   ssh
80/tcp   open   http
427/tcp  closed svrloc
443/tcp  closed https
3689/tcp open   rendezvous
8080/tcp open   http-proxy

bryan@firemaw:˜$ unicornscan 10.150.9.46
Open                         ftp[   21]         From 10.150.9.46        ttl 64
Open                         ssh[   22]         From 10.150.9.46        ttl 64
Open                        http[   80]         From 10.150.9.46        ttl 64
Open                    http-alt[ 8080]         From 10.150.9.46        ttl 64

bryan@firemaw:˜$ sudo scanrand 10.150.9.46
bryan@firemaw:˜$
Warning
You may have noticed that Scanrand returned zero results. This is because by default it doesn't do any bandwidth throttling and sends packets as fast as it can. This often leads to a significant number of packets being dropped by intermediate network devices or the end host. By throttling back the bandwidth with the -b flag (Tuning the Scan Speed), results are produced.

An obvious question arises from the above output: why are the results from each tool different? Looking beyond the different in output formats, Nmap reported 5 open ports, Unicornscan reported 4, and Scanrand reported 0. Scanrand's lack of output was caused by a lack of bandwidth throttling, but why do Nmap and Unicornscan differ? The answer has to do with the default ports.
Default Port Ranges



In How Scanners Work, we mentioned a simple scanner that scanned all ports, from 1 to 65535. The tools under discussion here are much more sophisticated and instead scan only a subset of possible ports based on which ports are most likely to be open. Certain ports, such as port 80, are much more likely to be open than, say, port 55312. While scanning for all potential ports is certainly the most thorough approach, it also adds significantly to the runtime of the scan. All three scanners discussed here take a compromise approach and by default scan only the most common ports.
Nmap, the most comprehensive of the scanners, checks for nearly 1,700 TCP ports by default, which amounts to 2.6 percent of available port numbers. Unicornscan by default looks for 291 ports, or 0.4 percent of the total. Scanrand, which is optimized for speed, scans only 21 ports (0.03 percent) when scanning a single IP, and only one port (port 80) when scanning more than one IP.


Specifying Custom Ports



A scanner that only allowed you to use the default ports would be severely limited, so all the scanners we discuss allow you to input arbitrary ports to be scanned on the command line.
Nmap



Nmap allows you to pick custom ports with the -p ports option. The ports argument is a comma-separated list of ports or port ranges. For example:
sudo nmap -p 21-25,80,100-150 target
Nmap also provides the -F flag, which instructs Nmap to perform a "fast" scan by only looking for ports specified in the nmap-services file. This file comes with Nmap and contains around 1200 ports, which is a small decrease from the 1,600+ ports that Nmap scans by default.
Tip
Nmap provides its own services file, nmap-services, instead of relying on the /etc/services file provided by the host (see How Scanners Work). Depending on your environment, the nmap-services file may contain more or fewer entries than what is already on your system. For example, my Linux services file contains 279 TCP ports while Nmap's contains 1,246. However, My OS X machine has both beat with 4,065 entries.

You can mix UDP ports and TCP ports together in the ports list by typing T: in front of the TCP ports and U: in front of the UDP ports. For example, to scan TCP ports 21 through 25 and 80 and UDP ports 5000 through 6000, you would type:
sudo nmap -pT:21-25,80,U:5000-6000 target
Finally, Nmap assumes a port of 1 if the left side of a range is blank, and 65535 if the right side is blank. Therefore, -p-100 is equivalent to -p1-100, and -p100- is equivalent to -p100-65535.
Tip
The most concise way to specify that Nmap should scan all ports is to use -p-, which is equivalent to -p1-65535.


Unicornscan



Unicornscan lets you specify custom ports by appending them to the address with a colon (:) character. As with Nmap, the ports specification can be a comma-separated list of individual ports or a range of ports. For example:
unicornscan target:21-25,80,100-150
If no custom ports are specified, Unicornscan scans its default set of 291 ports. This default set can also be selected by using the special character q (for "quick") in place of a port list.

Scanrand



Scanrand supports custom ports using the same syntax as Unicornscan, by appending the port list after the address with a ":" character. As with the other scanners, the port list is comma-separated and can contain both single ports as well as port ranges. For example:
sudo scanrand target:21-25,80,100-150
In addition to manually specifying custom ports, Scanrand provides four helpful keywords you can use in place of a port list:
	squick
	Short for super-quick, this option instructs Scanrand to use the six most common TCP ports: 80, 443, 139, 21, 22, and 23.

	quick
	This tells Scanrand to use a short list of common ports (26 ports in total). This is the same list that is used by default when scanning a single host.

	known
	This instructs Scanrand to scan all the ports specified in the nmap-services file. (Yes, Scanrand cribs values from Nmap.) The known keyword scans the same ports as nmap -F.

	all
	This is simply a shortcut to scan all ports. This is equivalent to specifying the port range of 0-65535. (Note that Scanrand includes port 0 by default while Nmap does not.)





Specifying Targets to Scan



As mentioned earlier, the only argument that is required by any of our scanners is which host or hosts to scan. All other options assume reasonable default configurations, but there is no such thing as a default host.
There are three ways to specify the target(s) of a scan:
	Single host
	All three tools let you specify a single IP address or domain name to instruct the scanner to perform a scan of that single host—for example, 1.2.3.4 or www.somedomain.com.

	Classless Inter-Domain Routing (CIDR) notation
	CIDR notation lets you specify an IP address or domain name followed by a forward-slash (/) character and the number of bits in the subnet mask. For example, to scan the class C (256 addresses) network around 10.0.0.1, you would type 10.0.0.1/24. Class B (65535 addresses) networks are represented by /16, class A (16 million addresses) by /8, and so on.
Warning
The CIDR notation /0 denotes all possible IP addresses (there are over four billion of them). Unicornscan happily accepts 0/0 as a valid scan target and will commence to scan the entire Internet. You really shouldn't do this as it won't finish in your lifetime, and you'll likely annoy lots of people in the process. Nmap is polite enough to not accept /0 as a valid input, but it does accept /1, which, at two billion addresses, is nearly as bad.


	IP address ranges
	By far the most flexible way to specify scan targets is to use the IP address range notation. This style lets you enter comma-separated IP addresses and IP address ranges into each octet of the target. For example, to scan all (valid) IP addresses in the class C network around 10.0.0.1, you would type 10.0.0.1-254. This is roughly equivalent to the CIDR notation /24, but is slightly superior since 10.0.0.0 and 10.0.0.255 aren't valid IP addresses to scan, yet are included in the CIDR notation. The IP range notation allows you to express complex target lists that are impossible with CIDR notation, such as:
10.1,3,5,7,9.50-100,150-200.1-5,250-254
Tip
IP address ranges can come in handy for doing specialized scans of large networks. For example, the 10.0.0.0/8 network is commonly used on the inside of a NAT device (see Network Address Translation). In a large network this will likely be subdivided into smaller subnets, each with its own router. It is common practice for routers to be given an IP address at the beginning or end of a subnet range (for example, 10.5.5.1 or 10.5.5.254). To quickly scan the entire 10.0.0.0/8 network for routers that use BGP (a common router protocol that uses port 179), you could use:

nmap -p 179 10.0-254.0-254.1,254



Unfortunately, our scanners don't necessarily accept all three target-specification methods. Nmap, the reigning feature champion, accepts all three styles and even allows for multiple target specifications to appear on the command line. Unicornscan supports only single hosts and CIDR notation. Scanrand, on the other hand, allows only for single hosts or one IP address range specification.

Different Scan Types



By default, all three scanners perform a TCP SYN scan, but a variety of other scan types are available (with the exception of Scanrand, which has only one scan mode). SYN scans are the default because they are the most likely to successfully return useful results; however, depending on the network environment, other scan types can often return useful information missed by the default scan.
UDP Scan Types



There are two types of UDP scans supported by our tools: empty packet scans and protocol data scans.
Empty packet scans involve sending UDP packets without any data to a port and waiting to see whether a result is returned. If an ICMP error such as "port unreachable" is returned, it can be assumed that the port is closed. If no response is seen, then the port is considered open or filtered. As mentioned in How Scanners Work, this inability to differentiate between an open and firewalled port is a severe limitation of empty packet scans. Nmap is the only scanner under discussion that uses this technique. To instruct Nmap to perform an empty packet UDP scan, use the -sU flag. For example:
sudo nmap -sU target
Protocol data scans are a more sophisticated approach to UDP scanning that involves sending valid application protocol data in UDP packets to ports to see whether an application responds. Using this technique, ports are only assumed to be open if they respond to the protocol data packets with a nonerror response. Since this technique involves speaking to listening applications, it is more likely to be logged or even cause unexpected behavior such as crashing sensitive applications. Unicornscan supports this mode for UDP scans only, which makes it a good choice for accurate scanning of UDP ports. To perform a protocol data scan with Unicornscan, use the -mU flag, such as:
sudo unicornscan -mU target
Nmap also supports sending protocol data to UDP ports by using the application fingerprinting (-sV) functionality mentioned in Operating System Detection Here's an example of Nmap performing a UDP scan with protocol data:
sudo nmap -sU -sV target
Warning
Mixing UDP and application fingerprinting scans in Nmap can lead to extremely slow scans. If possible, limit the ports to be scanned to the most interesting (see Host Discovery).


TCP Scan Types



TCP packets can be marked with six different flags (SYN, ACK, PSH, URG, FIN, RST) in any combination (although only a few combinations are truly legitimate.) These flags are used by TCP/IP stacks to communicate control data about a connection back and forth. The default TCP scan uses packets with the SYN flag set only. This produces the most reliable results, as SYN packets are how new TCP connections are initiated, and the scan traffic appears to be normal connection traffic. Using other flag combinations can often yield interesting results, and both Unicornscan and Nmap support arbitrary flag combinations using command-line arguments.
To select a custom flag combination with Nmap, use the —scanflags option, providing a list of flags to be set in the argument. Flag names can appear in any order and aren't separated by white space or any other characters. For example, to set the SYN and RST flags in the scan packets, you would type:
sudo nmap —scanflags SYNRST target
To choose custom flags with Unicornscan, append the first letter of the flag to be set (uppercase) or unset (lowercase) after the -mT option. The SYN flag is set by default, so if you do not want your packet to have it set, you need to specify s to disable it. For example, to send packets with the SYN and ACK flags set, you would type (remember the SYN flag is already enabled by default):
sudo unicornscan -mTA target
If you want to send packets with FIN, PSH and URG flags set (this is known as an Xmas scan (see the next section), you would type:
sudo unicornscan -mTsFPU target
Warning
While Unicornscan lets you send any arbitrary flag combination in its scan packets, it doesn't interpret the results as well as Nmap. Be cautious using nonstandard scans with Unicornscan and double-check any unexpected results.


Special TCP Scan Types in Nmap



In addition to allowing arbitrary flag combinations, Nmap provides command-line options to set TCP flags in some common configurations. Some flag combinations are more likely to produce useful results than others, and Nmap provides shortcuts for the most popular ones. The TCP scan types that are provided are described next.
	SYN scan (-sS)
	This is the default scan type when superuser privileges (see Superuser Privileges) are available (Nmap will fall back to using a connect scan when they are not).

	Connect scan (-sT)
	This is similar to a SYN scan in that packets with the SYN flag are sent, but the connection is fully established then torn down. This mode is inferior to a SYN scan as it involves sending an additional packet, and since a full connection is established, the scan is more likely to be logged by the target host. This is the only TCP scan type supported by Nmap when run by unprivileged users or when scanning IPv6 addresses.

	Null (-sN), FIN (-sF), Xmas (-sX), and Maimon (-sM) scans
	These four scans function the same way: by abusing an interesting property of TCP stacks. Packets sent to a closed TCP port without the RST flag set have a RST packet sent in return. Meanwhile, packets sent to an open TCP port without one of the SYN, RST, or ACK flags set are silently discarded. By sending packets without any of these flags set, closed ports can be differentiated from open (or filtered) ports. Null scan packets have all flags disabled, FIN scan packets only have the FIN flag set, Xmas scan packets have the FIN, PSH, and URG flags set and Maimon scan packets set the FIN and ACK flags. These scans are not very useful when stateful firewalls (see Chapter 13) are involved, but can often bypass stateless firewalls entirely.

	ACK scan (-sA)
	This scan is useful for discovering firewall rules for certain firewall types. A host receiving these packets should return a RST packet regardless of whether the port is open or closed. If a RST packet is seen, Nmap assumes the port is unfiltered. If no response is seen then Nmap assumes the port is filtered. This technique works only with firewalls configured to be "moderately" stateful (see Chapter 13). Very stateful firewalls allow only SYN packets, which will lead to all ports being reported as filtered. Stateless firewalls will likely allow all ACK packets through, which Nmap interprets as all ports being unfiltered.

	Window scan (-sW)
	This scan operates by performing an ACK scan and inspecting the TCP window size returned by the target host. Some operating systems set different window sizes depending on whether the port is open or closed, which Nmap can use to produce scan results. (Most common operating systems do not do this, so your mileage may vary when using this scan type).




An Example of Using Multiple Scan Types



Here is the output of a standard SYN scan of my OS X desktop:
bryan@firemaw:˜$ sudo nmap -n -sS 10.150.9.46

Interesting ports on 10.150.9.46:
(The 1667 ports scanned but not shown below are in state: filtered)
PORT     STATE  SERVICE
21/tcp   open   ftp
22/tcp   open   ssh
80/tcp   open   http
427/tcp  closed svrloc
443/tcp  closed https
3689/tcp open   rendezvous
8080/tcp open   http-proxy
From the scan output, we can see that five ports are open (21, 22, 80, 3689, and 8080), two ports are closed (427 and 443), and the remaining ports are filtered. The large number of filtered ports means a firewall is in place. Using an ACK scan, we can try to deduce the firewall policy:
bryan@firemaw:˜$ sudo nmap -n -sA 10.150.9.46

All 1674 scanned ports on 10.150.9.46 are: Unfiltered
The ACK scan shows that all ports are unfiltered, even though we know a firewall is present. This means that the firewall is likely stateless (see Chapter 13) and will allow all packets through that do not have the SYN flag set. We can abuse this property by using a Xmas scan to see past the firewall and discover what ports are really open or closed on the target host:
bryan@firemaw:˜$ sudo nmap -n -sX 10.150.9.46

Interesting ports on 10.150.9.46:
(The 1668 ports scanned but not shown below are in state: closed)
PORT     STATE         SERVICE
21/tcp   open|filtered ftp
22/tcp   open|filtered ssh
25/tcp   open|filtered smtp
80/tcp   open|filtered http
3689/tcp open|filtered rendezvous
8080/tcp open|filtered http-proxy
The output of the Xmas scan shows a new port, 25, that was missing from the SYN scan. This means that port 25 is open on the target, but is being blocked by the firewall. This is a valuable piece of information that we were only able to gather by using a nondefault scan.


Tuning the Scan Speed



What is the ideal speed to perform a network scan? There are three good reasons why the answer is rarely "as fast as possible."
	Every network has a maximum capacity that when reached will cause packets to be silently dropped. Additionally, each host has finite processing and memory resources that can also cause packets to be dropped if received too fast. The end result is that if your scanner sends packets as fast as it possibly can, it is likely to cause packet loss, which leads to inaccurate results. (A scanner will likely interpret a dropped packet as being caused by a firewall or similar device.) We saw this behavior in Port Scanning when Scanrand was run without any throttling.

	If you are scanning a network other than your own, there is the possibility of an intrusion detection system (IDS) or intrusion prevention system (IPS) device watching your every move. These devices are often configured to detect scans, and perhaps take an action in response (such as block your IP address for a period of time). Due to the way scan detection works, the faster the scan, the more likely it is to be detected.

	Scans can wreak havoc on stateful network devices such as firewalls and NATing routers. Each packet of a scan typically represents a new connection, and a full-speed scan can easily exceed the resources of intermediary network devices. Depending on your network infrastructure, it is quite possible to perform a DoS (Denial of Service) attack on yourself by running a scan too fast. (I have personally crashed a number of commercial-grade firewalls by running Nmap with the -T5 option.) Another complication is that many firewall and IPS devices respond to a flood of SYN packets by enabling SYN cookies, which makes every port appear to be open.



Since controlling scan speed is so important, all three scanners provide various mechanisms to prevent packets from being sent too quickly. Each tool has taken its own approach to the problem, as detailed in the following sections.
Nmap



Nmap provides a number of command-line options to fine-tune performance and packet timing. I almost never use these options myself, though, because Nmap provides premade timing templates that encapsulate a number of complex settings into five simple performance "levels." Additionally, Nmap tries to dynamically learn the capacity of the network and scan target and adjusts its behavior accordingly. This dynamic self-throttling is one of the key factors that causes Nmap to be so accurate (but also adds to the overall scan time).
The timing templates can be selected with the -T flag and may be referred to either by name or by number (for example: -T0 is equivalent to -T Paranoid.) The five templates are as follows:
	Paranoid (0)
	This is by far the slowest template and is meant for serious IDS/IPS evasion. In this mode, Nmap scans only one port at a time (no parallelization) and waits five minutes between each packet being sent. While this extreme delay is likely to keep you below the radar, it also means that a default port scan of a single host takes nearly a week to complete.

	Sneaky (1)
	This mode is also meant for IDS/IPS evasion but is a bit less, well, paranoid. Instead of waiting 5 minutes between packets, this mode waits a mere 15 seconds. This is more likely to be detected by a sensitive IDS/IPS device, but is considerably faster. A default scan of a single host takes under seven hours, compared to nearly a week for the Paranoid setting.
Warning
Modern IDS/IPS devices are likely sensitive enough to detect Sneaky scans. The Juniper IDP, for example, detects this scan with its default configuration. If you truly want to avoid detection, it is better to be paranoid or use an alternate method of avoiding detection (see Avoiding Detection).


	Polite (2)
	This template is meant to slow the scan down to a level unlikely to interfere with fragile network devices. As with the previously mentioned templates, it disables parallelization, but waits only 0.4 seconds between packets. This should be slow enough to not overwhelm firewalls or other stateful devices while bringing the default scan time down to around 10 minutes.

	Normal (3)
	This is the default behavior of Nmap when no performance options or templates are specified.

	Aggressive (4)
	This is similar to the Normal template, but lowers the host and port timeouts and reduces the number of packet retransmissions. This speeds up the scan slightly when packet filtering (such as done by a firewall) is occurring.

	Insane (5)
	This is the fastest template and lowers the timeouts and retransmissions even further. This can lead to a significant speed increase on a reliable network with firewalling, but can lead to inaccurate results when used on a slow or unreliable network.



If the provided templates aren't exactly what you want, you can fine-tune the performance by first specifying a template followed by the various tuning options. (To learn more about the Nmap tuning options, see the "Timing and Performance" section of the Nmap manpage.)

Unicornscan



Tuning performance with Unicornscan is very simple. A single flag, -r pps is provided, which allows you to specify the packets per second to be sent during the scan. When no -r option is provided, the scan defaults to 300 packets per second. This is a reasonable value for most Internet links, but can be tuned up or down depending on the environment. In particular, large scans on a LAN segment can benefit from having the packets per second value increased. Compare the time of a default scan versus a scan with a packet-per-second value of 5000:
bryan@firemaw:˜$ time sudo unicornscan 10.150.9.1/24
Open                         ssh[   22]         From 10.150.9.15        ttl 64
Open                      sunrpc[  111]         From 10.150.9.15        ttl 64
 [ Results omitted ]
Open                 netbios-ssn[  139]         From 10.150.9.201       ttl 128
Open                microsoft-ds[  445]         From 10.150.9.201       ttl 128

real    1m44.673s

bryan@firemaw:˜$ time sudo unicornscan -r 5000 10.150.9.1/24
Open                         ssh[   22]         From 10.150.9.15        ttl 64
Open                      sunrpc[  111]         From 10.150.9.15        ttl 64
 [ Results omitted ]
Open                 netbios-ssn[  139]         From 10.150.9.201       ttl 128
Open                microsoft-ds[  445]         From 10.150.9.201       ttl 128

real    0m15.033s
By increasing the rate of packet generation, we were able to obtain the same scan results in a fraction of the time of the default. Finding the ideal scan rate for the target typically takes some trial and error. A value too high may cause some ports to be missed, while a value too low wastes time.

Scanrand



As with Unicornscan, Scanrand provides only a single option for tuning performance. The -b numberunit option allows you specify the maximum bandwidth the scan can consume. The number can be any decimal value, while the unit can be one of b, k, m, or g, specifying bytes, kilobytes, megabytes, and gigabytes per second, respectively. For example, to scan the most common ports on my subnet at 12 kilobytes per second, I would type:
sudo scanrand -b 12k 10.150.9.1-254:squick
If you are more comfortable thinking in terms of packets per second, you can multiply that value by 40 (the size of a TCP SYN packet) to reach the desired bandwidth value. The value of 12k roughly corresponds to a packet per second value of 300, the default value for Unicornscan.
Warning
By default, Scanrand doesn't limit its bandwidth usage at all, which can lead to extremely inaccurate results (even a total lack of results) due to packet loss. It's always a good idea to use the -b flag to keep Scanrand well within the limits of the network being scanned.



Application Fingerprinting



Knowing that a given port is open is valuable information, but even more valuable is knowing what exact application is running on that port. The -sV option instructs Nmap to test for application type and version for all ports found to be open. The following example shows Nmap fingerprinting the open ports on my OS X host:
bryan@firemaw:˜$ sudo nmap -n -sV 10.150.9.46

Interesting ports on 10.150.9.46:
(The 1667 ports scanned but not shown below are in state: filtered)
PORT     STATE  SERVICE     VERSION
21/tcp   open   ftp         tnftpd 20040810
22/tcp   open   ssh         OpenSSH 3.8.1p1 (protocol 1.99)
80/tcp   open   http        Apache httpd 1.3.33 ((Darwin) PHP/4.4.1)
427/tcp  closed svrloc
443/tcp  closed https
3689/tcp open   rendezvous  Apple iTunes 6.0.4 (on Mac OS X)
8080/tcp open   http-proxy?
From the output, you can see that Nmap was able to identify the application version for all but one port (8080). Nmap relies on a user-submitted database of application fingerprints in order to identify applications. In this case, the server running on port 8080 (CherryPy) was obscure enough that a fingerprint wasn't available. When Nmap is unable to identify a port, it provides data to be submitted to the insecure.org web site so future versions will be able to identify the application out of the box.
Tip
By default, Nmap skips certain ports and less likely payloads when performing fingerprinting. To force it to use all payloads on all ports, use the -allports and -version-all options.


Operating System Detection



One powerful feature that separates Nmap from the other scanners discussed here is the ability to determine the operating system (OS) of the target host while performing a scan. When this feature is selected, Nmap sends a few dozen specially crafted packets to open and closed ports (if they were found during the initial scan) and carefully analyzes the responses. By comparing the results with a database of hundreds of different operating systems, Nmap is often able to determine the target system, or at least provide a reasonable guess. If the target supports TCP timestamps, Nmap is often able to determine the uptime of the host. This can be useful to differentiate between desktop machines and servers, or to see how out of date the OS kernel might be. A host with an uptime of many months or years has likely missed a number of important operating system security updates and may be ripe for further attention.
Tip
In order to accurately determine the target operating system, Nmap typically needs at least one open and one closed port on the target. Sometimes Nmap can find a match just using one or the other, but having both is always preferable.

To enable OS detection, add the -O flag to the scan command line. The following flags can be used in conjunction with OS detection to augment the results:
	-v
	This flag increases Nmap's verbosity. When used with -O, Nmap performs a TCP Initial Sequence Number (ISN) and IP ID analysis. These metrics can be used to determine how susceptible the target is to various forms of traffic spoofing. Targets that are reported as having incremental IP ID sequence generation are good candidates for idle scans (see Avoiding Detection).

	—osscan-limit
	This flag instructs Nmap to perform OS detection only on hosts with at least one open and one closed port, leading to more accurate results.

	—fuzzy or —osscan-guess
	This flag instructs Nmap to make guesses about potential target operating systems when an exact match cannot be found.



Depending on the OS being scanned and the state of ports found, the results of the OS detection can vary from very accurate, to broad, to no matches at all. Here are some results of an OS scan performed on my subnet using the following command:
sudo nmap -n -O 10.150.9.1-254
	OS details: Linux 2.4.0 - 2.5.20, Linux 2.4.7 - 2.6.11

	OS details: Microsoft Windows XP SP2

	OS details: Linux 2.4.0 - 2.5.20, Uptime 23.032 days (since Tue May 23 13:44:25 2006)

	OS details: Netscreen 5XP firewall+vpn (os 4.0.3r2.0)

	Too many fingerprints match this host to give specific OS details



As you can see, the results vary in their precision, and sometimes no exact match can be obtained. However, the results are usually close enough to narrow the possibilities down significantly.
Warning
Beware overly specific OS versions, especially on more obscure operating systems. The device previously listed as a NetScreen 5XP running 4.0.3r2.0 is in fact a NetScreen 5XT running 5.0.0r7.0. Nmap's OS database comes primarily from user submissions, and sometimes the OS provided is more specific than the fingerprint warrants.


Saving Nmap Output



By default, Nmap displays results of the scan to the terminal, but it is often preferable to save the results to a file for later inspection. This is particularly useful when scanning a large network as the scan output can span tens of pages. Some tools even take Nmap scan files as input, which is yet another reason to save the scan results to a file. Nmap can store the results of its scans in four different formats:
	Normal
	This is the same format as what is displayed to the terminal during a scan. The only difference is that the command-line options are printed at the top of the file as a reminder of what the scan was configured to do, and some runtime warnings are omitted.

	Grepable
	This format presents the results with one host per line in a concise fashion, meant to be easily processed with Unix text tools such as grep, sed, awk, and diff. Because of the condensed nature of this format, not all scan output may be preserved this way.

	XML
	This is the most powerful format, as the entire scan results are represented in highly structured XML for easy parsing by third-party applications. Unlike the Grepable format, all scan output is present in these files.

	Script Kiddie
	This format is presented solely as a joke and is simply the Normal output passed through a text-mangling filter.



These various output formats can be selected with the -otype filename option, where the type is N, G, X, or S. An additional option, -oA basename, is supported to simultaneously write the scan output in the Normal, Grepable, and XML formats. With this option, the files are named basename.nmap, basename.gnmap, and basename.xml. Multiple output formats can be specified using -o flags as well. For example, to write the output of a scan in normal and XML formats simultaneously, you would type:
sudo nmap -oN normal_output -oX xml_output target

Resuming Nmap Scans



If Nmap scan results are being written to file in either Normal or Grepable format (see Saving Nmap Output), the scan can be resumed after interruption by using the —resume option. When resuming from a file, no command-line options are supported other than the file from which to resume (the original scan options are saved in the output file and are reused when the scan is resumed).
Only scans that span multiple hosts can be resumed, and the scan picks up after the last fully scanned host. Here's an example of a scan being interrupted after finishing one host and resuming to complete the scan on a second host:
bryan@firemaw:˜$ sudo nmap -oG grepable_output -n 10.150.9.15,143

Interesting ports on 10.150.9.15:
(The 1671 ports scanned but not shown below are in state: closed)
PORT    STATE SERVICE
22/tcp  open  ssh
111/tcp open  rpcbind
955/tcp open  unknown
^C
caught SIGINT signal, cleaning up
bryan@firemaw:˜$ sudo nmap —resume grepable_output

Interesting ports on 10.150.9.143:
(The 1672 ports scanned but not shown below are in state: filtered)
PORT    STATE SERVICE
139/tcp open  netbios-ssn
445/tcp open  microsoft-ds

Avoiding Detection



As mentioned in Tuning the Scan Speed, it is not uncommon for IDS or IPS devices to monitor your scan traffic. For various reasons, you may be interested in not being caught performing a network scan. One way to avoid detection is to slow the scan to a crawl (see Tuning the Scan Speed) in hopes of evading an IDS or IPS. While this works for most devices, the speeds necessary to avoid detection are so low that your scan can go from taking seconds to hours or even days. Nmap provides two alternate techniques you can use to avoid getting caught in the act. Ironically, neither technique prevents the scan from being seen, but rather they disguise your source address.
Idle Scans



The first approach is to perform what is called an idle scan. With this technique, scan the target by spoofing packets from a zombie host and then bouncing packets off the zombie to see what ports are open on the target. This scan works only if the zombie uses predictable IP IDs and is not sending a large volume of network packets at the time of the scan. (See Operating System Detection to determine whether a host has predictable IP IDs.)
To perform an idle scan, use the -sI zombie:port option. The zombie argument needs to be the address of a host with predictable IP IDs, and the port needs to be an open TCP port on that host (if no port is specified, Nmap tries port 80 by default).
Tip
It is a good idea to use -P0 (see Host Discovery) with an idle scan so no packets are seen originating from your host. If you don't use this option, your host will send some initial host discovery packets prior to the spoofed scan, which could be used to trace the scan back to you.

Here's an example showing an idle scan of my desktop using port 3389 on 10.150.10.253 as a zombie:
bryan@firemaw:˜$ sudo nmap -P0 -sI 10.150.10.253:3389 10.150.9.46

Idlescan using zombie 10.150.10.253 (10.150.10.253:3389); Class: Incremental
Interesting ports on 10.150.9.46:
(The 1669 ports scanned but not shown below are in state: closed|filtered)
PORT     STATE SERVICE
21/tcp   open  ftp
22/tcp   open  ssh
80/tcp   open  http
3689/tcp open  rendezvous
8080/tcp open  http-proxy
From the perspective of the target (10.150.9.46), all packets from this scan came from 10.150.10.253, even though the host performing the scan has an IP address of 10.150.9.45. Even if an IDS or IPS had detected the scan, the host running Nmap will not be associated with the event.
Another interesting feature of idle scans is that they allow you to view the target host from the perspective of the zombie. Firewall policies often contain exceptions for certain IP addresses (for example, a DNS server may only allow access to TCP port 53 from other DNS server IP addresses). By using one of these "special" hosts as a zombie, you can view open ports that are firewalled for your computer's IP address.

Decoys



The second feature of Nmap you can use to perhaps avoid detection is to employ decoys in your scan. Nmap allows you to specify any number of decoy sources that it uses to fake additional scans from. By using decoys, even though your source IP address might be detected as performing a scan, it is mixed up with fake scans from other IP addresses. This allows you to possibly be lost in the noise. Since Nmap duplicates every scan packet for each decoy, using a large number of decoys reduces scan performance. Use the -D decoy1,decoy2,... option to instruct Nmap to use decoys while scanning. Here is an example scan using four decoys:
sudo nmap -n -D1.1.1.1,2.2.2.2,3.3.3.3,4.4.4.4 10.150.9.46
From the perspective of the target (10.150.9.46), five port scans were seen, but only one of the scans was legitimate (and more importantly, the target has no way of telling which one was real).


Conclusion



Network scanning provides a wealth of information about the target network, which is valuable regardless of whether you're trying to attack the network or protect it from attack. While performing a basic scan is a simple matter, the network scanners covered in this chapter provide a wide array of options to tweak your scan to achieve the best results. By taking advantage of these advanced features, you can make your scans more accurate, less likely to be detected, and faster to complete. If by this point you're still not sure which scanner is right for you, the answer is almost certainly Nmap. The other scanners have their own strengths, but Nmap's huge list of features and solid implementation make it the go-to scanner for most scans.
—Bryan Burns

Chapter 3. Vulnerability Scanning



Vulnerability scanning consists of looking for known vulnerabilities in known products. The traffic sent is very target-specific, as opposed to the traffic sent by the tools described Chapter 17, which require a lot of pseudorandom traffic.
A vulnerability scanner can execute intrusive or nonintrusive tests. An intrusive test tries to exercise the vulnerability, which can crash or alter the remote target. A non-intrusive test tries not to cause any harm to the target. The test usually consists of checking the remote service version, or checking whether the vulnerable options are enabled. Intrusive tests are typically much more accurate, but obviously they cannot be performed in a production environment. A nonintrusive test cannot determine for sure if a service installed is vulnerable, only if it might be vulnerable.
A vulnerability scanner such as Nessus (see Nessus) differs from a penetration tool by the manner in which it exploits vulnerabilities. A scanner ensures that the vulnerability exists, but doesn't attempt to compromise the vulnerable software. A crash or degradation of the service is only a side effect of an intrusive test, not a goal.
I do not advise using any of the available vulnerability scanners to test an IDS. First, you can never be sure what type of test is performed. Checking the program version or what options are available generates legitimate traffic that should not be detected by an IDS. Even intrusive tests often do not exploit the potential vulnerability in a dangerous way, and may not trigger any log on the IDS. Use a penetration tool such as Metasploit (see Chapter 7) to test the detection capabilities of an IDS or other security device.
Nessus



Nessus (http://www.nessus.org) by Tenable is a free vulnerability scanner, probably the most well-known tool in this category. Nessus 3 is available on Linux, Windows, Mac OS X, Solaris, and FreeBSD.
Each vulnerability scan or set of vulnerability scans comes as a plug-in. New plug-ins are released regularly and cover several protocols (for example, HTTP, SMTP, FTP, SNMP, RPC, LDAP, and TFTP), backdoors, applications, and local vulnerabilities, and can detect the actual applications running on each open port. It supports SSL (HTTPS, IMAPS, and SMTPS). Nessus covers over 10,000 vulnerabilities.
License



Nessus 2 was released under the GPL license. Nessus 3 is still free, but not open source anymore. However, there is now an official Windows version.
Plug-ins are still free after you register your copy of Nessus 3, but they are only available after seven days. For a real-time plug-in feed, you have to pay for the Direct Feed (http://www.tenablesecurity.com/products/direct.shtml). In addition, Supervisory Control And Data Acquisition (SCADA) and Compliance checks plug-ins are only available through the commercial Direct Feed.
The new version is faster than 2.0 and extends the NASL language used to write the plug-ins.

Architecture



Nessus is composed of a client and a server. There is a graphical client interface for both Windows and Linux. The client can run on a different machine than the server. For large networks, it is possible to control several servers in parallel from one client with Tenable Security Center (http://www.tenablesecurity.com/products/sc.shtml), a commercial tool.
Warning
Due to network limitations on Windows, the maximum number of hosts is 10, the maximum number of concurrent security checks is 4, and the maximum number of packets per second for a port scan is 50 if the Nessus service runs on this version of Windows. But you could move the server to Linux (FreeBSD or Solaris also) or to an Enterprise version of Windows (2000, 2003) and still run the graphical client on Windows XP to work around these limitations.


Tenable Security Center



The Security Center contains additional features such as an improved reporting system and granular user rights management. This management tool allows several network administrators to track vulnerabilities, prioritize issues, and share vulnerability information. Each user can have different rights. It can also correlate logs from different Intrusion Detection Systems (IDS) such as Snort (see Snort). It is only available as a commercial tool; there is no free version available from Tenable.

Windows Configuration



Once the software is installed, you need to register your copy and update the plug-ins. If you have direct access to the Internet, use the client to do so. If you do not have direct access to the Internet, you can do both offline. Go to http://plugins.nessus.org/offline.php to register your copy manually. Use your activation received by email and the challenge code given by Nessus when you start it. Then you can download a new plug-in package periodically with the URL provided during the registration process. Decompress the plug-in package to c:\Program Files\Tenable\Nessus\Plugins.
Tip
The plug-in package is a tar.gz file (tarball compressed with gzip), a format popular on Linux and Unix systems, but not on Windows. It is not a file format handled natively by Windows. You can download 7-Zip, for example, a free and open software to decompress this package. But Cygwin can do the job with the command:

tar xvfz all−3.0.tar.gz -C /cygdrive/c/Program\ Files/Tenable/Nessus/plugins
Including the plug-ins, Nessus takes about 230 MB of disk space.
The Nessus server is started automatically as a service under the name Tenable Nessus. If you do not use Nessus very often, you can change it to start manually to save some resources.
Warning
On Windows 2000 and 2003, install Nessus with Administrator privileges in order for the software to run correctly.


Linux Configuration



Nessus is supported officially on Red Hat (Enterprise, Fedora), SUSE, and Debian. But the RPM available on Tenable's web site works perfectly for other Linux distributions that support RPM, such as Mandriva.
Tip
Linux distributions usually include version 2 of Nessus, as it is the latest open source version available. You need to get version 3 directly from Tenable's web site.

Nessus is installed in /opt/nessus. Since this is not a standard path on Linux, you need to update a couple of environment variables:
[julien@asus ˜]$ export PATH=$PATH:/opt/nessus/bin
[julien@asus ˜]$ export MANPATH=$MANPATH:/opt/nessus/man
The tools located in /opt/nessus/bin are available to all local users. Commands in /opt/nessus/sbin are used to manage nessus and the server nessusd. They are only executable by the root user. /opt/nessus/sbin should also be added to the default path of the root user:
[root@asus ˜]$ export PATH=$PATH:/opt/nessus/sbin
[root@asus ˜]$ export MANPATH=$MANPATH:/opt/nessus/man
Tip
To avoid typing these commands every time you log in, you can add these two lines to ˜/.bashrc

You need to add a user to administrate nessusd before it can be used. As a root or sudo(see Chapter 14) user, follow these steps:
[root@asus ˜]# nessus-add-first-user

Add a new nessusd user
----------------------


Login : nessusd
Authentication (pass/cert) [pass] : pass
Login password :
Login password (again) :
You can choose any name to manage nessusd. For the authentication mechanism, you can choose between password (pass) and a certificate (cert). If the nessusd server is located on your own machine, it is easier to authenticate with a password. When you enter the password during user creation, the password is not displayed. If you decide to use a certificate, the nessus runs the command nessus-mkcert-client.
Next, you will be prompted to create rules for the new user:
User rules
----------
nessusd has a rules system that allows you to restrict the hosts that nessusd has the
right to test. For instance, you may want the user to be able to scan his
own host only.

Please see the nessus-adduser(8) manpage for the rules syntax

Enter the rules for this user, and press ctrl-D once you are done :
(the user can have an empty rules set)
You can add rules now or later to restrict the rights of the users to scan certain hosts. System-wide rules are added to the file /opt/nessus/etcs/nessus/nessud.rules. User-specific rules are added to /opt/nessus/var/nessus/users/<login>/auth/rules.
The rules describe the rights of each user by listing the networks that each user can or cannot scan.
For example, this rule allows the scanning of 192.168.1.0 to 192.168.1.255 only:
accept 192.168.1.0/24
default deny
This example rule allows the scanning of any IP address, except 192.168.1.0 to 192.168.1.9 and 192.168.1.11 to 192.168.1.255:
deny 192.168.1.0/24
accept 192.168.1.10/32
default accept
It is also possible to allow access to the client machine only:
accept client_ip
default deny
After you have finished adding rules, you will see this message:
[...]
Thank you. You can now start Nessus by typing :
/opt/nessus/sbin/nessusd -D
You can add additional users with the command nessus-adduser. To remove a user, use nessus-rmuser <login>.
On most Linux systems, nessusd should be started/restarted/stopped from /etc/init.d/nessusd start|restart|stop rather than from /opt/nessus/sbin/nessusd -D.
To register your copy of Nessus, you need to copy the output of the command nessus-fetch--challenge along with your registration code received by email to http://plugins.nessus.org/offline.php. Or if you have direct access to Internet, type nessus-fetch --registeractivation_code.
Make sure that the set up is complete by displaying the list of plug-ins:
[julien@asus ˜]nessus -q -p 127.0.0.1 1241 nessusd password
127.0.0.1 is the IP address of the nessusd daemon, 1241 is the default port of the daemon. nessusd is a username we created earlier; it is followed by the password.
Tip
NessusClient, a Linux graphical interface for the client shown in Figure 3-1 can be downloaded at http://www.nessus.org/download/index.php.

[image: Linux GTK client]

Figure 3-1. Linux GTK client

You can also check that Nessus is correctly set up to update the list of plug-ins:
[julien@asus ˜]  nessus-fetch -check
 nessus-fetch is properly configured to receive a Registered feed
Optionally, you can tune the nessusd configuration file /opt/nessus/etc/nessus/nessud.conf. You may want to modify these values in particular:
# Number of hours to wait beween two updates
auto_update_delay = 24 # can be changed to 12 or 6
# Maximum number of simulataneous hosts tested
max_hosts = 40     # can be lowered to use less bandwidth
# Maximum number of simultaneous checks on each host
max_check = 5 # can be lowered to save resources

# CGI paths to check
cgi_path = /cgi-bin:/scripts # add /cgi and any special location used on your network

# Can users upload their plugins
plugin_upload = yes     # this is a security risk, it is safer to say no

#If set to yes, Nessus jumps randomly from addresses to addresses instead of doing the
m in incremental order
slice_network_addresses = no # set to yes to try to evade firewalls or IDS
Be careful when changing the number of simultaneous hosts to check and the number of checks, as these choices increase the bandwidth, CPU, and memory usage on both the server and the target hosts.
You can automatically update the plug-ins with nessusd by setting up the auto_update variable to yes. If you prefer to use a cron job instead—for example, to launch a command in case of failure—do not launch an update at a plain hour (e.g., 5:00 p.m.). Instead, use a random number between 5 and 55 for the minutes (e.g., 5:17 p.m.) to distribute the load over time on the remote server.

Local Vulnerabilities



This chapter focuses on network vulnerability scanning, so I will not detail the local vulnerability checks done by Nessus. If you provide Nessus with the credentials of a target, it can ssh(see Chapter 15) to it and check known binaries on the host for local vulnerabilities. Nessus looks at specific well-known security vulnerabilities, but also does generic checks, such as looking for file permissions or sensible configuration files.
The login and password information are part of the policy. This means that if you want to connect to servers that have different passwords, you have to create a new policy for each of them. In the Windows client, the credentials are accessible after clicking on Edit Settings, as shown in Figure 3-2.
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Figure 3-2. SMB and SSH credentials


Network Scan



You can run a scan from inside your network to get as much information as you can on potential vulnerabilities or weaknesses. Or you can scan your network from the outside to understand how an attacker sees it. You want to do a thorough analysis of all servers at the interface between your local network and the Internet, usually your DMZ zone: mail server, HTTP server with web applications, and VPN server.
You can start a scan simply by inputting the IP address or hostname of the targets. Nessus proposes four types of scan:
	Nonintrusive scan
	This is best suited to scan targets in a production network. A scan of one target on a 100 MB network from a Windows XP client takes about 25 minutes.

	Intrusive scan
	This enables all plug-ins, including dangerous checks that can harm the target. This scan takes about 30 minutes for one target.

	Predefined policy
	Use a predefined or customized policy defined earlier. Check the section "Policy Configuration" later in this chapter for more details.

	New policy
	Define a new policy to use for the scan. Check the later section "Policy Configuration" for more details.



Warning
If your goal is to test a remote server, do not forget to turn off any anti-virus, firewall, or other security software running on the Nessus server. This software may drop some of the traffic generated by Nessus.

Nessus first does a port scan to identify the services running and the target operating system (see Chapter 2). It uses a combination of features to determine what the target is running. Here is what it tries to discover:
	What services are running? For example, SSH and NTP are more common on a Unix machine, NetBios and MS-RPC are more on common on Windows.

	How the target reacts to malformed ICMP packets.

	SNMP information.

	Information gathered from an NTP service.



To get more information about operating system fingerprints, check out Chapter 2 and examples related to p0f(see Getting Information from the LAN).
The port-scanning phase is very important. It is used by Nessus to know what plug-ins are relevant (Apache or ISS plug-ins for a web server, Linux or Windows vulnerabilities, etc.), and what service is running on what port. Nessus can detect services on nonstandard ports.
Tip
If you scan a large network, it is more efficient to place one Nessus server per network segment.

There could be false detection if the target is behind a Port Address Translator, since each port could correspond to a different operating system. A firewall between the Nessus server and the target could drop the malformed ICMP traffic. This would then lead in false positives in vulnerabilities found by Nessus. If you know the details of the machine you are scanning, it is possible to tell Nessus what operating system or services are running on the host in a policy (see the section "Policy Configuration" later in this chapter).
If you run a web server with virtual hosts—that is you have different web domains with the same IP address—you need to indicate the list of virtual hosts to Nessus. Where you enter the IP address of the target, add the hostnames between brackets: 192.168.1.1[domain.comdomain.netdomain.org]. You can save it in the address book to avoid typing a long list all the time.
Warning
If you happen to scan a network printer, the printer may print garbage characters indefinitely. It often happens with network printers using CUPS. You should exclude the IP address of all your network printers.


Scan Results



At the end of a scan, Nessus generates a report that provides a list of all open ports and the potential risks associated. If you use any encryption (SSH, HTTPS, IMAPS, SMTPS), Nessus analyzes the algorithms allowed and warns you if any weak encryption mechanism are allowed (see Figure 3-3).
[image: Scan results]

Figure 3-3. Scan results

You may see a list of more specific issues (such as a list of vulnerable software versions that you run) or known vulnerable CGI scripts.
All these results should be double-checked; there are often a lot of false positives:
	A firewall or other security device may have detected the ongoing scan. My firewall can detect the scan after a few seconds and blocks all traffic generated by Nessus. The report shows a lot of open ports that do not exist on the target because it misinterpreted the dropped packets (see Chapter 2). Nessus may also display that it was able to crash the target when the traffic was actually dropped by the firewall.

	Some vulnerability checks are too superficial. Sometimes, a plug-in looks for the version in the banner only. This may not be enough to know whether the service is actually vulnerable. It is possible that the server has been patched without changing the software version, or that the vulnerable options are not enabled. See "Plug-in Code Example" later in this chapter to understand how to verify what a plug-in is actually doing.

	If a service or server is incorrectly identified, checks that do not apply to the actual version may give wrong results.



The scan results highlight potential issues that should then be checked one by one. This is a good base to start tightening up the security of the servers running on a network. But like all the tools described in this book, some manual work is necessary to analyze the results, and other security checks with other tools should be performed.
All reports are automatically saved. They can be reviewed later. You can also compare two reports to see whether you actually did increase the security of the target between the last scan, or whether the target was modified since the last scan.

Policy Configuration



Instead of running a full scan, it is possible to customize the areas that should be checked. By reducing the number of checks that are done and by tuning the default settings, you both reduce the duration of the scan and improve its accuracy.
The settings are associated with a policy. This means that each target that requires special settings (different passwords for example) requires its own policy. You cannot clone a policy; this makes Nessus hard to use accurately on a large networks.
To modify the default settings, create a new policy and click on Edit Settings. Under the General tab, you can select how thorough the test will be. For a full scan, unselect Safe Check and select "Thorough tests." For more verbose output (but also more false positives), select Paranoid for report paranoia and "verbose Report" for verbosity.
The Credentials tab contains settings used for local vulnerability checks. See "Local Vulnerabilities" earlier in this section for more information.
The tabs for Others and Web contain login and password information for different services, as shown in Figure 3-4. This information is needed to perform all the tests.
[image: Password used during the scan]

Figure 3-4. Password used during the scan

If you have subscribed to the Direct Plugin Feed, you can add your compliance policy files under the Compliance tab. These files describe your company policies for different OSs. Nessus can check whether the targets comply with them.
You can select the list of plug-ins to enable by clicking Edit Plugins. By default, all plug-ins shown are enabled. However, it you selected "Safe checks" in the settings, the plug-ins considered dangerous (denial of service, exploitation of a vulnerability, etc.) are not run.

Plug-ins



The plug-ins are organized by family (for example, Web Server, Windows). A brief description of each plug-in is available, as shown in Figure 3-5. The description provides some useful information when you do the report analysis:
	What is it actually doing? When you see something like "Software X version Y has a known vulnerability," the plug-in is very likely looking for a banner and not exercising the actual vulnerability. This can be verified by looking at the plug-in code (see "Plug-in Code Example" later in this chapter).

	What software or OS version does it apply to? If you know you are scanning Windows targets only, there is little value in enabling plug-ins that look for Unix vulnerabilities. The scan takes longer and you potentially get more false positives.

	A workaround. The plug-in may describe how to configure the vulnerable service to not be vulnerable. You may want to check that this is not already in place on the target.

	Is it a local or remote vulnerability check? If the plug-in is a local check, you need to add the credentials to connect to the target.



[image: List of plug-ins]

Figure 3-5. List of plug-ins

This list of plug-ins can also be found in the XML file c:\Program Files\Tenable\Nessus\plugins\plugins.xml. This file is easier to use to do a search. It also provides additional information, such as dependencies on other plug-ins, the script name, and the category. The category is represented by a number in the XML file and a name in the plug-in code. The category indicates what type of action is performed by the plug-in, as shown in Table 3-1.
Table 3-1. Plug-in categories and actions performed
	Category number
	Category name
	Description

	1
	ACT_SCANNER
	Network scan (harmless)

	2
	ACT_SETTINGS
	Settings used by other plug-ins

	3
	ACT_GATHER_INFO
	Information gathering (banner check, presence of a file, etc.)

	4
	ACT_ATTACK
	Performs a network attack

	5
	ACT_MIXED_ATTACK
	Performs several types of attack; some may be harmful

	6
	ACT_DESTRUCTIVE_ATTACK
	Performs harmful attack

	12
	ACT_DENIAL
	Denial of service

	13
	ACT_KILL_HOST
	Attempts to crash the target

	14
	ACT_FLOOD
	Floods the device, may harm the target

	15
	ACT_END
	Information about each host




The category is different from the family. For example, the plug-in Imagemap.exe in the family CGI: Abuses performs a denial of service, but is not part of the family Denial of Service.

Plug-in Code Example



In a detail analysis of Nessus results, you may have to understand what the plug-in did exactly. On Windows, all scripts are located in c:\Program Files\Tenable\Nessus\plugins\scripts\, and on Linux in /opt/nessus/lib/nessus/plugins/. They are written in NASL, a special language used by Nessus.
This book is not going to teach you the NASL language to write your own scripts. NASL is easy to read, so we will only look at a couple of examples to understand what is done in the plug-in.
Let's start with a simple CGI plug-in, zope.nasl. The first part of the script is the description available in the GUI:
if(description)
{
 script_id(10447);
 script_bugtraq_id(1354);
 script_version ("$Revision$");
 script_cve_id("CVE-2000-0483");
 [...]
 exit(0);
}
The code for the plug-in starts after the comment:
# The script code starts here
[...]
banner = get_http_banner(port:port);

if(banner)
{
if(egrep(pattern:"^Server: .*Zope 2\.((0\..*)|(1\.[0-6]))", string:banner))
     security_hole(port);
}
In this example, the plug-in looks at the HTTP reply from the web server to verify what the web server software is. If the target runs Zope 2.0 to 2.1.6, this is reported in the scan result. This is a safe plug-in in the category ACT_GATHER_INFO. It generates valid traffic that should not be blocked or detected as malicious by any security device.
Now, look at smtp_relay2.nasl. This plug-in checks whether your SMTP server is configured in OPEN RELAY mode, which would allow a spammer to use your mail server to send millions of email:
send(socket: soc, data: strcat('HELO ', src_name, '\r\n'));
smtp_recv_line(socket: soc);
for (i = 0; soc && (from_l[i] || to_l[i]); i ++)
{
  mf = strcat('MAIL FROM: <', from_l[i], '>\r\n');
  send(socket: soc, data: mf);
  l = smtp_recv_line(socket: soc);
  if (! l || l =˜ '^5[0-9][0-9]')
  {
    smtp_close(socket: soc);
    soc = smtp_open(port: port, helo: domain);
  }
  else
  {
    rt = strcat('RCPT TO: <', to_l[i], '>\r\n');
    send(socket: soc, data: rt);
In this part of the code, Nessus uses the following commands to send an email:
HELO localhost
MAIL FROM: <nessus@localhost>
RCPT TO: <nessus@domain.com>
If the SMTP server is correctly configured, it should reject this email because the recipient is not part of your network. The plug-ins check the reply code sent by the server to the last command:
if (l =˜ '^2[0-9][0-9]')
    {
      mf -= '\r\n'; rt -= '\r\n';
      rep = strcat(rep, '\t', mf, '\n\t', rt, '\n\n');
      break;
   }
    [...]
   }
}
[...]
If the response code is 200 to 299, the SMTP server agrees to deliver the email. Nessus reports that your SMTP server can be used by spammers.
If you know other scripting languages (for example, Perl, Python, or Bash), you can understand what each plug-in is really doing. I usually look at the code of each plug-in when going through the results of a scan; it is often easier than analyzing the target to check whether it is really vulnerable.

Linux Command Line



Everything that is done with the Windows GUI can be done with the command line on Linux. All the parameters must be added to a configuration file. The Linux GUI uses ˜/.nessusrc; you can use the same filename with the command line or use a new one:
[julien@asus ˜]nessus -c ˜/.nessusrc -q
127.0.0.1 1241 nessud mypassword
targets.txt results.nsr
-Tnsr
Tip
You can add the -V argument (verbose) to get information about the scan in progress.

targets.txt contains the list of targets to scan (one per line), in the same format used in the Windows GUI. The results of the scan are contained in results.nsr. The -T option allows you to get the Nessus report in HTML (-T hml), text (-T txt), XML (-T xml) or one of the Nessus format (-T nbe, -T nsr). It is preferable to generate the report in .nsr or .nbe format because it can later be converted to any of the other formats:
[julien@asus ˜]nessus -i results.nsr -o results.html
It is not possible to create or manage policies from the command line. All changes have to be done in the configuration file (e.g., enable/disable plug-ins, server settings, and credential information).
Unfortunately, there is no official documentation for this configuration file. But there is a Nessus knowledge base at http://www.edgeos/nessuskb/ where you can find a lot of examples. You can also generate the configuration file with the GUI and update it later.
The configuration file looks like this:
#global settings
trusted_ca = /opt/nessus/com/nessus/CA/cacert.pem
paranoia_level = 2
nessusd_user = nessusd
[...]
begin(SERVER_PREFS)
#server settings
end(SERVER_PREFS)

begin(PLUGINS_PREFS)
# plugin settings
end(PLUGINS_PREFS)

begin(PLUGIN_SET)
#list of plugins enabled
 20532 = yes
 15352 = yes
[...]
end(PLUGIN_SET)
As you can see, you must explicitly list all plug-ins that are enabled. This means that after each plug-in update, you have to add the new plug-ins to the file. There is a great unofficial tool to generate an up-to-date list automatically: update-nessurc. This Perl script can be found at http://www.tifaware.com/perl/update-nessusrc/.
The help information for update-nessurc is part of the script and accessed via perldoc:
[julien@asus ˜]perldoc update-nessusrc
After you download the script and make it executable (chmod u+x update-nessusrc), you must edit the script to enter information about the Nessus server:
############################################################################
# Initialize variables.
our $nessusd_host = '127.0.0.1';
our $nessusd_port = 1241;
our $nessusd_user = 'nessusd';
our $nessusd_user_pass = 'mypassword';
our $proxy = '';                    #no proxy
You can get a summary of the default nessurc configuration:
[julien@asus ˜]./update-nessusrc -s ˜/.nessusrc
Id:        24021
Name:    Easy File Sharing FTP Server PASS Command Buffer Overflow Vulnerability
Family:    Gain a shell remotely
Risk:    High / CVSS Base Core: 7 (AV:R/AC:L/Au:NR/C:P/A:P/I:P/B:N)
Category:    denial
[...]
Before you make any modification with update-nessusrc, you should back up your configuration file. By default, the configuration file selects all plug-ins except the dangerous ones (denial, destructive_attack, flood, killhost) and the port scans that are selected individually in the variable @plugins_includes(plug-ins 10180 and 10335).
You can select the plug-ins to enable by:
	Category
	You can select _all_ for all categories and exclude specific categories by prepending their name with !:
./update-nessusrc -c "_all_,\!destructive_attacks" ˜/.nessusrc
Warning
If you use the Bash shell on Linux, you need to escape !, as in \!.


	Family
	It works the same way as filtering by category, except that you need to override the default categories:
./update-nessusrc -c "" -f "infos,CGI abuses" ˜/.nessusrc

	Risk
	The risks factors must be typed as a regular expression:
./update-nessusrc -c "" -r "High|Medium" ˜/.nessusrc

	Plugin ID
	You can select all plug-ins with _all_, or a range of plug-ins x-y. You can also exclude some of them with !, or !x-y to exclude plug-ins x to y:
update-nessusrc -c "" -i "10000-15000,20000-30000,!15010-15100,!25011" ˜/.nessusrc



There is an additional special filter: the SANS Top 20 Vulnerabilities (see http://www.sans.org/top20/). To enable the corresponding plug-ins, type:
[julien@asus ˜]./update-nessusrc -t ˜/.nessusrc
Tip
You can add the -s argument to any of these commands to get the list of changes done by update-nessusrc

These filters can be combined together. You can also use the -x argument, which works like -I but excludes specific plug-in IDs.
Some plug-ins need additional configuration. You can find these in the configuration file between begin(PLUGINS_PREFS) and end(PLUGINS_PREFS). update-nessurc cannot update these special settings. It is possible that a new plug-in does not work because it has not been configured correctly. It is safer to run nessusClient on Linux after each plug-in update to make sure all plug-ins are correctly configured, and then use update-nessusrc as a policy manager tool.

Windows Command Line



It is also possible to use the command line in Windows. This is handy to run Nessus in a schedule task or as part of a script. However, it is not as powerful as the Linux command line. You can only launch a couple of tasks:
	Plugin update
	Use updateCmd.exe

	Scan
	Scan a target using a policy:
NessusCmd.exe192.168.0.50,192.168.1.1-192.168.1.100 all
Scan target: 192.168.0.50,192.168.1.1-192.168.1.100
Policy: all
All plugins are selected.
Initializing...



The reports are saved in c:\Documents and Settings\<user>\Tenable\Nessus\reports.






End of sample
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Fiter | Date | count | Category
4:17PM
O Wed Oct 25 2006 11:16 AM 1 File Label
Summary

SELinux is preventing the /usr/sbin/ttpd from using potentially mislabeled files pipe:[46109] (unconfined_t)

SELinux is preventing the /usr/sbin/httpd from using potentially misiabeled files (/var/www/ntmiindex htmi)

Detailed Description

SELinux has denied fusr/sbin/httpd access to potentially mislabeled file(s) (/var/www/htmi/index htmi). This means that SELinux will not allow Ausr/sbin/ttpd to use
these fles. It is common for users to edit files in their home directory or tmp directories and then move (mv) them to system directories. The problem is that the files
end up with the wrong file context which confined applications are not allowed to access.

Allowing Access

If you want /usr/sbin/nitpd to access this fles, you need to relabel them sing restorecon -v /varAwww/htmi/index htmi. You might want to relabel the entire directory

using restorecon -R -v Nar/www/ntm

Additional Information

Source Context system_u:system_r:hitpd_t
Target Context System_u:oblect _r-user_home_t

Target Objects Narfwwwmtmifindex htmi { file ]

Affected RPM Packages hitpd-2.2.3.5 [application]

Policy RPM selinux-policy-2.3.18-10

Selinux Enabled True

Policy Tpe targeted

MLS Enabled True

Enforcing Mode Enforcing

Plugin Name plugins home_tmp_bad_labels

Host Name renault5 secteam juniper.net

Platform Linux renault-5 secteam juniper.net 2.6.18-1 2798 fc6 #1 SMP Mon OCt 16 14:37:32 EDT 2006 i686 i686

Raw Audit Messages

ave: denied { getattr } for comm="httpd" de\

exit="-13' fsgid='48' fsuid="48’ gid="48 items="0' name=""index htm"

path="/var/www/ntmiindex html" pid="4315' scontext=system_u:system_rhttpd_t:s0 sgid="48" subj="system_u:system_r-httpd_t:s0" suid="48" tclass="ile"

teontex

ystem_u:object_r-user_home_t:s0 tty="(none)’ uid="4g"
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systen user for openssh:/var/empty: /bin/true
{7isysten user for proftpd:/var/ftp /Km/fa se
emoret :/home/enoret :/bin/bas|
gstem et for gant /ety 5/ gon bin/ralse
isysten user for clamav: /var/1ib/clamav: bin/sh
80:422:system user for apach /v [bin/sh
[[root@asus ~]# eexxiitt

win': unknown terminal type.
Juliendasus ~IS eexxiitt
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Certificate Information

This certificate is intended for the following purpose(s):

« Ensures the identity of a remote computer

* Refer to the certification authority's statement for details.

Issued to: web.da-us.citibank.com

Issued by: www.verisign.com/CPS Incorp.by Ref. LIABILITY
LTD.(c)97 VeriSign

Valid from 6/25/2006 to 6/25/2008
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| Handle Type [ Function Process Path P | D |
0x0002005d  WH_MOUSE 0x00001020  C:\Program Files{yMwarelMware Tools\Mwarsliser exe 924 520
70X0001006F  WH_MSGFILTER 0x0057Sb14  C:\Program Fies|KeyFocusKFSensoribinldsensmonitor.exe 936 932
~70x00010089  WH_CBT 0x0055f811 C:\Program Files{KeyFocusikFSensor\bintkfsensmonitor exe: 936 932
~0000100ab  WH_MSGFILTER. OXD000S3ES  CHWINNTisystem32lnuauck exe 636 660
0X0002012F  WH_MSGFILTER OxSffbsdbb  C:AWINNTysystem3z|csrss.exe 164 984
“0X00060155  WH_CBT 0X0043C0b0 C:\DOCUMER1|phiber|LOCALS~1 | Temp|RardEX00 485 lceSwordL ... 656 960
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