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Preface







The first web application I built was called Terrania. A visitor
      could come to the web site, create a virtual creature with some
      customizations, and then track that creature's progress through a
      virtual world. Creatures would wander about, eat plants (or other
      creatures), fight battles, and mate with other players' creatures. This
      activity would then be reported back to players by twice-daily emails
      summarizing the day's events.
Calling it a web application is a bit of a stretch; at the time I
      certainly wouldn't have categorized it as such. The core of the game was
      a program written in C++ that ran on a single machine, loading game data
      from a single flat file, processing everything for the game "tick," and
      storing it all again in a single flat file. When I started building the
      game, the runtime was destined to become the server component of a
      client-server game architecture. Programming network data-exchange at
      the time was a difficult process that tended to involve writing a lot of
      rote code just to exchange strings between a server and client (we had
      no .NET in those days).
The Web gave application developers a ready-to-use platform for
      content delivery across a network, cutting out the trickier parts of
      client-server applications. We were free to build the server that did
      the interesting parts while building a client in simple HTML that was
      trivial in comparison. What would have traditionally been the client
      component of Terrania resided on the server, simply accessing the same
      flat file that the game server used. For most pages in the "client"
      application, I simply loaded the file into memory, parsed out the
      creatures that the player cared about, and displayed back some static
      information in HTML. To create a new creature, I appended a block of
      data to the end of a second file, which the server would then pick up
      and process each time it ran, integrating the new creatures into the
      game. All game processing, including the sending of progress emails, was
      done by the server component. The web server "client" interface was a
      simple C++ CGI application that could parse the game datafile in a
      couple of hundred lines of source.
This system was pretty satisfactory; perhaps I didn't see the
      limitations at the time because I didn't come up against any of them.
      The lack of interactivity through the web interface wasn't a big deal as
      that was part of the game design. The only write operation performed by
      a player was the initial creation of the creature, leaving the rest of
      the game as a read-only process. Another issue that didn't come up was
      concurrency. Since Terrania was largely read-only, any number of players
      could generate pages simultaneously. All of the writes were simple file
      appends that were fast enough to avoid spinning for locks. Besides,
      there weren't enough players for there to be a reasonable chance of two
      people reading or writing at once.
A few years would pass before I got around to working with
      something more closely resembling a web application. While working for a
      new media agency, I was asked to modify some of the HTML output by a
      message board powered by UBB (Ultimate Bulletin Board, from Groupee,
      Inc.). UBB was written in Perl and ran as a CGI. Application data items,
      such as user accounts and the messages that comprised the discussion,
      were stored in flat files using a custom format. Some pages of the
      application were dynamic, being created on the fly from data read from
      the flat files. Other pages, such as the discussions themselves, were
      flat HTML files that were written to disk by the application as needed.
      This render-to-disk technique is still used in low-write, high-read
      setups such as weblogs, where the cost of generating the viewed pages on
      the fly outweighs the cost of writing files to disk (which can be a
      comparatively very slow operation).
The great thing about the UBB was that it was written in a
      "scripting" language, Perl. Because the source code didn't need to be
      compiled, the development cycle was massively reduced, making it much
      easier to tinker with things without wasting days at a time. The source
      code was organized into three main files: the endpoint scripts that
      users actually requested and two library files containing utility
      functions (called ubb_library.pl and
      ubb_library2.pl—seriously).
After a little experience working with UBB for a few commercial
      clients, I got fairly involved with the message board "hacking"
      community—a strange group of people who spent their time trying to add
      functionality to existing message board software. I started a site
      called UBB Hackers with a guy who later went on to be a programmer for
      Infopop, writing the next version of UBB.
Early on, UBB had very poor concurrency because it relied on
      nonportable file-locking code that didn't work on Windows (one of the
      target platforms). If two users were replying to the same thread at the
      same time, the thread's datafile could become corrupted and some of the
      data lost. As the number of users on any single system increased, the
      chance for data corruption and race conditions increased. For really
      active systems, rendering HTML files to disk quickly bottlenecks on file
      I/O. The next step now seems like it should have been obvious, but at
      the time it wasn't.
MySQL 3 changed a lot of things in the world of web
      applications. Before MySQL, it wasn't as easy to use a database for
      storing web application data. Existing database technologies were either
      prohibitively expensive (Oracle), slow and difficult to work with
      (FileMaker), or insanely complicated to set up and maintain
      (PostgreSQL). With the availability of MySQL 3, things started to
      change. PHP 4 was just starting to get widespread acceptance and the
      phpMyAdmin project had been started. phpMyAdmin meant that web
      application developers could start working with databases without the
      visual design oddities of FileMaker or the arcane SQL syntax knowledge
      needed to drive things on the command line. I can still never remember
      the correct syntax for creating a table or granting access to a new
      user, but now I don't need to.
MySQL brought application developers concurrency —we could read and write at the same
      time and our data would never get inadvertently corrupted. As
      MySQL progessed, we got even higher concurrency and massive performance,
      miles beyond what we could have achieved with flat files and
      render-to-disk techniques. With indexes, we could select data in
      arbitrary sets and orders without having to load it all into memory and
      walk the data structure. The possibilities were endless.
And they still are.
The current breed of web applications are still pushing the
      boundaries of what can be done in terms of scale, functionality, and
      interoperability. With the explosion of public APIs, the ability to
      combine multiple applications to create new services has made for a
      service-oriented culture. The API service model has shown us clear ways
      to architect our applications for flexibility and scale at a low
      cost.
The largest and most popular web applications of the moment, such
      as Flickr, Friendster, MySpace, and Wikipedia, handle billions of
      database queries per day, have huge datasets, and run on massive
      hardware platforms comprised of commodity hardware. While Google might
      be the poster child of huge applications, these other smaller (though
      still huge) applications are becoming role models for the next
      generation of applications, now labeled Web 2.0. With increased
      read/write interactivity, network effects, and open APIs, the next
      generation of web application development is going to be very
      interesting.


What This Book Is About



This book is primarily about web application design: the
      design of software and hardware systems for web applications. We'll be
      looking at application architecture, development practices,
      technologies, Unicode, and general infrastructural work. Perhaps as
      importantly, this book is about the development of web applications: the
      practice of building the hardware and implementing the software systems
      that we design. While the theory of application design is all well and
      good (and an essential part of the whole process), we need to recognize
      that the implementation plays a very important part in the construction
      of large applications and needs to be borne in mind during the design
      process. If we're designing things that we can't build, then we can't
      know if we're designing the right thing.
This book is not about programming. At least, not really. Rather
      than talking about snippets of code, function names, and so forth, we'll
      be looking at generalized techniques and approaches for building web
      applications. While the book does contain some snippets of example code,
      they are just that: examples. Most of the code examples in this book can
      be used only in the context of a larger application or
      infrastructure.
A lot of what we'll be looking at relates to designing application
      architectures and building application infrastructures. In the field of
      web applications, infrastructures tend to mean a combination of hardware
      platform, software platform, and maintenance and development practices.
      We'll consider how all of these fit together to build a seamless
      infrastructure for large-scale applications.
The largest chapter in this book (Chapter 9) deals solely with scaling
      applications: architectural approaches to design for scalability as well
      as technologies and techniques that can be used to help scale existing
      systems. While we can hardly cover the whole field in a single chapter
      (we could barely cover the basics in an entire book), we've picked a
      couple of the most useful approaches for applications with common
      requirements. It should be noted, however, that this is hardly an
      exhaustive guide to scaling, and there's plenty more to learn. For an
      introduction to the wider world of scalable infrastructures, you might
      want to pick up a copy of Performance by Design: Computer
      Capacity Planning by Example (Prentice Hall).
Toward the end of the book (Chapters 10 and 11), we look at techniques for keeping
      web applications running with event monitoring and long-term statistical
      tracking for capacity planning. Monitoring and alerting are core skills
      for anyone looking to create an application and then manage it for any
      length of time. For applications with custom components, or even just
      many components, the task of designing and building the probes and
      monitors often falls to the application designers, since they should
      best know what needs to be tracked and what constitutes an alertable
      state. For every component of our system, we need to design some way to
      check that it's both working and working correctly.
In the last chapter, we'll look at techniques for sharing data and
      allowing other applications to integrate with our own via data feeds and
      read/write APIs. While we'll be looking at the design of component APIs
      throughout the book as we deal with different components in our
      application, the final chapter deals with ways to present those
      interfaces to the outside world in a safe and accessible manner. We'll
      also look at the various standards that have evolved for data export and
      interaction and look at approaches for presenting them from our
      application.

What You Need to Know



This book is not meant for people building their first dynamic web
      site. There are plenty of good books for first timers, so we won't be
      attempting to cover that ground here. As such, you'll need to have a
      little experience with building dynamic web sites or applications. At a
      minimum you should have a little experience of exposing data for editing
      via web pages and managing user data.
While this book isn't aimed solely at implementers, there are a
      number of practical examples. To fully appreciate these examples, a
      basic knowledge of programming is required. While you don't need to know
      about continuations or argument currying, you'll need to have a working
      knowledge of simple control structures and the basic von Neumann
      input-process-storage-output model.
Along with the code examples, we'll be looking at quite a few
      examples on the Unix command line. Having access to a Linux box (or
      other Unix flavor) will make your life a lot easier. Having a server on
      which you can follow along with the commands and code will make
      everything easier to understand and have immediate practical usage. A
      working knowledge of the command line is assumed, so I won't be telling
      you how to launch a shell, execute a command, or kill a process. If
      you're new to the command line, you should pick up an introductory book
      before going much further—command-line experience is essential for
      Unix-based applications and is becoming more important even for
      Windows-based applications.
While the techniques in this book can be equally applied to any
      number of modern technologies, the examples and discussions will deal
      with a set of four core technologies upon which many of the largest
      applications are built. PHP is the main glue language used in most code
      examples—don't worry if you haven't used PHP before, as long as you've
      used another C-like language. If you've worked with C, C++, Java?,
      JavaScript, or Perl, then you'll pick up PHP in no time at all and the syntax
      should be immediately understandable.
For secondary code and utility work, there are some examples in
      Perl. While Perl is also usable as a main application language, it's
      most capable in a command-line scripting and data-munging role, so it is
      often the sensible choice for building administration tools. Again, if
      you've worked with a C-like language, then Perl syntax is a cinch to
      pick up, so there's no need to run off and buy the camel book just
      yet.
For the database component of our application, we'll focus
      primarily on MySQL, although we'll also touch on the other big three (Oracle,
      SQL Server, and PostgreSQL). MySQL isn't always the best tool for the
      job, but it has many advantages over the others: it's easy to set up,
      usually good enough, and probably most importantly,
      free. For prototyping or building small-scale applications, MySQL's
      low-effort setup and administration, combined with tools like phpMyAdmin
      (http://www.phpmyadmin.net), make it a very
      attractive choice. That's not to say that there's no space for other
      database technologies for building web applications, as all four have
      extensive usage, but it's also important to note that MySQL
      can be used for large scale applications—many of
      the largest applications on the Internet use it. A basic knowledge of
      SQL and database theory will be useful when reading this book, as will
      an instance of MySQL on which you can play about and connect to example
      PHP scripts.
To keep in line with a Unix environment, all of the examples
      assume that you're using Apache as an HTTP server. To an extent, Apache
      is the least important component in the tool chain, since we don't talk
      much about configuring or extending it (that's a large field in itself).
      While experience with Apache is beneficial when reading this book, it's
      not essential. Experience with any web server software will be
      fine.
Practical experience with using the software is not the only
      requirement, however. To get the most out of this book, you'll need to
      have a working knowledge of the theory behind these technologies. For
      each of the core protocols and standards we look at, I will cite the RFC
      or specification (which tends to be a little dry and impenetrable) and
      in most cases refer to important books in the field. While I'll talk in
      some depth about HTTP, TCP/IP, MIME, and Unicode, other protocols are
      referred to only in passing (you'll see over 200 acronyms). For a full
      understanding of the issues involved, you're encouraged to find out
      about these protocols and standards yourself.

Conventions Used in This Book



Items appearing in the book are sometimes given a special
      appearance to set them apart from the regular text. Here's how they
      look:
	Italic
	Used for citations of books and articles, commands, email
            addresses, URLs, filenames, emphasized text, and first references
            to terms

	Constant width
	Used for literals, constant values, code listings, and XML
            markup

	Constant width italic
	Used for replaceable parameter and variable names

	Constant width
          bold
	Used to highlight the portion of a code listing being
            discussed



Tip
Indicates a tip, suggestion, or general note. For example, we'll
        tell you if a certain setting is version-specific.

Warning
Indicates a warning or caution. For example, we'll tell you if a
        certain setting has some kind of negative impact on the system.


Using Code Examples



The examples from this book are freely downloadable from the
      book's web site at http://www.oreilly.com/catalog/web2apps.
This book is here to help you get the job done. In general, you
      may use the code in this book in your programs and documentation. You do
      not need to contact us for permission unless you're reproducing a
      significant portion of the code. For example, writing a program that
      uses several chunks of code from this book does not require permission.
      Selling or distributing a CD-ROM of examples from O'Reilly books
      does require permission. Answering a question by
      citing this book and quoting example code does not require permission.
      Incorporating a significant amount of example code from this book into
      your product's documentation does require
      permission.
We appreciate, but do not require, attribution. An attribution
      usually includes the title, author, publisher, and ISBN. For example:
      "Building Scalable Web Sites by Cal Henderson.
      Copyright 2006 O'Reilly Media, Inc., 0-596-10235-6."
If you feel that your use of code examples falls outside fair use or the permission given here, feel
      free to contact us at permissions@oreilly.com.

Safari® Enabled



When you see a Safari® Enabled icon on the cover of your favorite
      technology book, that means the book is available online through the
      O'Reilly Network Safari Bookshelf.
Safari offers a solution that's better than e-books. It's a
      virtual library that lets you easily search thousands of top tech books,
      cut and paste code samples, download chapters, and find quick answers
      when you need the most accurate, current information. Try it for free at
      http://safari.oreilly.com.

How to Contact Us



We have tested and verified the information in this book to the
      best of our ability, but you may find that features have changed (or
      even that we have made mistakes!). Please let us know about any errors
      you find, as well as your suggestions for future editions, by writing
      to:
	O'Reilly Media, Inc.
	1005 Gravenstein Highway North
	Sebastopol, CA 95472
	800-998-9938 (in the United States or Canada)
	707-829-0515 (international or local)
	707-829-0104 (fax)

We have a web page for this book, where we list errata, examples,
      or any additional information. You can access this page at:
	http://www.oreilly.com/catalog/web2apps

To comment or ask technical questions about this book, send email
      to:
	bookquestions@oreilly.com

You can sign up for one or more of our mailing lists at:
	http://elists.oreilly.com

For more information about our books, conferences, software,
      Resource Centers, and the O'Reilly Network, see our web site at:
	http://www.oreilly.com
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Chapter 1. Introduction



Before we dive into any design or coding work, we need to step back
    and define our terms. What is it we're trying to do andhow does it differ
    from what we've done before? If you've already built some web
    applications, you're welcome to skip aheadto the next chapter (where
    we'll start to get a bit nerdier), but if you're interested in getting
    some general context thenkeep on reading.
What Is a Web Application?



If you're reading this book, you probably have a good idea of what
      a web application is, but it's worth defining our terms because the
      label has been routinely misapplied. A web application is neither a web
      site nor an application in the usual desktop-ian sense. A web
      application sits somewhere between the two, with elements of
      both.
While a web site contains pages of data, a web application is
      comprised of data with a separate delivery mechanism. While web
      accessibility enthusiasts get excited about the separation of markup and
      style with CSS, web application designers get excited about real data
      separation: the data in a web application doesn't have to have anything
      to do with markup (although it can contain markup). We store the
      messages that comprise the discussion component of a web application
      separately from the markup. When the time comes to display data to the
      user, we extract the messages from our data store (typically a database)
      and deliver the data to the user in some format over some medium
      (typically HTML over HTTP). The important part is thatwe don't
      have to deliver the data using HTML; we could just
      as easily deliver it as a PDF by email.
Web applications don't have pages in the same way web sites do.
      While a web application may appear to have 10 pages, addingmore data to
      the data store increases the page count without our having to add
      further markup or source code to our application. With a feature such as
      search, which is driven by user input, a web application can have a near
      infinite number of "pages," but we don't have to enter each of these as
      a blob of HTML. A small set of templates and logic allows us to
      generatepages on the fly based on input parameters such as URL or POST
      data.
To the average user, a web application can be indistinguishable
      from a web site. For a simple weblog, we can't tell by looking at the
      outputted markup whether the pages are being generated on the fly from a
      data store or written as static HTML documents. The file extension can
      give us a clue, but can be faked for good reason in either direction. A
      web application tends to appear to be an application only to those users
      who edit the application's data. This is often, although not always,
      accomplished via an HTML interface, but could just as easily be achieved
      using a desktop application that edits the data store directly or
      remotely.
With the advent of Ajax (Asynchronous JavaScript and XML,
      previously known as remote scripting or "remoting"), the interaction
      model for web applications has been extended. In the past, users
      interacted with web applications using a page-based model. A user would
      request a page from the server, submit his changes using an HTTP POST,
      and be presented with a new page, either confirming the changes or
      showing the modified data. With Ajax, we can send our data modifications
      in the backgroundwithout changing the page the user is on, bringing us
      closer to the desktop application interaction model.
The nature of web applications is slowly changing. It can't be
      denied that we've already come a long way from the first interactive
      applications on the Web, but there's still a fair way to go. With
      applications like Google's Gmail and Microsoft's Office Live, the web
      application market is moving toward applications delivered over the Web
      with the features and benefits of desktop applications combined with the
      benefits of web applications. While desktop applications give us rich
      interactivity and speed, web applications can offer zero-effort
      upgrades, truly portable data, and reduced client requirements. Whatever
      the model of interaction, one thing remains constant: web applications
      are systems with a core data set that can be accessed and modified using
      web pages, with the possibility of other interfaces.


How Do You Build Web Applications?



To build a web application, we need to create at least two major
      components: a hardware platform and software platform. Forsmall, simple
      applications, a hardware platform may comprise a single shared server
      running a web server and a database. Atsmall scales we don't need to
      think about hardware as a component of our applications, but as we start
      to scale out, it becomes a more and more important part of the overall
      design. In this book we'll look extensively at both sides of
      applicationdesign and engineering, how they affect each other, and how
      we can tie the two together to create an effective architecture.
Developers who have worked at the small scale might be asking
      themselves why we need to bother with "platform design" when we could just use some kind of out-of-the-box
      solution. For small-scale applications, this can be a great idea. We
      save time and money up front and get a working and serviceable
      application. The problem comes at larger scales—there are no
      off-the-shelf kits that will allow you to build something like Amazon or
      Friendster. While building similar functionality might be fairly
      trivial, making that functionality work for millions of products,
      millions of users, and without spending fartoo much on hardware requires
      us to build something highly customized and optimized for our exact
      needs. There's a good reason why the largest applications on the
      Internet are all bespoke creations: no other approach can create
      massively scalableapplications within a reasonable budget.
We've already said that at the core of web applications we have
      some set of data that can be accessed and perhaps modified. Within the
      software element of an application, we need to decide how we store that
      data (a schema), how we access and modify it (business logic), and how
      we present it to our users (interaction logic). In Chapter 2 we'll be looking at these
      different components, how they interact, and what comprises them. A good
      application design works down from the very top, defining software and
      hardware architecture,  the components that comprise your platform, and the
      functionality implemented by those layers.
This book aims to be a practical guide to designing and building
      large-scale applications. By the end of the book, you'll have a good
      idea of how to go about designing an application and its architecture,
      how to scale your systems, and how to go about implementing and
      executing those designs.

What Is Architecture?



We like to talk about architecting applications, but what does
      that really mean? When an architect designs a house, he has a fairly
      well-defined task: gather requirements, explore the options, and produce
      a blueprint. When the builders turn that blueprint into a building, we
      expect a few things: the building should stay standing, keep the rain
      and wind out, and let enough light in. Sorry to shatter the illusion,
      but architecting applications is not much like this.
For a start, if buildings were like software, the architect would
      be involved in the actual building process, from laying the foundations
      right through to installing the fixtures. When he designed and built the
      house, he would start with a coupleof rooms and some basic amenities,
      and some people would then come and start living there before the
      building was complete. When it looked like the building work was about
      to finish, a whole bunch more people would turn up and start living
      there, too. But these new residents would need new features—more
      bedrooms to sleep in, a swimming pool, a basement, and on and on. The
      architect would design these new rooms and features, augmenting his
      original design. But when the time came to build them, the current
      residents wouldn't leave. They'd continue living in the house even while
      it was extended, all the time complaining about the noise and dust from
      the building work. In fact, against all reason, more people would move
      in while the extensions were being built. By the time the modifications
      were complete, more would be needed to house the newcomers and keep them
      happy.
The key to good application architecture is planning for these
      issues from the beginning. If the architect of our mythical house
      started out by building a huge, complex house, it would be overkill. By
      the time it was ready, the residents would have gone elsewhere to live
      in a smaller house built in a fraction of the time. If we build in such
      a way that extending our house takes too long, then our residents might
      move elsewhere. We need to know how to start at the right scale and
      allow our house to be extended as painlessly as possible.
That's not to say that we're going to get anything right the first
      time. In the scaling of a typical application, every aspect and feature
      is probably going to be revisited and refactored. That's fine—the task
      of an application architect isto minimize the time it takes to refactor
      each component, through careful initial and ongoing design.

How Do I Get Started?



To get started designing and building your first large-scale web
      application, you'll need four things. First, you'll need an idea. This
      is typically the hardest thing to come up with and not traditionally the
      role of engineers;). While the techniques and technologies in this book
      can be applied to small projects, they are optimal for larger projects
      involving multiple developers and heavy usage. If you have an
      application that hasn't been launched or is small and needs scaling,
      then you've already done the hardest part and you can start designing
      for the large scale. If you already have a large-scale application, it's
      still a good idea to work your way through the book from front to back
      to check that you've covered your bases.
Once you have an idea of what you want to build, you'll need to
      find some people to build it. While small and medium applications are
      buildable by a single engineer, larger applications tend to need larger
      teams. As of December 2005, Flickr has over 100,000 lines of source
      code, 50,000 lines of template code, and 10,000 lines of JavaScript.
      This is too much code for a single engineer to maintain, so
      down-the-road responsibility for different areas of the application
      needs to be delegated to different people. We'll look at some techniques
      for managing development with multiple developers in Chapter 3. To build an application with
      any size team, you'll need a development environment and a staging
      environment (assuming you actually want to release it). We'll talk more
      about development and staging environments as well as the accompanying
      build tools in Chapter 3, but at a
      basic level, you'll need a machine running your web server and database
      server software.
The most important thing you need is a method of discussing and
      recording the development process. Detailed spec documents can be
      tedious overkill, but not writing anything down can be similarly
      catastrophic. A good pad of paper can suffice for very small teams, or a
      good whiteboard (which you can then photograph to keep a persistent copy
      of your work). If you find you can't tear yourself away from a computer
      long enough to grasp a pen, a Wiki can fulfill a similar role. For
      larger teamsa Wiki is a good way to organize development specifications
      and notes, allowing all your developers to add and edit and allowing
      them to see the work of others.
While the classic waterfall development methodology can work well
      for monolithic and giant web applications, web application development
      often benefits from a fast iterative approach. As we develop an
      application design, we want to avoid taking any steps that pin us in a
      corner. Every decision we make should be quickly reversible if we find
      we took a wrong turn—new features can be designed technically at a very
      basic level, implemented, and then iterated upon before release (or even
      after release). Using lightweight tools such as a Wiki for ongoing
      documentation allows ourselves plenty of flexibility—we don't need to
      spend six months developing a spec and then a year implementing it. We
      can develop a spec in a day and then implement it in a couple of days,
      leaving months to iterate and improve on it. The sooner we get working
      code to play with, the sooner we find out about any problems with our
      design and the less time we will have wasted if we need to take a
      different approach. The last point is fairly important—the less time we
      spend on a single unit of functionality (which tends to mean our units
      are small and simple), the less invested we'll be in it and the easier
      it will be to throw away if need be. For a lot more information about
      development methodologies and techniques, pick up a copy of Steve
      McConnell's Rapid Development (Microsoft
      Press).
With pens and Wiki in hand, we can start to design our application
      architecture and then start implementing our world-changing
      application.

Chapter 2. Web Application Architecture



So you're ready to start coding. Crack open a text editor and follow
    along. . . .
Actually, hold on for a moment. Before we even get near a terminal,
    we're going to want to think about the general architecture of our
    application and do a fair bit of planning. So put away your PowerBook,
    find a big whiteboard and some markers, order some pizza, and get your
    engineers together.
In this chapter, we'll look at some general software design
    principles for web applications and how they apply to real world problems.
    We'll also take a look at the design, planning, and management of hardware
    platforms for web applications and the role they play in the design and
    development of software. By the end of this chapter, we should be ready to
    start getting our environment together and writing some code. But before
    we get ahead of ourselves, let me tell you a story. . . .
Layered Software Architecture



A good web application should look like a trifle, shown in
      Figure 2-1.
[image: A well-layered trifle (photo by minky sue: )]

Figure 2-1. A well-layered trifle (photo by minky sue: http://flickr.com/photos/kukeit/8295137)

Bear with me here, because it gets worse before it gets better.
      It's important to note that I mean English trifle and not Canadian—there
      is only one layer of each kind. This will become clear shortly. If you
      have no idea what trifle is, then this will still make sense—just
      remember it's a dessert with layers.
At the bottom of our trifle, we have the solid layer of sponge.
      Everything else sits on top of the sponge. It wouldn't be trifle without
      it. The sponge supports everything above it and forms the real inner
      core of the dessert. The sponge is big, solid, and reliable. Everything
      above it is transient and whimsical.
In web applications, persistent storage is the sponge. The storage
      might be manifested as files on disk or records in a database, but it
      represents our most important asset—data. Before we can access,
      manipulate, or display our data, it has to have a place to reside. The
      data we store underpins the rest of the application.
Sitting on top of the sponge is the all-important layer of jelly
      (Jell-O, to our North American readers). While every trifle has the same
      layer of sponge—an important foundation but essentially the same thing
      everywhere—the personality of the trifle is defined by the jelly.
      Users/diners only interact/eat the sponge with the jelly. The jelly is
      the main distinguishing feature of our trifle's uniqueness and our sole
      access to the supporting sponge below. Together with the sponge, the
      jelly defines all that the trifle really is. Anything we add on top is
      about interaction and appearance.
In a web application, the jelly is represented by our business
      logic. The business logic defines what's different and unique
      about our application. The way we access and manipulate data defines the
      behavior of our system and the rules that govern it. The only way we
      access our data is through our business logic. If we added nothing but a
      persistent store and some business logic, we would still have the
      functioning soul of an application—it's just that nobody would want to
      eat/use it. In days of old, business logic was written in C or COBOL
      (seriously). These days, only the big (where performance
      really matters) and the entrenched (where it's too
      painful to change) do it that way. It's perfectly acceptable to write
      business logic in your scripting language of choice (PHP, Perl, Python,
      Ruby, etc.) or the corporate-friendly alternative of Java.
So we have our supporting sponge and our personality jelly
      (perhaps with lumps of fruit, which have no sensible analogous
      component, but are useful ingredients in a trifle, nonetheless). We
      might have a dessert and we can certainly see the shape it's taking, but
      it's not yet a trifle. What we need now is custard. Custard covers the
      jelly and acts as the diners' interface to the layers beyond. The
      custard doesn't underpin the system; in fact, it can be swapped out when
      needed. True story—I once burnt custard horribly (burnt milk is really
      disgusting) but didn't realize how vile it was until I'd poured it over
      the jelly. Big mistake. But I was able to scrape if off and remake it,
      and the trifle was a success. It's essentially swappable.
In our web application, the custard represents ourpage and
      interaction logic. The jelly of the business logic determines how data is
      accessed, manipulated, and stored, but doesn't dictate which bits of
      data are displayed together, or the process for modifying that data. The
      page logic performs this duty, telling us what hoops our users will
      jump through to get stuff done. Our page and interaction logic is
      swappable, without changing what our application really does. If you
      build a set of APIs on top of our business logic layer (we'll be looking
      at how to do that in Chapter 12), then it's perfectly possible to have
      more than one layer of interaction logic on top of your business logic.
      The trifle analogy starts to fall down here (which was inevitable at
      some point), but imagine a trifle with a huge layer of sponge and jelly,
      on which several different areas have additional layers; the bottom
      layers can support multiple interactions on top of the immutable bottom
      foundation.
The keen observer and/or chef will notice that we don't yet have a
      full dessert. There's at least one more layer to go, andtwo in our
      analogy. On top of the custard comes the cream. You can't really have
      custard without cream; the two just belongtogether on a trifle. A trifle
      with just custard would be inaccessible to the casual diner. While the
      hardened chef/developer would recognize a trifle without cream, it just
      looks like a mess to the diner/user. We need some way to convey the
      message of the lower layers to our diners/users.
In our web application, the part of the cream is played by markup
      on the Web, GUI toolkits on the desktop, and XML in our APIs. The markup
      layer provides a way for people to access the lower layers and
      gives people the impression of what lies beneath. While it's true that
      the cream is not a trifle by itself, or even a very important structural
      part of a trifle as a whole, it serves a very important purpose:
      conveying the concept of the trifle to the casual observer. And so our
      markup is the same—the way we confer the data and the interaction
      concepts to the user. As a slight detour from our trifle, the browser or
      other user agent is then represented by the mouth and taste buds of our
      users—a device at the other end of the equation to turn our layers into
      meaning for the diner/user.
There's once thing left to make our trifle complete, other than
      the crockery (marketing) and diners (users). It would already work as
      is, containing all the needed parts. A developer might be happy enough
      to stop here, but the casual user cares more about presentation than
      perhaps he should. So on the top of our layered masterpiece goes garnish
      in the form of fruit, sprinkles, or whatever else takes your fancy. The
      one role this garnish performs, important as it is, is to make the lower
      layers look nice. Looking nice helps people understand the trifle and
      makes them more likely to want to eat some (assuming the garnish is well
      presented—it can also have the opposite effect).
Atop the masterpiece of code and engineering comes our
      metaphorical garnish—presentation. When talking about web pages,
      presentation is the domain of some parts of the markup, the CSS, and the graphics (and sometimes the scripty
      widgets, when they don't fall into the realm of markup). For API-based
      applications, this usually falls into the same realm, and for email, it
      doesn't necessarily exist (unless you're sending HTML email, in which
      case it resembles regular web pages).
So the point of all this? A good web application has many layers,
      each of which provides a discrete function. All of the layers together
      make up the application, but randomly combining them will get you a
      badly built application or a bowl of sugary foodstuffs. From the
      perspective of the developer/chef, the most important layers are at the
      bottom because they support and provide the basis for the ones above.
      From the perspective of the diner/user, the higher layers are the
      important part that set the dessert apart, with the lower layers being
      taken for granted, particularly the ones at the very bottom of the
      stack. And so it should be with web applications. In a moment, we'll
      look at how these layers can interact (we can't just rely on gravity,
      unfortunately; besides, we need a trifle that can withstand being tipped
      over), but first we'll look at some examples of what can go
      where.


Layered Technologies



Let's start at the top, since it's the simplest there. If
      we're talking about web pages, our presentation layer is going to consist of CSS. We could also go for <font> tags with color attributes, but favor is definitely
      turning from that sort of thing. Besides, to keep our layers nicely
      separated, we'll want to use something that allows us to keep the
      presentation separate from the markup. CSS fits this role
      perfectly.
Under the presentation lies the markup. For web-based markup we
      have a pair of main choices and some options under each of those. We'll
      either be serving HTML or XHTML, with the various versions available of
      each. While the in-crowd might make a big thing of XHTML and
      standards-compliance, it's worth remembering that you can be
      standards-compliant while using HTML 4. It's just a different standard.
      As far as separating our markup from the logic layer below it, we have a
      couple of workable routes: templating and plain old code segregation.
      Keeping your code separate is a good first step if you're coming from a
      background of mixed code and markup. By putting all display logic into
      separate files and include()ing those
      into your logic, you can keep the two separate while still allowing the
      use of a powerful language in your markup sections. While following down
      this route, it can be all too easy to start merging the two unless you
      stay fairly rigorous and aware of the dangers. All too often, developers
      stay aware of keeping display logic in separate files, but application
      logic starts to sneak. For effective separation, the divide has to be
      maintained in both directions.
There are a number of downsides to code separation: as described,
      it's easy to fall prey to crossing the line in both directions—but a
      little rigor can help that. The real issue comes when a team has
      different developers working on the logic and markup. By using a
      templating system, you enforce the separation of logic and markup,
      require the needed data to be explicitly exported into the template's
      scope, and remove complex syntax from the markup. The explicit importing
      of data into templates forces application designers to consider what
      data needs to be presented to the markup layer, but also protects the
      logic layer from breaking the markup layer accidentally. If the logic
      layer has to explicitly name the data it's exporting to the templates,
      then template developers can't use data that the logic developer didn't
      intend to expose. This means that the logic developer can rewrite her
      layer in any way she sees fit, as long as she maintains the exported
      interface, without worry of breaking other layers. This is a key
      principle in the layered separation of software, and we'll be
      considering it further in the next section.
As far as templating choices go, there are a few good options in
      every language. For PHP developers, Smarty  (http://smarty.php.net/) offers an abstracted
      templating engine, with templates that compile to PHP for fast
      execution. Smarty's syntax is small and neat, and enforces a clear
      separation between data inside and outside of the templates. If you're
      looking for more speed and power, Savant  (http://phpsavant.com/) offers a templating
      system in which the templates are written in PHP, but with an enforced
      separation of data scope and helpful data formatting functions (in fact,
      the code-side interface looks exactly like Smarty's). For the Perl
      crowd, the usual suspects are Template Toolkit  (http://www.template-toolkit.org/) and
      Mason  (http://www.masonhq.com/), both of which offer
      extensible template syntax with explicit data scoping. Choosing one is
      largely a matter of style and both are worth a look.
Underneath the markup layer lives the two logic
      layers—presentation/page logic, and business/application logic. It's
      very important that these layers are kept separate—the rules that govern
      the storage and manipulation of data are logically different from the
      rules that govern how users interact with the data. The method of
      separation can depend a lot on the general architecture of your
      application and what languages the two layers will be built on.
With both layers built in PHP, the two layers are usually kept in
      separate groups of files. The page logic resides in
      .php files under the web root, while the business
      logic lives, by convention, in .inc files outside
      of the web root (although the naming convention is one I dislike and
      would recommend against—naming the files differently suggests you might
      put them in the same location at some point).
With both layers built in Perl, the convention is to use module
      namespaces  to separate the layer, which also has the side effect of
      keeping the files physically separate. For instance, the page logic
      might reside within the MyApp::WWW::*
      modules, while the business logic resides with the MyApp::Core::* modules. This structure makes
      iteasy to add additional interaction logic layers into different
      namespaces such as MyApp::Mobile::*
      or MyApp::WebServices::*.
With layers written using different technologies, such as the
      enterprise-scale staple of business logic in C++/Java with interaction
      logic in PHP/Perl, the separation is forced on you. The difficulty then
      becomes allowing the layers to talk to each other effectively. The way
      the interface and methods exchange data becomes very important (since
      your application can't do anything without this exchange) and so needs
      to be carefully planned. In Chapter
      7, we'll look into how heterogeneous layers can
      communicate.
At the very bottom of our tasty application stack lives our
      persistent store. Separating this from our business logic is trivial,
      although database stored procedures  can cloud the picture a little. We won't be covering
      stored procedures for business logic in this book, mostly because our
      core technologies don't support them, but it's worth mentioning what an
      important role they can play in the business logic architecture of a web
      application. If you're using PostgreSQL or Oracle, then you'll want to
      get a good book about stored procedures as the logical core of a web
      application.
The actual technology used as the data store isn't too important,
      as it does the same job regardless. Depending on your application's
      behavior, the data store will probably consist of a database and/or a
      filesystem. In this book, we'll cover MySQL as a database technology and
      POSIX-like filesystems for file storage (although we won't usually
      mention the fact). The specifics of designing and scaling the data store
      element of your application come later, in Chapter 9.

Software Interface Design



Separating the layers of our software means a little
      additional work designing the interfaces between these layers. Where we
      previously had one big lump of code, we'll now have three distinct lumps
      (business logic, interaction logic, and markup), each of which need to
      talk to the next. But have we really added any work for ourselves? The
      answer is probably not: we were already doing this when we had a single
      code layer, only the task of logic talking to markup wasn't an explicit
      segment, but rather intermeshed within the rest of the code.
Why bother separating the layers at all? The previous application
      style of sticking everything together worked, at least insome regards.
      However, there are several compelling reasons for layered separation,
      each of which becomes more important asyour application grows in size.
      Separation of layers allows different engineers or engineering teams to
      work on different layers simultaneously without stepping on each other's
      toes. In addition to having physically separate files to work with, the
      teams don't need an intimate knowledge of the layers outside of their
      own. People working on markup don't need to understand how the data is
      sucked out of the data store and presented to the templating system, but only how to use that data once it's been
      presented to them. Similarly, an engineer working on interaction logic
      doesn't need to understand the application logic behind getting and
      setting a piece of data, only the function calls he needs to perform the
      task. In each of these cases, the only elements the engineers need
      concern themselves with are the contents of their own layer, and the
      interfaces to the layers above and below.
What are the interfaces of which we speak? When we talk about
      interfaces between software layers, we don't mean interfaces in the Java
      object-oriented sense. An interface in this case describes the set of
      features allowing one layer to exchange requests and responses with
      another. For the data and application logic layers, the interface would
      include storing and fetching raw data. For the interaction logic and
      application logic layers, they include modifying a particular kind of
      resource—the interface only defines how one layer asks another to
      perform a task, not how that task is performed.
The top layers of our application stack are the odd ones out
      because the interface between markup and presentation is already well
      defined by our technologies. The markup links in a stylesheet using a
      link tag or an @import statement, and then request particular
      rules through class and id attributes and by using tag sequences named
      in the sheets. To maintain good separation, we have to avoid using
      style attributes directly in our
      markup. While this book doesn't cover frontend engineering, the reasons
      for separation apply just as well to these layers as their lower
      neighbors—separating style and markup allows different teams to work on
      different aspects of the project independently, and allows layers to
      change internally without affecting the adjoining layers.
Our interaction logic layer typically communicates with our markup
      layer through a templating system. With our PHP and Smarty reference
      implementation, Smarty provides some functions to the PHP interaction
      logic layer. We can call Smarty methods to export data into the
      templates (which makes it available for output), export presentational
      functions for execution within the template, and render the templates
      themselves. In some cases we don't want to take the template output and
      send it to the end user. In the case where we're sending email, we can
      create a template for it in our templating system, export theneeded data
      and functions, render the template into a variable in our interaction
      logic layer, and send the email. In this way, it's worth noting that
      data and control don't only flow in one direction. Control can pass
      between all layers in both directions.
The interface between our two logic layers, depending on
      implementation, is probably the easiest to understand and the trickiest
      to keep well designed. If you're using the same language for both
      layers, the interface can simply be a set of functions. If this is the
      case, then the interface design will consist of determining a naming
      scheme (for the functions), a calling scheme (for loading the correct
      libraries to make those functions available), and a data scheme (for
      passing data back and forth). All of these schemes fall under the
      general design of the logical model for your application logic layer. I
      like to picture the choices as a continuous spectrum called the Web
      Applications Scale of Stupidity:
<---------- sanity ----------> OOP
The spectrum runs from One Giant Function on the left through to
      Object-Oriented Programming on the right. Old, monolithic Perl
      applications live on the very left, while Zope and Plone take their
      thrones to the right. The more interesting models live somewhere along
      the line, with the MVC crowd falling within the center third. Frameworks
      such as Struts and Rails live on the right of this zone, close to Zope
      (as a reminder of what can happen). Flickr lives a little left of
      center, with an MVC-like approach but without a framework, and is
      gradually moving right as time goes on and the application becomes more
      complicated.
Where you choose to work along this scale is largely a matter of
      taste. As you move further right, you gain maintainabilityat the expense
      of flexibility. As you move left, you lose the maintainability but gain
      flexibility. As you move too far outto either edge, optimizing your
      application becomes harder, while architecture becomes easier. The trend
      is definitely moving away from the left, and mid-right frameworks are
      gaining popularity, but it's always worth remembering that while you
      gain something moving in one direction, you always lose something
      else.
The layers at the very bottom of our stack tend to have a
      well-defined interface because they are physically separate—rarely would
      you want to implement your own database in PHP. The interface and
      separation then occurs within the application code itself, in the form
      of abstraction layers. Your business
      logic doesn't need to know how to physically connect to your database
      clusters, but the code that establishes the connection does. A separate
      database and storage layer would take commands from the application
      logic layer, connect to the data store, perform the commands, and return
      the result. As an example, our business logic layer might know it wants
      to execute some SQL and what cluster it needs to be run on, so it can
      make the following call:
$result = db_query('my_cluster', 'SELECT * FROM Frobs;')
It's then the responsibility of the storage layer and its
      associated code to connect to the correct server, execute the command,
      and return the result. The server the query gets executed on can change
      (as hardware is swapped), be duplicated (perhaps for redundant
      failover), be logged and benchmarked (see the MySQL section in Chapter 8), or anything else we decide
      to do. The interface in this example is the db_query() function and its friends. For a
      file storage layer, the interface might consist of a store_file() function that gets passed a
      filename and performs its magic. The magic it performs doesn't matter to
      the application logic layer, so long as we can make the call we want and
      get the results we need.
Interface design plays a central part in the architecture of web
      applications. Interfaces will change as time goes on; teams working on
      the various layers have to communicate as the interfaces change, but
      those changes should comprise a small part of ongoing development. The
      more we can work within a layer without breaking other things
      unexpectedly, the more productive and flexible we can be.

Getting from A to B



While it's important to build large applications on good
      foundations, and equally important to avoid building small applications
      on skyscraper-scale foundations, we need some way to transition from one
      scale to another. We may already have an existing application of the
      "one giant function" variety, or we might be building a prototype to
      later scale into a large application. When building prototypes, we might
      skip the disciplined architectural design to get the product working as
      soon as we can. Once we start to scale these small applications and
      prototypes out, we need to transition from small to large foundations
      and impose some structure.
The first step in this process is usually to separate the
      presentation layer out, moving inline markup into separate template
      files. This process in itself can be further split down into three
      distinct tasks, which can be performed independently, avoiding a single
      large change. This approach allows you to continue main development as
      you split templates into their own layers, avoiding a developmental
      halt. The three steps are fairly straightforward:
	Separate logic code from markup
          code
	The first step is just a case of splitting the code that
            generates HTML markup into some new files and having the
            page-driving files include them at runtime. By the end of this
            step, logic and markup generation will live in different sets of
            files, although markup for multiple pages may be generated by a
            single file.

	Split markup code into one file
          per page
	In anticipation of switching to a templating system, we'll
            want to split out each page or reusable page component into its
            own file. At this point, we're still using regular old source code
            to generate the markup, but each logical markup segment (page or
            block) has a file of its own.

	Switch to a templating
          system
	With a page per file, we can start to translate these pages
            into a templating system, one by one. This may be a slow process,
            especially if you have a lot of logic mixed in with your markup
            generation. Because we've already split out the pages, we can take
            as long as we want for each page, not affecting the others.



Once our templates are nicely separated out, you may also want to
      split out the styling into CSS files (if you haven't already). The
      approach to managing a migration to CSS is beyond the scope of this
      book, but there are many good resources available both in web and
      dead-tree formats.
With our markup and presentation layers separated from our code
      base, we have only one task left—to separate page logic from business
      logic. There are several approaches you can take toward this goal, but
      one of the simplest to achieve in parts is function grouping.
By looking at the data manipulation areas of your application and
      splitting them into discrete functional groups, you can quickly design a
      modular structure for your business logic. A very simple approach is to
      group together code that accesses a particular database table (or set of
      related tables). You can then look at every piece of code that accesses
      those tables, either to read or write, to form business logic layer
      functions. Within Flickr, all reading and writing to the table that
      stores photo notes (annotated regions of photos) is contained in a
      single module. This approach also makes later editing of business logic
      very simple: if we need to change anything about the database table or
      what we store in it, we know instantly where to find all of the code
      that deals with that table.
As with the templating layer split, separating business logic from
      page logic can be done as a stepped process over a very long time. As
      each functional area is separated, the layers become more and more
      distinct until finally all data access is pushed into the business logic
      libraries and all interaction logic remains in the page driver logic
      files.

The Software/Hardware Divide



The role of software engineer is typically as the title
      suggests—engineering software. When building a desktop application or
      writing a mainframe system, you're more or less stuck with the hardware
      you have. For modern web applications, designing an application goes
      beyond the realm of simply designing and writing code. Hardware starts
      to come into play.
It's probably a mistake to think about hardware in too much
      isolation from the software you design, leaving the nuts and bolts of it
      to system administrators or site operations staff. From the start of
      your application design, you'll want to work closely with the person
      managing your hardware, or even take on that role yourself.
With that said, the level at which you get involved with the
      hardware side of things can vary greatly. As a software architect, you
      won't really need to decide which RAID card your file servers use
      (beyond checking that it has a battery backup, which we'll talk about in
      Chapter 8) or which particular
      network interface cards you're using (beyond the speed). In the rest of
      this chapter, we'll look at some general issues surrounding hardware
      platforms for web applications so that we can at least have a working
      knowledge of some of the issues involved, even if we avoid taking part
      ourselves.

Hardware Platforms



For large-scale web applications, software comprises an important
      but not complete piece of the puzzle. Hardware can be as significant as
      software, in the design as well as the implementation stages. The
      general architecture of a large application needs to be designed both in
      terms of the software components and the hardware platform they run on.
      The hardware platform, at least initially, tends to form a large portion
      of the overall cost of deploying a web application. The cost for
      software development, comprised of ongoing developer payroll, is usually
      bigger in the end, but hardware costs come early and all at once. Thus
      it's important to think carefully about designing your hardware platform
      in order to be in a position where initial cost is low and the track for
      expansion is clearly defined.
What the Heck Is . . . a Hardware Platform?
When we talk about hardware platforms, we're not talking about specific processors or bus
        architectures, but rather the collected jumble of machines, hardware
        components, and system software that make up the application as a
        whole. A hardware platform could be a single type of machine running a
        single OS, but more often than not is comprised of several classes of
        machines, perhaps running several OSes.

Donald Knuth said it best, in a quote that we'll be revisiting
      periodically:
We should forget about small efficiencies, about 97 percent of
        the time. Premature optimization is the root of all evil.


This applies directly to software development, but also works well
      applied as a rule for hardware platform design andthe software process
      in general. By starting small and general, we can avoid wasting time on
      work that will ultimately be thrown away.
Out of this principal come a few good rules of thumb for initial
      design of your hardware platform:
	Buy commodity hardware
	Unless you've built a very similar application of the same
            scale before, buying commodity hardware, at least initially, is
            almost always a good idea. By buying off-the-shelf servers and
            networking gear, you'll reduce cost and maximize repurposability.
            If your application fails before it takes off, you've wasted less
            money. If your application does well, you've spent less money
            upfront and have more for expansion. Overestimating hardware needs
            for startup applications can dry up a lot of money that would have
            otherwise been available for more pressing causes, such as paying
            staff and expanding your hardware platform when needed.
Without the experience of running a very similar
            application, you won't initially know whether you'll need more
            database, disk, or web-serving capacity. You won't know the
            difference it makes to put 8 GB of RAM into a database server
            compared to 2 GB. Premature optimization at the hardware level can
            be very dangerous in terms of both money and time. Start with a
            conservative platform consisting of commodity hardware.

	Use a pre-built OS
	It seems as though this should go without saying, but there
            is generally no need for startup application developers to compile
            their own OS. In many cases in the past, startup applications have
            focused a lot of initial effort on squeezing fewer and fewer
            cycles out of each operation by tuning kernel settings, removing
            kernel modules, and so on. If the gain you get is 10 percent and
            it takes an engineer a month, then, assuming your servers in that
            class cost less than 10 months of developer pay, you've wasted
            time and money. Only when you get to the scale where the time
            spent would save money (when you have enough servers that saving
            10 percent of the capacity on each is worth more than the
            engineering time taken) is it sensible to start working at that
            level.
For virtually all applications, default kernels work fine.
            There are a couple of special cases where you might need specific
            kernel support outside of mainline builds (such as using Physical
            Address Extension (PAE), or a kernel HTTP server), but as a good
            rule of thumb when starting out, don't build your own
            kernel.

	Use pre-built software
	By the same token, it's usually a waste of time to build
            your own software. The versions of Apache, PHP, and Perl that ship
            with your OS will almost always be perfectly fine (the exception
            to this rule is MySQL, which is better obtained from 
            MySQL.com ). If
            you absolutely must have a different version, using the supplied
            binaries is a good idea. There's no reason to think that compiling
            MySQL yourself will get you any kind of gain. In fact, in the case
            of MySQL, you'll usually end up with a slower version when you
            compile it yourself. Precompiled binaries have already been tested
            by a huge group of developers, so you can leverage that work and
            avoid having to do anything yourself. You don't want to get into
            the position where you hit a bug in your application and have to
            wonder whether it's a bug in your software or in the server
            applications you might have mis-compiled.



Shared Hardware



After an application goes past the point of residing
        solely on your local machine, the next logical step is to use shared
        hardware. Shared hardware is usually leased from large providers,
        such as an ISP and hosting service, where a box is shared with many
        other users. This kind of platform is great for prototyping,
        development, and even small scale launches. Shared hosting is
        typically very cheap and you usually get what you pay for. If your
        application usesa database, then your performance is at the mercy of
        the other database users. Web server configuration and custom modules
        are not usually possible. Larger providers offer upgrade paths to move
        onto dedicated hardware when the time comes, making the transition to a full
        setup easier.

Dedicated Hardware



The next step up from using shared hardware is moving to
        dedicated hardware. The phrase "dedicated hardware" tends to be a
        little misleading, in that in addition to the hardware being dedicated
        to running your application, you're renting it from a provider who
        owns and maintains the hardware. With dedicated hardware, your contact
        still goes only as far as remotely logging in over SSH; you don't need
        to swap out disks, rack machines, and so on. Dedicated hosting comes
        in the full range from completely managed (you receive a user login
        and the host takes care of everything else) to completely unmanaged
        (you get a remote console and install an OS yourself).
Depending on the scale you want to grow to, a dedicated hardware
        platform is sometimes the most cost-effective. You don't need to have
        system administrators on your engineering team and you won't spend
        developer time on configuration tasks. However, the effectiveness of
        this setup very much relies on the working relationship between you
        and the host's network operations center (NOC) and staff. The level of service that hosts provide
        varies wildly, so it's definitely worth getting references from people
        you know who are doing similar things.

Co-Located Hardware



This kind of vendor will not last in the long term if you intend
        to create a really large application. The world's largest web
        applications require hundreds of thousands of servers, although you're
        probably not going to reach that scale. Along with the dedicated
        server model, you have two options. Small companies and startups
        usually opt to start with co-location. A
        co-location facility (or "colo") provides space, power, and bandwidth,
        while you provide the hardware and support.
The services provided by a colo can vary quite a bit. Some will
        do virtually nothing, while some provide server and service monitoring
        and will diagnose server issues with you over the phone. All
        facilities provide network monitoring and basic services such as
        rebooting a crashed server, although depending on your contract, such
        services might incur per-incident costs.
Choosing a colo is a big task and should not be taken lightly.
        While changing colos is certainly possible, it's a big pain that
        you'll almost certainly want to avoid. If you get stuck in a bad colo
        further down the line, the effort and cost involved in moving can be
        enough to dissuade you from ever moving again (a fact that some colos
        appear to bank on). As with hosting vendors, gather the opinions of
        other people who host their platforms at the colos you're interested
        in. In particular, make sure you talk to developers of applications at
        the same scale as your proposed application. Some colos specialize in
        small platforms and provide bad support for larger platforms, while
        some will only provide good service to large customers.

Self-Hosting



When you get to the point of having a few thousand
        servers, it's usually beneficial to start running your own data
        centers (DCs). This is a huge task, which usually involves designing
        purpose-built facilities, hiring 24-hour NOC and site operations
        staff, and having multiple redundant power grid connections, a massive
        uninterruptible power supply (UPS), power filtering and generation
        equipment, fire suppression, and multiple peering contracts with
        backbone carriers.
It can sometimes be tempting to self-host hardware on a small
        scale; getting a leased line into your offices and running servers
        from there seems simple enough. This is usually not a good idea and
        should probably be avoided. You will usually end up spending more
        money and having more problems than you would with other solutions. If
        you don't have a colo near you, consider hosting in a managed
        environment, or hiring a systems administrator who lives near a colo.
        Self-hosting can work well up to the point; then bandwidth gets too
        expensive (upstream bandwidth to a private location typically costs
        much more than downstream) or you suffer an outage. Being down for a
        few days because someone cut through a phone cable is annoying when
        it's your home connection, but crippling when it's your whole
        business.
Helping you to create your own DC is definitely outside the
        scope of this book, but hopefully one day your application will grow
        to the scale where it becomes a viable option.


Hardware Platform Growth



As if the problems involved with designing and implementing a
      hardware platform for a large application weren't already enough,
      growing your implemented platform from one scale to another brings a
      whole new set of issues to the table. The hardware platform for a
      large-scale application usually looks significantly different than its
      small-scale siblings. If a small application or prototype supporting
      100,000 users is based on a single dedicated server, then assuming a
      linear scaling model (which is not often the case), the same application
      with a 10 million-person user base will require 100 machines. Managing a
      server platform with 100 boxes requires far more planning than a single
      box and adds some additional requirements.
The responsibility for specifying and purchasing hardware,
      especially on a small team, often falls within the domain of the
      architectural or engineering lead. In larger operations, these tasks
      fall into the realm of an operations manager, but having a dedicated
      coordinator for smaller platforms would be overkill.
When making the jump from a pure engineering role to hardware
      platform management responsibilities, there are a number of factors to
      consider that aren't immediately obvious. We'll look at a few of these
      in turn and try and cover the main pain points involved with organizing
      an initial build-out.
Availability and Lead Times



When choosing a hardware vendor, in addition to taking
        into account the specification and cost of the hardware you order,
        it's important to find out how difficult ordering more of the same
        will be. If you're planning to rely a single type of hardware for some
        task—for instance, a specific RAID controller—then it's important to
        find out up front how easy it's going to be to order more of them.
        This includes finding out if your supplier keeps a stock of the
        component or, if not, how long the lead time from the manufacturer is.
        You don't want to get caught in a situation where you have to wait
        three months for parts to be manufactured, delaying your ability to
        build out.
Depending on the vendors you choose, reliability and products
        being discontinued can also be an issue. For core components that
        require a very specific piece of hardware, it can be worth contacting
        the manufacturer to find out what its plans are for the product line.
        If it's going to be discontinued, it's very useful to know that before
        you make a desperate order for 50 more. In this regard, it's also
        worth finding peers using the same vendors and learning about their
        experiences working with them. Nothing beats real world
        experience.

Importing, Shipping, and Staging



If you're hosting outside the United States, then much of your
        hardware may need to be imported. Importing hardware is time-consuming
        and costly. Import tax on hardware can add significant overhead to
        purchases and it needs to be budgeted before ordering. Getting
        hardware through customs can be a big issue, often adding several days
        to the shipping process. There's no good rule of thumb for how much
        time to allow when moving hardware across borders, but a good working
        knowledge of the customs procedures in your country will save you a
        lot of time in the long run.
When you're buying from local resellers, bear in mind that they
        may be importing the hardware they sell to you and adjust your lead
        times accordingly. It's useful to establish a good relationship with
        your vendors to find out about their stock levels, suppliers, and
        ordering schedules. Many vendors may be able to deliver hardware the
        next day, stretching to a month if they're out of stock.
A good co-location facility will allow you to ship hardware
        directly to the DC and held in a staging area before being deployed.
        Having hardware delivered to your home or office and then transporting
        it to its final destination quickly becomes a waste of time and
        effort. As your hardware platform grows, this process will become more
        and more inconvenient and at a certain point unmanageable. The
        space needed to stage a large hardware platform and the
        power needed to boot the boxes can easily exceed a small
        office. It's worth taking the availability of staging space into
        account when choosing a provider.

Space



If your initial rollout is within a small hosting
        facility, physical space can become a serious issue. If your platform
        starts out as an octal rack space, you need to know whether you'll be
        able to expand to a half rack or full rack when you need to. After
        that point, can you get 2 racks? Can you get 30? These are questions
        that are crucial to ask up front before committing yourself to a
        provider. If you'll be able to expand, will your racks be contiguous?
        If not, will the facility provide cabling between the noncontiguous
        racks? What kind of rack mountings are provided (Telco, two-post,
        four-post) and will your hardware fit? It's important to check both
        the rack mounting and the rack depth—some racks won't fit especially
        long servers.
There are few things more difficult, time-consuming, and
        stressful than moving data centers, especially when you have a growing
        application and are running out of capacity. Data center moves
        typically require a lot of extra hardware to keep portions of your
        application running in both DCs while you move. This is obviously
        quite expensive, so anything you can do to avoid it is worth looking
        into.

Power



In conjunction with space, it's important to make sure that you
        will be provided with enough UPS-backed power for your expected
        platform growth. Server power consumption is measured in amperes and a
        rack typically includes 15 amps (if any). A full rack of 40 1U servers
        can easily use 100 amps (even more if you have a lot of fast-spinning
        disks), so you'll need to check into the cost of having extra power
        installed in your racks, the ongoing costs for extra power, and how
        much capacity the DC needs.
You can buy all the servers you want but when a data center runs
        out of power capacity, you won't be able to use them. Include power in
        both your general budgeting and your capacity planning for ongoing
        growth.

NOC Facilities



The services offered by different providers vary wildly, with
        many facilities offering a range of service levels at different price
        points. At the lowest level, the NOC will monitor its own
        infrastructure and alert you if something related to your operations
        starts to happen. This can include general network outages and routing
        problems, in addition to specific problems with your installation,
        such as attempted denial of service attacks.
Basic non-network-related services, such as rebooting boxes, are
        nearly always available. A more involved service, such as diagnosing
        faulty hardware and then swapping dead disks, is not always available.
        Where such a service is provided, it may be offered as an extra, or a
        fee may be included in your general hosting costs or on a per-incident
        basis. Some hosts will provide a certain number of free incidents a
        month, charging when you go over that limit. Depending on how close
        you or your engineering team is located to the facility, this can be
        less of an issue than other factors. It is still, however, worth
        bearing in mind when you choose a facility.

Connectivity



Top-tier facilities have multiple peering connections to
        high-speed backbone Internet links. The connections that facilities
        offer vary widely. The default connection into most rack space will be
        a 100-baseT Ethernet cable. Find out if your facility can easily bump
        you up to 1000-baseT when you need it or 1000-baseSX if you choose to
        use fiber.
If your outer network hardware supports it, getting a second
        backup line into your racks can be very useful to deal with failures
        at the DC-routing level. Extra redundant lines for administration,
        outside of your production connectivity, can also be desirable. Again, this sort of service
        varies by provider, so a little research is a good idea.


Hardware Redundancy



Business continuity planning (BCP) lies at the heart of redundancy
      planning. BCP is a methodology for managing risk from a partial or
      complete interruption of critical services. Applied to web applications,
      this covers the continuity of business in the case of software and
      hardware malfunctions, attacks, and disasters. Most of the technical
      jargon can be ignored at the small scale, but BCP basically means having
      a solid plan for disaster recovery.
The various levels of BCP apply to the various grades of
      catastrophe that could occur. Being prepared to deal with a single hard
      disk failing is very basic, while redundant networking equipment falls
      into a middle tier. At the highest level of BCP compliance, a business
      will choose to host critical applications in multiple DCs on multiple
      continents. While this reduces latency for international users, more
      importantly, the service can continue operating even if a whole DC is
      lost, and such things do happen from time to time.
For applications where dual DC failover is out of the question, a
      fairly acceptable level of redundancy is to have at least one spare of
      everything, or more where necessary (having one spare disk for a
      platform with over one hundred disks in use is, for instance, woefully
      inadequate). It's also very important to bear in mind that absolutely
      anything can fail, and eventually, everything will
      fail. This includes the usual suspects, such as hard disks, all the way
      through to components that are thought of as immutable: power cables,
      network cables, network switches, power supplies, processors, RAM,
      routers, and even rack posts—anything at all.
We'll be talking more about redundancy from a design point of
      view, rather than just in terms of raw hardware, when we cover scaling
      in Chapter 9.

Networking



The classic seven-layer OSI model has lately been replaced by the
      easier-to-understand four-layer TCP/IP model. To understand what role
      the network plays in the architecture of our application, we need to
      understand these four layers and how they interact with one another. The
      four layers form a simple stack, shown in Figure 2-2.
[image: The TCP/IP stack (photo by minky sue: )]

Figure 2-2. The TCP/IP stack (photo by minky sue: http://flickr.com/photos/kukeit/8295137)

The bottom layer represents both the physical medium over which
      the signal travels (raido waves, pulses in a twisted pair cable, etc.)
      and the format used for encoding data in the medium (such as Ethernet
      frames or ATM cells). At the Internetworking layer, we start to deliver
      messages between different networks, where frames or cells get wrapped
      up into the familiar IP packets. On top of the Internetwork sits the
      transport, which is responsible for ensuring messages get from one end
      of the connection to the other reliably (as with TCP) or not (as with
      UDP). The final layer is where all the application-level magic starts to
      happen, using the preceeding layers to create a meaningful experience.
      Each layer sits on top of the layers below it, with data conceptually
      flowing only from one layer to the next. In a simple example where two
      computers are on the same network, a message being passed looks
      something like Figure
      2-3.
A message starts at the top of the stack, an HTTP request in this
      example, and descends through the layers, being gradually wrapped in
      larger and larger encapsulations (the IP packet encapsulates the HTTP
      request and the Ethernet frame encapsulates the IP packet). When the
      message hits the bottom of the stack, it moves over the wire as
      electrical, light, microwave, or similar signals, until it hits the
      bottom of the next stack. As this point, the message travels up the
      stack, being unwrapped at each layer. When the message reaches the top
      of the second stack, it's presented as an HTTP request. The key to this
      architecture is that the layers don't need to know what's below them.
      You can perform an HTTP request without caring about how IP works. You
      can create an IP packet without worrying how that packet will be sent as
      electrical signals in a copper cable.
[image: HTTP messaging through the TCP/IP stack(photo by minky sue: )]

Figure 2-3. HTTP messaging through the TCP/IP stack(photo by minky sue:
        http://flickr.com/photos/kukeit/8295137)

While our web servers and clients operate on all four layers of
      this stack, network devices can operate on anything between a single
      layer and the full four. Repeaters (which we seldom see in modern
      setups), hubs, and switches operate only on the bottom layer. Routers
      operate on layers 1 and 2, and sometimes higher. Load balancers, which
      we'll look at in Chapter 9,
      typically operate in either layers 1-3 (layer 4 balancing, using the OSI
      numbering system) or layers 1-4 (layer 7 balancing, again using the OSI
      numbering system). For each of these devices, messages still flow all
      the way to the top of the available stack, as shown in Figure 2-4.
With a regular IP router, a message comes in over the network
      medium and is translated from an electrical signal to an Ethernet frame.
      We unpack the Ethernet frame, extract the IP packet, and pass it up the
      stack. We then look at the packet headers and decide if it needs routing
      (if the IP address falls on a different interface than the one that
      received the message). If we need to route the packet, we set the
      correct headers, and pass it back down the stack. The link layer wraps
      the new packet in a frame and passes it down to the wire to be
      transmitted to its destination host. As a message moves across the
      Internet, it moves up and down the stacks of many devices, each of which
      decides how to pass the message along until it reaches its
      destination.
The distinction between devices and the layers they operate on is
      an important one, especially in understanding the different roles that
      switches, routers, and load balancers play. It's worth spending a little
      time researching general network fundamentals to get a good grasp on how
      things are put together—the TCP/IP model plays an important part, with everything else sitting on
      top. For Ethernet and IP-based networks, it's worth reading up on
      collision domains, ARP broadcast domains, multicast broadcast domains,
      multicast in general, and the various routing protocols, especially RIP
      and BGP. The literature often refers to the seven-layer OSI
      model, so understanding the overlap of the two is
      important.
[image: A message passing through the TCP/IP stack, with routing]

Figure 2-4. A message passing through the TCP/IP stack, with
        routing

The main statistic you'll generally be interested in is how much
      data you can push across your network before reaching capacity. This
      depends on a number of factors, including the speed of your link layer,
      the type of traffic you're sending, the existence of network hardware in
      the path between machines, the broadcast domains, broadcast traffic, and
      the speed of your devices. The last item is particularly important, as a
      seven-layer network device with a 1 Gbps data link might not be able to
      handle a full gigabit of traffic if layer 7 processing is done in
      software. Layer 7 devices with ASICs, however, may be able to keep up
      fine. The maximum speed of data being pushed around your network takes
      many factors into account, not just the raw speed of the underlying link
      layer technology.
This is often all academic, however (assuming you correctly
      configure your network to avoid broadcast storms), because most
      applications will not saturate a 1 Gbps link. There are exceptions to
      this for specialized network-intensive applications. We'll look at ways
      to scale out networks above the simple flat model in Chapter 9.
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