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Introduction



SECURITY AND PRIVACY issues with computers and computer networks are constantly in the news these days, and everyone seems to be concerned about them to some degree. Businesses everywhere are worried about having sensitive customer information such as credit card numbers or email addresses stolen, so they tell their information technology (IT) staff to make sure that everything is secure and locked down. And managers tell their office workers to follow corporate security policies and procedures closely or risk facing disciplinary consequences. As a result, the busy office workers sometimes feel as though they are between a rock and a hard place—management threatens them with the rock if they don’t follow the security guidelines, and IT just seems to make it harder for them to do their jobs.
Compounding these pressures are the software applications that office workers use to perform their work. While productivity software like Microsoft Office can be rich in features and capabilities, businesses often commit too little time and money to train their workers adequately in effectively using such software. The result is that the busy office worker can become the weak link in an organization’s efforts to secure and protect its information systems and data.
This book tries to fill the gap where Office is concerned, and it is intended as a guide to how to use the powerful security and privacy features of this platform effectively. Although the entire book applies to Office 2010, some of the content also can be helpful to businesses that use the cloud-based version of Office called Office 365.
Who This Book Is For



The target audience for this book is the Information Worker (IW), someone who works within an organization and whose primary job responsibility involves sharing, communicating, processing, or acting upon information stored on computer systems and networks. Workers in organizations of all sizes, from small businesses to large enterprises, will benefit from this book.
Assumptions



The primary prerequisite for readers of this book is that they should have basic to intermediate-level familiarity with the following Office applications:
	Microsoft Word 2010

	Microsoft Excel 2010

	Microsoft PowerPoint 2010



In addition, some familiarity with using Office 365 can be helpful but is not required.



How This Book Is Organized



Chapter 1 begins by addressing some general questions that the typical office worker should consider, such as:
	Why should I care about information security and privacy?

	Isn’t that really the responsibility of other parties like management and IT?

	What’s my own role in making sure our business information is kept secure and private?



After this come three chapters that involve different scenarios where fictitious office workers are faced with needing to understand and use the security and privacy features of Office to accomplish tasks for their jobs. These three chapters are titled:
	Chapter 2

	Chapter 3

	Chapter 4



The appendix, “Where to Learn More,” provides links to where the interested reader can learn more about the security and privacy features of Office.
You can read the book from cover to cover or simply jump to the chapter that interests you. But make sure you read Chapter 1 first, because it may help you start thinking about the subject in ways you haven’t thought of before.

How to Get Support and Provide Feedback



The following sections provide information on errata, book support, feedback, and contact information.
Errata and Book Support



We’ve made every effort to ensure the accuracy of this book and its companion content. Any errors that have been reported since this book was published are listed on our Microsoft Press site at oreilly.com:
http://go.microsoft.com/FWLink/?Linkid=242816
If you find an error that is not already listed, you can report it to us through the same page.
If you need additional support, email Microsoft Press Book Support at mspinput@microsoft.com.
Please note that product support for Microsoft software is not offered through the addresses above.

We Want to Hear from You



At Microsoft Press, your satisfaction is our top priority and your feedback our most valuable asset. Please tell us what you think of this book at
http://www.microsoft.com/learning/booksurvey
The survey is short, and we read every one of your comments and ideas. Thanks in advance for your input!

Stay in Touch



Let’s keep the conversation going! We’re on Twitter:
http://twitter.com/MicrosoftPress.


Chapter 1. Why Should I Care?



IN THIS CHAPTER, YOU WILL
	Learn why it’s important for office workers to consider security and privacy as they perform their jobs.

	Learn about the responsibilities of management and IT in safeguarding the information systems and sensitive business data of an organization.

	Learn that office workers share joint responsibility for the security and privacy of business information with management and IT.

	Learn how what the office worker chooses to do can have either a positive or negative impact on the security and privacy of an organization’s network, systems, and data.



SO YOU WORK in an office and you use Microsoft Office programs like Microsoft Word, Excel, and PowerPoint to do your job. Your boss has told you to be careful about security because of the recent virus infection the company experienced. And he’s told you to be careful when publishing documents online and make sure you remove anything private from the document like comments, tags, and the name of your manager. He’s also reminded you to adhere carefully to the standards and guidelines published in the company’s Security and Privacy Policy document available on the corporate intranet.
What’s the big deal? Isn’t security the responsibility of the guys in the IT department down on the third floor? Shouldn’t the firewall block viruses from our network? If it doesn’t, those IT guys should be fired—it’s not my fault if a Word document I open has a virus in it.
And who reads those policy documents anyway? They’re so long and wordy and hard to follow. I’m sure nobody will be harmed if I accidentally leave some hidden comments in a document I publish on our company’s website. Besides, how do you even know that hidden stuff is there?
I just need to do my job and wish IT would do theirs, and those guys in management should just stay out of my way . . .
Hey, It’s Not My Responsibility!



Does the above thinking sound familiar? If you work in an office and use Office software, then you’ve probably thought (and possibly expressed) those kinds of ideas from time to time. But is such a position really justified? Is security only the responsibility of the IT department? And is protecting the privacy of confidential business information only the responsibility of upper management?
To a certain extent, your thinking is correct. Ensuring the security of an organization’s network, computers, and other connected devices such as smartphones is, in fact, one of the key roles of IT. The IT department also is primarily responsible for ensuring that files and other data stored on the network and accessible to you via your computer or smartphone are safe to work with and protected against unauthorized access. So you should be able to open and work with documents, spreadsheets, and other files without worrying whether they contain viruses or other malware. You should be able to just do your job, provided that IT is doing its job properly, right?
But what if you think the controls that IT has put in place on your network are too restrictive? What if you want to circumvent these controls so you can “just do your job”? For example, suppose that your IT department has locked down Office so that macros can’t run in documents. You think, however, that macros can be useful to “help you do your job better under certain circumstances,” so you try to work around the controls IT has put in place by bringing your own personal laptop to work and copying certain company documents to your laptop so you can add macros to them. Then, when you’re finished working on these documents, you copy them back to your office computer so that they can be saved to the network share where they are stored.
You’ve just broken the security and privacy model of your organization in two ways. First, you’ve found a way to bypass physically the security and privacy controls that IT has put in place on your company’s network. This means you’ve technically compromised your organization’s security. And second, you’ve deliberately chosen to ignore the rules your company has put in place to safeguard its business operations and data. What I mean is, the written security policy document published on your corporate intranet probably contains a statement that reads something like this:
“Office staff are strictly prohibited from attempting to circumvent any of the security or privacy controls that IT has put in place on the company network and its resources.”


In other words, not only have you compromised your company’s security, but you’ve also violated their security policies. If you get caught doing this, you may well face consequences!
So saying that security and privacy are solely the responsibility of IT and management and that as an office worker, you have absolutely no responsibility in these matters is simply not true. What is true is that the parties primarily responsible for ensuring the security and privacy of business computing resources and data are (a) upper management, which defines and publicizes the policies that all users (including IT) should follow, and (b) the IT department, which implements controls that enforce those security/privacy policies that can be enforced solely by technical means.
Here’s an analogy that might make this clearer. Saying that network and data security is solely the responsibility of your IT department is like saying that the maintenance of your car is solely the responsibility of your mechanic. But if you’re driving along the highway and your oil light is flashing and you ignore it, you’re going to have a problem—and it’s clearly not your mechanic’s fault (unless he forgot to put in the oil when you last had your car serviced).
Likewise, saying that confidentiality of business information is solely the responsibility of management is like saying that you can safely ignore the road signs and traffic lights when you drive your car. If you have an accident as a result of doing something like that, good luck trying to blame anyone other than yourself!
So yes, you, the lowly office worker, should—and must—care about the security and privacy of your company’s information system and resources. You do have a role in protecting your company against the theft, destruction, corruption, or accidental loss of sensitive business files and data.
Technical Limits to Security/Privacy Enforcement
Some security and privacy policies can’t be enforced solely by technical means, or at least, it can be very difficult or expensive and often extremely intrusive to those involved if you try to enforce such policies by technical means. For example, let’s say your organization has a policy that says, “Staff shall not make copies of company documents and take them off company premises.” For IT to enforce such a policy through technical means alone, they could try disabling the Clipboard and all USB drive functionality on users’ PCs so they can’t copy and paste text from sensitive business documents into Notepad and save the text file onto a USB flash drive. Doing this, however, clearly would make it difficult for users to perform many work-related tasks.
A better alternative might be to implement a Digital Rights Management System (DRMS) on the company’s network so that users can view and work with documents but not copy their content or open them on non-corporate devices. But this technical solution to enforcing the company’s “shall not make copies” policy has two potential problems associated with it. First, it costs money to do this—the business may need to buy an additional server, pay licensing fees to the DRMS vendor, and create a training program to educate users on how to work with DRMS-protected documents. Of course, if management believes that the added security and privacy DRMS can provide the company is worth the money it takes to procure, implement, and maintain the system, then this problem can be overcome. And if you are a user in an organization that has a DRMS in place, you’ll have to learn to adjust to how this affects the way you work.
The second problem, however, is trickier: No security is bulletproof, and even DRMS can be circumvented. For example, all it takes is a camera-equipped cellphone for the user to take a photo of a DRMS-protected document displayed on her computer screen, and then she can walk out of the building with sensitive business records in her pocket. Or a user could simply take a photo of his computer screen and then email the photo using his cell phone. To prevent such things from occurring, the organization would need to confiscate all users’ cell phones when they enter the building, store them somewhere, and return them to the users when they leave. This, of course, probably will be seen as a huge inconvenience by some users, and some of these people may try to smuggle their cell phones past the security personnel. The organization then may try to create a technical solution to this new problem by installing a walk-through metal detector at the entrance to the building, but such a solution is not only costly, but is also extremely intrusive to users who may face body searches when something they’re carrying (which may be perfectly innocent) sets off the detector.
The bottom line here is that many, if not most, security/privacy breaches can’t be prevented by technical means alone. Organizations also need easy-to-understand and well-communicated security policies and be consistent in how they enforce them. That’s because users indeed are often the weak link in ensuring the security and privacy of an organization’s confidential business information.
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