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Foreword



It's a pleasure to watch a book mature. The first edition of Wireless Hacks gave me a warm feeling inside, like holding my hands over the vacuum tube in a pre-transistor radio. The glow of this book illuminated Rob Flickenger's intense interest in spreading knowledge of cool stuff in order to spread more knowledge about the world in general.
This second edition, which brings the practical deployer (building networks is part of his day job) and fellow wireless hacker Roger Weeks onboard, feels more like a device constructed by the love child of The Professor from Gilligan's Island and Mr. Spock: it beeps, it twitters, there are coconut shreds, and then, surprisingly, it produces a glass of tea out of thin air or transports several people to geosynchronous orbit.
The book has grown up, just a little, which makes it no less charming or useful. Wireless Hacks isn't about breaking technology to serve your needs. Rather, it's about bending it. So much of today's wireless networking hardware, software, and firmware has been carefully tailored to suit what the manufacturer or service provider feels you are entitled to do with it. But we own the tech and, for unlicensed networks, we own the airwaves. Wireless Hacks stands up, raises its hand, and says, "Excuse me, I don't buy into your world view."
A great number of the tips and some of the lengthy hacks in the book should become standard operating procedure at companies that use wireless tech and want to increase its value for their use. Being able to more broadly use Bluetooth beyond limited, support purposes; extending range of equipment legally without using expensive proprietary or identically branded devices; or having the flexibility to crack open the hardware or software to fiddle with its innards and tweak to one's liking is less about hacking and more about just making things work.

         Wireless Hacks could as easily have been titled It's My Equipment, Damnit, and perhaps those of you reading the foreword to find out whether this book is for you would find that title more comforting. While I was raised with a soldering iron in one hand and a diode in the other, self-modding my 1979-era OSI C1P 6502-based computer, I guarantee that while the spirit pervades this book, molten metal isn't a necessity—but it is an option—for carrying out most of the tasks in the book.
Rob and Roger and their legion of colleagues contributing tips are trying to make the world smaller by extending signals further. This book is another step in the right direction for a small, wireless world.
—Glenn Fleishman
      

         August 28, 2005, Seattle, WA
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Preface



Wireless networking technology has shown an explosive growth worldwide over the past few years, bucking the general downward economic trend in the telecommunications industry. What is it about wireless networking that makes it so alluring on a grand scale? Why are there more than 75 million Wi-Fi devices worldwide, with some people projecting double that number by 2008? While marketing folks might tell you that the particular feature set and brand name of their product is driving demand, we believe the answer is much simpler: it's magic.
Right where you are sitting now, there could be dozens of wireless data networks slinging information to the far corners of the Earth. A neighbor orders food online while someone across the street is using voice chat to talk to relatives (for free!) in Hong Kong, all the while someone upstairs is downloading a new album from their favorite band's web site in San Francisco. The information flows all around you (and, indeed, even through you) without you seeing or hearing a thing. Make no mistake: wireless networking is probably the second most magical technology on the planet—just behind the Internet.
In hundreds of cities around the world, wireless networks are making ubiquitous connectivity more the rule than the exception, providing service (often free) to millions of users who suddenly need nothing more than a laptop and wireless card to get online. Wireless networking is getting people connected to each other more cheaply and easily than any other networking technology since the telephone.
Why Wireless Hacks?



The term hacking has a bad reputation in the popular press, where it is used to refer to someone who breaks into systems or wreaks havoc using computers as their weapon. Among enthusiasts, on the other hand, the term hack refers to a "quick-and-dirty" solution to a problem, or to a clever way to get something done. The term hacker is taken very much as a compliment, referring to someone as being creative, and having the technical chops to get things done. O'Reilly's Hacks series is an attempt to the reclaim the word, document the ways people are hacking (in a good way), and pass the hacker ethic of creative participation on to the uninitiated. Seeing how others approach systems and problems is often the quickest way to learn about a new technology.

            Wireless Hacks is about getting the most out of your wireless networking hardware and software. In this book, you will find practical techniques for extending range, increasing throughput, managing wireless resources, and generally making your wireless networking vision a reality. Remember that reality is what you can get away with, and wireless hackers have found that they can get away with quite a lot using surprisingly little. This book will show you some of the best bits of their collected experience.


How to Use This Book



You can read this book from cover to cover if you like, but for the most part, each hack stands on its own. So feel free to browse, flipping around to whatever sections interest you most.

How This Book Is Organized



This book is divided into several subjects by chapter:
	
                  Chapter 1, Bluetooth, Mobile Phones, and GPS
               
	The last couple years have brought hundreds of millions of tiny battery-powered wireless devices to market. Some will get you an Internet connection just about anywhere with mobile phone service, while others keep your devices connected to the "last 10 feet," and some cover the whole globe. This chapter demonstrates some uses for these technologies, which will keep your devices (and yourself) connected, without wires.

	
                  Chapter 2, Network Discovery and Monitoring
               
	Wireless networking can be a lot of fun, but when it breaks, troubleshooting can be difficult without a good idea of what is really happening. This chapter will give you the tools you need to detect the presence of wireless networks, coordinate spectrum usage to avoid interference, and visualize network performance. It also covers a number of advanced data-monitoring techniques to pinpoint networking issues and even get an idea of your users' online habits.

	
                  Chapter 3, Wireless Security
               
	There has been a lot of press over the last few years about the insecurity of wireless networks. In many cases, these alarmist reports are in fact absolutely true: the vast majority of wireless networks are either unintentionally left open, or worse, use unreliable security methods. This chapter explores the current standards for securing wireless networks and suggests several strong methods for protecting yourself and your wireless users from abuse.

	
                  Chapter 4, Hardware Hacks
               
	If it weren't for the hardware, there would be no such thing as wireless networks. This extensive chapter tells you how to push wireless hardware to the limits, extending range and increasing performance and efficiency. It presents a large collection of components, along with sources and recommendations on how best to use them.

	
                  Chapter 5, Software Hacks
               
	There also would be no such thing as wireless networks without the software, which ranges from the firmware that powers wireless cards and routers to the drivers required for those cards, up to general-purpose operating systems that can be used to build your own wireless access point, router, and firewall. This chapter covers all these topics and more.

	
                  Chapter 6, Do-It-Yourself Antennas
               
	Since the first electrical spark was transmitted a few feet across a room more than 100 years ago, antenna design has been a fascination for wireless experimenters everywhere. This chapter presents several home-brew designs for wireless networking made by contributors from all over the world. These are practical, tested designs that can significantly extend the range of your wireless network.

	
                  Chapter 7, Wireless Network Design
               
	Having the equipment in place is one thing, but being able to make a wireless segment stretch for miles requires real-world experience. This chapter is a collection of techniques to help simplify the job of building wireless networks that cover the area you require.

	
                  Appendix A, Wireless Standards
               
	Wireless technology has not only produced impressive improvements to communications, but it has also produced an impressive list of acronyms. What is the difference between GPRS and GMRS? Which is fastest: 802.11, 802.11a, 802.11b, 802.11g, or 802.16? Exactly how do Wi-Fi and Bluetooth fit into all of this? This appendix will give you a good idea of what problems each technology is designed to solve, their relative strengths and weaknesses, and how to make the best possible use of each to fulfill your communication needs.

	
                  Appendix B, Wireless Hardware Guide
               
	Do you know the difference between a RP-TNC and a Reverse SMA connector? What about LMR versus Heliax antenna cabling? How do omni and sector antenna patterns differ, and why would you use one over the other? This appendix answers all of these questions and provides a comprehensive list of wireless equipment retailers.




Conventions Used in This Book



The following is a list of the typographical conventions used in this book:
	Italic
	Used to indicate new terms, URLs, filenames, file extensions, directories, and to highlight comments in examples. For example, a path in the filesystem will appear as /usr/local. Also used for lowercased names of programs and tools, such as tcpdump.

	
                  Constant width
               
	Used to show code examples, the contents of files, packages, modules, directives, commands, and the output from commands.

	
                  
                     Constant width bold
                  
               
	Used in examples and tables to show commands or other text that should be typed literally.

	
                  
                     Constant width italic
                  
               
	Used in examples and tables to show text that should be replaced with user-supplied values.

	Gray type
	Used to indicate a cross-reference within the text.

	\
	A backslash (\) at the end of a line of code is used to denote an unnatural line break; that is, you should not enter these as two lines of code, but as one continuous line. Multiple lines are used in these cases due to page width constraints.

	Menu symbols
	When looking at the menus for any application, you will see some symbols associated with keyboard shortcuts for a particular command. For example, to open a file, you would go to the File menu and select Open … (File → Open … ).



You should pay special attention to notes set apart from the text with the following icons:
Tip
This is a tip, suggestion, or general note. It contains useful supplementary information about the topic at hand.

Warning
This is a warning or note of caution.

The thermometer icons, found next to each hack, indicate the relative complexity of the hack:

            
[image: image with no caption]

 beginner 
[image: image with no caption]

 moderate 
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 expert

Using Code Examples



This book is here to help you get your job done. In general, you may use the code in this book in your programs and documentation. You do not need to contact us for permission unless you're reproducing a significant portion of the code. For example, writing a program that uses several chunks of code from this book does not require permission. Selling or distributing a CD-ROM of examples from O'Reilly books does require permission. Answering a question by citing this book and quoting example code does not require permission. Incorporating a significant amount of example code from this book into your product's documentation does require permission.
We appreciate, but do not require, attribution. An attribution usually includes the title, author, publisher, and ISBN. For example: "Wireless Hacks, Second Edition, by Rob Flickenger and Roger Weeks. Copyright 2006 O'Reilly Media, Inc., 0-596-10144-9."
If you feel your use of code examples falls outside fair use or the permission given above, feel free to contact us at permissions@oreilly.com.

How to Contact Us



We have tested and verified the information in this book to the best of our ability, but you may find that features have changed (or even that we have made mistakes!). As a reader of this book, you can help us to improve future editions by sending us your feedback. Please let us know about any errors, inaccuracies, bugs, misleading or confusing statements, and typos that you find anywhere in this book.
Please also let us know what we can do to make this book more useful to you. We take your comments seriously and will try to incorporate reasonable suggestions into future editions. You can write to us at:
	O'Reilly Media, Inc.
	1005 Gravenstein Hwy N.
	Sebastopol, CA 95472
	(800) 998-9938 (in the U.S. or Canada)
	(707) 829-0515 (international/local)
	(707) 829-0104 (fax)

To ask technical questions or to comment on the book, send email to:
	
               bookquestions@oreilly.com
            

The web site for Wireless Hacks lists examples, errata, and plans for future editions. You can find this page at:
	
               http://www.oreilly.com/catalog/wirelesshks2/
            

For more information about this book and others, see the O'Reilly web site:
	
               http://www.oreilly.com
            

Safari Enabled
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When you see a Safari® Enabled icon on the cover of your favorite technology book, that means the book is available online through the O'Reilly Network Safari Bookshelf.
Safari offers a solution that's better than e-books. It's a virtual library that lets you easily search thousands of top tech books, cut and paste code samples, download chapters, and find quick answers when you need the most accurate, current information. Try it for free at http://safari.oreilly.com.

Got a Hack?



To explore Hacks books online or to contribute a hack for future titles, visit:
	
                  http://hacks.oreilly.com
               



Chapter 1. Bluetooth, Mobile Phones, and GPS



Hacks 1–22: Introduction



There is much talk in the communications industry of providing last-mile connectivity. Think of Bluetooth as providing connectivity for the last 10 feet. Bluetooth excels as a handy cable-replacement technology, helping to eliminate the need for cumbersome wires that you might find on headsets, remote controls, PDAs, and other small devices. Bluetooth aims to end the days of needing to carry a three-foot piece of cable with obscure connectors on either end everywhere you go, just to interface to your laptop. You can use Bluetooth-enabled devices to talk to a laptop or a desktop, or even have them talk to each other to exchange data almost effortlessly. This chapter presents hacks on getting Bluetooth working with a wide range of devices and then doing some very interesting tricks.
If you can provide connectivity for the last 10 feet, how do you find yourself on this blue-green sphere we call Earth? The global positioning system (GPS) has migrated from being a military-only technology to something that is built into cars, phones, and a number of other devices. In this chapter, you can learn how to do some very unusual things with GPS that the designers probably never intended.
Mobile phones are everywhere. For many people, they have become the sole telephone of choice, enabling them to abandon land lines altogether. When you combine a mobile phone and Bluetooth, even more hacks become possible.


Hack #1. Set Up Bluetooth on Linux




            Linux kernels from 2.6 onward have easy-to-use tools for Bluetooth.
Prior to the release of the 2.6 Linux kernel, getting Bluetooth support involved compiling your own kernel as well as the necessary utilities. There were also multiple Bluetooth stacks available, each with their own features, adapter support, and quirks. In 2.6, the BlueZ stack was crowned as the officially supported way to use Bluetooth in Linux, and that's the focus of this hack.
First, make sure you have a supported Bluetooth adapter. You used to be able to find a reasonably current list of BlueZ-supported hardware at http://www.holtmann.org/linux/bluetooth/devices.html. However, as of March 2005, this information has been removed because of threatened legal action from the Bluetooth SIG. What this basically means is that the association of companies who maintain the Bluetooth standard don't want anyone to advertise that their devices are compliant with Linux unless you pay the SIG a lot of money and fill out a bunch of paperwork. So, you're on your own here. Probably the best place to get advice is in the BlueZ Users mailing list, which can be found at http://www.bluez.org/lists.html.
Next, you'll need to make sure that your kernel has Bluetooth support enabled. All distributions shipping the 2.6 kernel have Bluetooth support. 2. 4 kernels shipped with both the Red Hat 9.0 and Debian Sarge distributions already include Bluetooth support. You can test your kernel for Bluetooth support by running modprobe rfcomm as root. If the modprobe fails, you'll need to install the packages that support Bluetooth.
Red Hat and Fedora users should install these packages using yum or rpm. This assumes you're using GNOME as your window manager:
	yum install bluez-utils gnome-bluetooth
Likewise, Debian and Ubuntu users should install using apt:
	apt-get install bluez-utils gnome-bluetooth
This next bit is for UART-based (that is, non-USB) devices only, so if you're using a USB Bluetooth adapter, you can skip ahead. Serial-style USB devices, which include serial dongles and PCMCIA cards, need to be explicitly attached to the Bluetooth host controller interface, using the 
               hciattach utility. When you connect the device, the appropriate kernel driver might be loaded automatically, leaving a log entry in /var/log/messages.
If you're using a UART-based device, you may see a reference to a /dev/ttySn serial device, where n is some integer. In any event, you can try attaching the device to the Bluetooth host controller device by running /sbin/hciattach/dev/ttySn any from the command line. Like any good Unix utility, you know that hciattach worked if it returns without printing anything. If it doesn't work, make sure you have the right device and check the manpage for other options.
Assuming that the hciattach command did work, you will want to add a reference to this device to your /etc/bluetooth/uart file, so that the device can be appropriately attached to the Bluetooth host controller interface at boot time. If this file doesn't exist, create it. Add a single line to this file that reads /dev/ttySn any, replacing n with the appropriate serial device number.
Now that you have everything installed, plug in your Bluetooth adapter and try running /etc/init.d/bluetooth start as root. In Debian and Ubuntu, start Bluetooth with /etc/init.d/bluez-utils start. You should see some appropriate status messages in your /var/log/messages. Assuming everything works, you might want to add the Bluetooth script to the appropriate rc.d directory for your default run level with the chkconfig utility or via a manual symlink. Chances are good your package install has already added this for you, but it's a good idea to check.
Now run 
               hciconfig from the command line. You should see something like
	hci0:	Type: USB
			BD Address: 00:11:22:33:44:55 ACL MTU: 192:8 SCO MTU: 64:8
			UP RUNNING PSCAN ISCAN
			RX bytes:99 acl:0 sco:0 events:13 errors:0
			TX bytes:296 acl:0 sco:0 commands:12 errors:0
If you don't see anything like this, make sure that hcid is running and that there aren't any error messages in /var/log/messages. The BD Address shown is the unique Bluetooth identifier for your adapter, much like an Ethernet MAC address.
Now, bring another Bluetooth device within range of your computer, and make sure that the device is visible to Bluetooth scans. Then, run hcitool scan from the command line. It might take up to 15 or 20 seconds to complete its scan, and then it should display something like this:
	$ hcitool scan

	Scanning …
			00:99:88:77:66:55	Nokia3650
You can now test the device to see which services it supports, using sdptool browse 00:99:88:77:66:55. You should see a lengthy list of supported services, providing information that can be used to configure access to those services.
—Schuyler Erle
         

Hack #2. Set Up Bluetooth on Windows XP




            The Bluetooth wireless standard is a great way to get computers and gadgets talking to each other. Here's how to set it up on Windows XP.
Bluetooth wireless support is showing up in all sorts of devices these days, and the software is easy to use. Few consumers know about it or know how to use it, though. This hack will expose you to the basics of Bluetooth and how to set up some Bluetooth devices, and it will point you to some good sources of information about the ways you can use Bluetooth in your life.
Some people confuse Bluetooth with the 802.11x standards (Wi-Fi), since they are both wireless technologies. But Wi-Fi is intended primarily for Internet data and connecting computers, while Bluetooth is used to communicate between a wide variety of devices. Where WiFi needs to get into every corner of your world to be effective, Bluetooth is best at short ranges. In fact, the effective range of most Bluetooth communications is about 32 feet (10 meters).
Bluetooth can be used to connect all kinds of different devices—PCs, cell phones, cell phone headsets, PDAs, keyboards, portable game systems, audio headphones, GPS receivers, printers, digital cameras, barcode scanners, medical equipment, and even your car. Each device supports one or more profiles that dictate what types of devices it can communicate with and how that communication will take place. If two devices share a profile, they can communicate; otherwise, they will not even make the attempt.
Installing Bluetooth



My own initiation into Bluetooth was when I needed a new mouse for my laptop. I had avoided buying one of the infrared wireless mice because of the line-of-sight issues, but a Bluetooth mouse seemed like just the ticket. I purchased a Bluetooth wireless mouse and a Bluetooth dongle that plugs into my laptop's USB port. In addition to the dongle-type adapters, you can also get permanent Bluetooth cards that go into the PCI slot of your desktop computer. The installation procedure is mostly the same.
The Plug-and-Play mechanism in Windows XP works so well that I usually just attach any new piece of hardware without bothering to use the software CD unless I have to. But due to the way that Bluetooth works, it's best to install the software first so that you have an opportunity to configure Bluetooth prior to using it.
When you install the software, you'll find the usual assortment of wizard pages, asking you where you want to install the software and such. The installer might display a warning about Bluetooth devices and signed drivers. This is a security precaution and a convenience for you. If you click OK, the installer will temporarily disable the signed drivers messages while installing the Bluetooth adapter. Otherwise, you would end up with a lot of messages about unsigned drivers.
Once the installation is complete, attach your Bluetooth adapter. If you have a PCI Bluetooth adapter, install the card in an open slot and restart your PC. Windows XP will detect the adapter and associate the drivers with those that you installed earlier. You will probably see several messages show up in the system tray as it installs the drivers for the Bluetooth adapter.
Once Windows XP has finished loading the drivers, you can start configuring your Bluetooth adapter. The My Bluetooth Places icon, shown in Figure 1-1, will open a window that allows you to discover and browse nearby Bluetooth devices. There is also an icon in the system tray for Bluetooth; it's a blue circle with the runic B on it. The B in the system tray icon changes color depending on the status of the Bluetooth connection—red for when no Bluetooth adapter is connected, white for when an adapter is connected, and green for when a device is communicating with your PC.
[image: The My Bluetooth Places desktop icon]

Figure 1-1. The My Bluetooth Places desktop icon

Open the My Bluetooth Places window. If you have a Bluetooth device nearby and it is turned on, it might show up on this list. Ignore any devices for the moment while we go through the configuration process. In the upper-left corner of My Bluetooth Places, there is a list of links under the heading Bluetooth Tasks. Click the link labeled Bluetooth Setup Wizard. The choices you are presented with, shown in Figure 1-2, pertain to how you want to use your Bluetooth adapter. For now, choose the last option, the one that begins with "I want to change the name…."
If you want to set up service for a particular type of device, such as a mouse or a printer, choose the button labeled "I know the service I want to use…." If you want to connect to a specific device (in case more than one person is using a Bluetooth device in your proximity), choose the button labeled "I want to find a specific Bluetooth device…" and click the Next button. In this screen, you provide the name of your computer and the type of computer you are using (laptop or desktop). I use a generic name for the computer because this value is broadcast to the world. People who attempt to hack into Bluetooth-connected computers could use this information to their advantage. Click the Finish button to go back to My Bluetooth Places.
[image: Bluetooth Setup Wizard]

Figure 1-2. Bluetooth Setup Wizard

If you haven't already done so, now would be a good time to turn on your Bluetooth device and make sure it is running properly. Click the Bluetooth Setup Wizard link again. This time, when presented with the wizard screen of choices, choose "I know the service I want to use…" and click the Next button. The wizard will present you with a complete list of items that it knows how to communicate with. This is where you will go if you want to add a printer or a headset in the future. To set up the mouse, scroll the list to the bottom, select Human Interface Device, and click the Next button.
The next screen, shown in Figure 1-3, will cause Windows XP to search for all Bluetooth devices in range. If your device does not show up, make sure it is powered on and operating correctly. There might be a Connect or Pair button on the device that you must press to start the communication with the PC. If many devices are in the area, you can use the pop-up box beneath the list to show only certain types of devices. If the device you want to connect is in the list, choose it and click the Next button.
At this point, the Bluetooth wizard will attempt to connect with the device. If all went well, you should see the confirmation window shown in Figure 1-4. This is your way of knowing the device you are looking for is available and communicating with your computer. Once you click the confirmation button, your mouse and your PC are paired. If you ever see this window and you weren't expecting it, it could be a sign that someone nearby is attempting to communicate with your computer via the Bluetooth connection.
[image: Bluetooth Device Selection screen]

Figure 1-3. Bluetooth Device Selection screen

[image: Bluetooth confirmation dialog]

Figure 1-4. Bluetooth confirmation dialog

If you are planning to add multiple Bluetooth products to your computer, you add them by going to the Bluetooth Setup Wizard and choosing the "I know the service I want to use…" option for each device. Different devices will follow the same instructions as we've done with the mouse in this example, although there might be device-specific settings that you will have to configure once the connection is made.

Securing Your Bluetooth Connection




               Bluetooth can make your computing experience more convenient by eliminating some of the need for cables. Unfortunately, because the signal is being broadcast on open frequencies, anyone is free to listen in or even participate in the discussion. That's why it's necessary for you to take precautions.
The first precaution is to enable only the services you need for your computer. In the Bluetooth Setup Wizard, the choice labeled "I want to configure the Bluetooth services…" allows you to enable and disable different types of Bluetooth communications. Disable any types of communications that you do not plan to use at that moment. Click the Finish button when you have made the changes you need. These services can be easily reenabled through the Bluetooth Setup Wizard or from the link labeled View My Bluetooth Services.
The next precaution involves locking out other devices. Go to My Bluetooth Places and choose the link labeled "View or modify configuration." The Bluetooth Configuration screen, shown in Figure 1-5, allows you to choose how your Bluetooth connection communicates to the outside world.
Click the tab labeled Accessibility. Remove the check mark from the box labeled "Let Bluetooth devices discover this computer." This will prevent unwelcome intrusions by unknown devices. The Discovery tab allows you to configure which devices your connection can discover. This is useful if you are in an office environment with many different types of Bluetooth devices. The Local Services tab lets you configure how various types of devices interact with software services installed on your PC. This will be necessary for synchronizing a PDA, listening to music, or transferring files.
Two of the more publicized Bluetooth security problems are called 
                  Bluejacking and 
                  Bluesnarfing. Both of these exploits require the attacker to be within communication range of the victim, which is less than 32 feet (10 meters) for most phones and laptops. Bluejacking involves the unsolicited receipt of messages to a Bluetooth device, usually a phone. It's primarily used as a prank; your phone starts vibrating and you get a message criticizing your hairstyle or the brand of phone you are using. Your attacker will be close by, and chances are good that he is around 15 years old. Bluesnarfing is more dangerous because the attacker is out to retrieve datebook and contact information from your phone. In both cases, if you disable the Bluetooth features of your phone when you aren't using them, you won't have these problems.
[image: Bluetooth Configuration screen]

Figure 1-5. Bluetooth Configuration screen


Networking with Bluetooth



Bluetooth provides many of the same features Wi-Fi does. Bluetooth has a maximum data transmission rate of somewhere around 100,000 bytes per second, which is much lower than 802.11. Plus, its limited range means all the parties must be in very close proximity. For these reason, it's not an effective competitor to 802.11 for day-to-day wireless networking.
There are times, however, when an ad hoc wireless network using Bluetooth could be useful. If no network is present and no one has a floppy or flash drive handy, you can use a Bluetooth connection between the computers to share files. Keep in mind that the data rate for Bluetooth is miniscule compared to 802.11, so use it sparingly.
For details on how to pair your PC via Bluetooth with another device such as a cell phone to connect to the Internet, see "Connect Windows XP with a Bluetooth Phone" 
                  [Hack #5]
               .

See Also



	The O'Reilly Wireless web site (http://wireless.oreilly.com) has a good deal of Bluetooth-related information.

	
                     Windows XP Unwired by Wei-Meng Lee (O'Reilly) is a good source for Bluetooth-related advice.

	"Connect Windows XP with a Bluetooth Phone" 
                        [Hack #5]
                     
                  



—Eric Cloninger
            


Hack #3. Connect Mac OS X with a Bluetooth Phone




            No hotspots nearby? Use your Mac and a Bluetooth phone to get online almost anywhere.
If your mobile phone plan 
               [Hack #17]
             gives you some flavor of cellular data access—GPRS, EDGE, 1xRTT, or any of their acronym cousins—you can use that access with a Bluetooth phone and your Mac to get online. The benefits are obvious: you don't need a wireless access point in range, you don't have to pay for access to a hotspot, and a mobile signal is available (almost) everywhere.
Mac OS X makes cellular data access simple. If you are setting up your Bluetooth phone with your Mac for the first time, follow along and you'll be using your cellular data minutes in, well, minutes!
Requirements



Obviously, you're going to need a Mac with Bluetooth. Bluetooth has come standard with most PowerBooks for a couple years now or as an option on many other Mac models, including iBooks, PowerMacs, and iMacs. Third-party Bluetooth adapters are also available from vendors such as D-Link, for practically any Mac with a USB port.
Secondly, you'll need a Bluetooth-capable phone. Apple maintains a list of phones (http://www.apple.com/macosx/features/isync/devices.html) known to work with the iSync program that ships with Mac OS X 10.3 and later. There are also many Bluetooth phones not on this list that will happily pair with your Mac and which can be used to connect you to the Internet. Ross Barkman maintains a page (http://www.taniwha.org.uk) with updated modem scripts and information on Bluetooth mobile phones for use with Mac OS X.

Adding a Device




               Mac OS X gives you a handy Bluetooth icon in the menubar. Click here to get a drop-down menu like the one shown in Figure 1-6. Choose "Set up Bluetooth Device…" to get started.
[image: Bluetooth menubar]

Figure 1-6. Bluetooth menubar

Make sure your mobile phone is turned on, you have Bluetooth enabled, and your phone is discoverable. You'll be prompted in a new window on your Mac to select a device type. Choose Mobile Phone, and click Continue. Mac OS X will search using Bluetooth to locate your phone, as shown in Figure 1-7.
Select your phone from the list, and click on Continue. Your Mac will now attempt to pair with your mobile phone. When this happens, an alert box on the Mac will give you a six-digit number that will also need to be entered on your mobile phone. This setup will vary from phone to phone, so consult your user's manual for directions. Once you've completed the pairing process, you'll be asked what services you want to use on your mobile phone, as shown in Figure 1-8.
Unless you plan on using your cell phone as an expensive but crappy analog modem, make sure you choose the last option on this screen: "Use a direct, higher speed connection to reach your Internet Service Provider."

Connection Setup



Now comes the fun part. There are hundreds of Bluetooth phones out there and many mobile providers, and each one is going to have a different setup. I'll present three different setups for larger U.S. providers. If you have a different provider, or live outside the United States, you'll want to either search online for details or contact your mobile provider for help.
[image: Locating your Bluetooth phone]

Figure 1-7. Locating your Bluetooth phone

[image: Bluetooth phone setup screen]

Figure 1-8. Bluetooth phone setup screen

Any connection setup is going to require a username, password, a CID string (also known as "APN" for GSM providers, and "phone number" for CDMA providers), and a modem script. Mac OS X ships with modem scripts for many popular mobile phone makers, but if you don't see your phone, check Ross Barkman's page.
Our example connection, shown in Figure 1-9, is for T-Mobile GPRS subscribers. Although the username and password are not used for this connection, you do need a specific APN string to enter in the CID field.
[image: T-Mobile GPRS setup]

Figure 1-9. T-Mobile GPRS setup


               Table 1-1 shows the usernames, passwords, and APN/phone numbers to use for popular U.S. carriers.
Table 1-1. Network settings for popular providers
	
                           Provider

                        	
                           Username

                        	
                           Password

                        	
                           APN/Telephone number

                        
	
                           Cingular GPRS

                        	
                           
                              
                                 ISP@CINGULARGPRS.COM
                              
                           

                        	
                           
                              CINGULAR1
                           

                        	
                           
                              ISP.CINGULAR
                           

                        
	
                           Verizon 1xRTT

                        	
                           
                              
                                 your.mobile.number@vzw3g.com
                              
                           

                        	
                           
                              vzw
                           

                        	
                           
                              #777
                           

                        
	
                           AT&T

                        	
                           None

                        	
                           None

                        	
                           Proxy

                        
	
                           T-Mobile

                        	
                           None

                        	
                           None

                        	
                           WAP users(wap.voicestream.com); Internet Unlimited (internet2.voicestream.com); Internet Unlimited users with VPN option (internet3.voicestream.com)

                        
	
                           Sprint

                        	
                           PCS Vision username

                        	
                           PCS Vision Password

                        	
                           #777

                        



Tip
Opera's site for GSM providers has an excellent list of APNs at http://www.opera.com/products/mobile/docs/connect/.

The last thing you'll need to do is make sure your Network settings are configured to use the new connection. Open System Preferences and click on Network. In the Network Port Configurations section, make sure your new phone connection is checked. Finally, click on the PPP tab and make sure the information you entered during Bluetooth setup is listed, as shown in Figure 1-10.
When selecting a modem type, pick the model that is closest to your phone. If you can't find an appropriate model, you could try a third-party phone script. There is a very good site full of scripts for various models of new phones (including 3G and GPRS) at http://www.taniwha.org.uk. Download the scripts for your phone, install them in /Library/Modem Scripts/, and then restart System Preferences.
Finally, you may want to consider enabling dial-on-demand for your Bluetooth connection. In Network Preferences, select the Bluetooth modem, click PPP Options, then check the first checkbox, "Connect automatically when needed." Then show your Network Port Configurations, and drag the Bluetooth line somewhere near the bottom. Your Mac will try each connection in order from top to bottom when connecting to the Internet. On my laptop, I list them from fastest to slowest: FireWire first, then Ethernet, Air-Port, Bluetooth, and finally Internal Modem.
Now, when you open any program that attempts to connect to the Internet, your Mac will automatically fall back to your Bluetooth phone when no other connection is available. Enjoy!
[image: T-Mobile Network settings]

Figure 1-10. T-Mobile Network settings



Hack #4. Connect Linux with a Bluetooth Phone




            Use your Bluetooth phone as a modem when Wi-Fi isn't available.
No doubt the novelty of being able to scan for nearby Bluetooth devices from your Linux machine will wear off all too soon, and then you'll want to actually do things with your shiny new Bluetooth connection. Being able to use your cell phone as a modem from all those places you can't pull in a Wi-Fi signal would be pretty cool, wouldn't it?
Bluetooth supports a number of 
               profiles, which define the way that Bluetooth devices can communicate with each other. In this case, we want to make use of the Dial-up Networking (DUN) profile, which relies on a protocol called RFCOMM to emulate a serial link between two devices. You can use RFCOMM to connect your Linux box to your phone, and then run pppd over the link to get access to the Internet. This should work using various mobile data protocols including CDPD, GPRS, EDGE, 1xRTT, and 1xEV-DO. More information on the various mobile data acronyms can be found in Appendix A.
Pairing Your Phone



Assuming you've got Bluetooth working 
                  [Hack #1]
               , you should be able to bring your phone within range of your computer and scan for it using hcitool. We'll presume that you've done this, and that hcitool reports a BD address for your phone of 00:11:22:33:44:55.
You can also use 
                  sdptool to verify that there's a device in range that supports the DUN profile:
	sdptool search DUN

	Inquiring …
	Searching for DUN on 00:11:22:33:44:55 …
	Service Name: Dial-up Networking
	Service RecHandle: 0x10001
	Service Class ID List:
	  "Dialup Networking" (0x1103)
	  "Generic Networking" (0x1201)
	Protocol Descriptor List:
	  "L2CAP" (0x0100)
	  "RFCOMM" (0x0003)
	    Channel: 1
Note this channel number, because you'll need it later. As you can see, hcitool and sdptool offer a lot of other useful Bluetooth diagnostic functions, which you can read more about on their respective manpages.
Before you can actually connect to the phone, however, you may need to set up what's referred to as 
                  device pairing between your Linux box and your phone, so that your phone knows to allow your computer access to its services, and possibly vice versa. Your computer's PIN can be found in /etc/ bluetooth/pin, and you will want to alter this to a unique value that only you know.
Warning
It's important to note here that Bluetooth pairing is not a very secure process. Security researchers have found ways to hijack the pairing process and even force a re-pairing remotely. Until workarounds are found, the best thing you can do is change your PIN frequently, and use a PIN of the maximum length of 16 characters.

Most phones have a Bluetooth PIN that you can configure within the phone itself. The BlueZ stack comes with a little Python utility called 
                  bluepin that pops up a GTk+ dialog to ask for your phone's PIN as needed.
If you don't want to be bothered with pop-up windows, the following Perl script can be saved to /etc/bluetooth/pindb, and you can use it store PINs for multiple Bluetooth devices:
	#!/usr/bin/perl
	while () {
		print "PIN:$1\n" if /^$ARGV[1]\s+(\w+)/o;
	}
	_ _DATA_ _
	# Your Bluetooth PINs can go here, in BD address / PIN pairs,
	# one to a line, separated by whitespace.
	#

	00:11:22:33:44:55		11111
Make sure that /etc/bluetooth/pindb is owned by root and is chmod 0700—you don't want other users being able to look up your PINs. The options section of your /etc/bluetooth/hcid.conf should accordingly look something like this:
	options {
			autoinit yes;
			security auto;
			pairing multi;
			pin_helper /etc/bluetooth/pindb;
	}
This ensures that HCI devices are configured at boot, that pairing is allowed, and that hcid will check pindb for your PINs on a per-device basis. Be sure to restart hcid by running /etc/init.d/bluetooth restart if you made any changes to your /etc/bluetooth/hcid.conf.
Now that your computer is set up for pairing, you'll have to set up your phone similarly, for which you'll need to refer to your user's manual. This set-up process often requires that the phone scan for your computer's Bluetooth adapter, so be sure that your computer is within range with a working Bluetooth adapter. The interface will probably come up as BlueZ (0) or something similar, unless you changed the name option in your hcid.conf. You probably want to set up the pairing on the phone as trusted, or the equivalent, so that the phone doesn't ask you to verify the connection each time you try to dial out from your Linux box.
Now that we have found a device in range that offers dial-up networking, and set up pairing with it, the next step is to bind an RFCOMM interface to that device. First, make sure that there are RFCOMM entries in your /dev directory, using ls -l /dev/rfcomm*. If ls reports "No such file or directory," you can easily create 64 RFCOMM device entries by switching to the superuser and doing the following:
	# for n in `seq 0 63`; do mknod -m660 /dev/rfcomm$n c 216 $n; done
	# chown root:uucp /dev/rfcomm*
If you're running Debian or Ubuntu, you will want to chown your RFCOMM devices to group dialout, instead of uucp.
Now, as the superuser, bind /dev/rfcomm0 to your phone on the channel reported for DUN by sdptool earlier, using the rfcomm utility from bluezutils:
	# rfcomm bind /dev/rfcomm0 00:11:22:33:44:55:66 1
You'll know that the device was bound successfully if, like any good Unix utility, rfcomm just returns silently. You can demonstrate that it did actually work, however, by running rfcomm 
               without any arguments:
	# rfcomm

	rfcomm0: 00:11:22:33:44:55 channel 1 clean

Configuring PPP Networking



Now you can just treat this serial device as if it were an ordinary modem. Just to prove it, try running minicom as root, and switch the serial device to /dev/rfcomm0. When the terminal loads, type AT and press Enter. If the phone responds OK, then congratulations are in order—you're talking to your cell phone over a Bluetooth connection.
Before going any further, you might want to add the following to your /etc/bluetooth/rfcomm.conf so that the RFCOMM device is configured by default when Bluetooth loads:
	rfcomm0 {
			# Automatically bind the device at startup
			bind yes;
			device 00:11:22:33:44:55;
			channel 1;
			comment "My Phone";
	}
From here, it's just a short hop to getting your computer on the Net. Put the following into /etc/ppp/peers/gprs:
	/dev/rfcomm0

	connect '/usr/sbin/chat -v -f /etc/ppp/peers/gprs.chat'
	noauth
	defaultroute
	usepeerdns
	lcp-echo-interval 65535
	debug
Then, save the following as /etc/ppp/peers/gprs.chat:
	TIMEOUT			15
	ECHO			ON
	HANGUP			ON	
	''				AT
	OK				ATZ	
	OK				ATD*99#
Alternately, if you prefer using 
                  wvdial, try adding the following to your /etc/wvdial.conf:
	[Dialer gprs]
	Modem       = /dev/rfcomm0
	Phone       = *99#
	Username    = foo
	Password    = bar
Note that while European providers give you a username and password, in the United States you still need to supply dummy values to satisfy wvdial. Consult your network provider's web site for details about what values you may need to use. Your GPRS is actually already authenticated by your very presence on the cellular network, so you don't have to re-authenticate just to use PPP. The phone number listed in the previous configuration files is the standard GPRS dial-up number, which may work for you right off the bat if your phone is configured properly.
Most GSM phones support multiple GPRS access points, so if the default for your phone doesn't work for you, try going into minicom and typing AT+CGDCONT? followed by a carriage return. Your phone should respond with a list of available Packet Data Protocol (PDP) contexts. Pick the one that seems the most appropriate, and then set your GPRS phone number in /etc/wvdial.conf to *99***
               n#, replacing n with the number of the PDP profile you want to use. Failing that, try contacting your service provider for advice.
You can test this setup as root by running either pppd call gprs or wvdial gprs, depending on your setup, and watching /var/log/messages in another window. The only hitch with this setup is that it doesn't set up your nameservers in /etc/resolv.conf by default. The way around this on Red Hat and Fedora is to store the following in /etc/sysconfig/network-scripts/ifcfg-ppp0 (or ppp1, ppp2, etc., as you prefer):
	# comment out CHATSCRIPT and uncomment WVDIALSECT if you're using wvdial 
	DEVICE=ppp0 
	MODEMPORT=/dev/rfcomm0 
	CHATSCRIPT=/etc/ppp/peers/gprs.chat 
	# WVDIALSECT=gprs
This way you can just use ifup ppp0 and ifdown ppp0 to bring the link up and down. To get the identical result on Debian, use the pppd configuration just shown and add the following to your /etc/network/interfaces:
	iface ppp0 inet ppp
		provider gprs
If you're not using a Red Hat-or Debian-like distribution, you can always just add the following additional lines to your /etc/ppp/peers/gprs to make DNS work right, and use pppd call gprs and killall pppd to bring the link up and down:
	welcome 'cp -b /etc/ppp/resolv.conf /etc/resolv.conf'
	disconnect 'mv /etc/resolv.conf~ /etc/resolv.conf'
That's just about all you need to know to get online from anywhere you can get GSM service. Just don't expect blistering speeds from it: as of this writing, GPRS ranges in speed from under 5k/s to just over 20k/s, depending on your service—not exactly high speed by modern standards, but amazingly usable where you would otherwise have nothing at all.

Hacking the Hack



As a little bonus, here's a short iptables script to let you share that GPRS with anyone in Wi-Fi range, and which could be stored as or called from /etc/ppp/ip-up.local:
	# Enable IP forwarding and rp_filter (to kill IP spoof attempts).
	echo "1" > /proc/sys/net/ipv4/ip_forward
	echo "1" > /proc/sys/net/ipv4/conf/all/rp_filter

	# Load relevant kernel modules, if necessary.
	for i in ip_tables ipt_MASQUERADE iptable_nat
		ip_conntrack ip_conntrack_ftp ip_conntrack_irc \
		ip_nat_irc ip_nat_ftp; do
		modprobe $i 2>/dev/null;
	done

	# Masquerade anything that's not from a PPP interface
	# (e.g. ethernet, Wi-Fi, etc.)
	iptables -t nat -A POSTROUTING -o ppp+ -j MASQUERADE
But what, you ask, about regular dial-up connections? How about faxes? Well, it turns out that you're in luck: simply replace the GPRS access number with any regular phone number of your choice and (on most phones) you get a 9,600 baud data connection to that line. Configuring efax or mgetty-sendfax to use Bluetooth to fax from a GSM phone in this manner is therefore left as an exercise for the reader.
—Schuyler Erle
            


Hack #5. Connect Windows XP with a Bluetooth Phone




            Don't worry about normal phone dial-up connections, hotspots, or WiFi. No matter where you are, the Internet is with you, as long as you have a Bluetooth-enabled phone.
Lots of phones these days include Bluetooth connections, and if you have one, Internet access for your Windows XP laptop is only a phone call away. All you'll need to do is fire up your laptop and phone, connect them to one another, and make the Internet connection. To do this, you'll of course need a laptop with Bluetooth capabilities as well.
Tip
If your laptop doesn't have Bluetooth capability, it's easy to add. You just need a USB Bluetooth adapter. Companies such as D-Link, Keyspan, Belkin, and many others sell them, often for around $30. Just plug the little device into your USB port, follow installation instructions, and you'll be set.

Don't expect broadband connection speeds when you do this—at least not yet. The exact connection speed you'll get varies according to the precise technology your cell phone uses and, of course, depending on the quality of your current cell phone connection. These days, though, expect 20 to 40kbps with a GSM/GPRS cell phone, 20 to 150kbps with EDGE, about 50 to 120kbps with CDMA 1xRTT, and from 300 to 500kbps with CDMA 1xEV-DO. If you don't know which technology your cell phone uses, check with your cell phone carrier, and they'll let you know.
The exact screens you'll see when you make the connection will vary somewhat from phone to phone, so for this hack I'll show you how to do it with the Sony Ericsson T68i Bluetooth-enabled phone. The steps with other Blue-tooth-enabled cell phones should be very similar.
First, turn on your cell phone and laptop, and make sure they're within range of one another. Then turn on the phone's Bluetooth radio. To do this on the Sony Ericsson T68i, press the joystick button and select Connect → Bluetooth → Options → Operation Mode → On.
Next, you'll have to make the phone discoverable so that your laptop can find it. On the Sony Ericsson T68i, press the joystick button and then select Connect → Bluetooth → Discoverable.
Now you need to discover the phone in Windows XP. In Windows Explorer, go to My Bluetooth Places and select View Devices in Range. You should see the Sony Ericsson T68i icon; right-click it and select Discover Available Services. You'll get to a group of icons that show the list of available services. Now right-click the Dial-Up Networking service and select Connect Dial-up Networking, as shown in Figure 1-11.
[image: Connecting to the Internet through Dial-Up Networking]

Figure 1-11. Connecting to the Internet through Dial-Up Networking

You'll be asked whether you want to accept or decline the connection or "add to paired." It's a good idea to select the "add to paired" option. That way, the next time you want to connect to the Internet using your laptop and cell phone, they'll automatically discover one another and you won't have to go through the entire discovery process.
When you select "add to paired," the screen shown in Figure 1-12 will appear. The device name will already be filled in for you. Make up a PIN that you want to use for pairing the devices, and type it into the Bluetooth PIN code box.
[image: Pairing your phone and laptop]

Figure 1-12. Pairing your phone and laptop

Tip
It's a good idea to use only numbers for your PIN; otherwise, you might have problems with keying in alphabetic characters using your phone's PIN dialog box.

On your cell phone, you'll have to accept the pairing. A dialog box will appear asking if you want to accept the pairing. Select Add to Paired, and type in the same PIN you used on your laptop.
From now on, connecting to the Internet is the same as with any other dialup connection. The familiar dial-up connection dialog box will appear in XP, asking for a username, password, and phone number. Enter the information you normally use to connect to your ISP, including your username, password, and phone number. Click the Dial button, and you'll dial in and connect.
—Preston Gralla
         

Hack #6. Use Your Treo as a Modem




            Use your Palm Treo to connect your laptop to the Internet. You can also use your Treo as a backup Internet connection for your desktop machine.
If you've signed up for your carrier's wireless data plan, you can get the entire Internet on your Treo. It may not seem like it at times, because the small screen can really constrain your web-browsing experience when compared to, say, your laptop or your desktop computer, but it's all there— every last byte. Better still, it is possible to feed the Internet connection of your Treo through to your laptop computer. This is called 
               tethering, and it allows your tethered laptop to work with the Internet as if it were connected via a normal dial-up, cable, or DSL modem—except that you are connected through your Treo. Anywhere your Treo has enough signal strength to connect to its wireless data service, you can tether it to supply a laptop with Internet.
Setting up tethering is specific to the model of your Treo and your cellular service provider, as summed up in Table 1-2. You use either your Treo 650's Bluetooth connectivity to use the Treo as a wireless modem for your laptop or desktop, or you need a third-party Windows application called PdaNet, which allows you to connect your Treo (as a modem) to your laptop or desktop via the USB sync cable.
Warning
Tethering might be frowned upon by your carrier. Carriers will argue that tethering is abusing a network infrastructure that is set up in anticipation of the light bandwidth consumption of average smartphone users. Power users will argue that when paying $45 per month for "unlimited Internet," you are entitled to get that for which you've paid. So it's important that you become familiar with your service provider's policy on tethering if you plan to use it frequently—you may be surprised.

Table 1-2. Wireless providers
	
                        Device

                     	
                        Carrier

                     	
                        Tethering technique

                     
	
                        
                           Treo 650

                     	
                        Sprint

                     	
                        Built-in Bluetooth DUN is now supported, provided you apply the "Treo 650 Updater 1.12 for Sprint PCS," found at http://www.palm.com/us/support/downloads/treo650updater/sprint.html.

                        You may also use PdaNet for tethering over your USB sync cable or wirelessly over Bluetooth.

                     
	 	
                        
                           Verizon and other CDMA carriers (e.g., EarthLink)

                     	
                        Built-in Bluetooth DUN is not supported, and no firmware update is promised.

                        Hack your device to enable Bluetooth DUN now, without waiting for Verizon's firmware update. The hack is fairly stable.

                        You may also use PdaNet for tethering over your USB sync cable or wirelessly over Bluetooth.

                     
	 	
                        Cingular and other GSM carriers (e.g., AT&T Wireless, Rogers)

                     	
                        Built-in Bluetooth DUN is not supported. Cingular promises a firmware update "later this year," according to a Palm support page dated March 31, 2005.

                        Hack your device to enable Bluetooth DUN now, without waiting for a firmware update. The hack is fairly stable.

                        You may also use PdaNet for tethering over your USB sync cable or wirelessly over Bluetooth (no hack required).

                     
	
                        Treo 600

                     	
                        All

                     	
                        This device does not support Bluetooth. Your only option is to use PdaNet for tethering over your USB sync cable.

                     



Treo 650 Bluetooth DUN



To enable Bluetooth DUN on your Treo 650:
	Run the Bluetooth application.

	Enable the Dial-up Networking settings, as shown Figure 1-13. (If you don't see this setting, you need to check for a firmware update for your Treo 650, or apply the shadowmite patch; see the sidebar "The shadowmite Patch).



[image: Turning on the dial-up networking setting on a Treo 650]

Figure 1-13. Turning on the dial-up networking setting on a Treo 650

The shadowmite Patch
The Treo 650 Bluetooth DUN hack, also called the shadowmite patch, after the handle of the developer who discovered it, exposes the Dial-up Networking setting in the Bluetooth preferences panel for those devices that don't already show it. For various reasons (some say political—remember, some carriers would rather you didn't know about tethering), Palm disabled this DUN setting at the last minute before shipping the Treo 650 device. That means that hacking this setting to appear and subsequently enabling it is certainly not going to be supported by the technical support departments of Palm or your carrier! The good news is that the shadowmite patch appears stable, it's totally reversible (to un-patch, simply delete the patch file), many people are using it without incident, and there's an online forum where you can post questions. Before you go this route, make sure that your carrier hasn't already released a firmware update that enables DUN support (as Sprint has)! For more information on the shadowmite patch, including the patch itself, visit http://www.shadowmite.com/HowToDUN.html.

The steps in getting Bluetooth DUN set up on your laptop (or desktop) varies with operating systems and Bluetooth hardware—please consult your manuals for help here. But in general, you want to do something like this:
	Make sure your Treo is on and Bluetooth has been enabled!

	Open the Bluetooth control panel/system preferences on your laptop (or desktop).

	Your Treo 650 should be discovered; Mac users will need to set up a new Mobile Phone device.

	Establish a connection between your laptop and your Treo 650.

	Look for your Treo 650's Dial-Up Networking service on your laptop; if you only see its Object Exchange service, try performing a soft reset on your Treo 650.

	Create a dial-up connection to your Treo 650's Dial-Up Networking service on your laptop. See Table 1-3 for the values that should work for you. A quick phone call to your carrier can get you going if these don't work.



Table 1-3. Carrier data connection information
	
                           Carrier

                        	
                           Username

                        	
                           Password

                        	
                           Phone number

                        
	
                           Sprint

                        	
                           
                              YourSprintPCSVisionUsername@
                              sprintpcs.com (you might not need the @sprintpcs.com part)

                        	
                           
                              YourSprintPCSVisionPassword
                           

                        	
                           #777

                        
	
                           Verizon

                        	
                           
                              YourPhoneNumber @vzw3g.com

                        	
                           
                              vzw
                           

                        	
                           #777

                        
	
                           Cingular

                        	
                           
                              
                                 WAP@CINGULARGPRS.COM
                              
                           

                        	
                           
                              CINGULAR1
                           

                        	
                           **99***1#

                        
	
                           T-Mobile

                        	
                           none

                        	
                           none

                        	
                           *99#

                        




PdaNet



You can download the PdaNet application from June Fabrics PDA Technology Group at http://www.junefabrics.com. It has a 15-day trial, after which the application costs $34 to register to your Treo device.
Tip
For Treo 600 users with a Mac, the picture is grim. (Treo 650 users with a Mac should opt to use the Bluetooth technique described earlier). PdaNet suggests it can run under Virtual PC, though that only gives your emulated PC access to the Internet—and this usage is not supported. There is also WirelessModem, which you can download from http://www.notifymail.com/palm/wmodem/. It has a 14-day free trial; then it's $37.50 to register the application. Be very careful with this application: many users are unable to maintain an Internet connection to their Mac for more than five minutes, and there is no return policy.
There is a great guide to connecting your Treo 650 to a Mac using Bluetooth at 
                  http://vocaro.com/trevor/treo-dun/.

Once you've downloaded and run the installer for your specific Treo model (check carefully!), you are prompted to select the appropriate cell phone service from the screen in Figure 1-14.
[image: Selecting your carrier in PdaNet's installer]

Figure 1-14. Selecting your carrier in PdaNet's installer

The Windows component is installed to your desktop, and then you are prompted to HotSync the Palm component onto your Treo (see Figure 1-15).
[image: PdaNet's installer, queuing up a PRC to install onto your Treo]

Figure 1-15. PdaNet's installer, queuing up a PRC to install onto your Treo

Once the installation is complete, you will notice a new PdaNet icon in your System Tray (the icons by your clock), which indicates your connection status, as shown in Figure 1-16.
[image: PdaNet's icon indicating a connected or disconnected state]

Figure 1-16. PdaNet's icon indicating a connected or disconnected state

The PdaNet icon indicates whether you have an active Internet connection through your Treo; right-click on it to get to the advanced PdaNet settings.
After you've installed the PdaNet application onto your Treo, make sure your device is connected to your laptop with a USB HotSync cable (serial HotSync cables will not work), and then simply launch the PdaNet application on your Treo. Figure 1-17 shows PdaNet running on a Treo.
Your Treo automatically attempts to establish a connection to its wireless Internet service; if successful, PdaNet will then tether that connection over your USB HotSync cable to your laptop. Figure 1-18 shows PdaNet's desktop component confirming its Internet connectivity.
[image: PdaNet, ready to connect your laptop to the Internet]

Figure 1-17. PdaNet, ready to connect your laptop to the Internet

[image: The Windows component tethering to your Treo's wireless data network]

Figure 1-18. The Windows component tethering to your Treo's wireless data network

You should be able to use any Internet applications on your laptop, as long as your Treo is able to keep connected to its wireless Internet service. Be sure to disconnect it when you're done!
Warning
Though some service providers' wireless data plans offer unlimited usage, most allot a certain number of kilobytes per month, and will charge you a fortune for overages. Check into this before you consume too many KB on your Treo.

—Jeff Ishaq
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