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Foreword

Dr. Dan Kuehl
Information Resources Management College
National Defense University

As I wrote the original version of this foreword, I focused on the unfolding story and imagery of the 9/11 terrorist attacks on the World Trade Center and the Pentagon, and reflected on the evolving and complex synergy between information and national security. As tens of millions of Americans sat, like myself, glued to our TVs and computers—the fact that a significant percentage of this book’s readers watched those events not on TV, but on their desktop computer contains a powerful message about the technological changes we are facing—the realization came to me that literally hundreds of millions of others worldwide were watching the same images simultaneously. This was a powerful reinforcement of what we in the information operations community have been arguing throughout most of the past decade—namely, that the world in which we live and work has become an information fishbowl. In fact, the global information environment has become a battlespace in which the technology of the information age—which is the aspect that we all too frequently focus on— is used to deliver critical and influential content in order to shape perceptions, influence opinions, and control behavior.

It is perhaps merely coincidence that the time gap between the two aircraft crashes into the twin towers of the World Trade Center was sufficiently wide to allow for live TV coverage of the second crash—but I doubt it. As we watched in horrified amazement, the critical eighteen minutes between the two attacks allowed for virtually every available TV camera in New York City to be trained on the twin towers and thus capture the dramatic and terrible imagery live. Ironically, the very day before this tragic event, I told a class at the National Defense University that someday we would see a terrorist act staged and timed to be seen by a live TV audience. Little did I imagine that I would see it enacted so soon, and so close to home.

Thus we come to the importance, relevance, and timeliness of this book. Information operations are playing an increasingly important role in our national security affairs, and as the global war on terrorism (and another new acronym, GWOT, has joined our lexicon) clearly indicates, that role will not be confined solely to the traditional battlefield on which tanks, ships, and planes move and fight. This new battlespace is focused on the “wetware,” that is, the “gray matter” of the brain in which opinions are formed and decisions made. The most, perhaps only, effective weapon in this battlespace is information, and the hallmarks of that revolution, such as the transparency of events and the global immediacy of coverage, have only heightened the importance and impact of information operations. The attacks of September 11, 2001, provided a ghastly example of asymmetrical warfare that employed information technology and exploited the speed and reach of global connectivity to deliver content that was described as “shocking” and “staggering,” which is tremendously indicative of its emotional and potential political impact.

The attempts by the United States government to combat this type of asymmetric warfare have not always led to success. The time interval between the first draft and final edition of this book also saw the short life of the Office of Strategic Influence. Whether or not creating the “Office” was a wise decision is still a debatable issue, but surely no one doubts that influence can be a strategic tool which nation-states and political groups employ on a daily basis. We see daily evidence of not only the power of influence, but of the new technologies available by which to wield it. Therefore everyone in the national security community, from those traditional members such as the uniformed military and diplomatic personnel to new and uncertain members such as broadcasters and webmasters, need to incorporate the full range of information operations into their plans and future missions. That is why I believe this book is so important, as an effort to educate current and future leaders to the capabilities—and vulnerabilities—inherent in this new era of warfare.


Introduction

This book was written to meet not only a perceived gap in the theoretical construct of international relations in the information age, but also to give an update of the changes with respect to the power of information that have occurred over the last fifteen years. From the fall of the Soviet Union to the accomplishments of the allied coalition in Operation Iraqi Freedom, the ability of the United States to conduct an influence campaign has changed immensely in just a few short years. Often people ask what is different about information from other military weapons or forms of power. The most important concept to remember about information is that it is not a weapon per se; it is a process, a way of thinking about relationships. It is about perception, because information is an enabler, a “source multiplier,” a tool that increases one’s ability to shape the operational environment. At once a strategy, a campaign, and a process that is supported by traditional military forces, information can do this by using planning tools to synchronize, synergize, and deconflict activities in an overall plan to affect the adversary as well as to enable the horizontal integration of these activities across the whole interagency and coalition environment. In this book, it is our intent to explain not only how important information is to the future of warfare, but also how this warfare area is changing the way that the United States government is organized and how it conducts operations in the information age. The bottom line is that we will be examining the ability of certain key activities to manage influencing and shaping campaigns across the whole political spectrum.

During the cold war, the United States and its allies knew who was the enemy. The Soviet Union and the Warsaw Pact were easily the most recognizable of the “threats” to the free world, but other nations such as China, North Korea, Iran, Iraq, Syria, and Libya were also part of the equation. To use an academic term, the bipolar cold war era was an area of “realist” conflicts, with states as the prime actors and anarchy a central theme. Fast-forward—the former Soviet Union is a shadow of its former self, with a population less than the United States and shrinking. Russia’s defense budget is less than 2 percent of the U.S. Department of Defense’s, and it cannot deploy a number of its forces because of equipment failures. Likewise, North Korea is starting to open up, Iraq is under occupation by the United States, Iran is lurching toward a transformation, Qadaffi is negotiating with the west, and even China is initiating some democratic processes.

So why, in this post-cold war era, when the great threats to mankind are gone or lessened, is the United States under attack? It is because the enemy has changed. There are still “rogue states” out there that can occupy the politicians and give credence to budget appropriations, but other groups including extremist religious factions have also attacked the United States as well. In the post-bipolar era, most of these nongovernmental organizations (NGOs) or terrorist groups are now operating out from underneath the umbrella of either superpower, and therefore they have much more autonomy. What has happened over the last fifteen years, and especially in the last few, has been an explosion of attacks on networks within the United States by a host of organizations. Some are individuals; others are activists, foreign military units, terrorists, and even nation-states. From an information perspective, a large number of viruses, major military operations around the world, and the tragedy of September 11, 2001, are all recent events that will be mentioned or alluded to later in this text. Each of these incidents in their own way has highlighted the vulnerability of not only the Department of Defense (DoD), but the United States government as well, to these new types of warfare.

What the future holds for the military forces and the national security establishment is unclear; however, there will be many times that the United States will be called upon to engage the multitude of threats and opportunities in this unpredictable age in which we live. Information and the incredible advances in technology have drastically changed the structure of world politics, military strategy, economics, information realm activities, and other familiar restraints that epitomized the cold war era. Thus, the authors truly believe that now is time to awaken to the realities of the information age. This book is not written as another high-tech “doomsday” scenario, but instead it is meant to be an update for the millennium, to identify the threats to national security posed by cyberterrorists, rogue states, foreign militaries, and the enemies within our borders, as well as to showcase the opportunities available from a properly orchestrated information campaign. In addition, we also hope that this publication will illustrate the evolving military doctrine and priorities, which enhance the ability of our government to win the information war, thereby attaining national goals in the information age. For if not, this new millennium may spell a very dangerous and destabilizing period for our country.

The First Battle of a New Kind of War

On September 11, 2001, the “Great Satan,” as many Islamic extremists have called the United States, was dealt a staggering blow when followers of terrorist Osama bin Laden crashed hijacked jumbo jets into the Pentagon and the twin towers of the World Trade Center. The death toll ultimately exceeded 3,000 people from over one hundred nations around the world. In essence, the United States lost the first battle in a new kind of war. The “Electronic Pearl Harbor” that disciples of information operations (IO) have warned about for years had not materialized as expected, yet the results were arguably as or more severe than predicted. The economic impact on the United States is still yet to be determined and may prove incalculable. Even worse, the horrific events have left an indelible mark on the psyche of U.S. citizens. The image of “fortress America” that has existed throughout much of the twentieth century has suddenly become meaningless in this new millennium. Therefore, the authors argue that the nation must adjust its national security strategy (NSS) to deal with this new threat.

Try to imagine the same scenario if the airplane crashes had been accompanied by infrastructure attacks against the electrical power industry. Imagine the amplified horror if a major portion of the northeast suffered an electrical power outage four hours after the attacks—such as occurred in August 2003—long enough for news of the attacks to have reached a significant portion of the population. This could have spread general panic and paralysis across the country. Likewise can you imagine phone lines jammed as individuals attempted to contact loved ones in the affected areas for a prolonged period? Combine that with gridlocked highways as panicked civilians in the northeast attempted to flee the major metropolitan areas. The emergency services could become overwhelmed by panicked citizens if the flow of information was not quickly restored. Before September 11, 2001, only an imminent nuclear attack could have evoked such panic. However now it is very different, because the rules have changed, and the United States will probably never be the same again.

Time has passed since these horrific events, and as this book goes to press, there are a number of important lessons that practitioners of IO should take from these tragedies. The first deals with the ability of adversaries, considered by many to be “unsophisticated,” to effectively engage in informational warfare against the citizens of the United States. Next, we should carefully consider the difficulty encountered by the United States government (USG) to effectively deal with the adversary’s propaganda. Finally, it is worthwhile to watch how the United States has attempted to “shape” its response to these informational attacks.

If the Oklahoma City bombing of 1995 left any doubt, the more recent events should make it clear that a determined adversary, using relatively unsophisticated means, can inflict tremendous harm upon our nation. Some would argue that the attacks of September 11, 2001 were sophisticated in their timing and coordination. Nonetheless, the basic idea of crashing a hijacked aircraft into a large building is a relatively simple means of sending a political message and has been possible for years. And make no mistake about it, the perpetrators’ intent was to send a message—namely, that the United States is vulnerable and that there are more terrorist acts to come if the United States persists in its current foreign policy in the Middle East. The message was intended to instill fear and spawn chaos, and to varying degrees it succeeded.

This is psychological operations (PSYOPS) in its purest form. Hitler attempted the same approach with his V-series rockets as he indiscriminately lobbed them at England during the Second World War. But Hitler miscalculated the English people’s will and determination. Rather than causing capitulation, Hitler’s terror weapons deepened British anger and resolve. Likewise, Osama bin Laden seems to have miscalculated the American people as well. Since those tragic days in 2001, the Bush administration has launched two major military operations in the Middle East, defeating adversarial forces in both Afghanistan (Operation Enduring Freedom) and Iraq (Operation Iraqi Freedom). Not withstanding the fact that both of these nations are still relatively lawless, these actions have drastically changed the American presence in this area. In fact, some analysts have stated that the events of September 11, 2001 actually backfired for the al Qaeda terrorists, because not only did they not drive the American infidels from their Holy Lands, but in fact the U.S. military is now running the governments of two of the larger nations in that region.

The openness and freedom that make life in this country so precious to its citizens also make it vulnerable to informational warfare by its adversaries. We are just beginning to learn how freely the terrorists were able to move amongst us as they plotted their evil. The very laws that protect our civil liberties make it possible for our adversaries to operate in relative obscurity, right under our noses. The psychological impacts of the attacks were so severe that there is now serious debate about curbing civil liberties in exchange for security. From these conversations arose a series of new laws called the Patriot Acts, which many citizens believe have severely degraded the Bill of Rights. Likewise, since the attacks, the news media has increasingly focused on doomsday scenarios of chemical and biological agent attacks, doing little to calm the growing fears of average Americans. Though, to an extent, this sense of anxiety has quieted down with the American populace, still the nation had obviously forgotten about the necessity for cooperation between military and media during national emergencies, a practice that was so common during World War II. It can be easy to blame the news media’s lack of discretion today, and we as a nation have to do better.

The openness of our informational system was clearly demonstrated shortly after the disasters when the Voice of America (VOA) aired an interview with Afghanistan’s Taliban leader, Mullah Mohammed Omar. This was reportedly done against the wishes of the State Department.1 The interview was filled with venomous attacks against the United States and Western society in general. The apparent lack of cooperation between the State Department and VOA is typical of a problem that has plagued the USG since real-time, global media was born with the advent of the Cable News Network (CNN). In April 1999, President Clinton signed Presidential Decision Directive (PDD) 68, entitled International Public Information, or IPI, which was an attempt to gain control over the external messages sent abroad from Washington. PDD-68 directed key agencies to synchronize the public affairs message sent by the USG to foreign audiences so as to avoid sending confusing messages.2 However, it is obvious that the desired synchronization is still lacking. According to a CBS radio news announcement on October 1, 2002, this incident ultimately resulted in the replacement of the VOA director. To effectively deal with bin Laden’s propaganda machine, the United States’ messages must be crystal clear and spoken with a single, united voice, as part of an IO campaign.

Finally, we would like to briefly address how the United States has packaged its response to the attacks of September 11th. The President was quick to declare the attacks an act of war against the United States. The President, Secretary of State, and Secretary of Defense have repeatedly stressed that the American public should not expect to see another war like we waged during the twentieth century. This operation will be a different kind of war, waged across a broad front and utilizing all elements of national power—political, economic, and military. To win, the United States must successfully integrate political action to gain international support, to employ economic measures to gain international support and neutralize the terrorists, thereby sparing utilizing military power to destroy the ability of the terrorists to sustain themselves. The force that binds these elements of national power together is information, and thus we see how IO will play a key role in waging the fight against global terrorism.

Electronic Disturbance Theatre

“Would you recognize a revolution if you were in it?”

Deep in the jungles of southern Mexico, a rebel leader taps on a notebook computer. He is editing his dissertation that will soon be released to the world with a double click of the mouse. It is December 31, 1994, and Sub-Commandante Marcos has just begun a series of revolts throughout the state of Chiapas in the southern region of Mexico, taking control of several villages in the process. The Mexican Army response was immediate, with twelve days of brutal fighting following the insurrection, yet inexplicably the Mexican government halted its operations short. Although the Mexican Army could have finished the suppression of the Zapatistas, they instead began a series of negotiations that continued until 2001. Why did President Zedillo and his cabinet stop their attacks on the Zapatistas? What factors led to the pause in the fighting that has kept all parties at the bargaining table?

Instead of operating an insurrection by holding rallies and conducting violent acts, the Zapatistas sustained their protest through a series of new and innovative acts of IO. In effect, they dominated the information realm, competing with the Mexican government in a creative information campaign which effectively constrained and manipulated the Mexican government over the last few years in an effort to bring about reform in the Chiapas region. Using nongovernment organizations (NGOs) and the media, Marcos spread the plight of the Chiapas people to activists that pressured President Zedillo and his cabinet. The media coverage forced the Mexican government to halt their suppression of the indigenous peoples of southern Mexico and effectively put any national policy under scrutiny.

More recently in 1998, a small group of activists, known as the Electronic Disturbance Theater (EDT) actively supported the Zapatista movement. These four individuals used computer distributed denial of service (DDOS) attacks to bring down key government servers, thereby bringing media attention to the cause of the Zapatistas. A typical scenario for the EDT was to publicize an attack weeks before the actual event. They used chat rooms, Internet advertisements, and computer conferences to promote their next attack and gain publicity.3 To increase its effectiveness, the EDT signed up thousands of participants for its DDOS attack, using its self-generated program Floodnet. In April 1998, the group used this application to attack Mexican President Zedillo’s website, quickly crashing the server. More attacks continued during the summer of 1998, to include the Mexican Interior Ministry and the Mexican embassy in England, with the largest event planned for September 9, 1998. Bulletins were released in late August and the EDT publicized the impending attack with its Open-Ex exhibit at the Art Festival in Linz, Austria during that time as well. The intended targets were President Zedillo, the Frankfurt Stock Exchange, and the Defense Information Systems Agency (DISA) in the United States.

Because these were publicized “performances,” officials at DISA were concerned as to how to thwart these attacks. There were many online inquiries by USG military personnel about the Floodnet program and the EDT during this period, in order to gain knowledge about the purpose of the attack and the nature of the Floodnet applet itself. When the actual attack occurred on September 9, 1998, DISA was ready to defend its network. A system administrator at DISA changed the Perl script on the Floodnet applet, which in effect became an electronic countermeasure effort, and in some eyes, an offensive act. This new applet shut down the web browsers of the users that were supporting the attack by EDT.

Is this scenario fact or fiction? This scenario is indeed true and it is a good example of one type of IO at an unclassified level. In particular, the execution of the DDOS by the EDT radically altered the concept of cyberwar and brought a new term into our lexicon, namely, “Hactivism.”4 These Zapatista sympathizers were true innovators and are recognized by their peers as information warriors extraordinaire. A measure of their success is the amount of space devoted to the Zapatista revolt by the media. What was truly interesting was that it really didn’t matter to the EDT whether an attack succeeded or not as long as they received publicity. The Floodnet program was simply a “tool” to get media attention for the Zapatista cause. To date, the insurrection in Chiapas has garnered more media attention than any other insurgent group in Mexico, and in 2001 President Vicente Fox of Mexico officially recognized the Zapatistas and supported a peaceful solution to the Chiapas situation.5

The Basis for This Book

As originally written, this book was conceived by former instructors at the Joint Command, Control, and Information Warfare School (JCIWS) of the Joint Forces Staff College (JFSC), in Norfolk, Virginia, as a textbook for their students. As professional IO instructors who conduct the only joint information warfare (IW) course in the United States, these military officers normally teach over five hundred personnel each year in a variety of IO and IW courses dealing with operations in the information age and how influence campaigns have changed the way that warfare is conducted around the world. Thus, this book was developed to meet a perceived gap in the education process of IO students, and it is structured to not only teach the capabilities and related activities of IW, but also give an update of the changes in IO that have occurred over the last fifteen years. From the incredible reaction to the demise of the Soviet Union in 1989 to the continual evolution of U.S. foreign policy in 2004, the use and evolution of IO has changed immensely within an incredibly short time. In essence, then, this textbook traces the history of IO not only from a doctrinal standpoint, but also with regards to organizational changes and educational efforts. Although most of the text deals primarily with the United States, there are also large sections on other nations such as Russia, China, and Australia.

Leigh Armistead
Editor


CHAPTER 1
Foundations:
The Language of Information Operations

“There is a war out there, old friend—a World War. And it’s not about whose got the most bullets; it’s about who controls the information: what we see and hear, how we work, what we think. It’s all about the information.”1

Cosmo

This book is about power and how the face of power has changed immensely over the last fifteen years. The thesis put forth by the authors is that information, as an element of power, is the most transferable and useful force at all political levels, including the systemic structure of international relations in the post-Cold War era. In an attempt to update the arguments set forth by John Arquilla and David Ronfeldt in their seminal book, The Emergence of Noopolitik: Toward an American Information Strategy, we will argue that the use of information is changing the idea of what we look for in the power capabilities within the world political structure.2 It is evident that informational capability, more than any other component of power, is truly crucial to effective foreign policy in this new era, as shown in Diagram 1-1.

This theory is based on the fact that we now live in the information age—an era of networks and international organizations. Nation-states are losing power to hybrid structures within this interconnected architecture. Access and connectivity, including bandwidth, are the two key pillars of these new organizations. Truth and guarded openness are the approaches used in both the private and government sectors to conduct business. Time zones are becoming more important than borders. This will be an age of small groups using networks to conduct swarming attacks that will force changes in policy.3 Key features of this era include:

• Wide, open communication links where speed is everything

• Little to no censorship, the individual controls his or her own information flow
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Diagram 1-1 Views of Power and Information

• Truth and quality will surface, but not initially

• Weakening nation-states and strengthening networks

What Is Power?

Power is many things to many different people. Generally people understand its use; they understand who has power and who doesn’t. Power is one of those ubiquitous terms that everyone seems to understand but few can actually define. Many scholars, including Morganthau, Dahl, Waltz, Keohane, and Nye, have written works on international relations that have addressed the nature of power and its effects on the global system. Although one could argue about the merits of one definition over another, for the purposes of this book, we will use the following construct: Power is defined as “the ability of A to get B to do something that B would not otherwise do.”

Hans Morganthau, in his book Politics Among Nations: The Struggle for Power and Peace, defined the elements of national power as geography, natural resources, industrial capacity, military preparedness, population, national character, national morale and the quality of diplomacy and government.4 Nowhere is the use of information seen as an element of power. This begs the question, have the elements of power changed over the last three decades? If information is now accepted as an element of power, what is different from previous theories? Or, as many believe, has information always been an element of power, it’s just that now we have the technology to harness that power? Whatever one believes, the explosion in computer, telecommunications, and media technology has changed our view of power—for better or for worse.

Traditional measures of military force, gross national product, population, energy, land, and minerals have continued to dominate discussions of the balance of power. These power resources still matter, and American leadership continues to depend on them as well as on the information edge.… Information power is also hard to categorize because it cuts across all other military, economic, social, and political power resources, in some cases diminishing their strength, in others multiplying it.5

Critics of this new view of power have argued that because less than 20 percent of the world has access to the Internet, that information cannot truly change global politics. This may be true, but the standard has been set, and the benchmark is high.6 Once people understand the power that is so readily available to them, no longer can dictators rule their countries as fiefdoms. The masses will clamor for the information revolution; as they experience its power, they will threaten the sovereignty of the nation that impedes their progress.

It is evident that ideas about the use and elements of power are changing, as shown in the comparison of Diagrams 1-2 and 1-3. Twenty years ago, Barbara Haskell first discussed the idea of information as power in her article “Access to Society: A Neglected Dimension of Power” in International Organization. In 1990, Joseph S. Nye argued for the concept of “soft power,” which is described in his book Bound to Lead. More recently, in a number of articles starting in the spring of 1996, various authors have highlighted the issues involved with the technological revolution of information. These ideas have also been mirrored by recent books such as The Rise of the Virtual State by Richard Rosecrance and In Athena’s Camp by John Arquilla and David Ronfeldt, both of which discuss the role of information and how it is used to conduct foreign policy.7

The idea that information is the most important element of power has not been accepted by all academics. Neorealists still promote ideas of power politics while neoliberals talk about the globalization of the world. Both are correct, but neither camp has been adequately able to explain the changes in world events, especially in the last decade. Other academics realize the power of information, but do not believe that it will change the basic fundamentals of world politics. And there are still a few who are unwilling to realize that they live in a world that is undergoing a revolution. Education and the power of information will play a key role in revitalizing these theories. For, whether these academics realize it or not, changes in technology—especially in the last decade—have rendered their old theories of power obsolete.
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Diagram 1-2 Theoretical Levels of Power
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Diagram 1-3 Actual Levels of Power

Information technology is the sine qua non of both globalization and power—the locomotive on each track. It is integrating the world economy and spreading freedom, while at the same time becoming increasingly crucial to military and other forms of national power. Information technology thus accounts both for power and the process that softens and smoothes power.8

There are many factors included by academics in the equation of power. Our belief is that information is now the most important element of power because it is the most transferable. The ability to transfer the power of information is what makes it so useful in the current political situation. Groups, organizations, nation-states and even individuals can now influence policy at the systemic level by using information. This was not necessarily the case a decade ago, but the huge explosion in technology, particularly in telecommunications and media propagation, has vastly changed the power paradigm.

Power in the Cold War Era—What Has Changed?

All of these recent changes have been recognized by a number of individuals from government, military, and academia, as noted in previous sections. And, as mentioned earlier, a number of books and articles have recently recognized how important information is as an element of power. But it is the use of that information and its fungibility that makes it truly different. The ability to transform information, to move it or display its power, all relates directly to its transferability. This is where technology has revolutionized the power structure. The merging of what were once stovepipe and separate areas has opened the access to power for everyone, through the use of information, and has given people a means to distribute it around the world. These ideas are important because they show the true power of information, and that is what has changed.

How one uses information will of course determine whether it is useful or not, but the mere fact that many academics are writing about the power of information shows that something has truly changed. Even the USG has come to realize that, indeed, information is power and has thus begun a process to reorganize itself to take advantage of that fact. This process began with Operation Desert Storm and is continuing today. Lessons learned from that conflict point to the fact that the nation that can control the flow of information is going to win the conflict. Whether that information is in the form of military intelligence, propaganda, electronic wavelengths, or a computer data stream, the ability to manipulate information will be a primary effort of future conflicts.

Military Power and Asymmetric Threats

In a technical sense, military power is often the easiest variable or factor of power to measure. Nation-states have done this since time immortal to compare and contrast military forces. Power throughout the ages has often been ranked solely on the perceived military capability of a nation and the ability of that country to use those forces. This factor is more scientific than some of the other areas, and it has a somewhat useful function of defining weapons and hardware as tools of power. History has, however, generally proven that military capabilities are not so much a reliable factor as many academics would have preferred. For example, how did the United States compare militarily to North Vietnam in 1964? By technical definition, there should have been no contest, yet eleven years later it was American forces that were withdrawing from an ill-fated contest. Likewise, consider events in the former Soviet Union and Afghanistan in 1979. There was a huge disparity in military capabilities, but it was the former Soviet Union who lost that military campaign and returned home vanquished. So why are military forces not a good measure of power? Because, in our view, these weapons and hardware are not fungibile. You cannot adequately translate power in most cases without reverting to total war, which most nations are unwilling to do. Therefore, the most militarily powerful nations are often handicapped in their ability to use their forces to affect desired political outcomes.

Information Operations Theory

From the previous discussion, it should be apparent that the models and theories that have been used by academics to analyze world politics, economics, and military power for the last fifty years are obsolete. Liberalism, realism, and neo-realism are no longer sufficient constructs with which to adequately explain the current dynamics of international power. This can be shown by what is probably the best academic review of IO literature, a Ph.D. dissertation, published in 2002, by Myriam Dunn at the Swiss Federal Institute of Technology in Zurich. Her book, entitled Information Age Conflicts: A Study of the Information Revolution and a Changing Operating Environment, is similar in concept to this text’s theory about how IO is radically altering international relations. The prime difference in her approach is Dunn’s use of structural realism as her theoretical construct. She confronts the dilemma of the inconsistencies in theory by trying to build a model that delineates key challenges associated with the information age. Dunn also examines all of the traditional international relations theories, and one-by-one dismisses them as inadequate to truly explain the changing environment. Even her proposed choice of structural realism, she admits, has major flaws in its use as a tool for modeling the power of information. In addition, Dunn also recognizes the constraints of all of the different forms of realism that maintain the nation-state as the primary actor. However, in her defense, because a majority of her research was conducted in the 1998-2000 timeframe, she was not able to use the Noopolitik book because it had just been published. Perhaps if this theory had been available for Dunn to review, she might have agreed with the basic arguments of this thesis as an alternative to structural realism.

In addition to these changes in academic theory, there has been a substantial change in the nature of strategic, operational, and tactical issues as well. Previous military theories held that strategic concerns were normally a global issue, yet that construct has changed considerably. Now there are numerous events at the tactical level that can quickly elevate to affect the global area of responsibility (AOR) with the use of advanced technology or mass media. Therefore, we propose that, in reality, the new construct for relating the level of military activity cannot be automatically assumed to correlate to a comparable AOR. In fact, as many people realize, with today’s new technology often the smallest incidents can spark international or strategic concern, as was shown in the Diagrams 1-2 and 1-3. Likewise, new capabilities that have arisen from the marriage of technology and information have challenged the traditional elements of power including military, diplomatic, and economic factors. These capabilities combined with advanced computing capability and data networking now make options available not only to military and government officials, but also to commercial companies and private citizens that previously did not have such options, as shown in Diagram 1-4. However, the threats to the United States have risen as well.

Attacks on computer systems, negative publicity using the mass media, Internet spamming, and the threat of infrastructure failure have been symptomatic of operations in this new era. No longer is the military and economic might of the United States transferable in many political solutions, as in Somalia, for example. General Aideed of Somalia manipulated the media to keep the militarily superior U.S. forces off-balance throughout most of the operations during 1993. In fact, with the use of a $600 video camera, Aideed changed forever U.S. foreign policy in the region. It was Aideed, a true information warrior, whose actions in Somalia, perhaps more than any other recent U.S. military operation, showed the innate power of information. Although Operation Desert Storm introduced the world to the advantages of this revolutionary era, it was in Somalia in October 1993 that the true power of IO came to fruition. By no means is Somalia on par with the United States in a comparison of power of any kind. Yet, because Aideed effectively used the mass media to his advantage, he in fact controlled the flow of events. The use of information to level the effect of power was instantly recognized and has since been established in doctrine. Since that time, IO has evolved to serve as a model for future asymmetrical conflict and, by implication, international relations. See Diagram 1-5 for a visual representation of IO relationships across time.
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Diagram 1-4 Information Superiority Components

IO Theory and Doctrine

Information operations is a formal attempt by the USG to develop a set of doctrinal approaches for its military and diplomatic forces to use and operationalize the power of information. The target of IO is the adversary decision-maker, and therefore the primacy of effort will be to coerce that person, or group of people, into doing or not doing a certain action. U.S. counterterrorism information operations, discussed later, are good examples of the use of this theory in action. To affect the adversary decision-maker, IO attempts to use many different capabilities such as deception, psychological operations, and electronic warfare to shape and influence the information environment.
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Diagram 1-5 IO Relationships Across Time

The capabilities previously mentioned have existed for a long time, but the umbrella term of IO is a relatively recent development. Originally developed in 1996 by the government as a component of Joint Vision 2010 (JV 2010), IO is formally defined as “those actions taken to affect an adversary’s information and information systems while defending one’s own information and information systems.”9 This official D.O document was written to establish a vision for how the U.S. military will operate in the uncertain future. To implement this vision and achieve “full spectrum dominance,” four operational concepts were introduced:

• Dominant maneuver

• Precision engagement

• Full dimensional engagement

• Focused logistics

The essential enabler for all four of these concepts was doctrinally encapsulated as information superiority.10 Defined as “the capability to collect, process, disseminate an uninterrupted flow of information, while exploiting or denying an adversary’s ability to do the same,” information superiority consists of three components of which information operations is a prime factor.

Despite these developments, IO is still not understood very well. To many people, IO is simply computer warfare. Yet, as discussed earlier in this book, IO is really about much more than that. It is an attempt by the United States to develop a strategy to use all of its capabilities to affect the many issues that it deals with in the post-Cold War era. With these changes in the elements of power has come the realization that, militarily, the United States could not solve all of its problems through kinetic means. IO is therefore an attempt to bring these different facets of power to bear on an adversary in a synergistic manner to achieve our national objectives, as shown in Diagram 1-6.

In June 2000, the United States published Joint Vision 2020 (JV 2020), the most recent embodiement of a future-oriented military doctrine. This document elevates IO from the conceptualized sub-component level it occupied in JV 2010 to one of two essential elements for success in future military engagements. This latest conceptual document reiterates the dominance of IO within the USG as a key to successful operations over the next two decades. Why is this so? What happened to make this change? Specifically, in the four years between the publication of JV 2010 and JV 2020, much truly has changed within the U.S. military, with many officers and government officials ultimately realizing that future warfare is going to increasingly involve IO. Lessons learned from Rwanda, Bosnia, and Kosovo taught the U.S. military the value and inherent power of information. Officials within the government and uniformed services began to understand how effective this new warfare area could be in shaping the battle-space. They witnessed the impact of IO and understood that, if used correctly and early enough in a campaign, IO could even allow one to avoid armed conflict, to not reach the point where the military must be called in to conduct operations.
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Diagram 1-6 Information Superiority Model

Differences between Information Warfare and Information Operations

The real key to making IO effective is to ensure that the horizontal integration and coordination of the interagency organizations are conducted early on, that is, in the peacetime environment. As mentioned earlier, IO can be an effective tool for shaping the environment in the pre-hostilities phase, so that the actual need for hostilities may be avoided or minimized. However, this is not always possible. Many military theorists contend that information warfare (IW) is what you use when IO fails. These theorists have recognized one difference, but there are also subtleties between these two warfare areas. The primary doctrinal difference between these two terms is that IW contains six elements and is mostly involved with the conduct of operations during actual combat, whereas IO, on the other hand, includes these six capabilities and sometimes two integrated or related activities. IO is thus broader than IW, and is intended to be conducted as a strategic campaign throughout the full spectrum of conflict from peace to war and back to peace, as shown in Diagram 1-7. Therefore, IO is much more comprehensive than IW, and it is in IO that the full integration across government agencies and with private industry must occur.

A common complaint about IO is that because its definition is so broad, IO is at once everything and it is nothing. The elements, capabilities, and related activities of IW and IO, as listed below, are separate and discrete warfare elements. Most have very old traditions and longstanding histories that do not necessarily mean that every action conducted in these areas is always associated with IO. There are elements of destruction that are not part of an IO campaign, likewise not every public affairs activity has to be tied to information operations. Yet in reality, all elements and their components of national power, in order to succeed, should now be integrated into a satisfactorily planned, designed, and executed information strategy. If this is not done, the United States may not attain its national security goals in the new millennium.

Following is a list of the capabilities and related activities for information operations. These give a foundation for the umbrella theory of IO.
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Diagram 1-7 IO versus IW Spheres

Employment of these effects of IO is predicated on the ability of higher headquarters to articulate their intent, direction, restrictions, measures of effectiveness, and timelines for the use of IO capabilities and related activities within their areas of responsibility. Hence, a commander does not derive IO requirements in isolation of theater or strategic requirements. The capabilities and related activities for IO include:

• Civil affairs (CA)

• Computer network attack (CNA)

• Deception

• Destruction

• Electronic warfare (EW)

• Operations security (OpSec)

• Public affairs (PA)

• Psychological operations (PSYOPS)

The concept of IO is thus intended to use these different capabilities and related activities to produce effects in an integrated fashion. Therefore, though one can try to use all eight capabilities and related activities to conduct an operation, more often than not, a good IO plan will probably only incorporate a few of these warfare areas. The basic idea is that one does not always have to resort to kinetic means. Instead, for IO to work properly, the operators must understand the environment, assess their interests and the adversary’s pressure points, and then use whichever capability or related activity that will best affect the adversary. IO is thus much more of an intensive study not only of your adversary, but also your own forces, which, perhaps, is more than many current military commanders have grown accustomed to. Yet this idea is not new. Many theorists contend that Sun Tzu (3000 years ago) was the first information warrior; however, the capabilities and related activities of modern information operations have drastically changed since his era.

The Evolution of the IO Doctrine

The development of IO as a major military doctrine in the USG is a relatively new phenomenon, and much of the critical thinking involved began in the early 1980s.11 The size of the former Soviet Union’s military concerned U.S. military analysts and planners. From 1975-1985, the former Soviet Union often outnumbered U.S. conventional forces by three to one; and, though the United States may have had a qualitative advantage, there are times when only sheer numbers count. During this era, the military strategists of the Pentagon were looking for methods to cut down on the former Soviet Union’s advantage by attempting to counter traditional strengths with asymmetric non-nuclear attacks. In addition, these analysts noted that the former Soviet Union relied heavily on electronic warfare or radioelectrionyaborba (radio electronic combat) in much of its doctrine, and there was a feeling that the USG must combat this threat as well.12 It was in this era that some of the early ideas about effects-based planning began to evolve.

The demise of the Soviet threat to the continental United States and the shift from bipolar to multi-polar political scenarios has seriously affected the structure of U.S. Force and military doctrine. However, the biggest change in doctrine is due to the huge technological changes that have evolved over the last ten to fifteen years. The advances in computers, software, telecommunications, networks, and so on have revolutionized the way that the USG conducts military operations and have made it the premier armed forces. The magnitude of a series of coalition victories in Operations Desert Storm, Noble Anvil, Enduring Freedom, and Iraqi Freedom clearly showed to the world the overwhelming technological superiority of the U.S. military.

Thus from the lessons learned from these and other experiences since the end of the Cold War, perhaps the most important result has been the rise in the apparent value of information. It has become clear to war-fighters that the side controlling the most information and retaining the ability to accurately manipulate and conduct an influence campaign was going to be victorious. This became apparent immediately after the fall of the Soviet Union, when strategic planners at the Joint Chiefs of Staff began to think about and write new strategy, most of which was highly classified, on the use of information as a war-fighting tool. In fact, the first document, Department of Defense document (DoDD) TS3600.1, was kept at the “Top Secret” level throughout its use due to the restrictive nature of its classification.

Although this publication started a dialogue on IW within the Department of Defense (DoD), its classification ultimately restrained a more general doctrinal exchange. Thus, the need for a strategy to fit these revolutions in technology still existed, so a new concept of command and control warfare (C2W) evolved. Officially released as a Chairman of the Joint Chiefs of Staff Memorandum of Policy 30 (CJCS MOP 30) Command and Control Warfare (8 March 1993), this document laid out, for the first time in an unclassified format, the interaction of the different disciplines which gave the war-fighters the IW advantage. C2W as originally defined contained the following five pillars, as shown in Diagram 1-8:

• Destruction

• Deception

• Psychological operations

• Operations security

• Electronic warfare

Intelligence supported these five pillars in order to conduct both offensive and defensive C2W. Likewise, some segments of the military greeted this new concept of warfare with enthusiasm, whereas others were wary of any new doctrinal developments. However, the ability to integrate these different military disciplines to conduct nodal analysis against enemy command and control targets was also highly lauded as a great improvement. Many units and all four services (Army, Navy, Air Force, Marine Corps) developed C2W cells and began training in this new doctrine throughout the mid-1990s. But there was a conflict between the CJCS MOP 30 and the DoDD TS3600.1 doctrine because IW was a much broader attempt to tackle the issue of information as a force multiplier, whereas C2W was more narrowly defined to apply only to the five pillars. The fact that the United States was writing strategy to conduct operations in peacetime against nations was considered very risky, therefore IW remained highly classified throughout much of the 1990s.
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Diagram 1-8 C2W Doctrine

Yet the U.S. military recognized the need to develop commands and agencies to conduct these types of warfare in the information age, and therefore, even though doctrine was still in the formative stage, organizational changes began to occur in the early 1990s. The Joint Electronic Warfare Center at Kelly Air Force Base (AFB) in San Antonio, Texas, was renamed the Joint Command and Control Warfare Center in 1993, and would later be renamed the Joint Information Operations Center (JIOC) in October 1999. The uniformed services also created a number of other new agencies beginning in 1995, including:

• U.S. Air Force—Air Force Information Warfare Center (AFIWC)

• U.S. Army—Land Information Warfare Activity (LIWA)

• U.S. Navy—Fleet Information Warfare Center (FIWC)

In addition to organizational changes by these services, new courses and schools were also being developed to teach new tactics. The National Defense University (NDU) created a School of Information Warfare and Strategy in 1994—a full ten-month-long academic curriculum designed to immerse the National War College students in the academic theory of IW. Held for two years, NDU graduated sixteen students the first year and thirty-two the second; however, the course was subsequently canceled in 1996. This may have been due to a belief that IW instruction needed to be disseminated to a wider audience, so shorter courses and classes were developed instead to teach a larger audience of NDU students. These existed for several years, including a five-day intermediate IW course for mid-grade officers and a two-day IW overview for senior officers, but by mid-2003 all were eventually canceled. The other official DoD joint course on IW is also taught at NDU’s Joint Forces Staff College, formerly the Armed Forces Staff College in Norfolk, Virginia. Held for two weeks seven times a year, the Joint Information Warfare Staff and Operations Course (JIWSOC) is aimed primarily at mid-grade officers or civilian equivalent government personnel who are serving in an IO cell or billet with a joint agency.

Doctrine also continued to develop after the publication of CJCS MOP 30. The formation of IW agencies and commands in the 1995 time period not only filled voids in the services but also helped to resolve the conflict in the development of information doctrine and policy within the USG. Thus there was a concerted push for declassification and better understanding of these concepts within the DoD, which resulted in the publication of DoDD S3600.1, Information Operations (9 December 1996). By downgrading this document to the “Secret” level, DoD opened IO to a wider audience. In a related effort, the Defense Science Board also published its report on information warfare and defense in November 1996. Together these two documents attempted to clarify the differences from the older doctrine, and for the first time introduced the use of CNA as an IO capability.

Thus, the formation of IW agencies and commands in the 1995-1996 time period also somewhat helped to resolve the conflict in the development of IO doctrine and policy within the USG. However, since DoDD S3600.1 was still classified “Secret,” it also limited greater discussion on the differences between IO and IW. Thus the mid-to-late 1990s were also a period of early experimentation. A number of exercises were conducted, elevating the awareness of IO within the military and civilian communities. The CNA operations conducted during the 1996 and 1997 exercises were also particularly effective and drew attention to the fact that the DoD was vulnerable to this type of operation. There were, however, still questions regarding IO definitions and components that would not be fully addressed until the release of the seminal publication, Joint Publication 3-13, Joint Doctrine for Information Operations (9 October 1998). For the first time, the DoD released an unclassified document to widely disseminate the doctrinal principles involved in conducting IO. In addition to this seminal publication, because these influence campaigns are often conducted long before the traditional beginning of active hostilities, the White House and the DoD realized that they needed better coordination. This interaction between federal agencies within the executive branch also brought about a renewed emphasis on the IO organizational structure.

Information Operations Organizations

IO by definition is normally broken down into offensive and defensive disciplines in order to better understand the relationship between different capabilities and their related activities. One can view the organizational structure of IO in the same manner, and most of the offensive capabilities of IO are retained and used by the DoD, Department of State (DoS), Central Intelligence Agency (CIA), and the White House. Although these organizations do not control all of the offensive IO capabilities of the USG, in general they tend to be responsible for the vast majority of such operations. The same, however, cannot be said of the defensive IO architecture, because these capabilities tend to be distributed out much further among the agencies, as shown in Diagram 1-9. In fact, it can truthfully be said that every organization is ultimately responsible for maximizing its own defensive posture, whether it comes in the form of information assurance, force protection, or operations security.

Therefore, the overall USG IO architecture is neither simple nor easy to understand. Relationships have evolved over a number of years, for a variety of circumstances, including political, budgetary, and perhaps even arbitrary reasons. Many organizations originally designed to conduct certain missions are currently being asked to change in this new era of interagency cooperation. For example, the Secretary of Defense under President Clinton initiated an effort to take control of the somewhat chaotic DoD IO relationships to develop in concert with other agencies a more coherent organizational architecture.13 Likewise, the Bush administration has also instituted a number of changes: its recent move to build a new Homeland Security Department, the stand-up of new offices in the executive branch, and a reorganization of the Combatant Commanders (CCs). All of these organizational evolutions have obviously been attempts to shift the industrial-era USG structure to a more informational age-architecture, as shown in Diagram 1-10.

[image: image]

Diagram 1-9 Information Operations Partners

Top-Level Leadership

To start at the top, the USG has always been led by civilians. The president of the United States is the senior elected official, and together with the secretary of defense forms the National Command Authorities (SecDef). Though the SecDef can initiate offensive military action, only Congress can declare war.14 What is very interesting about IO in relation to the SecDef is that because offensive IO is often conducted before hostilities begin, the approval process for these operations often happens only at the very top of the chain of command. Therefore, it is important to keep in mind that even though many organizations may have a role in the formulation of IO strategy, policy, and tasks, the actual decision to undertake a particular offensive IO action will often come only from the SecDef in support of national-level goals. In addition to the president and secretary of defense are the vice-president and the secretary of state, who act as the statutory voting members of the National Security Council (NSC). When the NSC meets during periods of national crisis, these four people are supported by a number of other non-statutory and non-voting members.15 The cabinet, which is composed of fifteen department heads known as secretaries, also assists the president in these executive efforts.16 These cabinet heads are also often referred to as the Principals Committee, and they have assistant, under, and deputy secretaries who are sometimes referred to as the Deputies Committee. Together, these groups often gather in a wide variety of meetings concerning the implementation of IO at the strategic and operation levels. In addition, because IO is not limited to the DoD in its missions, other cabinet members, notably the DoS, Department of Commerce (DoC), the Department of Justice (DoJ), and the new Department of Homeland Security (DHS) also play major roles in the national IO architecture. In addition to these cabinet-level agencies, the White House has a number of different offices and agencies that are directly responsible to the president, as shown in the following discussion.17

Because IO is a process used to integrate operations in the information age, it will be conducted across the spectrum of conflict. Due to the continuous nature of IO, the DoD may not always be the lead agency from the USG, and, in fact, there are many instances for which other departments such as state or commerce may be much better suited than the defense department to lead a part of the IO effort. Although the DoD doctrine for interagency operations can be found in Joint Publication (JP) 3-08, Interagency Coordination during Joint Operations, volumes I and II, it is much more likely that the operation may require a broader element of organizational and structural change to be truly effective in this new era. A classic example may be a nation-building mission in Central America or perhaps the development of a business infrastructure in Southeast Asia. This, fact of course, is a byproduct of the horizontal integration and cooperation that evolved between the different government agencies as the development of whole new interagency partnerships emerged.
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Diagram 1-10 USG 10 Organizations

IO and the Interagency Process

The U.S. interagency process consists of both formal and informal procedures which can be used to conduct IO missions. Established bodies such as the NSC characterize the formal interagency process, with its Principals and Deputies Committee, as well as the former Interagency Working Groups of the Clinton era, which are now called Policy Coordinating Committees in the Bush administration. These bodies attempt to coordinate from the bottom up with every effort made to resolve issues at the lowest level possible,18 as shown in Diagram 1-11. In addition, the Clinton administration also published a number of policy documents called Presidential Decision Directives (PDDs). One of these, PDD-56, Managing Complex Contingency Operations, is especially important concerning the interagency process because the NSC is perhaps the only government agency that is designated to coordinate the different departments of the government. By law, each department is a separate organization and only reports to the president. Therefore, the ability of the NSC to coordinate activities within the different departments is crucial to the overall success of any U.S. government policy. Thus, it seems apparent that in the IO world, it is the NSC that has evolved as the most important entity in the interagency process, and probably will continue to do so in the future.19
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Diagram 1-11 Statutory Members of the NSC and Advisors

In addition to the formal and informal interagency process, the NSC is also involved in the promulgation of administration strategy and policy in several different methods. The first is the National Security Strategy, which was most recently published in its latest version in September 2002. This is a collaboration of many different departments and is a formal, unclassified method of addressing the security concerns of the United States throughout the world. In addition, the White House can initiate strategy and policy issues through a variety of means including presidential policy (whether the PDDs of the Clinton administration or the national security presidential directives [NSPDs] of the Bush administration), presidential determinations, findings, executive orders, presidential speeches, letters, memoranda, the State of the Union Address, press conferences, interviews, and statements by the president and other administration spokespersons. The White House can also issue policy through the use of reports to Congress and other published documents, including testimony to Congress, directives, and instructions issued by various departments and agencies. Specifically concerning IO and the interagency process, the Clinton administration used the promulgation of PDDs to form numerous groups and committees in its two terms to lead these specific interagency coordination issues:

• Peacekeeping Core Group (PDD-25)

• Counterterrorism Security Group (PDD-39 and PDD-62)

• Special Coordination Group (PDD-42)

• Executive Committees—Complex Humanitarian Emergencies (PDD-56)

• WMD Preparedness Group (PDD-62)

• Critical Infrastructure Coordinating Group (PDD-63)

Though all of the PDDs were officially cancelled by NSPD-1 in February 2001, many of the same functions and personnel have remained in position at the NSC, working on these different issues.

In addition to the NSC, there are other executive advisors involved with IO, as shown in Diagram 1-12. For example, within the Office of Management and Budget (OMB) resided the President’s Council on Year 2000 (Y2K) Conversion. The council comprised more than thirty major federal executive and regulatory agencies that were responsible for coordinating the USG’s efforts to resolve the Y2K issue.20 Guidance for this council was amended in 1999, with the establishment of an Information Coordination Center (ICC) at the General Services Administration (GSA).21 The ICC worked in concert with other computer emergency response teams to handle not only Y2K-related issues but also other viruses and computer network attacks (CNAs).
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Diagram 1-12 Other Presidential Advisors

Likewise, another White House agency that is heavily involved with IO is the Office of Science and Technology Policy (OSTP) and its two sub-directorates, the National Science and Technology Council (NSTC) and the President’s Committee of Advisors on Science and Technology Policy (PCAST).22 These two councils act as executive advisors to the president and cabinet to coordinate the science and technology policymaking processes within the USG. Both agencies were highly successful in legislating technology-oriented issues during the Clinton administration, specifically sponsoring and recruiting for federal support of computing and communications research and development. The OSTP also sponsors the Committee on National Security, which serves as the focal point for the debate on national encryption standards.23

DoD—The Office of the Secretary of Defense and IO

Turning from the White House to the Office of the Secretary of Defense (OSD), the primary assistant secretaries involved in IO issues include the assistant secretary of defense for command, control, communications and intelligence (ASD/C3I) and the under secretary of defense for policy, or USD(P). In May 2003, ASD/C3I was reorganized into two new sub-directorates in order to better differentiate with the Title 10 and Title 50 (intelligence) policies, the assistant secretary of defense for networks and information integration (ASD/NI2) and the under secretary of defense for intelligence, or USD(I). Within both of these offices there are a number of deputy assistant secretaries (DASDs), with the most important from an IO viewpoint being the DASD for security and IO (DASD S&IO), under the USD(I). This agency is crucial because it is the one single directorate within the OSD that has both the offensive and defensive elements of IO for policy and programming. The DASD S&IO is also further divided into four different sub-directorates. Two of these, infrastructure and information assurance (I&IA) and information operations strategy and integration (IO S&I), employ most of the OSD staffers who are involved day in and day out in IO planning, policy, and strategy. To see how these interrelationships work, consider the IO mission-tasks of the OSD. Within the DASD S&IO directorate are sub-elements that coordinate across with many different agencies. One good example is the Critical Infrastructure Protection (CIP) policy branch, whose personnel coordinate daily with the CIAO and the NIPC, both of which are explained in detail later in this chapter. Elements of the DASD S&IO organization are shown in Diagram 1-13.

[image: image]

Diagram 1-13 DASD S&IO Organization

Thus we can see that with this most recent reorganization, the USD(I) retained most of the IO branches that were formerly a part of the ASD/C3I. This is important, because now there is a direct correlation between intelligence and IO, with both the offensive and defensive portions of policy collocated. The other directorate of OSD, the USD(P), is also now under USD(I) and is similarly heavily involved with IO policy and doctrine. Most of its authority was originally derived from PDD-29  Security Policy Coordination.24 This revision of the security policy process was needed to help give the United States greater security, given a wider diversity of threats in the post-Cold War era. The USD(P) also has a number of sub-directorates that involve IO policy issues, including who coordinates processes such as PDD-68, which is mentioned later in the book. However, with both the DASD S&IO and USD(P) having major advocacy of IO policy within the OSD, there was bound to be confusion at times between these two organizations. Therefore, in a memorandum of understanding between USD(P) and the ASD/C3I during 1999, it was agreed that the USD(P) would have the policy lead on development and oversight of offensive IO, psychological operations (PSYOPS) and international public information (IPI).25 It was also agreed that the assistant secretary of defense for special operations and low-intensity conflict (ASD-SOLIC) would retain IO tactics, techniques, and procedures that are unique to special operations forces, and in turn, the ASD/C3I would have the lead for policy development and oversight of information assurance (IA) as explained later in Chapter 3. This architecture has been basically retained with the setup of the ASD/NI2 in 2003.

DoD—Combat Support Agencies

The Secretary of Defense is also supported by combat support agencies, of which there are nine. The three main staffs involved in IO are the National Security Agency (NSA), the Defense Information Systems Agency (DISA), and the Defense Intelligence Agency (DIA). Each of these organizations, in addition to conducting their typical support for traditional military operations, has also formed new units to support the unique needs of the IO structure. The first two of these organizations will be discussed in this section, and the DIA will be covered in the section discussing the intelligence community.

The NSA’s IO Architecture

The NSA is the primary U.S. intelligence agency officially designated to conduct signals intelligence (SigInt).26 Its charter takes many forms, most of which are highly classified, but clearly the NSA is very interested in the increase in computer hacker activity in the United States. Because it needs to monitor computer network defense (CND) issues as much as, if not more than, other agencies, it is not surprising that it formed its own computer emergency response team (CERT). Titled the National Security Operations Center/Information Protect Cell (NSOC/IPC), this organization is a separate cell that stands a 24/7 watch to monitor SigInt and information security incidents in order to protect NSA’s networks from attack. Tied to this NSA CERT is another organization, the National Security Incident Response Center (NSIRC), which operates as an analysis center. This entity shares incidents and threat vulnerability information with all USG departments and agencies as well as with its contractors involved with the national security strategy.27 The NSIRC develops the National Information Systems Weekly Incident Summary, which contains national-level, operationally fused data that correlates computer incidents and events that might formerly have been viewed in isolation by a uniformed service, CERT, or agency. NSA also participates in the National Security Telecommunications and Information Systems Security Council (NSTISSC), which was established as a senior-level policy coordinating committee to consider technical matters and policies. Its members include personnel from ten different government departments and its primary mission is to protect national security systems.28 In addition, the council also supports IA, information security, and CND training, with a scope limited to national security information and systems. A final command under the NSA umbrella is the Joint COMSEC Monitoring Activity (JCMA). With detachments deployable around the globe, the JCMA performs information security monitoring, analysis support, communications security, and cryptographic monitoring.29

The DISA’s IO Architecture

The DISA, like the NSA, is also located in the greater Washington, D.C. metropolitan area. Chartered to maintain and protect the majority of the DoD’s computer networks, DISA is very concerned with the detrimental effects of CNA efforts against the United States. It has had a CERT capability for a long time, namely its Global Network Operations Security Center (GNOSC), which monitors the operational and security posture of the defense information infrastructure (DII). Although DISA does have a direct tie to the uniformed services for CND efforts, it does not have command authority to direct a military service to change network configurations or settings. Therefore, in 1998, after a series of well-publicized attacks on USG computer networks, the OSD directed that DISA set up the Joint Task Force-Computer Network Defense (JTF-CND).30 This command directly communicates with the other government agencies including the DoJ, the federal CERT, and NSA’s CERT and the various Service CERTs. Transferred to operational control of U.S. Space Command (SpaceCom) in 1999, the JTF-CND is in effect the senior military CERT and the DoD response cell for CND issues, including recommending changes to the information condition (InfoCon) status when the situation dictates. In April 2001, this organization was renamed the Joint Task Force-Computer Network Operations (JTF-CNO) to reflect its growth and mission, and continued to operate under the IO portion of the Space-Com mission, although still physically collocated with DISA, and still receiving administrative support from them as well. On January 10, 2003, U.S. Northern Command (NorthCom) was set up to coordinate military homeland security efforts, and thereby U.S. Strategic Command (Strat-Com) also modified its mission as well. The former SpaceCom was absorbed into the two other CCs, with the IO tasking going to StratCom in Omaha, Nebraska. Therefore, the chain of command for the JTF-CNO was also shifted to as well, this time from SpaceCom to StratCom.

[image: image]

Diagram 1-14 DISA’s IO Activities

A number of other organizations within the larger DISA umbrella have existed for years, but are now being adapted to perform IO missions. These include the National Communications Systems (NCS), the National Security Telecommunications Advisory Committee (NSTAC), and the Joint Spectrum Center (JSC), as shown in Diagram 1-14. The NCS was created to ensure governmental communications after problems occurred during the Cuban Missile Crisis. Comprised of twenty-three federal agencies and the telecommunications industry, the NCS maintains a coordinating center to resolve failures of the public switching network,31 as shown in Diagram 1-15. In addition, the NCS also operates an High Frequency radio system, independent of the public switched network, to provide connectivity to the Federal Communications Commission, regional Bell, GTE, Sprint, and switch manufacturers.

The NSTAC was created in the aftermath of the American Telephone & Telegraph divestiture and serves as a forum for addressing the risks to U.S. national security posed by potential threats to national telecommunications and information industries.32 It represents a joint government/industry partnership, the likes of which have not been seen since World War II. Comprised of thirty chief executive officers from the telecommunications, information technology, aerospace, and banking industries, NSTAC makes recommendations to the president on issues critical to protecting the U.S. communication infrastructure; thus, its role grew in importance due to Y2K issues in 1998-1999. This committee also boasts a fifteen-year string of successes, including the establishment of the National Coordination Center for Telecommunications, the Network Security Information Exchange, and the Government Emergency Telecommunications Service. In addition to these public-private partnerships, DISA also has purely military units that have major roles in coordinating IO products. One example of this is the Joint Spectrum Center in Annapolis, Maryland, which is an outgrowth of a need to coordinate frequency spectrum management. It also assists in the development of the joint restricted-frequency list, and the resolution of operational interference and jamming requests.33
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Diagram 1-15 National Communication Systems Members

A final command under the DISA community that is worth mentioning is the Information Assurance Technology Analysis Center (IATAC). This center is responsible for a number of functions and tasks, but the one that is probably most useful to the IO operator or planner is the education role. IATAC has done a magnificent job over the last few years in making and distributing a wide variety of IO and especially IA teaching tools. Some of these are soft copy, others are distributed as CD-ROMs, but nonetheless, they are invaluable to helping IO professionals complete their missions.34 See Diagram 1-16 for a list of IATAC products.

[image: image]

Diagram 1-16 IATAC Product List

DoD—The Joint Staff and IO

From the uniformed military perspective, the secretary of defense is supported by the Joint Chiefs of Staff (JCS), which is comprised of a senior military officer from each branch of service plus a chairman and vice-chairman. These officers, in particular the chairman of the Joint Chiefs of Staff (CJCS), act as the principal military advisors to the SecDef. Although the JCS does not “own” or actually command troops in combat, nonetheless its advice, more often than not, has a great effect on the armed forces. The Joint Staff supports the JCS, and it is organized along typical U.S. military doctrinal terms, with J-3 being operations and J-39 being the deputy director for information operations (DDIO). The J-39/DDIO is responsible for IO doctrine and has authored the baseline DoD document, JP 3-13, Information Operations.35 If there were only one office as the central point for IO in the Pentagon, then J-39 would be it, for it is the primary JCS organization that interacts with OSD staffers (specifically DASD S&IO) and it is also the liaison to the JCS for each CC’s IO cell.

In a coordination role, you will also see the J-39/DDIO staff working with a number of different DoD staffs such as ASD/NI2 and USD(P), as well as other USG and interagency commands, to ensure continuity of IO plans and doctrine. But because so much of IO is really nothing more than detailed integrated planning, the JCS is normally not tactically involved with each and every CC IO cell plan. Instead, JCS will attempt to stay focused on the broader issues, such as those involving IO policy, strategy, and doctrine. Thus there is no such entity as a “CINC” IO. Although several unified command plan (UCP) proposals have illuminated this deficiency, to date, no new command or sub-unified agency has been formed. Instead, all CCs have emphasized their particular specialties and capabilities associated with IO to develop inter-related working cells. A good example of this is Special Operations Command (SOCom), which is the combatant command of the PSYOPS and civil affairs forces for the U.S. Army. However there still is a need for more expertise, especially with the emergence of CND and CNA as warfare areas, as few personnel on CC staffs typically have identifiable skills in these types of operations.

In the offensive-defensive IO terms mentioned earlier, it would be preferred to have staffs represent both sides of the warfare spectrum for IO, and that is what the DoD has done. Thus, though J-39/DDIO is a full-spectrum staff for IO, it is also primarily an offensive-oriented organization. On the defensive side for the JCS are the J-6 organization, or the command, control, and communications (C3) department. Specifically for IA or CND, J-6K has been designated as the responsible staff to deal with these asymmetric threats.36 To do this, it has maintained close liaison with the DASD S&IO as well as the service CERTs, JTF-CNO, and CC’s J-6s.

The CCs

The real locus of operational-level planning for IO is usually with the military CC’s and their IO cells. It is the CCs who are often engaged in IO on a day-to-day basis. IO planners on the CC’s staff use the NSS and national military strategy (NMS) as their guide to outline in broad terms the CC’s operations plans and theater engagement plans. These CC IO cells are also involved in the day-to-day operations that are not necessarily directly combat related. For example, the earlier 1999 NSS chartered the CCs to plan to conduct a variety of operations including non-combatant evacuation operations, special forces assistance to nations, humanitarian and disaster relief, and so on. But probably most important is the daily overseas presence mission that encompasses a host of operations that takes the U.S. military into areas far beyond its traditional bases. In addition, the task of supporting other national objectives also brings the United States into operations all over the world. It is therefore crucial that these CC planners integrate these operations not only with the respective services, but with other executive department counterparts as well.

In the U.S. military, CCs are also the actual commanders that “own” military forces. There are nine CCs, of which five are regional:

• Central Command (CentCom), Tampa, Florida

• European Command (EuCom), Stuttgart, Germany

• Pacific Command (PacCom), Honolulu, Hawaii

• Southern Command (SouthCom), Miami, Florida

• Northern Command (NorthCom), Colorado Springs, Colorado

The other four are functional and conduct their missions across the globe:

• Joint Forces Command (JFCom), Norfolk, Virginia

• Special Operations Command (SOCom), Tampa, Florida

• Strategic Command (StratCom), Omaha, Nebraska

• Transportation Command (TransCom), St. Louis, Missouri

This structure is relatively recent, with the latest changes coming in the summer of 2002 with the announcement of the set-up of Northern Command or NorthCom. Developed in response to the attacks of September 11th, this CC will coordinate homeland security issues, and will work closely with the Department of Homeland Security (DHS) as well as North America Air Defense (NORAD). Based in Colorado Springs, NorthCom will take over many of the tasks previously assigned to SpaceCom; the major IO role that SpaceCom once had has now been shifted to StratCom in Omaha, Nebraska. Yet this one CC does not do all IO for the nine CCs. Instead, within each of these CCs is still an IO cell, which is part of the staff. Typically, these CC IO cells are very small in manpower, but they can expand during actual contingency operations or planning. Each cell is responsible for the detailed IO planning done for its particular CC; however, it also normally coordinates and works in conjunction with the J-39 division of the Joint Chiefs of Staff, which has overall responsibility for IO, as discussed earlier.

Outside the strategy and policy arena, a number of DoD organizations have been formed in the last few years or have evolved from older legacy commands agencies. In addition, some of these commands were classified at levels higher than Top Secret and emerged only with the recent downgrading of the classification of certain IO terms. Originally a number of these agencies worked directly for the Joint Chiefs of Staff or JFCom. However, that changed with the Unified Command Plan 1999 (UCP ’99), which gave SpaceCom the lead in CND, effective October 1, 1999, and CNA, effective October 1, 2000.37 SpaceCom acted as the supporting CC to the other commands for these missions and also coordinated with the Joint Chiefs of Staff on these issues. With UCP ’99, JTF-CND and the JIOC were reassigned to SpaceCom.38 As a counterpart to the CERT set up at the FBI headquarters (NIPC), as mentioned earlier, JTF-CND was originally designed to be a small staff (twenty-four personnel) who would stand watch and analyze the implications of a military failure on the network or system. Therefore, not only did the original contingent include computer experts and military lawyers, but there were also operators, including fighter pilots, among the staff.

As previously mentioned, on October 1, 1999, JTF-CND was assigned to SpaceCom as part of the transfer of the CND mission to that CC. Staffing has been somewhat increased with a number of allied officers detailed to the command. In addition, there is also discussion of forming an international JTF-CND with Australia, New Zealand, Canada, and the United Kingdom as primary members. Most of the impetus for this sharing actually came from the United States. When the “ILOVEYOU” virus attacked computer systems in 2000, it was the Australia and New Zealand commands that were the first to know, but releaseability issues hindered the notification of other allies. To date, JTF-CND has had a pretty good track record. The use of Information Conditions (INFOCONS) by the DoD, an original function of the command, has been well received—in many cases, JTF-CND gets more respect as a CERT than the NIPC. This is due to a variety of reasons, but most important may be the willingness to handle all agencies fairly and without a political agenda.

During the winter of 2000-2001, additional changes occurred in the organizational structure of SpaceCom with respect to IO. It was during this period that the deputy director of operations for computer network attack (DDO-CNA) office was formed. This small staff of seven individuals was developed to support SpaceCom in its efforts to advocate CNA within the Pentagon, as well as to facilitate the approval process. As mentioned earlier, in February 2001, this group merged with the JTF-CND to form the Joint Task Force—Computer Network Operations (JTF-CNO) to better meet the needs of SpaceCom to conduct IO. Other changes occurred as well. On April 2, 2001, JTF-CND changed its name to JTF-CNO to better reflect its missions and operations. Once again, these changes emphasize the continual evolution of the organizational architecture of IO, and finally, as mentioned earlier, with the set-up of NorthCom, all the IO activities mentioned within the last few paragraphs have been transferred to StratCom.

Additional DoD IO Elements

In addition to J-39/DDIO, OSD, and CC IO cells, a number of other “players” or agencies also have a piece of the IO pie. First, the intelligence community (IC) is made up of many diverse agencies, such as the CIA, DIA, and NSA, which have a long history of involvement in capabilities normally associated with IO, such as operations security (OpSec) and military deception. Originally many of these organizations were formed to conduct a certain mission or operation and not intended to interact as they are currently being asked to do. They were stovepipe agencies or legacy commands that reported vertically up and down the chain of command. Now, because of IO and the urgent need to have interagency cooperation, especially in the wake of September 11, 2001, it has become much more common for all of these unique organizations to work together. In fact, most of the CCs have a number of permanent intelligence representatives assigned to act as agency liaisons for IO missions. The intelligence community is also heavily involved in supporting operational requirements for IO with permanent seats on a number of interagency groups and committees. Of particular importance early on in the IO developmental period of 1998-2000 were the Bilateral IO Steering and Working Groups (BIOSG/BIOWG) that helped to define IO policy and deconflict IO issues between the DoD and other agencies. Typical members of the BIOWG were at the one-star level, and these members defined the issues and laid the groundwork for the BIOSG, which actually made the decisions and wrote policy at the three-star level to include representatives from the OSD, the Joint Staff, and the IC.

Cabinet IO Interests

Other departments besides the DoD also have vested interests in IO. Because of the global and over-arching role of IO, agencies such as the DoS, DoC, and the DHS DoJ have begun to play roles that are much more important in IO, especially in the defensive arena. Much of IA is defined in business or legal rather than military terms; therefore, it is only natural that these organizations have begun to carve out their niches in the IO structural architecture.

Department of State IO Concerns

In the foreign policy arena, the State Department (DoS) is the major organization that conducts diplomacy for the United States around the world. With the need to present a coherent public affairs and information front to the international media, the DoS was reorganized in 1999 to bring the formerly independent United States Information Agency (USIA) into its larger umbrella organization. Renamed as the under secretary of state for public diplomacy and public affairs, this new directorate now coordinates both international public information (IPI) and PA areas within the DoS.39 Although both of these areas are discussed later in Chapter 4, it is important to note how crucial they both are to the success of an IO campaign. This was evidenced by the publication of PDD-68, International Public Information, during the middle of the Kosovo campaign in 1999.40 To win the hearts and minds of an enemy, and to achieve one’s operational and strategic goals, you must be prepared to influence foreign audiences with a coherent message.

Traditional DoS Structure

The interaction between the CC and foreign nations relies heavily on the ambassador and the country team. State department representatives are essential to successful operations and have broad powers. The key members include:

• DoS regional secretary

• Ambassador

• Political advisor

• Country team

• Resident military representative

The ambassador and the country team have several documents and policies that they use to plan their operations within their area of interest. These policies and programs are important to the interagency process because they must be taken into consideration in any CC’s theater engagement plan (TEP) or operations plan. These policies include the DoS regional program plan (RPP), which defines regional and country objectives and strategy. The DoS RPP is prepared by the regional assistant secretary and is a product of the interagency process, which reflects the international affairs strategic plan. At the embassy, the mission program plan (MPP) is prepared by the country team and is the ambassador’s country engagement plan. Of special notice to military planners, the CC’s TEP should consider all MPP’s of interest in their area of responsibility (AOR). These documents are readily available to the CC’s planners and can be found in the DoS’s Congressional Presentation for Foreign Operations. The MPPs are important because they contain measures of effectiveness, objectives, and priorities for the State Department in support of the NSS.

DoC IO Architecture

The State Department is not the only cabinet-level agency that is changing under the influence of IO. The DoC has also played a major role in IO over the last five years. One of the reasons for a cabinet agency that is primarily concerned with business and finance to be involved in this new warfare area is because the DoC is heavily involved in the second of the two new capabilities, namely computer network operations (CNO). Although the DoS, as mentioned earlier, has a huge role in perception management, DoC also has an equally important mission concerning CNO, particularly with regard to information assurance (IA).

The Commerce Department is also the host agency for the CIAO, the sub-directorate agency that was established as a direct result of the proclamation of PDD-63, Critical Infrastructure Protection (CIP).41 The CIAO is officially tasked to coordinate CIP within the USG, and it evolved from the Presidential Commission on Critical Infrastructure Protection (PCCIP). This group was comprised of government officials, commercial businessmen, military and civil service personnel, and academics. These executives met over an eighteen-month period in the 1996-1997 timeframe and produced a document called Critical Foundations, which linked CIP to national security and identified eight critical industries, as follows:42

• Telecommunications

• Electrical power systems

• Gas/oil storage

• Banking/finance

• Transportation

• Water supply systems

• Emergency services

• Continuity of government

These industries are essential to the economic and security infrastructures of the United States, and the publication of Critical Foundations led directly to the formulation of PDD-63 in May of 1998.43 Tied into a larger Clinton administration effort of interagency IO efforts, PDD-63 had a sister directive, PDD-62, Counter-Terrorism, which was published at the same time, and both documents came under the authority of the NSC (discussed in further detail in Chapter 3). The key to the success of PDD-63 was the fact that it took the eight industries identified as crucial to the security of the nation and then tied them to a cabinet department as well as to a comparable private industry association. Together, then, the USG and private industry have since produced a CIP plan to work together to protect these resources from attack.

In addition to the CIAO, the DoC also hosts the National Institute of Standards and Technology (NIST) and the National Telecommunications and Information Administration (NTIA). The mission of the NIST is to promote economic growth around the world, and it does this by working with private companies to develop and apply technology, measurements, and standards.44 Specific tasks include the following:

• Assist industry to develop technology to improve product quality.

• Modernize the manufacturing process.

• Ensure product reliability.

• Facilitate rapid commercialization of products based on new scientific discoveries.

• Develop information system security guidelines, procedures, and technological solutions to help federal agencies implement OMB policy.45

The current areas of interest for the NIST include electronic commerce, public key encryption, common criteria for information technology, advanced authentication, and the Federal Computer Incident Response Cell (FEDCIRC). NIST also hosts the Federal Agency Computer Security Program Managers’ Forum, which advocates information exchange on information technology issues.46 The forum cannot command or regulate changes, but instead is mainly used as an information-sharing group. In addition, NIST also collaborates with the NSA in the National Information Assurance Partnership (NIAP). This organization was designed to combine the extensive computer security experience of both the DoC and the NSA.47 NIST is also the host for the Information Infrastructure Task Force (IITF), which works with the private sector and government agencies under the cognizance of the OSTP. The National Technological Information Association is also a NIST organization and is the principal voice of the executive branch on domestic and international communications and information technology issues.48 Specifically, NTIA was involved in the Telecommunications Act of 1996 which eliminated many barriers to ownership and operation in the telecommunications and broadcast industry, making private ownership far easier than before. The relaxing of requirements has made it harder to secure and control the National Information Infrastructure (NII), but one has to ask wonder if the internet should, or could, be controlled. Finally, the DoC also hosted the USG Y2K Task Force, which was an offshoot of the PCCIP process and the CIAO.

DoJ IO Architecture

The other organization recommended in Critical Foundations was an information-warning center. Although similar in concept to the CERTs (which were already in existence), it was envisioned that this new legal center would use Federal Bureau of Investigation (FBI) expertise to prosecute cybercrimes at a national level. In 1998, the FBI formed the NIPC, which was charged to maintain liaison with law enforcement personnel throughout the nation, as well as with all fifty-six FBI field offices.49 NIPC is also tied into the CND arena with contacts at the JTF-CNO and NSA. Together, this allows the executive branch to use its legal authority under the FBI and DoJ to prosecute cyberterrorism within the United States.

Department of Homeland Security

In the summer of 2002, President Bush reiterated his intentions to build a new cabinet agency, the Department of National Homeland Security, for which former Governor of Pennsylvania Tom Ridge was selected to lead the development of, starting as early as September 20, 2001. Two weeks later, on October 8, 2001, the President signed Executive Order 13228, which established the Office of Homeland Security and the Homeland Security Council. However, it was quickly recognized that without budget line authority, this organization would not be powerful enough. Therefore on October 11, 2001, in a bipartisan effort, Senators Joseph Lieberman (D-CT) and Arlan Specter (R-PA), sponsored a bill to create a new cabinet-level agency that would have fiscal responsibility over a vast array of current government organizations, that the then-current structure developed under the executive order, did not. Under the Senate plan, the Department of National Homeland Security was to be organized into three functional parts, focused on prevention, protection, and preparation. Altogether, eight organizations or offices were supposed to be transferred to this new directorate:

• Coast Guard (USCG)

• Customs Service (USCS)

• Border Patrol

• Commerce’s Critical Infrastructure Assurance Office (CIAO)

• Commerce’s Information Infrastructure Protection Institute

• FBI’s National Infrastructure Protection Center (NIPC)

• FBI’s National Domestic Preparedness Office

• Federal Emergency Management Agency (FEMA)

What is very interesting from all these proposals is that much of the current legislation mirrors almost exactly the reforms suggested by President Clinton’s Blue Ribbon Commission on National Security in the twenty-first century. Led by former Senators Gary Hart (D-CO) and Warren Rudman (R-NH), this report was released in three parts earlier in 2001, and suggested the creation of a new cabinet-level agency. Nothing much was done on the bipartisan proposal by the White House until the summer of 2002, when President Bush formally announced the creation of a new cabinet-level agency, the Department of Homeland Security. Once again, sweeping in nature, this new organization now includes more than 170,000 government employees, whose major missions consist of the following tasks:

• Border and transportation security

• Emergency preparedness and response

• Chemical, biological, radiological, and nuclear countermeasures

• Information analysis and infrastructure protection

Because this department is so new, it will take time to determine if this new organization will be effective in its efforts. However, that said, there is still much to be done now with the current war on terrorism.

Interagency IO Organizations

The fact that IO requires significant horizontal integration is a very important fundamental concept with these different cabinet agencies. Numerous interagency groups and councils have been formed in the last five years to facilitate the much-needed integration of IO activities in the United States. Some have been mentioned previously but the following are examples of those that were created during the Clinton administration:

• Bilateral Information Operations Steering Group (BIOSG)

• Bilateral Information Operations Working Group (BIOWG)

• Critical Infrastructure Protection Working Group (CIPWG)

• Defense Information Assurance Program Steering Group (DIAPSG)

• National Information Assurance Partnership (NIAP)

• National Science and Technology Council (NSTC)

• National Security Telecommunications Advisory Committee (NSTAC)

• National Security Telecommunications and Information Systems Security Council (NSTISSC)

• Office of Science and Technology Policy (OSTP)

• President’s Committee of Advisors on Science and Technology Policy (PCAST)

• International Public Information Interagency Working Group (IPIIWG)

Some of these organizations were mentioned earlier in the DoD section, but there are also other IO-related groups or councils in the OSD, including the Defense Information Operations Council (DIOC) and the DIAPSG. These organizations were both three-star working groups that tried to coordinate and deconflict IO issues within the DoD. A final inter-agency working group that is a holdover from the Clinton administration is the Forum of Incident Response and Security Teams (FIRST). Hosted by the Department of Energy (DoE), this forum has a long history of working with various CERTs to combat computer viruses and attacks.50

Interagency coordination involves working with more than just organizations originating from the USG. Academia, private industry, and coalition governments are also crucial for the development of true interagency operations. This can be seen in the Operation Noble Anvil campaign in Kosovo during 1999. It was here that the utility of working not only in the joint world but also in the combined world with other nations and organizations demonstrated how crucial horizontal interaction can really be. Yet there are still even more organizations that play roles, including private or commercial agencies which may be involved in one form or the other in interagency operations. These include non-governmental organizations (NGOs) and private voluntary organizations (PVOs), a few of which follow:51

• Concern Worldwide Limited

• International Organization for Migration (IOM)

• Medecins Sans Frontieres (MSF; Doctors without Borders)

• OXFAM

• Save the Children

PVOs are non-profit humanitarian assistance organizations involved in development and relief activities. In the last few years, this term has disappeared from academic literature and most of these organizations are routinely called NGOs as well.

Probably more than anywhere else, in an IO mission it is crucial that the CCs understand and appreciate the importance of these NGOs. These organizations are crucial to the success of that mission when conducting IO during peacetime or in military operations other than war (MOOTW). Often the NGOs can operate where uniformed military personnel cannot, and they can often gain the trust of the locals much better than any USG agency. In addition, NGOs may have capabilities including communications, transportation, public affairs, and medical facilities that rival or surpass those available to a CC in a particular area. It is therefore in the CC’s best interest to be actively engaged and to work closely with the NGOs in their area of operations. As a CC or U.S. military planner, one cannot command or direct NGOs to conduct missions. Instead, what normally works best is to facilitate these agencies and to work with them in order to conduct one’s operation. Again, horizontal integration is the key to success for IO.

Summary

In conclusion, there are clearly a large number of “players” in the IO arena, and trying to understand how they all relate can be quite complicated. Much of this organization is relatively new and, in fact, has changed considerably in the last few years. However, throughout this discussion of national IO organizations, the one overriding theme to remember is that for IO to succeed there must be cooperation between all parties involved. This means horizontal as well as vertical integration and cooperation, and includes not only USG agencies and departments, but also non-governmental units and private industry as well. Because so much of IO now crosses old departmental boundary areas, it is important to realize the power of information and that IO encompasses much more than the traditional DoD missions and policies. Therefore, if the United States is to succeed, it must coordinate its actions with all of the players involved—only through cross-departmental communication flow by all organizations will IO become the true force multiplier that it has the potential to be.
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