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Preface

Silent Warfare has its origin in a course on intelligence that I taught in 1985 as a visiting professor at the University of Chicago’s John M. Olin Center for Inquiry into the Theory and Practice of Democracy. Returning to the academic world and the classroom forced me to impose some order on my thoughts concerning intelligence, a subject with which I had become familiar by virtue of my career in Washington. The book was first published in 1991. Soon after, however, the enactment of new laws on intelligence both in the United States and abroad, the publication of a number of significant new volumes on intelligence, and the demise of the Soviet Union combined to recommend preparation of a revised edition of Silent Warfare. But by this time I had already returned to work in the government as an official in the Department of Defense and was unable to devote the time necessary to complete a revision. At this point, I asked Gary Schmitt, my successor as minority staff director of the Senate Select Committee on Intelligence and former executive director of the President’s Foreign Intelligence Advisory Board, to take up the task of revising the book. The second edition appeared in 1993.

Since then, the body of literature and resources dedicated to the topic of intelligence has continued to swell. In addition, there has been a slow but steady expansion of laws around the globe designed to regulate intelligence activities and to square those activities in some way with the norms of open and democratic government. But perhaps the greatest change since the publication of the first two editions of Silent Warfare has been the advent of the “information revolution,” a revolution precipitated by the tremendous progress made in the processing and communication of information. How this change in the availability and distribution of information might affect intelligence—a government activity whose principal function is the collection, protection, and distribution of information—is a question of which this third edition attempts to take account as well.

Although Silent Warfare has been revised and updated twice now, the thesis, structure and much of the underlying content of the book remain the same. Silent Warfare was never intended to be an account of a particular country’s intelligence activities in a particular period in history. While many of the examples found in the book are drawn from the British and American intelligence experiences, they are generally employed to make broader points about basic concepts and issues involved in the practice of intelligence. The passing of the Cold War, the emergence of a new strategic era, and the rise of the “information age” will, of course, change intelligence practices and requirements to some degree. However, a key thesis of Silent Warfare is that intelligence is inherently connected to the competition among nations and that absent something akin to Kant’s state of “perpetual peace,” intelligence will, like diplomacy and military force, remain a regular tool of statecraft. Accordingly, there still is a need for the citizen and serious student alike to understand the basic elements of intelligence, their interactions, and the tensions and relationships between these secret activities and the democratic government and society they are intended to serve.

Work on this and earlier editions has benefited in the past from the assistance, comments, and advice of many students, friends, and colleagues. Eliot A. Cohen, Kenneth E. deGraffenreid, Hillel G. Fradkin, Sam Halperin, Sheila Kerr, Carnes R. Lord, Kenneth G. Robertson, and Diane S. Roark deserve special thanks. The book’s first edition was written while I served as a senior fellow at the National Strategy Information Office and was supported by grants from the John M. Olin Foundation and the Lynde and Harry Bradley Foundation. The second edition was revised by Gary, who was also a senior fellow at NSIC. To Roy Godson, NSIC’s president, and Jeffrey Berman, NSIC’s executive director, our thanks for their support and friendship over the years.

Abram N. Shulsky
Washington, D.C.


Notice to the Reader

No attempt has been made to revise this text in light of the terrorist attacks of September 11, 2001, which occurred as this book was being prepared for press. Indeed, it will be a long time before the full implications of the events of that day become manifest. Nevertheless, it is clear that intense attention will be focused on the problem of bolstering human intelligence-collection capabilities to deal with the very difficult terrorist target; in particular, there will have to be an increased emphasis on “nonofficial” cover for intelligence officers. In addition, one can expect renewed scrutiny of various regulations concerning domestic surveillance; in addition to specific questions concerning wiretapping and other surveillance techniques, a fundamental question will have to be addressed again—whether groups and individuals may be subjected to surveillance on the basis of the political positions and associations, in the absence of a clear connection to a specific criminal act.


Introduction: Writing about Secrets

In the course of the last quarter-century, intelligence—despite the fact that secrecy remains one of its essential characteristics—has been reported on routinely in the news media and has become the subject of a great deal of academic research and writing. Open discussion of intelligence questions is no longer a matter only for titillation or scandal; it is accepted as a normal part of the public debate concerning government activities generally.

Although public discussion of current events in the intelligence world remains to a large extent dependent for its raw material on the vagaries of authorized and unauthorized “leaks” of classified information, the academic literature concerning intelligence has burgeoned. The mere passage of time— augmented by a somewhat more open attitude on the part of many democratic governments—has resulted in the declassification of a great deal of historical material dealing with World War II and the Cold War. In addition, the fall of communism in the former Soviet Union and Eastern Europe has made possible scholarly access to some archives, primarily in the former East Germany and, to a lesser extent, Russia. With respect especially to diplomatic and military history, inclusion of the intelligence “dimension” is becoming standard practice.

Increased public discussion of intelligence matters generally has not, however, necessarily resulted in a better understanding of intelligence. Indeed, the more recent public discussion of intelligence has been characterized by a neglect of fundamental questions about the proper role of intelligence and secrecy in a democracy. More generally, except for a spurt of literature that coincided with the last major attempt by the U.S. Congress to “reform” intelligence (in the early 1990s), much of the public treatment of intelligence issues, when it has not been historical in nature, has dealt with the mechanics of specific espionage cases.

This contrasts with an earlier wave of writing about intelligence dating from the 1970s and early 1980s. At that time, a great deal of the public discussion of intelligence—primarily in the United States, but with echoes in other democracies as well—could be categorized as belonging to one of two camps defined by their approaches to the fundamental issue of the role of intelligence in a democracy and to the associated question of the relation of secrecy to the norms of democratic governance.

According to one camp, intelligence had become, or at least should have become, less of a “cloak and dagger” affair and more like a branch of the social sciences, seeking to analyze and ultimately predict political, economic, social, and military matters. As such, it did not need to be an inherently secretive endeavor. While some secrecy might be necessary to protect the sources of important bits of confidential information, the most important facts, concerning the political, economic, social, technological, and demographic trends that shape a country’s behavior in the long run, would not be secret.1 Thus, not only could intelligence matters be discussed publicly without inherent difficulty but public discussion might, by demystifying intelligence and encouraging the flow of ideas between the intelligence and academic communities, help intelligence progress even farther toward its proper goal of becoming more like a social science (and intelligence agencies more like “think tanks”).2

According to the other camp, the purpose of public writing about intelligence was to expose alleged misdeeds and incompetence and to help bring about change for the better in the way intelligence agencies operated.3 From this perspective, the secrecy with which agencies did business was either the cause of misdeeds or a necessary precondition for them; hence, public discussion of intelligence was itself part of the cure. Whatever damage might be done by publicizing legitimate secrets was regarded as minor compared to the damage that the intelligence agencies themselves, operating beyond public scrutiny, would be likely to cause. Hence, disclosing information about an “unreformed” intelligence agency was unproblematic; it is less clear what the authors of the camp would have said about public discussion of a “reformed” intelligence agency—although one might argue that in the absence of public scrutiny, any such organization was likely to stray.

More recently, the focus of a great deal of academic research and writing has turned to historical accounts of intelligence activities.4 Discussion of more contemporary matters has been dominated by accounts of specific espionage cases, with respect to which the emphasis has been on allegations of professional incompetence rather than ethical or political malfeasance.5 These works tended not to have political or ideological points to make (aside, presumably, from the perhaps obvious one that it is better to have a competent intelligence agency than an incompetent one).

Silent Warfare is intended to address a different set of questions. It attempts to discuss the basic concepts involved in an understanding of the world of intelligence. The purpose is to enable the reader to think about the general issues of intelligence policy in a way that does justice to the subject’s complexities and ambiguities. Thus, the approach is fundamentally theoretical; publicly available details of actual intelligence activities are used to illustrate general points;6 no attempt is made to be comprehensive with respect to the history of any aspect of intelligence or to its current condition.

It is for this reason that the book can rely on publicly available information concerning intelligence activities.7 No attempt has been made to provide data not already in the public record. This in part because we have had authorized access to classified intelligence information in connection with various positions within the U.S. government (not, however, in any intelligence agency). As a precondition of our access, we promised not to disclose such information.8

More importantly, we regard secrecy as essential to intelligence operations and, in any case, do not believe that the publication of details about the operations of U.S. intelligence agencies is a good in itself. The vast majority of such details appear not to raise significant issues of public policy or to be necessary for the understanding of the fundamental concepts of intelligence, at which this book aims.

If intelligence is becoming a recognized field of academic study, especially in the English-speaking world, its theoretical treatment remains undeveloped. In this book, we attempt to alleviate that shortcoming. At the same time, we recognize that the book’s relatively heavy reliance on the Anglo-American experience precludes it from reaching a truly general “theory of intelligence.” This reliance is due in large part to the fact that most of the publicly available information about intelligence concerns, not surprisingly, the intelligence agencies of those countries that have the most open political systems. Nevertheless, where possible, we refer to intelligence activities of other societies and consider the question of how intelligence agencies vary depending on the nature of the regimes they serve.

This book, then, does not provide readers with any secrets or “inside information,” either spectacular or humdrum. We hope it provides instead a framework for understanding intelligence itself as well as the many tidbits of intelligence-related data that will, no doubt, continue to find their way into the public domain.


Chapter 1 What Is Intelligence?

In popular fiction and in the public imagination, intelligence has often been synonymous with espionage and skullduggery, with the sexual blackmail of a Mata Hari and the cloak-and-dagger exploits of a James Bond. Although activities of this sort have their place within the world of intelligence, the full concept is much richer. To get a sense of this richness, we can begin by looking at the different categories of phenomena to which the term “intelligence” is applied; these include certain kinds of information, activities, and organizations.1

Intelligence refers to information relevant to a government’s formulation and implementation of policy to further its national security interests and to deal with threats from actual or potential adversaries. (The term “adversary” is used here in a broad sense. For example, a friendly government, with which one is negotiating a treaty, may be an adversary in the context of the negotiation; at a minimum, the sides are presumably competing to maximize the benefits they gain from the agreement, at least in part at the expense of the other.) In the most obvious and often most important case, this information has to do with military matters, such as an adversary’s capabilities and plans for military action. Potential or actual enemies typically do their best to keep this type of information secret. Of course, other types of secret information may be equally important—for example, information about another country’s diplomatic activities and intentions, as well as about its intelligence activities.

In addition to data of this sort, many other types of information about an actual or potential adversary may be useful to know, even if the adversary does not attempt to keep them secret. These could include internal political affairs and societal developments as well as economic and demographic statistics. How much material of this sort is actually published depends on the nature of the political regime. In a democratic society, it is almost always publicly available. An authoritarian or totalitarian system, on the other hand, often strives to conceal any information about its internal politics, economic developments, or societal trends that an adversary might find helpful. Regardless of whether publicly available (“open source”) information should, strictly speaking, be considered “intelligence,” clearly there must be some process by which it is systematically made available to government officials in usable form. An intelligence service often performs this function.

Finally, intelligence information typically includes not only the “raw data” collected by means of espionage or otherwise but also analyses and assessments based on it. It is this output, often referred to as the intelligence “product,” that is typically of direct value to policy makers. The extent to which this intelligence product strives to present a comprehensive evaluation of a situation, based on all available data, both public and secret, varies from one intelligence service to another.

As an activity, intelligence involves the collection and analysis of intelligence information. It also includes activities undertaken to counter the intelligence activities of adversaries, either by denying them access to information or by deceiving them about the facts or their significance.

Intelligence thus comprises a wide range of activities. For example, there are various methods of collecting information, such as espionage, aerial photography, interception of communications, and research using publicly available documents, radio and television broadcasts, and the Internet. There also are different techniques for analyzing the information that has been collected: some of these may be similar to the methods the social sciences use, while others, such as the decoding of encrypted messages, are peculiar to the intelligence world. Similarly, denying information to others involves various activities, some of which are similar to law enforcement work, such as investigating and trailing suspected foreign intelligence agents to learn about their activities. Others are more esoteric, such as using encryption to protect communications (although recent developments in information technology have made encryption capabilities commercially available as well). Finally, there are various means of deceiving adversaries, such as “double agent” operations and the transmitting of fake messages (that is, misleading messages one sends anticipating that an adversary will intercept and believe them).

Given this wide variety of activities, it seems difficult to find a common thread tying them together. They all, however, have to do with obtaining or denying information. Therefore, intelligence as an activity may be defined as the component of the struggle between adversaries that deals primarily with information (as opposed, for example, to economic competition, diplomatic maneuvering or negotiations, or the threat or use of military force).

Finally, the term “intelligence” also refers to an organization that carries out these activities. One of the most notable characteristics of such organizations is the secrecy with which their activities must be conducted. Many of their methods of operation, such as the use of undercover agents or strict rules concerning access to information, derive from this requirement. Since intelligence agencies are organized to enhance their capacity for secrecy, they also may be given, along with their information functions, the responsibility of undertaking secret activities to advance their governments’ foreign policy objectives more directly.

Such activity, called “covert action” in the U.S. intelligence lexicon, may range from the mundane, such as covertly providing critical assistance to a friendly foreign government, to the spectacular, such as orchestrating the overthrow of a hostile one. Whether such work should be assigned to the same organizations that collect and analyze intelligence information has occasionally been a controversial question. Even if, for practical bureaucratic reasons, intelligence organizations are given the responsibility for covert action, the more fundamental question—from a theoretical, as well as a practical, viewpoint—of whether covert action should be considered a part of intelligence would remain.

THE SCOPE OF INTELLIGENCE

Because not only governments but many other types of organizations operate in an environment characterized by a competitive struggle, the concept of intelligence can be applied to them as well. For example, some researchers extend the concept to business corporations, treating intelligence as “organized information . . . designed to meet the unique policy-making needs of one enterprise.”2 Similarly, one could speak of the intelligence function of a political party or campaign in trying to figure out what the opposition is up to.

These possible extensions of the term “intelligence” are not dealt with in this book, which limits itself to the traditional scope of intelligence—that is, to information and activities relevant to the national security concerns of governments.

But even accepting this limitation, the scope of intelligence remains somewhat unclear, since the term “national security” is itself undefined. Its core meaning has to do with protecting the nation against threats, ultimately military, emanating from foreign nations. When a nation is being invaded or is about to be, its national security concerns clearly center on defeating or preventing the invasion and securing itself against similar situations arising in the future. In less perilous times, it may be much less clear which foreign nations, events, or circumstances threaten national security and therefore require the attention of the nation’s intelligence agencies.3

The problem is further complicated by the fact that national security interests, and hence threats to them, cannot be considered independently of the nation’s type of government (or regime) and its ideological outlook. Although adherents of Realpolitik would argue that a nation’s interests are determined by the objective factors of the international system, ideological views, and a country’s political culture more generally, affect how a government perceives them.4 For example, a regime’s ideological character may determine whether it views a given foreign country as a threat. In particular, status quo and revolutionary powers have typically had different views about what constitutes a threat to national security.

Domestic Intelligence

An even more important area in which the nature of the regime affects the scope of intelligence is what is called “domestic intelligence.” Any government must be concerned not only with purely external threats (such as military invasion) but also with threats against its ability to govern, or its very existence, that arise from individuals or groups within the nation’s borders. Such threats could come from groups that seek to overthrow the government by illegal means, use violence to change government policies, or exclude from the body politic members of a given ethnic, racial, or religious group. But how a government defines such internal threats depends heavily on the type of government it is.

A regime in which a dynasty or a single political party has a monopoly of power, for example, is likely to regard any domestic political dissent as a security threat, and its intelligence service will focus a great deal of attention on detecting and thwarting that dissent. In the most extreme case, the government of a totalitarian state may regard all nonmembers of the ruling party as actual or potential enemies.5 By contrast, the notion of a “loyal opposition,” as found in parliamentary and other democratic systems, implies that the government’s domestic political opponents do not pose a security threat and hence are not suitable targets of intelligence.6

In addition, domestic groups that are hostile not merely to the government of the day but to the nation’s fundamental system of government (or regime) can relate to foreign powers in many different ways. At one end of the foreign-domestic spectrum would be an individual or domestic group that acts on behalf of, and at the direction of, a hostile foreign power. There could also be groups or individuals who share common objectives with a foreign power and cooperate in the pursuit of them. Finally, there could be groups that share the ideological or other beliefs of a foreign adversary but that do not have actual ties to it. Different regimes would have varying views concerning which of these types of groups are national security threats, against which intelligence must be collected.

Intelligence and Law Enforcement

A related question deals with what are called “transnational” threats, which do not emanate primarily from a foreign government—for example, narcotics trafficking, international terrorism, or certain types of organized crime. These can be serious threats to a nation’s well-being, but they appear to fall within the ambit of law enforcement rather than of intelligence. Nevertheless, intelligence is often involved in the fight against them, for several reasons. First, they involve activities in foreign countries, which can be expected to limit strictly the activities of one’s law enforcement agencies, and whose own law enforcement agencies may be unable or unwilling to be of much assistance. Intelligence may be called upon for information about the foreign aspect of these activities, information that would otherwise be unavailable.

Second, and more important, the law enforcement approach typically involves waiting until a crime has been, or is about to be, committed and then attempting to solve that particular crime and arrest the perpetrators. This may not be an acceptable approach toward certain transnational threats. A single incident, such as the blowing up of a passenger airplane in flight, may cause so much harm that a government must try to prevent such a crime rather than merely solve it after it occurs. Furthermore, a specific crime, such as a single instance of narcotics smuggling, may be part of a criminal enterprise’s operations; if the enterprise is large and well organized, arresting the perpetrators of a single crime may not have much impact. Such occasional arrests may represent, from the perspective of the kingpins, a tolerable cost of doing business. Finally, even if agencies were content to wait until a specific crime occurred, the chances of solving it would depend heavily on their having a great deal of background information available about the organizations involved.

For these reasons, governments often adopt an intelligence approach to these types of activity. Instead of waiting for a specific criminal act on which to focus, agencies gather information over a long time concerning relevant individuals and groups—their motivations, resources, interconnections, intentions, and so forth. Often it is necessary to use informers, who penetrate the groups involved and operate like spies. It may also be possible to intercept communications or to use other technical methods of collecting information. Thus, intelligence agencies are often involved in the fight against transnational groups. Depending on the regime, the agencies’ involvement may be limited to the foreign aspects of their activities, while domestic aspects remain in the purview of law enforcement agencies.

Even in dealing with entirely domestic organized crime groups, however, law enforcement agencies often use intelligence techniques. For example, with respect to domestic law enforcement, the U.S. Federal Bureau of Investigation (FBI) distinguishes between criminal intelligence investigations and ordinary criminal investigations. Of the two, the former type of investigation is described as “broader and less discriminate than usual”; it is not focused on a single completed criminal act but rather on a criminal organization of which the size, composition, past acts, intended criminal goals, and capacity to do harm must be determined.7 The dividing line between the law-enforcement and intelligence approaches is whether the focus is on punishment of a given criminal act or on struggle with an organization engaged in criminal activity.

Economics and Intelligence

Finally, there are questions concerning the function of intelligence agencies with respect to economic issues. Again, much depends on the regime’s nature and the nation’s economic system. In a system with a government-run economy, intelligence would be concerned with the economic aspects of the government’s relations with foreign governments (such as international trade) in much the same way it is with all other aspects of its international relations. In addition, intelligence can be used to enhance the state’s economic well-being. Acquiring advanced Western technology, for example, was an important function of the former Soviet Union’s intelligence services (and it remains an important goal of Russian and Chinese intelligence). This activity not only increased the technological level of the Soviet and Chinese military but saved both countries the great expense and difficulty of developing technology on their own, whether for military or civilian uses.8

In a market economy, however, it is much less clear which economic issues have national security dimensions that justify or require the involvement of intelligence agencies. There are a number of specific areas, such as assessing the economic capability of a potential military adversary or following developments affecting the flow of vital strategic resources, upon which governments are likely to want detailed information. Whether intelligence agencies and techniques are employed to obtain this information depends to some extent on whether or not other countries attempt to keep it secret. In general, however, specific economic questions that have a direct impact on military or other foreign policy aspects of national security fall within the purview of intelligence agencies. For example, in wartime, intelligence means could be used to gain access to strategic materials (or deny the enemy access to them), a key national security goal. Similarly, in the course of negotiations with a foreign country on economic matters, a nation might use its intelligence capability to learn about its partner’s negotiating positions.

More generally, a nation’s appetite for economic intelligence on industrial, commercial, and financial activity in other countries probably depends on whether its government has an “industrial policy” bureaucracy that could make use of it. As such, questions about the use of intelligence agencies to collect economic information are in large measure surrogates for a more fundamental debate over government’s role in directing a country’s economic future.

The broader question, however, is whether intelligence should be used to advance the economic well-being of the nation in general.9 As the end of the Cold War diminished the threat of a military confrontation between major powers, economic strength appeared to gain importance in determining a country’s international power and prestige; as a result, there has been a growing interest in the role intelligence could play in enhancing economic strength.10 However, a nation’s economic well-being rises or falls over time because of such factors as rates of capital investment, productivity of labor, management skill, and the education level of its workforce. In addition, while many developments in the international economy may have important national security ramifications, it is not obvious that the government should, or even can, do very much about such developments. Moreover, in a democratic society, economic policy is much more likely to be determined by the interplay of domestic economic interests than by any coherent view (whether or not based on intelligence information) of the future world economic environment. For these reasons, it is not clear whether a government such as that of the United States would be an important consumer of such intelligence. Private economic interests could probably put it to much greater use, but it is not clear that information gathered clandestinely at government expense could be distributed equitably to individuals or corporations to further private interests.11

Other “Nontraditional” Issues

Some students of intelligence have advocated that in addition to economics, other “nontraditional” concerns also be considered as within the scope of intelligence—for example, environmental issues. While the argument is made that environmental problems can affect national security, the main motivation seems to be that technical intelligence collection systems developed for other purposes can help track environmental changes over time and across large expanses of territory, and that they can do so at small additional cost.12

INTELLIGENCE AND THE INFORMATION AGE

Given that intelligence deals with information, it seems reasonable to suppose that it will be affected in very important ways by the advent of what is called the “information age.” The notion of the information age is admittedly a rather ambiguous one. Yet it is clearly very important; it has already changed the way many organizations—especially business corporations—operate, and it is likely to have important effects on government as well.

From the technical point of view, the driving factor is the tremendous technological progress that has been made in the processing and communication of information. However, technological change is only a small part of the picture: more important are the behavioral and institutional changes that result from the focus on information as the key to organizational activity. (In the military arena, what is often referred to as the “revolution in military affairs” depends critically on the enhanced usefulness of information for the targeting of new types of precision-strike weapons, and on the enhanced ability to collect, process, and disseminate that information in a timely manner for operational purposes.)

The effect of these changes shows up in several different forms. At one level, they suggest new ways in which information can be more rapidly circulated and used within government, so as to make policy making and policy implementation more effective. In addition, they focus attention on the increased amount of information available throughout the entire society, within nonintelligence parts of the government and outside the government as well. In other words, intelligence services are finding that other types of organizations are becoming more proficient at the collection, analysis, and transmission of information—that is, the intelligence services have, with respect to some types of information, more “competition” in providing data to policy makers. From the perspective of the government as a whole, a key question becomes how most effectively to exploit the information that is produced and disseminated elsewhere in the society, and how to make sure that the intelligence services’ unique product is melded with other sources of information in a way that best meets the government’s total information needs.13

THE ELEMENTS OF INTELLIGENCE

Whatever its scope in terms of coverage, intelligence can be divided according to the type of activity involved into four parts, often referred to as the “elements of intelligence”: collection, analysis, covert action, and counterintelligence. Since these elements are treated in detail in subsequent chapters, the following discussion is intended only to elucidate the nature of the four types of intelligence activity and to sketch the relationships among them.

Collection refers to the gathering of raw data, through espionage; technical means (photography, interception of electronic communications, and other methods involving technology); exploitation of “open sources” (for instance, publications, and radio and television broadcasts); or in any other manner. While collection is obviously fundamental to intelligence work, opinions differ regarding the relative importance of the various methods. For example, students of intelligence have debated the relative importance of “open source” collection versus methods unique to intelligence services, and the relative importance of espionage versus technical collection.

However good the collected information, however, it almost never speaks for itself. In other words, some analysis of the information is necessary if it is to be useful to policy makers and military commanders. In the vast majority of cases, the collected information is fragmentary, ambiguous, and susceptible to widely divergent interpretations. Thus, the process of analyzing the available information to make judgments about the capabilities, intentions, and actions of another party is a vital part of the intelligence process. Even more difficult is the process of forecasting (“estimating,” in American intelligence jargon) the future capabilities, intentions, and actions of a foreign government or political organization.

Conceptually, covert action differs from the other elements of intelligence in that while the others are concerned with seeking and safeguarding information, covert action seeks to influence political events directly. In terms of intensity, covert action can range from persuasion or propaganda to paramilitary action; it has been described as “an activity midway between diplomacy and war.”14

While the techniques for exerting this influence are many, they have the common characteristic of anonymity—that is to say, the role of the government conducting the activity is not readily apparent or is not publicly acknowledged. For this reason, an intelligence agency’s ability to act secretly often means that it is assigned to carry out covert action as well. But as was discussed above, because this activity involves implementing policy rather than informing policy makers, there have been occasional suggestions in the United States that covert action not be a function of the same agency (i.e., the Central Intelligence Agency) that collects and analyzes intelligence. On the other hand, both the United States and Great Britain have discovered through experience that having two organizations running clandestine operations (one for espionage and the other for covert action) can result in energy-sapping rivalry, duplication of effort, and mutual interference.15

In its most general sense, counterintelligence seeks to protect a society (and especially its intelligence capabilities) against any harm that might be inflicted by hostile intelligence services. In the first place, counterintelligence involves denying certain information to adversaries. This protection is accomplished by programs of security (actions taken to keep information away from those not authorized to have it); and by counterespionage (actions taken to apprehend or otherwise neutralize foreign agents, so as to prevent them from acquiring and communicating secret information). In addition, counterintelligence can seek to protect against an adversary’s intelligence analysis as well as his collection capability; this is done through deception operations that provide false or deliberately misleading information to induce the adversary to reach incorrect conclusions concerning one’s own capabilities, actions, or intentions.

However, protecting oneself against an adversary’s intelligence capability, understood broadly, requires other activities as well. It may be necessary to take steps to ensure that one is not deceived by misleading information deliberately provided by the other party. Thus, counterintelligence must safeguard the integrity of the collection and analytical functions. One would also want to know about a foreign government’s covert action aimed at influencing one’s own government or society. Ultimately then, the breadth of counterintelligence activities is determined by the threat that an adversary’s intelligence activities pose.


Chapter 2 Spies, Machines, and Libraries: Collecting the Data

We begin our discussion of the elements of intelligence by examining the collection of the raw data that, once correlated and analyzed, forms the basis of intelligence judgments and assessments. The various collection methods (the intelligence “disciplines”) can be broadly characterized as (1) collection from human sources (variously referred to as espionage, human intelligence collection, or in U.S. intelligence jargon, humint), (2) collection by technical means (technical intelligence, or techint), and (3) noncovert collection via diplomatic contacts or generally available sources of information, such as newspapers, Websites and other Internet-based resources, and radio and television broadcasts (open-source collection).1

HUMAN INTELLIGENCE COLLECTION

Human intelligence collection, or espionage, is what the term “intelligence” is most likely to bring to mind. Typically, it involves the identifying and recruiting of a foreign official who, by virtue of a position of trust in his government, has access to important information and who is willing, for some reason, to pass it to officers of one’s intelligence service. In some cases (especially in wartime), the person providing the information may not be a government official but a private individual who has the opportunity to observe (or hear about) something of interest, such as ships’ arrivals in and departures from a harbor. The person to be recruited might also be someone who is privy to important information by virtue of a close relationship (such as friendship, business dealings, etc.) with someone of intelligence interest (for instance, a terrorist or an international arms dealer).

Ordinarily, individuals in two different roles are involved: an intelligence officer, who is an employee of an intelligence agency, and a source, who provides the officer with information for transmission back to the intelligence service’s headquarters. The intelligence officer, or “handler,” maintains communication with the source, passes on instructions from the intelligence service’s headquarters, provides necessary resources (such as copying or communications equipment), and, in general, seeks to ensure that the flow of information continues.2

Types of Intelligence Officers

Since they must avoid the attention of the government of the country in which they operate, intelligence officers cannot simply hang out shingles advertising their willingness to pay cash for secrets. They require what in intelligence jargon is called “cover”—that is, a plausible reason for being in the country, visible means of financial support, a pretext for meeting people with access to sensitive information, and so forth.3

In current U.S. parlance, a distinction is made between “official” and “nonofficial” cover. Official cover refers to disguising an intelligence officer as a diplomat or some other kind of governmental official who would ordinarily be posted abroad. Nonofficial cover refers to any other type of disguise—as a businessman, journalist, tourist, etc.—that could explain why the officer is in the host country. A nonofficial cover officer may also disguise his nationality and pretend to be from a country other than the one whose intelligence officer he is.4 If the host country is one that routinely accepts immigrants, the officer can enter under that guise.

The use of official cover has several advantages. Most obviously, it can provide the intelligence officer with diplomatic immunity. If his espionage activities are detected, international law limits the host government to declaring him persona non grata and expelling him from the country.

In addition, posing as a diplomat improves the intelligence officer’s access to some potential sources; as a diplomat, he would, without raising suspicion, meet with host-government officials in the course of his ordinary business, as well as with other countries’ diplomats stationed in the same capital. Indeed, since other countries will also use official cover for their intelligence officers, he will have “innocent” opportunities for meeting them as well.5

Also, stationing intelligence agents in an embassy under official cover guarantees that if a national of the host country approaches the embassy with sensitive materials or an offer to provide them, the matter can be handled by an intelligence professional. In this sense, the existence of official cover intelligence officers eases attempts by host-country nationals to make contact with the intelligence service; such positions serve as useful and perhaps necessary “mailboxes,” especially in countries that strictly regulate or prohibit their nationals’ travel to or communication with the outside world.6

Finally, official cover has certain administrative conveniences. The officer can be paid, and other personnel matters can be handled, through regular government channels, and secure communication with the intelligence service’s headquarters can be conveniently maintained through the intelligence “station” (the group of intelligence officers under official cover).7

At the same time, however, official cover has several drawbacks. Most importantly, because of the relatively small number of officials posted to a given host country, that country’s counterintelligence service may be able to determine, fairly precisely, which “diplomats” are intelligence officers and which are not. This may be done by the obvious, if laborious, methods of maintaining surveillance on each official and noting his or her movements and contacts, tapping telephones, bugging apartments, and so forth. The practice of hiring nationals of the host country to work in embassies in various support capacities probably facilitates such surveillance, especially in those countries where it must be assumed that anyone allowed to work in a foreign embassy has agreed to cooperate with the host country’s intelligence service.8 In addition, simpler and less expensive methods may be able to accomplish the same goal. For example, materials published by a country might be used to trace the careers of its foreign service officers and thus identify patterns that indicate an intelligence connection.

Furthermore, while official cover may provide easy access to some potential sources (primarily other diplomats and officials of the host-country national security bureaucracies), it may hinder access to others who might be hesitant to deal with foreign officials, either in general or with those from a particular country. In any case, potential recruits are immediately put on notice that they are dealing with an official of a foreign government, and that may make them more cautious. In addition, if diplomatic relations are broken off, as might happen in case of an intense crisis or war—when good intelligence may be most necessary—official-cover officers must leave the country, thereby disrupting the operation of any networks of sources they had established.9

The advantages and disadvantages of nonofficial cover are, for the most part, the obverse of the considerations already discussed. On the one hand, since they pose as members of a variety of professions and strata of society, nonofficial-cover officials (NOCs) can have access to a different, and perhaps wider, spectrum of potential sources. Similarly, they can pose as (or, indeed, be) nationals of the country to which they are posted or of some third country. Obscuring the connection with the government for which they work may help them make contact with potential sources and gain access to information. If diplomatic relations are broken off, they may be able to remain and continue to operate. In general, NOCs should also be much harder for the host government to identify.

On the other hand, nonofficial cover suffers from many disadvantages. The expense and administrative difficulty involved in providing nonofficial cover is much greater than in the case of official cover. One method is to persuade a corporation or other private organization to allow an intelligence officer to pose as a member of its staff. Alternatively, the officers may themselves establish businesses or engage in activities that provide plausible explanations for their presence in the target country. The drawback here is that this may not only be expensive but require the intelligence officer to devote a great deal of time to his or her “cover” activity if the cover is to be persuasive, which reduces the time and effort the officer can spend on the primary task of intelligence collection.10 Communications are likely to be more difficult, since an NOC cannot make regular use of the embassy’s communications facilities without raising some of the very suspicions that nonofficial cover is intended to avoid.

One well-known and particularly successful NOC was Richard Sorge, a German citizen and correspondent for a leading German newspaper who spied for Soviet military intelligence in China and Japan from the 1930s until his arrest in the fall of 1941. His close relationship with the staff of the German embassy in Tokyo, including the ambassador, gave him extraordinary access to information about German and Japanese war plans. Shortly before his arrest, Sorge reported to Moscow the critical information that “the Soviet Far East can be considered safe from Japanese attack.” According to Sorge’s report, Japan had decided not to attack the Soviet Union; instead, it would strike south and east in the Pacific against the United States and the British and Dutch colonies in Southeast Asia. Reassured by Sorge’s reporting, Stalin felt free to transfer hundreds of thousands of troops from the Far East to Moscow, where they would help stop the German advance in the winter of 1941–42. In retrospect, halting the Wehrmacht outside Moscow was to be a critical turning point in the war.11

Another example of the successful use of nonofficial cover, an example that illustrates the value of being able to disguise one’s nationality, is that of Israeli agent Eli Cohen. An Egyptian-born Jew, Cohen emigrated to Israel in 1956 at the age of thirty-two and volunteered his services to Israeli intelligence. He was sent by the Israeli intelligence agency, the Mossad, to Argentina in 1961 to build a cover as an Arab businessman, under the pseudonym Kamal Amin Taabet. After quickly establishing a wide range of contacts in the Syrian expatriate community of Argentina, Cohen moved to Damascus in early 1962. Armed with letters of introduction provided by his new Syrian friends back in Buenos Aires, Cohen was able (with some good luck) to establish himself within Syria’s ruling circles. In fact, he was so well connected that at one point he was used as an emissary between a new Ba’athist government and an exiled former president of Syria; at another point, he was thought to be in line for a post in the cabinet of the Syrian government itself. However, after reporting on Syrian political, military, and diplomatic matters for three years, Cohen was caught by Syrian counterintelligence and executed in May 1965.12

A particularly ambitious use of nonofficial cover involves officers who enter the host country in the guise of ordinary immigrants. Obviously, it is easier to insert such officers into a country that routinely receives a large number of immigrants and visitors and is relatively casual about controlling its borders than into one that does not receive immigrants, generally keeps a watch on visitors, and guards its borders carefully.

An interesting example that illustrates how much time and effort the Soviet Union was willing to devote to operations of this type is that of Ludek Zemenek, a Czech national recruited by Soviet intelligence (the Committee of State Security, known as the KGB from its Russian initials).13 Given the identity of a Rudolf Herrmann (the real Rudolf Herrmann having been a German who died in the Soviet Union during World War II), he lived in East Germany for about a year. Then, at the end of 1957, he left with an East German wife (also a Soviet intelligence officer) and an infant son for West Germany, where he appeared to be an ordinary East German refugee.14

After four years in West Germany, Herrmann emigrated to Canada, where he eventually established a small business producing advertising and commercial films. He fulfilled various minor tasks for the KGB, such as filing “personality reports” on politicians and journalists he met through his business, and maintaining communications with a Canadian professor who was a KGB agent. His most important mission, however, was to preserve his cover so that he would be able, in case of a break in diplomatic relations between the USSR and Canada, to take control of the network of Canadian sources from the legal “resident” (chief of the KGB station at the Soviet embassy in Ottawa).

After six years in Canada, Herrmann was instructed to move from Canada to the United States, where he performed similar tasks. When his son Peter was seventeen, Herrmann recruited him to work for the KGB as well. Since Peter had been brought to West Germany as an infant and had been raised from the age of four in Canada and the United States, his background would not give rise to any suspicion; he was to prepare himself for a career in the U.S. government, where he could operate as a long-term Soviet source, or “mole.” Presumably, he would have been able to do so had the FBI not confronted father Herrmann several years later and, by threatening to arrest him, his wife, and his son, obtained his cooperation.

The mix of official and nonofficial covers a government employs in carrying out its human collection activities will depend on a number of factors. Broadly speaking, the two most important are the type of intelligence being sought and the means available for acquiring it. In the case of the United States and its allies during the Cold War, human collection against the Soviet Union was focused principally on the intentions of the Soviet leadership, the nation’s military capabilities, and its intelligence services’ efforts against the West. This focus, combined with the close surveillance of all foreigners by Soviet security services, meant that human collection efforts by the United States and other countries came to rely chiefly on intelligence officers operating under official cover.

In contrast, in recent years China has relied heavily on nonofficial cover to carry out its collection program in the United States. Although China’s intelligence services do conduct some traditional recruitment and collection using official cover, Chinese humint routinely employs a variety of NOC mechanisms, including front companies, scientific and student exchange programs, and commercial and scientific delegations. Chinese intelligence also uses long-term “sleeper” agents who immigrate from China and establish themselves as residents for an extended period before carrying out intelligence-related activities in the countries to which they have emigrated. This extensive use of nonofficial covers follows from the priority that the Chinese government has given to acquiring advanced American technology and related information, the relatively open nature of U.S. commercial markets, the ease of establishing residence in the United States, and the existence of a substantial American-Chinese ethnic community into which recent immigrants can blend.15

Types of Intelligence Sources

Just as we may classify intelligence officers as official cover or NOC, we may make distinctions among types of intelligence sources. One basic distinction is between sources whom the intelligence officer, after preparing the ground, actively recruits into the service of the intelligence agency and walk-ins, who volunteer to assist the intelligence agency of a foreign country, sometimes literally by walking into its embassy.

Recruited sources are generally considered more reliable, since the intelligence officer has had a chance to study their character and motivation before attempting to recruit them.16 In addition, sources to be recruited will have been chosen on the basis of their access to important information. However, the identification and recruitment of sources is a laborious and time-consuming endeavor, and there is no guarantee that even the most carefully chosen and studied potential source will in fact respond positively to the recruitment attempt, or “pitch.”

Walk-ins, on the other hand, are inherently suspect, since there is always the possibility that the supposed volunteer has in fact been dispatched by his own country’s intelligence service to pass false or misleading information, inform his country about the opposing service’s methods of operation, or entrap one of the opposing service’s intelligence officers so as to bring about his or her arrest or expulsion. However, an intelligence service that is too suspicious of walk-ins may miss opportunities to obtain information that it could have easily had. Intelligence lore and history contain stories of walk-ins who were at first ignored or spurned but turned out to be valuable intelligence sources.

A famous case of this sort involved Fritz Kolbe, a German foreign ministry official during World War II. Kolbe’s job included sorting through the mass of cable traffic that flowed into Berlin daily from German embassies around the world. The cables regularly touched on sensitive strategic, military, and intelligence subjects as well as diplomatic matters. Having managed to be assigned occasionally as an official courier, Kolbe traveled to Switzerland in August 1943 carrying nearly two hundred documents taken from the files of the foreign ministry in Berlin. He first approached the British embassy in Bern. Wary of “agents provocateurs” or German plants, the British rebuffed Kolbe’s approach. He then turned to Allen Dulles, the head of U.S. intelligence operations in Switzerland. Cautious, but less so than their British allies, the Americans worked with Kolbe, who in subsequent trips to Bern provided them with more than 1,500 secret German documents. Kolbe was perhaps the greatest espionage success of the war for the United States.17

In addition to classifying sources, we can also distinguish among the reasons why they provide information. Sources may be motivated by ideological, ethnic, or religious loyalties that are stronger than their ties to the countries of which they are citizens; they may be disillusioned by the actions or ideologies of their own countries; they may be greedy; they may be somewhat unbalanced people who wish to bring some excitement into their lives; they may desire to avenge what they see as ill treatment by their government; or they may be subject to blackmail. The relative importance of these motives depends on the characteristics of the societies involved and on the tactics of the opposing intelligence services.

For example, the history of Soviet human intelligence collection against the United States and Great Britain since the 1930s shows a substantial shift from ideology toward greed and revenge as reasons Americans and Britons were willing to betray their countries. In the 1930s, the Soviets found that the appeal of communism to many Cambridge University students and instructors, including some from prominent families, made the ideological atmosphere very favorable. Among the students recruited at that time who later became major Soviet agents within the British government were Guy Burgess, Donald Maclean, and Harold (“Kim”) Philby.18

On the other hand, Americans and Britons who were arrested for espionage on behalf of the Soviet Union in the late 1970s and 1980s appear to have been motivated mostly by greed.19 In another instance, that of Edward Lee Howard, a former CIA officer who gave the Soviets important operational details concerning the agency’s activities in Moscow, the motive was revenge against the CIA, for its having fired him.20

In general, the popular imagination probably overestimates the use of sex to gain secrets and the prevalence of blackmail as a reason for espionage, although the potential for blackmail may enable an intelligence officer to keep active a source who had become a spy for some other reason but later on wants to quit. Even so, some cases involving seduction and blackmail of the sort featured in popular spy novels have come to light.

For example, there were the Mata Hari-like exploits of Betty Pack during World War II. Married to a British diplomat, the American-born Pack worked for both British and American intelligence. Her technique consisted largely of having affairs with key foreign government officials. Among her considerable accomplishments, she collected valuable diplomatic information from the Polish foreign ministry before the war, obtained important data on Polish cryptologic efforts to break German codes, completely compromised the internal workings of the French (Vichy) embassy in Washington, and acquired French and Italian naval ciphers.21

More typical than seduction, however, is the use of sex to entrap and then blackmail an official who has access to sensitive materials or information. A classic case of this type involved Maurice Dejean, the French ambassador to Moscow in the 1950s and 1960s. Taking note of the married ambassador’s roving eye, the KGB assigned a beautiful co-optee (a Soviet citizen pressured to cooperate) to seduce him. Once the affair was well along, the couple was surprised by the “unexpected” return of her “husband.” “Outraged,” he threatened to make the matter public and take the ambassador to court. Dejean confided in a Russian “friend”—in reality, the senior KGB officer who had orchestrated the operation from the start; the “friend” offered to help keep the whole matter quiet. The KGB’s plan was to use this compromising situation to blackmail Dejean into working for them when he returned to France and, they hoped, was given an even more senior post. However, the Soviets’ scheme was spoiled by the defection of a Russian film writer who was privy to the plot.22

Problems of Human Intelligence Collection

Many problems encountered in human intelligence collection are inherent in the nature of the enterprise, while others are more specific to the nature of the intelligence target. Of the former, the most critical is ensuring quality control— being confident that the information sources provide is genuine.

Sources may, for pecuniary motives, either fabricate information or imaginatively repackage and embellish publicly available material to make it appear to have come from highly placed inside sources (creating, to use intelligence jargon, a “paper mill”). The history of intelligence contains occasional examples of clever paper-mill operators who bilked their clients of large sums of money.

Such paper mills flourished in the late 1940s and early 1950s, exploiting the Western intelligence services’ difficulty in operating in the communist countries of Eastern Europe. Often they were run by impoverished émigrés from those countries, who soon discovered they could make a living by selling “information” they claimed to receive from acquaintances among their former countrymen who had risen to important positions in the new communist governments. Since many of these émigrés were well educated and politically sophisticated, they were able to embellish and interpret publicly available information to produce convincing intelligence reports.23

A more serious quality-control problem arises from the possibility that an agent has been “doubled”—that he is secretly working for his supposed target and that the information he is providing to his supposed employers is intended to deceive them. Such doubling can occur when an intelligence source is apprehended and chooses to cooperate with his captors to avoid punishment.24 Alternatively, the source could have been a “double agent” (a supposed intelligence source who is really working for the country he appears to be spying on) from the beginning, as was noted above in the discussion of walkins.

Some of the most interesting and remarkable stories in intelligence history concern the use of double agents. For example, in what was called the “double-cross system,” the British succeeded in gaining control of, and running, the entire German human intelligence collection effort in Great Britain during World War II. From almost the beginning of the war, the British controlled all intelligence reports transmitted home by Germany’s supposed agents in Britain. Among other achievements, these reports helped deceive the Germans about the location and nature of the D-day landings in Normandy. Even as late as June 9, 1944, three days after D-day, a message from a British-controlled source was instrumental in retaining a German panzer division in the Calais area (to repel the supposedly imminent landing of a “main force” that in fact did not exist), thereby helping the real invasion force in Normandy to secure its foothold.25

Other problems derive from the nature of the target. The more effective and pervasive a target country’s internal security apparatus, the more difficulties it poses for human intelligence collection in that country. A government that maintains close control over international travel and communications, as well as over the movements, communications, and economic activity of its people generally, can make it extremely difficult for nonofficial cover, or “illegal,” intelligence officers to travel to the country, set up their “cover” activities, and operate without being detected. Official-cover officers can be subjected to intensive surveillance, making it hard for them to meet with citizens of the target country without being observed. The result is what is termed in U.S. intelligence jargon a “hard target” or “denied area,” a country in which intelligence activities can in general proceed only under official cover and then only with great difficulty.

Other targets pose particular troubles as well. For example, the collection of intelligence about terrorism is hampered by the relatively small, secretive, and tightly knit nature of most terrorist groups. (Similar considerations apply to human intelligence collection against organized crime.) To the extent that membership in these groups depends on long acquaintanceships, family ties, or previous criminal acts, it becomes very difficult to insert an intelligence source into them (in intelligence jargon, to “penetrate” them). Similarly, the loyalties existing within such a group (to say nothing of the discipline it can impose on its members) make it difficult to persuade an existing member to betray it.

The difficulties do not come to an end even if a source is inserted successfully into a terrorist group. To remain a member in good standing, the source must provide material support for, or participate in, terrorist actions. Yet most intelligence agencies feel obligated to put some limit on actions an officer or source can take to preserve his bona fides. At the same time, using the information provided by the source to warn against or otherwise thwart planned terrorist acts may make it clear to the terrorists that there is an informant in their midst, thus endangering the source’s life. Thus, it is often not until a member has been apprehended that an agency gets an opportunity to look into the inner workings of groups of this type.

Tradecraft

The particular methods an intelligence officer uses to operate and communicate with sources without being detected by the opposing intelligence service are known collectively as “tradecraft.” The most serious problem an intelligence officer faces is that the opposing side is likely to keep him under surveillance (that is, watch and follow him) to monitor his activities and identify those with whom he comes in contact. The officer’s task, then, is to determine whether he is under surveillance, and if so, to escape that surveillance long enough to contact sources or potential sources without giving away their identities.26

A technique for escaping surveillance that the CIA apparently teaches its officers is illustrated by the ruse employed by Edward Lee Howard, the cashiered CIA officer, to escape FBI surveillance in 1985. Returning home at night in his car, his wife at the wheel, and believing he was being followed by the FBI, Howard had his wife make a sharp turn at a dark intersection; immediately after she turned the corner, he opened the passenger-side door and rolled out. At the same time, Howard’s wife pushed up a dummy in his place, making it appear to anyone following from a distance that Howard was still in the car. She then drove home, entered the garage, and pulled down the garage door, leaving the surveillance team unaware that Howard had escaped their surveillance and was now able to move freely, without being followed.27

More typically, an officer may spend several hours traveling by a circuitous route to a meeting, taking several different forms of transportation. If he notices that the man who sits next to him on a westbound subway also happens to be on his eastbound bus, he may reasonably conclude he is being followed. The surveillance team may try to avoid discovery by using a relay system so the same individual is not tailing the officer all the time. The game of surveillance and counter-surveillance can be complicated almost indefinitely.28

Tradecraft also includes techniques for communicating with a source without having to meet with him or her at all. For example, an officer may unobtrusively hand a package or piece of paper to a source as they pass on the street (a “brush pass”). If done correctly, the maneuver may not be observed by the opposing side’s surveillance. The officer may place his briefcase on the floor next to his chair as he enjoys a drink in a café; the source takes the table next to his and places his own briefcase, identical in appearance to the officer’s, on the floor next to it. When the source leaves, he takes the officer’s briefcase instead of his own. Again, unless the surveillance has carefully watched the putting down and taking up of the briefcases, the switch may not be noticed.

Similarly, an officer may leave a note at an arranged location, such as in a hollow tree in the park; some hours later, the source retrieves it (a “dead drop”).29 If the officer places the note without being observed, anyone maintaining surveillance on him to determine his contacts will simply continue following him, not realizing that the meeting has in effect already occurred. Robert P. Hanssen, an FBI counterintelligence specialist recently charged with spying for the Soviet Union and then the Russian Federation for more than fifteen years, communicated almost entirely by means of “dead drops”; evidently, based on his own knowledge of FBI procedures, he considered that the safest method.30

Another precaution is for an intelligence service to avoid, if possible, meeting a source in the country against which he is spying. It is likely to be much safer to meet in a third country, where surveillance may be less vigilant or nonexistent. For example, the Soviet Union often preferred to meet particularly important U.S. sources, such as John Walker (who provided the Soviets with vast amounts of classified information relating to naval communications and operations) in Austria, a country that, although a Western-style democracy, was officially neutral in the Cold War.

The Walker case revealed how carefully the Soviets handle an important agent. Most of his meetings with the Soviets were in Vienna, Austria. . . . During these meetings Walker and his KGB contact would walk the streets[,] . . . [never using] a safe house to meet in, as his contact had come directly from Moscow and the Vienna rezidentura (residency, the group of KGB officers working out of a Soviet embassy) was unaware of the operation.31

In other cases, intelligence services operating against the United States have preferred to meet sources in Canada or Mexico. These are logical choices, given the ease with which Americans can visit these countries and the large numbers who do so. For example, CIA linguist and analyst Larry Wu-tai Chin, a longtime spy for the People’s Republic of China, made frequent trips to Toronto to be debriefed by his handler and to pass undeveloped film to him.32

Other classic means for intelligence officers and sources to communicate without having to meet in person involve “secret writing” and “microdots.” These techniques are useful in cases in which the officer and source have an innocent ostensible reason for communicating with each other but suspect that their letters are likely to be opened and read by the opposing side. To use secret writing, the officer or source would first write an innocuous cover letter. He would then write, typically using a specially treated piece of carbon paper, a secret message on top of the original letter. The message is invisible to the naked eye and becomes legible only when treated by a particular chemical agent known only to the intelligence service for whom the officer and source are working. Microdots are a second means of communicating; in this case, photographs are shrunk to microscopic size and hidden somewhere on the letter, perhaps under the stamp, the flap of the envelope, or on top of punctuation marks in typed letters.

Defectors

So far, the discussion has dealt only with intelligence sources who remain in place—that is, who report information while retaining the official position that gives them access to it. This is obviously the best situation from the point of view of intelligence collection, since it implies continuing access to information, as well as the potential to “task” the source to obtain specific documents or pieces of information that are particularly necessary or useful. But it requires that the communications between the source and his handler remain hidden, and it exposes the source to the risk of being caught.

In a denied area, these difficulties are magnified. As a result, human intelligence collection against such countries often depends heavily on defectors. From the intelligence point of view, these are sources who do not remain in place but rather flee their countries, typically illegally, and are granted asylum. In the post-World War II period, human intelligence collection by the West against the Soviet Union depended heavily on such individuals. For example, in the early 1950s, Western intelligence services had little success in recruiting Soviet intelligence officers. However, in 1954, in the space of four months, five officers defected to the West. These defections resulted in a wealth of information about Soviet intelligence operations in the decade following World War II. Through the defections, important new intelligence was learned about the KGB’s security practices and operational tradecraft, its efforts at breaking the codes of other governments, its penetrations of Western governments, and its involvement in assassinations.33 Similarly, the defection of Hussein al-Kamal, Iraqi dictator Saddam Hussein’s son-in-law, in August 1995 provided valuable information about Iraq’s covert program to develop biological weapons that had not been uncovered by the United Nations inspection commission (UNSCOM) during the previous four years.34

Despite their importance, defectors present the same problems as walk-ins. It is difficult to be certain that they are genuine defectors rather than loyal citizens sent out by their government to deceive the opposition. Some skepticism is obviously required in dealing with them, at least initially. The conflicting information provided by several major Soviet defectors to the United States—in particular, concerning the presence or absence of a highly placed Soviet mole in the American government—has never been completely sorted out; it bedeviled U.S. intelligence for a quarter of a century.35

TECHNICAL INTELLIGENCE COLLECTION

Technical intelligence collection (or techint, in U.S. intelligence jargon) refers to a group of techniques using advanced technology, rather than human agents, to collect information. Ultimately limited only by human ingenuity and the laws of physics, these techniques have for the most part involved long-range photography and the interception of various electromagnetic waves, although other phenomenologies are also exploited (for example, acoustic signals).

Photographic or Imagery Intelligence

Photographic or imagery intelligence (photint or imint), as the name implies, involves photography to collect intelligence. More specifically, it uses long-range photography to obtain images of places or things to which direct access is not possible. It began as aerial surveillance, which came into being almost at the same time as aviation itself.36

At the beginning of the First World War, in August 1914, the British Royal Flying Corps conducted aerial surveillance of the German troops advancing through Belgium.37 Once the initial period of movement ended and the German and allied armies faced each other along a continuous front from Switzerland to the North Sea, aerial surveillance was seen as a substitute for the cavalry reconnaissance patrols that could no longer roam the area alongside and behind the enemy army. As Brig. Gen. William Mitchell, the American apostle of airpower in the interwar period, wrote, “One flight over the lines gave me a much clearer impression of how the armies were laid out than any amount of traveling around on the ground.”38 From this it was a relatively short step to placing cameras on these reconnaissance planes and developing an aerial photoreconnaissance capability.

With the further development of aviation and photography, aerial photographic reconnaissance became an important source of intelligence information during World War II. It was used not only to track the deployments and movements of enemy forces but to follow major technological advances as well. Thus, the British used aerial photography, as well as other intelligence sources, to follow German technical developments, such as the radio-beam systems the Germans developed to guide their bombers to targets in England, new air defense radars, and the V-1 and V-2 missiles.39

So far, the examples given of aerial photoreconnaissance have all been from wartime; this is hardly accidental. In wartime the military incentive for conducting this sort of activity is greater, and the political obstacles to it are fewer. Not only is it more important to know what is happening in the enemy’s country during wartime, but alternative methods of learning about it are fewer. One cannot rely solely on reports from journalists, travelers, diplomats, or attachés; in general, press coverage is tightly controlled, borders are closed, and travel within the target country is restricted, even for the country’s own nationals and the nationals of neutral countries. At the same time, the international-law prohibition against overflying another country without its consent no longer poses a political obstacle.

Even so, the difficulties the United States faced in trying to conduct human intelligence collection activities against the Soviet Union during the years immediately after World War II led it to consider the possibility of using photoreconnaissance in peacetime. This interest was reinforced when in 1950 it was feared that the North Korean invasion of South Korea might be the prelude to a Soviet invasion of Western Europe. Given the paucity of human intelligence sources, the United States feared that Soviet preparations for such an invasion might not be detected. In addition, basic intelligence information about the Soviet “order of battle” (size and composition of the armed forces) was often lacking, and it was accordingly difficult for the American government to make reasonable judgments about what its own military expenditures should be.

An example of the lack of hard data on Soviet forces was the supposed “bomber gap” of the mid-1950s. The United States had very little information on Soviet plans or capabilities for building a strategic, or “heavy,” bomber (a plane capable of carrying a nuclear weapon over intercontinental ranges). But at Soviet Air Force Day ceremonies in July 1955, immediately before a “Big Four” (United States, Soviet Union, France, and Britain) summit meeting in Geneva, an American air attaché saw twenty-eight heavy bombers of a relatively new type fly over. It appeared that the Soviets had undertaken a crash program to build strategic bombers that would, given U.S. defense plans, open a significant gap—dubbed the “bomber gap”—between American and Soviet capabilities in this area. Yet, the attaché had been deceived by a simple ruse: he had seen not twenty-eight new bombers but a smaller number making multiple passes over the reviewing stand.40 Absent more reliable information, however, the attaché’s reporting became the basis for calls for increased American defense spending.

Various attempts were made to overcome this deficiency in knowledge about the Soviet military. One project, code-named “Moby Dick,” involved launching balloons in Western Europe equipped with downward-pointing cameras. The idea was that these balloons would then drift across the Soviet Union on the prevailing westerly winds until they reached Japan or the Pacific Ocean. At that point, their camera pods would be released in response to a radio signal and recovered. In reality, many of the balloons came down over the Soviet Union, enabling the Soviets to assess the camera’s technology. In any case, because of the random movement of the balloons over the vast landmass of the Soviet Union, the photographs developed from the recovered film probably yielded minimal intelligence.41

On July 21, 1955, at the “Big Four” summit, President Dwight D. Eisenhower proposed an “Open Skies” plan for mutual aerial surveillance of the United States and the USSR. According to this plan, the two countries would “give to each other a complete blueprint of [their] military establishments . . . from one end of [the] country to the other,” and each country would have the right to conduct aerial surveillance over the other’s territory as it saw fit.42 Eisenhower believed the plan would deter any attempt at launching a surprise attack; in his judgment, a potential attacker could not hope to achieve surprise if it were subject to unlimited aerial surveillance. The surveillance would also facilitate future disarmament agreements, since it would help determine whether the other party was living up to its obligations.

Eisenhower, however, was not willing to condition his plans for improved intelligence collection on Soviet agreement. Eight months earlier, on November 24, 1954, he had secretly approved the development of a new reconnaissance plane, the U-2, which could fly above the reach of Soviet fighters and surface-to-air missiles (SAMs). In addition, it was foreseen that photographic reconnaissance from satellites would become feasible.43 In any case, the Soviet premier, Nikita Khrushchev, rejected the “Open Skies” proposal, characterizing it as an attempt to legalize espionage. On June 21, 1956, Eisenhower secretly approved the first U-2 flight over Soviet territory.44

During the next four years, the U-2 flights, both over Soviet territory and along its periphery, yielded a rich intelligence return, providing the United States for the first time routine coverage of important Soviet military test facilities and bases. The Soviets lodged confidential diplomatic protests against the overflights, but they were at first unable to do anything about them. Yet it was just a matter of time before the Soviets developed some means to attack the U-2. On May 1, 1960, they succeeded in shooting down one of them, capturing the pilot, Francis Gary Powers, in the process.

Even before the U-2 incident, however, the United States had begun work on a satellite photoreconnaissance capability.45 Although this capability was openly discussed during its developmental stage,46 its existence was, during the early years, regarded as highly classified.47 This policy remained in effect until 1978, when President Jimmy Carter, wishing to assure the American people of the verifiability of the second SALT (Strategic Arms Limitation Treaty) treaty, publicly confirmed that the United States possessed a capability; its existence had been by that time an open secret for many years. With the end of the Cold War, the existence and identity of the National Reconnaissance Office (NRO)—the agency charged with “the research and development, acquisition and operation of spaceborne and airborne data collection systems” designed “to meet U.S. Government intelligence needs”—was declassified.48

The key to photographic reconnaissance from space is the quality and power of the optical equipment used to collect and focus the light reflected from objects on earth. Choosing the altitude at which the satellite will orbit involves a trade-off between the quality of the picture (other things being equal, the lower the orbit, the better the quality) and the length of time the satellite can remain aloft (if the satellite traverses the upper reaches of the earth’s atmosphere, the atmospheric drag will slow it down and cause it to plummet to earth). Other factors determining the orbit include requirements to maximize the ability to photograph certain parts of the earth’s surface and to position the satellite with respect to the sun so that photographs may be taken under optimal lighting conditions. A particular difficulty encountered by space-based photography is that the light must pass through the entire atmosphere, which tends to diffuse it, hence blurring the image. On the other hand, space-based cameras, unlike those on planes, are not exposed to the vibrations of a jet engine or atmospheric turbulence.49

Initially, all photoreconnaissance satellites used high-powered cameras that upon command from earth ejected the exposed film in a capsule; the capsule was recovered as it descended from space, and the film was developed and analyzed. For some purposes—such as following long-term trends or identifying and locating fixed military installations—the delay between the taking of the photo and its development and analysis was not a problem. The difficulty with the film-recovery system, however, arose in connection with targets that were mobile or events that were fast breaking. A few days’ delay, for example, might mean the difference between a surprise attack that was successful and one that was not.

To speed up the process, the film can be replaced by an array of light-sensitive semiconductors known as a charge-coupled device (CCD). As light hits one of these semiconductors, an electrical charge is produced proportional to the intensity of the light. By measuring the magnitude of these charges on the individual elements of the CCD and noting precisely where on the grid each element is, a processor can reconstruct from this information a picture either on film or in a computer terminal. Because there is little delay in transmitting that data electronically from space to a ground station, imagery taken of a target can be reproduced on earth virtually in “real time”—that is, with negligible delay.50

Despite this improvement, any photographic reconnaissance capability still depends on sunlight and the absence of cloud cover. To get around these limitations, other types of imagery, using radar or infrared waves (emitted by warm or hot objects), may be employed. For example, instead of relying on the sunlight naturally reflected from an object on earth to produce an image, a radar reconnaissance system transmits its own radio waves to the target area below, recovers the waves reflected by various objects and, by a complex process, converts that data into an image.51 By “illuminating” targets independently of the sun and using wavelengths that can penetrate clouds, fog, or precipitation, radar reconnaissance systems potentially provide a twenty-four-hour, all-weather imaging capability.

Similarly, another part of the electromagnetic spectrum, the infrared, can be used to detect objects that are hotter (or cooler) than their backgrounds. During the day, for example, infrared imaging allows one to distinguish real foliage (which has one heat “signature”) from most camouflage (which has another). At night, because objects heated during the day cool at different rates, an infrared system may enable an analyst to detect various kinds of objects and targets. For example, at nightfall, metallic objects, such as tanks, cool more slowly than the surrounding terrain or vegetation; this difference can be captured by an infrared imaging system, enabling one to locate those tanks at sundown.52

As impressive and potentially useful as these more exotic imaging reconnaissance capabilities may be, they have a major drawback—the quality of the imagery they produce. In general, the resolution (generally speaking, the size of the smallest object that can be detected) of photos taken with visible light is better than those taken by means of radar waves or some other part of the electromagnetic spectrum. For some purposes, such as the mass movement of troops, low-resolution imagery of a wide area may be sufficient. However, for other requirements, such as ascertaining the technical characteristics of a particular weapon system, greater precision is required. A key factor in effectively employing these different kinds of imaging systems is knowing what level of resolution is needed to answer the questions a government might have about its potential adversaries or battlefield opponents.

It has been a long time since space-based photoreconnaissance was the exclusive preserve of U.S. and Soviet intelligence. Additional countries have launched their own photoreconnaissance satellites for intelligence purposes, and as the relevant technologies mature, more and more countries may be able to do so, if they are willing and able to expend the necessary resources. Countries that have launched their own satellites or are actively considering the possibility of doing so include China, France, and Japan.53

A related development has been the development of photoreconnaissance capabilities for commercial purposes. In 1986, a French government agency launched a commercial photoreconnaissance satellite (Satellite pour l’Observation de la Terre [SPOT], or “earth observation satellite”) that offered ten-meter-resolution black-and-white photos for public sale. In 1999, Ikonos, a U.S. company, entered the market with one-meter-resolution photography; the company plans to offer even more precise photographs (half-meter resolution) starting in 2004, and it has already received U.S. government permission to do so.54 Other commercial reconnaissance services are offered or planned by companies or government agencies in Russia, South Africa, Canada, India, Australia, Israel, China, and Brazil.55

Signals Intelligence

Signals intelligence (or sigint) is the generic term given to the process of deriving intelligence from intercepted electromagnetic waves, generally referred to as signals. It may be subdivided according to the type of electromagnetic wave being intercepted:

• The interception of, and derivation of information from, foreign communications signals (radio messages) by other than the intended recipients is known as communications intelligence, or comint.

• The interception, processing, and analysis of foreign telemetry (radio signals that relay to engineers information from sensors on board a test vehicle concerning its flight and performance characteristics) is known as telemetry intelligence, or telint.

• The interception, processing, and analysis of noncommunication-related electromagnetic radiations coming from a piece of military equipment (such as a radar) while it operates are known as electronic intelligence, or elint.56

• In principle, any electromagnetic wave, emitted either as a necessary part or as a by-product of the functioning of a piece of electrical equipment, is subject to interception by a receiver that is properly placed, tuned, and sufficiently sensitive.57

Communications Intelligence (Comint)

Of these varieties of signals intelligence, the oldest is comint, which is practically contemporaneous with the use of radio for military and diplomatic communications.58 Through the end of World War II, comint (combined with cryptanalysis—the breaking of the codes and ciphers in which the valuable messages are transmitted)59 was, as far as available information allows us to judge, more important than any other source of intelligence for the major powers, both in peace and in war.60

One of the earliest publicly documented uses of comint was the effort by the British navy during World War I to gain advance warning of any bid by its German rival to venture out into the North Sea. In addition, at the beginning of the war, the British severed German-owned underwater telegraph cables that linked Germany with the Americas, Africa, and Spain. As a result, Germany’s diplomatic “cables” to those areas had to be sent by radio and were vulnerable to interception by British monitoring stations.61

Whatever the earlier successes, it was World War II that marked the heyday of British, as well as American, communications intelligence. Under the rubrics “Ultra” and “Magic,” German and Japanese communications were intercepted and decrypted, and vast amounts of accurate and timely information were made available to British and American political and military leaders. While measuring the precise extent of its impact on the course of the war remains a huge historical task, it is obvious that comint played an invaluable role in the Allied defeat of the Axis powers.62

One of the clearest cases in which comint’s contribution was crucial was the U.S. Navy’s victory over the Japanese at the Battle of Midway. Japan hoped to exploit its remarkable success at Pearl Harbor in December 1941 by seizing the strategically located island of Midway and, in the process, destroying what remained of U.S. naval forces in the Pacific. Had the Japanese plan worked, Hawaii would have been open to invasion, and the United States might well have had to seek peace on Tokyo’s terms. For the Japanese, a quick victory in the Pacific was vital, since fighting a protracted war with the more populous and potentially more powerful United States invited eventual disaster.

Unknown to the Japanese, U.S. Navy cryptologists in Hawaii were intercepting and decoding the Japanese navy’s encoded communications. As a result, American forces knew in advance Japan’s plan for attacking Midway.63 Armed with that intelligence, Adm. Chester Nimitz ambushed the Japanese naval armada north of the island on June 4, 1942, destroying four enemy carriers and virtually eliminating Japan’s ability to carry out further large-scale operations in the Pacific. The Battle of Midway was a decisive defeat for the Japanese and a turning point in the war; it ended any hope on Japan’s part that the war could be won quickly, if at all.64

While we would expect that a country’s most sensitive radio messages would be encrypted to protect their confidentiality, some areas of communications intelligence are independent of cryptanalysis. Because of the expense and difficulty involved, some radio traffic is not encrypted; for example, tactical voice communications, such as between airplanes and ground control stations, are often broadcast “in the clear.” In other cases, message traffic is not encrypted because it is believed, rightly or wrongly, that an adversary does not wish to, or cannot, intercept or (because of the large volumes of information involved) process it. For example, commercial traffic is typically not encrypted, although some of it could be of value to a potential adversary. Finally, one should not underestimate the importance of simple inertia: for example, the United States made only a belated response to the discovery that long-distance telephone traffic transmitted via microwave towers was being intercepted by countries from their various diplomatic sites in the country.65

In addition, a technique known as “traffic analysis” can derive useful information from fluctuations in the volume and other external characteristics of radio communications, even when the content of the messages cannot be understood. For example, if an army headquarters and its subordinate command posts exchange an unusually large number of messages, an analyst might conclude that an important operation is about to take place.66 Similarly, by means of “direction finding,” or “DF-ing”—a technique for determining the geographic origin of a radio signal—one can determine the location of the ship, plane, or command post that is transmitting it.

In World War II, for example, German submarines (U-boats) operating on the high seas used their radios to communicate with each other and with the naval high command on land. The German navy’s use of “wolfpack” tactics against the Allied convoys required a significant amount of signaling among the U-boats and their headquarters to coordinate and concentrate attacks. However, this left the submarines vulnerable to “DF-ing” by British and American radio intercept posts and by the warships escorting the convoys. While not as valuable as the actual decryption of German naval communications, Allied DF operations were an important intelligence tool in the Battle of the Atlantic. Combined with code breaking, they made it possible for many of the Allied convoys to avoid the German wolfpacks altogether, and as time went on, they assisted in American and British efforts to hunt and sink U-boats.67

While most comint involves interception of radio messages, messages being transmitted by wire also can be intercepted. This requires physical access to the wires and so is of less general application than comint involving radio traffic, although in particular cases it may be important. For example, wiretaps may readily be maintained on telephone lines to an adversary’s embassy or consulate in one’s own country.

On occasion it may be possible to gain surreptitious access, even outside one’s own country, to telephone or telegraph wires that an adversary is using. For example, in the divided cities of Vienna and Berlin in the early and mid-1950s, British and American intelligence managed to tap wires used by the Soviet military authorities. In Berlin, this involved elaborate secret tunneling from a point in the American sector of the city under the sector border to intercept cables running entirely within the Soviet sector.68

A related technique is the tapping of undersea cables used by an adversary. For example, in the 1970s, divers operating from a U.S. submarine were able to tap beneath the Sea of Okhotsk a Soviet undersea cable that connected the Soviet naval base at Petropavlovsk on the Kamchatka Peninsula with Vladivostok and Moscow. The divers attached a device that recorded the conversations; the recordings would be picked up during periodic visits to the site.69

By surreptitious means it may also be possible to gain access to the very equipment used in sending or receiving encoded communications. For example, a former British intelligence officer recounts his service’s success in compromising Egyptian diplomatic communications with the placement of an electronic listening device in close proximity to the enciphering machine located in Egypt’s London embassy. Posing as telephone repairmen, British intelligence officers were able to plant in a nearby phone a device capable of picking up the distinct sounds made when the Egyptians configured the machine’s initial settings. With this information, British code breakers were able to duplicate those settings on their own model of the widely used machine, and in short order they were breaking the enciphered Egyptian communications. Similar operations have involved the bugging of electric typewriters while they were being shipped to a country’s embassy.70

Technological advances in telecommunications have posed new problems for communications intelligence collection. Whereas the interception of traditional radio transmissions depends on the ability to place a receiving antenna of sufficient sensitivity at the right location, and the tapping of standard telephone lines is a matter of obtaining physical access, the interception of newer communication methods poses harder problems. For example, fiber-optic cables, which have been adopted commercially because they provide much greater bandwidth (that is, ability to transmit more information per unit of time), are also much harder to tap than the wires that they replace.71 Similarly, cellular telephones, despite the fact that they transmit via the airwaves, pose difficult problems because of the complex algorithms according to which individual phone calls are handled as the caller moves from one location to another.72

Telemetry Intelligence (Telint)

The other forms of sigint are newer than comint, and they reflect the expanding military use of electromagnetic phenomena. Telemetry intelligence, or telint, is similar in concept to comint except that the communications on which one is eavesdropping are between a test vehicle (such as a missile) and a ground station, and they consist not of words but the readings from various sensors and other on-board equipment. (These communications are known as telemetry—“measuring from afar.”) The values of such variables as the acceleration the vehicle is undergoing, the temperature at various points within the vehicle, the rates of flow of fuels, and so forth, taken together, give engineers on the ground a picture of what is happening on the test vehicle. This helps the engineers troubleshoot any problems that may have occurred during the test and perfect the vehicle’s performance.

At the same time, such information is obviously valuable to potential adversaries. If they can intercept and interpret these data streams, they will gain insight into new weapon systems when they are still in the test stage. (The analysis of telemetry data is a very challenging task; along with cryptanalysis, it is discussed in the next chapter as a type of intelligence analysis.) Thus, just as in the case of comint, the country conducting the test may seek to deny others access to telemetric information by broadcasting it back to ground stations in encrypted form. Alternatively, the telemetry data may be recorded and kept on board the test vehicle to be recovered and extracted later. This process, called “encapsulation,” secures the data against interception; however, it may be a risky procedure, since in the case of a catastrophic failure of the test vehicle, precisely when the telemetry data would most useful, the “capsule” containing it may be destroyed or hard to locate.

Electronics Intelligence (Elint)

Electronics intelligence, or elint, involves monitoring and analyzing noncommunication electromagnetic emanations from foreign military equipment. At its most basic level, elint enables a country to keep track of key elements of another country’s armed forces (such as its air defense radars, command and control centers, etc.), providing what is sometimes referred to as an “electronic order of battle.” The EORSAT (Elint Ocean Reconnaissance Satellite) system used by the former Soviet Union, and now Russia, is an example of this kind of monitoring. For years, these space collectors have been used to locate and track U.S. warships by intercepting the routine electronic (such as radar) signals emitted by the ships as they travel on the high seas.73

However, elint collection involves more than just detecting the presence of an emitter. By intercepting a radar signal, for example, one can determine various operating characteristics of the radar, such as its beam width (how much space it can scan at one time) and its maximum operational range. For example, the range of a radar that emits discrete pulses can be determined from the pulse repetition rate (the number of discrete pulses, or “bundles,” of radio waves emitted per second). Thus, British scientific intelligence during World War II was able to deduce from the fact that the German Freya air defense radar operated at a pulse repetition rate of five hundred pulses per second that its maximum range was three hundred kilometers.74

A more recent case of elint’s value was exhibited during Israel’s 1982 offensive into Lebanon. As the Israeli army moved into Lebanon in an effort to eliminate Palestine Liberation Organization (PLO) forces operating from there, the Israeli high command was concerned about a possible attack on its flank by a concentration of Syrian troops and tanks in the Bekaa Valley in eastern Lebanon. Protecting those forces was an array of Syrian SAM batteries. Using small, pilotless, slow-flying drones, the Israelis were able to trick the Syrian batteries into turning on their fire control radars, by having the drones emit signals that made them appear to be planes; the Syrian emissions were then collected by a second set of drones. Based on this information, the Israelis were able to determine the operational characteristics of the SAM radars and pinpoint their locations. As a result, within a few short hours, the Israeli air force was able to destroy virtually all the Syrian batteries, gain uncontested control of the sky over Lebanon, and eliminate any serious possibility that the now exposed Syrian forces would join the battle on the side of the PLO.75

Measurements and Signatures Intelligence (Masint)

The possibilities for technical intelligence are limited only by the laws of physics and human ingenuity. In addition to photint and sigint, other techniques have been used to collect intelligence. These have been grouped together under the heading of measurements and signatures intelligence, or masint, although they do not have much in common with each other (aside from their being neither photint nor sigint).76

For example, special sensors have been developed to detect and characterize nuclear detonations. These include seismometers, which measure the shock waves associated with underground nuclear tests; devices to detect the radioactivity associated with nuclear materials or the fallout of above-ground nuclear tests; and sensors for the remote detection of the flashes of light produced by above-ground nuclear tests.77 A different kind of sensor, sonar, uses another natural phenomenon, sound waves, to detect submarines under the ocean’s surface; aside from its location, other characteristics of the submarine may be determinable from an analysis of the sounds it emits or reflects.78

Platforms for Intelligence Collection

In public discussion and in our survey so far, the emphasis has been on collection by satellite-based systems. Satellites have the obvious advantage of being able to overfly any part of the world, without respect for international boundaries.79 For this reason, they are particularly valuable for collecting intelligence against countries to which other forms of access are effectively barred by their isolation and strict security measures. However, they have certain drawbacks as well:

• They are, in general, much more expensive than other reconnaissance platforms.80

• They cannot get very close to their targets (satellites in low earth orbit generally remain at altitudes well above a hundred miles, while those in geostationary orbit must be at an altitude of 22,400 miles).

• They are relatively useless a large part of the time even if their orbits are calculated to maximize the intelligence they gather (in other words, a photographic reconnaissance satellite that earns its keep by taking pictures of Russia or the Middle East must nevertheless, because of the laws of orbital physics, spend a great deal of less productive time over the Southern Hemisphere as well).

• Their orbits are predictable, so the adversary may be able to warn his troops and sensitive installations of when they will be vulnerable to observation by a reconnaissance satellite.81

Thus, while the advantages of space reconnaissance are many and substantial, other kinds of platforms continue to play important roles in the area of technical collection. Airplanes, for instance, can fly missions along the periphery of an adversary’s territory; they can intercept communications that cannot be intercepted from space; they can take pictures of areas near territorial boundaries, while remaining safely out of the target country’s airspace; and they can intercept radar signals from the adversary’s air defense radars, some of which may have become active precisely to determine the airplane’s course. Pilotless aircraft (unmanned aerial vehicles, or UAVs) may be used in areas where enemy air defenses pose an unacceptably high risk to pilots and crew of manned vehicles. Aircraft have many advantages (corresponding to the disadvantages of satellites listed above): they are cheaper than satellites, they can get closer to their targets, they can hover over areas of interest, and, perhaps most important, their trajectories cannot be predicted.

In the 1990–91 Gulf War, AWACS (Airborne Warning and Control System) and J-STARS (Joint Surveillance Target Attack Radar System) surveillance aircraft flying behind American lines allowed U.S. commanders to track and target Iraqi air and troop movements on virtually a real-time basis. J-STARS in particular provided critical data on the disposition of Iraq’s ground forces just prior to the start of the coalition’s offensive, reassuring the coalition that its surprise maneuver around the enemy’s right flank would go virtually unchallenged. During the Battle of Al-Khafji on January 29, 1991, J-STARS detected an Iraqi convoy of follow-on forces moving south from Kuwait City. This information was immediately passed to coalition commanders, who ordered air strikes against the advancing Iraqi troops. Within hours, fifty-eight of the convoy’s sixty-one vehicles had been destroyed.82

The NATO operation in Kosovo in 1999 (Operation Allied Force) saw an “unprecedented” used of UAVs for reconnaissance purposes, “reducing the need to send manned aircraft into hostile airspace.”83 The flexibility of UAVs was underlined by the following observation by senior U.S. officials: “While a significant number of UAVs were lost, their ability to loiter over hostile territory enabled them to provide surveillance information unavailable otherwise and avoided the risk of losing aircrews. Moreover, UAVs are designed deliberately to be expendable, with acceptable cost a higher priority than survivability.”

Platforms other than aircraft can also be useful for technical intelligence collection. Vans and trucks can clandestinely monitor communications and signals of military, diplomatic, or scientific installations while parked nearby. Similarly, ships can intercept radio signals from off an adversary’s coast. Seaborne or ground-based radars, if they can be located close enough to a site where test missiles are launched or where warheads reenter the earth’s atmosphere, can track an adversary’s missile flight tests and determine some of the missile’s characteristics. Ground-based sites, depending on location, also can be used to intercept various radio signals, including even signals that may have inadvertently bounced off the surface of the moon.84 Finally, miniaturization of listening devices and other sensors allows intelligence services to collect technical intelligence when a human agent can get close enough to the target and surreptitiously “plant” the sensor.85

In short, collection platforms can range from the mundane to the exotic. For a modern, technologically advanced intelligence community, the decision about which platforms to use and in what combinations is principally a product of two assessments: Which platforms can best collect the desired intelligence? Second, what are the relative costs and risks involved in using particular platforms?

COMPARISON OF HUMINT AND TECHINT

Over the years, there has been a continuing debate in the United States concerning the relative importance of humint and techint. On one side are those who view technical intelligence as primary and as likely to keep increasing in relative importance as technology advances; on the other are those who think technical intelligence has been overemphasized at the expense of traditional espionage and that it is necessary to right the balance.

Perhaps the most striking contribution to the debate has been the spirited defense of techint’s primacy in the memoirs of Adm. Stansfield Turner, President Carter’s director of central intelligence (DCI):

Now that we have technical systems ranging from satellites traveling in space over the entire globe, to aircraft flying in free airspace, to miniature sensors surreptitiously positioned close to difficult targets, we are approaching a time when we will be able to survey almost any point on the earth’s surface with some sensor, and probably with more than one. We can take detailed photographs from very long distances, detect heat sources through infrared devices, pinpoint metal with magnetic detectors, distinguish between barely moving and stationary objects through the use of Doppler radar, use radar to detect objects that are covered or hidden by darkness, eavesdrop on all manner of signals from the human voice to electronic radio waves, detect nuclear radiation with refined Geiger counters, and sense underground explosions at long distances with seismic devices. Most of the activities we want to monitor give off several kinds of signals. Tanks in battle can be detected by the heat from their engines, the magnetism in their armor, or photographs. A nuclear weapons plant emits radiation, has a particular external physical shape, and receives certain types of supplies. One way or another, we should soon be able to keep track of most activities on the surface of the earth, day or night, good weather or bad.86

The sheer technological prowess involved in creating these sorts of technical collection devices is indeed breathtaking. Nevertheless, admiration for the technology can easily lead to an overestimation of what techint can accomplish and a concomitant depreciation of human intelligence. In the United States, this view was particularly prevalent during the middle and late 1970s; since that time, however, humint’s importance has received renewed recognition.

The strengths of techint are well described in the passage quoted above. Technical intelligence was indispensable to the United States for the collection of the major part of the information it obtained about the Soviet Union. It should be noted, however, that in many other countries a large part of such information is publicly available. Information about the size and general composition of the armed forces and the development of major new weapon systems, for example, is available in most countries from official (especially budgetary and parliamentary) documents. However, elaborate and costly technical intelligence methods were required to collect such information about the Soviet Union, because of the regime’s pervasive secrecy on military issues in particular, and national security affairs in general. Much of the technical collection effort that was developed over the years was devoted to countering the effects of this secrecy.

Nevertheless, since the collapse of the Soviet Union and the Warsaw Pact, the number of “hard targets” has been substantially reduced and, with it, the need to rely so heavily on technical collection for the bulk of intelligence. Of course, closed societies still exist, and some of them, such as North Korea, are of major intelligence interest; in this case, the heavy reliance on techint is likely to continue. A more interesting case would be that of the People’s Republic of China, which remains a difficult country in which to conduct espionage but that is vastly more open in terms of travel and communication than the Soviet Union ever was.

Moreover, with respect to many of the categories of information that all countries keep secret—such as political and military intentions and plans— human intelligence collection always was, and still is, required. Proponents of humint stress that despite technological progress, traditional espionage remains necessary to provide information about the intentions, political activity, and strategic concepts of an adversary’s leadership. Technical intelligence, for example, clearly showed Iraq’s army massing on the Kuwaiti border in July 1990; what it could not illuminate was Saddam Hussein’s intention: Would he invade Kuwait, or was he trying to scare it into making financial concessions? By contrast, one well-placed agent on the Polish army’s general staff was able to report on the Polish government’s secret decision in late 1981 to impose martial law in order to crush Solidarity, the independent labor movement.87 In short, understanding the adversary’s intentions, his strategy, and his perception of the situation in which he finds himself is often the most important intelligence information we could have.

Interception of communications among the adversary’s political and military leadership (high-level comint) can also provide intelligence of this sort; it would be similar to having a human agent with excellent access to the adversary’s leaders. Obtaining this information through comint, however, is much more difficult than the Turner statement suggests. First of all, an adversary may be expected to encrypt its most sensitive communications. In this connection, it should be noted that human intelligence collection can be useful and even critical in this regard as well: it can provide codebooks or other information that facilitate the decrypting of messages. For example, in the early 1930s, French intelligence obtained from an agent in Germany important information about the German coding machine known as “Enigma,” including instructions for its use, some details of its construction, and the “keys” specifying how the machine was to be configured on a daily basis. This information was shared with the Polish intelligence service, which achieved major cryptanalytic breakthroughs that formed the basis of the eventual British success with Ultra during World War II.88

Second, most comint capabilities can be defeated by keeping messages off the air—that is, transmitting them via wire instead. Intercepting “landline” messages requires gaining access to the wires, which is likely to be difficult in most cases. Furthermore, as already noted, wires are being replaced by fiberoptic cables, which use coherent light (laser beams) to carry messages and are far less vulnerable to wiretapping.

In addition, all types of technological intelligence collection, including comint, suffer from a potential “embarrassment of riches.” Because of the global reach of the technical collection systems, there must be some method by which they are told which targets to observe and which to ignore.89 While it may be correct that “we [soon] will be able to survey almost any point on the earth’s surface with some sensor,” no one could survey them all at the same time, and even if one could, one would not be able to process and analyze all the data the sensors could collect.

Thus, the existence of technical capabilities like those described by Turner does not imply that nothing of importance on the earth’s surface can escape the notice of a well-equipped intelligence service. As became evident from inspections conducted after the Gulf War, American technical collection before the war had not been, in and of itself, sufficient to keep track of Iraq’s effort to build a nuclear weapon.90 The issue is not whether technical collection is valuable; obviously it is. Rather, the point is simply that the earth is a large, diverse, and in some areas, busy place. Accordingly, much depends on the ability to target sensors appropriately. Human intelligence collection can provide the essential first indication that something of interest is occurring or will occur at a given location. This makes it possible to target the technical systems on that area. Without such clues, the systems would be less efficient and might miss important developments either for long periods or altogether.

A human intelligence source can also provide the clues necessary to interpret the raw data gathered by a technical collection system. Even with a good picture of a building, for example, an intelligence analyst may not be able to determine its function. However, a human source familiar with it may be able to explain that the presence of a certain detail, not otherwise remarkable, indicates that the building was designed for a specific purpose connected with a specific military program. Without the human source, the detail might not have been noticed or its significance understood. But once this “signature” is recognized, pictures of similar buildings can be examined to see if the same detail is present.

In a number of cases, however, the signatures of possible collection targets are getting more difficult to identify or, if identifiable, to track. In some instances, this is because targets have gotten smaller, more mobile, or have gone underground. In other cases, this is because the activity that is of intelligence interest (such as biological or chemical weapons research) is not readily distinguishable from related but legitimate functions (such as the production of pharmaceuticals or pesticides). In addition, it may be possible in some instances to eliminate key telltale signatures altogether. After the Gulf War, for example, the UN team sent to Iraq to find and dismantle that country’s nuclear weapons facilities discovered that Iraq had carefully constructed many of the buildings in the program to avoid detection by satellites and other technical collection systems. Some had been built to prevent radioactive emissions, while others had been designed to draw as little attention as possible to themselves, by aping the physical appearance of legitimate industrial plants. Apparently, it was not until an Iraqi engineer knowledgeable about Saddam Hussein’s effort to build a bomb defected after the war that these facilities were identified as belonging to Iraq’s nuclear weapons program.91

With respect to some kinds of intelligence information, however, the problem of correctly targeting technical intelligence collection systems may be virtually insoluble. For example, humint is likely to be necessary to collect crucial information about nongovernmental targets (such as terrorist organizations) that lack the fixed facilities or communication networks that are vulnerable to technical collection. In other words, the fewer known locations that a group can be associated with, the harder it is to target technical sensors on it. Intelligence collection against such groups is likely to depend heavily on the ability to infiltrate the group or to recruit its members as informants. If groups of this sort become important intelligence targets, human intelligence collection will become more important as well.

Humint and techint, then, can serve complementary roles; separately, they can provide distinct kinds of information. The collapse of the “Iron Curtain” has, of course, eliminated the original reason behind the development by the United States of a sophisticated system of technical collection. However, continuing obligations to monitor the arsenals of other states, especially states with closed societies and active programs to develop weapons of mass destruction, along with a growing demand from the American military for technical intelligence to support its operations, suggests that a substantial shift away from technical intelligence collection is not likely. On the other hand, requirements for intelligence on new states, new political actors, and new concerns are perhaps best addressed by human collection. While the correct mix of humint and techint will be, as it has been in the past, a matter of debate, there is little doubt that a global power like the United States will continue to require both.

This discussion of humint and techint has addressed their relative importance in strategic intelligence—intelligence directed at national-level decision makers. However, it is also important to note that advances in telecommunications and computing capability have made it possible for the information collected by techint systems (including those developed for national-level purposes) to be made available to commanders on the battlefield in real time—or at any rate, sufficiently quickly to be useful for tactical purposes. This development is still in its early stages, but it promises to become an important use for techint systems.92

OPEN-SOURCE COLLECTION

Publications and Broadcasts

No discussion of intelligence collection would be complete without reference to the gathering of information from open sources—that is, newspapers, books, radio and television broadcasts, the Internet, and any other public source of information.

The importance of open sources in the intelligence process is a matter of dispute and is ultimately tied to basic questions about the nature of intelligence. One view, exemplified by Sherman Kent, is that the bulk of “high-level foreign positive intelligence . . . must be through unromantic open-and-above-board observation and research.”93 The more traditional view, on the other hand, is that while open sources may provide important context and background, the key facts, such as an adversary’s specific intentions, must be obtained primarily, if not solely, from nonpublic sources, by means of espionage or technical collection.

This question is discussed at length in chapter 7. At this point, the focus will be on the various uses to which open-source information can be put. For example, a standard task of military intelligence officers has been to prepare vast compendia of information concerning countries in which future military operations may have to be conducted. Such compendia ideally include all information that might be useful to a military staff. Information concerning the country’s geography, its communications and transportation networks, key military and economic facilities, and so forth would have to be included in sufficient detail to allow the planner to make a wide range of decisions, such as determining how quickly troops and supplies could be moved from point A to point B.

Except in the case of the most secretive countries (such as the former Soviet Union, which admitted in 1988 that it had falsified maps as a security measure),94 much of this information will be available in open-source literature: road and railroad maps and timetables, newspaper and magazine articles, government economic and statistical reports, and even old travel guides. Collecting and cataloging it are other matters. Huge amounts of information are involved, and the resources needed to collect it for every relevant country are unlikely ever to be available. If, as discussed in the next chapter, the U.S. military force that invaded Grenada in 1983 was not supplied with adequate maps and other information about the island, this was not due to any difficulty in collecting the information but rather to the failure to allocate sufficient resources to what had probably seemed to many a small, out-of-the-way island.

Similarly, a vast profusion of statistical sources throughout the world publish economic data. Deciding what should be collected, however, requires some sense of what intelligence requirements are likely to be. Economic data may be needed to support the formulation of policy on international trade or economic sanctions, to deal with the effects of shortages and international cartels (such as the Organization of Petroleum Exporting Countries), and so forth. Other kinds of economic data, such as might result from the monitoring of cash flows, could shed light on the international drug trade. Finally, economic intelligence may be needed to support political and military analyses. During World War II, for example, economists of the Office of Strategic Services, or OSS (working for the U.S. air staff in Europe) employed a wide array of largely unclassified economic data to help plan a strategic bombing campaign; the goal was to destroy the parts of the German industrial infrastructure—such as oil and ball bearing plants—that were believed to be vital to sustaining the Nazi war effort.95 In more recent times, predictions of Soviet behavior in the late 1980s were dominated by questions of how its economic situation would affect other areas of policy. Each of these intelligence requirements calls for different sorts of economic data.

In addition to these obvious types of open-source materials, intelligence analysts require the same sorts of information—speeches by prominent political figures, texts of laws and resolutions, census and other demographic data—that would be required for any academic analysis of the political or social conditions in a foreign country; indeed, the end product may be similar.

Depending on the available resources, an intelligence agency may be able to collect specialized data in amounts that would overwhelm an academic researcher. For example, an important technique for understanding the policies and policy-making processes of “closed” political systems involves tracing the careers of a large number of individuals to determine which midlevel officials are the protégées, or “clients,” of which senior executives. Once these patron-client relationships have been identified, an analyst can, by noting the promotions and demotions of the clients, determine the relative standings of their high-level patrons. To do this, however, requires the collection and maintenance of an extensive biographical data base. It would involve scanning all major newspapers and news broadcasts; recording every news item that indicates the promotion, demotion, or transfer of an official or that links two officials; and computerizing the resulting data base to make it useful for researchers. A scholar, even an academic institute, might be hard pressed to undertake such a task.96

Diplomatic and Attaché Reporting

Another means of collecting information—one that might be regarded as a composite of humint and open source, because it is obtained by human agents but in a straightforward and aboveboard manner—would be the reports diplomats and military attachés file concerning events in the countries to which they are posted. Indeed, the line between diplomat and intelligence officer has not always been clear-cut. As one historian of diplomacy primly puts it, “Ambassadors sometimes readily crossed the nebulous line between legitimate gathering of information and espionage and other ill-reputed activities.”97 But even today, when the two functions are separate, diplomatic reports on the political situation in the host country can be important inputs to any political analysis. A diplomat who has good access to major political figures in a country or a sophisticated appreciation of the country’s history and political makeup should be able to provide insights into the internal political situation that would not be found in the media.98

Similarly, military attachés, to the extent they have access to military officers of their host country, can gain insights into its military establishment, such as the personalities and competence of the leading military officers, as well as their characteristic ways of thought, views on military doctrine, and relations with the civilian leadership. In addition, attachés may be invited to observe military exercises or attend reviews or ceremonial occasions where new military equipment is paraded or flown. They also may be able to travel in the host country and thus observe airfields, harbors, and other military and civilian installations of interest.99

Other Overt Human Sources

Diplomats and attachés are not the only foreigners who visit countries and report their observations. For example, the 1987 agreement between the United States and the USSR on the elimination of intermediate-range and shorter-range missiles (the INF Treaty) and, more recently, the Strategic Arms Reduction Treaty (START) provides that each party send inspectors to specified military facilities of the other party to ascertain whether the country is complying with the treaty’s terms. The inspectors have greater access to those facilities than attachés or other visitors would have. Obviously, their reports will contain valuable information concerning their host’s military forces.

Similarly, businessmen, scientists, and other travelers learn information about the countries they visit—information that while not officially secret is not available in the public media. Whether this information makes its way to their country’s government depends, in a country whose citizens do not need special permission to travel abroad, on the willingness of such travelers to report it. But the general increase in international trade, travel, and research has meant that the opportunities for such overt human collection have grown substantially in recent years.
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