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            Hey, can you hold still for a second? This book is electronically scanning your right
                eye to figure out your security clearance. (You’ve heard of e-books, right?) 

            
                [image: Danger Is My Nickname]
            

            While it’s doing that, let me tell you about my spy credentials. First, I am an
                expert in sabotage (SAB-uh-taj), the art of
                destroying or damaging things for spy-ish reasons. My list of accomplishments
                includes derailing a toy train and blowing up a pumpkin. 

            Furthermore, I can kill with my bare feet (although I prefer not to step on
                caterpillars if I can help it). And while I can’t confirm or deny any more details
                on my background, I can tell you that I’m a
                writer...and trust me, writers are spies! The difference is that a writer wants to
                discover secrets and then share them with everybody. A spy wants to discover secrets and share them with
                    nobody (or sell them to a high-paying
                client). 

            Hey, it looks like this book’s eye-scan is done, and—uh-oh: you’re not cleared for
                    any top secret material at all! That’s
                too bad. So please stop reading right now. 

            Did you hear what I said? 

            Well, I guess THAT’s not going to work. 

            Wait! By continuing to read despite my threats, you’ve proven your interest in
                discovering hidden secrets. And that’s good enough for me! After all, “learning
                secrets” is why most spies get into spying. Because being “one up” on everyone else
                is pretty cool. 

            Of course, not all spies want to be cool. Some just don’t have any choice! For
                example, in 1993 a man named Bin Wu was arrested for trying to smuggle night-vision
                equipment out of the United States and into China. But here’s what’s amazing: Bin Wu
                    hated the Chinese government! In fact,
                Bin Wu had been arrested for protesting against China’s policies. After Bin Wu was
                arrested, he was given a choice: either work as a secret agent for China or go to
                prison for a long time. (Guess which one he picked?) 

            
                
                    Spies: The Exception to the Rule 
                

                Guess what? Many people automatically dislike anyone who has the word “agent” in
                    his or her job title. Literary agent, talent agent, chemical agent...we hate ’em
                        all! Do you know the only exception to this? Secret agents!

            

            According to this book’s electronic scan, you’re also an honest person. So maybe you
                don’t think you’re cut out for spying. Think again! If you’ve read this far, you’re
                almost ready to trade in your goody-two-shoes for spy boots with poison gas
                canisters hidden in their heels. And then you’ll be ready to do something really glamorous, like writing up spy reports. 

            Nobody knows what the first spy report was. But the oldest one we know of was written
                4,000 years ago on a clay tablet somewhere in what is now Iraq. (It was a secret
                plan to watch for fire signals on the Euphrates River.) 

            My guess is that the actual oldest spy report
                was from hundreds of thousands of years ago and went something like this: 

            “Commander Thok, I am ready to give my report.” 

            “Go ahead, Agent Boomp.” 

            “I saw Reegu collecting shells!” 

            “Good work!” *pause* “Uh, why do you think
                Reegu was doing this?” 

            “Maybe he wants to start using the shells for money?” 

            “But that would totally destroy our current system of buying and selling items using
                very small rocks!” 

            “Perhaps he just thinks seashells are pretty.” 

            “They are, aren’t they? I especially like the curly ones with the blue insides.”
                    *pause* “But we should probably hit Reegu
                over the head with something hard just to be safe.” 
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            As we have learned from the cavemen, spying is very exciting! It combines danger,
                secrecy, and the potential for making really
                big mistakes. And in modern times, spies get to wear cool sunglasses! 

            Why Spy? 

            But cool sunglasses alone don’t explain spying. The fact is that every nation wants
                to protect its borders and its citizens. Here are three ways nations can do this: 

            
                
                    	
                        Make treaties with other countries. 

                    

                    	
                        Have a military. 

                    

                    	
                        Spy! 

                    

                

            

            While I don’t know for certain that cave people used spies, ancient civilizations
                did. For example, Greek mythology had the story of the demigod named Prometheus
                (pro-MEETH-ee-us). He stole secret technology (namely, fire) from the head god, Zeus
                (zoos). Then Prometheus gave this classified information to the humans. Finally,
                after getting caught, Prometheus was sentenced to having his liver eaten by an
                eagle. Just like spies today! 

            And in between screams, I’ll bet Prometheus would have agreed with the words of
                ancient Chinese leader Sun Tzu: “An army without secret agents is like a man without
                eyes and ears.” 

            Hey, did you hear that? “Eyes and ears.” So
                    that’s why spies need sunglasses (and
                earpieces). 

            Okay, now we understand why nations have spies. But I have to point out something
                before going onward. People like me love to learn about the secrets and failures of
                spies throughout history. But for every flub or mistake that a spy or spy agency
                makes, there are countless times when they save lives, foil enemy plots, and
                otherwise do exactly what people hope they
                will do. 

            So why don’t we hear more about spies saving the day? Because these successes are
                SECRET! The CIA (Central Intelligence Agency) even has an unofficial motto: “Our
                failures are publicized. Our successes are not.” So don’t think that all spies are
                dangerous, bumbling nincompoops...because only some of them are. 

            And the spies who are really good at their jobs are the ones you’ll NEVER hear about.
                (Like me!)

        

    “Ethical Issues”? What Are Those?



I’ll admit it. This book is steeped in treachery, lies, and deception.[1] Look, a spy has to deceive other people. It’s even in
        the job description: “Spy—a person who secretly collects information on an enemy
        or competitor.” (One former agent told me that a three-word motto for his job was
        “Befriend and betray.”) 
In order for a spy to secretly collect information, he or she will use many, many forms of
        trickery, starting with lying! In fact, you could say that a spy is a
            professional
        liar. But while you may believe lying is always wrong, sometimes
        telling a lie can prevent something awful from happening. This means that lying and
        deception can be necessary—and even good! Here’s what I
        mean: 
Bad deception—A spy who’s working for a
        private agency sneaks his way into a job with a corporation. There he learns of a new, top
        secret cure for baldness. The spy steals the formula and sells it to a rival corporation for
        millions of dollars. Meanwhile, the original inventor of the baldness cure (my hero!)
        doesn’t get a penny. 
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Good deception— Using a secret identity, a
        government spy sneaks his way into a terrorist group. There he learns of an upcoming attack
        on his country. He warns the authorities, and the lives of innocent people are saved! 
But the lines between bad and good deception are not always so clear. The world of spying
        can be so tricky and murky, it’s been called a “wilderness of mirrors.” So
        that makes having a strong moral sense of right and wrong one of the most important traits
        of a spy. Of course, “right” and “wrong” can depend on a
        person’s point of view and what country they come from. 
During the Revolutionary War, American agent Nathan Hale had a friend who thought
        spying was always disgraceful. Hale said something like this to him:
        “Anything done for the good of the majority is honorable because it’s
            necessary.”
        And this leads us to the age-old question: When does the end
        (the outcome, or result) justify the means (the method, or spying)? Put
        another way, what makes it okay to do something illegal (the means) for
        the sake of helping a nation (the end)? 
Imaginary Case in Point I
The neighboring nation of Piddlehinton is on good relations with your homeland. But your
        spymaster informs you that Piddlehinton might have plans to invade your country. If
        you’re willing to go on the mission, you can go to Piddlehinton and steal those
        invasion plans! 
Should you go? Is that the right thing to do? 
If you say “yes,” that means you would be committing a crime of theft against
        a country that has done no harm to yours. In fact, you’d be stealing something from
        one of your country’s allies. 
But let’s say you go through with this theft anyway. As you stick the secret
        invasion plans down your black turtleneck, a security guard shows up. What would you be
        willing to do to protect the invasion plans? 
	Surrender 

	Try to knock out the guard 

	Use your ninja throwing stars on the guard. 



If you chose b or c, you’d be attacking a
        person who is trying to stop a crime. Uncool! 
Of course, we could turn this around. What if a spy from Piddlehinton were trying to steal
        top secret invasion plans from your country. Remember, this spy would
        be doing exactly what you were going to do! 
Would you try to stop him? Capture him? Throw ninja stars at him? 
Imaginary Case in Point II
Ooh, I have an even tougher dilemma! Let’s say your country and Piddlehinton are
        already at war. War is hard on more than just the soldiers. And you’ve heard that some
        of the people of Piddlehinton have been dying of disease. 
Through your spy network, you catch word that Piddlehinton agents are smuggling supplies
        into the country. While investigating, you find a group of women and children that are about
        to cross the border into Piddlehinton. 
At first, this seems okay, but then you notice that all of the children have dolls.
        You’ve always been secretly afraid of dolls, so you have an agent take a closer look
        at them. The agent finds that all of the children’s dolls are filled with...medicine! 
What do you do? On the one hand, this medicine is headed to an enemy country. On the other
        hand, it will probably be used to help innocent people. Are you going to take the medicine
        away and arrest a bunch of women and children? 
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This actually has happened before. During the Civil War, secret
        agents smuggled medicine into the South using dolls. These were sometimes found by Union
        soldiers, who had to decide what to do with the dolls. (Playing with them was
            not an option). 
Do you see how complex the world of spying can be? It’s a BIG complex world, too,
        because every single nation has spies. Even Vatican City, a country with fewer than 1,000
        citizens, has at least one spy! 
Nations usually send their spies to both friendly and unfriendly countries. That’s
        because a friendly country might have better secrets than an enemy. And there is always the
        chance that a friendly country might become an unfriendly one...so,
        better safe than sorry! 
The United States and many other nations have secret agents in every
            other nation in the world. And all U.S. agents have permission to
        spy wherever they are, except for the American agents in Great Britain,
        Canada, New Zealand, and Australia. These countries (and the U.S.) are known as the Five Eye
        allies, and they have a “you don’t spy on us, we don’t spy on you”
        agreement with each other. 
Most nations in the world accept the fact that CIA agents are running around in their
        country. And in many cases, they’re happy to have the spies! That’s because CIA
        agents might find out some good information and then share it with
        those countries. The United States often returns the favor by allowing foreign spies within
        its borders. 
It’s a tricky problem! 
It’s hard to prove that friendly countries really aren’t spying on each
            other. As one agent said, “How would you verify it—by spying?”

Our Role Model: Sir Francis Walsingham 
Is it even possible to be a good person and also a good spy? Maybe. Sir Francis Walsingham
        (c. 1530–1590) created England’s first spy agency. In his 20 years of leading a
        team of more than 70 secret agents, Walsingham protected Queen Elizabeth from assassins and
        England from invasion by Spain. 
In all the time Walsingham ran the spy agency, he never once used it for his own benefit.
        In fact, Walsingham paid his spies himself, out of his own pocket. (Trust me, that’s
        impressive.) So, although Sir Francis Walsingham cheated, lied, and spied for his nation, he
        was actually an honest man! 
We can see that even in the world of spying, there are rules. And that brings us to
        traitors. A traitor is someone who betrays his country. Someone like John Walker. He was an
        officer in the U.S. Navy who sold over 250,000 secret documents to Russia. 
When Walker was arrested in 1985, it seemed clear that he was a traitor. Not only did he
        sell his nation’s secrets to a rival nation, he hadn’t even been recruited.
        Walker just walked into to the Russian embassy and asked if they needed secrets! (Walker was
        given life in prison.) 
Then there’s the case of Jonathan Pollard, a U.S. intelligence officer who stole
        more than one million pages of classified material. Pollard sold those
        papers to a nation that is a FRIEND of the United States, namely, Israel. Is that just as
        bad as what Walker did? (Pollard was also given life in prison.) 
What do we call a person who gives his nation’s secrets to the
            public? In 2010, a U.S. Army intelligence analyst named Bradley
        Manning was arrested for leaking a video. The video showed the crews of two American attack
        helicopters firing at a group of mostly unarmed people in Iraq. (Eleven people were killed
        in the attack, including a news photographer.) 
Manning gave this video and thousands of secret messages to a website called WikiLeaks.
        (It’s an online source of information that governments and corporations would prefer
        to keep secret.) Manning wanted ALL of this material to be made public. Was it because he
        wanted to betray his country? Or did he have an honest desire for people to know the truth?
        (This kind of person is called a “whistleblower.”) If he was, in fact, a
        whistleblower, does that make Manning a traitor or a hero? Or something in between? 
NOT Our Role Model 
From the early 1970s to 2007, Monzer al-Kassar was the man to see for anyone looking for
        guns or explosives. It didn’t matter who you were or what you wanted the weapons
        for—if you had money, al-Kassar would sell them to you. 
When asked how he could work with hostile spies, terrorists and criminals, al-Kassar
        answered, “How do I know who’s good and who’s bad? The bad
            people for you may be the good people for me.”
    
Hoo-boy. It’s pretty clear that Monzer al-Kassar is bad for almost everybody!


[1] It’s awesome!



High-Tech Espionage!



Espionage (pronounced ESS-pee-uh-nahjh) means “spying” or
        “gathering intelligence.” It’s a very cool word, so use it as much as
        possible. Sure, some agents like the word “tradecraft” instead. (It means the
        same thing.) Bor-ing! While the world of “warcraft”
        is impressive, “tradecraft” sounds like you’re
        bartering for handmade vests. 
Anyway, sitting down to write about computer espionage, I wondered, “How will this
        apply to most people?”
    
Then I typed in my password to log on to the computer. Wow, I must have taken some Vitamin
        Duh this morning! 
Computer espionage is something that affects EVERYONE—even those three people in
        South Carolina who don’t have computers yet. That’s because we all have to
        protect ourselves from hackers. Yes, passwords should keep our online
        accounts safe. But I’ve learned that people often pick passwords so lame, any toddler
        could figure them out! 
Here’s what I mean. This is one of the most popular computer passwords of all
        time:
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Do you see that? It’s the word password spelled backwards. Wow!
        This is even cleverer than just using the word password for a password.
        And guess what? Whether spelled backward or forward, password is one of
        the most popular passwords around! 
Researchers study the passwords people use. Here is a list of the some of the most common
        ones: 
	123456—One percent of all computer users use
            this or another series of numbers for their password. 
	654321—Backwards thinking. 
	iloveyou—Sweet but should read
            “ilovegettinghacked.”
        
	abcdef—Or any similar letter sequence. 
	abc123—Ooh! Getting tricky! 
	[person’s first name]—Because
            it’s so simple, no one will figure it out! (Unless they try.) 
	qwerty—Look where these keys are on the
            keyboard. 
	11111—I just threw my head back and laughed. 
	0—Yes, the whole password is the number 0.
            (That’s just really sad.) 
	tigger—Don’t look at me, I’m just
            reporting this stuff! 

As a spy, you owe it to your profession to have a better password than
        “tigger.” Try to combine something RANDOM
        with a PATTERN you can remember. For example, start with a short kooky phrase
        that you can’t forget, like “spiesR1st.”
    
Then try combining that basic password with the different names of the sites you go to. So
        if you visit Facebook, the password there could be “facebookspiesR1st.” Also,
        adding a capital letter and an * symbol makes a password
            thousands of times more difficult for hackers to figure out! 
Of course, if you think I’m going to help you STEAL passwords, think again! Oh wait,
        this IS a book about spying, isn’t it? Maybe you should know these strategies so you
        can protect yourself from password theft! Fair enough. 
Password Theft 
One of the best ways to snag someone’s password is to just look
            while a person logs on to his computer. 
I’m kidding—and I’m not. Try to find innocent reasons to loiter around a
        person’s computer when they log on for the day. The key is that the first number of
        times you do this, you make it clear that you’re not looking at
        what the person is doing. But over time, you’ll be able to sneak a peek at the
        keystrokes of the password. Just try to get one keystroke
        (“p”!), and then make a note of it. Skip a day, then try to get another
        keystroke to their password on your next try! 
Naturally, you’re not going to learn the whole password quickly. This could take
        years! Maybe even weeks. But with patience, you’ll get there. Agents call this the
        “Elephant Technique” because it requires patience. (Its name is taken from an
        old joke.[2]) 
Hot Tip! 
To protect yourself from just this sort of thing, try to have a password that takes
                two hands to type. (It’s harder for spies to track all
            ten fingers.) And if anyone makes a point of hanging around while you’re logging
            on, have your pet elephant step on them. 

Hacking, Computer Espionage, and Cyber-War 
You know what? The Elephant Technique sounds like a ton of work.
        Maybe you should just hire a hacker instead! Because when it comes to computer espionage,
        there are millions of professional hackers out there, trying to sneak into computers all
        over the planet. These hackers aren’t just trying to sneak onto Facebook pages. Each
        day, the average U.S. military officer working in the Pentagon can get up to 5,000 hack
        attempts on his computer. And military networks get probed hundreds of thousands of times
        daily! 
What can happen if the enemy hackers succeed? Let me tell you a little story: 
In 2007, Israel’s leaders were suspicious of a secret nuclear plant that its enemy,
        Syria, was building. But Israel’s military couldn’t just fly jets in and bomb
        the plant. After all, Syria has really good radar and an air defense that could shoot down
        any attacking jets. 
Instead, Israeli hackers took over the computers that ran Syria’s air defenses. The
        hackers programmed the air defense computers to show that everything was normal and just
        fine. And then, Israel just flew its jets in and blew up the nuclear plant!
What a fun story! Now, enjoy reading about some of the different goals that high-tech
        hackers use. 
Cyber-Espionage: Sneaking on to a computer to STEAL
        information. 
Example: In 2007, a series of computer attacks on U.S. government
        agencies resulted in the loss of 10 to 20 terabytes of data. That’s more data than is
        stored in every library in whatever city you live in! (Experts think the attack came from
        China.) 
Cyber-Sabotage: Trying to sneak into a computer or server
        to DESTROY its contents. 
Example: In 2008, a troublemaker sprinkled a bunch of thumb drives
        around the parking lot of a U.S. military base in Tampa, Florida. Naturally, somebody got
        curious and picked up one of the thumb drives. “Gee, I wonder why these are
            here?”
    
Then that person went to a computer on the military base and stuck the thumb drive into a
        computer. (“Guess I’ll find out!”) And then the thumb
        drive infected thousands of military computers with a malicious (mean and evil) software
        that screwed up everything! “Oops!”
    
Cyber-Zombies: Hacker-spies can take over a group of
        computers, combine them into a network, and then command them to send out viruses or commit
        other mischief. The infected computers are called “zombie computers.” Their
        network is a “robot network” or “botnet.”
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Example: North American security experts recently exposed a huge
        computer espionage group in China. The group was nicknamed “The Shadow Network.”
        During their observations, the experts watched in amazement as Chinese hackers infected
        computers in over a hundred different countries and turned them into a global network of
        botnets. 
These zombie computers were controlled remotely and made to report to servers in China.
        Among other things, the botnets snuck into the MOST top secret computers of India’s
        government, where they stole reports on Indian missile systems and learned military secrets
        about India’s allies, including the United States. 
Cyber-Warfare: When two nations go to war in the 21st
        century, the first thing that happens is their
            computers start attacking each other. Because, while it takes time
        to launch jets and fire missiles, a computer attack can happen at the speed of light! 
Example: In 2009, the nations of Georgia and Russia went to war.
        Before the tanks started to roll, Georgia’s government computers were attacked.
        Hackers shut down Georgia’s media, banking, and government computers. What kind of
        hackers? Russian hackers! 
What the Russians did is called a “DDoS” (Distributed Denial of Service).
        That’s what happens when an enemy sends millions of “fake” visitors to a
        website, causing it to crash. This can be a pretty big deal if it’s a government
        website that is crucial for communications!
Cyber-Warriors Rule 
Because of this new type of cyber-hacking, the U.S. military created a whole new branch of
        defense called the Cyber Command (a.k.a. CYBERCOM). Agents working there call themselves
        “cyber-warriors,” which we can all agree is the coolest job title ever.
        (It’s much better than “hacker.”) 
What do U.S. cyber-warriors worry about? China! Most experts think that China has more
        cyber-warriors than any other country. Heck, there is even a Chinese university that teaches
        courses like “network attack technology”! Another thing the Chinese government
        does is look for kids who have been caught hacking. Then it hires the
        hackers! 
My name is Bond...but what should my screen name be?
In 2010, British intelligence agents faced their greatest foe ever. Sure, they had
            spied against Muslim terrorists and Russian meanies. But this time, they were up against
            a tougher foe: computers! 
In order to improve computer skills among staff, the British Security Service began
            firing older agents and hiring younger people with technology backgrounds. 
So has the “James Bond generation” of rickety spies been retired because they can’t
            log on to Twitter?
Yes!

In China, the government controls all computer networks. So when a Chinese official says,
        “The Chinese government considers hacking as a cancer to the whole society,” you
        just have to smile! That is, unless you work for Google. You see, in 2010, Google pulled all
        operations out of China because it got tired of hackers constantly trying to sneak into its
        computer systems. These were almost certainly government-sponsored attacks. One clue was
        that the hackers were very interested in any people working for human
        rights in China. 
Oh, wait! I haven’t told you of the greatest cyber-outrage against humanity ever!
        Last year, a three-year-old boy armed with a jar of peanut butter smeared goo over my
        laptop’s keyboard. While I cannot prove anything, I suspect Chinese involvement. 
Fun Fact
When John McCain and Barack Obama ran for the U.S. presidency,
                both of their campaign headquarters were hacked into from
            computers in China.

One more thing. To keep on the cutting edge, the United States began a competition called
        the Cyber Challenge. It’s a national talent search for high school cyber-warriors.
        Young hackers compete against each other in cyber-competitions. The 2009 Cyber Challenge was
        won by a 17-year-old named Michael Coppola. To win, he hacked into the main Cyber Challenge
        computer and added points to his own score! 
Was that cheating? Oh, please! The judges loved it. As Michael said, “It’s
        cheating, but it’s like the entire game is cheating.” (Something tells me
        he’ll make a good cyber-warrior!) 
Wikipedia Is for Amateurs
Do spies ever use Wikipedia? Sort of. American intelligence professionals have their
                own version of it called Intellipedia. It’s a place for
            U.S. agents, spymasters, and experts to create and edit intelligence entries. But what
            if you’re a CIA agent who’s working on a project, and you’d like to
            ask for help from other agencies? Luckily, there’s MySpace—or the spy
            version of it, which is known as A-Space. That’s where a CIA agent in Virginia can
            get help from an NSA agent in Seattle! 
[image: Wikipedia Is for Amateurs]

Hey, imagine that you could track all of the phone calls, emails, Twitter feeds, IMs
        (instant messages, for those of you who are suffering abbreviation overload), and text
        messages in the world. Impossible? Not really! You see, there are billions of these messages
        every day, and they contain an untold wealth of intelligence. 
That’s where the tip-top secret Project ECHELON comes in. This program is so secret,
        most governments won’t even talk about it. It is rumored to use a network of
        supercomputers to go through all of the world’s electronic
        communications looking for important details. 
Ooh, that means something like this could happen: 
Enemy Spy (is hanging with his buds) 
Project ECHELON: Are you in an apartment? 
ES: Uh, maybe. 
PE: Is the apartment in Berlin? 
ES: Not even close. 
PE: We located your laptop’s signal there an hour
        ago. 
ES: Eep! 
PE: Why don’t we come over and hang out with you!
        We have a lot to talk about. 
ES: (goes off-line)


[2] Q. How do you eat a whole elephant? A. One bite at a time.



Secret Agent Tool Kits & Self-Defense!



Hey, you’re still here? Just hang on a second while I put my Swiss Army knife down.
        I have to be careful with it, because this isn’t just ANY pocketknife. What makes it
        special is that in addition to the usual attachments (retractable ballpoint pen, wrench,
        flashlight), it has a memory chip (flash drive) that self-destructs if anyone tampers with
        it. (Really!)
The pocketknife also has a fingerprint identifier with a heat sensor. That means the
        memory chip will only work if my finger is still attached to my body.
        If an enemy agent were to cut off my finger and try to use it to access my memory chip, the
        memory chip would self-destruct!
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Of course, if someone cut my finger off, I probably wouldn’t be that worried about
        my memory chip.[3]
Anyway, this chapter is about the things a spy should keep in his or her toolkit. One
        thing a spy shouldn’t have in there is a joke book. Spies do not
        joke around! That’s because they are often in tense situations that aren’t very
        funny. 
Worse, spies often have to work in tense nations that aren’t
        very funny. You know, the kind of countries that have traditions of mean dictators, ruthless
        police officers, and really bad television shows. 
These are the type of countries that might have jokes like this one from Russia.
        It’s a joke about people who tell jokes: 
“There are people who TELL jokes. Then there are people who COLLECT jokes. And
        finally, there are people who COLLECT the people who TELL jokes.”
    
Heheh...ouch. 
Now picture this real-life situation: 
A Russian agent enters a Moscow movie theater. The theater is showing the premiere of a
        Hollywood blockbuster. As the film starts, the Russian puts on the coolest spy gadget
        that’s ever been created—night-vision goggles! 
As the agent looks around, it’s pretty clear he isn’t interested in watching
        the movie. Nope, he’s trying to catch a pirate. 
Ah-ha! Our agent’s night vision reveals that someone is taping the
        blockbuster—in other words, a criminal is making a movie of the movie! This is known
        as a “pirated” copy, and while it might make a LOT of money for the movie
        pirates, it will also cost the movie studio millions of dollars in lost sales. 
Our agent is going to bust the pirate. And in this case, the movie being pirated was one
        of the Pirates of the Caribbean films. You see, Disney hired a private
        spy agency to take care of just this sort of problem. (This particular agency is run by
        retired Russian intelligence officers and policemen.) So the agent caught a pirate making a
        pirated version of a pirate movie! 
I told you night-vision goggles are the best! Hey, speaking of films, based on my
        experience watching spy movies, the coolest gadgets get invented when someone says,
        “This is a crazy idea, but it just might work.” And it turns out there’s a
        U.S. government agency devoted to exactly that kind of approach.
        It’s known as...
The Department of Mad Scientists! 
Okay, the department’s official name is the Defense Advanced Research Projects
        Agency (DARPA), but its nickname is more accurate. After all, according to DARPA’s
        director, the people working there are an “elite army of futuristic techno
        geeks.” That’s because DARPA is constantly looking for scientists and
        researchers doing things so crazy that nobody else will believe in them. When DARPA was
        originally created, its mission was to prevent the United States from ever being
        “surprised” by a cool invention that another country was working on. The way
        DARPA avoids being surprised is by inventing surprises of its own! 
What kinds of surprises? Well, most of them are secret, but here are a few things the Mad
        Scientists have invented: 
	the computer mouse 

	GPS systems for navigation 

	“stealth” jets that radar can’t detect 

	language translators 

	cars that drive themselves in traffic 

	artificial limbs that look and act like real ones 



You’ve definitely heard of another one of DARPA’s inventions: the Internet!
        You knew the Mad Scientists invented the World Wide Web, right? Yep, back in the 1970s, the
        “Net” was a project designed to help with military communication. And
        here’s the beauty of DARPA’s mad scientists: they share their inventions
        whenever they can. Whenever DARPA comes up with an invention that will help society, they
            give it away. So, we ALL get to use the Internet. Thanks, DARPA! 
Before I share more information about gizmos and technology, I have to tell you about the
            Moscow Rules. These are rules that CIA agents came up
        with while working in Moscow, which used to be the hardest place in the world to do some
        good spying. One of the Moscow Rules is this: “Technology will always let you
        down.”
        [4]
If you’ve ever had a computer or a Swiss Army knife freeze up on you, you know what
        I’m talking about. And that’s why a good spy knows there is no substitute for
        human intelligence, or HUMINT. 
There are also a number of low-techsupplies that will prove useful to have for gathering
        information, or what we spies call “intelligence.” Check around and see if you
        have any or most of these: 
Sunglasses: wraparounds or mirrored pilot glasses are the
        spy’s preferred models. 
Lock-picking device: also known as a bent paperclip. 
Old cell phone: save your cell phones. With a battery and
        a chip, they are the perfect way to store important numbers or messages. (Remember, you can
        write things in the address bars). And you can easily hide something like a note inside a
        cell phone, even if it doesn’t have a battery or chip! 
Binoculars or mini-telescope: I don’t have to
        explain this, do I? 
Camera: In the old days of film, cameras were developed
        so a spy could take a picture of a whole page of secret information and then reduce it on
        film to the size of a dot. These were called “micro-dot cameras.” Since everyone
        knows about these, you should get either a polka-dot camera or a micro-stripe camera
        instead. Both of these will catch your enemies unaware! 
But at least have a digital camera (or a cell phone with built-in camera) with you at all
        times. 
Dabs of wax
        (or chewing gum): One of the easiest ways to steal a paper
        is to dab the back of a clipboard or folder with bits of modeling clay or magician’s
        wax. As you’re walking and talking, casually set your clipboard down on the document
        you want. Then pick it up! 
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Fake coins: Spies have been known to keep poisonous
        suicide pills in hollow coins. That way, if captured, a really dedicated spy can end his
        life before he’s tortured into giving away a national secret. I do something similar:
        I carry Flintstones vitamins with me in a special container. If I’m captured, I will
        immediately eat one so that the vitamin can strengthen my resolve not to give away secrets. 
While these supplies are all well and good, how do you carry all of them around? Many
        agents wear cargo pants and also a sport jacket or large shirt that they
            customize with additional pockets. For example, the coat below has
        a number of inside pockets: 
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Weapons and Self-Defense! 
Because of your dangerous profession, the time may come when you have to defend yourself.
        But even though spies don’t like to attract attention, defending yourself can be a
        noisy business. For instance, I go into a karate crouch if attacked. Next, I freak my
        adversary out by screaming, “HIIIIIYAAAA!” And then I run
        away—fast. 
Even louder than my martial arts screech is the “crack!” of a gun when it
        fires. (This sound is partly from the bullet breaking the sound barrier.) The need for a
        quieter gun led U.S. agents during World War II to invent a barrel to fit over the end of a
        .22 pistol. Its purpose was to muffle the sound of the gun...so, it was one of the first
        silencers! This breakthrough led to different types of silencers being used today. 
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[image: Secret Agent Tool Kits & Self-Defense!]
[image: Secret Agent Tool Kits & Self-Defense!]
Although very useful, a silencer limits a gun’s power and accuracy. To get around
        this problem, British agents in the 1970s came up with a “retro” weapon—a
        small, powerful crossbow that shot a short arrow (called a “bolt”). It could
        also shoot knife blades, which is pretty awesome! 
Wait, I know what you’re thinking: “But there are all
            SORTS of silent weapons that spies could use, like daggers, tree
            twigs, and thermonuclear devices.” And you’re right! But the
        problem with these weapons is that while they may be silent, the VICTIM will make noise
        while you’re using them! For example, have you ever been stabbed with a thermonuclear
        device? I have, and it hurt so much I had to use my defensive screech:
            “AAAAYIIIIIH!”
    
In search of the most silent weapon of all, the U.S. Army developed a special poison dart gun.[5] Its dart was just slightly wider than a human hair. This made the dart almost
        impossible to detect, and the victim might not even notice he’d been shot until after
        he was dead.[6]
The Toughest Spies Around
Israel is a tiny country surrounded by nations that would like to destroy it. That
            means Israel’s international spy agency, Mossad, stays busy! And Mossad’s
            agents have been in so many dangerous operations, they are thought of as the toughest
            agents around.4 There’s even a joke about this: A commander was told that
            there’s a Mossad spy hiding on the other side of a sand dune. “Ha!”
            the commander thought. “That Mossad agent is hisidebar!” And so he sent his
            entire platoon over the dune to get the agent. Thirty minutes later, a lone soldier
            returned, nursing a knife wound. “What happened?” sputtered his commander.
            “It was a trap, sir,” the soldier answered. “There were two of
            them.”

Of course, secret agents aren’t usually out to hurt or kill people. It would be more
        convenient if enemy guards just had an “off” switch, but in my experience, these
        switches are really hard to locate. And despite what you see in spy movies, knocking someone
        out isn’t easy. But if an agent had to knock a guard cold,
        he’d choose what’s known as a blackjack (a.k.a. cosh or
        sap). This is a short club that has a heavy metal center, usually lead. That metal center is
        wrapped in leather, heavy cloth, or foam. 
The idea is that as the blackjack hits someone on the head, the power of the hit will
        spread out a little. So the blackjack is less likely to break bones or cause bleeding than a
        hard wooden or metal club without padding. Even so, I think the safest way to dispatch your
        enemies is with a foam noodle. Sure, it will take more swings to get them to surrender, but
        safety first! 
What other kinds of hidden weapons might enemy agents be using? To find out, I visited the
        website of the U.S. Transportation Security Administration (TSA). It’s in charge of
        keeping air travel safe, and it has a handy list of hidden items that cannot be taken aboard
        an aircraft. Things like: 
	Meat cleavers 

	Spear guns 

	Sabers (swords) 

	Cattle prods 

	Brass knuckles 

	Nunchakus 

	Throwing stars 

	And my favorite: snow globes (really) 
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Yes, even snow globes can be used as weapons in the wrong hands. Best of all, the TSA
        forbids snow globes “even with documentation”! 
Just now, I was wondering how many regular citizens are walking around out there with
        concealed weapons like snow globes or handguns. Let’s see...it looks like over 400,000
        people in Texas alone have permits to carry hidden guns. In that case, I’ll have my
        spy agency equip me with a variety of devices. No, not firearms. Guns are for wussies! The
        genius of my hidden weapons items lays in the fact that no one would ever be suspicious of
        ANY of them! 
And this brings me to
        the
        Worst Concealed Weapon Ever. Believe it or not, the KGB (Russia’s old
        secret service agency) developed a weapon called the “rectal pistol.” It was a
        small suppository (think of a gel tab someone might take for a headache) that an agent would
        hide up his...er, you know. Anyway, after retrieving the little tube, the single-shot
        canister would fire a 4.5 mm bullet if its barrel were rotated. (Imagine if it went off
        while the agent was hiding it!) 
Speaking of Russian spies,[7] one was once caught in Germany with an interesting lipstick container. You see,
        it contained a bullet that could be shot out the container’s “barrel”!
        Nicknamed the “Kiss of Death,” the lipstick pistol was a good example of how spy
        gadgets can be built into ordinary-looking items. 
Not to be outdone, the CIA came up with its own single-shot device: a tube of toothpaste
        nicknamed “the Stinger.” This has always made me wonder if a tired CIA agent
        ever checked into a hotel, then flossed and got ready to brush his teeth...and BANG! 
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There are also really high-tech weapons for self-defense. For starters, you already know
        what a Taser is. It’s a great tool for when you need to take out an enemy spy or
        out-of-control lacrosse coach. But what if you’re being attacked by a whole
            squad of lacrosse coaches? 
What you need is the Taser Shockwave Barrier! (It’s real.) The TSB fires two dozen
        electrified probes, all in the same direction. There’s no escaping its shockwave
        barrier! 
Plus, it gets you out of lacrosse practice. 
Another thing I’ve always wanted is what’s called an “Active Denial
        System” (ACD). (It’s real.) The ACD fires a beam, and when it hits an enemy
        agent, he feels like his skin is burning. But it isn’t! Yet it still makes the agent
        THINK his skin is on fire, and nobody can stay in the beam for more than a few seconds. 
The ACD beam only penetrates 1⁄64 of an inch into the skin. It’s good that it
        doesn’t go any deeper, because nothing stinks worse than an enemy agent engulfed in
        actual flames. The ACD does have some drawbacks. It’s bulky, and if it’s stormy
        outside, the raindrops will break up the beam. That makes the enemy agent feel warm and
        refreshed, which probably isn’t the response you’re hoping for. 
Magic and Unmentionables! 
Magicians have influenced many spy gadgets. For example, during World War II, a British
        magician named Jasper Maskelyne had an idea: Why not use fake tanks to trick the enemy?
        These props could be made from plywood. As long as they looked realistic to someone flying
        overhead, they would work! 
This idea is still being used today. In fact, I was just looking at some photos of very
        realistic-looking Russian tanks. Their only drawback is that they’re inflatable! All
        it would take is a nail in a tank’s track, and kaboom! That tank
        would pop like a party balloon. 
Famous magician/escape-artist Harry Houdini had a variety of blades and picks that
        he’d hide in the heels of his shoes. Houdini also had an oval container full of tools
        that he could hide in the back of his mouth. These could be used to pick the locks of the
        chains, chests, and rooms that he was locked in. 
Inspired by Houdini, the CIA also invented a small toolkit of lock-picking devices. The
        tools were hidden in a four-inch capsule that looked like a giant pill. It was called the
        CIA Escape and Evasion Rectal Suppository. (This makes me very uncomfortable.) 
The Gadget Master: Charles Fraser-Smith 
In the James Bond stories, the gadget master is known as “Q.” This character
        was based on a real intelligence inventor named Charles Fraser-Smith. He was a British
        researcher who became famous for hiding gadgets, for example, concealing spy cameras in
        cigarette lighters. 
During World War II, the Gadget Master came up with compasses hidden in coat buttons. To
        find them, you just unscrewed the top of the button. But the trick was, the compass-buttons
        unscrewed opposite from the usual way. Fraser-Smith’s idea was that Germans were so
        logical, they would never guess that something might unscrew the wrong way! (And he was
        right.) 
Another challenge for the Gadget Master was figuring out how to make British agents
        sneaking into France seem French. To do this, he made garlic-flavored
        chocolate for the spies to eat. (Don’t all French people have garlic breath?) 
As for the “Q” code name: During World War I, the British had sometimes
        disguised their warships as regular cargo ships. These concealed destroyers were known as
        “Q-ships.” After that, the letter Q came to signify any hidden meaning...or any
        wolf in sheep’s clothing! So a Q-tricycle would be a beat-up looking average trike
        that is actually light, fast...and equipped with razor-sharp wheels!
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In closing this chapter, let me say this: The tactics of spying have been the same
        throughout human history. Yet, spying technology keeps getting better and better, and it
        seems like a handy new techno-gadget is invented each week. My recommendation is for you to
        buy them ALL. (Then you can let me have your used night-vision
        goggles!)


[3] On the plus side, clipping my nails wouldn’t take as long!

[4] Other Moscow Rules include “Any operation can be cancelled” and
                “Moscow is really cold.”

[5] The dart gun had a very silly name: “The Nondiscernible
                Bioinoculator.”

[6] Secrecy is another hallmark of Mossad. In fact, until 1996, no one even knew who
                the head of the agency was!

[7] For most of the 20th century, Russia was known as the Soviet Union (or Union of
                Soviet Socialist Republics or just USSR). This particular agent was a
                “Soviet.” But to keep things simple, this book will always use the words
                “Russia” and “Russian.”
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