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PREFACE 

The roots of this book can be traced back more than thirty years to when I was a cub reporter for a suburban newspaper. After only a few weeks in the job I wrote a story about a disgruntled patient who was complaining about the negligence of the local hospital. A few days later I was summoned to my manager’s office and was told the hospital was suing for defamation. The newspaper negotiated a $10,000 settlement. My editor let me keep my job. ‘But you’d better learn something about the law,’ he advised. I’ve devoted much of the past three decades to doing just that and the process has continued in this project.

This book is for the countless bloggers and social media users who realise they now have the same legal obligations as large media organisations, but lack their experience, knowledge and muscle. We are all international publishers now—every time we blog, tweet or comment on a website—and are subject to the laws of several hundred legal jurisdictions worldwide.

There is no way a small book like this can cover the laws of all of those nations, states, provinces and territories. For that reason, most of the examples and discussion focus on the English-speaking world: the US, the UK, Canada, Australia and other Commonwealth countries. But you’ll also find many examples from Europe and other parts of the world.

My aims are modest: to introduce you to some common legal principles that broadly apply to online publishing in many parts of the world and to bring them to life with the stories of bloggers and social media users who have encountered them. Some have defended their cases successfully while many others have been fined or jailed because of their ignorance or outright defiance of the law. Some have discovered their publications have broken the law in another nation when they would have been perfectly safe publishing the material at home.

This book can’t give you specific legal advice, but hopefully you’ll learn enough about basic blogging and social media law to avoid some of the main hazards and know when to seek the professional guidance of a lawyer.

And I must confess a bias. As a journalist, academic and blogger, I am a strong advocate for responsible free expression. My frank view is that there are far too many restrictions on that freedom in most parts of the world. If you can’t change those laws at least you can try to understand them and navigate them effectively. Knowledge is power, and I hope this book helps empower your blogging.
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There are too many friends, students, colleagues and tweeps to name here, but I must express special gratitude to the following:

• my wife, Julie, and family for their support through the process 

• students Annabelle Cottee and Christian Huebenthal for their research assistance 

• Bond University for allowing me the research time for the project 

• Allen & Unwin publisher Elizabeth Weiss and senior editor Elizabeth Cowell for their sage advice, and editor Sarah Hazelton for her expert excisions and stylistic corrections 

• faculty colleagues, my Twitter tweeps and Facebook friends who have generously provided many of the links to international examples in the book 

• the students and journalists whose questions have helped direct my enquiries and fire my enthusiasm. 

And, of course, my thanks go to you, dear reader, for buying this book or ebook and for investing your time in reading it. Please tweet me your reviews or suggestions for the next edition to @journlaw or post a comment on my blog at journlaw.com.



INTRODUCTION 

Twitbrief: Blogging, Twitter, Facebook and the law: identifying and managing legal risks as a Web 2.0 publisher 

Chicago interior designer Jill Maremont had established quite a following on her professional blog and on her Twitter and Facebook accounts. But in mid-September 2009 her life changed dramatically. She was crossing the street on an errand for her employer when a car ran a red light, smashed into a taxi, and then hit both Jill and a co-worker. As she was recovering in hospital from serious injuries she discovered her boss and another colleague were continuing to post and tweet under her name. The postings continued even after she objected. She sued over her rights to publicity and privacy.1

When former Assistant US Attorney Tad DiBiase posted a Denver Post article to his criminal law blog, nobodymurdercases.com, in 2010, he had no idea he would become the centre of landmark copyright dispute. With the backing of the Electronic Frontier Foundation, DiBiase challenged the standing of a ‘copyright troll’ company, Righthaven, which had launched hundreds of similar actions over material from the Denver Post and the Las Vegas Review-Journal. Its business model was to hit small-time publishers with exorbitant copyright royalty claims and legal costs.

While DiBiase was fighting and winning his action,2 on the other side of the globe Australian journalism academic Julie Posetti faced defamation action from a national daily newspaper editor who threatened to sue her over her tweets from an education conference. Posetti was reporting the proceedings to her several thousand followers and had quoted a reporter from the newspaper criticising her former boss during a speech. The editor claimed Posetti’s tweets were inaccurate. She argued that they summarised the speaker’s comments reasonably within Twitter’s 140-character limit. The case raised questions about the suitability of Twitter for live reporting of events and about whether newspaper editors should resort to lawsuits.3

In the UK, some rash comments on a Facebook page were the recipe for £10,000 in defamation damages awarded against an English chef who had fallen out with a law student friend over a small debt. He posted an offensive image of a child along with the comment: ‘Ray, you like kids and you are gay so I bet you love this picture, Ha ha’. That was enough for 24-year-old Jeremiah Barber to earn a conviction for publishing child pornography and to lose the libel suit.4

And then there is Cu Huy Ha Vu, who languishes in a Vietnamese jail after posting comments on his blog supporting a new system of government and granting interviews on the websites of Voice of America and Radio Free Asia. Vu joined at least sixteen other writers imprisoned in Vietnam for expressing their views online. 
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This book takes up the stories of scores of people like these to illustrate the main legal dangers facing bloggers and social media users in this exciting Web 2.0 global publishing environment.

Most books written about digital media law are hefty legal tomes focused on just one jurisdiction (legal system)—typically the US. This book is different in two key ways: it tries to break through the legal jargon to make the concepts understandable to the average blogger, and it recognises that, as an online writer, you need to know something about the media laws of other countries if that’s where your work is being downloaded. It helps you learn from the experiences of other bloggers throughout the world who have been intimidated, sued, arrested and jailed. If you’re lucky, it might even help you avoid those kinds of situations yourself.

Each time you post your latest blog update or social media message you may be subject to the laws of more than 600 nations, provinces, states and territories. Of course, you might not have 600 hits, views or retweets, so you might only be reaching some of them. But you can never quite be sure where your words, sounds and images might finish up.
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Like it or not, whether you have millions of followers for your tweets about ‘shit your dad says’ or just a single-figure readership for your blog on fifteenth-century tapestries, in the eyes of the law you are now a ‘publisher’. That means you have to comply with those same communication laws that traditional publishers have been forced to obey since Gutenberg invented the printing press half a millennium ago. The big difference is that for most of that time publishers only had to worry about the laws in their own country. You have 600-plus legal systems or ‘jurisdictions’ to consider.

Your blog or microblog offers you potential access to a larger audience than even that enjoyed by the great publishers of the twentieth century—Lord Northcliffe in England, William Randolph Hearst in the US, and Rupert Murdoch, who established the global media conglomerate News Corporation. These media barons had teams of lawyers at their disposal to advise them on the risks they faced as their giant presses rolled each day. And they had war chests full of cash to stave off an action or appeal it to the highest courts. You might not be as big a target, but as a blogger or social media user you face considerable risks because of the international nature of your publications. But if you’re an independent writer like me, you’re pretty much on your own. Most of us do not have that scale of support when we find ourselves in the midst of a legal dispute we could never have anticipated. We may not have the wealth to defend a lawsuit or even to raise bail if we are charged with a publishing crime.
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Lawyers talk in terms of ‘rights’ and ‘duties’. These are the yin and the yang of any legal situation. Every time you sit at the keyboard to draft a blog post or a tweet you exercise your right to free expression, but you have a legal duty not to trample on other people’s rights in the process. Even in North America and Scandinavia, where free speech has strong constitutional protection, the courts still weigh your ‘right to write’ against the rights of other citizens—such as their rights to a fair trial, privacy, safety and good reputation.

As a blogger or social media user, whenever you press that Send or Publish button, most countries expect you to refrain from committing a crime, destroying someone’s reputation, interfering with justice, insulting minorities, endangering national security or stealing other people’s words and images.

Of course the most controversial example of bold Internet publishing has been the release of footage and classified documents by the WikiLeaks organisation since its 2006 launch. Its uploads of classified US diplomatic cables prompted several legal actions and threats, including the arrest and charging of an alleged source of the leaks, a court order that Twitter release information about member accounts, and threats of libel suits from both sides. But you would have to agree WikiLeaks went into the document dump with its eyes open—briefed by counsel from some of the world’s leading news groups. 

This book points out many of the legal risks you are taking as an online writer and gives you an idea of how those dangers vary in different parts of the world. The sad reality is that if you wanted to reduce your legal risk to zero you might never post anything online at all. The very act of publishing exposes you to a range of legal traps covered in this book: defamation, contempt of court, privacy breaches, identity theft, confidentiality, court orders, hate speech, state secrets, breach of copyright, false advertising and sedition.

Not even the courts know how to handle the huge changes triggered by the Internet and social media. When a judge issued a ban on the identification of an English footballer involved in an affair with another celebrity in 2011, more than 30,000 Twitter users faced jail for tweeting his name.5 Nothing will replace the need for sound legal advice if you are thinking of pushing the boundaries of media law in the online environment, but by the end of this book you should at least have a reasonable grasp of the basic legal challenges facing you as an author in this complex new world of cyber-publishing. Just hold off pressing that Send button on anything too controversial until you’ve finished reading it.

IN BRIEF: PUBLISHING ONLINE 


• Your work is subject to laws wherever it is downloaded. That means you could be dealing with more than 600 different legal systems.

• In legal terms you are a ‘publisher’ whenever you post something. This means you are subject to the same laws as the big media businesses. But you probably don’t have their expertise or resources.

• If in doubt, invest in some legal advice. You can’t put a price on your liberty.





CHAPTER 1 

DOWN TO BASICS: THE LEGAL RISKS OF GOING GLOBAL IN A FLASH 

Twitbrief: Ups and downs of instant worldwide publication. #impulsiveness #liability #jurisdictions #FirstAmendment #publicinterest #malice 

When sixteen-year-old Texan teenager Alison Chang flashed a ‘V’ sign in a travel snap taken by her church youth counsellor, she would never have imagined her image would be posted on a bus stop on the other side of the world,1 triggering an international legal dispute over privacy, libel, contract, negligence, copyright and jurisdiction.

The multinational conglomerate Virgin Mobile had lifted the picture from the photo-sharing site Flickr as part of a billboard advertising campaign in Australia. It had plastered the slogan ‘Dump your pen friend’ above Alison’s head and had put the caption ‘Free text virgin to virgin’ right under her image.

Alison’s mother, Susan, sued on her behalf, along with the photographer, Justin Ho-Wee Wong, on a range of grounds in the US District Court in Texas. Mrs Chang claimed her daughter had been distressed after friends told her about the image, and said the captions had embarrassed the family in their church community. She said Alison had suffered ‘humiliation, severe embarrassment, frustration, grief, and general mental anguish’ through the misuse of her likeness.

Alison certainly seemed surprised when she was alerted to the Virgin campaign in a Flickr forum. Writing under the pen-name ‘Aleeviation’, she posted: ‘hey that’s me! no joke. i think i’m being insulted . . . can you tell me where this was taken?’

But after a two-year legal battle and considerable media attention, the court held it had no power to rule on the matter because the Singapore-based Virgin Mobile did not have enough of a connection with the state of Texas.
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There are many wonders of the Internet and social media we already take for granted. Just a few years ago a newspaper or magazine publisher would have to spend millions on printing presses and transport to reach an audience in just one city, and a reader would have to write a letter to respond to a story. Now, for next to nothing, we can reach a global audience on a hand-held device and start a conversation within seconds.

Our words and images transcend the world’s borders and time zones and allow us to develop professional and personal relationships we could never have imagined last century. Magically, our creations are at once published instantly and archived forever. The downside is that these twenty-first-century digital marvels are mostly being regulated by the laws of a bygone era designed for traditional methods of publication: when newspapers were published in a single place, by a named person at a predictable time and the next day were used to wrap up the trash.

The decision in the Virgin Mobile case was bad news for Alison Chang’s mother and the church photographer and might appear encouraging if you are worried about your legal liability in other places. But there have been several recent court decisions running counter to this one, so don’t think you can post whatever you like from the sanctuary of your own country without any fear of legal consequences elsewhere.

Sometimes the same posting can trigger separate legal actions in different places. Courts and prosecutors might be at odds over whether the laws of one state or another apply to your online publication or social media posting. This legal area is known as ‘conflict of laws’—and it is a specialised field of expertise. Sadly, legislators and judges throughout the world—with their nineteenth- and twentieth-century rituals and precedents—are way behind the pace of technological change and are finding it hard to adapt to the cross-border issues caused by Web 2.0. That’s why we are getting differing decisions.

Some judges have tried to inject some predictability into their assessment of your liability from afar. A landmark case centred on a dispute between two companies over the use of the name ‘Zippo’. One was a manufacturing company and the other an Internet news service provider. A Pennsylvania court developed a sliding scale to help it decide whether the web news service had enough commercial dealings in that state for the court to have jurisdiction.2 Lawyers will usually need to show some level of connection between you and the place of the legal action against you before a court can hear the matter. If you are selling your services in that jurisdiction, if you are blogging for a larger organisation trading there, or if you happen to be visiting there, it might amount to enough of a connection to make you answerable to the laws of that place.
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The High Court of Australia became the world’s first senior judicial body to rule on the time and place of web publication in a trans-Pacific dispute in 2002. In Dow Jones v Gutnick,3 judges had to decide whether Australian businessman Joseph Gutnick could sue US-based publisher Dow Jones in his home city of Melbourne over the Internet version of its weekly financial magazine Barron’s. The magazine had 550,000 subscribers internationally, of whom only 1700 had Australia-based credit cards. Well known UK-based lawyer Geoffrey Robertson QC argued for the publisher that the article had been ‘published from’ New Jersey when it was ‘uploaded’, but the court ruled it was actually published every time it was ‘downloaded’ anywhere throughout the world. The decision gave Gutnick the right to sue for defamation in Victoria, his place of primary residence and the location where he was best known.

In the same year as the Gutnick decision, a New York District Court considered whether material was actually ‘published’ when it was posted to the Internet. In Getaped.com Inc v Cangemi, a motor scooter business claimed parts of its website had been copied. Cangemi argued the website was not a publication, but rather a ‘public display’ or performance. But Judge Alvin Hellerstein said, ‘when a webpage goes live on the Internet, it is distributed and “published”.’4
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The Dow Jones v Gutnick decision shows just how long the arm of cyberlaw can be. In that case it stretched all the way from Melbourne, Australia, to allow a businessman to take suit against a publisher based in New Jersey, in the US. The same kind of thing happened in 2011, when a Californian court ordered US-based Twitter to hand over the name, contact details and location of a British-based local government councillor whom South Tyneside Council had accused of anonymously posting defamatory comments.

When lawyers talk about the ‘where’ element of an action, the legal term they use is ‘jurisdiction’. The word can have a range of legal meanings, but for our purposes it applies to the location of your publication and whether a particular country’s laws or courts have any authority over it—and you.

Early last century that was all fairly straightforward. Most media organisations were focused on audiences within well-defined geographical areas. Publishers and readers were covered by the same laws and court systems— at provincial and national levels. Even when a television network broadcast or a newspaper circulated across state borders, the media companies and their lawyers were usually only dealing with two sets of laws. However, the second half of the twentieth century introduced interstate and international media organisations—national daily newspapers such as USA Today and international broadcasters such as CNN and BBC World. Now, with the advent of the Internet and social media, you have to consider the legal implications of publishing everywhere, every time you upload your writing.

This does not mean the security police from a remote regime are likely to come knocking on the doors of bloggers in western democracies, arresting and extraditing you for punishment under their traditional systems of law. They do not normally have the legal authority to act outside their own borders. However, you might be called to account for your postings under their laws if you happen to travel there. And citizens in other countries can go to court and get a declaration against you in your absence, perhaps ordering you to pay a certain sum in damages for something you have published.

That happened to US citizen Bill White in 2003 after he had posted numerous highly defamatory allegations against former colleague Dr Trevor Cullen and others. Each time White’s defamatory websites were taken down as the result of complaints, White had changed Internet service providers (ISPs) and published them again. Cullen took his action to the Supreme Court in his home state of Western Australia and won a declaratory judgment of $95,000. White did not defend the case and the damages had not been paid at the time of his death in 2004.5

Under international treaties, nations with equivalent laws to those in your own country can seek to extradite you from your homeland to face trial and punishment for serious publishing offences such as the trafficking of child pornography or terrorism. This means foreign governments and lawyers might seek information about you from ISPs or social media networks based in another country, even for non-criminal actions such as defamation or privacy infringement.
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While the strict letter of international law might not give a country power to act, some governments and litigants put pressure on ISPs and multinational websites over content. For example, in late 2010 YouTube took down footage of a Turkish politician in a hotel bedroom with a female staffer after an Ankara court declared the video-sharing website would be blocked in Turkey if it did not comply.6 In another case, Yahoo! Holdings in Hong Kong surrendered information to Chinese authorities about reporter Shi Tao, who worked for the daily Dangdai Shang Bao (Contemporary Business News). He was jailed for ten years from 2005 for ‘divulging state secrets abroad’. In 2008, the heavy equipment rental company Gremach sued Google’s Indian subsidiary for defamation7 and obtained an order from the Bombay High Court demanding Google reveal the identity of an anonymous blogger called ‘Toxic Writer’ who had criticised Gremach on Google’s platform Blogger.com.

Internet service providers’ commitment to protecting users from hostile civil and criminal actions seems to vary according to where they are based and the commercial and political pressures of the moment. While some will take a stand on your behalf in the name of Internet freedom and privacy, you can never rely on them to keep your identity secret.
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Most bloggers cherish their independence, but this comes at a price. If you are the sole publisher of your material, then prosecutors and litigants will come looking for you personally. If you write for a larger organisation you share responsibility with your employer or client. A litigant can still sue you as the writer, but they might choose to target your wealthier publisher—particularly if you are an impoverished freelancer.

In the twentieth century, large media organisations would usually provide in-house counsel to guide their journalists through any civil or criminal actions, as well as pay any legal costs and damages.

Most of the so-called ‘legacy media’ still do this today, so if you are a mainstream reporter or columnist thinking of going solo with your blog you might weigh this up first. Another advantage of writing for a large media group is that your work will be checked by editors with some legal knowledge and perhaps even vetted by the company’s lawyers before being published. Either way, you might investigate insuring yourself against civil damages, although even in countries where this is possible premiums are rising with each new Internet lawsuit. Another option is to scout for liability insurance policies offered by authors’ and bloggers’ associations. Check out your options.

ISPs and providers of publishing platforms such as Twitter usually escape liability for their users’ content, especially if they remain ignorant of its illegality. But jurisdictions vary on whether ISPs become responsible for the material once they have been informed that it is criminal or that it infringes upon someone’s rights.
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The law might require your posting to reach just one other person for you to become legally liable for its content. (In the case of libel, it needs to be a third person beyond you and the person you are defaming.) You might think you are just corresponding with your cosy group of Twitter followers or Facebook friends—all with a shared sense of humour—but your remark can go viral very quickly when it is forwarded, retweeted or picked up by the mainstream media. That’s exactly what happened when lawyer and academic Larissa Behrendt saw Indigenous Australian spokeswoman Bess Price appear on ABC television soon after watching a particularly graphic episode of Deadwood. She tweeted to her followers: ‘I watched a show where a guy had sex with a horse and I’m sure it was less offensive than Bess Price.’ As soon as the comments reached the mainstream media, Price threatened to sue. Behrendt apologised.8

The lesson for us as bloggers or social media users is that our communication in cyberspace is not like chatting with a group of friends at a café. As soon as our postings come to the attention of our ‘victims’ or the authorities, the courts will hold us responsible for the original publication. Third parties will also be liable if they forward our message to others, but our responsibility for the act of publication rests with our first post.

Courts will consider the extent of republication when assessing damages. Sadly, if your words have gone viral you are likely to face a larger damages payout. But if others add to your words with more inflammatory material of their own, they carry responsibility for the new publication. Think twice before retweeting or forwarding the legally dubious material of others, because doing so makes it a new publication under your own name; at the very least you will share the legal liability with the original publisher. It is poor social media practice to retweet, ‘like’ or forward anything without first reviewing it thoroughly. That defamatory or criminal material might just be in the final paragraph of the article you have blindly re-sent, and you are suddenly liable for republishing it. The same has been applied to embedded links in your postings, particularly to criminal material. Some people have been held responsible for their hyperlinks to the offensive words of others.9 Canadian bloggers can rest a little easier, though. The Canadian Supreme Court ruled in 2011 that links to defamatory material will normally be safe as long as the libel is not in the actual letters of the URL.10
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Lawyers and prosecutors will of course look closely at what you have published to decide whether your work is a criminal offence or might be subject to a civil suit. It is important to distinguish between these areas of the law.

Online publishers who commit crimes may face fines and a range of other punishments, which can include (depending on the country) execution, corporal punishment such as caning, imprisonment and community service. Serious publication crimes internationally include sedition, contempt of court or parliament, criminal libel, hate speech, breach of publishing restrictions, unlicensed publishing, fraud and various national security breaches.

Civil actions involve other people or corporations suing you for such things as defamation, breach of privacy, breach of confidentiality, misrepresentation, breach of copyright and breach of contract. If you lose a civil suit a court will order you to pay damages to the plaintiff or demand that you change your behaviour in some way. Judges do this by issuing an injunction to do—or refrain from doing—something. Such orders might insist you publish an apology or that you remove material from your website. Breaching or ignoring such an order becomes a criminal matter.
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Just because someone disagrees with your publication— even if they are upset or embarrassed by it—does not in itself mean you have done something illegal. Your criminal and civil liability will depend upon whether there is a law controlling that kind of publication in a jurisdiction where you can be charged or sued.

Throughout the world a range of online material has been the subject of legal action. This has included the publication of words, symbols, still and moving images, sounds, illustrations, headlines, captions and links. Sometimes it is the very words alone that are banned, such as the name of a victim of a sex crime, while on other occasions it is the overall coverage that creates a meaning that damages a reputation—such as a photograph of someone accompanying a negative story. Many of these types of material are associated with particular laws. For example, the unauthorised use of brands or symbols is dealt with under trademark law; the original expression of an idea is protected by copyright law; limits on what we can say about others are determined by defamation laws; and there are even laws in many jurisdictions dealing with the ancient offences of blasphemy or lese-majesty. In some countries the simple act of publishing without an official permit is banned.
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Time warps on the Internet. It is one of the most important aspects of new media, and one of the most complicating in legal terms. On the one hand, pressing the Send or Publish button makes your work instant and irretrievable. While the newspaper publisher could always pulp an offensive edition before the trucks left the factory, as a blogger or microblogger you have to live with the consequences of your digital publishing errors. Yes, you can remove your blog, tweet or Facebook status within seconds of posting it, and request that it be taken down from search engines. But you can never be sure someone hasn’t captured, downloaded and forwarded it in the meantime.

This permanent quality of new media does not mix well with an online writer’s impulsiveness, carelessness or substance abuse. There is an old saying: ‘Doctors bury their mistakes. Lawyers jail theirs. But journalists publish theirs for all the world to see.’ That can be applied to anyone writing online today. At least in bygone times these mistakes would gradually fade from memory. While they might linger in the yellowing editions of newspapers in library archives, it would take a keen researcher to find them several years later. Now your offensive or erroneous writing is only a Google search away for anyone motivated to look.

British actor Stephen Fry learned this in 2010 when he tweeted his two million followers, insulting Telegraph journalist Milo Yiannopoulos over a critical column. ‘Fry quickly deleted the tweet once others started to latch on to it, but as we know that rarely helps when you’ve posted something injudicious online: the Internet remembers,’ Yiannopoulos wrote.11 This new permanence of stored material also creates problems for digital archives12—because if the material remains on the publisher’s servers it may be considered ‘republished’ each time it is downloaded. This means that even where there might be some statutory time limitation on lawsuits, the clock starts ticking again with each download, so you don’t get to take advantage of the time limit until you have removed the material from your site. The best policy is to take all steps to withdraw any dubious material as soon as possible. If others choose to forward or republish it, it has hopefully become their problem rather than yours.
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Lawyers, prosecutors and judges will also look to your motives for publishing the material you have written. In some places those motives can actually form a defence, while on other occasions your motives can be your undoing. But two are worth considering here because of their very different impact on the law: public interest and malice.

Many statutes and court rulings use the expression ‘public interest’ as an element of a defence to a range of publishing crimes and civil wrongs. In such matters you would have to convince the court that some greater public good came from the material you published and that society benefited in some way as a result. You would normally need to show that any public benefit outweighed the harm that was caused by the publication, which is normally the reason you are called to account. For example, your defence to a defamation action might be that it was in the public interest that your audience learned of your corruption allegations against a leading politician, even if you could not quite prove that the allegations were true.

Sometimes the words ‘public interest’ are not used, but the defence itself has come from a balancing of public interests against other rights. For example, copyright law in most countries has a range of ‘fair use’ defences so that parts of copyright material can be republished for the purposes of education, news or critique. The defences exist because politicians have decided that there is a greater ‘public interest’ in the community being educated and informed about such important matters than in protecting the intellectual property owned by the creator of the work. However, as many judges have pointed out, ‘public interest’ does not equate with ‘interesting to the public’, and you should not be allowed to destroy someone’s reputation or invade their privacy simply because your gossip is particularly saucy.

By far the best-known right to free expression is the First Amendment to the US Constitution. It states: ‘Congress shall make no law . . . abridging the freedom of speech, or of the press.’ The US Supreme Court has interpreted the First Amendment very broadly and has applied it across media to a whole range of publishing situations. It certainly applies to the material bloggers, Facebook users and tweeters create there—particularly if you are commenting on matters of public importance.

In a series of decisions throughout the twentieth century the Supreme Court allowed newspapers and broadcasters to use the First Amendment to bolster their defences against laws affecting their publications. This was especially useful in defamation law, where a defence allows the media to publish libellous material about a public figure as long as they do not know it is false and they are not being malicious.

The First Amendment is so entrenched in US society that bloggers sometimes operate under the assumption that this same protection will apply in other parts of the world. Unfortunately, it does not.
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The motivation that will ruin almost any defence in a publishing case is malice. Even the US, which has one of the strongest defamation defences in the world under its First Amendment protection, will not excuse a slur against somebody if it can be proven to be false and malicious. 

‘Malice’ has a wide range of definitions in international law. In some places it is interpreted very narrowly, along the lines of its lay definition in Cambridge Dictionaries Online: ‘the wish to harm or upset other people’. Elsewhere the definition becomes quite complex and can take in a less spiteful objective, such as going ahead with a publication when you know the allegation is false or while ‘recklessly disregarding’ whether the material is true or not. Your online behaviour can also be used as evidence in court. Lawyers will dig around for all kinds of evidence that you have been less than honest about your behaviour, or have shown malice or a lack of good faith in your dealings.

These are the types of issues journalists have dealt with for generations. Perhaps as a blogger or a social media user you see yourself as a ‘citizen journalist’, or perhaps you object to that description. Either way, a court will look to your motivation for publishing an item. If you can lay claim to some overriding public interest and show that you have made proper and fair enquiries before publishing your material, you may not have a watertight defence but you will be much better placed than those who do not think twice before they inject their latest dose of venom into cyberspace.
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Your method and your medium can be important factors in your legal exposure. The simple fact is that some publishing mechanisms are more law-friendly than others. Sometimes this will depend on the type of material you are publishing.

For example, Twitter users may be less prone to copyright infringement because the 140-character limit on each posting restricts the amount of another person’s work they can borrow, and the retweeting function implies that everyone expects their work to be recycled by others. However, on Twitter you leave yourself more exposed in the area of defamation because there is so little space for you to give context and balance to your criticism of others. Longer, better-argued critiques are more likely to attract the fair comment defences in many countries. Tweeting from an event as it unfolds, such as a conference or a court case, has its dangers, because your tweets might contain errors in the quotes of others or might be taken out of context by someone reading a single tweet rather than the overall coverage. And of course most of us tweet with the full expectation that our work will be spread far and wide, meaning any libellous material can cause considerable damage.

Publication on Facebook, however, might be restricted to just a few friends, particularly if your privacy settings are adjusted so that your comments are not viewable to the friends of your friends. The open blog has a potentially wide distribution network, but there are quite prudent controls available to you when you use a host such as WordPress. You should take advantage of opportunities to save drafts and proofread your material in preview mode before proceeding to publication. Careful checking before publication can help you find accidental spelling mistakes and remind you of extra fact-checking you will need to carry out before pressing that magic button.

If you write fairly and accurately it can go a long way to establishing a defence to defamation. Blogging is also about writing quality, so your mastery of language and your selection of the most appropriate words can be crucial when defending a libel allegation—for example, if you have written a scathing review of a public event or performance.

You might take a moment to look over some of your recent blogs, tweets and Facebook postings. How well do they shape up? And who is that knocking at your front door? ;) 

IN BRIEF: BASIC RISKS 


• In the eyes of the law, you are published whenever and wherever someone downloads your work.

• Criminal and civil laws apply as much to bloggers and social media users as they do to large media corporations.

• Don’t post anything unless you’re comfortable with it going public—well beyond your cosy friendship group.

• Never forward or retweet material or links without reading and viewing them first.

• If you’re an American citizen, don’t kid yourself that the First Amendment protects your material beyond US borders.

• Courts will often look to whether your work is ‘in the public interest’.

• Don’t get nasty or sloppy. Malice defeats many defences.

• Think about the legal risks of the medium you are using. Some carry more dangers than others in certain situations.







End of sample
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