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  Part I

  TERRORISM TODAY


  Chapter One

  Twenty-First-Century Threats

  to the Homeland


  
    The number one threat to American national security during this long war is neither anthrax nor truck bombs . . . it is uncontrolled spending. We cannot afford to put guards on every bridge and at every critical node of our infrastructure. The outcome of this war will determine the type of nation our grandchild will know. I do not want that to be a nation that is bankrupt.


    —Randall Larsen, Director, ANSER Institute for Homeland Security


  


  The history of the United States is replete with examples of our citizens overcoming enormous challenges to form our democracy from the crucibles of conquest, exploitation, internal and external strife, pandemic disease, and global war.


  Though we have emerged as one of the most powerful democracies the world has known, it was not without sacrifice. America has never been “safe,” it is not presently safe, and the odds are that it will never be safe. But that doesn’t mean that we need to live in constant fear. It means that we do need to be aware of what threats we face and make informed decisions as to how we as a nation, as communities, and as individuals respond to those threats.


  What are your worst fears about your future?


  Is it another 9/11 attack?


  Is it being caught in an underwater tunnel when a terrorist explodes a truck bomb inside?


  Is it being taken hostage at a large entertainment event?


  What about your family and your children? Do you fear that terrorists will attack your children’s school? Are you afraid that your home will be invaded and your loved ones threatened or killed?


  Is it possible that you or your family will suffer from some natural or man-made disaster? Or . . . have you ever considered what you would do if the U.S. economy should be seriously affected by man-made or natural disasters?


  You should be concerned about these and a myriad of other security and safety concerns. But you would do well to put them into a rational perspective. Some things you can control, others you can avoid, minimize, or mitigate—but there are some things over which you have little or no control. You also need to determine how likely certain things are to be a threat to you and which things should be of little concern.


  Is America Safe? will help you to sort through the threats to the homeland that you and your family may face and then assist you in developing a plan to eliminate or minimize your exposure.


  The federal government recognizes that the Constitution requires it to “provide for the common defense” and to “repel invasions.” Many would interpret those requirements to justify homeland security and related counterterrorism activities as inherently governmental obligations. However, they point out that the vast majority of the targets that require protection are those owned by the private sector—information systems, port facilities, railroads, airports, ground transportation systems, and critical infrastructure such as water and power sources. This amplifies the need for a coalition to be formed among industry, the private sector, and government to address overarching homeland security issues.


  How do you see your role in defending against terrorist threats or preparing for natural disasters?


  The Department of Homeland Security (DHS) incorporates several initiatives in its strategic planning that we, as individuals should also use:



  
    	Awareness . Identify and understand threats, assess vulnerabilities, determine potential impacts, and disseminate timely information to our community leaders, to law enforcement, to our neighbors, and to our families.



    	Prevention . Detect, deter, and mitigate threats to our nation, our community, our family, and ourselves.



    	Protection. Safeguard our fellow citizens and their freedoms, and defend our critical infrastructure, our public and private property, and the economy of our nation from acts of terrorism, natural disasters, or other threats.



    	Response . Work with our community leaders, first responders, law enforcement, volunteer agencies, our churches, our schools, and each other to learn how to properly prepare for and respond to acts of terrorism, natural disasters, or other emergencies.



    	Recovery . Support national, state, local, and private sector efforts to restore services and rebuild our communities after acts of terrorism, natural disasters, or other emergencies.

  


  VULNERABILITY AUDIT



  The first step to prepare your defense against attack, injury, or disease is to enhance your awareness of potential threats. That’s what this book is all about. It’s impossible to defend yourself against anything until you know:



  
    	The nature of the threat



    	The probability that the threat may be directed toward you, your family, your community, or your nation



    	The means at your disposal to address the threat to either avoid it, mitigate it, or defend against it


  


  President George W. Bush succinctly defined the individual’s role in home-land security when he said:



  
    Defending our nation against its enemies is the first and fundamental commitment of the federal government. Today, that task has changed dramatically. Enemies in the past needed great armies and great industrial capabilities to endanger America. Now, shadowy networks of individuals can bring great chaos and suffering to our shores for less than it costs to purchase a single tank.


  


  It will also be individual citizens’ collective awareness of and response to these threats that will ultimately defeat the asymmetrical threat from global terrorism. Each and every one of us has a role to play in combating terror; in responding to human needs in the aftermath of disaster; and in recovering from adversity, destruction, and disease.



  HOW DO OTHERS RESPOND?



  During our travels around the globe, one human characteristic stands out: resiliency . Whether innocent victims of war in Vietnam, terror in Beirut or Iraq and Afghanistan, or tsunamis in Southeast Asia, the human instinct to survive is amazing.


  In 1968, I (RTJ) recall seeing a little Vietnamese girl who looked to be about eight or nine years of age who was terrified as the night sky lit up with explosions of artillery barrages raining down on her little village as our Marine column drove forward to force North Vietnamese army regulars entrenched within to surrender, withdraw, or be killed. Tears streamed down her cherubic face as she watched her father, a suspected Viet Cong guerrilla, being interrogated. It was obvious that she was traumatized, yet the next day, after the Marines had driven the enemy soldiers out and set up a perimeter defense, there she was—prancing up the hill to our command post offering the Marines ice-cold Coca-Colas for a dollar each.


  Beirut, Lebanon, was little different in 1983, as various militias contested with each other and constant artillery barrages and .50 caliber machine-gun fire lit up the night skies. Hotels, recreation areas, businesses, and homes were constantly being damaged or destroyed. Periodic cease-fires resulted in people quickly responding to repair the damage, and Beirut’s citizens would respond to the respite from war to visit the beautiful Mediterranean beaches and recreation centers. During one period when the electricity was knocked out, I witnessed appliance dealers who normally sold refrigeration units quickly shifting to sell generators; soon business resumed as usual.


  In Afghanistan and Iraq similar scenes are being repeated. Pockets of insurgency terrorize local residents, but a majority of these two countries’ citizens are concentrating on rebuilding and establishing infrastructures of water, electricity, sewage treatment, schools, and hospitals that promise a future much brighter than they would have known under the Taliban or Saddam Hussein’s rule.


  It is the same in our own history. Some of our citizens may be briefly intimidated by terror or deterred and depressed by nature’s wrath—but not for long. Our founders and each generation since demonstrate a will not only to survive but to overcome adversity and to thrive.



  WHAT ARE THE THREATS?



  First and foremost, we must be concerned with economic threats . Whether we are threatened by a terrorist or by a series of natural disasters, we must guard against economic chaos, both as a nation and as individuals.


  Second, in terms of national concern, we must be aware of the threat of weapons of mass destruction , or WMDs. Technology is such that one or more dedicated fanatics could feasibly threaten us physically, economically, and psychologically with nuclear, biological, or chemical WMDs. The attack on 9/11 demonstrated that the homeland is vulnerable and that thousands may be slaughtered—and many more severely injured—by the willful acts of just a few zealots.


  Third is the threat of natural disasters that range from horrific earthquakes, to monster storms and tornadoes, to the possibility of a pandemic outbreak of disease. As we witnessed during Hurricane Katrina, when destruction is so widespread and inclusive, it may become impossible to draw upon government, our friends and neighbors, or anyone else besides ourselves for sustenance, shelter, or anything else for days, weeks, and possibly months.


  Then, finally, there are more personal threats , such as anarchy, murder, hostage taking, assault, carjacking, home invasion, robbery, accidents, and disease.



  Economic Threats


  The then DHS secretary Michael Chertoff, testifying before Congress in early March 2006, stated that he wanted his department to move from a population-based funding formula to a risk-based one, which depends on criteria such as the nature of critical infrastructure and proximity to borders. Chertoff pointed out that “the issue is not where state lines are drawn. The issue is where are the vulnerabilities, where are the consequences.”


  The president’s FY 2006 budget request included a total of $41.1 billion for the DHS. This was an increase in total budgetary authority of 7 percent over the enacted FY 2005 funding, excluding Project BioShield, and clearly demonstrated the administration’s continued commitment to making further improvements in the nation’s homeland security. Among the operating entities with significant budgetary increases were Immigration and Customs Enforcement (a 13.5 percent increase) and the U.S. Coast Guard (an increase of more than 9 percent, adjusting for transferred programs). The budget also streamlined screening programs, increasing resources for these activities under a new screening office by 68 percent. This was on top of $35.6 billion authorized in FY 2004 and $38.6 billion funded in FY 2005.


  The president requested and received $42.9 billion for DHS during FY 2007—an increase of 6 percent over the $41.1 billion Congress authorized in 2006 and double the $20 billion authorized for the twenty-two agencies that became DHS in 2001. The approved 2008 budget for DHS was $47 billion, and $50.5 billion has been earmarked for 2009. How much more can we afford to spend to keep our nation safe?


  As Randall Larsen, director of the ANSER Institute for Homeland Security, said in 2001:



  
    We cannot afford to put guards on every bridge and at every critical node of our infrastructure. Nor can we afford a sophisticated chemical and biodetector in every government building. . . . America cannot afford a risk-free society in a world of global terrorism. The enemy’s strategy is to destroy our economy . We must not facilitate their efforts. America will need to spend considerable sums of money to ensure our security . . . but we must do it wisely. . . . There will be no money to waste on irrational fear and unconscionable pork. We must develop a strategic plan to guide our efforts. This must include federal, state, and local governments, plus the private sector. Since 9/11, more than 130 bills regarding homeland security have been introduced in the House of Representatives. This is not the example of spending based on a strategic plan.

  


  Here we are years later and yet we see continuing reports of pork-barrel politics and inappropriate spending of the resources dedicated to protecting the homeland.


  “How does that affect me?” you might ask.


  Wasteful spending affects every American citizen. It raises our taxes, thus depriving us of personal choices as to how we might spend our income. It depresses the economy in critical areas where those tax dollars might better be applied. More importantly, it dilutes the security for you and me for which it was intended.


  Taken to the extreme, the pork-barrel politicians and the greedy state, regional, and local representatives who misspend homeland security funds give aid and comfort to the fanatical enemy who is dedicated to destroying our infrastructure and bankrupting our society.


  On a moral and humanitarian level, misuse of these funds restricts our capability and capacity to respond to both man-made and natural disasters, such as terrorist sabotage or attacks and hurricanes, tornadoes, flooding, and earthquakes.



  Weapons of Mass Destruction


  I’m not too sure that all our citizens know what WMDs really are. From the rhetoric being spouted in the media, it’s apparent that most people only think of nuclear bombs or intercontinental missiles as weapons of mass destruction. Nuclear devices are high on the list of WMDs, but they are only part of the mix. Civil Defense categorizes WMDs as chemical, biological, radiological, nuclear, and explosive (CBRNE), defined as:



  
    	Any explosive, incendiary, poison gas, bomb, grenade, or rocket having a propellant charge of more than four ounces [113 g], missile having an explosive or incendiary charge of more than one-quarter ounce [7 g], or mine or device similar to the above.



    	Poison gas.



    	Any weapon involving a disease organism.



    	Any weapon that is designed to release radiation at a level dangerous to human life. (18 U.S.C. Section 2332a)


  


  Among the most insidious of these are the biological weapons targeted toward inflicting hideous diseases upon thousands of innocent civilians who are unaware and unprotected. How would you protect yourself and your family from being a victim of a biological attack?


  The media continues to present nightly reminders of how deadly and innovative our terrorist enemies can be in launching indiscriminate suicide attacks on hotels, hospitals, police stations, restaurants, open air markets, and any other target where people congregate in large numbers. Are you apt to run over an IED here in the United States? Well, it’s relatively unlikely at present. However, it is not unthinkable that such a device might be employed in a theater, shopping center, school, apartment building, or sports arena.


  High on the list of threats that the DHS is guarding against is the “dirty bomb,” an explosive device. How would you respond if you were working on one side of town and a dirty bomb was exploded over another area of the town where your spouse and your children were threatened? What do you need to know to minimize danger to yourself and your loved ones from the radiated dust that such an attack would spread by air currents passing over your community?


  You probably recall the anthrax scare that the United States experienced just a few years ago as the deadly chemical arrived in personal mail of various politicians and average citizens. A few deaths caused by the agent created waves of fear across the country, causing disruption of mail service and costing huge sums to detect and decontaminate.


  Do you recall the symptoms? Do you know what to look for? Do you know who to call if you receive a suspicious piece of mail?



  Natural Disasters


  Hurricanes form at sea, gain strength in warm tropical waters, and then continue to travel along a certain course until either weather conditions and cooler water dissipate their power or they blow themselves out over land. June through November is hurricane season on the East Coast. These storms usually form in the Gulf and then move north, east, or west. But any point along the Eastern seaboard may experience their fury.


  The 2005 hurricane season, setting a new season record of twenty-six named storms, fourteen of which became hurricanes, demonstrated that nature must remain one of our more serious concerns. The Atlantic and Gulf regions spawned more destructive hurricanes than we’ve seen in decades, causing more than $107 billion in damage (previous record 2004, $45 billion). That doesn’t take into account the economic output that was lost from thousands of victims who remain without work and businesses that will fail for lack of customers.
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  One bright note: The loss of life in 2004 was minimal compared to other monster storms. It wasn’t until 1953 that tropical storms received formal names. But as early as September 1775, we have reports about a huge hurricane called the “Hurricane of Independence,” which spread destruction from North Carolina to Nova Scotia and killed an estimated 4,170 in the United States and Canada.


  The “Galveston Hurricane” is considered the deadliest in U.S. history. On September 8, 1900, an estimated six to eight thousand people died in the hurricane and its subsequent tidal surge. A lack of any sophisticated storm monitoring and a series of faulty conclusions contributed to the huge loss of life and property.


  The second most deadly hurricane caused 1,836 deaths September 6–20, 1928, as it made landfall in southeastern Florida at West Palm Beach, then plowed through the area of Lake Okeechobee. The barometer dropped to 27.57, which is believed to be the lowest reading ever recorded in the United States. Thousands were injured, fifteen thousand were made homeless, and property losses were estimated at $50 million to $75 million.


  Approximately 90 percent of deaths attributed to hurricanes are caused by storm surge—the dome of water created by the low pressure center of a hurricane. This storm surge quickly floods low-lying coastal areas with anywhere from three feet for a Category 1 storm to more than nineteen feet for a Category 5 storm. As oceanfront properties attracted more dense populations, fatalities and physical damage increased.


  By August 23, 1992, when a Category 5 storm named Andrew slammed ashore near South Miami, early warning systems that rely on weather satellites and computer models to detect hurricanes in advance were in use. That, combined with proactive evacuation plans, minimized human exposure so that only twenty-three deaths were directly attributed to the storm. But more than 135,000 single-family and mobile homes were destroyed or damaged, 160,000 people were left homeless, and 86,000 lost their jobs. Total damage caused by Hurricane Andrew was estimated near $25 billion.


  Sadly, the 2005 hurricane season recorded over 2,000 deaths, with 1,071 dying in New Orleans alone as a result of Hurricane Katrina. As 2005 neared its end, bodies were still being discovered as New Orleans residents returned to the city.


  So what can you expect for the future?


  Unfortunately, experts say that nearly a third of all Floridians and nearly half of all Americans have no hurricane preparedness plan, according to a recent survey. Forecasters hope that residents pay attention to news reports when storms brew, and that they follow advice to evacuate when necessary.
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  The experts attribute the high number of tropical storms and hurricanes to a cyclical pattern that is repeated over time. That cycle is not expected to end for several years to come.


  Tornadoes are somewhat related to hurricanes in that they are cyclonic in nature. And though most of the one thousand tornadoes reported each year occur in early spring and fall, tornadoes may appear almost anywhere and at any time throughout the year. They tend to form primarily in the southern and central regions of the United States. Although tornadoes cause billions in damage each year, only an average of about sixty result in death.
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  Earthquakes occur worldwide millions of times each year, as the earth’s tectonic plates and fault lines shift and grind, releasing pent-up energy and then settling quietly for a period of time. About three thousand of these occur within the United States. The majority of earthquakes are rated between magnitudes 2.0 and 4.9—which are very minor in terms of potential damage. Still, four or five earthquakes occur each year in the United States that measure 6.0 or above on the seismograph—and these should be of some concern if they activate in any population center. The worst earthquake recorded in the United States was the 1906 San Francisco earthquake; three thousand souls perished as a result of the earthquake and from the extensive fires that erupted in its aftermath. On average, less than ten people are killed each year by earthquakes, with the toll periodically rising to sixty or seventy.


  Tsunamis , the Japanese name for “harbor waves,” are relatively rare but present the potential for massive destruction and death. The waves may travel in the open sea as fast as 450 miles per hour. As the big waves approach shallow waters along the coast, they grow to a great height and smash into the shore. They can be as high as one hundred feet. They can cause a lot of destruction on the shore. They are sometimes mistakenly called “tidal waves,” but tsunamis have nothing to do with the tides.
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  Hawaii is the state at greatest risk for tsunamis. They get about one a year, with a damaging tsunami happening about every seven years. In 1946, a tsunami with waves of twenty to thirty-two feet crashed into Hilo, Hawaii, flooding the downtown area. Alaska is also at high risk. California, Oregon, and Washington experience a damaging tsunami about every eighteen years. In 1964, an Alaskan earthquake generated a tsunami with waves that reached between ten and twenty feet high along parts of the California, Oregon, and Washington coasts.


  More than 225,000 people were killed and 125,000 injured by the tsunami that struck following a massive seaquake of around 9 on the Richter scale, with an epicenter off the Indonesian island of Sumatra in South Asia on December 26, 2004. It displaced 1.5 million more people in coastal areas and caused enormous loss of property, livelihoods, and infrastructure. Over 47,000 victims in Indonesia’s Aceh province share a mass grave and many victims remain missing. One year later progress moved slowly. Hundreds of thousands of survivors still live in temporary shelters of tents and shelters made of scrap materials. Government bureaucracy and ethnic divisions continue to hamper rebuilding efforts.


  Experts say that it’s not a matter of “if” but “when” and “where” a cataclysmic tsunami will hit the United States. Warning systems of delicate sensors lie on the ocean floor. These could offer Hawaii hours of advance warning time in which to evacuate. Unfortunately, the U.S. West Coast may only have the advantage of minutes instead of hours to react—but every minute can make a huge difference if you are prepared.


  Floods . The National Safety Council (NSC) calculates that your chance of dying in a flood is about one in 32 million for any given year and about one in 414,000 throughout your lifetime. To put that into perspective, NSC sets your odds of drowning in your bathtub at one in 818,000 each year and one in 10,582 during your lifetime. So perhaps you should worry more about taking a bath than avoiding a flood? Not really. But the choices that you make and the lifestyle that you choose obviously impact for good or bad upon your chances of being killed or injured.


  Pandemic Diseases . There is a historical record of influenza pandemics of varying severity at twenty-to-forty-year intervals. The “Spanish flu” began in August 1918 in three disparate locations: Brest, France; Boston, Massachusetts; and Freetown, Sierra Leone. The unusually severe and deadly strain of influenza spread worldwide, killing 25 million in the course of six months; some estimates put the total of those killed worldwide at over twice that number. An estimated 17 million died in India, 500,000 in the United States, and 200,000 in the U.K. It vanished within eighteen months. It was caused by the H1N1 type of flu virus, which has since been reconstructed at the CDC.


  The “Asian flu,” an H2N2 virus, caused about 70,000 deaths in the United States. First identified in China in late February 1957, the Asian flu rapidly spread throughout the United States by June 1957.


  The “Hong Kong flu,” an H3N2 virus, caused about 34,000 deaths in the United States. This virus was first detected in Hong Kong in early 1968 and spread to the United States later that year. H3N2 viruses still circulate today.


  In 2003, avian influenza virus was detected in Vietnam, increasing fears of new variant strains emerging. After a lull, several new cases were reported in Egypt in April 2009—raising fears that the virus had mutated into a form that could more easily be transmitted from people to people. According to the World Health Organization (WHO), as of April 8, 2009, a total of 417 bird flu cases have been reported worldwide since the virus was first detected, resulting in 257 deaths. It’s feared that if the avian influenza virus combines with a human influenza virus, the new subtype created could be both highly contagious and highly lethal in humans. Such a subtype could cause a global influenza pandemic similar to the Spanish flu or the lower-mortality pandemics such as the Asian flu and the Hong Kong flu.


  Also in April 2009, the first cases of what was initially called “swine flu” were reported in Mexico. WHO spokesperson Peter Cordingley said the new virus (later identified as novel H1N1 virus) was spreading quickly in Mexico and the southern United States, raising fears of a global pandemic. As of April 26, the number of suspected H1N1 flu cases in Mexico had climbed to 1,614, including as many as 103 deaths, according to Health Secretary José Angel Córdova. The United States has confirmed at least 11 cases of H1N1 flu, and Canada 6 cases. It has also been reported in France, Spain, Brazil, and New Zealand. (See appendix for further information.)


  What about the future?


  Diseases that can attain pandemic proportions include Lassa fever, Rift Valley fever, Marburg virus, Ebola virus, and Bolivian hemorrhagic fever. However, emergence of these diseases into the human population in recent years has shown that their virulence is so high they dissipate in geographically confined areas. Thus their effect on humans is currently considered limited.


  HIV . HIV, the virus that causes AIDS, may be considered a global pandemic, but it is currently most extensive in southern and eastern Africa. It is restricted to a small proportion of the population in other countries, and is only spreading slowly in those countries. If there were to be a true destruction-of-life pandemic it would be likely to be similar to HIV—that is, a constantly evolving disease.


  Superbugs . There is a fear that antibiotic-resistant superbugs may also revive diseases previously regarded as conquered. This threat has come about in part by an insistence by patients that their doctors prescribe antibiotics for every sniffle, when in fact antibiotics are both inappropriate and ineffective for most viruses or colds.



  Personal Threats


  How safe are you in your own home? It may depend on where you live, what lifestyle you pursue, what circles you move within, what sex you are, and where you are on an economic scale.


  Anarchy is indiscriminate. Unleashed by ineffective authority or absence of authority, individuals who would otherwise be law abiding and civil may deteriorate into a mob mentality, destroying public and private property, inflicting harm on others, and giving in to immoral and unlawful conduct of every type.


  Murder . The Federal Bureau of Investigation (FBI) reported that there were 1,408,337 violent crimes reported nationwide in 2007 (the latest published figures). There were a reported 16,424 murders—a 0.6 decrease compared to 2006. The data showed that most murder victims (90.6 percent) were adults and most were males (77.6 percent). Of the male murder victims, 8.2 percent were juveniles (persons under the age of 18). Juvenile females comprised 13.5 percent of female murder victims nationwide. By race, 48.7 percent of murder victims were white, 48.5 percent were black. In 44.5 percent of murders, the relationship of the murder victim to the offender was unknown. Of the 55.5 percent of murders in which the victim-offender relationship was known, 77.6 percent of the victims knew their assailants. The FBI estimates that:



  
    	Every 31.8 minutes someone is murdered.



    	Every 5.8 minutes someone commits a forcible rape.



    	Every 1.2 minutes someone is robbed.



    	Every 36.8 seconds someone is the victim of an aggravated assault.



    	Every 14.5 seconds someone commits a burglary.



    	Every 4.8 seconds someone is the victim of larceny/theft.



    	Every 28.8 seconds someone’s automobile is stolen.


  


  Carjacking is defined as completed or attempted robbery of a motor vehicle by a stranger to the victim. It differs from other motor vehicle theft because the victim is present and the offender uses or threatens to use force. Carjacking victimization rates are highest in urban areas, followed by suburban and rural areas. Ninety-three percent of carjackings occurred in cities or suburbs. A weapon was used in 74 percent of carjacking victimizations. Firearms were used in 45 percent of carjackings, knives in 11 percent, and other weapons in 18 percent of the crimes.


  Home Invasion . Security consultant Chris E. McGoey describes home invasion as the residential equivalent of an automobile carjacking, and he says that it is on the rise. Like the crime of carjacking, most police agencies don’t track home invasions as a separate crime. Most police agencies and the FBI statistically record the crime as a residential burglary or a robbery. Without the ability to track the specific crime of home invasion, little can be done to alert the public as to the frequency of its occurrence in their community or to devise a law enforcement plan of action to control it.


  McGoey points out that home invasion robbers, in contrast to burglars, work more often at nights and on weekends when residences are more likely to be occupied. The home invaders will sometimes target the resident as well as the residence. The selection process may include a woman living alone, a senior citizen, or a known drug dealer, for example. It is not unheard of for a robber to follow you home based on the value of the car you are driving or the jewelry you are wearing.


  Many home robbers have been in the home before as a delivery person, installer, or repair vendor. Home robbers rarely work alone and rely on an overwhelming physical confrontation to gain control and instill fear in their victims. The greatest violence usually occurs during the initial confrontation; home invaders often come prepared with handcuffs, rope, duct tape, and firearms. Some in-home robbers appear to enjoy the intimidation, domination, and violence, and some even claim it’s a rush.


  Though the FBI reports that most personal crime is on the decline, you must always evaluate your individual safety and security based upon your lifestyle, your environment, and the choices that you make. Chapter 9 addresses your alternatives and strategies in making the world in which you and your loved ones live a much safer place to be.


  Chapter Two

  Counterterrorism Tactics


  
    [Terrorists] cannot go out and plan what they are getting ready to do and if it doesn’t exactly work out today, they can disappear into the population and make it work tomorrow. Guerrillas can do that forever. But terrorists cannot do that. That is why they are ultimately going to be destroyed, because they are isolated within the community or area in which they operate. The other factor that relates to it is that these terrorists are not natives to the region in which they are operating. The terrorists that attacked the United States were from foreign countries. They stand out like sore thumbs in our countries. Therefore they will always be open to be seen and to be reported and to be knocked out.

  


  
    —Bevin Alexander


  


  STRATEGY FOR VICTORY



  President George W. Bush developed a multiple-approach strategy to defeating terrorists both at home and overseas, and this approach is being continued by President Barack Obama. Within the United States, law enforcement and intelligence agencies are tasked with protecting the homeland, although every citizen has a role to play. Overseas, the U.S. military and the CIA are working with foreign governments, their military, and their intelligence communities as part of the global war on terrorism.


  On October 6, 2005, President Bush gave a speech in which he talked about the war on terror. The White House press release about his speech said:



  
    In this new century freedom is once again under assault. In the four years since September 11, the United States and the world have been committed to winning the war on terror. The evil that came to our shores on September 11 has reappeared on other days and in other places. In cities across the world, we have seen images of destruction and suffering that can seem like random acts of madness but are part of a larger terrorist threat. To combat this evil, we must remember the calling of September 11—we will confront this mortal danger to all humanity and not tire or rest until the war on terror is won.

  


  Bush insisted that Muslims are now playing a vital role in the war on terror:



  
    Muslim leaders are denouncing terrorism, and the time has come for all responsible Islamic leaders to denounce an ideology that exploits Islam for political ends and defiles a noble faith. Many Muslims have joined the fight against extremism. The United States is proud to stand by those who stand up for the liberty, justice, and humanity of their own tradition.


  


  Then senator Barack Obama, in a speech in the Senate on March 6, 2007, said:



  
    We are here to do the work that ensures no other family members have to lose a loved one to a terrorist who turns a plane into a missile, a terrorist who straps a bomb around her waist and climbs aboard a bus, a terrorist who figures out how to set off a dirty bomb in one of our cities. This is why we are here: to make our country safer and make sure the nearly three thousand who were taken from us did not die in vain; that their legacy will be a more safe and secure Nation.

  


  THE BUSH GOVERNMENT’S RATIONALE



  In its news release about President Bush’s October 6, 2005, speech, the White House said:



  The Militant Threat and the Importance of Winning the War on Terror


  The ideology known as Islamic radicalism, militant jihadism, or Islamo-fascism—different from the religion of Islam—exploits Islam to serve a violent political vision that calls for the murder of all those who do not share it. The followers of Islamic radicalism are bound together by their shared ideology, not by any centralized command structure. Although they fight on scattered battlefields, these terrorists share a similar ideology and vision for the world openly stated in videos, audiotapes, letters, declarations, and websites.


  First, these extremists are determined to end American and Western influence in the Middle East. Because the United States is spreading democracy and peace, we stand in the way of their radical ambitions. Al-Qaeda’s leader, Osama bin Laden, has called on Muslims to dedicate their “resources, sons, and money to driving the infidels out of their lands.” To meet this goal, they hit us and expect us to run in the hope that we will repeat the sad history of Beirut in 1983 and Mogadishu in 1993—only this time on a larger scale and with greater consequences.


  Second, the militant network wants to use the vacuum created by retreat to expand its power. As they once did in Afghanistan and are trying to do now in Iraq, they will seek to gain control of an entire country—a base from which to launch attacks and conduct their war against non-radical Muslim governments.


  Third, from their new base, these militants will seek to establish a radical Islamic empire [a caliphate]. The militants believe that controlling one country will rally the Muslim masses, enabling them to overthrow moderate governments in the Middle East and establish a radical Islamic empire that spreads from Spain to Indonesia.


  To accomplish their extremist agenda, the militants thrive on the suffering and frustrations of others. The radicals exploit local conflicts to build a culture of victimization, exploit resentful and disillusioned young men and women, and use modern technology to multiply their destructive power. . . .


  They are sheltered and supported by authoritarian regimes—allies of convenience like Syria and Iran—that share the goal of hurting America and moderate Muslim governments, and that use terrorist propaganda to blame their own failures on the West, America, and Jews. They are strengthened by front operations—such as corrupted charities—and those who aggressively fund the spread of radical, intolerant versions of Islam. The militants are aided by elements of the Arab news media that incite hatred and anti-Semitism, feed conspiracy theories, and speak of a so-called American “war on Islam”—with seldom a word about American action to protect Muslims in Afghanistan, Bosnia, Somalia, Kosovo, Kuwait, and Iraq.


  This extremism may not be given concessions, bribed, or appeased. We must never accept anything less than victory. To those who argue that extremism has been strengthened by the actions of our Coalition in Iraq, we must remember that we were not in Iraq on September 11, 2001. The radicals’ hatred existed before Iraq was an issue, and it will exist after Iraq is an excuse. The government of Russia did not support Operation Iraqi Freedom, and yet the Islamic militants killed more than 180 Russian schoolchildren in Beslan.



  Islamic Radicalism Is Another in a Line of Bankrupt Ideologies


  The murderous ideology of the Islamic radicals is the great challenge of our century. Yet, in many ways, this fight resembles the struggle against communism in the last century.


  Like communism, Islamic radicalism is led by an elitist self-appointed vanguard that presumes to speak for the Muslim masses. Bin Laden says his role is to tell Muslims “what is good for them and what is not.” What this man who grew up in wealth and privilege considers good for poor Muslims is that they become killers and suicide bombers. He assures them that this is the road to paradise—though he never offers to go along for the ride.


  Islamic radicals purposely target innocent individuals for a political vision. This explains their cold-blooded contempt for human life, seen in the murders of Daniel Pearl, Nicholas Berg, Margaret Hassan, and many others. These militants have shown themselves to be enemies of not only America and Iraq, but enemies of Islam and humanity. The world has witnessed this kind of cruelty before—the heartless zealotry that led to the gulags, the Cultural Revolution, and the killing fields.


  Islamic radicals pursue totalitarian aims. Islamic radical leaders have endless ambitions of imperial domination, and they wish to make everyone powerless except themselves. While promising a future of justice and holiness, the terrorists are preparing a future of oppression and misery—banning dissent and books, brutalizing women, and controlling every aspect of life.


  Islamic radicalism is dismissive of free peoples. Zarqawi has said that Americans are “the most cowardly of God’s creatures.” However, it is cowardice that kills children and the elderly with car bombs, cuts the throat of a bound captive, or targets worshipers leaving a mosque. It is courage that liberated 50 million people from tyranny, keeps an untiring vigil against the enemies of a rising democracy, and will once again destroy the enemies of freedom.


  And like communism, Islamic radicalism contains inherent contradictions that doom it to failure. By fearing freedom, distrusting human creativity, punishing change, and limiting the contributions of half the population, this ideology declares war on the idea of progress itself. The only thing modern about the militants’ vision is the weapons they seek to use. The outcome of this war is not in doubt—those who despise freedom and progress have condemned themselves to isolation, decline, and collapse. Because free people believe in the future, they will own the future.



  The U.S. Strategy to Win


  Defeating a broad and adaptive network requires patience, constant pressure, and strong partners. Working with these partners, the United States is disrupting militant conspiracies, destroying their ability to make war, and giving millions a hopeful alternative to resentment and violence.


  First, we are preventing terrorist attacks before they occur. We are reorganizing government for a broad and coordinated homeland defense, reforming intelligence agencies for the difficult task of tracking enemy activity, and acting, along with governments from many countries, to destroy the terrorist networks and incapacitate their leaders. We have prevented terrorist plots and al-Qaeda efforts to case targets in the United States. Because of strikes against terrorist leaders and disruption of their plots, the enemy is wounded but still capable of deadly operations around the globe. Our commitment is clear: we must not relent until the organized international terror networks are exposed and broken and their leaders held to account for their acts of murder.


  Second, we are denying weapons of mass destruction to outlaw regimes and their terrorist allies. Working with Great Britain, Pakistan, and other nations, we shut down A. Q. Khan’s black-market operation in nuclear technology. Libya abandoned its chemical and nuclear weapons programs, as well as its long-range ballistic missiles. In the last year, America and our partners in the Proliferation Security Initiative have stopped more than a dozen shipments of suspect weapons technology—including equipment for Iran’s ballistic missile programs. This progress has reduced the danger, but not removed it. Evil men still work to gain these weapons, and we are working urgently to keep them out of their hands.


  Third, we are determined to deny radical groups the support and sanctuary of outlaw regimes. State sponsors like Syria and Iran have a long history of collaboration with terrorists—and they deserve no patience from the victims of terror. The United States makes no distinction between those who commit acts of terror and those who support and harbor terrorists, because they are equally guilty of murder.


  Fourth, we are fighting to deny the militants control of any nation. The United States is fighting beside our Afghan partners against the remnants of the Taliban and its al-Qaeda allies. We are working with President Musharraf to isolate the militants in Pakistan. We are fighting the terrorists and regime remnants in Iraq who seek to overthrow a democracy, claim a strategic country as a haven of terror, destabilize the Middle East, and strike America and other free nations with ever increasing violence. Our goal is to defeat the terrorists and their allies at the heart of their power—and we are achieving this goal.



  
    	With Iraqi forces, the Coalition is fighting the enemy with a comprehensive and specific military plan. We are improving the lives of Iraqi citizens by conducting offensive operations to clear out enemy forces and leave Iraqi units behind to prevent the enemy from returning. With our help, the Iraqi military is gaining new capabilities and new confidence with every passing month. At the time of our Fallujah operations 11 months ago, there were only a few Iraqi battalions in combat—today there are more than 80. The progress is not easy, but it is steady.



    	Iraq is making incredible political progress. The extremists in Iraq are not patriots or resistance fighters but murderers at war with the Iraqi people. In contrast, the elected leaders of Iraq are proving to be strong and steadfast. In the space of two and a half years, Iraq has made incredible progress on the path to becoming a democracy. It is true that the seeds of freedom have only recently been planted, but we are confident that if our Coalition and the Iraqi people each does their part, Iraqi democracy will succeed.



    	We must reject the dangerous illusion of those who claim that America would be better off by cutting our losses and leaving Iraq now. Having removed a dictator who hated free peoples, we will not stand by as a new set of killers seize control of Iraq. There is always a temptation, in the middle of a long struggle, to seek the quiet life, escape the duties and problems of the world, and hope the enemy grows weary. However, this enemy is never tired and considers every retreat an invitation to greater violence. In Iraq, there is no peace without victory. We will keep our nerve and win that victory.


  


  Fifth, we are denying the militants future recruits by advancing democracy and hope across the broader Middle East. If the region is left to grow in bitterness and misery, while radicals stir the resentments of millions, then that part of the world will be a source of endless conflict and mounting danger. However, the extremists will be marginalized and their violence ended if the peoples of that region are permitted to choose their own destiny and advance by their own energy and participation as free men and women. America is making this stand in practical ways. We are encouraging our friends in the Middle East, including Egypt and Saudi Arabia, to take the path of reform to strengthen their own societies in the fight against terror by respecting the rights of people. We are standing with dissidents and exiles against oppressive regimes, because we know that the dissidents of today will be the democratic leaders of tomorrow. We are making our case through public diplomacy—stating clearly and confidently our belief in self-determination, religious freedom, and equal rights for women. By standing for the hope and freedom of others, we will make our own freedom more secure.



  U.S. COUNTERTERRORISM POLICY



  
    	Make no concessions to terrorists and strike no deals.



    	Bring terrorists to justice for their crimes.



    	Isolate and apply pressure on states that sponsor terrorism to force them to change their behavior.



    	Bolster the counterterrorism capabilities of those countries that work with the United States and require assistance.

  


  U.S. GOVERNMENT PROGRAMS AND POLICY



  In 2003, the U.S. Department of State released the following outline as appendix D to the report Patterns of Global Terrorism (www.globalsecurity.org/security/library/report/2004/pgt_2003/pgt_2003_31747pf.htm):



  Anti-Terrorism Assistance Program


  Congress authorized the Anti-Terrorism Assistance (ATA) Program in 1983 as part of a major initiative against international terrorism. Since that time, ATA has provided training for more than 36,000 students from 142 countries. The ATA Program provides training and related assistance to law enforcement and security services of selected friendly foreign governments. Assistance to the qualified countries focuses on the following objectives:


  
    	Enhancing the antiterrorism skills of friendly countries by providing training and equipment to deter and counter the threats of terrorism



    	Strengthening the bilateral ties of the United States with friendly foreign governments by offering concrete assistance in areas of mutual concern



    	Increasing respect for human rights by sharing with civilian authorities modern, humane, and effective antiterrorism techniques


  


  ATA courses are developed and customized in response to terrorism trends and patterns. The training can be categorized into four functional areas: Crisis Prevention, Crisis Management, Crisis Resolution, and Investigation. Countries needing assistance are identified on the basis of the threat or actual level of terrorist activity they face.


  Antiterrorism assistance and training may be conducted either in-country or within the United States. This arrangement provides flexibility to maximize the effectiveness of the program for countries of strategic importance in the global war on terrorism.


  ATA programs may take the form of advisory assistance, such as police administration and management of police departments, how to train police instructors or develop a police academy, and modern interview and investigative techniques. This approach enables the program to provide a narrow focus to solutions for country-specific problems that are not resolved in the classroom-training environment. Equipment or explosive-detection trained dogs may also be included in the assistance package.


  The ability of the United States to assist friendly governments to master the detection and prevention of terrorist activities will clearly enhance the mutual security of all the participating nations. Detecting and eliminating terrorist cells at the root before their violence can cross borders and oceans will ensure a safer world for all nations.


  ATA continues its efforts to familiarize ambassadors, regional security officers, and other U.S. officials with the program offerings. The success of these efforts is evidenced by the fact that every frontline nation has requested anti-terrorist assistance in some form. U.S. diplomats report that the ability of the United States to offer immediate, specific, and intensive training, along with technical tools and equipment, has succeeded in breaking down barriers and building trust.


  ATA is responding to the growing demand for training and services not only by expanding course selection but also by pursuing development of the Center for Antiterrorism and Security Training. ATA is already offering training at a variety of venues, to include other government agencies and state and local facilities—both within and outside the Washington, D.C., metropolitan area.


  Rewards for Justice Program


  The Rewards for Justice Program is one of the most valuable U.S. Government assets in the fight against international terrorism. Established by the 1984 Act To Combat International Terrorism—Public Law 98-533—the Program is administered by the U.S. Department of State’s Bureau of Diplomatic Security.


  Under the Program, the Secretary of State may offer rewards of up to $5 million for information that prevents or favorably resolves acts of international terrorism against U.S. persons or property worldwide. Rewards may also be paid for information leading to the arrest or conviction of terrorists attempting, committing, and conspiring to commit—or aiding and abetting in the commission of—such acts.


  The USA Patriot Act of 2001 authorizes the Secretary to offer or pay rewards of greater than $5 million if he determines that a greater amount is necessary to combat terrorism or to defend the United States against terrorist acts. Secretary Powell has authorized a reward of up to $25 million for the information leading to the capture of Osama bin Laden and other key al-Qaeda leaders.


  In November 2002, the State and Treasury Departments announced a $5 million rewards program that will pay for information leading to the disruption of any terrorism financing operation.


  Diplomatic Security has fully supported the efforts of the private business sector and citizens to establish a Rewards for Justice fund, a nongovernmental, nonprofit 501C(3) charitable organization administered by a group of private U.S. citizens. One hundred percent of all donated funds will be used to supplement reward payments only. Diplomatic Security has forged a strong relationship with the private business and U.S. citizen representatives of the Rewards for Justice Fund. Diplomatic Security has embarked on a much closer relationship with the U.S. public and private businesses in the U.S. Government’s continuing efforts to bring those individuals responsible for the planning of the September 11 attacks to justice and to prevent future international terrorist attacks against the United States at home or abroad.


  Since its inception, the Rewards for Justice Program has been very effective. In the past seven years, the Secretary of State has authorized payments for more than $52 million to 33 people who provided credible information that put terrorists behind bars or prevented acts of international terrorism worldwide. The program played a significant role in the arrest of international terrorist Ramzi Yousef, who was convicted in the 1993 bombing of the World Trade Center and most recently in the efforts to locate Uday and Qusay Hussein.



  International Terrorism: U.S. Hostages and U.S. Government Policy


  The U.S. Government will make no concessions to individuals or groups holding official or private U.S. citizens hostage. The United States will use every appropriate resource to gain the safe return of U.S. citizens who are held hostage. At the same time, it is U.S. Government policy to deny hostage takers the benefits of ransom, prisoner releases, policy changes, or other acts of concession.


  [image: ]


  Basic Premises . It is internationally accepted that governments are responsible for the safety and welfare of persons within the borders of their nations. Aware of both the hostage threat and public security shortcomings in many parts of the world, the United States has developed enhanced physical and personal security programs for U.S. personnel and established cooperative arrangements with the U.S. private sector. It has also established bilateral assistance programs and close intelligence and law enforcement relationships with many nations to prevent hostage-taking incidents or resolve them in a manner that will deny the perpetrators benefits from their actions. The United States also seeks effective judicial prosecution and punishment for hostage takers victimizing the U.S. Government or its citizens and will use all legal methods to these ends, including extradition. U.S. policy and goals are clear, and the U.S. Government actively pursues them alone and in cooperation with other governments.


  U.S. Government Responsibilities When Private U.S. Citizens Are Taken Hostage . On the basis of past experience, the U.S. Government concluded that making concessions that benefit hostage takers in exchange for the release of hostages increased the danger that others will be taken hostage. U.S. Government policy is, therefore, to deny hostage takers the benefits of ransom, prisoner releases, policy changes, or other acts of concession. At the same time, the U.S. Government will make every effort—including contact with representatives of the captors—to obtain the release of hostages without making concessions to the hostage takers.


  Consequently, the United States strongly urges U.S. companies and private citizens not to accede to hostage-taker demands. It believes that good security practices, relatively modest security expenditures, and continual close cooperation with Embassy and local authorities can lower the risk to U.S. citizens living in high-threat environments.


  The U.S. Government is concerned for the welfare of its citizens but cannot support requests that host governments violate their own laws or abdicate their normal enforcement responsibilities.


  If the employing organization or company works closely with local authorities and follows U.S. policy, U.S. Foreign Service posts can be involved actively in efforts to bring the incident to a safe conclusion. This includes providing reasonable administrative services and, if desired by local authorities and the U.S. entity, full participation in strategy sessions. Requests for U.S. Government technical assistance or expertise will be considered on a case-by-case basis. The full extent of U.S. Government participation must await an analysis of each specific set of circumstances.


  The host government and the U.S. private organizations or citizen must understand that if they wish to follow a hostage-resolution path different from that of U.S. Government policy, they do so without U.S. Government approval. In the event a hostage-taking incident is resolved through concessions, U.S. policy remains steadfastly to pursue investigation leading to the apprehension and prosecution of hostage takers who victimize U.S. citizens.


  Legal Caution . Under current U.S. law, 18 USC 1203 (Act for the Prevention and Punishment of the Crime of Hostage-Taking, enacted October 1984 in implementation of the UN convention on hostage taking), seizure of a U.S. citizen as a hostage anywhere in the world is a crime, as is any hostage-taking action in which the U.S. Government is a target or the hostage taker is a U.S. national. Such acts are, therefore, subject to investigation by the Federal Bureau of Investigation and to prosecution by U.S. authorities. Actions by private persons or entities that have the effect of aiding or abetting the hostage taking, concealing knowledge of it from the authorities, or obstructing its investigation may themselves be in violation of U.S. law.



  U.S. Terrorism Lists: Prevention, Punishment, and Pressure


  The U.S. Government has established four primary counterterrorism lists to serve as tools in the fight against terrorism: the State Sponsors of Terrorism, Foreign Terrorist Organizations (FTO), Executive Order 13224, and the Terrorist Exclusion List (TEL). Each list has its individual mechanisms, but they all serve to prevent terrorism, punish terrorists and their supporters, and pressure changes in the behavior of designated states and groups.


  Because these lists are a means to fight terrorism rather than an end unto themselves, they are not designed or intended to be immutable. The U.S. Government encourages states and organizations to take the necessary actions to get out of the terrorism business. The bar for a state or group being removed from a terrorism list is and must be high—it must end all involvement in any facet of terrorism, including passive support, and satisfy all U.S. Government counterterrorism concerns.


  State Sponsors of Terrorism . The Secretary of State is authorized to designate a government as a state sponsor of terrorism if that government “has repeatedly provided support for acts of international terrorism.” U.S. law requires the imposition of various sanctions on a state so designated. A number of U.S. laws and sanctions affect countries whose governments have been designated as state sponsors of terrorism.


  The four main categories of sanctions include a ban on arms-related exports and sales; restrictions on exports of dual use items; prohibitions on official U.S. Government economic assistance (except humanitarian assistance), including a requirement that the U.S. Government oppose multilateral bank assistance; and imposition of miscellaneous trade and other restrictions, including a prohibition on imports and liability in U.S. courts for officials of that country that engage in terrorist activity. Inclusion on the State Sponsors of Terrorism list also targets a country for other sanctions laws that penalize persons and countries engaging in certain trade with state sponsors. In 2003 there were seven countries on the list: Cuba, Iran, Iraq, Libya, North Korea, Sudan, and Syria. Iraq was removed from the list in October 2004, Libya in May 2006, and North Korea in October 2008.


  Foreign Terrorist Organizations . The Secretary of State is authorized to designate as foreign terrorist organizations (FTOs) groups that conduct terrorism and threaten the interests of the United States. The designation allows the U.S. Government to block designees’ assets in U.S. financial institutions, criminalize witting provision of material support to designated groups, and block visas for members of FTOs without having to show that the individual was involved in specific terrorist activities. FTO designation also sends a strong signal that any group that engages in terrorism—regardless of its purported goals—will be condemned and penalized for its actions.


  Executive Order 13224: Terrorist Financing . President Bush signed Executive Order 13224 on 23 September 2001, giving the U.S. Government a strong tool for eliminating the financial supporters and networks of terrorism. E.O. 13224 enables the U.S. Government to block designees’ assets in any financial institution in the United States or held by any U.S. person. It also expands government authority to permit the designation of individuals and organizations that provide support or financial or other services to, or associate with, designated terrorists. E.O. 13224 designations have allowed the USG, as well as Coalition partners acting in concert, to block tens of millions of dollars intended to bankroll the murderous activities of al-Qaeda and other terrorist groups.


  Patriot USA Act: Terrorist Exclusion List


  On 26 October 2001, President Bush signed into law a comprehensive counterterrorism bill (Public Law 107-56, also known as USA PATRIOT). The new law strengthened enforcement tools and made improvements to the last major terrorism bill, the Antiterrorism and Effective Death Penalty Act of 1996. The USA Patriot Act also created a Terrorist Exclusion List (TEL) with immigration consequences for groups named therein. Designation on the TEL allows the U.S. Government to exclude or deport aliens who provide material assistance to, or solicit it for, designated organizations, giving the Department of State and U.S. law enforcement agencies a critical tool for bolstering homeland security. [The Patriot Act was renewed on March 8, 2006, with minor modifications.]



  TERRORISM AND IMMIGRATION IN EUROPE



  Recent developments have seen a divergence in social and political responses to terrorism between the United States and western Europe. The September 11, 2001, attacks were carried out by foreigners who entered the United States to deliberately carry out terrorist attacks, on behalf of a foreign organization, operating from bases in a remote country. Western European countries, on the other hand, confront domestic terrorism based within a domestic religious minority—some recent immigrants, but many native-born citizens, as the July 2005 London suicide bombings illustrated.


  Although Muslims are a relatively small minority in the United States, in some European cities they are approaching a majority. In many cases they are concentrated in areas of poor housing and low employment, which has led to increasing frustration and bitterness.


  The 2005 rioting in France was concentrated in communities dominated by North African and Middle Eastern immigrants and with a high Muslim population. These areas have long been ignored by politicians and many have almost become no-go areas for the police, with gangs and drug dealers controlling the streets.


  Following the 9/11, Madrid, and London bombings there was a backlash against the Muslim population. Many Muslims were assaulted and mosques attacked. Defusing potential backlash is now a standard item of European counterterrorism policy.


  The direction of European responses to terrorism is indicated by new policies, proposed by Tony Blair in August 2005 following the deadly London mass transit bombings, including:



  
    	Deportation and exclusion on grounds of fostering hatred, advocating violence to further a person’s beliefs, or justifying or validating such violence



    	Condoning or glorifying terrorism made a criminal offense



    	Refusal of asylum to anyone with a connection to terrorism



    	New pretrial procedures and extending detention precharge of terrorist suspects



    	Extended use of control orders for those who are British nationals and who cannot be deported, with imprisonment for any breach of the order



    	New power to order closure of a place of worship that is used as a “centre for fomenting extremism”

  


  TARGET-HARDENING



  Common targets of terrorists are areas of high population concentration, such as mass transit vehicles (metro, bus, and trains), aircraft, office buildings, and crowded restaurants. Whatever the target of terrorists, there are multiple ways of hardening the targets so as to prevent the terrorists from hitting their mark. Perhaps the single most effective of these is bag-searching for explosives, which is only effective if it is conducted before the search subjects enter an area of high population concentration.


  Another method is to place concrete barriers a sufficient distance outside buildings to prevent truck bombing. Aircraft cockpits are kept locked during flights and have reinforced doors, which only the pilots in the cabin are capable of opening.



  TELEWORK DISPERSAL



  In 1999, the federal government authorized telework—working in your home, at a hotel, or other offsite location rather than at your office—as a means of reducing fuel consumption, improving employee quality of life by reducing commuting time and reducing the need for child care. Telework has now become an integral component of continuity of operations (COOP) planning. By equipping employees to work from home or other remote locations, the government reduces the number of people concentrated in one office facility, thus making that structure less attractive as a prospective terrorist target. It also enhances the government’s capacity to maintain operations in the wake of man-made or natural disasters.



  PREEMPTIVE NEUTRALIZATION



  Some countries see preemptive attacks as a legitimate strategy. This includes capturing, killing, or disabling suspected terrorists before they can mount an attack. Israel, the United States, and Russia have taken this approach, while western European states are generally more cautious.


  In July 2005, Brazilian Jean Charles de Menezes was shot dead by police at Stockwell tube station in London, because he was misidentified as a suspected suicide bomber, and police feared he had a bomb ready for detonation. The shooting led to public concern and diplomatic protest.


  Another major method of preemptive neutralization is interrogation of known or suspected terrorists to obtain information about specific plots, targets, the identity of other terrorists, and whether the interrogation subject himself is guilty of terrorist involvement. Sometimes methods such as sleep deprivation or drugs are used to increase suggestibility. Human rights objections apart, such methods may lead captives to offer false information in an attempt to stop the treatment, or because of confusion brought on by it.



  DOMESTIC INTELLIGENCE AND SURVEILLANCE



  Most counterterrorism strategies involve an increase in standard police and domestic intelligence. The central activities are traditional: interception of communications and the tracing of persons. New technology has, however, expanded the range of such operations. Domestic intelligence is often directed at specific groups defined on the basis of origin or religion, which is a source of political controversy. Mass surveillance of an entire population raises objections on civil liberties grounds.



  MILITARY INTERVENTION



  Countries often use terrorism to justify military intervention in countries where terrorists are said to be based. That was the main stated justification for the U.S. invasion of Afghanistan and one reason for the 2003 invasion of Iraq. It was also a stated justification for the second Russian invasion of Chechnya.



  GLOBAL TRENDS



  Since 1968, the U.S. State Department has tallied deaths due to terrorism. In 1985, it counted 816 deaths, the highest annual toll until then. The deaths decreased since the late 1980s, then rose to 3,295 in 2001, mainly as a result of the 9/11 attacks. In 2003, more than 1,000 people died as a result of terrorist acts. Many of these deaths resulted from suicide bombings in Chechnya, Iraq, India, and Israel. It does not tally victims of state terrorism. Data from the Terrorism Knowledge Base showed a similar decline since the 1980s, especially in western Europe. On the other hand, Asia experienced an increase in international terrorist attacks. Other regions experienced less consistent patterns over time. From 1991 to 2003, there was a consistent increase in the number of casualties from international terrorist attacks in Asia, but few other consistent trends in casualties from international terrorist attacks.


  A CALL TO ARMS



  
    How will we fight and win this war? We will direct every resource at our command—every means of diplomacy, every tool of intelligence, every instrument of law enforcement, every financial influence, and every necessary weapon of war—to the disruption and to the defeat of the global terror network.

  


  
    —President George W. Bush


  


  The president’s call to arms, presented in the U.S. Department of State’s Patterns of Global Terrorism 2001 , outlines a global campaign of unprecedented scale and complexity along multiple fronts:



  Diplomatic


  Diplomatic action for the campaign began within minutes of the attack [on September 11, 2001]. State Department officials immediately began working with foreign officials around the world to forge a coalition to support our response. The fruits of that labor have been assessed by President Bush as having resulted in the “greatest worldwide coalition in history.”


  Since September 11, the President has met with leaders from more than 50 nations, and Secretary Powell has met with even more foreign ministers and other representatives of our Coalition partners. Senior members of the Departments of State and Defense and the Central Intelligence Agency . . . have also met with numerous foreign officials in Washington and have traveled to every continent to help fashion the diplomatic framework needed to wage the campaign to combat terrorism with a global reach.


  Diplomacy abroad is also the leading edge of every nation’s homeland security, and the global Coalition against terrorism has required—and will continue to require—intensive and innovative effort in that arena. Since September 11, for instance, the Department of State has begun formal dialogues with China and Pakistan on terrorism, and Department officials have brought their expertise to numerous conferences around the world, such as the one hosted by Polish President Kwasniewski, designed to strengthen the capabilities of our global partners in defeating terrorism.


  In addition, numerous multilateral fora such as the EU, OAS, NATO, G-7, G-8 and others have taken substantive steps to enhance information sharing, tighten border security, and combat terrorist financing. On 28 September the UN Security Council adopted Resolution 1373, which requires all states to prevent and suppress the financing of terrorist acts, including freezing funds and other financial assets. The resolution also obliges all states to improve border security, clamp down on the recruitment of terrorists, intensify information sharing and law enforcement cooperation in the international campaign against terrorism, and deny terrorists and their supporters any support or safehaven. This resolution augments the positive trend of Security Council resolutions 1267 and 1333 (passed in 1999 and 2000, respectively) which imposed targeted or “smart” sanctions against the Taliban in Afghanistan.


  The existing 12 UN Conventions against terrorism represent a solid international foundation for nations to support this global struggle. In December, the United States ratified the two newest, the UN Convention for the Suppression of the Financing of Terrorism and the UN Convention for the Suppression of Terrorist Bombings. All nations should become parties to all 12 of these conventions so that terrorists can be more readily apprehended and prosecuted wherever they are located.


  Public diplomacy has been an important aspect of our efforts as well. The Department of State has aggressively sought to counter distorted views of the United States overseas, to emphasize that the war on terrorism is not a war against Islam, and to underscore that terrorists are not martyrs but cowards and criminals. Senior U.S. officials have conveyed these messages in hundreds of media interviews, and ambassadors have organized thousands of outreach activities around the world to build and maintain an international Coalition. The United States maintains Coalition Information Centers in London and Islamabad. The Department of State has an active speakers’ program to explain U.S. policies to foreign and domestic audiences. The Office of International Information Programs maintains an informative and frequently visited website featuring publications such as “The Network of Terrorism” and “Islam in the United States.”



  Intelligence


  Cooperation among intelligence agencies around the world has expanded to unprecedented levels. Sharing of intelligence about terrorists, their movements, and their planned attacks is an absolute prerequisite for successful interdiction. Governments in every region of the world have been able to use this information to expose the criminal netherworld in which terrorists operate. Undoubtedly, planned attacks have been prevented, and lives have been saved.


  Our military campaign in Afghanistan as well as law-enforcement and intelligence operations by Coalition members have yielded a wealth of intelligence that will require further exploitation for action. Such information will be extremely valuable in identifying and interdicting other terrorist cells around the world. Effective intelligence exchange allows countries to act preemptively to counter terrorists before they act. It closes an important seam that terrorists exploit to their advantage. There is room for continued improvement, but the initial results have been very encouraging.



  Law Enforcement


  The world’s law enforcement professionals have launched a global dragnet to identify, arrest, and bring terrorists to justice. In the United States, the FBI has led the law-enforcement engagement, working with all federal, state, and local law-enforcement agencies. More than 7,000 FBI Agents and support personnel have worked diligently with their U.S. and foreign law-enforcement partners to unravel the planning leading to the execution of the 9/11 operation, as well as to interdict other al-Qaeda cells and operatives in the United States and around the world. Their enhanced law-enforcement efforts, and cooperative work by officials around the world, have resulted in the apprehension of more than 1,000 suspected terrorists and the breakup of al-Qaeda and other terrorist cells. . . .


  During 2001 and through March 2002, Secretary Powell designated or redesignated 33 groups as foreign terrorist organizations under the Immigration and Nationality Act, as amended by the Antiterrorism and Effective Death Penalty Act of 1996. The designations make it a criminal offense to provide funds or other material support to such organizations; require U.S. financial institutions to block the funds of the groups; and make members of the groups ineligible for U.S. visas and, if they are aliens, deportable. . . .


  The United States brought to conclusion the prosecution of four al-Qaeda members for the bombing of the U.S. Embassies in Kenya and Tanzania. In May, in a courtroom within sight of the World Trade Center, guilty verdicts were handed down on all 302 counts in the trial of the bombing suspects, and all were sentenced to life in prison.



  Economic


  Money is like oxygen to terrorists, and it must be choked off. When President Bush signed Executive Order 13224 on 23 September, he imposed dramatic penalties on those who provide financial support to terrorist organizations. The Order blocks the assets of designated organizations and individuals linked to global terrorism. It prohibits transactions with terrorist groups, leaders, and corporate and charitable fronts listed in the Order. It also establishes America’s ability to block the U.S. assets of, and deny access to U.S. markets to, those foreign banks that refuse to freeze terrorist assets. As of March 2002, the Order contained the names of 189 groups, entities, and individuals. Accordingly, approximately 150 countries and independent law-enforcement jurisdictions (for example, Hong Kong, Taiwan) issued orders freezing the assets of suspected terrorists and organizations.


  The U.S. Department of Treasury has been leading the war against terrorist financing and has worked with all relevant agencies and departments to identify terrorist financing networks and to find ways to disrupt their operations.


  Many nations and independent law-enforcement jurisdictions have made changes in their laws, regulations, and practices in order to suppress terrorism financing more effectively. UNSCR 1373 mandates worldwide improvements, and we are working with the UN Counter Terrorism Committee (CTC) and others to help improve the capability of countries to meet their obligations under the resolution to combat terrorist financing.


  The first step has been to deny terrorists access to the world’s organized financial structures; simultaneously, we have been moving to prevent the abuse of informal money-transfer systems and charities. Both lines of attack have produced results.



  
    	President Bush launched the first offensive in the war on terrorism on 23 September by signing Executive Order 13224, freezing the U.S.-based assets of those individuals and organizations involved with terrorism.



    	All but a handful of the countries in the world have expressed their support for the financial war on terror.



    	Approximately 150 countries and jurisdictions have issued orders freezing terrorist assets, and the international community was helping others improve their legal and regulatory systems so they can move effectively to block terrorist funds.



    	At the end of 2001, the United States had designated 158 known terrorists, terrorist organizations, and terrorist financial networks, whose assets are now subject to freezing in the U.S. financial system.



    	Between September 11 and 31 December 2001, the United States blocked more than $34 million in assets of terrorist organizations. Other nations also blocked more than $33 million. The funds captured only measure the money in the pipeline at the time the accounts were shut down, which is a small fraction of the total funds disrupted by the closing of the pipeline.



    	On 7 November, the United States and its allies closed down operations of two major financial networks—al-Barakaat and al-Taqwa—both of which were used by al-Qaeda and Osama bin Laden in more than 40 nations as sources of income and mechanisms to transfer funds. As part of that action, the Office of Foreign Assets Control (OFAC) was able to freeze $1,100,000 domestically in al-Barakaat-related funds. Treasury also worked closely with key officials in the Middle East to facilitate blocking of al-Barakaat’s assets at its financial center of operations.



    	On 4 December, President Bush froze the assets of a U.S.-based foundation—The Holy Land Foundation for Relief and Development—that had been funneling money to the terrorist organization Hamas. In 2000, the foundation had raised $13 million.



    	International organizations are key partners in the war on financial terrorism. Since 28 September, over 100 nations have submitted reports to the United Nations on the actions they have taken to block terrorist finances, as required under United Nations Security Council resolution 1373 which calls on all nations to keep their financial systems free of terrorist funds.



    	The Financial Action Task Force—a 29-nation group promoting policies to combat money laundering—adopted strict new standards to deny terrorists access to the world financial system.



    	The G-20 and IMF member countries have agreed to make public the list of terrorists whose assets are subject to freezing, and the amount of assets frozen.


  


  For the first five months of this effort, the United States identified terrorists for blocking and then sought cooperation from our allies around the world. A new stage in international cooperation was reached on 28 December 2001, when the EU took the lead and designated 6 European-based terrorists for asset blocking, on which the United States followed suit. Nations around the world have different information and different leads, and it is crucial that each of our allies not only blocks the terrorist financiers we identify but also develops its own leads to broaden the effort to identify and take action against those who fund terrorism.



  Military


  The terrorist attacks of September 11 were acts of war against the United States and a grievous affront to all humanity. The international community has responded accordingly:



  
    	On 12 September, the UN Security Council condemned the attacks and reiterated the inherent right of collective self defense in accordance with the UN Charter.



    	On 21 September, Foreign Ministers of the OAS invoked the collective self-defense clause of the Inter-American Treaty of Reciprocal Assistance (“Rio Treaty”).



    	
      In Brussels on 5 October, NATO invoked Article 5 of the Washington Treaty, which states that an armed attack on one or more of the allies in Europe or North America shall be considered an attack against them all.


      
        	136 countries offered a range of military assistance.



        	89 countries granted overflight authority for U.S. military aircraft.



        	76 countries granted landing rights for U.S. military aircraft.



        	23 countries agreed to host U.S. and Coalition forces involved in military operations in Afghanistan.


      

    

  


  THE OBAMA STRATEGY



  
    Al-Qaeda is still a threat. We cannot pretend somehow that because Barack Hussein Obama got elected as president, suddenly everything is going to be OK.

  


  
    —Barack Obama


  


  
    I think it is important for Europe to understand that even though I am president and George Bush is not president, al-Qaeda is still a threat.

  


  
    —Barack Obama


  


  Before the 2008 election, the following strategy was posted on the campaign website change.gov


  The first responsibility of any president is to protect the American people. As president, Barack Obama will provide the leadership and strategies to strengthen our security at home.


  Barack Obama and Joe Biden’s strategy for securing the homeland against 21st century threats is focused on preventing terrorist attacks on our homeland, preparing and planning for emergencies, and investing in strong response and recovery capabilities. Obama and Biden will strengthen our homeland against all hazards—including natural or accidental disasters and terrorist threats—and ensure that the federal government works with states, localities, and the private sector as a true partner in prevention, mitigation, and response.



  Defeat Terrorism Worldwide


  
    	Find, disrupt, and destroy al-Qaeda . Responsibly end the war in Iraq and focus on the right battlefield in Afghanistan. Work with other nations to strengthen their capacity to eliminate shared enemies.



    	New capabilities to aggressively defeat terrorists . Improve the American intelligence apparatus by investing in its capacity to collect and analyze information, share information with other agencies, and carry out operations to disrupt terrorist networks.



    	Prepare the military to meet 21st century threats . Ensure that our military becomes more stealthy, agile, and lethal in its ability to capture or kill terrorists. Bolster our military’s ability to speak different languages, navigate different cultures, and coordinate complex missions with our civilian agencies.



    	Win the battle of ideas . Defeat al-Qaeda in the battle of ideas by returning to an American foreign policy consistent with America’s traditional values, and work with moderates within the Islamic world to counter al-Qaeda propaganda. Establish a $2 billion Global Education Fund to work to eliminate the global education deficit and offer an alternative to extremist schools.



    	Restore American influence and restore our values . Stop shuttering consulates and start opening them in the tough and hopeless corners of the world. Expand our foreign service and develop the capacity of our civilian aid workers to work alongside the military.

  


  Prevent Nuclear Terrorism


  Barack Obama and Joe Biden have a comprehensive strategy for nuclear security that will reduce the danger of nuclear terrorism, prevent the spread of nuclear weapons capabilities, and strengthen the nuclear nonproliferation regime. They will:



  
    	Secure nuclear weapons materials in four years and end nuclear smuggling . Lead a global effort to secure all nuclear weapons materials at vulnerable sites within four years—the most effective way to prevent terrorists from acquiring a nuclear bomb. Fully implement the Lugar-Obama legislation to help our allies detect and stop the smuggling of weapons of mass destruction.



    	Strengthen policing and interdiction efforts . Institutionalize the Proliferation Security Initiative (PSI), a global initiative aimed at stopping shipments of weapons of mass destruction, their delivery systems, and related materials worldwide.



    	Convene a summit on preventing nuclear terrorism . Convene a summit in 2009 (and regularly thereafter) of leaders of Permanent Members of the UN Security Council and other key countries to agree on preventing nuclear terrorism.



    	Eliminate Iran’s and North Korea’s nuclear weapons programs through tough, direct diplomacy . Use tough diplomacy—backed by real incentives and real pressures—to prevent Iran from acquiring nuclear weapons and to eliminate fully and verifiably North Korea’s nuclear weapons program.



    	Strengthen the International Atomic Energy Agency (IAEA) . Seek to ensure that the Agency gets the authority, information, people, and technology it needs to do its job.



    	Control fissile materials . Lead a global effort to negotiate a verifiable treaty ending the production of fissile materials for weapons purposes.



    	Prevent nuclear fuel from becoming nuclear bombs . Work with other interested governments to establish a new international nuclear energy architecture—including an international nuclear fuel bank, international nuclear fuel cycle centers, and reliable fuel supply assurances—to meet growing demands for nuclear power without contributing to proliferation.



    	Set the goal of a nuclear-free world . Show the world that America believes in its existing commitment under the Nuclear Nonproliferation Treaty to work to ultimately eliminate all nuclear weapons. America will not disarm unilaterally.



    	Seek real, verifiable reductions in nuclear stockpiles . Seek deep, verifiable reductions in all U.S. and Russian nuclear weapons and work with other nuclear powers to reduce global stockpiles dramatically.



    	Work with Russia to increase warning and decision time . Work with Russia to end dangerous Cold War policies like keeping nuclear weapons ready to launch on a moment’s notice, in a mutual and verifiable manner.



    	Appoint White House coordinator for nuclear security . Appoint a deputy national security advisor to be in charge of coordinating all U.S. programs aimed at reducing the risk of nuclear terrorism and weapons proliferation.



    	Strengthen nuclear risk reduction work at Defense, State, and Energy departments . Expand our foreign service, and develop the capacity of our civilian aid workers to work alongside the military. Thwarting terrorist networks requires international partnerships in military, intelligence, law enforcement, financial transactions, border controls, and transportation security.

  


  Strengthen American Biosecurity


  Biological weapons pose a serious and increasing national security risk. Barack Obama and Joe Biden will work to prevent bioterror attacks and mitigate consequences. They will:



  
    	Prevent bioterror attacks . Strengthen U.S. intelligence collection overseas to identify and interdict would-be bioterrorists before they strike.



    	Build capacity to mitigate the consequences of bioterror attacks . Ensure that decision makers have the information and communication tools they need to manage disease outbreaks by linking health care providers, hospitals, and public health agencies. A well-planned, well-rehearsed, and rapidly executed epidemic response can dramatically diminish the consequences of biological attacks.



    	Accelerate the development of new medicines, vaccines, and production capabilities . Build on America’s unparalleled talent to create new drugs, vaccines, and diagnostic tests and to manufacture them more quickly and efficiently.



    	Lead an international effort to diminish impact of major infectious disease epidemics . Promote international efforts to develop new diagnostics, vaccines, and medicines that will be available and affordable in all parts of the world.

  


  Protect Our Information Networks


  Barack Obama and Joe Biden—working with private industry, the research community, and our citizens—will lead an effort to build a trustworthy and accountable cyber infrastructure that is resilient, protects America’s competitive advantage, and advances our national and homeland security. They will:



  
    	Strengthen federal leadership on cyber security . Declare the cyber infrastructure a strategic asset and establish the position of national cyber advisor, who will report directly to the president and will be responsible for coordinating federal agency efforts and development of national cyber policy.



    	Initiate a safe computing R&D effort and harden our nation’s cyber infrastructure . Support an initiative to develop next-generation secure computers and networking for national security applications. Work with industry and academia to develop and deploy a new generation of secure hardware and software for our critical cyber infrastructure.



    	Protect the IT infrastructure that keeps America’s economy safe . Work with the private sector to establish tough new standards for cyber security and physical resilience.



    	Prevent corporate cyber espionage . Work with industry to develop the systems necessary to protect our nation’s trade secrets and our research and development. Innovations in software, engineering, pharmaceuticals, and other fields are being stolen online from U.S. businesses at an alarming rate.



    	Develop a cyber crime strategy to minimize the opportunities for criminal profit . Shut down the mechanisms used to transmit criminal profits by shutting down untraceable Internet payment schemes. Initiate a grant and training program to provide federal, state, and local law enforcement agencies the tools they need to detect and prosecute cyber crime.



    	Mandate standards for securing personal data and require companies to disclose personal information data breaches . Partner with industry and our citizens to secure personal data stored on government and private systems. Institute a common standard for securing such data across industries and protect the rights of individuals in the information age.

  


  Improve Intelligence Capacity and Protect Civil Liberties


  
    	Improve information sharing and analysis . Improve our intelligence system by creating a senior position to coordinate domestic intelligence gathering, establishing a grant program to support thousands more state and local level intelligence analysts, and increasing our capacity to share intelligence across all levels of government.



    	Give real authority to the Privacy and Civil Liberties Board . Support efforts to strengthen the Privacy and Civil Liberties Board with subpoena powers and reporting responsibilities. Give the Board a robust mandate designed to protect American civil liberties and demand transparency from the Board to ensure accountability.



    	Strengthen institutions to fight terrorism . Establish a Shared Security Partnership Program overseas to invest $5 billion over three years to improve cooperation between U.S. and foreign intelligence and law enforcement agencies.


  


  



  Protect Americans from Terrorist Attacks and Natural Disasters


  
    	Allocate funds based on risk . Allocate our precious homeland security dollars according to risk, not as pork-barrel spending or a form of general revenue sharing. Eliminate waste, fraud, and abuse that cost the nation billions of Department of Homeland Security dollars.



    	Prepare effective emergency response plans . Further improve coordination between all levels of government, create better evacuation plan guidelines, ensure prompt federal assistance to emergency zones, and increase medical surge capacity.



    	Support first responders . Increase federal resources and logistic support to local emergency planning efforts.



    	Improve interoperable communications systems . Support efforts to provide greater technical assistance to local and state first responders and dramatically increase funding for reliable, interoperable communications systems. Appoint a National Chief Technology Officer to ensure that the current noninteroperable plans at the federal, state, and local levels are combined, funded, implemented, and effective.



    	Working with state and local governments and the private sector . Make the federal government a better partner to states and localities, one that listens to local concerns and considers local priorities. Reach out to the private sector to leverage its expertise and assets to protect our homeland security.

  


  Protect Critical Infrastructure


  
    	Create a national infrastructure protection plan . Develop an effective critical infrastructure protection and resiliency plan for the nation and work with the private sector to ensure that targets are protected against all hazards.



    	Secure our chemical plants . Work with all stakeholders to enact permanent federal chemical plant security regulations.



    	Improve airline security . Redouble our efforts to adequately address the threats our nation continues to face from airplane-based terrorism.



    	Monitor our ports . Redouble our efforts to develop technology that can detect radiation and work with the maritime transportation industry to deploy this technology to maximize security without causing economic disruption.



    	Safeguard public transportation . Work to protect the public transportation systems Americans use to get to work, school, and beyond every day.



    	Improve border security . Support the virtual and physical infrastructure and manpower necessary to secure our borders and keep our nation safe.

  


  Modernize America’s Aging Infrastructure


  
    	Build-in security . Ensure that security is considered and built into the design of new infrastructure, so that our critical assets are protected from the start and more resilient to naturally occurring and deliberate threats throughout their life-cycle.



    	Create a national infrastructure reinvestment bank . Address the infrastructure challenge by creating a National Infrastructure Reinvestment Bank of $60 billion over 10 years, to expand and enhance, not supplant, existing federal transportation investments. This independent entity will be directed to invest in our nation’s most challenging transportation infrastructure needs, without the influence of special interests.



    	Invest in critical infrastructure projects . Invest in our nation’s most pressing short- and long-term infrastructure needs, including modernizing our electrical grid and upgrading our highway, rail, ports, water, and aviation infrastructure. Establish a Grid Modernization Commission to facilitate adoption of Smart Grid practices to improve efficiency and security of our electricity grid.

  


  [image: ]


  CITIZEN SUPPORT



  What can you do? Devastating acts, such as the terrorist attacks on the World Trade Center and the Pentagon, have left many concerned about the possibility of future incidents in the United States and their potential impact. They raise uncertainty about what might happen next, which increases stress levels. Nevertheless, you can do many things to prepare for the unexpected that will reduce the stress that you may feel now—and later, should any emergency arise. Taking preparatory action can reassure you and your children so you may exert a measure of control even in the face of such terrible events.


  For detailed information on emergency preparedness and what you can do to protect yourself and your loved ones, after you read the following chapter, go to part III, “Be Prepared.”




End of sample




    To search for additional titles please go to 

    
    http://search.overdrive.com.   
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It o sk e i th plavin o e, nching e
e i oy e 8PN s

g e s conrmnty b skl s dbion s o
Sopats Compebeies g e

R ing ey ekepaios o comnty, v i ey s
G ok Comcston, i bt coen b s Commncan

.
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e Hrinions

The Private Sector and Crilcal Infastrucure Enics. The privie secor
epresenss an ssenial pla of ur socety because of the essal goods and
Svices tat 1 provkdes, Moreove, e toukhe the majorty o o populaon on
il s, through a erployercployee e venvor cutomer ks,
Forthese eisons, 1 8 esseialthatthe .S, prate sector b e n 4l
prepirenss s response acivies for  pardemc.

il fasnctuns ensties o st be engaged in plannin,for 3 pan
demic because of e socity's dependence upae thee seices. Baththe pr
e secor ndcrcal frasuctune entes sepresen sl g s
o e fnctoning of Amerkan soity:

Responiilis o the L., privte sector ane crical st enies
Inchue th following:

g an chic of infction conrl n the warkplce that i einforce
g the annl nlocnzascason,f inclce, 1 possbe,optios for work
ing ofste while I, sysiems 10 redce Infection transmision, and worker
aducation.

« Lt shing contingency sysems to maiman devery of el goods and
srvices g Umesofsnficant and sustined worke abrertcam.

= Wi pessile, stblishirg, mechansns to allow workrs 1 provido e
vicesfrom bor  ublc hallh il achise gaiet o csental vl
cuskd th home.

« Ltabishing patnershps with cthe msmbers o e secto o provide mutial
Support and maincnancsofesetil seviis g 4 pandrnc

vt and Families. Th crcl ol of indiicual and fames 1 co-
rolling « i canc b overstate. Modeling o the rarsmssion of il
e sl e he Impacs of e ndiduar behavioron the spread of
dncase, by showing that anifection camied by o person can be rarsmitet
oo o hunceedsof cthrs. For s reson, il action s e
et mporant lementof pacen preparins e sporse,

Fdcaticn on pandenic preparedoessfoe the ppulation shexi b before
 pandenmic, should b provide by all el of govermers and th prvie
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Unlike the “ordinary” lutht occus every wirter pandemic 1 can 05~
eur at any tme of yesr. Pandemics of safleeza have oceurred sporsdically
hroughout hisory e s n th Lt hundred oursresulin inrany
deaths. Paadennics often come in two or morc waves several s spat.
Fach wave may last o to three monfs.

Pundemic fluis more seiousthan “ordiory” . As much a4 quarte of
the population b alfcted —sometimes more. Pandersic i el to
caus he e symploms as “oxdiary” fu bt the symploms may be more
Severe Because nobod hs mmanity or rolecton agams a new Vs,

A srious pandemic causes many deats, disrpis the dily e of many
people, and cuses nicns pressure on healh and cler srvies. Eoch paa-
i diffrent,and untl th vinus st ciculating, i s impossile
predit s ful efects.

What Causes 167

Pundemics of l re dae 0 the emergence f a e luvirus tha s markedly
ifernt from recently cieulating stsns. Few—if ans-—people will have
any imenusity o hi e virus. Thisllows it o spread widely asd el and
1o cai more seiousillacss.

Who's t Risk?

Onec a pademic ofiflucazasat,everybody i at ik of ctching . Cer-
s groups may b of gresce isk thas oher; unti th viussars circulting
e will not o fo e o th risk groups .

Is There a Vaccine to Protect against Pandemic Flu?

Modicine calcd anivirals can be wsed o el nflcnza. They have bocn
o t0 be sery helpful i the et o “ordinry” o, and it  likly
ey will o b effstiv i the trtmentof pandrni f, but their .
foctivencas won't b knows unil the pandemic irs i irculting. Antivirls
o oot stop e Ml from developing but they do subdue the symptoms and
reduce the e people re sik.

“Ticee is b vaceine ready 10 protect aganst pandemic . A vaceie (o
protet auine pidersic 1 cannot be made uatil o sew Yins hes been
{denifed. Before  pandenic st it s dilfeut 0 preict whatsrin il
cause i and even he. predictions may prove wrong. Ao, thepew virus may
bave chunged caough for  re prepared vacine (o be ncleciv.
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« Activte plans 0 disbutc modical courcresuses, ncluding non modbcal
equipmentand cther mateil, rom o Stegic Ntknal Sockplle and oher
@rsion cnters ekl s nd local ehortia.

= Adioss bamers 10 e low of publcheahh, medics| and veeriarperson
el scros s 3 local ol etions o mee ol shorflk i b et
medical and vecrnay capachy

+ Detenine the specrum of publc hally, medical and vternry surge ca
paciy actites it the .5, miliary an chr gEnement i may b
ke o support duig pandemnic, coninent pn pramry g e
mens,and dovelop mechanss 1 actto thrn.

Susaining Infrstructur, sl Sevices and the Ecomomy. Movement of
st persomnel, ooch and ervice, and maitenance f <rica e
e e ccessary g o venk that spans onls i any given comvmunity
Th prvate secor ad crca nfrsicion et s i n 4 e
it s then o maila the esenal lements of el opertions for
prlonged peric of time, n order 0 provrs severe dseuption o e n o
Communiies. T ersise 145 we il

Encounge the development of coordinston mechanens acoss Amercan
st support 6 above acvics during a pandnc.

+ Frovde gurkinc t s comingency plans 13 nvuré that prsonnc ae
prosccid, hat e deley of ssental goods and servics . malnaned,
S tht secors renmaln fnctionel despie sfcant and sustaned worker
Jrivemy

« D the specrum of fsstrctur ustsiment sctvis that he U,
miltany are bt overnment enties may b bl t spport dorirg 3 pan
i, contngent apon prinry mision reqicnens, and dovelop ek
s o st e,

Gvaring Cfective Risk Commaricaton. et e sk commun o i s
sl o te publc nd e . Wo il

s that ety clar, oot messages aredelere o e Amercan
publc from e spokesperions 3t al el of governmens nd ad
Eovemments of seced ntons o do the a,

= Work with st and local goverments to dvelop gukdelnes t0 assure he
publicofthe sty o he oo ply nd migaeth sk of exposan: from
i,

Roles and Rl

Bocause of i e natre, esporbily for preparedncs and respossc 102
pardemic extends acres all loels o govemment and alsegmonts o sociry.
Rlosinglecnly alone can preventor it e mpact o  panderic.
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+ Our Homeland is under constant thest. The fac that we have ot been
seuck siace 9111 is a combisaion of precmpive sikes oversas, et
measures of dilience a home, s whol lotof good Ik,

+ As potental trgets such o miliey facilics, synbols of democracy,
overnment buidings, and infastrucure re “hardened” terrorists wil
SHR o sofe argtssuch a churches,schools, malls, mass ctetiameat
contrs, ighis apetmens, ransporaion ceier, and enery [l
Thei goal will be 1o disnpt o destroy o cconomy, impose fer and
uncertainy.break ou natonal will, axd dflet our atention and support
fom the Middle Bt

+ Safey s secury s nebulous concepts requiring elcnal vighace, in-
{wiive thinking, ineligent planning, and peronal nvolvement a every
level

i ot the it of i book 0 exagerae he threass 1 soursafry ami
secuiy. s, rathe, 10 equip our rodens wih formaton that enpowers
them not o overmesct. Our hope i that you'l use this ok 8  resouree
itelgenly put things i proper perspective, o sou and yourloved oes may
Ll cejo your binbight o Americans o purse “walety and hppines.” s
is promised i the Declaration of Independence.

For example, in September 2005, Alan C. MeMilla, secretaria of the
‘Seventeenh Werld Congres and peesident and CEO of the Naonal Safey
Counil, closed the World Congres in rlando, Floridn, with & vision
Satemen; “Preention: Today's Value for Tomorrows World" MeMillan
poinied out tht each sear, an estmied 270 million oscupationl accidents
and 160 millon work rlaed llesss ar reported throughout the waeld.
‘MeMillan told e audience of more tha e thousandstcadees, o more
than ons hundred countris and tix sontient, tht n many ceveloping 1
tions, occupstiona ey emsins a Lrgely reacive spproach fo njuries and
illcsss sustained in the werkplace:

W bend thioughou th wesk' o that making the world of work sater
o et e i s Szple 3 35 pofcuncly complen. s e e Gings s
o op mansesments compmcnt 1 ey i e oo emplo.
o in devlopng sty ol nd negraiag ol snd ek ully o
el Fuso placaing s i

A US. Burc of Labor Statstis ccnsus found the o total o 5,485 fual
work njries were recorded i the Urited Saes in 2007 sight decrse
ver the number of fatal work ijuies repoted for 2006. The rae at which
ol workinuries oceurred i 2007 was 3.7 pee 100000 warkes, e lowest
it reported incethe nsus started keeping these stistin in 1992, How
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Populationwide Tntesentions. Odhe inesention st the narional level
may also be invoduced at various stages dring the pandemic:

+ Restriction of mass gathrings: This will probsbly anly b efsctiv csly
o and could inlude the prohion of ae intenatonalgatherings such
= pop concert andsporing event. 1 may s incde local galerings.

« Travel rsrctons: Travl 1 of from ffocied eas may be reariced
Howerer, s messure cannot be cafrced. Recommendations on esrct
ing national wavel may aso pply.

- Schoolclosure: Schools may be closd o peveat he spread of ifection

« Voluntey horse solton of cases.

« Voluntry quarantin of contaetsof Ko cases.

Sereening of People Entering UsS. Ports Tis s unlikely o be ffetive
because of the highly infctcus naure of he flu vins. Srsening can only
detet people who ree showing symproms. Pandemic flu victims may be
infectious even hefoe they exhibit symptons et would o be deected by
port srcening sysems.

Wearing of Masks.The widespread weiing of ks byt general -
Vi during a pandemic is wlikelyt b cfetie n prevening people from be-
comsing nfected wit the v, Tloweser, they may ave some liteduse for
hose irady ifecid with e viru i order 0 prevent them sprcading .

HOW WILL PANDEMIC FLU AFFECT THE UNITED STATES?

1 pandernic st s cousing owtbresks oversce, it will st iy
resch the Unied Sats. Once i rsches our shore, i i expoced 1 epread
roghout the couriry in a matier of weeks, coing mauch e e and
bighcr deothrte than thos sscised with ordizey” . This will wsult.
i ntrme pressur on hethcare and oteressntial sevicesaad disrption

10 many aspects of daily e
i currenty impossible toprdict when the il pandemic will besi. s
o diffclt 0 prdic s impact with sny sccuracy. A gret del of useer.
ssocialed with esimaing e scle of lncs,death rte, 4 the

o of those kel tohe mot affcted

Scale and Severiy of ilness

Fxpots prdict th theslobal death ol could range rom anything between
2 million to over 50 million daths wordwide. Stdies by te Centrs for
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Disease Conrol and Preventon reduce tht rasge o between 2 millon and
7.4 milin deaths worldwide. However, narowing down th range cansot
be done with any confdeace uail he pideenic is under way. Th lesel of
prepercdnces i cach couniey will o aflucoce the il dea oll.

Whiethe precise figuresare notknown,the brden o1 healthcaresysens
s likely 10 be considerable. I high-ocome countis alone (including he
United Stses, whi epresent 15 perceat o the woeld's populaton, expers
snticipete s 240,000 t0 650000 desths, 134 nilion to 233 millon hos-
pital s, and 155 million to 2 million hospial admissions. The impoct i+
likely 0 be e severe in developing countie, whose heallhcae systems
e ey overburdencd:

For planning purposesthe World Heallh Organiztin advisestht sationsl
plans be baced on & cumulive clnial stk rte of 25 percent, compired
o the atack rae of $ percen o 10 perent ssociated wih “ordinry” flo.
A clincal aack rte i the percenoge of the (0l populaticn who become
infected end exhibit ymptoms o the vis.

cperspredictthatth next pandemic i ke o affect aound o quater
ofthe US. poplaton witsup o 207000 deahs ozcaring over on or more
waxes asting swound tree menhs cach. Of the tal US. populaicn (bost
296 milon). n stimsted 40 millio t 45 millon pecple will become il

Ctiated e and Hosptlitins i sn It Pandeic

Expectn Desihs Expeced Hopeatsnons
Gt 250 mikon 4281 milon
Highincome counies 280000050000 1352 il

Ut S 90002070 STioon 7400

et on Health Services Asthe shove figures indicae,a u paodernic
il plce great pressure o1 health and soial sevices due 1 the increased
burden ofptieats withfreqiing restmentandthe depltion of e work:
fore due o lncs ond oiher disupsion. This could mean delays n dealing
‘with tbes medicl conditons, s sometimes occurs during  patculely b
cpidemic of “ordiary” i Non-wgent work wil have 0 be rioized dur
i he pesk weeks 4ad some work canceled because of presure on beds,
saft,and resourecs.

Ipact on Business. Al pnensic i likely (0 ffect all sge groups,
it e than 10 percent o the popultin kel 1 kose working days. The
UK. planassumes s 25 perentof the UK. workforse will ake fify-eight
werkizg days o ove  theee-month pecod

During he pek of the pandemic. cstmats sggest that sbcntesism will
doube n theprvat setorand increase by s i the public setor.
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The destruction from Hurricane Kattina. Jocelyn Augustino/FEMA Photo
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il wih o deathrte approahing 100 persent. s may e on the same
day that symptoms it appear

‘Avion D occuss workdwide. The cuent oulbreak of highly pabhogesic
avian u (AHISN), which bogan in mid-Deccutber 2003 in Koren, has
ate affeted poulryin many counirie in Asasnd Burope. An ap-o-dae st
of counties with AVHSNT ifections i pouiry ca be found at e websic of
the Warld Organisaton for Aaimsl Heslh (i i i),

Neverbore b e s o many counies 5 sidely afectd by s

e st sch evitting oo ocsequeces, o s s
i sl wll  for thepouy by

—Dr. Anefs s s, At Ditr Goncel,

Dt of Commnicsle Disses, Workd Hoslth Organizaion

Avian Tlu in People

Avian lu viruses do ot normaly ffec spesies other tha bird of pis.
Hisoricaly, huamaa nfections wilsavies influcrza virnes have beca rve
and sually mild. Howeer, when the fint documentd infection of people
wit an HSNI avian s vin occursd in Hong Kong in 1997, causing e
e respiratory disease n cihteen people, i ofthen died. nvestigaion
into this utbresk showed tht clos conact ith live focied poultry wae
the soures of human infetion. SN emerged agan in February 2003 in
Hong Kong infecing two people and iling one. The current obrea of
VSN bogan i mid-December 2003 and has 5o o inected 112 people,
Kiling 57 of them.

T ober avian f vinuses have recenly aused s in people bt not
8 th same scale s tha caused by A/HSN1: AVHTNT emerged inthe Net
erands n Februaey 2003, causing mid lscs i &3 peopl. and one dath
AHON2 o caused ikl can of s n o chiléren iz Hong Kong in 1999
‘andone child in mid-Decemher 2003,

How Docs Avian Flu Spread?

Avian i viruses spead through pal flockscither via rspiatry sere-
tions or comact with contaminted fces (droppings). A sinle gram of on
it fece can contin novgh virs o ffeet | alion bics. Decppings
o o comaminte dnt, ol watr, o, cqprment, and cloting. Pople
arc usualy infected through close contact with nfsted bird o thei eces.
Person 0 person spead,if it hs occured, has done o only with difficlty
s st s faeesled i omwrd cansisson of the infcton. However,
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It Aerica Safe? i inended to help us help curselves. s inended 1o
reduce some of ou ea by ducaring usand providingus with e confidence
0 comes with ot feling powerls. In essence, it gives us al  chance (0
o our part—not caly o procet cursclves and out ailcs, bt o o Fight
ock by denying the enemy any chance of even partial cces.

“Tic Deparimet of Homeland Sccurty i spending considerable amousis
of money and time tying 0 cducot the public on busic survival skils. A
rimary concer s tha certain publi communicatons sysins may be e
poraily out of onder. Therefore public messagin, paniculry on cducsting
e public a5 1o what type of method was ued i b i acts, a wel
whal personal messires should be intted o reduce cosualis,may 50t g€
g o all o ose n the mpact arcfs). Smple precautons and 1l
Knowledse may be the iffrence beween sureval and deth o lirge nury
bers of unsuspecting individuals, pateularly i scenios ivolving Weapons
of mss destruction—the eruris prefered method of atack.

Undontanding the enemy,reporting suspicious activity. reducing vulner-
abilies, knowing how o sunive,and initng preparsory atons re ways
for coch idividual American o do is o her pac i helpag Lo i the war

Brigadier Genersl Mathew - Broderick, 15 Marine Cops (resred)
Vice Prsiden or DIIS and DoD, Abrexas Comperstion
Former Dicctr of Opertons for Homeland Security
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The Federal Govenment. Wil the feckal govemment playsa crtcal ke
in lements f preparciness and esponse (0. pandernic he succes o these
measures s pedicsed on actons aken i the ndvidal evland n st
Communiics. Fderal esponsiilie ncuce the olwing:

« Adarcig nemational propareess, survellance, rsporse nd coniain-
+ Supparti, e establishent of countamensurs slockpiles an prockcton
capaciy by

 Faciating the development o suficet domestc production capacty
for vaccins, antvess, dagnostics and peronal prAecive e 10
suppon domestic s, and encousagig the deelopment o producin
capaciy around e warld:

« Avancing the science necesay o produce ffctive vaceines, heapeus
s and drgrtcs and
Stokpilng and coordinaing hedsribusion o ecessry counermeasres,
i concen with st and thr eties.

+ Cosuringthat ekl deparamens an sgencies,inchding sl bk care
ystms, have dovelopadan xerisd prpasecess and esponse plan it
ik I scoun the poteial impact ol & pandenic o th fedeal work:
force, and e confgured 0 support state, ol and pevate secee fors as

approprse.
+ Factain, st e ol plaing throgh i, nd gdanc.
+ Provicig fidance 1o e prvatesetor sl publs on proprdnes a1

Sponse plann i conjan-hon wih st and commois.

L epariments havebeen dentfeforthe ecical espors (Depariment
of eati and Human Services),vetrnary resporse Deparonent of Agrcul-
{ure, ternatonal actvies (Depariment of ) ad the ovral donesic
incident managorn. and fecktal coodaton (Doparument of Homeland
Securty). ach deparimont s responsible for cerdinaon of alefors wibin
i et misson, e deperts ae esporsible fordevlopi plae 0
implement v Sy

Statesand Locaies. Our conmntesar on the front inesof a pancemic
and wil e many challees i entaining contiaty of socety i e fce
fwidsprea s nd increaseddemare o st stenial povemanent s
Vices. St local resporsbies inclse e el

+ Cruring il bl messursare aken 0 it th spread of an cut-
ek wibin and beyond the convmunity's borders.

+ Ctabsting comprehemive aa credibl. preparees and esponse plans
it s ercinc o s b,
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» Tnfctpeople (1o st ther s an birds)

+ Cause llcs in ahgh proportion f those infected

« Spread caily from person o person

+ Spread widely becausethe vinw s significantly difereat from previously
cicling stsins and most peope will ave e or o immaniy 10 it

Al previous fupandermis exibied hese churcieisics.

“Ondinary” Flu

“Ondiney” cccur xery yese duing e wiser months e Unied Sses
It ffets S pecentto 20 percnt of the poulston,causing around thiry-six
thoand deaths everyyea. Globally,epdenicsof “ordinary” e though
10 Kl betwees fve hundred thousand and 1 mllion people cvery vz, Most
Peoplerecove rom “ordinry” 1 wilincne r o weeks wihoutrquiing
medicl rctment. Desths ar generaly confined o risk” group, including
eldrly pecpleover sy Tive years ofage, pople with exising medical con-
ions such s hung disases, diabete,cancer, a0 Kidey or hear problens,
people whose immune sysems e compromiseddue 0 HIV/AIDS or beceuse
thy have arasplan; and for example th very ouns.

“The vaceine sgaitt “ondinary” i effective hecause the virs st in
ciculation esch winter can be fairly rlsbly prediced. Auaual voccinaion,
‘when the corret virus stainis faly rlably prediced, and il drugs
arc svailable for those sk of becoring seriowy il

Pandemic Flu

Pandemics have ocurred sporadicaly throughons isory and can take plase
in any sesson. ey alfect maoy more people thaa “ordinary” - quaricr
or mre o the popultion—and are sociated with much bigher rles of ll-
e and death. Forcxample, he wors [ pandennic i the st ceatury—the
1018 Spanish 1" causd around 40 million deahs worldwide.

Pandemic flu, wually associated wit  higher severy offlnes and o
sequenty a higher risk o deat, reprscats 4 much more srious ffecion
than “ondnsry” . Poople of afage groups may b ot ik f nfcton with
pandenic fu, not jut “at i groups.

A vacine against pandersic 0y will not b avalble t th st of &
Gernie. This s bevause the virssein will be compleely ew. 1 will be dif-
feren from e iruses tht circulated the previous wintr, ad ot predicable
inthe same .
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folowing & meeting hosed by the WHO in Manila in May 2005, experts
e expressed coneern thst human HSNI viase s contizuing 0 svolve
in 0 munper consisent with the possible development of humsaiohuman
imasmision. A the time of wriling, there remaios 30 conelusive svideaee
ot uman o Human anseision has oecured

Symptoms

“The sympornsof svian i pesple range fom conjoncivti o tyicsl
ke symptoms, whichcan lead to pneumria, acute espiratory dises, vial
preumoria,and othe severe end e hretesing complictions.

How Avian Flu Could Lead to 3 Pandemic

WHO beives the apesece of HSNI,which i s widey sorochod
i A, gl et e work Bt v close 9 3 et e

—World Heslh Ongaization, Dicnber 5 2004

The currnt oubresk of bighly pethogeaic avisn flu o Asia koowa s A/
HINIunprcedented in s scle and ot of spread—ix thought o have
significantly heightenad he ik of another T pandenic. Since s eryrgence
i poulty i Korea in mid-December 2003, his sain has nfected pulry
in couniics i Asis and Esstern Earope. Albough AHSNI has sppcared
befo, th curentepidemic ofthi i represcns more seious e
public hesl, This i it ha caused cubrea t the sae e in seversl
couniresand isproving difclt o liminate

Transnsion o pecple rermsns relaivel rre nd i ostcases,ivest-
oton has identificd contact with infstod polry o the pricipal cause of
infetion. Alhough hunan infections have been docurented i orly four
counirie, i seems ikl that addionalcases have cccurred in other coun
res but have remained usrccogaized bcause of  ack of clinicel awarencs
or diagaestic fcilites.

How Could A/HSN1 Cause a Pandemic

People?
Fxpers fcor that SN could rgger the next pandemic for several rea-
sons. Fis, it ha already denmostated an ability 1o infect people and cause
severe discuse—one of the key churacteristcs of  pundemic siwa. Second,
his patialr vies has  documentod abily to mutate and 0 i genes
from viruss infecting othr speie. Experts fea that the vins could cther
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contan the pren of th vis. An efective survlnce and dtecion system
il ave v by allning us 10 actate response plans befce the sl of
¥ pandonic vt o the Uniked Saes, actate addlona ureilance sysems
Il vaceineproduction and adminisaon.

i Ropid Reportng of utbresks. 10 4t o rccd o “snsatons!
awarencs, bsh domestically and Imomaorall, we will

« Wk though the Ienatonal Parvship on Avian and Pandenc o
enza, 25wl oo the poliea and dipbomatc chanrels such as
it Natonsand the Asa Paci. Cconomic Cooperation fonan, t e
asparency, s ccoperaion i rapid eporin o avia s b
inflaenra caes,

« Support the development of the proper sciaeilic and pidemlcgic expetse
n'fctd s 10 e el recition ofchanges 1 the paten o
avian or b cutbeak,

« Support the development and susainmene of suicien U, and bt rion
aborsory capaciy and diagnasic esgens in ficied reions and domest
cal, 0 provie rpi confiemation of caes i ainals o hnar.

« Advance mechanian for “ratme” cical veilance n domesic acuse
car seringssuch as emergoncy depanmerys, sensve care ns nd bo-
otk 10 povide locl, st a federal publc healh il wih con
s avwareness ofthe profl o 1ess in communiies, e leverago al
federl edica capabies, b domestc ad inerationl, n support of
his objecive

« Develop and deploy apid diagntics it grestr sensifviy and rprodoc.
Bty llow onse disgneis o panmic s of Infuenza ot P and
abrodd, i animals and humars, 1 e oty waring, oubresk conol
and et of aniiral herapy.

« bxpand oce comestic Iestock and widlie suellance acivis o coure
carly wami, ot pread o an ek o oue shor.

sing Sunveillance o it Spread. Athough iflenza dos 1o repect
eographicor polfical borders, ey o s o afecte s present
pportndie o conrolor e very et ko e spread o fection. I parl
16t cur consamens s, i i

« Derelop mechanisms (o rapidly shre nformaton o avelers who may b
canying o may have ben exposed . pandomtcsain o flucna, o e
puTposes o conact racing and cutreak iestignion.

= Develop and carcise mecharisns o provideacivo a passiv suvellance
g, utbrsk.both within and byord o borkrs,

« Expand an enfance mechanins for serening an o rig animal hat
may habor s wilh pandenc. psenil,

Develp scecning and monkoring, mechanims and sgreemens o ppropr
Sl corrl vl and shippig of ey nleciad ko o g fom
St rggons I neceseay, a0 proect ot popuiaon.
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Son e, Caldormis, sy 25,200, Do b thehiorc Mision S Mioel s
xicetod by th .5 S0 e ke, D GoldenTINA News ke

and how to survive during any of these ttacks i a big sep towsrd -
Sinalisng thei intended bigh casuaky Tt paychlogical impoct, and
propaganda value. The added valo i tha these same Hicsoving kil may
o be used in neuraly occuring catateophic events such s huricancs,
tornadoss, floods, o cathquakes

Is America Safe? empowers the aveage cizen withthe knowledge and
sl t0 undestnd trrorist satics - which, n o, llows coch of s o
contribue to disrupting he temorit” inended goal through obsrviog and
reporting suspicious iy, reducing trge wlnershliies, and rinimzing
casuahies through educaton and preparation. The bete the chasces we have
o reducethe ffetsofan ok, th beter th chsces e have o minimize
e potance of the evest hereby deayig temorss the peopaganda vl
ey sk fom suprise,shock,and fear o anunprepared nd panicky publc
Prevention and prepardnes e lsin st with 4 part of ur sational
sitegy

Allhough o a trrorist alack, the flrma of Horrcane Karioa was
prime exampleof ack fpreparaton nd responise and s nresistc expect
tion and reliance 0 outside authorities duriog the st wenly- o o forty-
cighthours of disster. I say eson st be eroed rom Kalraa, it s tha
the averagecitizen and local governments have t become more selrelint.
Youand 1 have 19 make plans tha will allow s 0 help oureles.
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“The two-man Kilng teams arised on shore ¢ 415 .. and then spread.
out o thei assgned et to launch ther termor. Amone the fir:fo dic
were American Alan Schere sad bis i se-cld davghie, Noor, from
Eaber, Vinina: they were sho while catog asceck at the Oberol Hotel caté
hefore going {0 bed. Others would di st & natby Jewish cemer d i the
Chatrapath Sivai Termisal rilway sation.

Hows Could This Happen?

Ivestigatons beleve tht the killin cars visted the e i 2007, posingas
stdents. They reconnoteed the choses argets o obtized osouts o the
buidings They even lanoed which roomsthey would e fo command and
controloftei bloody opertions. Despte warings of  posible atack days
befor, the Taj mansgerment ssd they doubted tha they could e foiled
he ttak wih the prepurations they b bad i plac, bt emored just &
day befor. Theterorit knew te hotel 5o well that they avoided the st
Hikely entances, chooing ntesd toenerthrough the back of he ote. Onee
inside, ey began o slaughtr bote guets sad stall without mercy:

(Could this scesrio plas out in New York Gt Miami Besch, New Or-
Ieans, Galveson, San rancico. Los Angele,or Seale?

One berver charactried the atschers s “mere boys.” Another cors
mested tha hey loked ke they should be o colleg somewhere. But wht
they were was highly tvined nd determied young men on  mission fo
inflame the world—and they were <o pasionat ahout theis case hat they
were willng to di i accomplishizg thei misson.

“The terorit slaught lsted or e days, claimiog 166 ictis. The US.
Stte Depurtment confimed st six Americans did i the stacks and .
others wre wounded. Many others sarvived becaute they ok th infitive
o Tock thee dors and brrcade therselves in thelerooms o took evasive
action toremove temselvesfrom whereth atocks were sking place.

‘What would you choic be insimila circumsiaces?

Do you e safe?

How secure do you feel your il todsy s we sce staks rom ner-
sationa eroist, carockings nd bome invasions i oue cites, and ptuzal
dissers of isorcal proportons wherever you lok? Do youfel i contel?
Or do you feel belpecs and unable o prosect yourself or your loved ones?
e you smong those who fel that it i he federal government’s prinuey
responsbility to enure your safety and scceiy? O do you fec that there
ar times when you would forgo safey and security fo the sake ofFcedom
nd lbeny?
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against i befor. Thislack of immanity llows the virus 0 spread e rp-
iy and e widely than an “ordinary” . i

‘Aotigenic shifl usally cceurs i wo ways:cilhr o & sudden “daptive™
change duing replication o a sormal vieu, o from an cxchange of geacs
between a human seain of sn infloenza A virs and an anmal s, This
eeneic exchange or “reasortment” produces  new viruscapable of causing
 pendenmic in humans. Geneic exchange occurs when an asimal becomes
infeccd with 8 humnan ond an il fl vins ot th same ime—se-caled
“eoinfcton.” The animal in whichthis genetic exchinge s plce s ofen
described s & “mising vesselThe domesticpi i  hkely “mixin vessel”
because it s suscepible to both huran and avis Gird) . Howerer, more
rocenlycspersfee that peope may ks serve o "mising vesicls.”

“Thi posabilty that people coud act 3 “iing sesel” hs coused -
eular concen i the costex of the highly puogenic avian 1 (AHSNI)
cumently cieulatiog in Avis. This srin of aviss s s demoniraied he
bty o nfect people. Experts fear tht poople nfected withavia flu could
o hecorse infected with  huran 1 s o he s time, allwing he
exchasge of genes that could lead 1o the ermergecce of & pasdersie sirin,
Alernaivels. the svian [ strin could xclve oo o pandric s simply
by readapting o the huma bods, hereby cguiring the bt o pas casily
From person 0 prsn.

The

ferences between “Or

ary” Flu and Pandemic Flu

There are impartan diferences hetween “ordinsry” lu and piadersc fl
These difeences explain why we regand pandemic lu a such a scrous
hrest. Epidemicn of “ordimay” fl oeee every sea scound the warld An
cpidemic isa widesread cutbeak of diseas i asingle commuity, popu
Taton, o resion. A pandemic. o the other . spreads arousd the world
ffcing many husdreds of housands of people acress many cousiric. The
word pandemic come o the Greek wards pn, mcaning sl sad deos,
meaning “people.” Other diseases of pandennic proportions include HIV/
AIDS sod wierculosis,

Key Chanacters

“There e  sumber of ey chicactrisies ht experts ook for wheo decding
whelheror ot periula lu vius i  poentialy pandeni o,

For a influcnza virus 1 be capable of causing  pandemic, 1t must be
ableto:

of Pandemic Tlu
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sector, and should occu i the contes f eeventio he ansissicn ofany
infcion, such 2 the anwal nflienza o he common €kl Responsiilies of
he ndiicland il nclode

T precautions o prevent hespresd o fecton o cthrs s ndivids
ora fanly merbor s symptos o nfuenz

« Beingprepard o follo bl heath gukdancs tht may inclce mtaton
of atendance a public gaberings and non-essntal avel for several days
peonty

+ Kecping sppies of matras ¢ bome, 3s recemmended by aulites, 1
Support sl nesdsof e huseholdfor severs s ecessary

Itermationa Parines, We ey upan o nemationalparnerships, with the
United Nations, nemational orgaizaions and pricte nonproil ogania-
tions, o iy o ot adwillengage e on  multtersl and biaeral
basks The itemationa st 10 contan and m e the efects o an cabresk
of pandeimic oz s cental component of te owall sezy. I many
ways, the characte and qualy of the U.. respenso an 1hat of ur ncrns
ona prters may play 3 desemining ol n th scerkty of  pandonic

The Inomaonal Parnership on Avan and Pancmic nfinza sands n
supportof mulinatons organizaton. Memixrs of the Parnerhip avo gt
1 e ollowing 10 princiles wilyice hle et

Intetinal coopseaton o prtec the lves and beath of ur peopler

2 Tumelyand s hgh v giobal poicalledrsip 10 combal avien
and pandenic nfloenzs

3. Trarspasency in eporing, of inflenza cass i humans and i anknals
Cotact by vt Havepandeic poter, o ncresseundrtand.
o reparecines and especilly o e (i and Umely esporse t
potenial cbreses

4. et shanng, o epidemiologcal data and samples i the Werkd
Hesllh Ongnlzaton (WHO»and e neratcnal conmuniy 1 deect el
chraceire th nawe ] evolebon of any crbreks 4 uiekly o pes-
S, by g, where approprise, exisi, ks anc echaniet

5. Rapid raeton o e i e s of ac e anenison of N1
v cther ighly pathogenic inenza stains 50 ha approprite ntem-
Honal and natlonal esoures can be b o bear,

. Prevent and contain an incipient cpidemic theough capacty buikling, and
in countyeollaboraton wilh iersons! partners

7. WorkIn 2 mamor complemertay 0 and supporive o oxpanded coopera
o wih and 3pproprit suppor of ey el orgazions (rchid

Ing the WHO, o] and Agrciure Onganizaton and Worid Organizaton

or Animal Healhy
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Foreword

Is Amerca Safe?is s muchenesded, on-sip-shop “educaiional handbook”™
o wha theaveroge citizen should know and can o bth n preping forand
responding to & terrrit aack on US. ol - aack that st government
offcals wha work i this e el ¢ imeviable,

Where aod when e nes attack wil ke place canact b preicted: Bow-
ever h fcts e that e chasces of e rrorist atack v high and ha
¥ rime sosl of ot of these tacks i high civilan mertality rtes. These
octs gt sl f s  learn more sbout what setions we can take (0 help.
prevent,protet, o milgac any such aicmpis

‘Americans e, by nature, ighies when  comes 1 the endangering o our
il libetes. Americans e slo aggressve. Siting back and doing nching..
‘While terorst osganizations plot d stempt differat ways to hem s, i
oot ou peyche

Prodicions of a hundred thowsand or more innossrt civilian casultic.
purticlaly when thy might include oue own il and Ioved ones, i i
leatcll 0 arms and reason coough o do all we cano fight bak.Is America
Sfe? menally cips us withdhose il

"The hest way o prepare and o fight back s 0 first undersand who the
enerny is. This book provides the readr with well reseseched acd well-
Gocumented background snd deti o terorst organizations. I sats with
efiing trorism nd is crgins and then goes o 1 describe presenioday
organizations, where thy operate from, what heir pilosophies entail, and
what their motiations and cbjetivs . I then sdresves dieznt ter-
sorist tactic and techaigucs tht re being contenplted and thei desised
effct, incluling individun descripions of hei desirucive capabiies.
‘A somplin o the book's exensie st inclades temorist wesponization
of chemicl, biologcal, 4ad nucles sgents. Koowing how 10 prepare for
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Pila Three: Response nd Contioment

We recogize thst  ins it pandemic ptental anywhere represents 2 ik
o populations everywhee. nce healh athorics ave signaled sustined
and cficent uman o human spread of e vis has occured, @ cascade of
response mechanans will b niated, from the ske ofthe documonid ars
miscn 1 oations aound e plebe.

Contaning Outbresk. The 108 ity protct e American pops
It 1 conta an cubrcak beynd the border of th Unked St Whie
e work o prevert 4 pandnic (o feaching our shoes, & ecopzes it
Slowingor g the s of the bk & e sl oucome el
an save many ies. 10 Suppor ofcur continmenesategy, wo will

~ Work e the memaonl et dsclop a oo of s
e 1 cooinas acion 0 It he e o S i kT
el beyond o oo whet 15 1 rcogcd 1 o 0 provet
U et s,

+ Wherosppropese, ffc and coordste sstance o the Unted s
b s o e e P

« Encoueuge s vl o et dometically and lobally, 1o ke -
opria i 0 ot an cabreak i e bords o e

- W appoprie, i ST st o it sl v
e o popl, 508 o Sl 1 3 0k f s s an Uk

P pidance 1o all lves of overmert o the g of ptos for
ncton conol and conunan ching those oSS white
ol dmanciog s, Invatos on EPWg s e by
ray b an sproprite bl e, et

« nphisiz the s s rporabie of e sl i reveig he
pread o n cubres n h ik 0 s eciyconre practics
v

+ Pk adine fo st ocaiies a sy on best prctes 0 -
et he e of i fen 7 i commerc, ot and id s,
b .

Leveeaging Natinal Medical and Public Hoalth Suge Capaciy. e hin
generating - foca poit of casustes, e medical bucen of 3 pandmic 1t
Tikely tobe disbuse i communite cros the nation for an xienced priod
oftme. I andr o save Ik and It g, we wil

+ implemon: state and kocalpublic bt and meical sego plars, and lver
agall ederal medical fciies, personnel and esponse capabilies 0 up-
pon o matonal s requiromenn.
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adapt, givig it greate affnit for humans, o exchange genes witha hursan
1l irus,threby producing a completel sovel vinus capabe of spreadng
casly between people, and causig  pendemic.

The continucd sprcd of ATSN] in bird icresss the apportuitcs for
irect infecton of people. I moce people become inected over e, he
Hikelisood als increases that, i they are concumently nfeod with human
ad avian inllucaza stin,thy could srve s the “mixig vesel”for he
emergence of  novel sublype vis with suffiicnt human gencs o be casily
ransmitted from perion to person. Such an et cculd mark the sart of an
inflacazs pandemic. However, e likelihood of his mutaion cecuring s
oot sy o predict

o infction with AVISN hs been roe up o mow. The vius s 701
acquined the ability 0 pass iy from person o penon. Should it asguire
s charaterisc  would meet ll h creriaof & pandemsc . i

Whiethere ave been istances of possile persor-o-peson ransmision,
50 fr these have boen holted occurences. Peson-o-penon rassmision
st b eficien and sustaiable i the vins i 1o besome capableof csusing.
& pandensc. I oder words, there st be o sutained hain of snsmision
causing commuiywide cubress.

“To due, nvestigetons have not becn sble o prove the occurence of
person-to-peron transmision. Howsver, te pater of disese appean o
have changed in a way tha akesthe development of person o-person s
mission possible. AL the WHO iate-country corsulation is Manila in May.
3005, experts coseluded that e virnes s “continuin t cvole sad pos &
continuing and potentally rowing pandemic threat.

Why Is AJHSN1 Diffcult to Exadicate in Poultey?

The crsdication of AHSNT in domesi birc i of major importasce i par
emic influenza preveation. However, despite interaaionl efforts, AVISNI
s 0 forcscapd limintion. There s s easons fo this:

« High proporion of pory i backyard fams. The intrnstonaly rscors
mecded messues fo controling ifecion i pouliey (culing, qusato-
ing, and disafecion, forexample)ar difficlt o pply o small el and
ackyard farms. Yet in severl of the countries expericncing cutbrcaks,
0 percent of posly are contaned i such situaons. In China aone, 60
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WHAT CAN WE DO TO PREVENT
OR CONTAIN A FLU PANDEMIC?

s e ol spresd of a pandersic lu virus could be prevented
oncei emerges. The enphiss i pandemic flucontol i, hereore, o3 reduc-
o s impact. Severa ool help ahieve s i

« Yearround global surveillsee
- Eifective and sccurate metbodsof diagacsis
+ Vaceines (onc tey become available)

« Avsivial drugs

« Social nerventons

S

Surveilance is & yea-round slobal aciviy. s cbjctive s o monior the
evolution of s virses and asccitedilces o infom rcommmendtions for
e anmun voceine, but st ettt emergenceof “unusl” viruses (i
may have pandemicpotenial) as 5000 a they emerge. The soonerapotecial
‘andemic viras is detcted, he soone conirol measures can be pu n lace
and the soonce the devclopment o & vaceie cas begin. Ellcive survel-
lance s ia, ot only in detecting the i irus, bt als for e, in
deteting the firs signsof person-o-peson transmission. The Unted Sses
s sn nigralpat of 4 itertonal nework of Nl seveilasce (0 which it
contibues,and from which i receives, date.

“The World Health Organization Global Inluenza Sorveilance
Network. Thie i an imernsional nevwork of ahorsoris that provides
mechanism for monioring lu virises and detesing he emergence of sew
viuses it pandemsic paesial. The World Health Organizaton netwerk.
consists of four WHO Collsorating Centers (in Austlia, Japa, the
Urited Ststes, and the UK. which perform genctic analyscs of around
o tousand T virusescach yea, snd 112 coniributing nsions ioflazs
laboratories n cghty-hree countrics.

Disgaosis
Doctors usualy diagnose (s from & person’s symptoms without seading
sanples fo Jaboratoy tests. However, shoratoy esin i vialfor deect
ing the emesgecce of new fu stais, assesing thei risk 10 public halt,
d monitoring and contaising the spread of discase. It can be diiult 16
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The symploms of pandeni u are sinila to “ordiary” sessonal
However, inthe cas o pasdemc o, thse symptomsare el 1o be wore,
resuling i more severe lncesand possbly dests.

How Flu Spreads. Influcaza vinwes are sy passed from perin 1o
person when an infected peron talk, coughs, or sneeres and expels the
virus o theair. You can also cach it through touchin an nfeted person
or eface contaminaed Wil the v, and hen touching your,or szl
peron's, foce.

I irues have n icubtion period—th tre a person i nfcted with
lubefore showiag syapioms —of one o thrce days.

Aduls ar ikely (o be nfctious from just before sympioms develop il
our o five deys afe the orse of symploms. Children, howeser, end © be
infectiou for longer (ypially up o seven day)

Different Tpes of Ml Virus. Flu vinses are divided into hrce main
roups: influenza A, B, and C. Type A viruss ae the source of most “ar-
dinary” fla epidemin and have cavsed all revious pandenmica. Whereas
infienza 3 and C vinases nfct humans only. fnfloensa A inses sl nfect
binds and other animuls such a igs. This unique abilily to jumpthe specis
barie cuables inflocnza A viuse o cave pandennics

What Causes Pandemic Flu?

Some of the commonet infectons hav & preiclar sbilty t change, il
rra viruses being the chameleons ofthe micrsbial world.

Pl viruses have o poricular characeristc that endbles tem 10 cavse
annal cpidemics and evea pandemcs: change. Type A viruscs undergo
frequent chuages i thei surfice anigensor proeins. Thess chaages can be

 (known s atigeic i) or majr (known & antigenic shift.
‘Antigenic Drif: “Ordinary” Flu. Anigenic dif oceurs constanty
among iflucnza A viruss, eulting i the emergeace of new siains every
Sese. These sew sran cous the anaual {1 cpidemics we expericnce cach
winter. Some anmual flu epidemics e worse than thers. This happens
‘when the new sisins as sgaifcsaly iffrens from previous srans. The
more a stain diffrs from previous one, the less immuait @ population

Pandemic Fl. Occasionlly majo changes occur inthe
surface atisens (protein) of inluenza A virues. These dhaages are mch
‘moresignifican thon those sscistod withanigesic drfl Suh changes can
lead o e g ofapanderic sirain by cresting  irs tht i difrent
from ecently circuliing sains. The popuaton would have very it o no
imuaiy o1 sincethy will o have b nfcted with it o occizated
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What were our founding fahers inentions when they ncluded the terms
inthe Declrasion of ndepeadence? Old Bea Fraak-

on oy suarsnices the Arrican peope the ight 10
pursuc happizcss. You have 1o cach it younell.™

T was i Franklin who nsisted, “They that can sie up essnsal iberty
tocbtain il temporary safty deserveseithe ibery o safey.” Aud yeu
we hess  oud vocal minorty asking s 0 do Jus ht n evry sencrion,
withot regard o he it o,

To iy of u, safty and securty are imerchangesbl tems. And that's
e 0 some deaee. However,fo ou puposes in s book. we'd like you
o ik ofsfety i e persosal s, ad security i erms of communiy
and national inirests.

“Think about it You can coniel much of what goes o in sour o lfe:
whelher or no o smoke, whelher o nt 0 overndulge i food o alcabol,
Whelher o swim in usknown wars o 10 ake you Gl oy o 4 urded
and protected besch. Al f thes tings hav 1 o with your own and your
Failys personal safey snd heallyand for the most part ae Witk Jour
personal choice aad wilhia your ownconiol Butwhat dbout atualdsasters
ke Huricane Kavin, o emoitacts s s the esla Sehool mssacr in
Rossia? What canyou do about those i they thresten your nsighbenhood?

Regandless of what you hik, sou have the power 1 enhace o sec
ity by discoursging poential teroris tacks and by miigaing th temble
effects iflicted on our commusiies by catastrophic amral o memade
issters. Tk about i can you evr b wly “safe” i you ntion or your
community s st risk?

“This book is dediceled {0 roiecting Americans and scuring our home-
L But we seed your help.

IRRATIONALTEAR ... OR INFORMED DECISIONS?

Lgmorance, prejdice, unfounded e, and pathy compromsise bt o safety
and oursccuity. Each of s o o be lly informed s 1 what Urats we
face, become engaged n educaing and belping others, and become activly
involved i vile soltions athr than bein patofthe problen.

For cxample, David Meyces poistcd out in an aricle for the Amcrican
Peychological Sccity Observer tht many peopl rfused o fy in commer-
il aicrat ollowing the September 11 terrorit atacks in New York Cty,
Penssylvnia,and Washingion. D.C. I o, so many peopl canceled fights
ot aiins, travl ageacies, and hoels sueed ecopomic oscs for morhs
o o Yoou and | ecame unsuspectiog terorist vietims because of clber
people's fearsand the negative economic fallou. As Meyers explaned:
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. Timely coontination ofbiltrs and mullaeral rescurce allcatons ded
cation of domestcrescurces (uaman an fnareial; mprovemens i publc
nwarenss and Gvelpiment o cconomic and rade contingoncy plre:

9. ncrase coordination ard harmanzation of prepariiness, preerion,
esponse and corcainment acils amon, o, complenentig do
mesic and rgional preparednes i, and encoursTing whert 19
propriae e cvelopmen: o S refonal Intes; and

10. Rctonsbase o the bes avalable scence.

Thvough e Parcrrsip and ot bilateral and moliatral niatves, wo
will promote these piciples nd suppae he developmert of an itematonal
Capaciy 1o propare, deteet e respore 0. nfuenza panric.

Hopeul, ay csbrak can bt contin befre i eaches ou shores. |
o, o, e ol s il e pac, We al v 3 ol
o play a1 criical it oo o what s hawe 0 o 1 rder 0 ket
Yol your fales, and your loved ores.
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10 e crces s th. acions an priocies i 0 prars for and
respond 10 pandenic These groupe ncue pltical lesdersp i all evels o
Fovommens, o Il companns of govermenen an mebes of the e
Secto. Esoril planing a5 inclees i coornaion of frs beswoen
man anc il hakh usbeekice. n ordor o acommplah s, e wil

* Work o arsure clar, v and cocdte sk communicato, st
cally ant ity before and during  parceric, T clicos ore
i crodile spokesprscns at all el of xcmment o clecively coend
ke communcae belphl, norative mesages i Ul ranner

« Provde gurdance ko the privais secor and KR s SnUE on
bt ole i i e, e corsidraton ey o it
csental servcks and opeatons desphe St and saned worker

« Puoide gkdance 10 indihsks o nfection conrol behaviors they shoukd
‘opt pre pancimic nd the specilc actions they will e ke i
Sevre e season c i, such 3 el oo and ptcion of
cbers  they s coract e,

+ P guldance an Support  puilr, wine and el ncusties o el
ol responeing 1 an otbreak of svan oz, ncluding, enuring
ckecion of anmalwkers and i o sreghening pslic ccation
Eampaigns to minimize the 1k o nfection from anmal prohcts.

Producing and Stockpiing Vaccines, Antvirals and Medical Material.
comibinauion wilh wadrional puble hath messus, vccins and antvral
s fom the foundbtion of our iection conrol sty Vacciation
e mest mporan clement of s gy, bt e acknowledge a3 o
pronyed sy incorporating bots vacenes and amvils i essnal. To
st prokision capacly s tockils i supportof our conament an
e ———

« Encourage nations 1 devlop producion capacty and stockple 1o sup-
port her response e, el poling of efons o crate regional
Capaciy.

+ Encounge and sbsidizethe devlopment of sae-based il sckples
fosuppon msponse actviies.

« Eure hat oo rional stockpile and stckpiesbise 3 sates and comm
s re. prepery confre 0 respos 10 th dversiyof medicl e
ments prsented by 3 pandennic, ncidig prsonsl prsecive cqupment.
Sntblonc and general supplc,

« Bsiablsh domes podueiion capacity and stockpils of countemeasrs

* Sufficiet vaocin o vaceitefort ine perscnnel and at sk populatons,
Inclodig miltey pessonnct
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disinguish il from ilneses caused by oiher respirsory viruses or even
bacieia by symptoms alose. There are two mehods for confirming the
preseace o N fecton:

+ Laboraory tests, the most common method for diagnosing flu.Samples
from swabs taken from the sose s throa ar sent {0 @ aboraory for
analyss.

+ Rapid "ncar pticat” s, which have scenily becoms avaiable and can
detetthe presence of luwithin ity minuts. lowever, they cannot -
vide th iformation reguired t determine which specific vius s causing
e inection-for example, whether it ovel i cr whethe human
cusesane caused by the same v, indictng possible peron-to-peson
wanamision.

Vaccines

Voccination i the maintay of seasonal influenza contol. owever,vaccnes
may oot be avalble durin th early sages of a pundeoic

How do vaceine woek? Vaceine e iological gt tht simulte the
bodsy toproice antodics or cthr ity These anthedie ars designed
1 proect the by fror he s of the viras cortaied i the vaccne. On
exporure o he v, the sntbodies help prevent nfection o seduce the
seveiy of llzss.

Generally. vaceines rduce infection by around 70 0 80 pescet,hosptal
izations in igh-rik individuls by arouad 60 prcent, and desth by around
0 porcat.

Vaccination against “ordinary” lu Every year, s v veceise st be
dercloped topreet sgaint the three ot pevalen inflaca vins rsins
likely o be cirulaing that winier. I the Unitd Sies, voccnsion is rec-
omumended for those mos t sk of srious llcs from . Voccination is
o offred o beslth oee worker ivolved i dirct patcnt . The cf-
Tetiveness of the vacsine depends on how welthe vasene sisins mitch the
cinculting ssis. The World Health Orgasizsion Globa Iflenza Survel-
lance Network docides which vinssirsins e lkely o be circlsing dring
the forthcoming [ scsson and shauld be coverd by the voceine. The s
in the vaceine are hosen to mtch as cloely as pssible the mos vient
i incirclton

Vaccination during  pandemic. Vaecines also offe the best line of
defense in reducing illces 41d deshs duing a s panderic. However,
cumently aailable flu vaceines are kel to provide il or o ity
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percent o s cstimated 132 bilon chiskens e raisd on sml] farms n
Close prosinity o pecpl and domestic sninls, incding igs.

« Economic signficance of poulry procuction. Because 0 many people n
the egion e so ependent o pouly,inportant msssares such s clling
e diffcul o mplement

« Lackofxperience. Since e discase is new o most counties inthe egion,
ver il experience exit st mional and iterationsl leel o uide the
best control messurs t the county evl,

« Lack of resources. Seveal counties with very widespread owbresks ack
alequte infrasracure and resorees, inluding lupds 0 comperste .
eovin oder o encourage complince with sovernment recommendtions.

+ Scale of spread. Wil so many adjacent couriic affctd, o couney's
Sains i contrel may be compromsed by nsdegute control in snother.

For these reasons, limination o highly puhogenic avian 1 in Asia is
expected 1o take seveel years (and may Dot even be achicvable, dring
which tme te possihilty the the irus could mutae nto 3 pandemsec sin

1+ There a Vaccine against Avian Flu?

There are seveal prenial vaceines for proteting humans rom ifection
with ovi 1. They are curraily ol verios sisges of testing and produc-
tion. Vaccine manufacurcrs nd institions workin o developand produce
avian il vaceines are using candidate vius sains made svaiable by WHO
fo e development of vaciae against AMISN1. The UK 's Naional st
ute for Biologcal Standards and Conirol (NIBSC) i one of severl. argae
pizaions workbwide paticipating i the developocat of an HSN] vaceie.
‘Whether thse will b uitable forwe sgainst  pancernic fu sisin deived
from AISNI depeads on how much the pandersic tai has “drited” rom
the ATSNI virus curvaly inciculaton s poucy.

What Drugs Are Available sgsinst AHSN1Z

There i evideoce that recent VHSNI viuses respond to s antvial drug
called oscliamive (“Tanifl"). This hs ld expers o conelude that i may
o be efecive agsinita panderic 1 tai. Howerer, e efficacy of ant
viraldrug i a pndernic situaton casso: be knows withaay cerainy uatl
e pandermic s uader way.
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adecd, e ety sill e iling s, waysuniced I e o 1y 20
et s e dveEll s fows e, wo il spend 2 pecen
Thor e o vhice Thi e o S0 cre popl yin s
Senert and paders. S, st bt yer et ey sty il
T s tone people o o ighvoys than i hose our ol placs.

“Thus, ol four and gnorasce sometmes il more peopl than do bul-
Tet and borie.

Chriophee Robin syt Pok, “Promise me thatyou'll s
er Youre braver hn you v s sroger oo soan -
s i you k™

A A Mike

Temorists count on here o st the vitis 0 the poiat tha they b
come foren by far, mmobilzed ik rapped nimal apable f respone.
‘Asphlesopher Edand Burke said, “All tht i necessary or evil o suceeed
is for good men o do auhing ™ Frtunatels, ht is not our hisory, We e
ablead ofthe sons and daughters of the werkd of naioss—scpbrothers and
sepaisters, if you wil-_many of whorn fled yranny and shre & common
bond of ovingfreedom ad Lty

That docsn' mess, however, that all Anericans understand he st to
ot way of e, por docs it mess ths l urclizeosar miotivaod by “broh
ey love™ 1o asistone another i tes of s, Atacks t home and abrosd
acoentuatethe sad fct that homegrown “domesic erorists” may beof more
concers than hose Who ttck us Trom sbroad.<ad reports of & ew Now
Orlss polcemen taking sdvastage of thei fllow sitzens by shopliing
and lotig during recent huricanes unfaily blacken the repation of those
sallant souls who coninsed o “protet and sere” despte the wagedics and
erdship imposed by nsice upon thee own Famslesand loved ones.

WHO SHOULD READ THIS BOOK?

Eery axpaying citizn should read ths bok. In 2006 the combined hdets
forthe Deptmentof Defense,Homeland Secriy, e Vetrans Affis wis
5601 bilon, of which ver $300 billion was used o support the war o3 er-
ru. The combined esimsed budget for 2009 i S745 billon,and his igure
is expected 1 is agan n 2010 0 around $762 bilon.

The cost fo the post-Katrina clesnup and rbuiking bill for Lovisiaa
Misssipp, and AlubamsLtet et 125 billoa_by for exceeded he
70 billion spest o recover from e terors ek of September 1, 2001






OEBPS/Images/Back_024.jpg
= Suficien vaecie 0 vaceinate the i LS. poputon within i months
ofthe cmerence of 3 vine wih pandemic poeril and
+ Al remers for those who contacta panderic i of ez,

+ facilore approprae coordimaton of ot acros the vacine manufacur
g secor.

« s rgultory 30 cter el barcrs 0 the expansion of cur domestic
\aceineproducton capaciy

= Capand the puble heath ecommenditons for donestic sessons infuenza
accinaton e encourag the same pracice emaionall,

« Capand th domestic suply of s nlaenza acein 1 conrol 3 domestic
sk o avian ifluenza n i populators.

Establishing Disrbuton Pl for Vaccines and Antivirals. 1 s sl
ot e prioie th allocain of countrmcasres (vaccines and ncval)
ot v I e suply and e efctve disbuton modaiics et 3
pancemic. W wi

+ Develop creble counemesse disrbaion mechaniss or vaccine aed
il agens prioe o and dorig  pandenic

+ Prictizs cousermesure allcation befoe a cubreak,and upeae s pi-
o zaion ety afer e ourak begins based o1 the a1k popula-
oo, avalble suppls and the charactersocs o he i,

Advancing Scieiic Knowlede and Accelerating Development. s
and developmen:of vaccines, aniial, adjoans o dagestes repmesent
o best dfense apai 3 pordemc. To realze cu ool o e generaton
Countemeasires sgant inuenza, we mus make sgfcantand tageied n
Vemeres n i techogic, we wil

© Cosure tha e i il s o scentc information abou influsnza
Viuses botwee goverrmarss,schtifc entes ad he prvate secor

Wk wilhcue eratona s 1 ensue ha e il loverago e
mort advarced eclogical spproaches vl fo vaccne preducion,

« Acclrsi e development of cull clure technalogy or fuenza vacine
prokcton e stablsh a dmesic procucion base 0 uppart saccinaton
e,

+ Use v ivesiment strtegies Ko adhance the development of next.
generaion nfluenzs diagncsis an counemmeasures, incuing v nt-
vial, saceines, acjant technalogies, and countermeasures that provide
prvecton across mullple sain a seasons of the iflenza i,

Pilar Two:Surveilance and Detection

Kl waming o 4 pandemic nd our abily to closely tack the sread of
i flunga cbre il 1 being bl 1 raply cmploy e 1





OEBPS/Images/Back_006.jpg
will probably notbe ble to preven s lobal spread; bus by being prepieed
we can igaificantly reduce s impact. How severe he next pandemic will
Who will b most sk, 4 how rimy people will be affctd connot be
prsdictcd with sny cetiny, Th sl snd severtyof illoes ssocited wih
previous pandernics have variod: we can s, howeve, tht they il b
of ester magnitude than even the st severe <pidemic of “ondinsy” Ml
Esperspradict aayting between 2 million and 50 milion deaths globally

What we do knove s et pandemic vincs pread rapidly. During the pan-
demiceof 1957 and 1968, the viases ook oy e o fout months o soresd
rom southeat Asia—where ey were st denifiedto Europe and Norh
Armeica. The iterontineatal sped f Severe Acwe Respiaiory Syndrome
(SARS) in 2003 was even e, Withn four months ofthe global et more
than eight thousand people had been aected in thiy counties acTos ix
contieats, and nine hundeed people had die. The expansion of ierzational
iravel kel to make the seead of pondere M us s i, Allthese
experience indicse tht ance  pandemi Ml scin has b denified s
causin iliness i one country it will b 10 e  begi planing.

“The old sdge “Torewarned i foresraed” bas pariula resonac 55 e
o this potntial isk 10 giobal public health. The timing and the precie
impac of anoher flupandemic may notbe <lea bu by preparig fo every
evenmuiy now, before it oceun, we sand th best hance of educing e
impact Even with oo planaing and preperation hough, he conscquences
of pandemic flu would sl be very seioun,

What s Influcnza or Flu?

Flu s llocesseolin from fecion by an nflcnza viss: It s ighly
infectiousand can spead casily from person o person. Tecause the lu vius
contanly changes there e maay difera stsin of . Some are more
fectous o couse e severe dlless than othrs.

Symploms. People ar alfected by lu wih varying degrees o seveiy,
ranging from i symploms o paeumenia and death. Symploms e gener
llyof sudden nset sad ncluc:

+ Fever
« Cough

« Headache

+ Severe weakncss and faigue
+ Aching muscles and joins
+ Sore ot

* Ruaay nose
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New Orlaans, Loulsiana, August 30, 2005. Coast Guard Petty Oficer 2nd Class Scott D.
Rady, 34, of Tampa, Florida, gives the signal to hoist a pregnant woman from her apart.
ment_ .S, Coast Guard photograph by Petty Ofiicer 2nd Class NyxoLyno Cangemi
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An aerial view of a gas leak located next to a house impacted by Hurricane Katrina

Jocelyn Augustin/FEMA Photo
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Sehools. Pandenic 1 is kel o spread raidly in schools and other
closd commusitis. lading to pteatal closues. Schools coud also be af-
fected by sl sbscaceism nd disupion (0 snsporaion services.

Sersices. Pandemic u willimpactal services inluding palie, e, the
milfar. fel supply. food producton. istribution and iraosportaion, i
s, educaion,and businescs. All e likely tobe affcted by sl sckacss,
{rave esicions, and olher potesially isruptie couatermesres.

The civl cmergency response is covered by olher contngency plans,
‘which will come ino effectshould they be required. These will enure the
maienasce of cssntialsevice, rassporaion, food distribuion,pharma-
cewica supplics, uilites nd commications, he mitenance of public
onder, and e el of the palice and armed sevices

U, PREPAREDNESS: THE NATIONAL STRATEGY.
FOR PANDEMIC INFLUENZA

‘Materal foundinthe remainder of thisappendis was rignaly presened by
Preident Geurge W. Bush on November 1. 2003, i response o the avia (.
oulbrak (s asonsepidemicplan com).

The Naional Sttegy for Panderric inflenza suides o prepsrscoess ant
esponse o an ifluenza pandeic, il the et of (1) oppi, skawing or
e Tniing the spread o pandemic 10 the Unied ks 2) o
i domestic spreadof 3 parvdnic, e it e, s v del
ard () sustaining nfasuctum nd MGG Impact 6 he oconomy and he
Toncioniog of sty .

Our Sraagy adeiresss el speciru of events ht lnk  famyard over
scas 0 i, oo in America. While the cicumsances hat connect fhse
environmens oo vry iferent our sege princpls remain rkvan. The
s o our Sravegy v

« Preparednes nd Commanication: Actvics hat should b underaken
before 2 pandernic o esure preparecess, and th communication ofoles
and responsibiltis 1 3l kel of govemment, sgens o sociey and
vl

« Survllance and Detection: Drnestic anditmatons ystms dhtprovic
Continuous “Sonsl s, reute U s waming posibl t
prsect e populaion.

« Respanse and Continment: Actos 0t the sprad o he csbresk nd t
migatethe beshh,sccial and cconomic pactsof 4 pandenc
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‘Oninary” u vaccines will o protect against panderic flu. Pt ord
ey lcan e srious, o i i vry imporant that eversone who is due an
“ordiney” u veccine hs coe.

‘What s Being Donc to Prepare fora Flu Pandemic?

The goverament haspreped s pandeonic coningency pla that will be
ioto scton i the cveat of a pandemi. The plan ncudes intives (0 -
prove our prepsredness now, befoe ancher panderic occurs.

“The goverament s bulling up s stocks of aniviral drus. They willbe
sed i the most ffctve way o el those most . risk of serious e
s on how the disase develops

“The government i taking sieps 0 be in th best possible psion for o
vaceize 10 b munufactured a rpidly s posile wher « pandernic virus i
ideniied. Manufacure s sill lkely 0 take several months ad vaceine will
notbe avaiabl athe satof a ew panderic

What Can 1 Do?

You canreduce, but ot eliinae,the sk of atching o spreadin influenza
duing a pandenic by:

+ Cosering your nose i ot when coughing or snecrin, win s
when possible

« Disposing o diry tsues proaply ad carefuly

+ Avoiding sonessntial ravel and lrge crowds wherevee possile

+ Maintsning gocd basic hygicn, fo cxaruple wasiag your haeds (re-
uently with soap and wter to reduce the sprcad of the vis from your
i 1 your fae,or to ciber people

« Closning hand sufaces (e, kitchen countes, door handies) frcquently
wing  norml cleasing prodict

+ Making sure your shildren folowthis advice

1 you do cach

+ Stay st home and et

* Tuke medicnes such s sspisn, ibuproen, o parsetamol (0 releve the
sympoms (allowing the instrucions with the medicins)

+ Chidren under sixicen must ok be given aspiri o redy-rade e
diescontaining sepin.

« Drink pleaty of s,
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expect your government o provide your evry nesd, or 0 keep you safeand
sscurs i every circumsaace.

Unlorunatel, one wonders it we s applyiog Isson learnd i he wake
of 911 any mre cectivly than we have applicd te lessous drwe rom:
thse recent atual dissters. OF course, you probabl o't work n 110
sory building lke the World Trade Center. Dut what would you do diffr-
oty today i you dd?

* Do you work in  “lcraive larget” for foreign or domestic teroriss? I
o0t s your wrkplace o home n close roximily 10 & rospecive Leget?

« Do'you understand what motvates ot o atack nnocentciilis?

« What would you do i tmormow you found yourself a hostage shoard &
commencal aireraf?

« How would you resct i terrists stormd ino the localschool yous chil-
ren tend o threatened 0 blow it p f thei terms werea't !

I you heard tha o teworist detonated  ~diy bom” i an ara of town
where yourfurly v, would you know what 0 do7

Do you have aplan for our family o srvive desiuctiv weatber eves?

« How should you go sbout ssesing the sl and musemade daages
around you?

« What ca sou do o rotect soursel, your fail, o your busness from
{emoriat atacks o natrsl disssters?

 Wht e the most ikely ypes of weaposs of mass destructon (WMDs)
tht s teroit migh use?

INFORMATION IS POWER.

“The goalof this book i 1 help you amswe these sod othr questions and
equip you to make inelisent decisions about how best 1o kecp our loved
e, yourself, nd your aeigbbors sal ond sccure.

Here's what we fope you'll underiand once ou complet reading Is
America safe?

« Teror in Americais ot new phesomenon. Our foefathrs endured it
and. i some case, perpetated . Dt eror's histry is one of being nef-
fecive except i e short term.

* Varous formsof domestie temoismcontinuc o plague s even todsy,and
o0 doubt will cmtinue o st us fo years o come.

» Incrmational emoism, noe practicd by weak saes againt stronger e,
s ow "wsymmetric” - runsntionsl by design. No nstion s e,
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Ribborn with one bronze s Combat Aircrew Wings: nd numercus odher
persons,compaiga.and service awards.

He s the founding president of the Beiut Veersas of Amcica asd a lfe
member of the Veterass o Frciga Wars, the Marie Coms League,the
Vietnam Veterans of Amerca, and the U.S. Marine Corps Combt Corre
spondens Assosiion

Jorda s  former et of Homeland Defonse Journal and was . cos-
tribting sutho for The American Wor Machine. i cther wrting credits
include Fiying Tiger magasine, Loatherneck magavine, the Marine Corps
Gazete, Sea Power magcine, TeciTrends, Internaionl, Police Magacine,
Wortd Markes Perspecive, Defene Etecronis, Defense World, Homeland
Defme Jounal, and varicus newsparers.
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Add o that sother S bilion for FHuricane Rit, which slamimed nto the
(Gulf Cosst s thn four weeks sfte Kaiin, sod you havethe makings f 3
sericus “becas o bullets™ debe shaping up. Will you choose 0 (1) contoue
supperting the was on teror. (2 demand tha more rsourees be devoled
o domesic isues and inrasirucure, o () inist hat we "ut the polcal
pork. ighten our b, and ty o do botk?

‘Schalies s nvied o e this book. We fvie you o e it 0 spork de-
bt o cabance undentanding of e chocs that Amcricans fce,and 1 act.
s hackground snd a resorace fo serious studenis of th hitory and it
oftewor upon ineczaional dyoamics.

Sirlely. we g profcssional and ol it responders o rad this
book. s inpertant 10 noe thal cxpeience shovws that 55 persentof sl st
responders v ither bystades o the Vit themselves. Unforunaely,
manyof these individusls bave miimal o 20 rining, o even ewer under.
st e maune of e danger that they face. We hpe you'll ind s America
Sae? ot onlya source o vlusbl nformatio, but o sn ast i deeein
g whatprorties you rieed tose wihin ous scope of flurce or sevice

Once yourve read i, put i in your lbrry for ftue sfercnce, ad then
send copies 10 thers who you feel would benefit from what you've lesrne.
We nced s 0 volunier 0 calst inyour ocal Neghborhood Watch. Then
we need o 0 elevateyour eighhorhood's awareness 1 o ot that o er-
roist may operse the wilhou aisin suspicion. We need you o joia your
Tellows American o win the war cn teror.

it sid of s for ' i b o sl m i,
—Louia My Ao

APPLYING LESSONS LEARNED

e s story about Huricae Koo i het s of th tragedy ws avoid-
bl Lessons Ieaned from previou killr uicanes nd from a computer-
eneated tsning execie, called Pan,offered New Orleass yars of ead
time 0 prepa for the worst

T the allrmat, i i cow appsrent that the msortyof the responsbility
fo faling o implrnent thoselssons lay a th fetof New Orfeas city and
Louisianasise offcss. But thei lapses inplaning aod judgrment lo high
lighied weakaesss in Homeland Security sod idetified & need for greater
fodeal involvement much carlie in the planning and proparaton phsse
whenever Level 3 through Level S hricans thrcsten heavily populted sr-
s such s the Gulf Coast. B the biggest leson ol sk you st ever
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WHAT IS PANDEMIC FLU?

Pl panderics s lobal epidericsofa ewly merged st of s to which
ot peole have e or o ity Mush of our undertanding of par
i 1 comes from the expericoce of hzce major Tl pandemics it cea-
ey the Frt cnd wos of which Killed a etimsted 20 to 0 million people
‘worldeide.—more v st than ing World War 1. As isory hss shoven,
pandernic M difes rom “ordisay” 1 i importat woys. For example.
Pendiney” fu cecus sesonaly, sllowing us i 10 identy the vins and
‘dministr  voccin i advance,whereas pademic (s can ccur ¢ un i,
llowing 0 time fo a vacine (0 be prepared because the virs i completely
oew. “Ordinay”  mostsriouly lfects the elderly aod vlbecabe grops.
‘while pandemic 1 can ffct eople of any age. These dilleroces songly
{aflcace the way n which we respor 0 pandernic

Being Prepared

Imizsion—having the ly vaceise—is th principal covmtermesse in
protcctng people from inflenza. Howsver, a vacine fo pandemic i i+
kel o be svalsble i the ey sisgesof the pndemic sice s develop-
ment cun orly begin once the virushes bcn identifid. Antivis] rug, the
sccond major oo n pandemic { contol, are kel o b afeciv i e
ing te seriosencs of he iines. Howevcr. i i impossibleto mesure he
elliccy unil the vius s ciculting,and thre i some concern hst he viras
could develop resistance. Anivials s s cosly azd have  lmstcd shelf
e of five years.

Why shoukd we worry sbout avian (i) and the novel HINT flu? i
ence sugsents that recent pandernic (1 viruses originted in birds. During
e s e yoars, e world s fecd scveral et withpandemic ptee-
i principaly from outbresks of avias . Many expet beleve that he
cutbreakof ighly pathogenic svian i (VISNT) i o Kong in 1967 n
‘Which eghteen pecple were infeted, six of whom died, could Bave led o
 pandemic, I it wereu' e the proemp destrucion of Hong Kon's entre
poully popalaton _slmost 1.5 milion chickens. The currnt oubreak of
highly pathogenic avian fu (VSN , which has affcted pulry i sumer-
s couniies in Asis, the Middle B, Afca, and Europe, ad s 0 dte
fnfeced 207 people, of whom 115 have dicd, s broughtthe threa of pac-
ensic 1 close sgain. The les virlent novel HINT fu has aleady shown it
bas pandenic porenial.

While i i unlkely that  pandemsic (s virs wil crginte i the Urited
Stte, 50 county i cxemp from risk. Onoe  pandersi vinus erges, we
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Antiviral drugs are norally recormmended o test people more at ik of
coricus llce, bt drin a pandenmic diffsent i will ot eraily
aoply.

Awtivieal drugs or pandemic . Antivisl ceugs e kel 1o have an
inporan rle in the prevention and trestment of pindenic 1, espaialy
when sulfcent vaceioe supplics e ok available. Howener, it isimporta
0 not e Folloving

« The effeciveness of anivial drugs in @ pandenic and in porcclr i re-
ducing moraliy in cases of sevre discase is ot knows.

+ s recommended that antiial drygs should be given 0 et hose st sk
of erous lles. Howeve, unl the pandemic i nder way, we cannol
Say for cetain who will benfit rost. The pandemic u virus iy develop
renstanc to antivirl drugs.

Are there cnough antiiral drugs available for eversone during @
andemic? Aniviral drgs e expensive, ke e to mamufacure, have &
lmited shel i, and wil be i high inernsional demand o th tme of
pandemic. Ax with other medicines, i will be nccesary (0 e then in the
ot ffetive way.

Social Interventions

Nonmedical,“social” or“socal distncing” nteveations may be important
in delaging o slowing the spread of pandemic 1o allow i for a vocine
o be roduced.

These nterveations see sl under comideration and may be amended
suidance fromthe World Health rganizaion and natons]advisory
. ad boed n xience spied during e pundeic

Personal Interventions. Some besi messures sz be taken at the indic
viduallevel o reduce the sk of inection:

+ Respiniory hgiene: covering the mowh and nose with & isue when
coughing or speczing

+ Disposing o iy tsues prosply and caefully

+ Avolding sonessential ravl and lvge crowds, whers possible

* Wshing s requendy with o5 and waier:reduices sspiing he vinss
o contac with nfected sufacs s froun pasiog o1

+ Cleaaing hand surfacs (c.. ithen couiers, doer handies) frequenly,
sing  normal cleaning procict

+ Making sure your hildren (ollow s sdvice
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‘Oklahoma City, Okiahoma, Aprl 26, 1995. The devastated Murah Bulding following

the Okiahoma City bombing that killed 163 pecple, injured more than 500, and damaged
more than 300 bulldings. FEMA News Photo
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restaants,Killing oo doren torists and seriously wounding oer a hundred
thers. Arsong the wonded were two Amsricane. The horror sed esrosse
Fepested scenes enly days shor of the hird snsiverary and azly a short
istance way rom the Bli Marret wheee more tha o hundeed nnoccet
Souls were killed s October 12, 2002

Indosesian and Western iatellgeoce ageacies warnod epeatdly ha they
suspectd Jemsah slamiys ofploting more acks despie  sing of aress.
I August, President Suslo Bambang. Yudboyono had warncd tha he wes
especially worried the exrenis neawork was aho 0 ke

Two fanaics chose 0 sacrice ke lives in onder o kill, i, -
ot and i scores of smpocen civilians whose only crime wos coming
from a difernt cultre and ot subseribin to th rligious dictes of ther
asclnts.

A few ot o 1 he sipor 0 s fom Dl st hey could.
Inteesingly.  msorty chose o remain, decheing tht o leave would give
e e the vietory that they wapis. They made a choice 1o 0 b -
imided —to accep the ris of repesed sitack, (0 scifice i personal
salty and seuriy for & prncipe.

‘Are you willin 1o sacrifice yous resdoms for perscnal safety?

TERROR FROM THE SEA

Temoronce moe played out for e world o see on theevening of Noember
26,2008, in Todies cemuies-old inancial and enterainment cspial, M
i The iy’ lsury hotls and fisancal iosiutions stand n stk contres
ot poorshums snd he povertyaflcted ciizens who subis itk them,

icines traveles and fowiste stolld Iesurely slong th stecs,tak
ing i the cool ai folowing dinaer s the luxurious 365room Taj Maal
Palace and Tower arouad 9 pm.—cblvious of the homeadous scenes that
would 003 explod on television sercas srousd the globe. Offshor, en
determined fantics spproached romthe Arsbian Sea nruber boats, hear
il armed with AK-47 utomati ifles andcamying backpacks saffed with
ammiton asd cxplosives.

The teorit” goal, according 1o th lone survivr, 21-yearcki Azam
Anir Kasah, was o il fve thousand people. He was quoted assaying that
e s cndered 10 keep killing unil b brestaed his st eesh. The group’s
target, acconding 1o UK's Daily Mail, was mosly “whits, preferbly
Americaosand Briish:” n ealiy, U arge was cpulence.decadence, and
s —which i wh the primary arget was the 103-yearold Tj ot and
s guess.
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This Sunegy reflects th federal goverment’s spproach (0 the pancimic
{heeat Wil provides st diection for the Deparments and Agencies
of LS. Gonenmen, it doct ot aempt 1 cataog and assign al fderal
responsibilie. The mplemonttion o hisSaegy ard speciic rsponsiiliies
il be decribed sparaicy,

Pilar One: Preparedness and Commnication

Prepreoess i e undepinnin, fthe i specinen of sctve, o
ing suveilace, detection, conainment a resporse efrs. We wil support
panciemic planing efforts, and cealy communicate expectaions o ndvid-
s, comminities 3 govermmont, whethr overscas of In the Unitod Sakes,
ecogniing th all st the resparshilty 1ol he srea of nfcton
okt 1o roect populions beyond el orders.

Planing for 3 Pademic. T cnbance proporecess e wil

+ Devclop fedral mplertaton plan o suppert this Stogy 0 ncode all
components of the U5, govemment and 1 addss the fll Fange o conse
Qe o pandemnic. inclodig human and aninal hath, sccurty, s
poration, conomic, rade and inaseuctne consratios.

* Work trough uleral heah orgnizaions such as 1 Werld Heatih
rganzation (W1 0y, food snd Agncubure Onganizaton (AC), Woekd Or
ganizaion for Al Heakh (O and reioral organizatons such as the
A Pacic Gonamic Cooperaion (APEC) forum, 35 well s drcugh bkeral
nd el contacs

Supont e developmens and exercing of avian
plan

+ Expand in-county el eterinany and e capachy 1 espond
ancnbrest and

« Edeatspopuiaions a e and sbecad about ighsik practices that n-
cruae the Rkelinod of vt wansmision beween pecie.

d pandenic rsponse

« Gontioetoswork with st an ol to:-

+ Establish and exercise panemic response plans.

© Deeiop modkcal s veerinary s apucy st

gt o ek seciors, nchading the v sectorand crcal i
st eis, nthese plannig s,

+ Buld upon existing dommestic mechansms 1 apilyrerut and deploy g
e of bk, medlical ad vetrinaryprovors wi o dcess s
tions 0 e mecical ruirements wilhcapabilis,

Conmunicating Opectations and Responsbilies. A crical chanct o pu
i i Coteng at peope sd s nck o 1o rsponIg
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Don Philpot hs been wriing, reporing. and broadcsing sbout securty,
civil umest, and emorsm for amest fory year. Fortweaty sears b was
 senior comespondent wih Reuten Pross Assoisicn, he wire serice,
iveling th woeld eporing on mjor events and troube spos inlling
Norther Ireland,Lebanon, el South Afia.and the Fr Fas:

He is editor of ntemaiional Homeland Securiy and formee edice of
Homeland Defense Journal. e it for g s sewspapee n the
United Stnes and e

e the auhor of more the pinety books snd s & regula contbutor 1o
i andelevison progrars omsecriy isues. His aes booksinclude T
Wounded Warrior Handbook, Workplace Vilence Prevenion Handbaok,
and the Education Facilies Scurity Handbook, ll pblished by Rowman
& Liefild

e has produced special reports on Protecting the Athns Obmpics, The
Thveat from Diry Bombs, Ani-Terrrion Measures n the UK. The Narinal
Guard, Nanotchwology and the U.S. Miitary,snd The Giobal Impactof the
Lomion Boabings, published in Nugust 2009, which resed i a e of
radio ntcrviews n the Usited Stste s the UX.
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in & pandemvic siuaton (athough people who sre du for their “ordinary”
sl £ vacein showld il have ). A ew vaccine mustbe developed
1o it the pandemic tain of irus. This work can oly begin once that
s has bees idenified, ktough prepaatory wark can shoria the lead

time in producton.
“This means tha:

+ Once e pandenic irus hos been ideniid,even wih the prepator work
nder way, i wil probsbly take around four o & ot 1 produce &
vaccine,possibly loager.

« Vaceine e nlikel 1o be available during the caly stags of 4 panderic
and even then will ot offer 100 percent pretcton

« Whenavaceine s avalabl,the aimwill b o irmanize the whale popula
i asquicky a posibe a vacine suplic ncrase.

+ Masufacturers willno be able 10 produce caough veceaes o immurice
everyone immedintely. This means that vaceins will be given 1o some
high-pioriy oups of people efure athers.

Wh will there not be nough vaceinesimmediatels? Anothe consirin.
o ensuring suficient voccine upply duing & pasdernic s curent manufo-
uring capocy, which is based o1 the annual s of nfluenza vaceins for
targeed populaion grops. A vaceie cannot be produced uatl i vrus
sicin s knows. It s kel io take foe 1o six months before quantites of
accin will become avaiabe.and then over a period of time. Discstions
contine st the inerntional and ol Jvel o5 how 1 Boos: vaseine pro-
Gution i the evest of s pandemic.

Sccond it s likel it i pandernic sitution two doses of the vascine
will b required rathe than one.

Antivieal Drugs

‘Medicnes known as anivials active aganst fl are the only oiher major
medical couriermessure avilale. They may be used i the absence of o 36
an adjuet o, vaccincion.

‘How dontivieal drugs work? Antirldrvgs work by prevertin e s
i fromreproducing. For satmest, hey e b taken withi fot-ight
o of the onst ofsymploms in order 0 be efective. Tresiment ot his
siage can shoten illcss by round a day and oduce hospitalizations by an
estimated S0 perceat. They st the e aken ither befor,or wihi fort-
cight hours o, exposur.






