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Preface

This monograph conducts a series of economic analyses on two collections of documents detailing the administration of al-Qa‘ida in Iraq (AQI) during 2005 and 2006 in Anbar province, Iraq. The documents contain information on the group’s finances, payrolls, and organization.

The records show that AQI was a bureaucratic, hierarchical organization that exercised tight financial control over its largely criminally derived revenue streams. Using attack reports and AQI’s spending data, we find that attacks statistically increased at a rate of one per every $2,700 sent by the provincial administration to a sector group within the province, suggesting that AQI paid not only for materiel but also for important expenses related to organizational sustainment, such as compensation and rents. AQI members were paid less and simultaneously faced a much greater risk of death than the general Anbar population, which suggests that financial rewards were not a primary reason for joining the group. Our findings imply that financial interdiction is one useful tool for slowing and disrupting militant attacks, but that neither interdiction nor material demobilization incentives on their own will be effective in ending a militant group.

This research was conducted within the Intelligence Policy Center of the RAND National Defense Research Institute, a federally funded research and development center sponsored by the Office of the Secretary of Defense, the Joint Staff, the Unified Combatant Commands, the Navy, the Marine Corps, the defense agencies, and the defense Intelligence Community.

For more information on the RAND Intelligence Policy Center, see http://www.rand.org/nsrd/about/intel.html, or contact the director (contact information is provided on the web page).
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Summary

Terrorist and insurgent groups, both of which may be termed “militant groups,” are economic actors: They have a fundamental need to mobilize resources. However, there has been relatively little research about the economic and financial decisionmaking of such groups based on actual financial records. With U.S., North Atlantic Treaty Organization, and other allied troops and governments engaged in counterinsurgency and counterterrorism operations, such research could help mitigate the threats posed by these groups by improving our understanding of their financial decisionmaking.

This monograph analyzes the finances of the militant group al-Qa‘ida in Iraq (AQI) in Anbar province during 2005 and 2006, at the peak of the group’s power and influence. We draw on captured financial records that recorded the daily financial transactions of both one specific sector within Anbar province and the AQI provincial administration. To our knowledge, this monograph offers one of the most comprehensive assessments of the financial operations of AQI or any other contemporary Islamic militant group.

Key Findings

AQI was a hierarchical organization with decentralized decisionmaking. The memos and financial ledgers in this collection of documents clearly indicate that AQI in Anbar province had a hierarchically organized system of financing and administration, with established bureaucratic relationships and rules. Although a hierarchy of administrative units collected reporting from the field, controlled the allocation of resources, and broadly administered the policies and procedures of AQI in Anbar, this arrangement is not inconsistent with the idea that a network of local commanders implemented these policies and made their own tactical decisions in a decentralized manner.

AQI in Anbar was profitable enough to send substantial revenues out of the province in 2006. News reports in 2006 and 2007 indicated that AQI was profitable enough to be financially self-sufficient, and that it was sending excess revenues to al-Qa‘ida senior leaders in Pakistan. There was no explicit record of transfers to Pakistan in these documents, but there was evidence to suggest that the Anbar chief administrative officer, known as the administrative emir, exported revenues to other provinces in Iraq or to other countries.

AQI relied on extortion, theft, and black market sales to fund its operations in Anbar. AQI relied to a great extent on simple theft and resale, primarily of high-value items such as generators and cars, from Shi‘a transiting Anbar province and people cooperating with Coalition Forces (CF). The group increased its reliance on the threat of violence to generate revenue in mid-2006, which we believe helped to turn influential tribes against it and toward collaboration with CF.

AQI needed large, regular revenue sources to fund its operations, but its administrative leaders did not hold much cash on hand. AQI required substantial funding to conduct its day-to-day operations, and the preponderance was needed to pay salaries. However, the financial records show that cash moved very rapidly; the administrative emirs carried only two weeks’ worth of funds.

Data on compensation practices and risk of death indicate that AQI members were not compensated for their dramatically higher fatality rate. Individual members of AQI made less money than ordinary Anbaris—AQI average annual household compensation was $1,331 compared to $6,177 for average Anbar households—but faced a nearly 50-fold increase in the yearly risk of violent death. AQI compensation included monthly payments for members and their dependents, as well as monthly payments to the families of imprisoned and deceased members. These latter payments constituted a form of insurance unavailable to civilian Anbar households, but still resulted in lower risk-adjusted expected lifetime earnings. This is not to say that potential AQI recruits carefully computed their lifetime incomes. Rather, our results suggest that if AQI members were rational in their decisionmaking, financial rewards were not among the primary reasons for why they joined the group. Instead, other reasons must have been predominant to the point of being worth many years of forgone income and could have included ideological, religious, political, or nationalistic beliefs; tribal issues; matters of personal honor or revenge; or the simple desire for notoriety.

One-time payments are not sufficient to conduct either simple or complex attacks. Individual attacks were expensive, as AQI, like a firm, carried overhead costs, many of which were recurring. Although it may not have cost much to obtain the materiel used to carry out attacks, AQI incurred other recurring costs. When administrative costs, such as paying group members and the families of the imprisoned and deceased, securing and maintaining safe houses, and transporting materiel and members, were spread across the number of events, the cost of attacks was in the thousands of U.S. dollars. Our best estimate is that, on average, an additional attack cost the group $2,700. This amount is equivalent to 40 percent of the average household income.

Disrupting AQI’s financial flows could disrupt the pace of attacks. Given the high cost of attacks, salaries, support to dependents, the rapidity with which money moved through the organization, the close correlation we find between funding and attacks, and the lack of substantial cash reserves, it is clear that AQI is highly sensitive to cash flows. Interrupting these flows may interrupt the number of attacks the organization can muster.

Implications

Captured financial ledgers may warrant greater emphasis as a source of strategic intelligence on militant groups. Given the important information gathered from just nine documents, including four financial records, militant financial records could be a particularly effective source of intelligence information that could yield strategic insights. In the case of AQI in Anbar, these documents revealed information about how the group was organized, how it made decisions, how it raised money, and what its financial vulnerabilities were. They also provided information with which we could analyze risks and rewards for members, with the result suggesting that financial motivations do not play a substantial role in motivating group membership.

The structure of a militant group’s back office operations may reveal novel vulnerabilities. AQI was organized as a hierarchical group with decentralized decisionmaking. This system of organization makes it vulnerable. First, the vast paper trail it left behind gave CF an opportunity to track its activities. Second, eliminating the upper echelons of the administrative structure can at least temporarily disrupt operations and the administration of the group, although this effect may not prove readily apparent because of the autonomy of lower-level elements. In addition, some of these lower-level officials will have developed the skills to occupy positions higher up in the hierarchy in an effective manner. However, decentralization makes it easier to negotiate with lower levels of the organization, which could win over the group’s periphery if lower-level members find inducements to halt fighting more attractive than what the center can offer, given the high level of risk involved in militancy.

A militant group’s participation in the local political economy can be a key vulnerability. Combined with findings by other sources on the history of the Anbar insurgency, our analysis suggests that insurgent involvement in an economy can alienate other groups. In the case of AQI, the group competed with key tribes for revenues. Tribes eventually banded against AQI and allied themselves with the security forces in the interest of self-preservation. Collaboration between the tribes and the security forces led to the creation of new tribal militias and a larger, more capable force posture. These forces constrained AQI’s ability to operate in the open, degrading the group’s ability to sustain its funding. Although AQI’s documents suggest that this process began to have a financial effect on the group starting in October 2006, only access to AQI records in Anbar for 2007 would enable further research to confirm or discredit this hypothesis in this specific instance.

The U.S. government’s concept of “threat finance” intelligence should be broadened to “threat economics.” Insurgency theorists, military operators, and intelligence officials have posited that the financing of insurgent groups is pivotal for sustaining their operations, and thus their financial systems should be key targets in operations by counterinsurgents. The wide acceptance of this principle has led to a focus on “threat finance,” focusing on how threat groups raise money. Although the analysis provided in this monograph supports and potentially strengthens the notion that militant finances should be tracked, our findings also suggest that the notion of threat “finance” may be too narrow. Focusing on the revenue side alone ignores half of the useful data on militant back office operations. Our analysis indicates that understanding the spending patterns of militant groups may provide even more useful insights than understanding their revenue streams. We therefore recommend that the concept of “threat finance” be broadened to “threat economics” to better frame the attention of analysts, operators, commanders, and policymakers.
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CHAPTER ONE
Introduction

Without exception, terrorist and insurgent groups are economic actors: They need to mobilize resources to conduct operations.1 The close of the Cold War brought about a “new” version of terrorism. This contemporary version was driven by both the decline in state sponsorship of terrorist groups and the rapid emergence of globalization, leading groups toward increased independence from states and financial self-sufficiency.2 Since then, both policymakers and academics have largely conflated terrorist and insurgent groups, both of which we term “militant groups.” As a result, the study of how militant groups fund themselves now falls under the rubric of “terrorist financing.” In the pages that follow, we will use this conventional term while acknowledging that the group we study fits some of the definitions of both a terrorist and an insurgent group.3

This monograph analyzes the finances of one important militant group, al-Qa‘ida in Iraq (AQI), in Anbar province during the peak of its power and influence, 2005 through 2006. We draw on captured financial documents that recorded both the daily financial transactions of one specific sector within Anbar province and the financial transactions by the overall provincial administration. Only a handful of studies use data reflecting the actual operations of militant groups. To our knowledge, this monograph offers one of the most comprehensive assessments of the financial operations of AQI or any other contemporary Islamic militant group.

Financing Militant Organizations

Although smaller groups typically use coercion, kidnapping, and extortion to fund themselves, large insurgencies rely on popular support, such as voluntary contributions, “revolutionary taxes,” exploitation of natural resources, or extortion.4 R. T. Naylor suggests that as a group’s needs and capabilities increase, so does its tendency to adopt fund-raising techniques that are symbiotic with the formal economy. But at low and intermediate stages of militancy, militant groups conduct parasitical fund-raising activities that closely approximate those of organized crime.5

Theoretical studies have treated both organizational and also individual-level concerns regarding militant financing. Organizational studies suggest that there are two inherent principal-agent problems in financing militancy. First, militant groups face information problems because of the simultaneous need to be clandestine and to monitor the fund-raising tasks of specialized financing units. Recent work has identified this phenomenon in radical Islamic groups more specifically, such as al-Qa‘ida and its affiliates.6 Second, the financing units of these groups often do not trust militant operatives, leading to the common problem of underfunded operations.7

These findings indicate that facilitating collective action is a key problem for militant groups. They can do so through providing personal benefits, by threatening punishments, or by promising that their success will lead to future benefits for their members. However, providing direct financial incentives to group members will tend to attract individuals whose allegiance can be bought or who might steal from the group.8 To counteract this limitation, militant groups try to select loyal members and cultivate allegiance to the group. Religious sects and religious militant groups deter casual members from joining by requiring that inductees engage in seemingly irrational behaviors, such as sacrifices and prohibitions. Sacrifices, such as violent initiation rites, may reduce the value of the inductee in legitimate society and therefore reduce the lowest wage at which he would accept legitimate employment, known as the “reservation wage,” thus decreasing the perceived benefits of defecting in the future.9 In exchange for these sacrifices, the group provides “club goods” or selective incentives, such as salaries and martyr payments, to their members.10

Although club goods directly benefit only individuals associated with a militant organization, the organization may also provide public goods to the broader society.11 Some scholars argue that militant groups provide club and public goods to burnish their public image and project the capability of an alternative sovereign state, and in doing so, they make association with and support of their organization more desirable.12 However, social service provision by the legitimate government or partner nation can attract greater cooperation from and information sharing by the society at large.13

Individual Returns to Militancy

A number of economists have empirically analyzed personal returns to militancy. In a rational-choice approach, individuals who decide to join a militant group must receive greater utility in doing so than by pursuing their next best option. Individuals can receive two types of utility from militant group membership: utility from their compensation and utility from their perceived contribution toward the group’s goals. Individuals may weight these two components differently. In a simple mathematical representation of this concept, constraining the two weights to add to one provides a scale from zero to one indicating completely ideological to completely motivated by compensation; the distribution of the summed weights for all members of a group describes the distribution of motivations.14

No studies have directly measured and compared militant incomes to their nonmilitant counterparts, but a significant body of research exists on economic correlates of participation in militancy. Research focusing specifically on terrorists has found that more years of education and higher incomes have been associated with participation in terrorism and supporting terrorism; those factors have also been found to be associated with greater effectiveness at carrying out acts of terrorism, suggesting that there are returns to human capital in the conduct of terrorist operations.15 The processes and incentives involved in militant recruitment are also obscure. Although there are no economic studies observing the recruitment process itself, the observed higher-than-expected education and wealth levels of terrorists weakens theories explaining individual participation in militancy as being due to financial deprivation, mental instability, or poor education.16

Empirical Work on Militant Finance and the Financing of al-Qa’ida

Despite the extent of research on terrorist financing and the individual returns to terrorism, a limited amount of truly empirical work exists on contemporary militant group financing. Little is known about the precise amounts of money involved in militant group financing and how these funds are managed and moved within a militant organization.17 Further, militant salaries have not been systematically analyzed alongside nonmilitant incomes within a society. Such analysis would be similar to that of Levitt and Venkatesh in their landmark study of the economics of a drug-selling gang in Chicago.18 In general, little attention has been given to militant “career paths,” the individual economic returns and risk involved in conducting militant violence, or how economic activities (such as the relationship between financing and the group’s output—attacks) are organized in light of the fact that the group has no ability to enforce contracts through legal means.

Quantitative data on the organizational level of militant financing is often used only anecdotally, largely because the underground nature of these activities naturally confounds systematic data collection. Few studies to date have analyzed systematic financial data on militant groups; one treated the Basque separatist group Euskadi Ta Askatasuna, and two studies analyzed documents maintained by the Palestine Liberation Organization that showed funds being provided to militant elements.19

More closely related to this monograph, few specific data have come to light about the organization of al-Qa‘ida–affiliated groups that would allow researchers to draw conclusions about an administrative unit’s relationship with the working cadre. The only such publication on an al-Qa‘ida–affiliated group assessed financial data on al-Qa‘ida in Iraq. The study showed a bureaucratic and highly organized group that sustained itself largely by receiving funds from its foreign recruits, but this analysis was limited, because the data covered only the affairs of a small logistical unit charged with processing foreign fighters arriving to volunteer at Iraq’s northwestern border.20

Aside from that study, the information that has surfaced has not been analyzed in depth. This is especially true of these organizations’ financial administration. Besides the work on foreign fighters destined for AQI, most of the previous organizational analysis was drawn from captured documents specific to al-Qa‘ida’s central command and its close allies before September 11, 2001, rather than to more recent affiliates. This includes documents in the Harmony database maintained by the Combating Terrorism Center at West Point and other documents the Wall Street Journal found on a computer from Ayman al-Zawahiri’s office. The analysis of Zawahiri’s documents offers only scattered anecdotes of strained interpersonal relationships and budgeting problems.21

One overriding theme that does emerge from previous analysis is the core al-Qa‘ida’s aspiration to establish and maintain a hierarchy, even a bureaucracy, generally ruled from the top down, as a probable precursor to a global caliphate.22 In this same vein, the Harmony al-Qa‘ida documents include bylaws, committee structures, letterheads, forms, and permission slips.23 The financial data from Iraq reflect the same penchant, although it is unclear whether AQI founder Abu Mus‘ab al-Zarqawi imitated al-Qa‘ida “central” or merely shared the same proclivities. In either case, the data underscore that AQI is a hierarchical organization, not just a loose network of cells. In fact, the financial administration has its own emirs, or commanders, and their geographic portfolios reflect AQI’s ambition to govern territory.

The Contribution of This Monograph

In this monograph, we directly analyze a wide array of economic issues related to militancy by using a unique data set containing detailed financial information on al-Qa‘ida in Iraq. The data span a 20-month period at the height of the group’s influence. AQI’s administrative emir of Anbar province maintained these data as a management tool for both tracking and administering the finances and resources of the group in the province. Updated biweekly, the data include daily revenues and expenditures for the provincial administration, payroll sheets for the individual battalions and brigades within specific geographic areas, and memos and reports from the various bureaucratic units of the group. We supplemented these financial data with information on the group from U.S. military analysts and operators in Anbar province at the time, and with data on attacks in Anbar province from the Department of Defense’s Significant Activities (SIGACTS) III database.

Although the data have important limitations and possible biases, they allow us to analyze the individual and collective actions of AQI within the structure of a bureaucratic organization that appears to act rationally and respond to incentives. First, we assess the returns to participating in militancy relative to other labor market activities. The higher the relative returns to militancy, the more likely it is that economic aspects of group membership are paramount. We then analyze the trade-offs of militants based on the risks they face and whether these can be considered to be optimal decisionmaking strictly in terms of financial rewards. Finally, we examine the statistical associations between the group’s expenditures and various attack measures in Anbar province.

How This Monograph Is Organized

The monograph has six chapters. Chapter Two describes the setting of Anbar province, provides a brief history of AQI, and reviews the group’s economic and political environment in Anbar province at the time covered by our study. Chapter Three describes the AQI financial data set, traces the observed money flows across the group’s organizational units, and describes the group’s finances and expenses throughout the same period. Chapter Four presents an economic analysis of AQI compensation, examining the relative economic benefits of being an AQI member. Chapter Five continues the economic analysis of AQI by analyzing the associations between the group’s money flows and the observed attack levels during the period. Chapter Six gives conclusions and policy recommendations.
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SOURCES: SIGACTS il and Harmony Batch ALA DAHAM HANUSH
NOTES: AQl spending figures exclude the large transfers to the General Treasury in
March, July, and August 2006, as we believe that these funds were spent outside
Anbar province. The number of attacks was extraordinarily low in December 2005
because of the tribes’ all for a hiatus in violence during national elections. In

addition to total attacks, the SIGACTS data provide information on the type of attack
that occurred: direct fire (DF) attacks, IED attacks, and other attacks. DF and IED attacks
were the two most common types of attacks during the period. DF attacks include.
attacks by rocket-propelled grenade, snipers, drive-by shootings, and small arms. IED
attacks include not just IEDs that exploded but also vehicle-borne IEDs (VBIEDS),
suspected IEDs, and IEDs and VBIEDS that were cleared before they could be used.
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SOURCES: Harmony Batches MA7029-5 and ALA DAHAM HANUSH.
NOTES: The Image shows the authors’ assessments of AQI's ix sector
divisions of Anbar province. These six include ar-Rutbah, al-Gharbiyah,
al-Awsat, at-Ta'mim, ar-Ramadi, and Fallujah and belts. These divisions
are similar to the official Iraql administrative divisions of Anbar province.
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NOTES: The figure includes only expenses and revenues for months in which all six
sectors were accounted for. The figure does not account for revenues and expenses
that were tallied but not ascribed to a specific geographic area or individual
identified with an area.
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SOURCES: Harmony Batch ALA DAHAM HANUSH.
NOTES: This chart includes the large transfers to the General Treasury that occurred
in March, July, and August 2006.
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NOTES: This chart excludes the lump-sum transfers to the General Treasury in March,
July, and August 2006, a5 we believe these funds were sent out of the province. The
large, anomalous expense in ak-Gharbiyah in June 2005 was to purchase safe houses.





