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      Dedication

      For individuals everywhere working to secure the peaceful uses of nuclear energy and prevent its use for military purposes.
      

      
      
      

      Foreword

      With the development of thermonuclear weapons—the so-called hydrogen bombs—of unprecedented and almost unimaginable destructive
         power, mankind can for the first time in history threaten the survival of civilization as we know it. During the Cold War
         the threat of a nuclear holocaust was indeed a major concern. Although that danger has been greatly reduced since the collapse
         of the Soviet Union 17 years ago, the nuclear weapons that currently exist still present a mortal danger to the world.
      

      
      We enter the 21st century witnessing the global spread of advanced nuclear-related technology and a growing danger of the
         proliferation of nuclear weapons, leading to an increasing likelihood that the world's most horrific weapons may be acquired
         by dangerous hands, including terrorist organizations. What good options can we pursue for reducing nuclear threats? Is the
         Cold War model of U.S.-Soviet mutual deterrence the best we can do, or even adequate, to meet the emerging dangers? There
         is no doubt about the difficulty of the challenge to do better, or of the need for perseverance, strong will, and new thinking
         on the many important scientific/technical and strategic/diplomatic dimensions of this challenge. This in turn will require
         maintaining strong cadres of scholars and scientists engaged in work on nuclear security.
      

      
      Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy addresses this audience. It is encyclopedic in introducing the reader to the broad range of important concepts and techniques
         that constitute nuclear security policy and science. As such, this volume will be invaluable to members of the two communities
         of natural and social scientists who seek to enter into careers in these fields. It is essential for both the scientific and
         policy communities to understand the daunting challenges each faces so that they can work together effectively. More broadly
         this volume will be valuable for all who seek simply to understand one of the major problems facing the world. Consider some
         of the issues before us:
      

      	Reducing relevance of nuclear weapons for maintaining strategic stability

         	Reducing risks of unauthorized or accidental use of nuclear weapons

         	Preventing the spread of nuclear weapons

         	Developing best practices in securing nuclear materials

         	Ensuring adequate means of verifying compliance with negotiated limits on nuclear arsenals and activities

         	Controlling weapons material and countering nuclear terrorism in an era of growing interest in nuclear energy and other peaceful
            applications of nuclear technology
         

      
This book is the result of a massive and critical effort by James E. Doyle and his colleagues to present their collective
         expertise in essays that are both informative and accessible. Having read most of the manuscript in earlier drafts, I believe
         it will prove to be of immense value in introducing and helping a new generation of scholars, both natural and social scientists,
         to address the complex issues of nuclear security. This book is a pioneering effort to bridge the policy and technical worlds
         on the subject of nuclear security. More broadly it should be a source of valuable insights for an informed citizenry and
         governments. I hope it reaches the wide audience it merits.
      

      
      —Sidney D. Drell

      
      
      

      Preface

      Since the end of the Cold War, terrorism and proliferation have been seen as very serious, growing threats to national and
         international security. The potentially catastrophic nexus between the proliferation of weapons of mass destruction (WMD)
         and terrorism is of particular concern. The active pursuit of WMD and the technologies and materials needed to produce them
         by so-called “rogue” states and terrorists has been abetted both by other suspect states and by nonstate actors such as the
         A. Q. Khan network. The risks to national and international security stemming from terrorism and proliferation are compounded
         as growth in the peaceful pursuits of nuclear energy — so dramatic it is deemed a “nuclear renaissance”— increases the global
         movement of nuclear materials and technology.
      

      
      Clearly, in the post-Cold War, post-9/11 international security environment, the issues of nuclear energy, nuclear proliferation,
         and terrorism intersect. This complex and dynamic new environment demands that we deal responsibly with all weapons-usable
         materials, both in the United States and globally, while meeting our international security commitments and nonproliferation
         obligations. To do so is a daunting task involving, inter alia, the leveraged use of technologies for enhanced safeguards, proliferation resistance, and physical protection, many of which
         have their origins in the U.S. nuclear-weapon program. Of equal import is the need for crafting or strengthening nonproliferation
         and counterterrorism norms, institutions, and treaties. However, neither of these approaches will work without dedicated and
         knowledgeable people.
      

      
      Those who undertake these critical tasks must be fully aware of their immense responsibility and prepared to act with empowering
         knowledge. In fact, the development of human capital is one of the most critical and pressing of future needs for the nuclear
         security enterprise. Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy provides an introduction for those who will toil on nuclear technology and policy issues in the future and provides a needed
         complement to traditional nuclear science and technology education as these fields grow in the future. It will also be a useful
         reference for all people working in this field.
      

      
      —Michael R. Anastasio

      
      Director, Los Alamos National Laboratory
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      Chapter 1. Introduction - Nuclear Security in the Twenty-First Century

      Objectives for This Book

      Nuclear security today is considerably more complex than it was during the Cold War. The superpower nuclear confrontation
         has been replaced by greater concerns about the proliferation of nuclear materials or weapons to states and nonstate groups.
         The specter of nuclear terrorism is of particular concern following the horrific events of September 11, 2001. The need for
         scientific understanding of the evolving nuclear threat is critical to informing policy decisions and diplomacy. The scientific
         underpinnings for such an understanding are remarkably broad, ranging from nuclear physics and engineering to chemistry, metallurgy
         and materials science, risk assessment, large-scale computational techniques, modeling and simulation, and detector development,
         among others. These areas constitute what we term nuclear security science.

      
      The objective of this book is to present these subjects in a form that will be useful to academic studies in the area of nuclear
         security. These topics form a necessary foundation for students interested in nuclear weapons policies, nuclear proliferation,
         nuclear terrorism, nuclear energy and other peaceful applications of nuclear technologies. The scientific areas must be complemented
         by scholarly studies of public policy, with focus on areas such as political science, international relations, energy policies,
         economics, history, and regional studies. Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy has been written recognizing the importance of combining the social sciences with the physical sciences when addressing issues
         of nuclear security. It is our hope that this book will provide the necessary foundation in nuclear security science for undergraduate
         and graduate courses dealing with these complex issues.
      

      
      Another objective of the book is to expose students and practitioners of nuclear security to some of the fundamental disciplines
         of their craft and provide an understanding of the unique challenges that arise when we apply these fundamentals to specific
         real-world problems. To this end, the major parts of the book progress from the introduction of concepts and techniques to
         case studies that provide a picture of real policy and technical approaches. For example, Part I describes the state of the
         art for modern, comprehensive nuclear safeguards systems that integrate physical protection and nuclear materials control
         and accounting. It also stresses how essential it is for global nuclear security that every state possessing nuclear material
         implement a comprehensive safeguards system that is open to some kind of international evaluation. We have done this by including
         technical chapters on nuclear materials measurements and the design of physical security systems and chapters on the historical
         development of the international safeguards system. Two case studies describing the application of safeguards at two very
         different nuclear facilities, a shut-down experimental reactor in Kazakhstan and a large plutonium reprocessing plant in Japan,
         illustrate how technology is used together with legal and administrative procedures to provide security and accountability.
      

      
      To effectively deal with problems of nuclear security, it is important to balance the risks posed by nuclear technologies
         against their benefits. For example, whereas a significant expansion of nuclear power globally may help slow global climate change, it may also increase the risk of nuclear proliferation
         and terrorism. It will be important to conduct credible risk assessments to guide the public policy discussions of the expansion
         of nuclear power.
      

      
      Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy was inspired in part by a previous study by Carter, Steinbruner, and Zraket that focused on the organizational requirements
         for safely maintaining a nuclear arsenal during the Cold War era.[1] Their 1987 book, Managing Nuclear Operations, is still an authoritative source on the challenges and requirements for the operational maintenance of a nuclear arsenal.
         The authors addressed what they perceived to be an imbalance in the study of nuclear security at the time. The imbalance they
         identified stemmed from a dominant focus on the doctrine of nuclear deterrence and the capabilities of nuclear weapons systems
         on one hand and a relative neglect of the process of managing the nuclear arsenals on the other. The authors believed this
         imbalance was both troubling and worthy of attention because they felt that overall security in the nuclear age of the time
         depended less on nuclear strategy and the capabilities of the weapons than on the effectiveness of human organizations to
         handle managerial problems that were more demanding and complex and with higher risks than any previously encountered. Their
         concern has been greatly magnified by the end of the Cold War and the challenges of dealing with the huge nuclear arsenal
         and nuclear complex of the former Soviet Union during the chaotic transition of governments in the 1990s.
      

      1 Ashton B. Carter, John D. Steinbruner, and Charles A. Zraket, Managing Nuclear Operations, Washington, D.C.: Brookings Institution Press, 1987, pp. 1–3.
      

      
      This book takes a similar perspective, with a focus on the importance of effective policies, organizational systems, and procedures
         to provide nuclear security in the 21st century. It also stresses that these skills must be paired with innovative and reliable
         technologies to address a much broader range of nuclear security challenges than those prevailing during the Cold War period.
         Those challenges, which include preventing nuclear terrorism and expanding the use of nuclear energy while reducing the dangers
         of nuclear proliferation, demand the successful integration of effective policy and appropriate technology.
      

      
      As Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy attempts to provide comprehensive coverage of the challenges of nuclear security today, it necessarily omits certain topics.
         Some topics, though vital to nuclear security in the traditional sense, did not fit with our focus on post-Cold War challenges.
         For example, we provide no detailed treatments of nuclear doctrine, deterrence, or force structure. Some other important topics
         were deemed too sensitive for treatment in the open literature. These include the specifics of nuclear weapons security, including
         unique physical protection methods or so-called “use control” features. These are aspects of a weapons design that prohibit
         any unauthorized party from gaining access to or detonating the weapons. Specific details of physical security measures taken
         during transportation of nuclear weapons or weapon-usable nuclear materials were also purposely omitted.
      

      
      Finally, some topics were considered adequately covered in the existing literature and, hence, were described only briefly
         in the book. These include assessments of and recommendations for various government programs to improve nuclear materials
         security, such as the National Nuclear Security Administration's (NNSA) Nuclear Materials Protection, Control, and Accounting
         (MPC&A) program and the Second Line of Defense program.[2] Similarly, historical treatments of traditional U.S.-Soviet and U.S.-Russian strategic nuclear arms control or speculation on what next
         steps, if any, might be taken along these lines are not included because several recent authoritative studies cover these
         subjects in depth.[3]

      2 One of the most authoritative sources is the series Securing the Bomb, by Matthew Bunn and Anthony Wier. These studies were conducted by the Managing the Atom Project at the Belfer Center at Harvard
         University and are available in full on the Website of the Nuclear Threat Initiative (NTI), ww.nti.org/e_research/cnwm/overview/cnwm_home.asp (Dec. 2006). Other sources are as follows: U.S. Department of Energy, 2006 Strategic Plan: Office of International Material Protection and Cooperation, National Nuclear Security Administration (Washington, D.C.: DOE, 2006), and U.S. National Research Council, Strengthening Long-Term Nuclear Security: Protecting Weapon-Usable Material in Russia (Washington, D.C.: National Academy Press, 2005; available at http://fermat.nap.edu/catalog/11377 (April 2006).
      

      3 See National Academy of Sciences, A Comprehensive Nuclear Arms Reduction Regime: Interim Report (Washington, D.C.: National Academy of Sciences, 2001), http://books.nap.edu/books/NI000347/html/1.html#pagetop (Jan. 2003), and Committee on International Security and Arms Control, Monitoring Nuclear Weapons & Nuclear-Explosive Materials, National Academy of Sciences, April 2005, http://books.nap.edu/catalog/11265.htm (June 2005). See also the White House, “Joint Statement on Parameters on Future Reductions in Nuclear Forces,” Press
         Release, March 21, 1997.
      

      
      Nuclear Security in the Twenty-First Century

      A New Nuclear Age

      Nuclear security during the Cold War was dominated by superpower confrontation and reliance on the strategy of classic nuclear
         deterrence. There is a large body of excellent studies and reports on these topics, issued over the full span of the atomic
         age.[4] The focus of this book is on three interrelated objectives that we perceive as the major new nuclear security challenges
         in the post-Cold War and post-9/11 era:

      	The states that possess nuclear weapons, materials, and knowledge must effectively control and protect them from theft or
               misuse. Achieving this objective is imperative for all states that have developed nuclear weapons or nuclear energy. Loss of control
            of nuclear weapons or materials could cause international instability or conflict. All states are vulnerable to nuclear terrorism.
            The greatest challenge is that while huge quantities of nuclear weapons and materials have been produced across the globe
            for many years, the technical difficulties in securing them are not sufficiently appreciated and the resources and expertise
            for securing them have often been inadequate.
         

         	The proliferation of nuclear weapons, both within states that possess them and to additional states, should be prevented. There is a strong international consensus that the spread of nuclear weapons to additional states creates instability in
            the international system and increases the threat of nuclear war and nuclear terrorism. This is unequivocally the position
            of the United States and its major allies. Many other states, including a majority of those not possessing nuclear weapons,
            believe that the continued possession of nuclear weapons by those states that have them also represents a threat to international
            security. Therefore, stocks of nuclear weapons should be reduced to minimal levels. The objective of nuclear nonproliferation
            also includes the obligation of states that have pledged not to develop nuclear weapons to cooperate in verifying that all
            their nuclear activities are for nonweapons purposes.
         

         	All states must make efforts to prevent nuclear terrorism. Terrorists appear motivated to conduct ever more destructive attacks. The greatest obstacle to their capability to conduct
            an attack using a nuclear explosive is the acquisition of sufficient quantities of highly enriched uranium (HEU) or plutonium.
            These materials exist in great quantities and are used widely throughout the world. The ability to secure them from theft
            or smuggling is a long-term challenge critical to global nuclear security.
         

      
4 The literature on nuclear deterrence is vast. Five notable works in this area are Robert Jervis, The Meaning of the Nuclear Revolution: Statecraft and the Prospect of Armageddon, Ithaca: Cornell University Press, 1989; Scott D. Sagan and Kenneth N. Waltz, The Spread of Nuclear Weapons: A Debate, New York: W. W. Norton, 1995; Alexander L. George and Richard Smoke, Deterrence in American Foreign Policy: Theory and Practice, New York: Columbia University Press, 1974; Thomas Schelling, Arms and Influence, New Haven: Yale University Press, 1966; and Richard Betts, Nuclear Blackmail and Nuclear Balance, Washington, D.C.: Brookings Institution Press, 1987.
      

      
      To describe some of the science, technologies, and practices used to pursue these objectives, this book is divided into three
         parts. Part I is devoted to technologies and processes for protecting, controlling, and accounting for nuclear material. Part
         II focuses on detecting nuclear proliferation and verifying the elimination of nuclear weapons programs. Part III concentrates
         on preventing nuclear terrorism and illicit nuclear trade. In each of these parts we include chapters that provide an outline
         of the basic security challenges, some background on the history and current status of these challenges, and a sample of the
         technical and political responses to them. Many of the chapters also include discussion of the likely future nuclear security
         challenges within their general subject area and how they might be managed.
      

      
      Securing Nuclear Materials

      Part I emphasizes the importance of maintaining the safety and security of nuclear materials. This challenge will continue
         to be shared by all states possessing nuclear materials for military or civil purposes for as long as they possess them. This
         task is critical because nuclear materials are the essential raw materials for nuclear explosive devices or radiological weapons
         and because they present public health and environmental hazards. A world with a high degree of “nuclear security” would be
         one in which all states possessing nuclear materials know to a high level of precision how much nuclear material they have,
         what form it is in, where it located, and whether it is adequately secured from theft or loss on a continuous, near-real-time
         basis. It would also be a world where all states had effective, enforceable laws criminalizing the unauthorized possession
         or trafficking of nuclear materials as well as possessing effective export and border controls to prevent illegal transfer
         of nuclear materials or the technologies and knowledge necessary for their production.
      

      
      This is not the world we inhabit today. The legacy of the Cold War nuclear arms race between the United States and the Soviet
         Union has left behind vast stockpiles of directly weapons-usable nuclear materials, much of it surplus to current military
         needs. Although some of this material is being converted to forms that are less usable for weapons and can even be converted
         into fuel for nuclear reactors, hundreds of metric tons of plutonium and highly enriched uranium exist in these two countries
         alone.
      

      
      It is therefore difficult to describe accurately the magnitude of the nuclear materials security challenge. The Institute
         of Science and International Security (ISIS) reports that as of late 2005, approximately 1.9 million kilograms of HEU and
         1.83 million kilograms of plutonium existed worldwide in more than 50 countries, some with difficult social environments and
         very limited resources to devote to their security.[5] Approximately 1.4 million kilograms of this plutonium are found in highly radioactive spent fuel, which must be processed
         to be made suitable for a nuclear weapon. The technology for this process, though expensive and complex, is well known and
         well within the industrial capabilities of many states.
      

      5 David Albright, Global stocks of nuclear explosive materials: Summary tables and charts, Washington, D.C.: Institute for Science and International Security, July 12, 2005, updated Sept. 7.
      

      
      Highly enriched uranium (equal to or greater than 20% 235U) and separated plutonium are the essential materials for nuclear explosives. Worldwide, plutonium and HEU are used in weapons,
         research, power reactors, and some industrial applications in forms that can be turned into weapons-usable materials via routine
         chemical processing. Such materials are processed, shaped, transported, stored, and used, and some inevitably wind up in waste
         streams.[6] For this reason it is difficult for countries to develop high confidence in a baseline inventory of these nuclear materials.
         In addition, much larger quantities of nonweapons-usable nuclear materials are in use and circulation worldwide, including
         low-enriched uranium and a broad range of radioactive source materials. In Part I of the book, technical descriptions of methods
         for measuring and accounting for nuclear materials are provided by Doug Reilly and Mark Abhold.

      6 Sigfried Hecker, “Towards a Comprehensive International Safeguards System,” The Annals of the American Academy of Political and Social Science, Sept. 2006, vol. 607, pp. 121–132.
      

      
      State or “Domestic” Safeguards

      Currently the security of nuclear materials is the responsibility of the states possessing them, and states have a variety
         of approaches to this task. There are no legally binding requirements for maintaining standard high levels of security, nor
         is there any multinational authority that inspects and evaluates the effectiveness of nuclear safeguards in each state. However,
         there is a Convention on the Physical Protection of Nuclear Material to which nearly all states with nuclear materials are
         party. These states agree to follow technical guidelines for adequate physical protection of nuclear materials during storage
         and transportation. The International Atomic Energy Agency (IAEA) provides these guidelines to all states through its document
         Physical Protection of Nuclear Material and Nuclear Facilities (INFCIRC/225/Rev.4) but does not require inspections or enforcement of the convention.[7] The result is that nuclear materials are protected with varying degrees of effectiveness by countries around the world, and
         very little is known about the specific security measures that are taken by some states. This is because the details of security
         and accounting for nuclear materials in many states are secret. This is universally the case for nuclear weapons and nuclear
         materials in most military programs.
      

      7 See www.iaea.org/worldatom/Programmes/Protection/inf225rev4/rev4_content.html (Oct. 2006).
      

      
      Adequate nuclear security requires rigorous application of state or “domestic” safeguards. The U.S. domestic safeguard system
         is designed to protect nuclear materials against external threats such as terrorists and against insider threats. External
         threats are those posed by adversaries external to the nuclear facility, such as foreign commandos, criminal gangs, terrorists,
         or radical protesters. Insider threats are characterized by an individual or group of individuals who are either authorized
         to have access to the facility or have special knowledge of procedures and security measures that allow them to provide key
         aid to an adversarial plot to steal, divert, or sabotage nuclear material. The principal safeguard against external threats
         is physical protection. Part I includes an overview of the design and evaluation of physical protection systems by Mary Lynn
         Garcia.
      

      
      Nuclear facilities that require physical protection include all research, development, production, and storage sites; nuclear
         reactors; fuel cycle facilities; and spent fuel storage and disposal facilities. Physical protection measures include a highly
         trained guard force, fences, and exclusion areas around facilities, in addition to perimeter and interior intrusion detection
         systems. Measures also include limited access and egress to facilities, buildings, and rooms. Finally, nuclear material and
         metal detectors at points of egress add an important element of defense.
      

      
      The more insidious insider threat also requires additional rigorous internal controls and accounting. Modern safeguard systems
         combine physical protection with MPC&A. MPC&A systems are designed to deter and prevent loss or misuse of nuclear materials,
         provide timely and localized detection of unauthorized removal of materials, and ensure in near real time that all nuclear
         materials are accounted for. Proper materials control limits the handling of nuclear materials to only authorized areas and
         properly identified personnel and ensures that two people are present during nuclear materials transactions. It helps track
         nuclear materials from one site to another, from facility to facility, and from room to room. It ensures that there are a
         limited number of entries to and exits from the locations where nuclear materials are stored, and it alerts authorities to
         potential theft or diversion. It identifies nuclear materials for tracking purposes.
      

      
      MPC&A programs are founded on a graded approach: The requirements for the facility's program vary depending on the types,
         attractiveness for weapons purposes, and amounts of nuclear materials used at the facility. In other words, the level of protection
         should be commensurate with the consequence of loss of the nuclear materials. The greater the risk to security and public
         safety that would result from the loss of certain materials at a facility, the more robust and effective should be the requirements
         for the MPC&A system and physical security system at that facility. On the other hand, safeguards and security systems may
         be minimal at some facilities because the materials are not considered significant from the point of view of attractiveness for theft or diversion. Most states and the IAEA categorize nuclear materials according to the
         risk they present.[8]

      8 For example, such a system is implemented by the U.S. Nuclear Regulatory Commission. See www.nrc.gov/security/snm.html (Aug. 2007). Also see “The Physical Protection of Nuclear Material and Nuclear Facilities,” IAEA INFCIRC/225/Rev.4, www.iaea.org/Publications/Documents/Infcircs/1999/infcirc225r4c/rev4_content.html (Aug. 2007).
      

      
      Modern materials accounting also employs statistical and computer-based measures to maintain knowledge of quantities of nuclear
         materials present in each area of a facility. Some of these statistical methods are described by Tom Burr in Part I. The accounting
         system relies on inventories and material balances to verify the presence of material or to detect a loss. In the United States,
         the Nuclear Materials Management and Safeguards System (NMMSS) implemented in 1976 contains current and historical data on
         inventories and transactions involving source and special nuclear materials within the United States and on all exports and
         imports. It tracks all transactions, including domestic and foreign transfers, operating losses, inventory differences, and
         burn-up (transmutation and fission).[9] In U.S. facilities and those of several other states, operators must account for every gram of these materials in virtual
         real time. To declare any of it as an “inventory difference” or “waste” requires rigorous justification and verification.
         It is imperative that each state with nuclear facilities implement its own rigorous, comprehensive safeguards system to prevent
         theft or diversion of weapons-usable materials.
      

      9 For a brief history of NMMSS, see www.nmmss.com/history.html (Aug. 2007).
      

      
      Preventing Nuclear Proliferation

      International Safeguards

      The International Atomic Energy Agency (IAEA) has the traditional responsibility for detecting the diversion of nuclear materials
         from civilian to military purposes in states that have joined the Treaty on the Nonproliferation of Nuclear Weapons (NPT)
         and pledged not to acquire nuclear weapons. To fulfill this mission the IAEA has created an organization of international
         safeguards inspectors who utilize dozens of specialized procedures and technologies to maintain confidence that member states
         are not diverting nuclear materials. The IAEA now has the additional task of determining the completeness of states’ declarations
         of their nuclear activities and developing confidence that no undeclared nuclear activities exist within member states. James
         Tape and Joseph Pilat provide an informative history of the IAEA's evolving role in Part I.
      

      
      For a good portion of its history, the IAEA carried out its traditional nuclear inspection role without much fanfare. A major
         change came after the discovery of Iraq's nuclear weapons development program after the country was defeated in the 1991 Gulf
         War. Iraq had foiled the international safeguards system by deceiving the IAEA and the international community. Instead of
         remaining a nonnuclear weapons state in good standing, as was its obligation under the NPT, Iraq had for years conducted secret
         work toward a nuclear weapons capability. This clandestine effort allowed Iraq to continue receiving aid for peaceful nuclear
         activities while making progress toward the bomb.
      

      
      Iraq's illicit bomb program was the first time that a violation of IAEA safeguards was confirmed anywhere. More important,
         perhaps, the Iraqi program was largely based on clandestine, undeclared nuclear facilities that were not subject to IAEA inspection
         and could not have been detected under the existing international safeguards system. The discovery of the Iraqi deception
         resulted in sharp criticism of the international safeguards system and a long-term effort to strengthen that system.
      

      
      In response to the weaknesses highlighted by Iraq's deception, the IAEA is adopting a fundamentally new approach to implementing
         safeguards. It is recognized that an effective, strengthened international safeguards system, with a strong focus on searching for undeclared nuclear materials and activities,
         is essential to provide confidence that shared nuclear technologies and expertise, as well as nuclear materials themselves,
         are not being diverted to weapons programs. Verifying the “completeness” as well as the “correctness” of a state's declaration
         is now acknowledged as a critical objective of the IAEA safeguards system.
      

      
      To achieve this new objective, the IAEA is encouraging member states to sign an Additional Protocol to their safeguards agreements,
         permitting the IAEA greater access to inspections and information regarding nuclear activities in that state. Although most
         states with significant nuclear activities have now signed the Additional Protocol, a large number of states have not yet
         ratified the protocol nor brought it into force on their territories.[10] Fundamental to the new approach to IAEA safeguards are information acquisition, evaluation, and analysis along with inspections.
         The new approach is designed to provide an evaluation of the nuclear program of a state as a whole and not just each of its
         declared nuclear facilities.
      

      10 For a summary of the status of Additional Protocol implementation, see www.iaea.org/OurWork/SV/Safeguards/sg_protocol.html (Aug. 2007).
      

      
      The goal of comprehensive international safeguards agreements is to detect the diversion of significant quantities of nuclear
         material from peaceful purposes within certain time periods. A significant quantity of nuclear material is defined by the
         IAEA as the approximate amount of nuclear material from which a nuclear explosive device could be manufactured. For highly
         enriched uranium, this quantity is 25 kilograms; for plutonium it is 8 kilograms.[11]

      11 See “The Structure and Content of Agreements between the Agency and States Required in Connection with the Treaty on the
         Non-Proliferation of Nuclear Weapons,” INFCIRC 153 (corrected), www.iaea.org/Publications/Documents/Infcircs/Others/infcirc153.pdf (Aug. 2007).
      

      
      The IAEA has established safeguards criteria for each type of nuclear facility under safeguards. These criteria are used as
         templates for defining safeguards activities at specific facilities within a country, including the scope, the normal frequency,
         and the extent of the verification activities needed to achieve the inspection goals. The implementation of IAEA safeguards
         and the use of remote monitoring technologies are described by Mark Schanfein and Brian Boyer in Part I. For comprehensive
         safeguards agreements, the technical objectives of safeguards are the timely detection of the diversion of nuclear material
         from peaceful uses and the deterrence of such diversion by the risk of early detection. These objectives also include the
         detection of undeclared production or separation of direct-use material at reactors, reprocessing facilities, facilities with
         hot cells, and enrichment installations.
      

      
      Nuclear materials accounting records of all nuclear materials on inventory and inventory changes are maintained by operators
         for each facility under safeguards. This information should be identical to that which exists in each state's “domestic” system
         of accounting and control. This inventory information and safeguards-relevant design information are transmitted through the
         state authorities to the IAEA. These state declarations on the nuclear materials present at facilities and the facility operations
         provide a baseline for the IAEA's verification activities. For comprehensive safeguards agreements with additional protocols, the overall objective is to provide credible assurance of both the nondiversion of nuclear material
         from declared activities and of the absence of undeclared nuclear material and activities in the state as a whole.
      

      
      The concept of voluntary implementation of the Additional Protocol among IAEA member states includes the idea of incentives.
         Some states, after having implemented the Additional Protocol on all their nuclear facilities for several years, can eventually
         have a decreased safeguards burden in terms of IAEA presence within their facilities. This is because they will have reached
         a status where “integrated” safeguards, including facility inspections, complimentary access, and information analysis, are
         now believed to be in effect. This allows some inspections activities to be reduced within that country without a loss of
         confidence that its safeguards agreement is being fulfilled.

      
      Limitations of International Safeguards System in the New Security Environment

      The international safeguards system as implemented by the IAEA, although very important, is not intended to provide guarantees
         that no nuclear materials have been stolen by insiders or transferred to terrorists. As stated, the primary objective of the
         international safeguards systems is timely detection of significant quantities of nuclear materials and, in states implementing
         Additional Protocols, the detection of undeclared nuclear activities. The system offers limited detection capability against
         the threat of very small amounts of nuclear materials being diverted by insiders over time or the dedicated efforts of a nation
         to keep some nuclear activities secret.
      

      
      Moreover, only a very small portion of the world's inventory of weapons-grade nuclear material is even subject to IAEA inspections.
         IAEA safeguards agreements with more than 130 states provide for inspections at some 900-plus nuclear facilities and locations.
         However, less than a third of the global inventory of roughly 3.73 million kilograms of fissile materials is subject to international
         safeguards. For example, nuclear materials in military programs are not subject to international safeguards. Because of the
         limitations of international safeguards to detect losses of nuclear materials to insiders or to prevent or detect clandestine
         nuclear activities, it is vital that states develop their own capabilities for these tasks and cooperate to reduce these threats.
      

      
      Detecting Undeclared Nuclear Activities

      Every state that has developed nuclear weapons has done so in secret, at least initially. Consistent with this trend there
         now exists a clear record of states that have accepted legal obligations not to develop nuclear weapons but nevertheless pursued
         nuclear weapons development in violation of those obligations. This list includes Iraq, Libya, North Korea, and most likely
         Iran. The secret development of nuclear weapons by additional states, especially by those that have formally rejected these
         weapons, can cause tension, regional instability, and distrust that increase proliferation incentives for neighboring or rival
         states. Because this negative pattern may continue, it is important to the security of the United States and the international
         community that tools are available for the detection and analysis of secret or undeclared nuclear activities. Such tools will
         also be important for monitoring the nuclear weapons programs of Israel, India, and Pakistan, states that have not signed
         the NPT.
      

      
      Since the beginning of the atomic age, nations have devoted considerable effort to learning about the secret nuclear weapons
         development plans of their rivals and potential rivals. There has been mixed success in this effort. Certainly major aspects
         of the Israeli, South African, Iraqi, Indian, and Pakistani nuclear weapons efforts were not detected ahead of time.[12] Now that the IAEA has acknowledged the role of assessing the “completeness” of states’ declarations in their safeguards agreements,
         it has been creating capabilities to detect undeclared nuclear activities and it receives periodic assistance in this effort
         from the national intelligence agencies of NPT member states.
      

      12 An excellent reference assessing the efforts of U.S. intelligence agencies to detect nuclear programs is Spying on the Bomb: American Nuclear Intelligence from Nazi Germany to Iran and North Korea, by Jeffrey Richelson, W. W. Norton & Co., 2006.
      

      
      The IAEA approach to assessing the presence or absence of undeclared nuclear activities derives from the fact that a state's
         nuclear program (past, present, and future) involves an interrelated set of nuclear and nuclear-related activities that require
         and/or are indicated by the presence of certain equipment, a specific infrastructure, observable traces of materials in the
         environment, and predictable use of nuclear material. The picture presented by these features provides the basis for an assessment
         of, first, the internal consistency of the state's declarations to the agency and, second, the consistency between the state's declarations and other information available
         to the agency.
      

      
      It is in the assessment of other categories of information available to the agency that a large amount of innovation and progress
         has taken place in recent years. Some of the techniques for information analysis regarding proliferation activities are described
         in Part II by Rick Wallace, Arvid Lundy, and Frank Pabian. These cover open source analysis, including the use of commercially
         available satellite imagery and methodologies for assessing the technological capabilities of states that might be pursuing
         nuclear weapons. Another innovative approach to assessing a nation's commitment to its nonproliferation obligations is to
         look at its record of behavior with respect to the obligations it has accepted under various treaties and agreements and elements
         of its foreign policy. Such an approach is described in Part II by Carol Kessler, Carrie Mathews, and Amy Seward.
      

      
      Confirming the Elimination of Nuclear Weapons Programs

      Another important aspect of nuclear security in the 21st century will, hopefully, be the challenge of confirming that nations
         that have started nuclear weapons programs and then pledged to abandon them have actually done so. It is clear that the set
         of factors that lead a nation to acquire a nuclear arsenal can change, prompting the nation to decide that nuclear weapons
         are no longer in its interest. Several specific cases have demonstrated this situation since the early 1990s, and the IAEA
         has taken an active role in them. The latest such case is Libya, as described by Wyn Bowen in Part II.
      

      
      The degree of progress a nation has made in developing the infrastructure to support a nuclear arsenal is one key factor in
         determining how difficult it will be to confirm its elimination. For example, if North Korea adheres to the six-party September
         19, 2005, pledge for a denuclearized Korean Peninsula and rejoins the NPT, the IAEA will have to verify the elimination of
         North Korea's stocks of military plutonium, its plutonium production capability, its nuclear weapons assembly and testing
         facilities, and any uranium enrichment facilities that have a weapons-related function. This would likely be a very complex
         and time-consuming process requiring intrusive on-site inspection and significant decommissioning of several large contaminated
         nuclear facilities. In Part II George Baldwin of Sandia National Laboratory provides an in-depth discussion of the potential
         elimination of North Korea's plutonium production facilities. In a nation with an extensive nuclear weapons infrastructure,
         there is a risk that failure to verifiably eliminate that infrastructure or place it under safeguards will leave in place
         weapons capabilities that can be reconstituted.
      

      
      The other major factor determining the difficulty of verifying the elimination of a nuclear weapons program is the degree
         of cooperation demonstrated by the government that has agreed to the elimination process. In the case of South Africa, the
         IAEA was able to verify, effectively and quickly, the elimination of a program that had produced six workable nuclear weapons
         and spanned more than 15 years. The South African government was cooperative and transparent regarding all information on
         its past program, including technical aspects of the facilities that produced the weapons and detailed accounting of the quantities
         of nuclear materials that were produced and then eliminated. It allowed IAEA inspectors sufficient access to facilities, documentation,
         and personnel. A full discussion of the South African case is provided by Sara Kutchesfahani and Marci Lombardi in Part II.
      

      
      By contrast, Iraq's behavior following its defeat in the 1991 Gulf War and passage of several United Nations Security Council
         Resolutions mandating the elimination of its nuclear weapons programs was noncooperative. Information the Iraqis provided
         was often tardy, incomplete, confusing, and suspect. IAEA inspectors were taken to facilities and then denied entry or told
         to wait for hours. Iraqi cooperation with IAEA and U.N. inspection efforts was so poor that suspicions (later disproved) that
         Iraq was reconstituting its nuclear weapons program were among the reasons cited by the U.S. government for the invasion of
         Iraq in March 2003.

      
      Preventing Nuclear Terrorism

      The possibility that terrorists might acquire and use nuclear weapons is an urgent challenge to global security. Today, a
         terrorist nuclear attack is thought to be more likely than an exchange of nuclear weapons with another state.[13] Terrorist networks have proven that they are capable of sophisticated attacks involving dozens of heavily armed assailants.[14] There is a very strong consensus among terrorist experts that anti-Western Islamic extremism will persist for many decades,
         and many such experts predict that it will become more widespread and more violent and will concentrate on attacks with weapons
         of mass destruction, including nuclear weapons.[15]

      13 James Sterngold, “Kerry, Bush agree on peril of nuclear terrorism, but candidates have different policies on how to mitigate
         the global threat,” San Francisco Chronicle, Oct. 28, 2004.
      

      14 Three examples are the attacks of September 11, 2001, in the United States, the October 2002 theater attack in Moscow, and
         the September 1, 2004, school assault in Beslan, Russia.
      

      15 Jessica Stern, “Terrorist Motivations and Unconventional Weapons,” in Peter R. Lavoy, Scott D. Sagan, and James J. Wirtz
         (eds.), Planning the Unthinkable (Ithaca: Cornell University Press, 2000), p. 215.
      

      
      The detonation of a 10-kiloton nuclear device in an urban area would kill hundreds of thousands of people instantly and overwhelm
         the medical and emergency response capabilities of even the most developed nations. A successful attack on Washington, D.C.,
         could destroy elements of the U.S. national leadership and degrade the capabilities of some federal agencies. The toll from
         human losses and the psychological impact would be incalculable. Economic consequences would dwarf those resulting from the
         9/11 attacks. Fundamental civil liberties, free social patterns, and open global commerce would be challenged and constrained
         in the aftermath of a devastating attack. In short, a successful nuclear terrorist attack could severely disrupt even the
         most powerful nation and degrade the quality of life of hundreds of millions of people.
      

      
      It would be difficult for terrorists to obtain nuclear explosives, but it is not impossible. For this reason, Part I of this
         book highlights the need for nuclear materials security and the methods for maintaining it. Part III of the book explores
         the nuclear terrorist threat in more detail and provides information on some of the technologies that could help reduce the
         chances that a terrorist nuclear plot would succeed. As the chapter by William Potter and Charles Ferguson makes clear, the
         most difficult step for terrorists to complete in their plan to conduct a nuclear attack is likely to be the acquisition of
         a suitable quantity of fissile material. The nuclear materials security measures described in Part I are therefore the primary
         defense against this step, and their importance to nuclear security cannot be overstated.
      

      
      A much less devastating but still extremely disruptive attack could be conducted by terrorists with radiological materials
         using a radiological dispersal device (RDD), or so-called “dirty bomb.” An RDD causes no nuclear explosion but instead uses
         chemical explosive to spread harmful radioactivity. It could cause severe economic disruption and panic in an urban area,
         without causing large numbers of fatalities. Due to their common use in industry, agriculture, and medicine, these materials
         would be easier for terrorists to obtain. The IAEA reports that more than 100 countries may have inadequate controls to prevent
         or even detect the theft of radioactive materials needed for an RDD.[16] The threat posed by RDDs and steps to reduce it are described in detail by Greg van Tuyle and Lee Leonard.
      

      16 International Atomic Energy Agency, Division of Public Information, PR 2003/03 (March 13, 2003).
      

      
      Even if nuclear materials or a nuclear weapon escape the custody of those authorized to possess them, there are still some
         legal, administrative, and technical means that could prevent terrorists from acquiring the materials, building a weapon,
         and successfully delivering it to a target. One technical capability that can play a significant role in the defense against
         nuclear terrorism is the ability to detect nuclear materials during transit from one place to another. The science and technology used to build radiation detection and measurement equipment for the purpose
         of nuclear safeguards described in Part I has provided a foundation for developing nuclear materials detectors that might
         foil a plot to smuggle nuclear materials across borders or place them near a target.
      

      
      In Part III, Mark Abhold and Chris Lovejoy describe the challenges of detecting and characterizing nuclear materials in the
         field and some technical options for accomplishing this task. One of the toughest challenges is that HEU, most likely the
         material of choice for a terrorist improvised nuclear device (IND), is easily shielded from current passive radiation detection
         equipment. Another challenge is that of making quick determinations between nuclear materials that present a threat and those
         that are transported or used daily across the world for beneficial commercial purposes. A third central challenge of radiation
         detection systems is how to respond. For example, if an automated system screening vehicles on a highway detects radiation,
         how do authorities isolate, track, and interdict the vehicle containing nuclear material? These are only a few of the hurdles
         involved in creating an effective system of radiation detection for defense against nuclear terrorism.[17]

      17 For an overview of these challenges, see James E. Doyle, “Needed: A Nuclear Dragnet for Homeland Security?” The Nonproliferation Review, Fall-Winter 2003 (vol. 10, no. 3).
      

      
      Another tactic that can be employed, and one that would help create a more effective technical defense against nuclear terrorism,
         is to study and understand trends in illegal trafficking in nuclear materials. In Part III Galya Balatsky, Stacey Eaton, and
         William Severe provide a summary of nuclear smuggling incidents that have been reported in the open press. They offer observations
         on the trends of such activity over the past 15 years or so and the possible motivations of the traffickers. It is virtually
         impossible to stop all smuggling in nuclear materials, just as illegal trade in drugs, weapons, and human beings has been
         a historic problem throughout the world. However, the details of every case of nuclear smuggling, particularly in weapons-usable
         nuclear materials, are worth the attention of all institutions and law-enforcement agencies involved with nuclear security.
         Such information could be invaluable in identifying key individuals, facilities, and transshipment methods that were involved
         in nuclear smuggling and help direct resources to disrupt these crimes and improve weak security at particular locations.
      

      
      Another great challenge for nuclear security in the 21st century will be improving the integration or coupling of technical
         and administrative systems that are responsible for securing nuclear materials at their authorized locations, prosecuting
         individuals or groups who seek such materials, and detecting their illegal shipment. The interrelationship of these problems
         is clear, but the global infrastructure to prevent them still operates like three or more disconnected organizations. For
         example, those responsible for physical security at a nuclear facility should know in detail whether or not nuclear smuggling
         rings or terrorists have been active in their location, but this information has traditionally resided with law enforcement
         agencies. Another example is that customs or border officials operating nuclear materials detection systems could do so much
         more effectively if they knew what type of nuclear materials were missing from what locations or how they were being transported.
         The laws that require nuclear facility managers to report missing materials within a certain time or to a certain degree of
         detail vary widely across the world. These and many other shortcomings need attention in the years ahead.
      

      
      One of the most disturbing possibilities influencing the risk of a successful terrorist nuclear attack is whether or not a
         national government would aid or enable such an attack. Nuclear weapons and nuclear materials are regulated by national authorities.
         If any national authority transferred a nuclear weapon or the materials needed to build one or helped construct a weapon,
         the most difficult step for terrorists would be overcome. Of course, a government's decision to aid terrorists in this manner
         carries great risk. The country that became the victim of such a nuclear terror attack would have every right to respond as
         though the enabling government directly launched the attack. The motivation for a government to consider such a risk could come from the hope that its actions remained secret, and it could plausibly deny involvement in
         the attack.
      

      
      Governments must be deterred from believing that such activities would go undetected. The best way to accomplish this goal
         is to aggressively monitor and disrupt all cooperation between terrorist organizations and national governments. Also, governments
         should be made aware now that if any evidence suggests they have collaborated with nuclear terrorists, the governments would
         be held culpable. If a government proceeded to aid a nuclear terrorist attack despite the risks, it should know that there
         are means by which its involvement could be discovered. Forensic examination of trace nuclear material after an attack could
         help determine the material's origin and other details of the attack. This process, known as nuclear attribution, could be applied after a nuclear detonation with an IND or radiological attack with an RDD. In Part III William Charlton
         offers a model for the technical aspects of nuclear attribution.
      

      
      Although proving the national origin of nuclear materials used in an attack could be a key piece of evidence in determining
         who was responsible, it would not be enough to justify retaliation against that nation. A much more complete understanding
         of the plot and its perpetrators would be needed, including clear evidence that the national government had aided the attack
         and had not simply been unable to prevent its nuclear materials from being stolen by terrorists. A premature tendency to hold
         a state responsible without complete confidence could itself be a destabilizing act. It could also lead to increased motivation
         for states who believed they could hide their actions. For example, Nation A could try a “false flag” operation by secretly
         stealing nuclear materials from rival Nation B and then providing them to terrorists for an attack on Nation C. The hope would
         be that after investigators assessed the origin of the nuclear materials used, Nation C would mistakenly retaliate against
         Nation B even though it was Nation A who facilitated the attack. Terrorists could use such a strategy to start a catalytic
         war between states.
      

      
      A declared policy of retaliation against the country of origin of nuclear materials used in a terrorist attack could also
         create incentives for additional countries to acquire nuclear weapons. Such incentives could result if states believed that
         they might be attacked or coerced into making reparations for failing to prevent nuclear materials from being stolen from
         their facilities, even when they did nothing to aid terrorists’ theft or hostile use of those materials. States might decide
         it is in their interest to acquire nuclear weapons in order to deter such action against them.
      

      
      Despite these concerns, the ability to determine the origin of nuclear material after an attack could help deter states from
         ever helping terrorists with a nuclear attack. Perhaps even more relevant are the potential advantages that effective attribution
         could have on judging the credibility of future attacks and identifying vulnerable stocks of nuclear materials.
      

      
      One capability that can make a contribution to efforts to both stop the proliferation of nuclear weapons and prevent nuclear
         terrorism is the implementation of more effective export controls. The improvement of multinational nuclear export controls
         has a long history, and a great deal of progress has been made over the years. This history includes changes in the definitions
         of items and categories of information to be controlled in order to more comprehensively regulate nuclear commerce and prevent
         weapons proliferation. This history is summarized by Carl Thorne in Part III.
      

      
      Because so many of the materials and equipment used in a nuclear weapons program have other civilian uses, nonproliferation
         export control is a very information-intensive undertaking. Declared uses of dual-use equipment, the bona fides of end users,
         and the trustworthiness of manufacturers and shippers all must be verified, especially in the case of very sensitive technologies
         and materials. Many nations view the required level of intrusiveness as an unjustifiable interference with commerce or even
         as industrial espionage. Nevertheless, much of the history of nuclear export control is the history of a growing consensus
         among nations that export controls serve their security interests and that, to be effective, they must be enforced as consistently
         and uniformly as possible by all suppliers of nuclear materials, technology, and information. The consequences of not doing
         so, as described by Sara Kutchesfahani in Part III, were sharply revealed by the A. Q. Khan network.

      
      Major nuclear suppliers have realized this for many years, and most have well-developed export control systems. As Todd Perry
         makes clear in Part III, one vital mission of states that have strong export control infrastructures is to assist in improving
         similar capabilities in other states. Customs and border services in many nations have not traditionally been the primary
         implementing agencies of nuclear export controls. Strengthening their participation through legal reform and education can
         have significant payoff in terms of effectiveness. Specific training in information analysis, interagency and international
         communications, and commodities identification are some of the activities that the United States and other leading nuclear
         suppliers can provide.
      

      
      Summary

      The management of nuclear security in the post-Cold War era is a complex and evolving challenge for the international community.
         Fortunately, there has so far been no catastrophic use of nuclear weapons or materials or the confirmed theft of a nuclear
         weapon or large quantity of weapons-usable nuclear materials. However, there have been many cases of states violating their
         legal nonproliferation obligations and of individuals conducting illegal trade in nuclear materials, technology, and knowledge.
         Even more troubling is that many nations have nuclear materials security and export control systems that require significant
         improvement to effectively prevent illegal loss or trafficking of nuclear materials, technology, and knowledge. The IAEA has
         limited resources and political authority to address these shortcomings. Meanwhile, large stocks of excess Cold War fissile
         materials have yet to be rendered nonweapons-usable, even as civilian stocks of plutonium continue to grow.
      

      
      While there are encouraging international developments such as U.N. Security Council Resolution 1540, the IAEA's Additional
         Protocol, and the Proliferation Security Initiative, these efforts are in their early stages, and their full implementation
         is uncertain. In addition, the international security environment remains such that additional states will probably seek nuclear
         weapons or the capability to acquire them rapidly for reasons of security and influence. In short, there is clearly a need
         for continuous, vigorous efforts to improve the technological and human capital that managing nuclear security will require.
         It is our hope that Nuclear Safeguards, Security, and Nonproliferation: Achieving Security with Technology and Policy will contribute to this effort by helping to inform a new generation of nuclear security students and practitioners.
      

      
      

      Part I. Technologies and Processes for the Protection, Control, and Accounting of Nuclear Material

      
      
      
      
      

      Chapter 2. Nuclear Safeguards and the Security of Nuclear Materials

      Introduction

      Nuclear technology is Janus-headed; it is a dual-use technology with both peaceful and military applications. Concerns about
         the misuse of peaceful applications of nuclear energy were at first focused on states seeking nuclear weapons. The first concepts
         for restricting nuclear energy to peaceful purposes were proposed in the context of a broad international agreement under
         the auspices of the newly formed United Nations. The term safeguards in relation to peaceful uses referred to institutional, legal, and technical mechanisms to prevent the misuse of nuclear
         technologies and nuclear materials for military applications. Domestic security measures employed by states developing nuclear
         technologies were designed to counter commercial or military espionage or theft of materials by agents of other countries.
         The increase in concern about threats from nonstate groups and terrorists began to significantly impact the nuclear industry
         in the early 1970s as the specter of international terrorism grew, from the attacks at the 1972 Munich Olympics to the attacks
         on the World Trade Center and the Pentagon on September 11, 2001. This chapter deals with the history of measures to counter
         the proliferation of nuclear weapons by states and nonstate groups or terrorists.
      

      
      International Control or Secrecy and Denial: From 1945 to Atoms for Peace

      Even before the end of the Second World War, the scientists and political leaders who knew the secret of the U.S. Manhattan
         Project to build a nuclear weapon debated how to control the technology they had created and at the same time to realize its
         civilian benefits.[1] In a major political commitment, the President of the United States and the Prime Ministers of the United Kingdom and Canada
         issued an Agreed Declaration on November 15, 1945, which described three reasons to seek international control of nuclear
         activities: the massive destructive power of nuclear weapons; the likely futility of defense against such weapons; and the
         fact that no state could hope to have a monopoly on such weapons.

      1 For a discussion of the debates surrounding possible mechanisms of control, including the Acheson-Lilienthal Report, the
         Baruch Plan, and the Atoms for Peace proposal, see Richard Rhodes, The Making of the Atomic Bomb (New York: Simon and Schuster, 1986); Rhodes, Dark Sun (New York: Simon and Schuster, 1995); Kai Bird and Martin J. Sherwin, American Prometheus: The Triumph and Tragedy of J. Robert Oppenheimer (New York: Knopf, 2005); and Joseph F. Pilat, editor, Atoms for Peace: A Future After Fifty Years? (Baltimore: Johns Hopkins University Press/Woodrow Wilson Center Press, 2007).
      

      
      Several months later, on January 7, 1946, the U.S. Secretary of State appointed a committee chaired by Dean Acheson with the
         following terms of reference: Anticipating favorable action by the United Nations Organization on the proposal for the establishment of a commission to
            consider the problems arising as to the control of atomic energy and other weapons of possible mass destruction, the Secretary
            of State has appointed a Committee of five members to study the subject of controls and safeguards necessary to protect this
            Government so that the persons hereafter selected to represent the United States on the United Nations Commission can have
            the benefit of the study. 
      

      
      The U.S. State Department committee subsequently appointed a Board of Consultants, including David Lilienthal and J. Robert
         Oppenheimer. The product of this committee, the so-called Acheson-Lilienthal Report, is remarkable for its vision and anticipation
         of problems that remain difficult and only partially solved today.[2]

      2A Report on the International Control of Atomic Energy, Prepared for the Secretary of State's Committee on Atomic Energy, U.S. Government Printing Office, Washington, D.C., March
         16, 1946 (the Acheson-Lilienthal Report).
      

      
      The U.S. committee proceeded from the position that it was in the interests of the United States to seek international control
         of nuclear energy and weapons. They examined in some detail the possible treaty regimes and “safeguards” that would be necessary
         to enforce international control, including the role of inspections. Inspections to confirm the absence of nuclear weapons
         proliferation alone were seen as inadequate; additional legal and technical measures would be needed for effective international
         control of nuclear energy. The production of nuclear materials such as uranium and plutonium was noted as a technically difficult
         and strategically critical capability that should be a logical focus for international controls. The effective management
         and protection of nuclear materials was identified as a central objective and remains a primary mechanism of all nuclear safeguards
         efforts today.
      

      
      The Acheson-Lilienthal Report recommended a distinction between “safe” and “dangerous” nuclear activities. Safe activities
         included use of tracer isotopes and small quantities of nuclear materials. Dangerous activities were uranium mining and refining;
         uranium enrichment; the operation of plutonium production reactors and associated reprocessing plants; and nuclear explosive
         research and development. Although a different list of safe and dangerous activities might be chosen today in light of the
         advances in nuclear technology and the wide availability of information, the process of determining proliferation risk associated
         with different elements of the nuclear fuel cycle remains central to current nonproliferation efforts.
      

      
      The Acheson-Lilienthal Report recommended the creation of an international authority, an “international monopoly,” to conduct
         all intrinsically dangerous operations in the nuclear field, with individual states and their citizens free to conduct, under
         license and a minimum of inspection, all nondangerous, or safe, operations. The proposed body would have authority to own
         and lease property and to carry on mining, manufacturing, research, licensing, inspecting, selling, or any other necessary
         operations. The analyses reflected in the Acheson Lilienthal report are an excellent example of the importance of combining
         technical and political expertise in dealing with nuclear nonproliferation.
      

      
      The recommendations of the Acheson-Lilienthal Report were the basis for a presentation to the United Nations in 1946 by U.S.
         representative to the U.N. Atomic Energy Commission Bernard Baruch that became known as the Baruch Plan. The plan languished
         at the U.N. due to obstruction by the Soviet Union and its satellites. The Soviets had obtained the secrets of the Manhattan
         Project through espionage, and it is highly unlikely that any plan for international control would have been acceptable to
         them prior to their mastering nuclear weapons technology. The first Soviet atomic bomb was detonated in August 1949.
      

      
      After the failure of the Baruch Plan, the United States followed a policy of maintaining secrecy around all nuclear matters
         and began slowly to expand its stockpile of nuclear weapons. However, many of the ideas considered in the Acheson-Lilienthal
         Report and the Baruch Plan would reemerge as part of President Dwight D. Eisenhower's Atoms for Peace initiative and would provide a foundation for
         the development of the nuclear nonproliferation regime.
      

      
      Another important decision related to the future of nuclear energy occurred in 1946 when the U.S. Congress established the
         United States Atomic Energy Commission (AEC) to foster and control the peacetime development of atomic science and technology.
         The U.S. Atomic Energy Act of August 1, 1946, transferred U.S. control of atomic energy from military to civilian hands. This
         action reflected the view that atomic energy should be employed not only for national defense, but also to promote world peace,
         improve the public welfare, and strengthen free competition in private enterprise. The signing was the culmination of long
         months of intensive debate among politicians, military planners, and atomic scientists over the fate of this new energy source.
         President Harry S. Truman appointed David Lilienthal as the first Chairman of the AEC.
      

      
      International Collaboration and Technology Sharing: Atoms for Peace to the Late 1960s

      By 1953 the Soviet Union and the United Kingdom had tested nuclear weapons and the U.S. was fully engaged in the development
         of thermonuclear warheads. An arms race between the United States and the Soviet Union had developed. It was clear that the
         U.S. policy of secrecy and denial was not having much effect on the control of nuclear weapons. On December 8, 1953, President
         Eisenhower delivered an address on peaceful uses of atomic energy to the U.N. General Assembly. The ideas outlined in this
         speech and its follow-on policies became known as the Atoms for Peace initiative.
      

      
      The Atoms for Peace initiative included the following key proposals:
      

      	States with nuclear materials should make joint contributions from their stockpiles of normal uranium and fissionable materials
            to an international Atomic Energy Agency that should be set up under the aegis of the United Nations.
         

         	The Atomic Energy Agency could be made responsible for storing and protecting the contributed fissionable and other materials.

         	The more important responsibility of this Atomic Energy Agency would be to devise methods whereby this fissionable material
            would be allocated to serve the peaceful pursuits of mankind, including agriculture, medicine, and the provision of electrical
            energy in the power-starved areas of the world.
         

         	Also central to the Atoms for Peace initiative was the idea that states receiving assistance in peaceful uses of nuclear energy
            would allow inspections to ensure that the nuclear technology and materials were not used for military purposes.
         

      
The dramatic change in U.S. policy arising from the Atoms for Peace initiative had wide-ranging impacts on the development
         of both domestic and international nuclear safeguards. Atoms for Peace and the changes to the Atomic Energy Act of 1954 permitting
         international collaborations and private ownership of nuclear materials in the U.S. would require expanded thinking about
         how to manage nuclear materials outside secret government installations, as well as how to manage exports of technology and
         materials.
      

      
      The shift in U.S. policy was motivated partly by the now confirmed view that nuclear technology could not be kept secret.
         It was also based on the idea that the United States and its allies could use their advanced nuclear capabilities to strike
         a bargain with the developing world. The basic structure of the bargain is the provision of nuclear materials and technology
         by the United Sates and others to the developing nuclear states in exchange for verifiable assurances that the recipient states
         would only use nuclear energy for civilian, not military, purposes.
      

      
      International Nuclear Safeguards

      Prior to 1953, the concept of international safeguards had not yet evolved in international discourse, and no international
         nuclear safeguards were applied at any facilities. International developments followed two paths: the negotiation of a statute
         to create the IAEA, and U.S. bilateral agreements for cooperation involving sharing with certain countries carefully selected nuclear technologies. Early
         bilateral agreements with close allies required minimal or no safeguards, but later agreements included bilateral (really
         unilateral) inspection provisions. The specific inclusion of safeguards in the IAEA Statute and the use of inspections in
         bilateral agreements for cooperation laid a sound foundation for international safeguards.[3]

      3 Myron Kratzer, “The Origin of International Safeguards,” Journal of Nuclear Materials Management, special issue: “20 Years of Safeguards at Los Alamos National Laboratory,” vol. XV, no. 4, July 1987, pp. 27–33.
      

      
      In 1957, the European Community established under Chapter VII of the Euratom Treaty a nuclear material control system. Euratom
         safeguards are designed to ensure that nuclear materials were not diverted from their intended use and to guarantee “that
         the Community complies with its international obligations concerning the supply and use of nuclear materials.”[4] Supply agreements with Euratom employed Euratom safeguards in lieu of bilateral safeguards, in recognition of the multinational
         character of its safeguards system.[5] After the full development of IAEA safeguards, special arrangements and cooperative mechanisms between Euratom and IAEA inspections
         were worked out and continue to evolve. The safeguards and inspection arrangements that originated from bilateral nuclear
         agreements and the Euratom safeguards measures provided useful experience and a context for the development of safeguards
         agreements between the IAEA and individual member states. All these international safeguards activities had the common objective
         of providing assurances from the state in which the safeguards were applied to other states or an international organization
         that nuclear technology was not being misused for military purposes.
      

      4 European Commission, Directorate-General for Energy and Transport, “Nuclear Safeguards—Europe remains vigilant,” 2006; see
         http://europa.eu.int/comm/energy/nuclear/safeguards/doc/2006_brochure_nuclear_safeguards_en.pdf.
      

      5 Kratzer, JNMM, p. 31.
      

      
      IAEA safeguards began very slowly, in part because the agreements for cooperation among states included bilateral nuclear
         safeguards provisions and partly because of strong Soviet opposition to the safeguards role of the IAEA. However, in the early
         1960s, the Soviet position shifted from one of opposition to safeguards as an “imperialistic mechanism” to hold back nuclear
         have-not countries to one of cautious support.[6] This shift, coupled with U.S. encouragement to shift the implementation of safeguards under agreements for cooperation to
         the IAEA, provided strong support for the further development of the international safeguards system.[7]

      6 Kratzer, JNMM, p. 32.
      

      7 Scheinman, The International Atomic Energy Agency and World Nuclear Order, pp. 36–37.
      

      
      Domestic Safeguards

      As mentioned, changes to the U.S. Atomic Energy Act of 1954 permitting private ownership of nuclear materials in the United
         States also required new approaches for managing nuclear materials outside of secret government installations.[8] Such safeguards originally consisted of nuclear process operating records, with little or no independent verification of
         nuclear materials inventories.[9]

      8 See, for example, www.eh.doe.gov/oepa/laws/aea.html.
      

      9 Samuel C. T. McDowell, “U.S. Safeguards Before DOE,” Journal of Nuclear Materials Management: special issue, “20 Years of Safeguards at Los Alamos National Laboratory,” vol. XV, no. 4, July 1987, pp. 34–36.
      

      
      The original foundation for United States domestic nuclear safeguards within the emerging private civil sector licensed by
         the Atomic Energy Commission (AEC) was simply the health risks and intrinsic monetary value of these still rare materials.
         Physical security was little more than standard industrial security designed to keep the public away from hazardous and valuable operations.[10] However, in the middle of the 1960s, concern began to grow about accounting and control for all nuclear materials in AEC
         contractor and licensee facilities. A major finding of nuclear material unaccounted for (MUF) at the NUMEC Apollo, Pennsylvania,
         plant that processed strategically and financially valuable materials provided major impetus for independent safeguards arrangements,
         oversight, and regulations as well as measurement capabilities to detect and account for special nuclear materials.[11] It was during this period that the AEC established formal domestic safeguards offices and a safeguards R&D program. Eventually,
         there evolved a comprehensive system of regulations and inspections of the safeguards and security measures at U.S. commercial
         nuclear facilities. This pattern has been followed in much of the world. There is also a similar, if not more stringent, system
         of safeguards in place at U.S. government-owned nuclear facilities.
      

      10 W. C. Myre and J. M deMontmollin, “History of Physical Security R&D,” Journal of Nuclear Materials Management: special issue, “20 Years of Safeguards at Los Alamos National Laboratory,” vol. XV, no. 4, July 1987, pp. 61–63.
      

      11 McDowell, JNMM, p. 35.
      

      
      Efforts to Stem Nuclear Proliferation: The 1970s Through the 1980s

      Since the dawn of the nuclear age, most strategic thinkers concluded that these weapons were so destructive that their uncontrolled
         proliferation would create insecurity in the international system and be unacceptable. This view motivated early proposals
         for international nuclear controls such as the Baruch Plan. In the 1960s and 1970s, these concerns grew in the strategic community.
         National security strategists like Albert and Roberta Wohlstetter warned of “life in a nuclear-armed crowd.”[12] The dangers of increased proliferation included increased chance of nuclear accidents, miscalculation, and regional arms
         races in addition to the heightened possibility of nuclear use in conflict or the loss of control of nuclear weapons. In 1963
         President John F. Kennedy claimed that by 1975, 15 to 20 countries might possess nuclear weapons.[13] Kennedy urged all nations to act to slow the spread of nuclear weapons and sought to curb the arms race with the Soviet Union.
      

      12 Albert Wohlstetter et al., Moving Toward Life in a Nuclear Armed Crowd? Report to the U.S. Arms Control and Disarmament Agency (Los Angeles: Pan Heuristics, 1976).
      

      13 Public Papers of the Presidents of the United States: John F. Kennedy, 1963 (Washington, D.C.: USGPO, 1964), p. 2890. Also
         see National Planning Association, 1970 Without Arms Control, Planning Pamphlet 104 (Washington, D.C.: NPA, 1958), p. 42, and National Planning Association, The Nth Country Problem and Arms Control, Planning Pamphlet 108 (Washington, D.C.: NPA 1960), p. 27.
      

      
      As a consensus regarding the dangers of nuclear proliferation was emerging, the U.N. General Assembly adopted a resolution
         proposed by Ireland in 1961 that called for the “prevention of the wider dissemination of nuclear weapons.” The desire to
         address the issue of nuclear proliferation continued to evolve in the General Assembly and the Eighteen-Nation Committee on
         Disarmament (ENDC). By 1965, the General Assembly adopted Resolution 2028, setting out five principles on which a treaty to
         prevent the proliferation of nuclear weapons should be based:
      

      	The treaty should be void of any loopholes which might permit nuclear or nonnuclear powers to proliferate, directly or indirectly,
            nuclear weapons in any form.
         

         	The treaty should embody an acceptable balance of mutual responsibilities and obligations of the nuclear and nonnuclear powers.

         	The treaty should be a step toward the achievement of general and complete disarmament and, more particularly, nuclear disarmament.

         	There should be acceptable and workable provisions to ensure the effectiveness of the treaty.

         	Nothing in the treaty should adversely affect the right of any group of states to conclude regional treaties in order to ensure
            the total absence of nuclear weapons in their respective territories.[14]

      
14 United Nations Committee on Disarmament, http://disarmament.un.org/wmd/npt/nptbi.html (Feb. 2007).
      

      
      In early 1968, the ENDC submitted to the General Assembly a draft treaty incorporating these principles; the Assembly adopted
         a resolution commending the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) and expressing the desire that it be
         joined by the greatest possible number of states. By the time the NPT was opened for signature in 1970, five states had exploded
         nuclear weapons: the United States, the Soviet Union, the United Kingdom, France, and China. But several key states, some
         with emerging nuclear weapons programs, did not sign the NPT at the time, including Israel, China, India, Pakistan, Brazil,
         and Argentina. In addition, growing commerce in nuclear technology and materials was making nuclear technology more available.
      

      
      The successful negotiation and initial signing of the NPT marked a major milestone in the evolution of the nonproliferation
         regime and international nuclear safeguards. With its requirement that all nonnuclear weapon state parties place under IAEA
         safeguards all their peaceful nuclear activities, the treaty provided further support and challenges to the still embryonic
         international safeguards system.[15] When the NPT was negotiated, the IAEA safeguards system was conducted according to procedures described in an IAEA document
         known as Information Circular (INFCIRC)/66.[16] However, a number of states wanted to revisit the Agency safeguards system to be implemented under the NPT. The result of
         extensive negotiations was a new document, INFCIRC/153, which has become the cornerstone of international safeguards.[17]

      15 NPT Article III.1: Each nonnuclear-weapon State Party to the Treaty undertakes to accept safeguards, as set forth in an agreement
         to be negotiated and concluded with the International Atomic Energy Agency in accordance with the Statute of the International
         Atomic Energy Agency and the Agency's safeguards system, for the exclusive purpose of verification of the fulfillment of its
         obligations assumed under this Treaty with a view to preventing diversion of nuclear energy from peaceful uses to nuclear
         weapons or other nuclear explosive devices. Procedures for the safeguards required by this Article shall be followed with
         respect to source or special fissionable material whether it is being produced, processed or used in any principal nuclear
         facility or is outside any such facility. The safeguards required by this Article shall be applied on all source or special
         fissionable material in all peaceful nuclear activities within the territory of such State, under its jurisdiction, or carried
         out under its control anywhere.
      

      16 The Agency's Safeguards System (1965, as Provisionally Extended in 1966 and 1968), as approved by the Board of Governors
         in 1965 and provisionally extended in 1966 and 1968. INFCIRC/66/rev 2. The development of the system from 1961 onward has
         been as follows:
      

      	The Agency's Safeguards System (1961) INFCIRC/26

         	The 1961 system as extended to cover large reactor facilities: The Agency's Safeguards System (1961, as Extended in 1964)
            INFCIRC/26 and Add.1
         

         	The revised system: The Agency's Safeguards System INFCIRC/66 (1965)

         	The revised system with additional provisions for reprocessing plants: The Agency's Safeguards System (1965 as Provisionally
            Extended in 1966) INFCIRC/66/Rev.1
         

         	The revised system with further additional provisions for safeguarded nuclear material in conversion plants and fabrication
            plants: The Agency's Safeguards System (1965, as Provisionally Extended in 1966 and 1968) INFCIRC/66/Rev.2
         

      
17 INFCIRC/153: The Structure and Content of Agreements Between the Agency and States Required in Connection with the Treaty
         on the Non-Proliferation of Nuclear Weapons.
      

      
      This document became the basis for all Comprehensive Safeguards Agreements between NPT member states and the IAEA. These agreements
         have a number of important features worth highlighting. One is the requirement to place under safeguards all nuclear materials in peaceful uses in the state, which would later prove to have significance in determining the Agency's
         authority to search for undeclared nuclear materials and activities. A second feature is the requirement for states to establish
         so-called State's Systems of Accounting and Control (SSACs) to track domestic inventories of nuclear materials and provide
         reports to the IAEA. In many countries, these SSACs are also the national authorities regulating nuclear activities, including
         domestic safeguards and security. A third feature worthy of mention is that the agreement obligates the IAEA to apply safeguards
         with all states that have such agreements. This requirement has implications for IAEA budgets and the funding of safeguards.
         Part II of INFCIRC/153 outlines detailed procedures for the application of IAEA safeguards under the agreement.
      

      
      The international safeguards system evolved considerably during the period from the 1970s to the early 1990s. Among the developments
         were technologies for the independent detection and assay of nuclear materials by Agency inspectors, nuclear materials containment
         and surveillance systems, and the development of systematic approaches to safeguards at the nuclear facility types that were
         being constructed and operated around the world. IAEA safeguards inspectors were becoming expert in their profession, with
         considerable technical and training support from key member states. In short, the NPT and the IAEA's international safeguards
         system became one of the primary international mechanisms designed to prevent the spread of nuclear weapons to additional
         states.
      

      
      India's nuclear test explosion in 1974 sent shockwaves through the nuclear nonproliferation community. Most of India's civilian
         nuclear facilities were not under safeguards, and it had built several secret facilities with the help of technology obtained
         from commercial partners, including Canada and the United States. This event spurred greater interest on controlling nuclear
         trade, with the emergence of what was to become the Nuclear Suppliers Group, an association of states exporting nuclear technology
         that would agree to enforce similar rules and require similar commitments to nonproliferation from recipient states. In the
         U.S., the Nuclear Nonproliferation Act (NNPA) of 1978, which was a direct outgrowth of growing concerns about proliferation,
         driven in large part by India's nuclear test, placed new restrictions on international nuclear activities.[18]

      18 Public Law 95–242 (3/10/78) Nuclear Non-Proliferation Act: Declares it U.S. policy to: (1) pursue the establishment of international
         controls of nuclear equipment, material, and technology; (2) enhance the reliability of the United States as a supplier of
         nuclear reactors and fuels; (3) encourage ratification of the Treaty on the Non-Proliferation of Nuclear Weapons; and (4)
         aid other nations in identification and adaptation of appropriate energy production technology.
      

      
      Domestic safeguards and security were also evolving in the United States and elsewhere. At U.S. nuclear facilities licensed
         by the NRC and contractor facilities under the Department of Energy (DOE), requirements for increased quality and timeliness
         of nuclear materials accounting and control, in particular to deal with insider threats, as well as increased security against
         outsider threats, were promulgated and implemented. States which signed the NPT and brought into force comprehensive safeguards
         agreements with the IAEA had to develop national systems of accounting and control (SSACs) for their inventories of nuclear
         materials. The terrorist kidnapping and killing of Israeli athletes at the Munich Olympics in 1972, although having no nuclear
         dimension whatsoever, heightened concern about terrorism and greatly spurred interest in increasing physical security around
         nuclear installations of all kinds.[19] The NNPA required the U.S. DOE to conduct training in establishing SSACs and in physical protection for key individuals from
         developing nuclear states.
      

      19 Myre, JNMM.
      

      
      Safeguards and security R&D budgets were increasing from the 1970s through the 1980s, with new technologies applied to both
         domestic and international safeguards challenges. By the end of the 1980s, advanced instruments operating in unattended conditions in nuclear facilities had been demonstrated, containment
         and surveillance systems were tracking material and people in real time, and the quantity of nuclear material being independently
         verified by domestic and international inspectors had grown dramatically.[20] Safeguards technology and implementation appeared to be keeping up with the growth of materials and facilities to be safeguarded.
         That perception, however, was about to change.
      

      20 For a case study describing a modern unattended monitoring system, see Remote and Unattended Monitoring Systems, by Mark Schanfein.
      

      
      Cheaters, Rogue States, and Terrorists: The Early 1990s to 2006

      The inspections in Iraq under the authority of U.N. Security Council Resolutions following the end of the Gulf War in 1991
         provided a new shock to the nonproliferation regime in general and to IAEA safeguards in particular. The Iraqis had run an
         extensive clandestine nuclear weapons development program right under the noses of the IAEA inspectors who had been dutifully
         inspecting declared inventories of nuclear materials but were unaware of Iraq's clandestine activities. Later, the Democratic
         People's Republic of Korea (DPRK) would also present major challenges to the IAEA safeguards system by denying inspectors
         the ability to verify their declared nuclear activities and eventually withdrawing from the NPT. The discoveries in Iraq after
         the 1991 Gulf War and the actions by the DPRK shattered the assumption that the threats to the nuclear nonproliferation regime
         lay only in states that had refused to sign the NPT. It became clear that some states would try to deceive the international
         community by joining the treaty and conducting secret efforts to develop military nuclear capabilities.
      

      
      These events resulted in an acknowledged need for a major strengthening of IAEA safeguards designed to detect states’ efforts
         to conduct undeclared nuclear activities. Efforts to strengthen the international safeguards system focused on increased access
         to information about a state and its nuclear enterprise, increased access to locations in a state (not just those with declared
         nuclear materials), and increased access to the U.N. Security Council to follow up on evidence of safeguards violations. Strengthening
         measures that could be implemented under existing IAEA authorities included the use of environmental sampling to find evidence
         of undeclared nuclear activities at declared sites, earlier provision of nuclear facility design information to the IAEA,
         and the use of open source and third-party information in assessing safeguards compliance. Additional strengthening measures
         such as requiring states to provide additional information on nuclear R&D not involving nuclear materials and providing broader
         access to declared sites and other locations were deemed to require additional authorities beyond those contained in INFCIRC/153.
         In 1997, the IAEA Board of Governors approved the so-called Additional Protocol INFCIRC/540, which provides for these additional
         measures for states that sign and ratify it.[21]

      21 “Model Protocol Additional to the Agreement(s) Between State(s) and the International Atomic Energy Agency for the Application
         of Safeguards,” INFCIRC/540 (Corrected), 1997.
      

      
      When states bring into force an Additional Protocol (AP), the IAEA has available to it an expanded set of safeguards tools
         that have the potential to provide greater confidence in both the correctness and completeness of the state's declarations
         of its nuclear materials and activities. Verifying the correctness of a state's declaration requires confirming that its description
         of its nuclear activities and quantities of nuclear materials is accurate. Verifying the completeness of the declaration requires
         developing confidence that the state has faithfully informed the IAEA of all its nuclear activities and is not concealing
         any efforts to use nuclear technology for military purposes or for purposes unknown.
      

      
      The IAEA safeguards system in general, and for states under the AP in particular, is evolving to one that looks at the “state
         as a whole.” All relevant information available to the Agency about a state is examined and evaluated to reach safeguards conclusions. Safeguards inspectors visiting nuclear facilities
         and conducting complementary access “visits” to additional locations under the AP are of central importance to the effectiveness
         of the safeguards system. Curious and observant humans inside the facilities and “under the roof” can provide information
         not available through other means. However, the role of open source information, including satellite imagery and the Internet,
         has also grown enormously in importance to safeguards and is now a key focus of the IAEA.[22] The three types of assessment—facility inspections, complementary access visits, and open source information analysis—are
         the major tools of the strengthened IAEA safeguards system.
      

      22 For a detailed description of both open source analysis and the use of satellite imagery, see Chapter 11, by Arvid Lundy and Rick Wallace, and Chapter 12, by Frank Pabian.
      

      
      A part of the IAEA's approach for assessing the completeness of a state's safeguards declaration is based on the concept of
         a state's nonproliferation bona fides. This approach involves looking at a broad range of information on a state's past behavior
         with respect to its nuclear declarations, its compliance with international treaties, its nuclear export behavior and the
         effectiveness of export control systems, enforcement of domestic safeguards, and counterterrorist activities. Although the
         IAEA cannot verify intent, if a positive assessment can be reached on all or most of these categories it logically increases
         confidence in a state's willingness to uphold its nonproliferation obligations and the completeness of its safeguards declaration.
         More important, such positive nonproliferation behavior provides the IAEA with essential information about all aspects of
         the state's nuclear enterprise. As a consequence, assessing states’ nonproliferation bona fides can thus provide important
         supporting information that, combined with the results of technical inspections at facilities, could help reach safeguards
         conclusions. Conversely, a negative change in the assessment could raise concern that a greater safeguards effort or increased
         access may be needed to verify the correctness and completeness of declarations.
      

      
      When states have had the AP in force for a number of years and the IAEA has been able to use the additional information and
         access available to it, as called for in the AP, the IAEA can, in principle, draw a positive conclusion about both the correctness
         and completeness of the declaration. In these situations, the state can come under so-called integrated safeguards, in which the IAEA makes use of the optimum combination of measures available to it, with the possibility of reducing some
         traditional safeguards efforts on some declared materials. States and the IAEA thus can benefit from integrated safeguards
         conclusions through reduced impacts on a state's nuclear facilities and cost savings for the IAEA on implementing safeguards.
      

      
      Implementing the new measures in the Additional Protocol, as well integrating INFCIRC/153 and INFCIRC/540 safeguards, remains
         a work in progress. Although most states with significant nuclear activities have now brought the Additional Protocol into
         force, there remain a large number of states that have not yet ratified it. The Agency and IAEA member states are trying to
         remedy this situation and the problem of the universality of comprehensive safeguards agreements as well.
      

      
      More Wake-Up Calls for Nuclear Security

      The terrorist attacks in the United States on September 11, 2001, were a wake-up call to the international nuclear community.
         As noted previously, concerns about terrorism and its impact on the nuclear industry had been growing since the Munich Olympics
         in 1972, but the dedication, sophistication, and planning evident in the 9/11 attacks challenged many assumptions regarding
         the severity of the terrorist threat to nuclear facilities around the world as well as possible terrorist interests in using
         nuclear weapons or radiological materials. In the immediate aftermath of the September attacks, rapid assessments of nuclear
         security were conducted on many fronts. It was also recognized that although nuclear security is first a sovereign responsibility, the prospect of nuclear terrorist attacks threatens all states. This led many leading states’ to
         realize that it was in their security interests to provide technical and financial assistance for improving nuclear materials
         security to states that have difficulty with this task.[23] The IAEA also has a significant program to provide information and training to help states improve nuclear materials security
         and to detect and respond to incidents of illicit nuclear trafficking.[24]

      23 Charles B. Curtis, “Reducing the Nuclear Threat in the 21st Century,” Proceedings of the Symposium on International Safeguards: Verification and Nuclear Material Security, International Atomic Energy Agency, Vienna, Austria, Oct. 29, 2001, IAEA-SM-367/1/04.
      

      24 This is the IAEA's Nuclear Security Plan and it is implemented by the Agency's Office of Nuclear Security. See http://www-ns.iaea.org/security/default.htm.
      

      
      The late 2003 disclosure of a major clandestine nuclear trade network supplying Libya with nuclear materials, uranium enrichment
         technology, and nuclear weapon designs provided another wake-up call to the nonproliferation regime and to the international
         safeguards system. The same network, run by Pakistani nuclear scientist A. Q. Khan, is also suspected of supplying similar
         technology and information to Iran and North Korea.[25] Iran's admission to the IAEA that it had operated a secret enrichment R&D effort for more than 18 years, the DPRK's withdrawal
         from the NPT, and the revelations about Libya's weapons program were all factors in stimulating new measures to strengthen
         the nonproliferation regime and international safeguards. Furthermore, growing concerns about a “nexus” of proliferation and
         terrorism also began to blur the boundaries between domestic and international safeguards.
      

      25 The White House, Remarks by the President on Weapons of Mass Destruction Proliferation, National Defense University, Washington,
         D.C., Feb. 11, 2004, www.whitehouse.gov/news/releases/2004/02/print/20040211-4.html.
      

      
      In response to these new challenges, in October 2003 the IAEA Director General, Mohamed ElBaradei, called for limiting the
         processing of weapons-usable material in civilian nuclear programs as well as new production of such materials by restricting
         these operations to facilities under multilateral control; deploying nuclear energy systems that avoid the use of materials
         that may be directly applied to making nuclear weapons; and consideration of multinational approaches to the management and
         disposal of spent fuel and radioactive waste.[26]

      26 Mohamed ElBaradei, “Towards a Safer World,” op-ed piece published in The Economist, Oct. 16, 2003, htmlwww.iaea.org/NewsCenter/Statements/2003/ebTE20031016.html. The IAEA subsequently convened an international group to examine fuel cycle issues and published “Multilateral Approaches
         to the Nuclear Fuel Cycle: Expert Group Report Submitted to the Director General of the International Atomic Energy Agency,”
         INFCIRC/640, Feb. 22, 2005.
      

      
      In a major nonproliferation policy address delivered in February 2004, President George W. Bush outlined a broad seven-point
         program to strengthen the nonproliferation regime and to counter nuclear terrorism. The President's proposals called for strengthening
         the Proliferation Security Initiative, calling on all states to strengthen laws and international controls that govern proliferation,
         expanding cooperative threat reduction activities, imposing restraints on enrichment and reprocessing coupled with nuclear
         fuel supply assurances, making the adoption of the AP a condition of nuclear supply to all states, creating a special committee
         of the IAEA Board of Governors to focus on safeguards and verification, and excluding states under investigation for safeguards
         violations from participating in IAEA Board decisions.[25]

      
      In April 2004 the U.N. Security Council passed Resolution 1540, which, among other things, declares that all states shall:
      

      	Refrain from providing any form of support to nonstate actors in acquiring or using nuclear, chemical, or biological weapons
            and their means of delivery.

         	Adopt and enforce laws which prohibit any nonstate actor from acquiring or using such WMD and means of delivery.

         	Take and enforce effective measures to establish domestic controls to prevent proliferation of WMD, including measures to
            account for and secure relevant materials, physical protection measures, border controls and law enforcement, and effective
            export controls.[28]

      
28 United Nations Security Council S/RES/1540 (2004).
      

      
      The first steps in implementing Resolution 1540 have been taken, with most U.N. member states submitting reports to a U.N.
         “1540 committee” on the status of their efforts to meet the resolution's objectives. States are also identifying areas in
         which they might need assistance or offering to provide needed assistance to other member states.
      

      
      In February 2006, the Bush administration announced the Global Nuclear Energy Partnership (GNEP), which envisions major new
         nuclear energy technology developments closely coupled with nonproliferation measures. Prominent among the nonproliferation
         features are the concept of a small number of states that possess fuel cycle facilities employing advanced technologies to
         provide assured nuclear fuel cycle services, including fresh reactor fuel supply and spent fuel take-back services, to a much
         larger number of states that have foregone sensitive fuel cycle technologies and that use a range of tailored reactors to
         meet their energy demands.[29]

      29 DOE Website for the Global Nuclear Energy Partnership, www.gnep.energy.gov.
      

      
      Although some of the nonproliferation and safeguards challenges of this most recent period are new, such as the discovery
         of an active international black market in sensitive nuclear technologies and the threat of sophisticated international terrorism,
         many were anticipated in the Acheson-Lilienthal report 60 years ago. The ElBaradei and Bush proposals to limit the spread
         of enrichment and reprocessing are simply more modern attempts to address some of the “dangerous” activities described in
         1946 within the constraints of today's realities.
      

      
      It remains uncertain, however, whether the majority of states will see advantages in some of these new proposals for preventing
         nuclear proliferation. The recommendations by both the IAEA Director General and President Bush are widely seen to impact
         the basic structure of rights and responsibilities under the NPT. Those rights have been interpreted by some as allowing any
         state that upholds its NPT obligations to develop the full nuclear fuel cycle, including the right to produce plutonium and
         highly enriched uranium, the materials that can be used to manufacture nuclear weapons. Any proposals that appear to compromise
         these rights by restricting the production of nuclear materials to international centers or existing “supplier states” is
         likely to be opposed by many NPT members, presenting challenges to the treaty. This is the way international efforts to stem
         Iran's nuclear weapon ambitions are being portrayed by Iran. The IAEA has suspicions regarding Iran's nuclear intentions and
         has evidence of safeguards violations that it has not yet fully resolved.[30] Iran for its part insists that it is using nuclear energy only for peaceful purposes and will move ahead with the completion
         of a large-scale uranium enrichment plant.
      

      30 See Chapter 12, “Commercial Satellite Imagery: Another Tool in the Nonproliferation Verification and Monitoring Toolkit,” by Frank Pabian.
      

      
      The Continuing Evolution of IAEA Safeguards

      Because the international nuclear safeguards system has its legal foundation in the IAEA Statute and the NPT, it is a truly
         international approach and has developed widespread support in the international community over the years, even after the
         problems uncovered in the wake of the Gulf War and subsequently. The IAEA's safeguards system demonstrates to the world that
         relatively intrusive on-site inspections can be manageable, not only theoretically but by building confidence in on-site inspections
         through the experience of states with safeguards that are cost-effective, politically acceptable, and technically workable.
      

      
      IAEA safeguards inspections have also been used to verify compliance with other treaties, such as the nuclear weapons-free
         zones agreed to in Latin America, the South Pacific, Africa, and Southeast Asia. The Fissile Material Production Cutoff Treaty (FMCT) proposed by the United States does not have
         verification provisions, but many believe that if an FMCT with verification provisions were agreed, it would be logical to
         verify it through IAEA safeguards.
      

      
      The IAEA's experience with respect to protocols and for inspections has been utilized in many areas, including allowing key
         breakthroughs in certain regions such as South America. In 1990, Argentina and Brazil signed an agreement to create a joint
         system for accounting and control of nuclear materials in the two countries. The agreement is administered by the Argentinean-Brazilian
         Agency for Accounting and Control (ABACC). In December 1990, the two countries signed a quadripartite agreement with ABACC
         and the IAEA for application of safeguards on existing nuclear material in Brazil and Argentina. Regimes in other arenas,
         including chemical weapons disarmament efforts under the Chemical Weapons Convention (CWC), closely follow the techniques
         and organizational structures that have proved effective through years of IAEA experience.
      

      
      There has also been significant innovation and improvement in safeguards procedures and technologies allowing the IAEA to
         meet new challenges. These improvements to safeguards have been made on a continuous basis, and the IAEA has built up an unparalleled
         technical base in this area. For example, innovations in nondestructive assay equipment provided inspectors with rapid in situ determinations of the concentration, enrichment, isotopics, and masses of nuclear materials that would be expensive, time
         consuming, and in some cases impractical to obtain by other means. These instruments include neutron coincidence counters
         for quantitative measurements of unirradiated plutonium in a variety of forms as well as gamma spectroscopy instruments for
         determining isotopics of plutonium and uranium.[31]Advances in miniaturization of these instruments have provided inspectors with more portable measurement methods that are
         useful for both routine inspections in declared facilities and for in-field application.
      

      31 For more detailed discussion of these measurement instruments, see Chapters 3B and 3C, by Mark E. Abhold and Doug Reilly,
         respectively.
      

      
      Continuous unattended monitoring of activities in nuclear facilities has improved the efficiency of inspections by reducing
         the time inspectors spend at facilities. Examples of this technology are video surveillance devices that monitor spent fuel
         ponds at reactors, core discharge monitors that monitor fuel movements in on-load reactors, and electronic seals that record
         the time of application. All these devices have been important in providing assurances of material integrity during an inspector's
         absence by recording surveillance data for periodic review. Further gains in efficiency were provided by automated review
         stations. In addition, the Agency developed technology for secure remote transmission of these data that would further reduce
         the need for inspector presence in facilities.[32]

      32 See Chapter 6, “International Atomic Energy Agency Unattended Monitoring Systems,” by Mark Schanfein.
      

      
      In addition to technology advances, the IAEA has made innovations in procedures that enhance effectiveness and efficiency.
         Examples include new ways of working with regional safeguards systems such as the New Partnership Agreement with Euratom,
         where the agency saved significant numbers of inspection days through coordinating activities and sharing equipment and duties
         with Euratom inspectors; application of randomized inspections to verify the material flows at low-enriched uranium fuel fabrication
         plants; expanded reporting requirements for states, especially in the area of imports and exports of nuclear technology; and
         earlier reporting requirements for design information relating to new facilities. The agency also looked to other international
         agreements with on-site inspections, such as the Chemical Weapons Convention, and sought to incorporate certain inspection
         features into its own safeguards where appropriate and acceptable.
      

      
      The new IAEA system that is emerging is more flexible and should be better suited than the old to allocating scarce resources
         to where they are needed most in countering proliferation risk. To deal with the anticipated growth in nuclear energy use
         worldwide, it is essential that the international safeguards system be both credible and effective. The IAEA, however, faces limits on safeguards inspections
         inherent to the agreements that authorize them. For example, even the Additional Protocol's complementary access authorities
         allow only limited access to locations in a state other than those declared as nuclear facilities. This is far short of “anytime,
         anyplace” inspections that have been called for in some cases. Limits to the effectiveness of safeguards in a given state
         can also stem from residual cultural issues, gaps in available technology such as wide-area environmental sampling, and cost
         issues. These limits are exacerbated by the fact that the Agency does not fully use all its authorities, especially the authority
         to conduct special inspections. And the IAEA has limited technological tools to address such issues as detection of undeclared
         facilities/activities, especially related to uranium enrichment and bulk-handling facilities.
      

      
      The Future of Domestic and International Safeguards

      Improving the responsiveness of both domestic and international safeguards to identified emerging threats and to future, unanticipated
         threats remains a critical challenge for global nuclear security. To achieve this goal, the IAEA must constantly seek ways
         that it can strengthen its management of the inspections process and utilize its authorities with NPT member states. This
         includes full implementation of the Additional Protocol in all member states. The IAEA and key member states with advanced
         fuel cycles should continue to make appropriate investments in new safeguards technologies and apply them efficiently. The
         international community needs to consider new political and legal mechanisms that can make nonproliferation safeguards more
         efficient and manageable as the global use of nuclear energy expands. By what authority will enrichment and reprocessing capabilities
         be limited to “supplier” or “fuel cycle” states? Is it possible to establish and enforce international standards for the physical
         protection of nuclear materials?
      

      
      If advanced nuclear fuel cycle technologies are deployed as envisioned by the U.S. Global Nuclear Energy Partnership and the
         nuclear development plans of other states, several specific safeguards challenges either exist now or can be anticipated.
         For example, safeguards technologies for large, increasingly complex new facilities with high material throughputs will be
         needed and where current technology cannot meet IAEA detection goals. New techniques will be needed for difficult-to-measure
         nuclear materials such as those that will result from advanced fuel reprocessing, pyroprocessing, and electrorefining. These
         new technologies will have to operate reliably in harsh environments with high radiation dose rates and temperatures. They
         will need to be capable of measurements of both continuous flows of nuclear materials in various forms (solid, liquid, gas)
         and of nonnuclear process parameters such as temperature, density, and flow rate, which can help confirm safeguards declarations.
         New technologies and procedures will also be needed to detect possible nuclear materials diversions without physical changes
         to a plant through process controls, chemistry, and advanced surveillance techniques. The current state of the art for safeguards
         technologies and some advanced concepts are discussed in subsequent chapters of this volume.
      

      
      Summary

      The international nuclear safeguards system faces institutional, political, and technical challenges in its efforts to ensure
         that states are meeting their safeguards obligations. To a large extent, there is also a vital feedback loop that the IAEA
         must maintain with the domestic nuclear safeguards systems. For some less developed states with limited nuclear infrastructures,
         interaction with the IAEA through SSAC development and other technical assistance is the primary mechanism via which to improve
         their domestic nuclear security. In a related fashion, the advanced domestic nuclear safeguards capabilities in states with
         highly developed nuclear fuel cycles are often adopted by the IAEA for use in safeguarding other facilities. Thus the benefits
         flow both ways, with the IAEA serving a positive integrating function. The IAEA is a vital institution for global efforts to maintain nuclear security that enjoys the support of the leading nuclear
         powers. It needs to remain innovative and flexible as the global nuclear energy sector expands and additional states potentially
         reconsider their commitment to foreswear nuclear weapons.
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      Chapter 3A. Nuclear Material Measurement Technologies

      Introduction

      The accurate measurement of nuclear materials contributes to nuclear safety and security, nuclear safeguards and nonproliferation,
         and detection of illicit trafficking of nuclear materials and radioactive sources. Nuclear material control and accounting
         (MC&A) is quite similar to a banking system. They both have physical protection (guards, guns, and surveillance cameras) and
         various levels of accounting. One large difference involves the input data to the accounting systems; at least in principle,
         money can be counted exactly, whereas nuclear material often comes in forms that cannot be counted exactly (e.g., powders,
         liquids, metal pieces, etc.). Nuclear materials must often be measured by techniques that provide uncertain answers. Because
         measurements are the input to the accounting system, techniques must be developed that provide accurate results. This section
         covers the principal technologies involved in measurement of nuclear materials. These include both destructive analysis (DA)
         and nondestructive analysis or assay (NDA) with an emphasis on NDA because it is more often developed for portable, real-time
         applications. Destructive analysis refers to analytical chemistry and mass spectrometry, which are typically the most accurate
         measurement techniques available. However, they require a fixed laboratory to receive and analyze nuclear material samples.
         Sample transport and analysis usually involve a significant time before results are available.
      

      
      NDA usually measures the entire item rather than a small part of it and provides immediate results. It is typically less accurate
         than DA. In a few cases, the performance of NDA approaches that of DA and NDA is usually quicker and less expensive. Nondestructive
         measurements are often used where it is impossible to sample an item for DA, such as waste and scrap and product materials
         such as nuclear fuel rods and assemblies. NDA techniques are applied for process control, criticality safety, waste and holdup
         assay, safeguards inspections, and customs inspections. This section will describe gamma-ray (γ-ray) spectroscopy, neutron counting, and calorimetry. It will also cover portable instruments and nuclide identification.
         Reference 1 presents a good overall discussion of many NDA methods.[1]

      1 D. Reilly, N. Ensslin, and H. Smith, Jr., “Passive Nondestructive Assay of Nuclear Materials,” Nuclear Regulatory Commission
         document NUREG/CR-5550, March 1991; also Los Alamos National Laboratory report LA-UR-90-732 (1990).
      

      
      Destructive Analysis

      Analytical chemistry usually provides the most accurate techniques to analyze pure metals and compounds. Most techniques require
         the destruction and analysis of a small sample of homogeneous, bulk material. Inhomogeneous materials cannot yield representative samples and, hence, cannot be analyzed. Many
         product materials, e.g., a finished fuel assembly, also cannot be sampled. We will briefly describe the measurement procedure
         and typical precision and accuracy for gravimetry, titrimetry, and mass spectrometry.[2]

      2 “Safeguards Techniques and Equipment — 2003 Edition,” International Nuclear Verification Series No. 1 (Revised), IAEA/NVS/1 (revised), August 2003.
      

      
      Gravimetry, as the name implies, refers to the very accurate weighing of pure uranium or plutonium that has been burned to
         U3O8 or PuO2. Nonvolatile impurities are determined spectrographically and the results corrected accordingly. The precision of either
         determination can have a relative standard deviation (RSD) of 0.05%.
      

      
      There are a variety of reduction-oxidation (redox) titration procedures. In titrations, the U or Pu concentration in solution
         is determined by the slow addition of a very well-calibrated reagent (titrant) that reacts with the unknown ion until all
         of it has reacted with the reagent. The concentration of the U or Pu ion can then be calculated from the measured addition
         of titrant. The end point of the reaction is detected by observing a color change or by various electrical means. Generally,
         uranium or plutonium is first reduced to the U(IV) or Pu(III) oxidation states with a substance such as zinc amalgam. It is
         then oxidized to U(VI) or Pu(IV) with potassium dichromate or ceric sulfate. The most common procedure for analyzing uranium
         is the Davies-Gray method. In this method, U(VI) is reduced to U(IV) with Fe(II) in an H3PO4 solution, followed by oxidation of the excess Fe(II) with HNO3 in the presence of a Mo(VI) catalyst and titration with K2Cr2O7 to a colorimetric end point. Fully automatic titration systems for uranium analysis have been in use for almost 30 years;
         one such system is capable of completing 44 measurements in eight hours. The IAEA developed such an instrument in their Seibersdorf
         laboratory to measure uranium samples collected during safeguards inspections. In controlled-potential coulometry, U(IV) or
         Pu(III) is oxidized to U(VI) or Pu(IV) at a platinum electrode with a potential chosen to eliminate interfering electrode
         reactions. The current is integrated to the oxidation end-point to determine the uranium or plutonium concentration. The precision
         of these determinations can be 0.02% for uranium and 0.04% for plutonium.
      

      
      Mass spectrometry is a very highly developed measurement procedure to determine the isotopic composition of uranium and plutonium
         samples. Commercial thermal ionization mass spectrometers (TIMS) are most commonly used for high-precision determination of
         uranium and plutonium isotopics. Carefully prepared uranium or plutonium samples are deposited on a special filament that
         is inserted in the spectrometer. The filament is slowly heated by an electrical current, “boiling off” ions of U or Pu. The
         ions are accelerated by an electric field and pass through a strong magnetic field at a right angle (orthogonal) to the trajectory
         of the ions. The trajectory of the ions through the magnetic sector curves with a radius that is a function of the mass of
         the ions.[3] Ions of differing mass leave the magnetic sector on slightly different trajectories. At some distance beyond the magnetic
         sector, small collection cups are positioned at locations corresponding to the paths of the ions of interest. The numbers
         of ions incident on the collection cups are used to determine the isotopic composition of U or Pu. These instruments can analyze
         235U enrichments to a precision of 0.014% and 239Pu to 0.02%. Gas mass spectrometers, such as are used at uranium enrichment facilities, can achieve even higher precisions.
         By using the technique of Isotope Dilution Mass Spectrometry (IDMS), it is also possible to accurately determine total U or
         Pu concentration in addition to isotopic composition. A well-known 233U or 242Pu spike is added to the dissolved uranium or plutonium sample and this is then deposited on a filament. The ratio of the
         various U or Pu isotopes to the spike allows the analyst to calculate total U or Pu concentration.

      3 Strictly speaking, mass spectrometers separate ions by their mass (m) to charge (Z) ratio, m/Z. The charge mass ratio is often expressed as a multiple of the charge of an electron, m/z, where Z = ze. For a monoenergetic beam passing through an orthogonal uniform magnetic field B, m/z = eR2B2/2V, where R is the radius of curvature of the ion trajectory, and V is the ion accelerating voltage. Care is taken in the design of the instrument to ensure the beam consists of singly charged
         ions. Multiply charged ions are not collected and are “lost.”
      

      
      The International Atomic Energy Agency (IAEA), an affiliate of the United Nations, has the responsibility of verifying compliance
         with the Treaty on Nonproliferation of Nuclear Weapons (also known as the Non-Proliferation Treaty, or NPT). The IAEA's Department
         of Safeguards has a staff of approximately 650, about 240 of whom are safeguards inspectors who travel to nuclear facilities
         in all nations that have signed the NPT, to verify the accounting of nuclear materials. To perform this task they use both
         destructive and nondestructive analysis. Small nuclear material samples are collected at different points throughout the process
         and shipped to the IAEA's Safeguards Analytical Laboratory (SAL), which is located in Seibersdorf, about one hour from the
         headquarters in downtown Vienna, Austria. Some samples are analyzed at SAL and others are sent to laboratories in the Network
         of Analytical Laboratories (NWAL) in member states that have been certified by the IAEA. Table 3A.1 shows the principal DA techniques used by SAL and NWAL.2

      
      Table 3A.1. Analytical techniques used by SAL and NWAL.

      	Analytical Technique
               	Analysis
               	Material Type
               	Random Error (%)
               	Systematic Error (%)
            
	Davies and Gray
               	U
               	U, MOX
               	0.05
               	0.05
            
	MacDonald & Savage
               	Pu
               	Pu materials
               	0.1
               	0.1
            
	Controlled potential coulometry
               	Pu
               	Pure Pu materials
               	0.1
               	0.1
            
	Ignition gravimetry
               	U, Pu
               	Oxides
               	0.05
               	0.05
            
	K x-ray fluorescence
               	Pu
               	Pu materials
               	0.2
               	0.2
            
	Isotope dilution mass spectrometry
               	U, Pu
               	Pu, MOX, spent fuel
               	0.1
               	0.1
            
	Pu(IV) spectrophotometry
               	Pu
               	Pu, MOX
               	0.2
               	0.2
            
	Alpha spectrometry
               	Np, Am, Cm
               	Spent-fuel input
               	5.0
               	5.0
            
	Thermal ionization mass spectrometry
               	U, Pu
               	Pure U, Pu
               	0.05
               	0.05
            

Laser-induced breakdown spectroscopy (LIBS) is another technique that may have safeguards applications; the IAEA is now considering
         its possible uses.[4] A pulsed laser is focused on a small sample of the material to be analyzed. When fired the laser converts a very small quantity
         of material into a hot plasma and breaks the various chemical bonds. The resulting excited atoms and ions emit light at very
         precise wavelengths (energies) characteristic of the elements in the sample. The characteristic wavelengths span the near
         infrared through the visible and into the near ultra-violet (200–980 nm). The emitted light is transmitted through an optical
         fiber to a grating spectrometer and analyzed for the contained elements. The technique is simple enough to be contained in
         a very portable instrument that could be carried into the field by an inspector. A schematic drawing of LIBS is given in Figure 3A.1.
      

      4 R. S. Harmon, F. C. De Lucia, et al., “Laser-induced breakdown spectroscopy (LIBS) — an emerging field-portable sensor technology
         for real-time, in-situ geochemical and environmental analysis,” Geochemistry: Exploration, Environment, Analysis, vol. 5, 2005, pp. 21–28.
      

      
      Figure 3A.1. Schematic of LIBS technique for elemental analysis.

      
      [image: ]

      
      Nondestructive Assay (NDA)

      Nondestructive assay or analysis (NDA) was developed after most destructive analysis techniques had fully evolved. Quite simply,
         NDA techniques measure nuclear materials without alteration or direct contact with the item under analysis. Most NDA techniques
         measure radiation, spontaneous or stimulated, from nuclear material items. Passive NDA techniques measure the radiation that
         is spontaneously emitted during nuclear decay. Active techniques measure radiation that is stimulated by neutron or γ-ray irradiation. The principal radiations, spontaneous or stimulated, from nuclear materials are alpha (α) particles, beta (β) particles, γ rays, x rays, and neutrons. The first two, α and β, do not penetrate sufficiently in bulk material to be useful for assay. The other three radiations, all electrically neutral,
         do penetrate bulk material and all are used in NDA techniques.
      

      
      The following sections describe the principal NDA techniques of γ-ray spectroscopy, neutron counting, and calorimetry. They describe basic techniques, typical instrumentation, and measurement
         procedures, but they do not attempt to list all existing NDA instruments.
      

      
      Gamma-Ray Spectroscopy

      Nuclear material nuclides usually decay by emitting α or β particles (Figure 3A.2). Most decays are accompanied by γ-ray and x-ray emission. Gamma rays and x-rays are high-energy photons of energies far above the visible light spectrum. Energy,
         in this case, is analogous to color in the visible spectrum. Visible light and γ rays are both electromagnetic radiations, as are radio waves, television signals, microwaves, radar, and infrared and ultraviolet
         light. X-rays are emitted during changes in the energy state of atomic electrons. Gamma rays are emitted when there is a change
         in the energy state of a nucleus. Thus, x-rays are useful for identifying elements, whereas γ rays are useful for identifying individual nuclides present in the materials. Both radiations are used in NDA techniques.
         In nuclear materials, x-rays are typically in the energy range 80–120 keV and γ rays are in the range 60–1000 keV. Thorium materials emit γ rays with energies as high as 2600 keV.
      

      
      Figure 3A.2. Alpha decay of 235U. Four of the most intense γ rays are listed on the left.
      

      
      [image: ]

      
      Gamma rays have very precise energies and intensities that are unique to each nuclide. Their energies provide a signature
         for the nuclides present[5] and their intensities, when properly interpreted, provide information regarding mass or concentration. A principal use of
         γ radiation is to determine the isotopic composition of uranium or plutonium samples. In certain situations, γ rays can be used to determine isotopic mass. Isotopic composition techniques are discussed first, followed by mass measurements.

      5 Consider the following analogy: One is presented with two gas discharge tubes, one hydrogen and one mercury, and asked to
         identify each. Because of their characteristic visible/ultraviolet emission spectra, one can quickly and correctly identify
         each tube. U and Pu nuclides are identified analogously by γ-ray spectroscopy.
      

      
      Measurement of Uranium Enrichment

      Uranium enrichment (% 235U) can be measured several ways using different γ-ray detectors. The simplest method involves the measurement of the intensity of the 185.7-keV γ ray from 235U (Figure 3A.3). Almost any γ-ray detector can be used for this method: NaI scintillators, CdZnTe semiconductors, or Ge detectors. Because of the high
         attenuation of this relatively low-energy γ ray by uranium, its intensity is directly proportional to the 235U enrichment of most items. Well-characterized reference standards are required to calibrate a system using this method.
      

      
      Figure 3A.3. γ-ray spectrum from highly enriched uranium and 241Am. The light spectrum is from a NaI detector and the dark spectrum is from a Ge detector. The peak at channel 300 is the
         185.7-keV γ ray of 235U and that at channel 100 is the 59.6-keV γ ray from 241Am.
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      Resolution is a concept used in all types of spectroscopy from visual light to γ rays. It describes how well a given spectrometer can distinguish one color from another or one energy from another. Figure 3A.3 shows a spectrum of enriched uranium as measured by a NaI detector and Ge detector. The spikes, or “peaks,” in the spectra
         correspond to the full energy of γ rays and x-rays that have interacted with the detector. Some features are visible in both spectra, but clearly the Ge detector
         is able to resolve many more γ rays. Work on a revolutionary new γ-ray detector, based on cryogenic microcalorimeters, was recently published.[6] Although individual sensing element are very small (∼1 mm3) and inefficient, the reported resolution of these devices is an extraordinary 52 eV at 104 keV! (The resolution of a high-quality
         Ge detector at this same energy is ∼500 eV.) Currently, these detectors are sensitive to energies of about 200 keV and below,
         though work on doubling this threshold to about 400 keV is ongoing. As research progresses on these devices, dramatic new
         possibilities may arise for γ-ray spectroscopy of nuclear materials. Using existing high-resolution Ge detectors, it is possible to determine complete
         isotopic compositions (e.g., 234U, 235U, 236U and 238U). Two computer programs that perform this analysis are called FRAM[7] and MGAU.[8] Both of these programs analyze spectral regions that contain γ rays from all of the uranium nuclides. Neither of these programs requires the use of reference standards; all the needed
         information is obtained from the γ-ray spectrum. A 300-s measurement will determine 235U to better than 2%. In special situations, enrichment can be determined to better than 0.2%, which approaches the accuracy
         of destructive analysis.
      

      6 J. N. Ullom, et al., “Development of Large Arrays of Microcalorimeters for Precision Gamma-Ray Spectroscopy,” The Conference
         Record of the IEEE Nuclear Science Symposium, Puerto Rico, Oct. 23–29, 2005.
      

      7 T. E. Sampson, T. A. Kelley, and D. T. Vo, “Application Guide to Gamma-Ray Isotopic Analysis Using the FRAM Software,” Los
         Alamos National Laboratory report LA-14018 (Sept. 2003).
      

      8 R. Gunnink, MGA: “A Gamma-Ray Spectrum Analysis Code for Determining Plutonium Isotopic Abundances, Volume I, Methods and
         Algorithms,” Lawrence Livermore National Laboratory report UCRL-LR-103220, Vol. I (April 1990).
      

      
      Measurement of Plutonium Isotopic Composition

      Measurement of plutonium isotopic composition can only be done using a detector with higher resolution than NaI. Figure 3A.4 shows the plutonium spectrum measured using NaI, CdZnTe, CdTe (Peltier cooled), and Ge. Obviously, the Ge detector has the
         best resolution and is the preferred detector. However, it must be cooled to liquid nitrogen temperatures (77 K) and this
         is not always practical. Also the Ge detector is often too heavy for portable applications. The CdTe detector, even with its cooler and power supply, is quite light and portable and has sufficient resolution
         to determine plutonium isotopic composition.
      

      
      Figure 3A.4. Comparison of the γ-ray spectra from a sample containing 94% 239Pu using four different detectors.
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      The principal γ rays used to determine plutonium isotopic composition are listed in Table 3A.2. A picture of the plutonium γ-ray spectrum is shown in Figure 3A.5. FRAM and MGA are the two most common computer programs available to determine plutonium isotopic composition. MGA was the
         first program developed for plutonium analysis; MGAU is a modification for uranium analysis. FRAM and MGA can analyze both
         pure plutonium and mixed oxide (MOX) samples. MGA originally analyzed only the γ rays and x-rays in the energy region 94–104 keV that are the most intense in the plutonium spectrum. Recent versions permit
         analysis up to ∼850 keV to handle materials in highly attenuating containers. FRAM permits analysis in the 94–104 keV region
         and in other regions up to ∼850 keV. Both programs use a procedure called response-function fitting to analyze the plutonium spectrum. A response function is a mathematical description of the spectrum expected from a pure
         single isotope. Figure 3A.6 shows measurement equipment that can be used for either FRAM or MGA.
      

      
      Table 3A.2. Intrinsic gamma-ray intensities of major plutonium gamma rays.

      	Region (keV)
               	238Pu
               	 
               	239Pu
               	 
               	240Pu
               	 
               	241Pu-237U(*)
               	 
               	241Am
               	 
            
	 
               	(keV)
               	γ/s/g
               	(keV)
               	γ/s/g
               	(keV)
               	γ/s/g
               	(keV)
               	γ/s/g
               	(keV)
               	γ/s/g
            
	40–60
               	43.5
               	2.5 e8
               	51.6
               	6.2 e5
               	45.2
               	3.8 e6
               	 
               	 
               	59.5
               	4.5e10
            
	90–105
               	99.9
               	4.6 e7
               	98.8
               	2.8 e4
               	104.2
               	5.9 e5
               	103.7
               	3.9 e6
               	98.9
               	2.6 e7
            
	 
               	 
               	 
               	 
               	 
               	 
               	 
               	 
               	 
               	103.0
               	2.5 e7
            
	120–450
               	152.7
               	6.1 e6
               	129.3
               	1.4 e5
               	160.3
               	3.4 e4
               	148.6
               	7.2 e6
               	125.3
               	5.2 e6
            
	 
               	 
               	 
               	375.0
               	3.6 e4
               	 
               	 
               	*208.0
               	2.0 e7
               	335.4
               	6.3 e5
            
	 
               	 
               	 
               	413.7
               	3.4 e4
               	 
               	 
               	*332.4
               	1.1 e6
               	 
               	 
            
	450–800
               	766.4
               	1.4 e5
               	646.0
               	3.4 e2
               	642.5
               	1.0 e3
               	 
               	 
               	662.4
               	4.6 e5
            
	 
               	 
               	 
               	 
               	 
               	 
               	 
               	 
               	 
               	722.0
               	2.5 e5
            

* The indicated γ rays come from 237U which is in the weak α-decay branch of 241Pu.
      

      Figure 3A.5. Plutonium γ-ray spectrum. The low-energy photon spectrometer (LEPS) is a thin Ge detector optimized for resolution at low energies (<200
         keV). SGD-GEM is a proprietary name of ORTEC for a detector that attempts to combine the properties of a LEPS detector and
         a large coaxial Ge.
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      Figure 3A.6. Gamma-ray equipment for use with FRAM or MGA. On the left is a mobile system on a commercial thyroid scanner
         cart. On the right is a Ge spectroscopy system that can run either program.
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      MGA and MGAU analyze the γ rays between 90–105 keV; therefore, these radiations must be able to escape from the measured item. If the plutonium or uranium
         is in a thick-walled container or shielded by lead, the γ rays may not be able to penetrate to the detector. The limiting thickness is about 10 mm of steel or 1 mm of lead. Because
         FRAM and later versions of MGA are able to analyze higher energies, they are able to determine isotopic composition over a
         wider range of containers. Figure 3A.7 shows the effect of varying lead thickness on a plutonium spectrum.
      

      
      Figure 3A.7. Ge γ-ray spectra from a plutonium sample shielded with 0, 12, and 25 mm of lead. The peaks around 75 keV are Pb x rays from the
         lead shielding in front of the detector.
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      Measurement of Nuclide Mass

      Under certain conditions, it is possible to measure individual uranium and plutonium nuclide masses with γ rays. The principal limitation is that nuclear materials are high-Z and usually very dense; therefore, they readily scatter and absorb their own γ rays. A correction must be made for this absorption (attenuation). The most useful correction method involves measuring the
         transmission of an external γ-ray source through one or more regions of the measured item. A simple diagram of this procedure is given in Figure 3A.8, which shows the measurement of an item that is assumed to be uniform. The measured item might be a U- or Pu-bearing oxide,
         e.g., incinerator ash, in a produce can (plutonium is at least doubly contained). The detector views the entire sample and measures the 413.7-keV γ ray from 239Pu or the 185.7-keV γ ray from 235U. It also detects γ rays from the transmission source (e.g., 75Se at 401 keV) that pass through the sample without being scattered or absorbed. The transmission measures the effective linear
         absorption coefficient of the item and can be used in a simple formula to determine its attenuation correction factor. This
         is called far-field assay because the detector-to-sample distance is much greater than any dimension of the detector or the sample.
      

      
      Figure 3A.8. Diagram of a simple far-field, transmission-corrected assay of a uniform U or Pu item.
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      Many nuclear material items are not uniform, e.g., scrap and waste materials, and several variations of the simple transmission-corrected
         assay have been developed. These procedures divide the measured item into a number of elements that are measured individually.
         The initial procedure, known as segmented γ-ray scanning, severely collimates the detector along the vertical axis, rotates the sample, and scans it vertically. In effect this treats
         a cylindrical sample as a series of disk-shaped slices, each of which is measured separately for Pu or U activity and attenuation.
         Figure 3A.9 shows a diagram of a segmented gamma-ray scanner (SGS) that was built to measure low-density waste for the Fuel Manufacturing
         Facility at Savannah River. SGSs are built to measure items up to 208 L; several hundred SGSs have been built commercially.
         In careful measurements of well-known standards, SGSs have demonstrated accuracies and precisions better than 1%. When measuring samples up to ∼5 L, precisions of 1–5% are common.
         Measurements of 208-L waste drums can achieve accuracies in the range of 25%.
      

      
      Figure 3A.9. Diagram of a segmented gamma scanner for uranium-bearing items up to 20 L.
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      When modern computing power became available, the idea of the SGS could be carried even further using the principles of tomography,
         similar to the computerized axial tomography (CAT scan) used in today's hospitals. The tomographic gamma-ray scanner (TGS),[9] shown in Figure 3A.10, was designed so that Pu- or U-bearing samples up to 208 L could be rotated, translated vertically, translated horizontally,
         and assayed as a large number of small pieces (volume elements, or “voxels”). Separate scans are made to measure the transmission
         through the item using a 75Se source and the emission of 414-keV γ-ray activity from 239Pu. The TGS can measure scrap, waste, and residue drums or cans with densities higher than those possible with an SGS. The
         technique can be used to measure uranium also, provided that the material densities allow the 185.7-keV γ rays from 235U to penetrate the container and its contents. The transmission source of choice for 235U assay is 169Yb (177.2 keV and 198.0 keV).
      

      9 J. S. Hansen, “Application Guide to Tomographic Gamma Scanning of Uranium and Plutonium,” Los Alamos National Laboratory
         report LA-UR-04-7014 (2004).
      

      
      Figure 3A.10. Tomographic gamma scanner (TGS). Figures on the right show the reconstructed distributions of absorbing and
         emitting material in two 208-L waste drums.
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      [image: ]
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      The accuracy and precision of the TGS was tested as part of the Performance Demonstration Program to certify Department of
         Energy (DOE) facilities and their NDA instruments to measure transuranic waste drums for storage in the Waste Isolation Pilot
         Project in Carlsbad, New Mexico. The TGS could assay containers of electro-refining salts to ±2.6%, combustibles in drums
         to ±3%, and heavy drums of sludge to ±18%.
      

      
      Gamma-Ray Solution Assay

      The γ-ray assay methods already discussed can be applied to containers of uranium and/or plutonium solutions to measure 235U or 239Pu abundances. In addition, there are two techniques used to measure total U and/or Pu concentration in solutions: x-ray fluorescence
         (XRF) and absorption-edge densitometry (or K-edge densitometry, KED). For XRF (see Figure 3A.11), a γ-ray source irradiates the solution sample ionizing K electrons in the U or Pu atoms that then emit K x-rays that are detected
         in a Ge detector. The excitation source, usually 57Co (122.06 keV and 136.47 keV), is shielded from the detector, which measures K x-rays emitted in the back direction. The
         intensity of the x-rays is proportional to the concentration of U or Pu in the sample. The K x-rays of uranium and plutonium
         are sufficiently different in energy that they can be resolved by the Ge detector, permitting MOX solutions to be assayed.
         The solutions are contained in accurately fabricated vials, often vials for optical spectroscopy. Solution standards must
         be fabricated to calibrate the XRF measurement.
      

      
      Figure 3A.11. Diagram of x-ray fluorescence measurement of U or Pu solution.
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      Examine Figure 3A.11 again and consider measuring the γ rays that are transmitted through the sample without interaction. The transmitted fraction is related exponentially to the
         product of the mass attenuation coefficient, the density, and the sample thickness. The mass attenuation coefficient is a
         smoothly varying function of energy except at the absorption edges of the elements in solution. The right-hand figure of Figure 3A.12 shows an x-ray spectrum from an x-ray generator with no solution absorber (reference spectrum) and with a 197 g/L uranium
         solution. The K edge of uranium is at 115.61 keV and its effect shows as a step in the lower spectrum. If the x-ray energy
         falls below the K-edge energy, the K electrons can no longer interact with the x-ray and the transmission rises dramatically.
         The height of this step is proportional to the uranium concentration in the solution. In addition, the attenuation of the
         solvent, usually nitric acid, is almost the same on either side of the absorption edge, so its effect is minimal. Absorption-edge
         densitometry can also be performed with discreet γ-ray sources by choosing two sources above and below the K edge. For example, the plutonium K edge is at 121.82 keV and two
         possible transmission sources are 57Co (122.1 keV) and 75Se (121.1 keV). Densitometry is also possible at the L absorption edge (17.17 keV for U and 18.05 keV for Pu) using an appropriate
         x-ray machine. In MOX solutions, both uranium and plutonium concentration can be measured with KED using an x-ray generator.
      

      
      Figure 3A.12. a. Hybrid KED/KXRF densitometer with x-ray generator. b. Spectra illustrate K-adsorption-edge densitometry to
         measure uranium solution.
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      The left-hand figure in Figure 3A.12 shows a hybrid KED/XRF densitometer[10] that was designed to measure U, Pu, and MOX solution samples, including highly radioactive dissolver solution samples at
         a reprocessing facility. The demonstrated precision of this system ranges from 0.2% to 1% for samples containing as little
         as 2 g/L. Similar systems are in routine use in Japan and Europe.
      

      10 S.-T. Hsue, “KED/KXRF Hybrid Densitometer,” Los Alamos National Laboratory application note LALP-96-49 (May 1996).
      

      
      Isotope dilution gamma-ray spectrometry (IDGS) is a method using γ-ray spectrometry to measure plutonium and uranium in solutions, especially dissolver solutions from the accountability tank
         of a reprocessing plant.[11] IDGS can determine Pu and U concentration along with isotopic composition. The unknown solution sample is spiked with plutonium of accurately known mass and isotopic
         composition and then measured with a high-resolution Ge spectrometer and analyzed with an isotopic composition program such
         as FRAM. The plutonium concentration in the unknown sample is determined by calculating the differences among the 239Pu weight percent and isotopic ratios of the spike, the spiked solution, and the unknown solution.
      

      11 Duc T. Vo and Tien K. Li, “Generalization of the IDGS Technique,” Los Alamos National Laboratory report LA-UR-04-4186, Proceedings
         of the 45th Annual Meeting of the Institute of Nuclear Materials Management, Orlando, Florida, July 2004.
      

      
      Neutron Assay

      Neutron Coincidence Counting

      Neutrons are electrically neutral like γ rays, but they can penetrate high-Z, high-density materials better than γ rays. Neutrons have a rest mass almost identical to that of protons, whereas γ rays have zero rest mass. Neutrons are used to assay materials that are more dense, or stored in larger containers, than
         can be assayed with γ rays. Neutrons carry little or no discernable information about their origins, and are simply counted. Although the detectors
         used for nuclear material assay cannot distinguish one neutron from another, there are several useful signatures based on
         the neutron intensity or on time correlations between neutrons. Neutrons and γ rays are complementary because the interpretation of neutron measurements always requires information on isotopic composition
         that can only come from mass or γ-ray spectroscopy. Another useful property of neutrons is that there are few natural background sources, other than solar
         neutrons and neutrons from cosmic-ray interactions in the atmosphere.
      

      
      Nuclear materials produce neutrons in three ways (see Figure 3A.13): (α,n) reactions on low-Z elements such as oxygen and fluorine, spontaneous fission, and induced fission. The even-numbered nuclides of plutonium undergo spontaneous fission and emit two to four neutrons per fission, on average.
         238U also decays by spontaneous emission, but with a very low intensity. The odd-numbered nuclides of plutonium and uranium can
         be induced to fission if they are irradiated with an external neutron source. The principal neutron production rates are shown
         in Table 3A.3.
      

      
      Figure 3A.13. Three ways to produce neutrons. Even-numbered, high-mass (A) nuclei can spontaneously split or fission. Odd-numbered,
         high-mass nuclei can absorb a neutron and fission (induced). Alpha particles from high-mass nuclear decay can interact with
         low mass nuclei and produce single neutrons.
      

      
      [image: ]

      
      Table 3A.3. Principal neutron production rates.

      	Spontaneous fission
               	 
            
	Isotope
               	Neutrons/g-s
            
	238U
               	0.011
            
	238Pu
               	2,500
            
	240Pu
               	1,020
            
	242Pu
               	1,700
            
	244Cm
               	11,000,000
            


            	(α,n) Neutrons
               	 
            
	Material
               	Neutrons/g-s
            
	240Pu oxide
               	4
            
	240Pu fluoride
               	16,000
            
	235U fluoride
               	580
            

While there are some applications where total (singles) neutrons are measured, most nuclear material measurements count coincident
         neutrons from fission. It is usually difficult to interpret the singles neutron rate, because the (α,n) reaction depends critically on the nature of the target nucleus and the physical coupling with the α-particle source. One interesting exception to this is UF6, which has a significant neutron signal from the (α,n) reaction on fluorine. This is almost the only case where uranium provides a passive neutron signature.
      

      
      Most neutron detectors for nuclear material assay use 3He gas proportional counters embedded in polyethylene (Figure 3A.14). The 3He has a high cross-section (probability) for capturing thermal neutrons yielding a proton and a triton that share 765 keV and create an electronic pulse to be counted.
         The polyethylene serves as a moderator to reduce the high initial neutron energy (1–2 MeV) to thermal energy (0.025 eV).
      

      
      Figure 3A.14. Schematic drawing of a passive neutron coincidence counter showing 3He tubes (left) and polyethylene moderator (right).
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      An extensive effort has been devoted to develop neutron coincidence counters of all shapes and sizes to measure different
         forms of nuclear material.1Figure 3A.15 shows two neutron coincidence counters, one for produce-size cans containing kilogram quantities of PuO2 and the other for measuring up to 14 kg of PuO2 shipped in a special “canister” from a reprocessing plant to a MOX fuel fabrication plant. The Plutonium Fuel Production
         Facility (PFPF) in Tokai-Mura, Japan, is a prototype MOX fabrication plant that accepts plutonium from the Tokai Reprocessing
         Plant and the French reprocessing plant in Cap de l'Hague to produce PWR fuel assemblies for use in Japanese power plants.
         PFPF is a completely automated plant and requires automated measurement equipment for its MC&A system. More than 20 instruments
         have been installed in PFPF for joint use by the IAEA and the plant operator. PFPF is the prototype for a large MOX fabrication
         plant, JMOX, to be constructed in Rokkasho-Mura, Japan.
      

      
      Figure 3A.15. Two neutron coincidence counters. On the left, a high-level neutron coincidence counter (HLNC-II). On the right,
         a Pu canister assay system (PCAS).
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      Counters such as shown in Figure 3A.15 can measure large samples of PuO2 to a precision of 0.5–2% in a 300-s count. The average die-away time of a neutron in a coincidence counter is typically 25–50 μs. The neutron is quickly thermalized and undergoes many scatterings before it is captured by the moderator material, is captured
         by a 3He tube, or escapes from the counter. Because of this process, neutrons that are born simultaneously in a fission reaction
         are detected at different times. The present coincidence circuit uses a shift register (integrated circuit) that serves as
         a short-term memory; typically it keeps a record of the neutrons that have been detected in the most recent 64 μs. From this record of neutron events, the shift register determines a net count rate that is proportional to the total fission
         rate in the item. With an appropriate calibration, this fission rate can be related to the effective 240Pu mass (240Pueff = 2.52 238Pu + 240Pu + 1.68 242Pu).[12] The present-day shift-register circuit is controlled by a computer that uses the International Neutron Coincidence Code (INCC) program to do all the necessary
         data analysis and calibration procedures.[13]

      12 The effective plutonium-240 mass is a weighted average of the mass of each of the plutonium isotopes. The weighting is equal
         to the spontaneous fission neutron yield of each isotope relative to that of Pu-240. Since only the even-numbered isotopes
         have significant spontaneous fission rates, the effective Pu-240 mass is given approximately by 240Pueff = 2.52 238Pu + 240Pu + 1.68 242Pu. These coefficients are only known to about 5% accuracy.
      

      13 M. S. Krick, W. C. Harker, P. M. Rinard, T. R. Wenz, W. Lewis, P. Pham, and P. De Ridder, “The IAEA Neutron Coincidence Counting
         (INCC) and the DEMING Least-Square Fitting Programs,” Los Alamos National Laboratory report LA-UR-98-2378, Proc. 39th Annual
         INMM Meeting, July 26–30, 1998, Naples, Florida.
      

      
      All neutron coincidence counters that only measure two-fold coincidences require calibration using well-known reference standards
         that simulate the measured materials. The production of these standards is often difficult and costly. Figure 3A.16 shows a typical calibration curve for pure plutonium oxide; the measured responses are plotted along with the fit to a quadratic
         equation. The curve is concave upward because of neutron multiplication in the standards. There are several methods for treating
         multiplication that are described in more detailed references.[1], [14]

      
      Figure 3A.16. Calibration curve for HLNC-II measuring pure PuO2. (∼16.5% 240Pu). The total Pu mass at the upper end of the curve is ∼1 kg.
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      Multiplicity Counting

      The neutron coincidence counters we've described require careful calibration with reference standards and can only handle
         neutron multiplication for relatively pure metal or oxide samples. The fundamental problem is that conventional coincidence
         counters only provide two measured quantities, singles and doubles. However, most impure plutonium items have at least three
         major variables that affect neutron assay: mass (240Pueff), multiplication (M), and the ratio of (α,n) neutrons to spontaneous fission neutrons (called α). Therefore, it is usually not possible to obtain accurate assays of impure samples with conventional coincidence counting.
      

      
      This problem led to the development of passive neutron multiplicity counting as an extension of neutron coincidence counting..[14], [15], [16] The basic principle of neutron multiplicity counting is the use of a third measured parameter, called triple coincidences, so that one can solve for the three unknown sample properties. The availability of a third measured parameter makes it possible
         to correctly assay many Pu-bearing materials without prior knowledge of the sample matrix, including moist or impure plutonium oxide, oxidized metal, and some categories of scrap and waste.
      

      14 N. Ensslin, W. Harker, M. Krick, D. Langner, M. Pickrell, and J. Stewart, “Application Guide to Neutron Multiplicity Counting,”
         Los Alamos National Laboratory report LA-13422-M, November 1998.
      

      15 “Standard Test Method for Nondestructive Assay of Plutonium by Passive Neutron Multiplicity Counting,” American Society for
         Testing and Manufacturing, ASTM International, C1500-02, Subcommittee C26.10 on NDA in the Nuclear Fuel Cycle, 2002 (www.astm.org).
      

      16 N. Ensslin, M. S. Krick, D. G. Langner, M. M. Pickrell, T. D. Reilly, and J. E. Stewart, “Passive Neutron Multiplicity Counting,”
         in the New NDA Manual to be published in late 2006.
      

      
      Passive multiplicity counting has applications in a number of different areas: improved materials accountability measurements,
         verification measurements, confirmatory measurements, and excess weapons materials inspections. Although the historical motivation
         for developing the technique was improved accountability measurements of impure plutonium in processing facilities, new applications
         have arisen in the areas of physical inventory verification and shipper/receiver confirmation because the technique does not
         require prior calibration with a complete set of representative physical standards; instead, the initial calibration can be
         performed with a known 252Cf source. Measurement precision and accuracy is in the range of 1 to 3% (1σ) even for relatively impure plutonium materials. As a result, neutron multiplicity counters are now used in U.S., European,
         Japanese, Russian, and other international facilities for NDA of impure Pu metals, oxides, mixed oxides, residues, and wastes.
         In parallel with the development of passive multiplicity counting, an active multiplicity technique has been developed for
         uranium that may provide a multiplication correction for assay of bulk items.
      

      
      The new multiplicity technique requires a new data analysis approach, new electronics, and new software.[13] The distribution of the number of neutrons emitted in spontaneous fission is called the multiplicity distribution; it can vary from zero to eight. Multiplicity counting utilizes a new shift register electronics package that sums up separately
         the number of 0, 1, 2, 3, 4, etc. neutrons within the coincidence resolving time, or gate width. This measures the multiplicity distribution of the neutrons that are emitted, detected, and counted. The data analysis is
         usually not based directly on the observed multiplicity distribution, but on its factorial moments. The first moment is the
         “singles” or “totals,” the second factorial moment is the “double coincidences” or “reals,” and the third factorial moment
         is the “triple coincidences.” Neutron multiplicity analysis works with all three of these moments, whereas conventional coincidence
         counting only uses the singles and doubles.
      

      
      The advent of multiplicity counting has led to the development of a new generation of thermal neutron multiplicity counters.
         Like conventional coincidence counters, multiplicity counters utilize polyethylene-moderated 3He proportional counters. However, multiplicity counters are designed to maximize neutron counting efficiency and minimize
         neutron die-away time. Neutron multiplicity counting requires higher detection efficiency because the efficiency for an nth-order coincidence goes as the singles efficiency (ε) to the nth power (consider a detector with a singles efficiency of 20%; its triples efficiency is only (20%)3 = 0.8%). Figure 3A.17 shows an early multiplicity counter, the Pyrochemical Neutron Multiplicity Counter, that has 126 3He tubes in four concentric rings. The singles efficiency is 55%, and the efficiency to detect a triple coincidence is ∼17%.
         Multiplicity counters are more costly than conventional coincidence counters, in part because of the high number of 3He tubes. Also, the measurement time for good precision on triples, typically 1000–2000 s, is longer than the 100–300 s counting
         time used for most conventional coincidence assays.
      

      
      Figure 3A.17. Monte Carlo design schematic for the pyrochemical neutron multiplicity counter (left) and construction photo
         (right). This counter has 126 3He tubes and a singles detection efficiency of 55%.
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      In the design of multiplicity counters, Monte Carlo (MCNP) codes are used to obtain high neutron detection efficiencies that
         are nearly independent of emitted neutron energy and sample matrix effects. The codes can be used to study design choices
         such as tube placement; number, size, and gas pressure of tubes; tube bank layout; placement of different neutron moderator
         or reflector materials; use of cadmium liners; and so on. A recent version of the Monte Carlo code, MCNPX, can directly simulate
         the singles, doubles, and triples count rates from a known neutron source.[17] This code can be used to simulate detector bias effects, calibration results, and actual item measurements to help improve
         assay performance.[18]Figure 3A.17 includes a schematic used in the Monte Carlo design of the pyrochemical neutron multiplicity counter.

      17 J. S. Hendricks et. al., “Monte Carlo Neutron-Photon Extended Code,” Los Alamos National Laboratory report LA-UR-04-0570
         (2004).
      

      18 W. H. Geist, M. R. Mahmoud, and O. S. Seo, “IAEA Multiplicity Measurements at the KAMS Facility,” Los Alamos National Laboratory
         report LA-UR-03-4727, Proc. 44th Annual INMM Meeting, Phoenix, AZ, July 13–17, 2003.
      

      
      The highest efficiency and shortest die-away time counter designed and built to date is the epithermal neutron multiplicity
         counter (ENMC) shown in Figure 3A.18. This counter uses 121 3He tubes filled to 10 atm (normal 3He tubes are filled to 4 atm) and has a singles efficiency of 65% and a die-way time of 22 μs. The counter can be equipped with end plugs that contain AmLi sources for very fast active coincidence or active multiplicity
         measurements. There is an insert that can be added to the ENMC measurement cavity that increases the number of tubes to 142
         and the efficiency to 80%. This enables very precise assays of small Pu samples. Figure 3A.18 (right) also shows the results of a performance test on the ENMC using 45 samples of different plutonium materials.14,[19]

      19 J.E. Stewart, H. O. Menlove, D. R. Mayo, W. H Geist, and N. Ensslin, “Epithermal Neutron Multiplicity Counter (ENMC): Current
         Developments and Applications,” Proc. 41st Annual INMM Meeting, New Orleans, LA, July 2000.
      

      
      Figure 3A.18. The epithermal neutron multiplicity counter (ENMC) is shown on the left in use in a training course for IAEA
         safeguards inspectors. The figure on the right shows ENMC measurements of a variety of impure plutonium materials.
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      Active Neutron Assay Techniques

      Most plutonium materials can be measured with passive coincidence counters such as those illustrated. Uranium, because of
         the longer half-lives of its principal isotopes, emits very few neutrons through either spontaneous fission or (α,n) reactions. However, when a 235U nucleus captures a neutron, especially a thermal neutron, there is a high probability that it will fission and emit multiple
         neutrons simultaneously. Therefore, if one places a random neutron source in the cavity of a coincidence counter, source neutrons
         can cause fissions in the 235U in the cavity and the coincidence counter can statistically separate the fission rate from the random source neutron rate.
         The random interrogating source creates a high singles background in the counter, but the shift register coincidence circuit
         is still able to measure the doubles rate from the 235U fissions. The usual interrogation source is AmLi which provides a sufficiently intense neutron flux (∼5×104 n/s). In addition, the mean neutron energy from AmLi is 0.5 MeV, which is below the 1 MeV fission threshold of 238U.
      

      
      Figure 3A.19 shows an active well coincidence counter (AWCC), one of the primary instruments for measuring highly enriched uranium (HEU).
         It is larger than the HLNC-II and has 42 3He tubes instead of 18; this creates a higher efficiency than the HLNC-II. It can be configured in several ways depending on the material to be assayed. The AWCC can be tipped on its side, the end plugs
         removed, and the AmLi sources placed in a special polyethylene cylinder that allows the measurement of materials testing reactor
         (MTR) fuel assemblies. The AWCC can, of course, also be used as a passive neutron coincidence counter for plutonium assay
         by removing the AmLi sources.

      
      Figure 3A.19. An active well coincidence counter (AWCC) that uses two AmLi sources to induce fission in 235U. It can assay kg quantities of HEU to a precision of 1–5% in 1,000 s. It can also measure LEU oxide or pellets to 5–10%
         in 1,000 s. The polyethylene cylinder on the left is an insert for measuring MTR fuel assemblies.
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      Figure 3A.20 shows another instrument that operates on the same physical principles as the AWCC that measures power reactor fuel assemblies
         (BWR, PWR, WWER, etc.). It is called the uranium neutron coincidence collar (UNCL). The figure shows the collar measuring
         a PWR fuel assembly at a fuel fabrication plant in Resende, Brazil. The collar has four polyethylene sides, three of which
         contain six 3He tubes each, and the fourth contains the AmLi source that irradiates the fuel assembly. The shift register electronics for
         all these counters is the same, as is the control and analysis program, INCC. The collar measurement gives the effective fissile mass
         per unit length. It can measure fissile material masses (grams) to an accuracy of 2–4% in 1000 s.
      

      
      Figure 3A.20. The uranium neutron coincidence collar in use at Resende, Brazil, to measure PWR fuel assemblies.
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      Active Delayed-Neutron Assay

      When a nucleus fissions, spontaneously or otherwise, there is a prompt emission of neutrons such as are counted in coincidence
         and multiplicity counters and a delayed emission of neutrons from the decay of certain fission products. These neutrons are
         delayed by a few seconds to a minute and account for ∼1.6% of the total neutrons from 235U fission and ∼0.6% from 239Pu fission. They are critically important for the safety and control of thermal reactors. They can also be useful for measuring
         nuclear materials, especially uranium. A neutron source, generator or isotopic, can induce fissions in uranium; then if the
         source is shut off or moved away from the uranium, a sensitive detector can count the delayed neutrons from fission. This
         technique, which is called delayed-neutron activation analysis (DNAA), was first studied using Cockcroft-Walton and Van de Graaff accelerators. These accelerators suffered from reliability
         problems that prompted the development of assay systems that used large 252Cf spontaneous fission neutron sources and rapid source transfer systems to move the neutron source quickly between a large
         shield and the measurement cavity. A schematic of the “shuffler” process appears on the left side of Figure 3A.21. The 252Cf source (up to 1010 n/s) is moved from its shield into the measurement cavity to irradiate the sample. The transfer time is typically ∼0.1 s
         and the irradiation time 1–10 s. The source is then returned to the shield and the delayed neutrons are counted in the neutron
         detectors (3He and polyethylene) that surround the sample. This process is repeated 30 or more times until the desired counting statistics
         have been achieved. The rapid motion of the source back and forth and the accompanying sound is the origin of the name “shuffler.”[20]

      20 P. M. Rinard, “Application Guide to Shufflers,” Los Alamos National Laboratory report LA-13819-MS (September 2001).
      

      
      Figure 3A.21. Left: schematic of the “shuffler” measurement process. Right: photograph of a shuffler designed for the assay
         of 208-L drums and cans of U-bearing waste and cans of Pu-bearing pyrochemical salt residues (very high 241Am). The upper, black section shields the source from the neutron detector (lower section) and protects the operator.
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      Shufflers are usually large and, like other active interrogation systems for 200-L drums, relatively expensive because of
         the 252Cf source, its drive mechanism, and the required shielding. About 15 are in use throughout the world because they provide
         the best potential accuracy for cans or drums of uranium-bearing product, scrap, or waste when the uranium particle masses
         are greater than 1 mg. They have good sensitivity because the delayed neutron signal is directly proportional to the 252Cf strength and the background is typically very low. The calibration of shufflers was originally based on measurements of
         standards. Today Monte Carlo calculations can create an excellent calibration with only a few standard measurements to benchmark
         the calculations. For materials with good calibration standards or modeling calculations, shufflers typically provide 1–2%
         (1σ) accuracy on product or scrap cans and 5 to 50% (1σ) accuracy on waste drums.
      

      
      The differential die-away technique (DDT) is used by U.S. and European waste generator sites for assay and characterization
         of transuranic radioactive waste drums or crates prior to disposal.[21] The method uses a pulsed 14-MeV neutron generator to actively interrogate the entire container at a rate of about 100 pulses
         per second. After each pulse the 14-MeV neutrons scatter, thermalize, and induce fissions in the matrix material. The prompt
         fission neutrons provide a direct measure of the fissile content of the container and are detected using arrays of bare and
         cadmium-covered 3He detectors that surround the assay chamber. The term differential die-away time was coined because of the large differences between the characteristic lifetimes of the interrogating thermal neutrons and
         the detected fast neutrons.
      

      21 N. J. Nicholas, K. L. Coop, and R. J. Estep, “Capability and Limitation Study of the DDT PAN Waste Assay Instrument,” Los
         Alamos National Laboratory report LA-12237-MS (May 1992).
      

      
      DDT systems count neutrons in list mode for roughly 1 to 4 ms after the neutron generator pulse using Pulse Arrival Time recording
         modules.21 These modules can also collect delayed neutrons from the induced fissions, starting at roughly 5 ms after the generator pulse.
         This is part of the same delayed neutron signal used by 252Cf shufflers. In addition to this active interrogation mode, most DDT and shuffler systems also perform passive neutron coincidence
         measurements with their neutron sources turned off or retracted. Thus both instruments are often called Passive Active Neutron
         (PAN) systems. Some commercial DDT systems use additional detector packages and collimating materials to provide rough images
         of the spatial distribution of the fissile material; they are called imaging PAN systems, or IPAN.
      

      
      The high cross-sections for thermal-neutron-induced fissions make DDT systems very sensitive. Detection limits range from
         a few mg to a few 10s of mg of 239Pu or 235U in a 208-L drum, depending on the matrix, and easily meet the WIPP waste disposal criteria of 100 nCi/g. The strong 14-MeV
         neutron generators (averaging 108 n/s) also make it possible to perform active assays of remote-handled waste containers despite their high passive neutron
         background. However, neutron moderation and absorption in matrix materials or self-shielding in lumps of SNM requires the
         use of matrix correction factors to obtain good measurement accuracy.
      

      
      The combined thermal-epithermal neutron (CTEN) interrogation system was developed to provide better matrix penetrability and
         more accurate matrix corrections for waste assays.[22] The CTEN system adds 4He detectors and uses graphite rather than polyethylene chamber walls to detect both thermal and epithermal neutrons. The
         epithermal neutrons can penetrate further into lumps of fissile material, mitigating the effects of self-shielding, and in
         some cases can be used to detect self-shielding and provide a correction. Figure 3A.22 shows the crated waste assay monitor (CWAM), which uses CTEN technology to assay large waste boxes.
      

      22 S. G. Melton, R. J. Estep, C. A. Hollas, G. Arnone, G. S. Brunson, and K. Coop, “Development of Advanced Matrix Correction
         Techniques for Active Interrogation of Waste Drums Using the CTEN Instrument,” Proc. Inst. of Nuclear Materials Management,
         Phoenix, AZ, July 20–24, 1997, Los Alamos National Laboratory report LA-UR-97-399.
      

      
      Figure 3A.22. The crated waste assay monitor (CWAM) installed at the Y-12 Plant, Oak Ridge, TN.

      
      [image: ]

      
      DDT and CTEN technology is also directly applicable to the detection of potential smuggled SNM hidden in waste containers.
         A new, highly sensitive solution to this problem is the Active Interrogation Package Monitor (AIPM).[23] The system is capable of interrogating small packages (∼1 m3) for shielded SNM using both epithermal or delayed neutrons. Based on laboratory tests, the AIPM has a low detection threshold
         for shielded SNM or, if there is a significant amount of shielding, for detecting the presence of the shielding. The AIPM
         is being installed at the Y-12 Plant in Oak Ridge, Tennessee, to monitor equipment and supplies leaving a secure nuclear material
         balance area.
      

      23 B. D. Rooney, et.al., “Active Interrogation Package Monitor,” IEEE Nuclear Science Symposium, 2, 1027, (1998)
      

      
      Calorimetry

      Plutonium and, to a lesser degree, uranium emit heat from α-particle absorption in the sample. The range of a 5-MeV α particle in condensed matter is less than 10 μm, so the energy from α decay is dissipated in the sample and degraded into heat. Plutonium produces 2–12 W/kg of heat, depending on the isotopic
         composition. The specific power of the plutonium nuclides is shown in Table 3A.4.
      

      
      Table 3A.4. Specific powers of plutonium nuclides and 241Am.
      

      	Isotope
               	mW/g
            
	238Pu
               	567.0
            
	239Pu
               	1.9
            
	240Pu
               	7.1
            
	241Pu
               	3.4
            
	242Pu
               	0.1
            
	241Am
               	114.0
            
	237Np
               	0.022
            

For low burnup plutonium, the principal heat source is 239Pu, but for high burnup the major contributions come from 238Pu and 241Am. Radiometric calorimeters measure the heat output of nuclear materials, usually plutonium. The new generation of calorimeters is also able to measure kilogram quantities
         of uranium or neptunium.
      

      
      Calorimetry was developed many years before atomic and nuclear radiations were known. The calorimetry of nuclear materials
         began to develop in the middle of the 20th century. Figure 3A.23 shows the range of specific power from nuclear material and its relation to the power of a human body at rest.
      

      
      Figure 3A.23. The range of thermal power for various nuclear materials and its relation to that of the human body at rest.
         TRU refers to the burial limit for transuranic waste.
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      Calorimetry is the most accurate and precise nondestructive plutonium measurement technique because the heat measurement is
         not subject to the matrix problems that affect γ-ray and neutron measurements. Within the U.S. DOE complex, calorimeters are the basis for accountability measurements of
         most pure and impure Pu metal, oxide, scrap, and residues because of their high accuracy. They are also used to measure 238Pu (e.g., thermo-electric generators for satellites), 210Po, and tritium. The calorimeter's measurement of the item's heat output must be combined with an isotopic analysis, either
         γ ray or mass spectrometric, to obtain the plutonium mass. Calorimetry is a time-consuming measurement, typically four to eight
         hours or longer, because of the time required for the measured item and the calorimeter to reach thermal equilibrium. Calibration
         is usually based on traceable nuclear material standards, although some facilities use electrical current and resistance standards.
         A calorimetry laboratory may also have secondary heat standards made from 238Pu. Calorimeters are rarely portable, so are not often used by international inspection agencies.[24]

      24 D. S. Bracken, R. S. Biddle, L. A. Carrillo, P. A. Hypes, C. R. Rudy, C. M. Schneider, and M. K. Smith, “Application Guide
         to Safeguards Calorimetry,” Los Alamos National Laboratory manual LA-13867-M (January 2002).
      

      
      All calorimeters have four common elements: 1) a sample chamber, 2) a well-defined thermal resistance, 3) a temperature sensor,
         and 4) a constant temperature environment. The interrelationship of these four components and their hardware determines the type of calori-meter. The most appropriate design
         for radioactive material is an isothermal, jacketed, heat-flow calorimeter. A heat-flow calorimeter has a sample chamber insulated
         from a constant temperature environment by a thermal resistance and a means to measure the temperature difference across the
         thermal gradient produced by the thermal resistance, and thus the heat generated in the sample chamber. When an item is placed
         in the calorimeter, the temperature gradient changes with time until equilibrium is achieved. The magnitude of the temperature
         shift determines the thermal power of the item. The curve describing the approach of the temperature difference to equilibrium
         is a function of several exponentials with different time constants. The time constants are related to the specific heats
         and thermal conductivities of the matrix material, packaging, and, in some instances, the calorimeter. The type and placement
         of the temperature sensors, the heat-flow path, and the type of heat sink define the various kinds of calorimeters used for
         measuring radionuclides. The simplicity of a calorimeter measurement would allow a user to manually collect and analyze data
         from a digital multimeter. In practice, it is better to have a data acquisition system display results and measurement diagnostics.
         Figure 3A.24 shows a twin-bridge, heat-flow calorimeter with its basic parts labeled. This entire instrument is immersed in a precisely
         controlled, constant-temperature water bath.
      

      
      Figure 3A.24. Schematic of a twin-bridge, heat-flow calorimeter. The entire calorimeter is immersed in a constant-temperature
         water bath.
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      About 50 heat-flow calorimeters, currently in use in the DOE complex, are based on nickel-wire temperature sensors connected
         to a Wheatstone bridge. A precision water bath is used to provide a constant temperature heatsink. The measurement chamber
         has a can that holds the measured item and provides good thermal contact with the chamber wall while preventing any contamination
         of the inside of the calorimeter. Both the measurement and reference chambers are wound with Manganin wire to provide the
         internal heater. Two lengths of nickel wire are wound concentrically about the heater windings and serve as two arms of the
         Wheatstone bridge; the same is done to the reference chamber. The thermal resistance between the sample sensor windings and
         the water bath is identical to that of the reference sensor and the water bath. The sensitivity of the calorimeter is directly
         proportional to the thermal resistance of the thermal gap. The insulating material at the top and bottom of the measurement
         cell is used to force all of the heat radially through the sensing element. The reference bath is controlled to better than
         ±0.001°C, which is critical to high-precision, low-power measurements. Twin-bridge calorimeters usually use large (550–1000 L) water baths. Figure 3A.25 shows a typical twin-bridge, heat-flow calorimeter. In recent years some U.S. and international facilities have also installed
         air-bath calorimeters, which provide a faster approach to equilibrium but at somewhat reduced measurement precision.
      

      
      Figure 3A.25. A twin-bridge, heat-flow calorimeter. The large block is the water bath. The calorimeter can and the insulating
         plug rest on top of the water bath.
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      Solid-state calorimeters, developed relatively recently, use thermopiles as heat-flow sensors. A thermopile has numerous thermocouple
         pairs connected in series. Thermocouples are formed by joining the ends of two dissimilar conductors. A temperature difference
         between two thermocouple junctions produces a voltage that is proportional to the temperature difference. Figure 3A.26 shows a small-sample, solid-state calorimeter that uses thermopile heat-flow sensors. It was fabricated from commercially
         available components and makes high-precision measurements of small samples that are comparable to those of much larger calorimeters.
         With a source power of ∼10 mW, equivalent to ∼4 g of low-burnup plutonium, the relative standard deviation of six measurements
         using the solid-state calorimeter system is 0.11%. The extremely low noise of the heat-flow sensor has a standard deviation of 0.1 to 0.2 μV, allowing for high-precision measurements of items with powers in the sub-milliwatt range. The sensor response to heat is
         linear. The advantages of thermopile heat-flow sensors compared to Wheatstone bridge sensors include lower cost, wide commercial
         availability, scalability to any size or shape, insensitivity to mechanical strains, intrinsically low noise, stable baseline
         (zero power output), increased portability, increased robustness, and no sensor self-heating.
      

      
      Figure 3A.26. Picture of a high-precision, solid-state calorimeter in a water bath. The laptop is used for data acquisition.
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      Figure 3A.27 shows another solid-state calorimeter (large-volume calorimeter, or LVC) that is designed to measure 208-L drums. Measurement
         times are in the range of 12–24 hours because of the time required for the drum to come to equilibrium. The LVC can fill an
         important gap by providing a measurement capability for drums that cannot be assayed correctly by γ-ray or neutron techniques. The LVC can also be used to provide secondary working standards for those techniques. The drums
         are placed on a circular insulating plug of extruded polystyrene to prevent heat leakage out the bottom of the calorimeter.
         The LVC uses two conductive temperature zones heated by silicone rubber-encapsulated wire surface heaters to provide a constant
         reference temperature to the cold side of the thermopile heat-flow sensors. Temperature control is achieved via servo-controlled
         feedback loops for each heater. The LVC does not use any water or other neutron moderating or reflecting materials for temperature
         control. This provides a smaller footprint for facility installation, at the expense of somewhat lower measurement precision.
      

      
      Figure 3A.27. Photograph of the LVC with the calorimeter in the up position to enable loading the 208-L drum.
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      Calorimetry Precision and Bias

      The DOE Calorimetry Exchange (CALEX) Program distributed identical PuO2 items containing 400 g of plutonium with 5.86% 240Pu by weight to all DOE plutonium facilities. The program tabulates the results from several of these facilities yearly. Calorimeter
         biases for 23 calorimeters at five DOE facilities are presented in Figure 3A.28. The dashed vertical lines separate the data submitted by each laboratory. These data were collected over a 15-month period
         starting in October 1993. All measurements have a bias of less than ±0.8%. The average bias is 1.0004 with a standard deviation
         of the average of ±0.0002. The error expected on a single measurement would be 0.3% one relative standard deviation (RSD)
         for power measurements, and 0.5% to 1% (RSD) for combined power/γ ray isotopics measurements of total Pu mass.
      

      
      Figure 3A.28. Calorimeter measurements of CALEX standards taken over a 15-month period by five DOE laboratories using 23 different
         calorimeters.
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      Handheld Gamma-Ray Instruments

      With the recent, increased concern over illegal trafficking of radioactive and nuclear materials, radiation dispersal devices,
         and nuclear terrorism, there has come an increased demand for portable, handheld γ-ray spectrometers for use at border crossings, airports, and seaports to identify and interdict such dangerous materials.
         Gamma-ray spectrometers are preferred because they are able to identify radionuclides of concern. Neutron counters may also
         be very useful because of the low neutron rate in the natural background and because they are harder to fool. The very presence
         of a strong neutron signal may indicate the presence of plutonium. Six years ago there were few portable γ-ray spectrometers, other than health physics dosimeters. Now that a demand exists, there are at least 10 different commercial
         instruments that use NaI, CdZnTe, and even Ge detectors. Many contain software that can analyze the measured spectra and identify
         the radioactive nuclides present; this is necessary because the users are largely unfamiliar with γ-ray spectroscopy and spectra. These identification programs are not foolproof, but some are surprisingly effective.
      

      
      FieldSPEC (ICx Radiation, Formerly Manufactured by Target Systemelectronic gmbh)

      The FieldSPEC was developed under the German support program to the IAEA for nuclear safeguards and security purposes. It
         uses a NaI detector and a small Geiger-Mueller counter that provides the dosimeter response at high dose rates. The NaI detector
         has a very small 137Cs source that provides a γ-ray peak at 661.6 keV for gain stabilization; this means that the instrument has one fixed energy calibration. The FieldSPEC,
         shown in Figure 3A.29, is relatively simple to operate, having only three menu-driven push buttons. Its many operating functions include Dosimeter,
         Source Search, Nuclide Identification, U/Pu Attribute Test, Fuel Assembly/Rod Length Measurement, 235U Enrichment Assay, and full Multichannel Analyzer (1024 channels) capability. The FieldSPEC is a very rugged instrument and
         weighs only 900g, including four AA rechargeable batteries. The nuclide library contains spectra from almost 80 different
         nuclides. The FieldSPEC is used extensively by the IAEA (HM-5 is the IAEA name) and various national border control and customs
         personnel. The FieldSPEC is also available with a CdZnTe detector that provides better energy resolution, albeit with much
         lower efficiency and sensitivity. The FieldSPEC is also sold under the name identiFINDER.

      
      Figure 3A.29. The FieldSPEC is a handheld NaI γ-ray spectrometer with digital signal processing, gain stabilization, 8+ hour battery life, and full multichannel analyzer
         (MCA) capability.
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      Canberra InSpector 1000

      The InSpector 1000 is similar to the FieldSPEC; it uses a NaI detector with a Geiger-Mueller tube, uses an external 137Cs source for energy calibration, is a full multichannel analyzer (4096 channels), and has some of the same operating functions:
         Source Finder, Nuclide Identifier, and Spectrometer. Figure 3A.30 shows the InSpector 1000 being used to measure a 208-L drum. The instrument with detector and batteries weighs 1800g. When
         fully charged, the batteries will run the InSpector 1000 for about 12 hours. The instrument can be operated by a relatively
         inexperienced person, yet it provides complete spectroscopy functions for a more experienced operator. The instrument has
         applications in homeland security, customs and border control, health physics, treaty and nonproliferation compliance, monitoring
         nuclear transportation, and environmental screening.
      

      
      Figure 3A.30. The Canberra InSpector 1000 measuring a 208-L drum. The NaI detector fits in the right side of the electronics
         package.
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      ORTEC Detective

      The Detective has a Ge detector with a Stirling-cycle cooler and takes full advantage of the vastly better resolution of germanium.
         Unfortunately, the Detective weighs almost 12 kg. However, the improved resolution makes the Detective much better able to
         identify the nuclides present. It also provides an enhanced ability to identify mixtures of nuclides, identify nuclides in the presence
         of high background radiations, and identify nuclides through thick absorbers. Figure 3A.31 shows the Detective in its docking station where it is placed when not in use to charge its batteries.
      

      
      Figure 3A.31. The ORTEC Detective is shown mounted on a docking station used for charging, calibration, and cool-down. A small
         137Cs source is mounted inside the docking station.
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      Another advantage of the Ge detector is its inherent stability. A small 137Cs source is mounted in the docking station to enable the user to occasionally verify the energy calibration. The Detective
         also has a dosimeter and source search routine like the previous two instruments. Less than 12 hours are required to cool
         the detector, and the Detective can operate for about three hours on a single charge. The Detective can distinguish between
         natural uranium, LEU, and HEU. It can also distinguish between reactor-grade and weapons-grade plutonium.
      

      
      LANL GN5 (Prototype, Portable Ge-Based Spectroscopy System)

      Figure 3A.32 shows a prototype Ge-based spectrometer that uses a cylindrical Ge crystal surrounded by an active annular shield of bismuth
         germanate (BGO) scintillator. The GN5 also includes a small 3He neutron detector. The packaging for this electrically cooled detector is compact, and its battery life exceeds 10 hours.
         Pulses from the Ge detector are processed in anticoincidence with pulses from the BGO to produce spectra with a suppressed
         Compton continuum, increasing the sensitivity at low energies. The weight of the new prototype is about 8.6 kg. Target applications
         include highly portable, low-background, wide-energy-range, γ-ray isotopics for low- to high-burnup plutonium and low- to high-enriched uranium.
      

      
      Figure 3A.32. The LANL GN-5 prototype instrument is a self-contained compact high-resolution γ-ray spectroscopy system. It incorporates an electrically cooled Ge detector and a BGO anti-Compton annulus for high sensitivity
         in portable applications.
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      General Comments on Nuclide Identifiers

      Recent experience shows that ∼90% of the false alarms at airports are caused by medical isotopes, e.g., 99 mTc, 67Ga, 131I, etc., in the bodies of travelers. For cargo containers and trucks, the major problem is natural isotopes, e.g., 40K, 232Th, potassium nitrate fertilizers, granite or marble, lantern mantles, and camera lenses. A study of seven nuclide identifiers
         that used NaI, CsI, and CdZnTe showed that, lumped together, the number of correct identifications, the number of false positives,
         and the number of false negatives were approximately equal.[25]

      25 J. M. Blackadar, S. E. Garner, J. A. Bounds, W. H. Casson, and D. J. Mercer, “Evaluation of Commercial Detectors,” Proc.
         Inst. of Nuclear Materials Management, Phoenix, AZ, July 13–17, 2003, Los Alamos National Laboratory report LA-UR-03-4020.
      

      
      The expectation is that most users of nuclide identifiers will be personnel such as customs agents, border patrol, and airport
         police who are relatively untrained in γ-ray spectroscopy. Therefore, the instruments must be easy to operate and must have robust nuclide identification software
         that can reliably distinguish between, for example, medical isotopes and nuclear materials. The Ge-based instruments have
         a significant advantage over NaI and CdZnTe because of their far superior resolution. Present Ge instruments are heavy and
         on the borderline of truly portable instruments. Considerable development is underway now to improve the algorithms used to
         analyze the low-resolution spectra. An alternative approach is to use the low-resolution identifiers for screening and have
         a Ge spectrometer available to confirm or verify the results of the first measurement.
      

      
      Summary

      Measurements provide the input data to the nuclear material control and accounting system. Destructive assay usually provides
         the most accurate measurement, but there are many materials and situations where DA is not possible or reliable. Nondestructive
         assay techniques and instruments have been developed over the past 40 years to deal with these materials. Analytical chemistry
         techniques can determine elemental concentration in very pure samples to an accuracy of 0.05 to 0.20%. Mass spectrometry can
         determine isotopic composition to an accuracy of 0.02 to 0.05%. NDA determines nuclide mass or concentration; x-ray measurements
         can determine elemental concentration. The NDA techniques covered in this section include γ-ray spectrometry, neutron counting, and calorimetry.
      

      
      Most of the NDA instruments covered herein are used regularly by the International Atomic Energy Agency. The IAEA designates
         each instrument with a four-letter acronym and has almost 100 designations in its list of equipment. The Agency also designates
         software and containment and surveillance equipment with four-letter acronyms. Reference 2 provides a good, elementary discussion
         of the role of the IAEA in nuclear nonproliferation and the techniques and instruments, DA and NDA, used by Agency safeguards
         inspectors.[2]Table 3A.5 provides a list of the principal NDA instruments used by the IAEA.
      

      
      Table 3A.5. NDA instruments used by IAEA inspectors.

      	γ
               	HM-5
               	Handheld Monitor System Version 5
               	Active fuel length, complementary access inspections
            
	γ
               	MMCA
               	MiniMultichannel Analyzer
               	General γ-ray spectroscopy, NaI, CZT, Ge
            
	γ
               	MMCN
               	MMCA + NaI
               	Uranium enrichment assay
            
	γ
               	MMCC
               	MMCA + CZT
               	Uranium enrichment assay
            
	γ
               	MMCG
               	MMCA + Ge
               	Uranium and plutonium isotopic composition
            
	γ
               	IMCA
               	InSpector Multichannel Analyzer
               	General γ-ray spectroscopy, NaI, CZT, Ge
            
	γ
               	IMCN
               	IMCA + NaI
               	Uranium enrichment assay
            
	γ
               	IMCC
               	IMCA + CZT
               	Uranium enrichment assay
            
	γ
               	IMCG
               	IMCA + Ge
               	Uranium and plutonium isotopic composition
            
	γ
               	SFAT
               	Spent Fuel Attribute Tester
               	CZT, detect 137Cs from spent fuel underwater
            
	γ
               	KEDG
               	K-Edge Densitometer
               	Plutonium elemental concentration in solutions
            
	γ
               	ICVD
               	Improved Cerenkov Viewing Device
               	Image intensifier, measure Cerenkov light from spent fuel in cooling pond
            
	γ
               	CBVB
               	CANDU Bundle Verifier Baskets
               	Collimated CdTe measures 137Cs or 95Nb for spent CANDU fuel bundles in baskets
            
	γ
               	CBVS
               	CANDU Bundle Verifier Stacks
               	Collimated CdTe measures 137Cs or 95Nb for spent CANDU fuel bundles in stacks
            
	n
               	HLNC
               	High-level neutron coincidence counter
               	NNC for Pu <5 kg in produce cans
            
	n
               	INVS
               	Inventory sample coincidence counter
               	NNC for Pu in <50 dram vials
            
	n
               	AWCC
               	Active well coincidence counter
               	Active NNC for HEU <10 kg in produce cans and research reactor (MTR) fuel assemblies
            
	n
               	UNCL
               	Uranium neutron collar
               	Active NNC for LWR fuel assemblies
            
	n
               	BCNC
               	Birdcage neutron counter
               	NNC for Pu in fast critical assembly plates FCA
            
	n
               	GBAS
               	Glovebox assay system
               	NNC for Pu & MOX in gloveboxes in TRP & RRP
            
	n
               	PCAS
               	Pu canister assay system
               	NNC for Pu <18 kg as input to PFPF & JMOX
            
	n
               	PSMC
               	Pu scrap multiplicity counter
               	NMC for impure Pu in various facilities
            
	n
               	UFBC
               	Universal fast breeder counter
               	NNC for MOX fuel assemblies in U.S. and Japan
            
	n
               	UWCC
               	Underwater coincidence counter
               	NNC to verify Pu in fresh MOX fuel assemblies underwater
            
	n
               	WCAS
               	Waste crate assay system
               	 
            

Heavy instruments, such as the HLNC, AWCC, and PSMC, are usually located at important facilities where they are used and rarely
         shipped to other sites. They are stored under seal or in a sealed room dedicated to IAEA use. Light instruments, such as the
         HM-5 and the MMCA and IMCA series, are often carried by inspectors from Vienna to the facilities under inspection. With the exception
         of the most sensitive facilities, nuclear material measurements are only performed during the annual Physical Inventory Verification
         (PIV).
      

      
      Most of the measurement techniques and instruments described in this section are designed with the premise of an “honest”
         operator in mind. An operator who is trying to divert nuclear material and who is intelligent and knowledgeable about the
         assay techniques may be able to fool the measurement equipment of the IAEA. For example, consider a produce can (diameter
         ∼15cm and height ∼20 cm) declared to have 6.15 kg of UO2 enriched to 2.3%. Now let the diversion-minded operator fabricate a can with two regions, an inner region that is 10-cm diameter
         and an outer annulus of 2.5-cm thickness. The operator fills the outer region with 2.3% UO2 and the inner region with 93% UO2. Any of the IAEA's γ-ray determinations of uranium enrichment will verify the declared enrichment of 2.3%. 235U γ rays from the center region are shielded by the 2.3% material and are not visible to the γ-ray detector. Assuming a density of 2.0 g/cm,3 the inner region would contain ∼3.14 kg of weapons-grade uranium that was invisible to the IAEA inspector's instrument. However,
         if the inspector had access to an AWCC and measured the can in it, he would easily detect the subterfuge. Gamma-ray and neutron
         assay techniques are complementary, and though one can be fooled in some circumstances, it is difficult to be fooled in combination.
         This practice is often called spoofing and will be covered in more detail elsewhere in this book.
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