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The means of defence against foreign danger historically have become the instruments of tyranny at home.

James Madison, Speech to the Constitutional Convention

. . . how necessary it is at all times to watch against the attempted encroachment of power, and to prevent its running to excess.

 Tom Paine, The Rights of Man

The fact is we are willing enough to praise freedom when she is safely tucked away in the past and cannot be a nuisance. In the present, amidst dangers whose outcome we cannot foresee, we get nervous about her, and admit censorship. Yet the past was once the present, the seventeenth century was once ‘now’, with an unknown future, and Milton, who lived in his ‘now’ as we do in ours, was willing to take risks. 

E. M. Forster, ‘The Tercentenary of the Areopagitica’ (1944)
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Preface 

This is a book about the war over civil liberties being waged in Western democracies. Because of the real and perceived threats posed by terrorism, many Western governments have been changing laws and introducing new laws that reduce civil liberties and citizens’ rights, in the hope of making their populations safer. This book is a reaction to this important development. More, it is a response to the fact that reducing civil liberties in the hope of increasing security is a mistake of crisis proportions, with ‘crisis’ being the right word: for it is not only terrorism by itself, but its conjunction with our responses to it, which threatens the real political catastrophe of the age. Whereas it is obvious what threat terrorism represents, the self-harm of inappropriate responses to terrorism is less obvious, more insidious, and in the long term greatly more damaging. 

Liberty, equality, justice, free speech, tolerance, privacy, identity and hope are the themes of this book, and so also is the question of the nature of the enemies of these things, and the dangers this tense age poses to them both from within and without. 

Part I explains and defends the ideas that lie at the heart of liberties and rights. Part II engages with writers who have contributed, positively or negatively, to debate about these and allied matters. The urgency of this debate grows as the months pass; if we survive climate change and economic disasters, it should not be to find ourselves living in illiberal and closed societies, having created them because we frightened ourselves into doing what the enemies of liberal societies try to do with their suicide bombs and hijacked planes. 
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Foreword 

The pressures being exerted on civil liberties in Western countries come from two directions. The main one, sketched in the Preface above, is the mistaken belief that the right way to defend society against terrorism and crime is to dismantle some aspects of civil liberties. Civil liberties exist to protect individuals against the arbitrary use of state power, and authorities in all countries and times have found themselves inconvenienced by civil liberties, one main reason being that they make the task of monitoring, arresting and prosecuting bad people more difficult. But there is a good reason why civil liberties make the work of the authorities more difficult in these respects: namely, to protect the great majority of people who are not bad. Think of a typical police state – say, former communist East Germany – where there was no regime of civil liberties to stop men in long leather coats knocking on doors at 2 a.m., and the disappearance without trace of the individuals thus woken. The full implications of this example are too obvious to need spelling out. What it shows is that the inconvenience of the authorities equals the freedom of the people, and is a price richly worth paying for all that matters to individual lives and aspirations. 

The pressure on civil liberties currently being felt in Western societies comes from within; it is self-inflicted. But it is self-inflicted in response to another pressure, an external pressure. This external pressure is terrorism; and not just terrorism as such, but something of which terrorism is only the vanguard – namely, the intensification of opposition to liberal social values that various forms of radical conservatism always exert. In recent years this has been happening with greater insistence and sometimes, as in the case of more extreme forms of Islamist hostility towards contemporary Western society, with violence. 

The ambition to return Western liberal societies to a less liberal and more controlled way of life, chiefly by means of a revival of religious observance, is a familiar one, and waxes and wanes with the pulse of moral fashion. Militant and sometimes violent fundamentalism is the sharp end of this, both in itself and in its effect of inflaming more modest opinion into greater activism. 

Some of the most militant religious fundamentalists, knowing that they cannot realistically hope to overthrow liberal and democratic societies, nevertheless desire to punish them, and do so by acts of mass murder, the worst to date being 9/11 in the United States, the London Underground bombings, the Madrid train bombings, and the attacks in Mumbai. This, obviously, is unacceptable, but so too is the background atmosphere of more general reaction which it both promotes and feeds upon. It is not enough to combat terrorism, therefore. It is also necessary to defend the liberal dispensation that fundamentalism, reaction, and their militant expressions, by their nature oppose. 

Of course terrorism is a serious threat, and has to be countered. But the first direction from which pressure on civil liberties comes is even more worrying, because the actors here are the governments and security apparatuses of the liberal democracies themselves. Threats from fundamentalists and their like, even violent ones, can be opposed in a straightforward manner. But when societies begin to self-harm, much more is at stake. Western governments have undertaken military adventures abroad in the name of improving security at home, and this carries a variety of risks to the health of the home polities, to say nothing of the harm, collateral and otherwise, to the areas of the world where that action is taken. But acting to reduce liberties in our own societies in the belief that this is the right way to respond to threats of terrorism, is a mistake of a different order. It is compounded by the fact that almost all Western governments are taking advantage of the misnamed ‘War on Terror’ to increase surveillance and control of society generally, so that – they say – they can prevent crime and catch criminals and illegal immigrants as well as terrorists, and so that they can police and monitor society more effectively. 

This over-inclusive, ill-defined, broad-brush justification indicates that their aims, and the reasons for them, are ad hoc and not clearly thought out. And they can thereby undo in a single ill-considered act of legislation what centuries of hard endeavour won in the way of individual rights. 

In taking this tack Western governments are in part aided, in part persuaded and encouraged, by the fact that technology is making it possible for them to do these things in a way hitherto inconceivable. Or rather: in a way that has been inconceivable since religious belief in a sleepless and watchful deity has ceased to be widespread; for remember that churches once persuaded their adherents that such a being maintained an unblinking surveillance of everyone all the time – which is what our contemporary Western governments seem to be trying now to imitate, even as these words are written, by means of ubiquitous CCTV cameras and the monitoring of mobile phone, email and internet traffic, bank account transactions and other privacy-invading and liberty-restricting initiatives. 

Nothing so far said implies dismissing or even underestimating the problems posed by terrorism – and also by crime and illegal immigration. We can grant that terrorism and crime are serious threats, yet argue that the destruction of civil liberties is not the way to combat them. On the contrary: part of the right way to combat threats to the liberal order is to reassert and defend its values. Terrorists – as their very name suggests – seek to frighten their victims into self-repression, thus making their victims do their work for them, achieving what the terrorists’ brand of religious or political orthodoxy would achieve if they could impose it. To reduce our own liberties in supposed self-defence is thus to hand the victory to the terrorists at no further cost to them. 

But it is not just the terrorists to whom victory is thus conceded. It pleases conservatives, especially religious conservatives, and it pleases criminals, though for different reasons. The religious conservative sees opportunities in the monitoring and surveillance that restricts personal freedoms; he dislikes too much personal autonomy, and is happy to see the eye of the CCTV camera do the work of a deity’s eye. The criminal sees a huge entrepreneurial prospect in the creation of precious new commodities such as identities, privacy, and centrally collated personal data: identities to be stolen, forged and exploited, privacies to be blackmailed, and centrally kept personal data to be stolen and sold or hacked into. 

Thus the self-inflicted injuries to our civil liberties play into the hands of the terrorist, the radical conservative, and the criminal. Moreover, they do so at enormous cost. This is a very expensive act of destructive folly. The money for all the technologies required for this new and universal system of surveillance and tracking must come eventually – how cruel an irony – from the pockets of the very people thus turned into the equivalent of suspects in their own streets and homes. 

These points relate to practicality, adverse consequences, and cost. But of course the main, the central, the chief point is one of principle: that the freedom of the individual is a precious and hard-won value which these measures corrosively attack. What a tragedy it is that in our modern day, politicians and indeed the public at large are now numb to questions of principle. At the time that the British Parliament was debating the introduction of a universal biometric identity card scheme, I wrote a pamphlet on behalf of the civil liberties organisation, Liberty, for distribution to all Members of Parliament. I received scores of emails from parliamentarians agreeing with the case against identity cards, but saying (in the case of governing party politicians) that they were forced to vote for the government line against their consciences, and that in any case an argument of principle would persuade no one in government, and that the best chance of contesting the identity card scheme was on grounds of cost. 

This kind of response is, alas, a mark of our times. But it does not mean that we should abandon the argument of principle: after all, it was on principle that the great struggle for civil liberties was waged in the first place, and a principle can only be overturned by another and better principle. 

That our own governments are busy destroying civil liberties, and creating large new problems in the process, should dismay all who live in the West. But it is happening with too little awareness, too little discussion, and too little accountability. When the financial markets of the world collapse, discussion of every aspect of what it means and why it happened is endless, and governments spend billions to bail out the banks who caused the problem in the first place with nothing short of feckless greed. Arguably the irresponsibility and cupidity of people in the finance industry has done far more harm than terrorism. But an even greater collapse in the socio-political order of the rights, freedoms and autonomy of individuals is discussed only by a few, and almost always too late: the contrast is stark and telling. 

What follows is a contribution to the cause of protecting our liberties; if it fails, it will be another record of the protest some of us made at their demise. We should not wish future men and women who have to fight all over again for liberty to think that we gave up the courageous work of centuries without a struggle. 





PART I 

DEFENDING LIBERTIES 





Introduction to Part I 

When Rousseau wrote, ‘Man is born free, but everywhere he is in chains,’ he was right; but in the two and a half centuries that have elapsed since he penned those words, a significant minority of the world’s population has achieved a degree of individual and political liberty which he would be inclined to applaud if he knew about it. 

That has been a great achievement, given the facts of history. But a minority is nowhere near enough. And even that minority has a somewhat insecure tenure of its liberties, for which the price it pays – as the saying rightly has it – is ‘eternal vigilance’. Yet are they vigilant, those happy few? Hardly. In what we think of as the Western liberal democracies, which we too complacently believe to be bastions of human rights and civil liberties, that very complacency is in danger of helping to erode the hard-won and long-fought-for rights of man. It is often pointed out that we do not know the worth of what we have until we lose it: that is the danger attached to our lack of concern over the way rights and civil liberties are being diminished in today’s Western world in the claimed interests of ‘security’. 

These debates – about free speech, censorship, civil liberties and human rights, ‘Western values’, democracy – can seem merely abstract to those who live in safe countries during peaceful times. But history teaches the depressing lesson that such places and times are surprisingly rare, and when they exist, they are not guaranteed to last forever. In most places and times, in fact, people have to fight for their liberties. Eternal vigilance is the least of it; there has to be protest and action too. 

I write these words in an advanced and wealthy Western liberal democracy where it should be a given that civil liberties are secure, and where they can be taken for granted so that people can devote their energies to other things: to their work and families, to education, to the refreshments of leisure, to participation in the conversation of society, sure that there are safeguards against undue interference by the state, to being prey to its interventions and prying, its monitoring and control, and any danger of arbitrary and unchallengeable use of its power. This latter, we had once believed, is typically the way of things only in police states and tyrannies. Yet I find, to my great dismay, that I am obliged to argue in defence of civil liberties in my own home country, once vaunted as an exemplar of a free society, and once prepared to accept great sacrifices in wartime to defend liberty against tyranny. 

My home country is the United Kingdom. The claim that it was once a model of a country where private citizens could feel secure in rights and liberties is not an idle one, though as Voltaire remarked, this fact did not owe itself to the constitution of the country, but to the constitution of the people. In the absence of written protections for civil liberties it has been all too easy for governments to change laws or introduce new ones, and to take administrative action without challenge, which amount to fundamental changes in those rights and liberties, most of which had been traditional and implicit rather than secured in law. 

And alas again, almost everything there is to deplore in the steady and gathering erosion of civil liberties currently taking place in Britain can be said too of other European states, and even of the United States of America, to which one might otherwise naturally turn as the home and champion of liberty. One might naturally turn to the United States in this regard especially because it has what the United Kingdom lacks, namely, a written constitution enshrining some of the basic liberties required for a people to be free. If United States government agencies can hold prisoners without trial, torture them, and use the evidence thus gained in prosecutions, eavesdrop on its people without notice or remedy, and much besides that in any other circumstances or places would count as acts of tyranny – and alas yet again, these things happened in the United States during the two consecutive administrations of President George W. Bush – then there is danger indeed to the civil liberties and human rights that Western polities have historically prided themselves on. 

For a number of years I worked with a human rights organisation which undertook lobbying at both the Commission and the Sub-Commission on Human Rights (as they were then called) at the United Nations in Geneva. The group’s principal concern was the People’s Republic of China, a major and persistent violator of the rights of millions in its vast land empire. But concerns about such matters are indivisible, and all human rights lobbyists in Geneva were kept aware by fellow lobbyists, representing many other people and peoples, of the heavy burden of suffering and wrong that oppresses all quarters of our world. But I did not need the experience of working alongside other NGO activists to learn this. I had seen it first hand while growing up in Africa where racism and colonial exploitation abounded, and while living in the Far East, especially in China, where the great majority of ordinary citizens live in effect as forced labourers in thought and deed. Passbooks, identity cards as internal passports for navigating the streets of one’s own home town, absence of freedom of speech and movement, lack of privacy, political impotence, punishment for thinking differently from orthodoxy, arrest without warrant and imprisonment without trial, absence of redress against unjust treatment and police brutality, arbitrary interference with liberty and property, rights absent or diminished because of one’s sex, sexuality, age or skin colour – these I have seen at first hand, and I have had a brush or two with the inexorable power of authority when protesting these matters; brushes which, though in my own case very minor, were chilling enough to drive home the need to be part of the fight for the rights of man, wherever and whenever it needed to be fought. 

That battle has now to be waged in our own home countries, even in the West where the rule of law, a degree of political enfranchisement, and civil liberties, are in large part respected, but which for various reasons – whether bureaucratic in the interests of ‘efficiency’, or with the putatively well-intentioned aim of promoting ‘security’ in an age of terrorism – are nonetheless under threat of being compromised, weakened, and even rescinded by intention or mistake. 

If we cannot protect our liberties in the countries of the West, which are the world’s better political and social dispensations, how are we ever to encourage their spread to those in the majority world who still suffer their lack? Where are citizens of less free countries to turn if in the major Western nations illiberal laws are being passed and new grand schemes of surveillance and control are being put forward by politicians: extensions of periods of detention without trial, surveillance and monitoring by means as various as CCTV cameras throughout public space, identity card schemes, communications intercepts, the creation of new crimes and redefinitions of old crimes – the list is long? 

Part of the problem arises from the fact that governments think they have to be seen to be ‘doing something’ in the face of difficulties such as terrorism and crime, even if they know that some of the measures they take are largely cosmetic. Another part of the problem is born of the fact that if people are paid to be full-time legislators, that is what they must do in order to justify their salaries: they legislate – not a little of the resulting law being unnecessary or even such as to make things worse. 

But the chief reason is that too much government is infected by the bureaucratic belief that another regulation, another prohibition, another gatekeeper provision, another document or questionnaire, another police power, another biometric data device, will solve problems. 

As the chapters to come argue, dismantling civil liberties is not the solution to those problems. Those chapters seek to make the case for the free society, a society that exists for mature, independent adults with a variety of interests and goals, the vast majority of whom possess common sense and basic decency, who recognise and understand the need for shared resources and sensible regulation for the common good, but who do not want to be policed, spied upon or required to live their lives with passport or ID card in hand to move about their own towns and country. 

What I argue for should not be misconstrued as a version of ‘libertarianism’, which is different from ‘liberalism’. By ‘libertarianism’ I understand an outlook that promotes the kind of absence of regulation cherished by right-wing, small-government advocates who want not so much freedom as license to pursue their interests economically and politically without the inconvenience of too many obligations to think about others. I write as a ‘liberal’ in the European sense, that is, someone who places himself on the liberal left in political terms, meaning that I retain a commitment to ideals of social justice – a view with a number of definite public policy implications – my commitment to constitutionally entrenched liberties and rights is very much one that has, at heart, the interests of those on whose heads ‘libertarians’ might trample on their way to getting an outsize slice of the pie. Libertarianism in this sense is close to theoretical anarchism, and is in fact not especially friendly to ideas of rights, because rights are obstructions to the libertarian’s desire that there should be as few restraints as possible on what he chooses to do. An advocate of civil liberties wishes to see everyone given a chance to choose and act, not just those with the advantage of strong wills or great wealth or power. 



One thing needs to be disposed of straight away. It is the claim, aimed at dampening the ardour of defenders of civil liberties, that ‘if you have nothing to hide you have nothing to fear’ from new laws and regulations that give the authorities greater powers at the expense of individual citizens. The answer to this is – oh indeed? nothing to fear from legislation that reduces civil liberties and extends the power of the state to detain, inspect, question, collect personal information, intercept communications, and deploy new and more instruments of surveillance and monitoring such as CCTV cameras and identity cards? The assumption behind the ‘if you have nothing to hide’ claim is that the authorities will always be benign; will always reliably identify and interfere with genuinely bad people only; will never find themselves engaging in ‘mission creep’, with more and more uses to put their new powers and capabilities to; will not redefine crimes, nor redefine various behaviours or views now regarded as acceptable, to extend the range of things for which people can be placed under suspicion – and so considerably on. It is all or some of naive, lazy and irresponsible not to be maximally vigilant regarding civil liberties and human rights, because it is a given that the liberties of individuals are inconvenient for all states and their security services, and in countries where there are few if any restraints (think Soviet Union – or even today’s Russia – and China) it is liberty which quickly and comprehensively suffers. Where an alert populace can use its liberties (such as free speech) to defend its liberties vigorously, the universal tendency of states to increase their policing powers can be resisted: but even in such countries as the US and UK it takes real effort to mount and maintain such resistance. Consequently it is not acceptable to rest content with the ‘if you have nothing to hide’ argument, for it is one of the most seductive self-betrayals of liberty one can imagine. 

And one ought never to forget, either, that it is easier for governments to create laws and instruments that compromise civil liberties than for them to be repealed or moderated subsequently. Examples are legion; in Britain no one should be allowed to forget the debacle of the Official Secrets Act 1911, the infamous ‘Section 2’ of which caused seventy-eight years of mischief by being too vague and wide-ranging: it was passed by Parliament in a single day in response to a temporary panic about German encroachment on British interests in Africa. 

Rights and liberties are indivisible. Among other things this means that if one is serious about them, one is serious about all of them in the various guises in which they are implicated in the world’s business. The chapters that follow reflect the way that questions about rights and liberties arise in different contexts and places. I write about free speech, equality, justice, democracy, identity and privacy – and government encroachments on all of them. I write about assaults on liberty from terrorism and from the ‘War on Terror’ both. And (in Part II, entitled ‘Debates’) I engage directly with several of my contemporaries regarding their views on these and related matters, using my response to them to further explore these ideas. 





1 

Liberty and Terrorism 

Every age has its pressing problems; at the top of the list for ours are climate change, the problem of energy supply, the negative effects of globalisation, the struggle for social justice, and – the question I address here – how we are to preserve our civil liberties while effectively combating terrorism. The conjunction of two things – the consistently high level of terrorist threat recognised by security agencies, and the persistent endeavour by major Western governments to introduce, as a response, ever more civil-liberty­compromising legislation – makes this an urgent question. 

It is important to note some background to this dilemma. Even before terrorism became the prime justification for the draconian liberty-reducing measures under discussion here, Britain had become the most watched country in the world, with closed-circuit television cameras monitoring large areas of public space. When this measure was first rolled out there were no complaints; the cameras were regarded as doing – and more effectively – the job of policemen on the beat, and could be regarded as an enhancement of public safety. 

But the combination of this near-ubiquitous monitoring of general public space with other measures has removed the initial presumption of benignity. 

The 1994 CCTV-enabling legislation promoted by Conservative Home Secretary Michael Howard can be nominated as the moment when a conjunction of new technologies and a new attitude to policing and security began to take a grip. There were two sources of this development. One was a product of party political rivalry; the Conservative Party wished to distance itself further from the Labour Party by showing itself to be tough on crime, which they supposed to be an effective strategy because the traditional left-liberal consensus on home affairs matters had been ‘soft’. However the Labour opposition responded, through its then shadow Home Secretary Tony Blair, by setting out an equally tough stall, to steal the Tory thunder. The who-is-tougher race that followed during the 1990s was one major factor in the second source of the change towards emphasising security over civil liberties: governments of both parties now sought to turn aspects of what had been temporary emergency measures to deal with IRA terrorism into permanent measures, justifying this on the grounds that terrorism had become global and more serious. 

The fact that the emergency powers and special courts set up to deal with IRA terrorism had caused several major miscarriages of justice (one especially remembers the ‘Birmingham Six’ and ‘Guildford Four’ cases) was forgotten, at least by the public, as the new developments in security measures gathered pace. 

But the conjunction of widespread CCTV monitoring with increasingly numerous and invasive further policies, not least the acceleration in introduction of these latter after 9/11, at last began to prompt anxieties across a wide constituency of people concerned about civil liberties. A series of criminal justice and anti-terrorism bills, the identity card scheme, collection and centralised storage by the authorities of citizens’ personal data, and more – the relevant measures are set out in some detail in Appendix 1 below – have at last had the cumulative effect of stirring public alarm, and therefore opposition. 

The change that has taken place in government thinking about civil liberties is a matter for great concern. For example: suggestions were made that microphones could be added to the nation’s CCTV cameras to monitor conversations in the public spaces of British towns. As these words are being written, measures are before Parliament for dragnet collection of electronic communications data – information on the senders and addressees of every telephone call made and email sent by every citizen is to be passed to government and stored. New and extensive powers have already been taken by government for the security services to access citizens’ private health, employment and banking records, and to eavesdrop on the content of communications directly. 

The wholesale invasion of privacy represented by all these measures constitutes a massive change in the relationship between the citizen and the state, and turns the state into a snooper, a Big Brother institution, whose instruments of surveillance and control are premised on the idea that every citizen is a potential suspect, and must be treated as such. 

To the motivations for these developments described above, and apart from the publicly stated ones of increasing security against terrorism and crime and combating illegal immigration, two more can be noted. One is the fact that governing political parties believe that they must be seen by voters to be doing everything possible to combat terrorism and crime, so that they can be re-elected. They see no votes in the statesman-like alternative of reminding the public that civil liberties are precious and that having them involves risks, and that security measures, though important, must not be allowed to compromise the long-fought-for and hard-won liberties that until very recently defined the modern Western world. 

Moreover, full-time salaried legislators will fill their time with passing legislation that supports this aim of ‘being seen to be doing everything possible’ in the face of terrorism and crime: and the result will be laws that reduce civil liberties far more even than they are intended to do. For example: anti-terrorism legislation is now regularly used in Britain for such purposes as arresting demonstrators (two students reading aloud near Parliament the names of British military casualties in Iraq were arrested under this law), ejecting hecklers from party political meetings (a pensioner was removed under this law from a Labour Party conference for heckling the Prime Minister), freezing the assets of foreign banks (as in the case of branches of Icelandic banks during the 2008 credit crisis), and more. ‘Mission creep’ and the doctrine of unintended consequences are making the new security laws a catch-all for control and suppression unimaginable even a decade ago. 

It has to be acknowledged – to repeat this essential point – that a principal driver of the new liberties-reducing measures is technology. The fact that electronic communications are wide open to monitoring and tracking – for just one example of the totality involved here: an individual can be located geographically by his mobile telephone signal, so not only what he is saying but where he is saying it is transparent to observers – has been the major factor in dismantling privacy, now virtually a thing of the past. The gathering, ‘mining’ and examination of data by computer, ‘profiling’ of travellers at airports, random visual and audio monitoring of the populace as it goes about its daily business, is all possible because of the already and growingly sophisticated equipment available to security services, their use licensed by government. 

The biometric data identity card scheme is the classic example of how the new surveillance-state dispensation is being driven by technology – and by the commercial interests behind technology. The biometric data companies, seeing billions of pounds worth of revenue in the offing, have persuaded the British government that they can provide a universal identity card scheme in which fingerprints, DNA, and all personal details from address and employment data to health and bank information, can be instantly accessed by chip and reader device. The chip can be the size of a full-stop in this text (see the websites of the biometric data companies for this claim: all this information is in the pubic domain), and therefore if plastic cards are regarded as too insecure – easily lost, stolen or damaged, and forged well enough to fool some people some of the time – the full-stop-sized dot can be implanted under the skin of a wrist or in an ear lobe. I discuss this more fully later. 

In the face of all this, what are we to say about the other great fact: the threat of terrorism? It can be granted that a small measure of scepticism is justified as to whether invocation of the terrorist threat is not sometimes a convenience for governments wishing to assert greater watchfulness over the public at large; as US Supreme Court Justice Thurgood Marshall once remarked, ‘History teaches us that grave threats to liberty often come in times of urgency, when constitutional rights seem too extravagant to endure,’ a sentiment he might have inferred from James Madison’s telling remark, that ‘The loss of liberty at home is to be charged to the provisions against danger, real or imagined, from abroad.’ But it is prudent to acknowledge that there are mad and bad people out there, zealots, twisted idealists and fanatics, whose idea of activism is to murder as many of the hated Other as they can. We know this because we have seen it actually and horribly done. It is therefore possible that there are some contemptible people planning, as these words are written, to set off a ‘dirty bomb’ in the heart of a great city somewhere, planning and hoping to kill tens or hundreds of thousands, and to inflict a terrible wound on the surrounding society. What is one to do in the face of this kind of possibility, which is undoubtedly real? 

Here is one answer. In a time of genuinely serious threat it is justified to place temporary and careful limits on certain civil liberties, if a good case can be made for doing so. But the stress lies on all the words involved: ‘genuine’, ‘temporary’, ‘careful’ and ‘if a good case can be made for doing so’. 

Assume that the threat is indeed serious. Then it would be justified for a government to institute a temporary and limited regime of emergency powers, temporary in the strict sense that they lapse after a specified number of months, and are renewable for a further period of months on advice provided, after examination of the need for their continuance, by more than one group of independent scrutineers – say, a panel of judges, and a select committee of legislators. The proposal to renew the powers should then be debated on the legislature floor, and voted upon. Renewal might occur every so often for a period of time; some powers might be found unnecessary and allowed to lapse after a while, and others adapted, on the same lapsing and renewable basis, as the nature of the threat evolves. Eventually the threat will dissipate, and the powers can then die a grateful and automatic death. 

But they should never be made permanent, and never be allowed to stand without review for more than a specified number of months, or at most a year, at a time. 

With the safeguard of periodic renewability on these terms, such aids to security as monitoring of financial transactions, use of intercept evidence in court, and longer periods of remand, can be temporarily justified given the threat posed by bad people with access to increasingly sophisticated means to carry out an intention of committing mass murder. 

What is unacceptable is permanent reduction of civil liberties, as currently envisaged, and indeed enacted, by a number of Western governments (see Appendix 1). The premise that underlies such moves is the false proposition that security matters above all else. It matters all right: but not above liberty and justice. Those who care about the latter are unlikely to be persuaded that liberty and justice have had their day and that we must now take ourselves permanently hostage, thus in any case doing what terrorists are themselves bent on doing by breaking our society and remaking it closer to their hearts’ desires. 

If Western governments wish to forge consensus on the question of how to enhance security while protecting civil liberties, something along the lines of the above suggestion is surely right. What possible reason, in any case, could there be for making permanent reductions to civil liberties? The head of Britain’s MI5 says that the terrorist threat might last a generation; a generation is a blink of an eye in historical terms. What purpose does a government think will be served by permanent limitations on liberties once the threat has passed? – unless the purpose in question is the convenience of governments even in unthreatening times: for governments are ever alert for ways to make managing – and policing – society easier in the face of pesky citizens who will insist on having minds of their own. 

This last thought is among those that should always be present in contemplating what governments do on the civil liberty front, as a salutary reminder that today’s benign and well-intentioned administrations are not going to last forever, and circumstances might give future administrations reason to make very different uses of the instruments of supervision and control that have been placed in their hands. This has already happened; anti-terrorism laws were no sooner passed in Britain than they were used for quite different and inappropriate purposes as the examples already cited show. That the laws in question could so readily be applied well beyond the scope of their original intended aim, and that they were even used to arrest a Member of Parliament (the conservative MP Damian Green) and search his office shows that they are suspect in their very nature, and inimical to the fabric of civil liberties. All the cases are matters of public record, and are perfect examples of the way that ‘mission creep’ affects all legislation, making bad legislation a particular nuisance and eventually a threat. 
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Compromising Liberty 

The first casualty of government actions that reduce liberties is personal freedom. No government would openly claim that it was their intention to do this, except in strictly limited ways, but that is the effect of what they do ‘in strictly limited ways’, partly because there is never anything limited about a diminution of liberty – once a liberty has been eroded, it is less than it was: there is nothing limited about that – and partly because the ‘doctrine of unintended effects’ always applies, so that limitations follow in other directions too. A classic example is the plan to introduce biometric data identity cards for every citizen, linked to a central computer, accessible by government and security agencies on demand. Let us surmise that one of the putative aims of such a device of monitoring and tracking the population is to expose illegal immigrants, who would be supposed not to have access to criminally supplied identity cards that look good enough and work well enough for enough purposes to escape the vigilance of the law. When the countries from which immigrants come have grown richer and more peaceful and immigrants go home – when, perhaps, we are exporting our own emigrants illegally to them – the identity cards will remain. To what end? To the policing, monitoring and surveillance of the country’s legal citizens. Only then, perhaps, will it become obvious to the country’s legal citizens that their status has changed from that of private citizen to potential suspect under perpetual scrutiny. If this last remark seems exaggerated, consider: each citizen will have been given the status of a motor vehicle, which carries a unique individuating number so that it can be tracked, identified and located at will by the authorities when they require to do so. This is precisely the effect of giving each citizen a bar code which instantly tells an agent of the authorities that individual’s name, address, age, and, if required, a great deal of other information centrally collated from health, employment, financial and other records on a ‘National Identity Register’. What this means for the privacy and autonomy of the individual, and the nature of the individual’s relationship to the state, is surely clear. 

An identity card scheme is one of the desires of the British government as these words are written. It was first formulated during the tenure of one of the most illiberal Home Secretaries Britain has seen, Mr David Blunkett, though it has since met so many practical and financial obstacles that its introduction has been delayed. But it is an example of what happens – so a sceptic will say – when governments remain in power too long: they exhibit an inevitable pattern, which is to run out of good ideas, and to fill the resulting void with not­so-good ideas. They also find themselves given to tokenism, seeking to be seen to be ‘doing something’ by passing laws in response to events, laws that too often are ill-defined and at risk therefore of being unworkable or counter-productive. This dismal eventuality has been coming to pass in major Western countries since the terrorist atrocities committed in the United States on 11 September 2001, and one of the chief features of the process is the accumulating legislation that encroaches on the personal liberty of individuals. 

Of course, not everything that governments do in respect of legislation that circumscribes the liberties of some is bad. Arguably, what many critics think is a classic example of government meddling in private life, namely the ban on smoking in public spaces, adopted in several parts of Europe and the United States, is precisely not such an example. The ban was introduced for well-grounded health reasons, and far from outlawing smoking itself (which would indeed be a violation of personal freedom) it protects the increasing numbers of non-smokers from inhaling second-hand cigarette smoke, which after all consists of alveoli-damaging particulates to which the moist contents, including microbes and viruses, of other peoples’ exhaled breath adhere. 

The areas where legislation wrongly encroaches on personal freedom are thought, speech and privacy. Examples in Britain of efforts to compromise liberties in regard to speech and thought are the ‘incitement to religious hatred’ provisions of the Racial and Religious Hatred Act 2006, while the third – privacy – is deeply violated by the proposed biometric identity card scheme and laws permitting intercepts of all email and mobile phone communication. In the event, the attempt to limit free speech in the Racial and Religious Hatred Act was successfully restrained by a campaign of opposition. 

Privacy is not just a matter of being left to get on with one’s eccentricities behind one’s own curtains. It is about each person having a space around his selfhood which he controls, not least information about himself that is no one’s business but his own and those – doctor, bank manager, psychoanalyst – to whom he individually chooses to divulge part of it. The scheme to introduce, and eventually to make compulsory, identity cards for each citizen encoding biometric data about them, proposes to put vital personal information about individuals onto a central computer (in Britain the ‘National Identity Register’), to be summoned onto a screen by government and policing agencies whenever they require. In the days when the phrase ‘a man’s home is his castle’ meant something, it included this wider margin of privacy around a personal life; the identity card scheme tramples the walls of that castle down, and as noted makes each individual a number-plated conscript of the state, and thus puts him into a quite different relation to it; he or she is no longer a private citizen subscribing to membership of the state, but a chattel belonging to it. 

Some will at this point say: so what? I would rather be safe than have this abstract difference you claim is made by not having an identity card or other ‘liberty-restricting’ measures in place. What is the fuss about? The explanation needed in response to this is: why liberty matters. 
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Why Liberty Matters 

We tend to forget the value of things until they are lost, and personal freedom is a case in point. As we enter the zone long occupied by people in states governed by much more controlling and authoritarian regimes, we will come to think with regret of the principle we once thought we lived by: the principle of individual liberty, whose most eloquent advocate was John Stuart Mill. 

In his classic On Liberty Mill argued that no government has a right to interfere with the personal freedom of individuals except to prevent them from harming others. Governments do not, he said, have a right to interfere with an individual’s personal freedom even when they think it will be in his interests. If a government passed a law banning smoking (or, as the United States government did in the 1920s, drinking alcohol) on the grounds that it wished to protect smokers from harming themselves, it would be trespassing well beyond its limits. 

Mill said that his aim in On Liberty was to assess ‘the nature and limits of the power that can be legitimately exercised by society over the individual’. The reason why discussing this matter is so important, he said, is that one of the worst tyrannies that can be exercised over individuals is the tyranny of the majority. A civilised society is one that protects the freedom of individuals and minorities against majorities, just as it protects them against tyrants. ‘There is a limit to the legitimate interference of collective opinion with individual independence,’ he wrote, ‘and to find that limit, and maintain it against encroachment, is as indispensable to a good condition of human affairs, as protection against political despotism.’ 

The reason for this, in turn, is that as long as human affairs are imperfect, the need remains for freedom of debate and opinion, so that a society can discuss with itself how to cope with its challenges and achieve progress. Equally, individuals need to be free to experiment with ways of living and seeking happiness, giving full scope to differences of character and choice, so long as they harm no one else in the process. For as Mill points out, where tradition governs how people live, instead of the dictates of their own characters and interests, one of the chief ingredients of human happiness and advancement is missing. 

The idea that free development of individuality is essential to personal well-being, a thesis Mill always vigorously championed, is the key to why liberty matters. Conformist societies that frown on individuality are not merely repressive and reactionary, but stagnant. In every historical epoch distinguished by real progress in the arts, sciences and government, the prevailing social ethos has been an open one, hospitable to eccentricity, innovation, experimentation and the abandonment of traditions that have outlived their usefulness and become a barrier to progress. 

Mill was writing at the height of Victorian conformism, in an era when middle-class self-satisfaction was at such full flood that the idea of too much individual liberty, and even more so the idea of experimental modes of life, was regarded with suspicion. This fact made Mill say that among his contemporaries individual spontaneity was undervalued, and no one felt anxiety about the boundary between social control (whether by means of moral coercion – the coercion of disapproval and ostracism – or law) and individual freedom itself. By the second half of the twentieth century, a century after Mill’s time, in Europe and America the idea of individual freedom had trumped the constraints of conformism, a fact that played its part in the immense social changes that took place during that period. 

But the mood has since begun to shift in the opposite direction once more, as shown by government efforts to shepherd social attitudes and behaviour by means of legislation. What can be the justification for this? 

For politicians anxious to be seen to be responding appropriately to threats faced by the West from militant religious radicalism, giving up some aspects of individual freedom in return for increased security appears to be the obvious option. Evidently they have forgotten Benjamin Franklin’s remark, that ‘those who desire to give up free­dom in order to gain security, will not have, nor do they deserve, either one’. This powerful and salutary observation should be inscribed on the walls of every government office. The reason is that liberty carries risks, and the courage to face the risks is what makes one worthy of having liberty. 

Of course it is sensible to take precautions and to do one’s best, while preserving one’s central values, to guard against enemies. But there is a vital question here, of balancing liberties and protections in a mature society, erring always and greatly on the side of liberties. And there is an equally vital question of proportionality: if protective measures compromise freedoms, is the loss genuinely proportional to the risk? During the Second World War the British government introduced a series of security measures, including identity cards and restrictions on free speech, because an enemy army several hundred thousand strong was massing on the French coast twenty miles away, whose navy was assembling to ferry it across the Channel, and whose air force was attacking our own air defences daily. The measures introduced were temporary. Yet today our governments wish to introduce permanent and much-further-reaching measures, because a few dozen or a few score terrorists are planning atrocities, each one (to date anyway) smaller in scope than one Second World War bombing raid. 

One of the signal events of recent years was the Danish cartoon outcry. The artificially inflated hysteria in the Muslim world, months after the cartoons were published, reveals a sharp division not between the West and Islam, but the West and radical Islamism. For the West (of which Islam is a part), free speech is the fundamental civil liberty without which there can be no others. Democracy requires debate and challenge, the rule of law requires the right to be heard in court, genuine education requires questioning and access to information. Without free speech none of these things is possible. Sometimes the price of free speech is offence, but ‘feeling offended’ can never justify censorship. Far more offensive than satirical cartoons, however poor in taste, are riots and embassy burnings, threats of murder and beheadings, an excessive and childish display by people most of whom have not seen or read the materials they have been told by their demagogues are ‘offensive’. 

Even here, though, reason governs. ‘No one pretends that actions should be as free as opinions,’ Mill wrote. ‘On the contrary, even opinions lose their immunity, when the circumstances in which they are expressed are such as to constitute their expression a positive instigation to some mischievous act.’ Think of the standard example: someone shouting ‘Fire!’ in a crowded theatre where there is no fire. One could argue that, in the tense climate of radicalism and terrorism, the Danish cartoons constitute just such a case; but equally one can say that the offence was not what was given, but what was (by deliberately provocative choice) taken. Anyone can incite themselves into feelings of outrage; why should this be allowed to silence others? One recalls the jingle, ‘Sticks and stones can break my bones, but words will never harm me.’ Although not literally true – words can indeed be harmful – the harm is not the harm of sticks and stones. 

Western governments have not yet quite tried to redescribe words as sticks and stones because one minority group chooses to treat them as such, but they are coming close. So far it is the propensity to initiate action that remains the test of whether speech constitutes incitement. But a line has already been crossed: criminalising what people say, even with the best intentions for promoting social cohesion and equal respect, has to be rigorously limited if one of the most precious and important of all personal freedoms, essential to the health of society as Mill shows, is not to be compromised too far, and if something worth calling personal freedom is to remain. 

As this shows, one of the main sources of danger to liberty comes from controversies that turn on ‘feeling offended’ by what others say or do, and using this as an excuse to limit their freedom to say or do it. And this in turn arises from the fetishisation of singular or overriding identities, almost always religious ones. As a contribution to understanding why liberty matters, one has to understand why questions of identity, and the politics of identity, constitute a threat to liberty. 
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