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Everyone wants to be James Bond, but I am the real James Bond and we don’t operate like in the movies. I will tell you how Russian intelligence operatives actually work. I will tell you how we steal America’s secrets.
Sergei O. Tretyakov,

KGB code name Comrade Jean
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PREFACE

THIS IS A BOOK I almost didn’t write.
It began with a telephone call from a lawyer who said he represented a Russian defector—a former intelligence officer—who wanted to tell his story.
“What’s his name?” I asked.
“I’d rather not say on the phone.”
I’d been approached before by former Soviets. Most ex–KGB officers believed their life stories would make compelling reading. But few, if any, really did.
“I’m sorry,” I replied after a few more moments of evasive chatter. “I’m not interested.”
Two months later, an FBI agent called. We’d first met when I was writing about Aldrich Ames, the CIA traitor responsible in the mid-1980s for the execution of at least ten U.S. spies and the arrest of a dozen more.
“You should talk to this defector,” he explained. “He’s read your book about Ames and really wants to meet you. Trust me, he’s the real deal.”
I agreed—reluctantly. My FBI contact said he’d call me on a Thursday with details for a meeting. When Thursday arrived, he told me to drive to the Ritz-Carlton Hotel in Tysons Corner, Virginia, not far from CIA headquarters. Two FBI agents were in the lobby. They escorted me to a suite where snacks, soft drinks, and two CIA officers, who told me only their first names, were waiting. Seconds later, a tall, balding Russian dressed in a well-tailored suit entered from an adjoining room and extended his hand.
“I’m Sergei Tretyakov,” he announced.
I suddenly understood why he merited a four-person, joint FBI and CIA escort, and a Ritz-Carlton rendezvous. He was not a Cold War leftover from the old KGB. His story was ripped from the front pages, the Boris Yeltsin and Vladimir Putin presidencies.
Tretyakov had been a colonel in the SVR (Sluzhba Vnezhney Razvedki)—the Russian foreign intelligence service that replaced the KGB’s overseas arm—before he disappeared with his wife, Helen, and their daughter, Ksenia, from the Russian residential compound in New York City. Although he vanished in October 2000, neither the U.S. nor the Russian government revealed his disappearance for nearly four months.
In late January 2001, an unnamed State Department official told the Associated Press news service that a Russian diplomat named Tretyakov had been granted “asylum” in the U.S. That tiny disclosure ignited a firestorm in Russia. Yevgeny Voronin, a deputy director in the Russian Ministry of Foreign Affairs, lambasted the State Department for telling the media about Tretyakov before it officially informed the Kremlin. Voronin said his government had been trying through diplomatic channels to learn about Tretyakov’s whereabouts since October, but the U.S. had refused to even acknowledge that it knew the missing diplomat. Voronin demanded the U.S. arrange a face-to-face meeting between a Russian delegation and Tretyakov to ensure that “neither he nor his family were coerced in any fashion and that they are okay.” Without public comment, the State Department refused.
A week later, The New York Times revealed that Tretyakov’s diplomatic title—First Secretary in Press Relations at the Permanent Mission of the Russian Federation to the United States—had been a cover. The newspaper quoted unnamed U.S. sources saying Tretyakov was actually a top Russian intelligence officer.
Because the U.S. and Russia were no longer considered formal adversaries, the Bush administration’s decision to grant Tretyakov asylum suggested he was an extremely valuable catch for U.S. intelligence, the newspaper noted. Otherwise, the White House would not have risked irritating the Kremlin. The newspaper explained that the CIA had become selective about accepting defectors in its resettlement program because of the expense involved in relocating, protecting, and financially supporting them. But Tretyakov and his family had breezed through the process—another tip-off that he was important.
Three weeks after the Times outed Tretyakov, the FBI arrested one of its own agents: Robert Philip Hanssen. The twenty-seven-year FBI veteran was caught hiding stolen U.S. secrets in a suburban park near his home for the SVR to pick up later. The Washington Post and other newspapers speculated that Tretyakov had told the FBI about Hanssen. But when then FBI director Louis J. Freeh was asked at a press conference about Tretyakov, the director refused to answer any questions about the mysterious defector.
From that moment forward, Tretyakov went off the grid. Neither the FBI nor the CIA would answer questions about him or discuss his whereabouts. In Washington, a city infamous for leaks, there were no disclosures in shadowy parking garages by Deep Throat sources. Tretyakov remained hidden, and the motive behind his defection and what he had done to merit asylum remained a top secret.
Now Tretyakov and I were shaking hands in a glitzy hotel suite. Even more bizarre, our meeting had been arranged by the FBI and CIA, the two bureaucracies that had been carefully protecting his privacy for more than four years.
During the next several hours, Tretyakov and I discussed his career and it quickly became clear why I’d been told that he was “the real deal.”
From April 1995 until October 2000, Tretyakov was the SVR’s deputy rezident in New York City—a second-in-command job that put him in charge of running all SVR intelligence day-to-day operations. Every SVR intelligence officer stationed in Manhattan reported directly to him—all sixty of them. He oversaw the handling of every foreign source working for Russian intelligence in Manhattan—more than 150 of them. And Tretyakov had personally directed every covert operation that the SVR had launched against the U.S. in the city. Put simply, he had been the SVR’s “go-to guy,” the keeper of the Russian foreign intelligence service’s most cherished secrets. He knew the names of foreign diplomats spying for Russia inside the United Nations and the identity of a Russian immigrant living in the U.S. who was delivering millions of dollars’ worth of stolen medical research to the SVR.
During the coming months, I would discover an even more dramatic disclosure about Tretyakov that further explained why he was such a prized catch. Not only had he been a senior SVR intelligence officer, Tretyakov had worked for U.S. intelligence as a spy inside the Russian Mission for at least three years before he defected—a fact that is being revealed only now in this book. He had stolen thousands of SVR top-secret diplomatic cables and hundreds of classified Russian intelligence reports.
“Sergei Tretyakov is the highest-ranking Russian intelligence officer ever to defect while stationed in the United States,” a senior FBI agent involved in the case explained. “This man literally held the keys to a Russian intelligence gold mine. What makes his story even more incredible is that he used those keys to unlock its doors and go into the mine every day to bring us nuggets.”
This book is an exposé.
It reveals many of the Russian secrets that Tretyakov has disclosed to U.S. intelligence. In these pages, Tretyakov identifies UN diplomats who he claims spied for Russia during his stint as deputy rezident. One of his more dramatic accusations is that Eldar Kouliev, a popular and well-known permanent representative to the UN from Azerbaijan in the 1990s, was secretly a deep-cover SVR intelligence officer. The president of Azerbaijan had no idea that his nation’s ambassador was an undercover SVR officer and neither did former U.S. secretary of state Madeleine K. Albright, who frequently met with Kouliev. At the time, the Clinton administration was wooing Azerbaijan because of its rich oil reserves and its militarily strategic location. As a trusted confidante, Kouliev participated in sensitive meetings with Albright without the White House or his own government knowing he was reporting every conversation back to Moscow.
In addition to accusing Ambassador Kouliev, Tretyakov identifies two other UN representatives as SVR spies. One still represents his government at the UN. The other currently serves as an ambassador to China.
Tretyakov also claims that several UN diplomats who work for countries that are U.S. allies and members of NATO are secretly Russian spies. He identifies them in these pages.
But perhaps the most shocking disclosure that Tretyakov makes in this book is that the Russian foreign intelligence service successfully embedded one of its “deep cover” officers inside the $64 billion Oil-for-Food Program administered by the UN before Iraqi President Saddam Hussein was toppled. This Russian operative, working under the guise of being a diplomat, became a pivotal player in the UN humanitarian aid program and was able to use that position to help Russia steal millions of dollars that were supposed to be spent to help starving Iraqi women and children. Investigations by the UN and by U.S. congressional committees already have revealed that nearly half a billion dollars was diverted from the corrupt UN program into Russia. But Tretyakov’s revelations, for the first time, provide a “smoking gun” that ties the SVR and the Kremlin directly to the UN thefts. He explains how Russian intelligence circumvented the UN’s checks-and-balances system, and he reveals that when Russian president Vladimir Putin was told about the looting, rather than stopping it he rewarded the deep-cover SVR officer for his larceny by giving him one of Russia’s highest medals.
In yet another troubling disclosure, Tretyakov claims Russian intelligence targeted President Clinton’s deputy secretary of state, Strobe Talbott, and ran a carefully calculated campaign designed to manipulate him. Talbott was the architect of U.S. policy toward Russia and its former republics during a crucial seven-year period after the Soviet Union breakup. According to Tretyakov, the SVR used Russia’s then deputy minister of foreign affairs Georgiy Mamedov to deceive and manipulate Talbott, in part by massaging his ego. Unbeknownst to Talbott, his Russian contact was a longtime “co-optee,” which meant Mamedov often did the bidding of Russian intelligence, Tretyakov said. In return, it helped promote Mamedov’s diplomatic career. There was no reason for Talbott to suspect that Mamedov was acting as an SVR conduit.
According to Tretyakov, the SVR prepared specific questions for Mamedov to ask Talbott during their private, one-on-one conversations, including times when the two diplomats were socializing. Talbott considered Mamedov a friend and respected colleague. According to Tretyakov, the Russian diplomat used their personal relationship to glean information from Talbott that the SVR considered helpful to Russia.
Talbott was shown a copy of Tretyakov’s accusations before this book went to press. In a written response, Talbott called Tretyakov’s “interpretation of events erroneous and/or misleading.” He wrote that he knew that Mamedov was relaying all of their conversations, including their private ones, back to Moscow. Talbott challenged Tretyakov to provide “specifics and corroboration” that showed he had been manipulated by Mamedov. “There can be none,” Talbott concluded, “since what went on in my channel with Mamedov, in fact, advanced U.S. policy goals.”
Just the same, the FBI took the accusations about Talbott seriously when Tretyakov raised them after he began secretly helping the U.S. In 1999, FBI officials asked Secretary Albright not to share information with Talbott about an ongoing espionage investigation at the State Department because its agents were afraid he might inadvertently tip off the SVR through Mamedov, according to private and published sources.
Tretyakov said the SVR considered Mamedov’s handling of Talbott so clever that Russian intelligence identified the senior American diplomat in correspondence and classified internal reports as a SPECIAL UNOFFICIAL CONTACT—a specific term that the SVR used to identify its most secret, highly placed intelligence sources.
Of course, when Tretyakov and I first met in the Ritz-Carlton Hotel, I did not know about any of these revelations or that he had spied for the U.S. At the time, I was cautious about speaking to him. Why, after four years of keeping Tretyakov hidden, were the FBI and CIA suddenly willing to let him talk openly? When I raised this question, my FBI contact said: “Our only purpose here today is to introduce you. We are not encouraging him to tell his story, nor are we discouraging him. He wanted to meet you and we agreed to facilitate it. We will have no part in your talks.”
Even so, I remained skeptical. Sources always have a motive when they speak to reporters. Few do it purely out of goodness. But I decided to put aside my concerns about the FBI and CIA and concentrate on Tretyakov. I asked him that afternoon if he expected to be paid for telling his story, because cash traditionally is what most former KGB spies are after.
“I don’t care about money,” he replied. “No publisher alive has enough money to pay me for what I know. I am worth millions because I am Russian intelligence.” (I later learned the U.S. government had already set him up financially for the rest of his life.)
Moving down my checklist, I asked if he was seeking fame.
“Of course, I want people to know what I have done. However, most Americans can’t pronounce Tretyakov, nor will they remember the name longer than a few seconds—so this, too, doesn’t concern me.”
I told him there was a difference between paying a ghostwriter to write his story and being interviewed by a reporter. A journalist would try, as best he could, to investigate all his accusations.
Tretyakov smiled. “I do not want to be the author. It will be your book to write, not mine.”
If Sergei wasn’t interested in money, didn’t care about fame, and was eager to waive any editorial rights to a book, then what was he after?
“I want to warn Americans. As a people, you are very naive about Russia and its intentions. You believe because the Soviet Union no longer exists, Russia now is your friend. It isn’t, and I can show you how the SVR is trying to destroy the U.S. even today and even more than the KGB did during the Cold War.”
Continuing, he said, “My wife, Helen, and I are from families who were extreme patriots. We were taught to be proud of our homeland. We were members of the Soviet Party elite. We were apparatchiki [people who were part of the Communist Party apparatus]. In Moscow, we had a luxury apartment worth more than a million dollars. We had two summer houses. I was feared and respected by the officers under my command. I was going to be promoted to the rank of general after I returned from Manhattan to Moscow. But Helen and I decided to leave everything behind us—all of that. We brought nothing really with us when we defected, only what we could carry in two tiny suitcases. This was intentional on our parts. My wife and I know our friends and former colleagues in Moscow are asking: ‘Why? Why did Sergei and Helen do this? How could they turn away from their motherland?’ They want to know why we would walk away and leave all of this wealth and property and privilege behind. I want to explain my decision, our decision.”
Every man who is born in one country and who later turns away from his native land and actively works to help its enemies seems compelled to explain his actions. I had witnessed this twice before. My first book was about John Walker Jr. and his family of spies. A former naval officer, Walker became a KGB spy in 1968 during the height of the Cold War and recruited his best friend, his brother, and his own son to join him as traitors. During our jailhouse talks, Walker spent hours justifying his actions. Because the U.S. and Soviet Union were not at war, he claimed, his treason had not damaged U.S. interests. If anything, his willingness to sell U.S. military secrets to the KGB had helped the Kremlin realize that its military forces were inferior and how pointless it was to continue spending billions to challenge an overwhelming U.S. military.
The CIA traitor Aldrich Ames wrote me long, detailed letters filled with rationalizations for his treason when I was writing about him. Much like Walker, he insisted nothing that he had compromised had harmed U.S. interests. While regrettable, the KGB’s decision to execute ten FBI and CIA sources was part of the Spy-versus-Spy game. Each executed spy had known he was putting himself in harm’s way—just as Ames had recognized that his decision to betray the U.S. had placed him in jeopardy. The dead men’s blood was on their own hands, not his.
It was not surprising, then, that Tretyakov wanted to explain himself.
Our initial meeting that Thursday afternoon led to more and longer sessions that eventually stretched out well over a year. These tape-recorded interviews were done at Tretyakov’s home without the FBI or CIA being present. And Tretyakov kept his word. He never interfered with my research or tried to take control of the writing of this book.
Although Tretyakov defected in October 2000, many of his disclosures are incredibly fresh in the intelligence world. The SVR still has not had time to change many of the technical devices and procedures that it uses in New York City and elsewhere, according to FBI sources familiar with Tretyakov’s case. Several of the SVR officers and their spies—whom Tretyakov describes in these pages—are still working in New York. Several Russian officials identified in this book can be spotted on nightly news broadcasts from the Kremlin. Tretyakov’s career spanned both the old KGB system and the post-Soviet era, giving him a unique vantage point and the ability to compare and judge if the reforms brought on by the end of the old Soviet system have made a difference in Russian intelligence gathering today.
The more time I spent with Tretyakov, the more I realized he was telling me two stories. He was revealing top secrets about how Russian intelligence operates in Manhattan, and he was telling me a personal story. Tretyakov had been groomed to become a KGB officer. He’d received the best possible education the Soviet system offered its intelligence agents. He’d been an enthusiastic Communist Party member and a willing participant in the nomenklatura (the Communist system of rewarding people in political favor). Although he attempted to distance himself in interviews from the cruelty inflicted by the KGB—explaining that he spent his entire career inside the First Chief Directorate (foreign intelligence) and never in the directorate that persecuted dissidents—Tretyakov was still part of a bureaucracy that brutalized its own people. The KGB exploited anyone who might be useful: husbands spied on their wives, children on their parents, neighbors on neighbors. Tretyakov was a cog in that oppressive regime regardless of where he hung his hat at work. He had closed his eyes to the blood being spilled around him like so many Russians had.
And like them, Tretyakov came to support the changes of glasnost (public discussion of issues) and perestroika (President Mikhail Gorbachev’s campaign to revitalize the nation). In December 1991, when the Soviet Union ceased to exist, Tretyakov celebrated its demise and looked forward to the construction of a more democratic country. But he soon became bitter about what he witnessed and he ultimately became so disillusioned that he silently rejected Russia’s leaders, decided to betray his native land, and ultimately defected to a nation that was its most hated rival.
This book exposes secrets told by a top Russian intelligence officer who had access to information denied his countrymen. This book also describes an odyssey, a personal story about the disillusionment of a former Soviet patriot and the reasons he put his life and that of his family at risk by becoming a spy for the United States.
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