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INTRODUCTION

Alan Rusbridger




Back in the days when almost no one had heard about WikiLeaks, regular emails started arriving in my inbox from someone called Julian Assange. It was a memorable kind of name. All editors receive a daily mix of unsolicited tip-offs, letters, complaints and crank theories, but there was something about the periodic WikiLeaks emails which caught the attention.

Sometimes there would be a decent story attached to the emails. Or there might be a document which, on closer inspection, appeared rather underwhelming. One day there might arrive a diatribe against a particular journalist – or against the venal cowardice of mainstream media in general. Another day this Assange person would be pleased with something we’d done, or would perambulate about the life he was living in Nairobi.

In Britain the Guardian was, for many months, the only paper to write about WikiLeaks or to use any of the documents they were unearthing. In August 2007, for instance, we splashed on a remarkable secret Kroll report which claimed to show that former President Daniel Arap Moi had been siphoning off hundreds of millions of pounds and hiding them away in foreign bank accounts in more than 30 different countries. It was, by any standards, a stonking story. This Assange, whoever he was, was one to watch.


Unnoticed by most of the world, Julian Assange was developing into a most interesting and unusual pioneer in using digital technologies to challenge corrupt and authoritarian states. It’s doubtful whether his name would have meant anything to Hillary Clinton at the time – or even in January 2010 when, as secretary of state, she made a rather good speech about the potential of what she termed “a new nervous system for our planet”.

She described a vision of semi-underground digital publishing – “the samizdat of our day” – that was beginning to champion transparency and challenge the autocratic, corrupt old order of the world. But she also warned that repressive governments would “target the independent thinkers who use the tools”. She had regimes like Iran in mind.

Her words about the brave samizdat publishing future could well have applied to the rather strange, unworldly Australian hacker quietly working out methods of publishing the world’s secrets in ways which were beyond any technological or legal attack.

Little can Clinton have imagined, as she made this much praised speech, that within a year she would be back making another statement about digital whistleblowers – this time roundly attacking people who used electronic media to champion transparency. It was, she told a hastily arranged state department press conference in November 2010, “not just an attack on America’s foreign policy interests. It is an attack on the international community.” In the intervening 11 months Assange had gone viral. He had just helped to orchestrate the biggest leak in the history of the world – only this time the embarrassment was not to a poor east African nation, but to the most powerful country on earth.

It is that story, the transformation from anonymous hacker to one of the most discussed people in the world – at once reviled, celebrated and lionised; sought-after, imprisoned and shunned – that this book sets out to tell.


Within a few short years of starting out Assange had been catapulted from the obscurity of his life in Nairobi, dribbling out leaks that nobody much noticed, to publishing a flood of classified documents that went to the heart of America’s military and foreign policy operations. From being a marginal figure invited to join panels at geek conferences he was suddenly America’s public enemy number one. A new media messiah to some, he was a cyber-terrorist to others. As if this wasn’t dramatic enough, in the middle of it all two women in Sweden accused him of rape. To coin a phrase, you couldn’t make it up.

Since leaving Nairobi, Assange had grown his ambitions for the scale and potential of WikiLeaks. In the company of other hackers he had been developing a philosophy of transparency. He and his fellow technologists had already succeeded in one aim: he had made WikiLeaks virtually indestructible and thus beyond legal or cyber attack from any one jurisdiction or source. Lawyers who were paid exorbitant sums to protect the reputations of wealthy clients and corporations admitted – in tones tinged with both frustration and admiration – that WikiLeaks was the one publisher in the world they couldn’t gag. It was very bad for business.

At the Guardian we had our own reasons to watch the rise of WikiLeaks with great interest and some respect. In two cases – involving Barclays Bank and Trafigura – the site had ended up hosting documents which the British courts had ordered to be concealed. There was a bad period in 2008/9 when the high court in London got into the habit of not only banning the publication of documents of high public interest, but simultaneously preventing the reporting of the existence of the court proceedings themselves and the parties involved in them. One London firm of solicitors over-reached itself when it even tried to extend the ban to the reporting of parliamentary discussion of material sitting on the WikiLeaks site.


Judges were as nonplussed as global corporations by this new publishing phenomenon. In one hearing in March 2009 the high court in London decided that no one was allowed to print documents revealing Barclays’ tax avoidance strategies – even though they were there for the whole world to read on the WikiLeaks website. The law looked a little silly.

But this new form of indestructible publishing brought sharp questions into focus. For every Trafigura there might be other cases where WikiLeaks could be used to smear or destroy someone. That made Assange a very powerful figure. The fact that there were grumbles among his colleagues about his autocratic and secretive style did not allay the fears about this new media baron. The questions kept coming: who was this shadowy figure “playing God”? How could he and his team be sure of a particular document’s authenticity? Who was determining the ethical framework that decided some information should be published, and some not? All this meant that Assange was in many respects – more, perhaps, than he welcomed – in a role not dissimilar to that of a conventional editor.

As this book describes, the spectacular bursting of WikiLeaks into the wider global public eye and imagination began with a meeting in June 2010 between the Guardian’s Nick Davies and Assange. Davies had sought out Assange after reading the early accounts that were filtering out about the leak of a massive trove of military and diplomatic documents. He wanted to convince Assange that this story would have more impact and meaning if he was willing to ally with one or two newspapers – however traditional and cowardly or compromised we might be in the eyes of some hackers. An agreement was struck.

And so a unique collaboration was born between (initially) three newspapers, the mysterious Australian nomad – and whatever his elusive organisation, WikiLeaks, actually was. That much never became very clear. Assange was, at the best of times, difficult to contact, switching mobile phones, email addresses and encrypted chat rooms as often as he changed his location. Occasionally he would appear with another colleague – it could be a journalist, a hacker, a lawyer or an unspecified helper – but, just as often, he travelled solo. It was never entirely clear which time zone he was on. The difference between day and night, an important consideration in most lives, seemed of little interest to him.

What now began was a rather traditional journalistic operation, albeit using skills of data analysis and visualisation which were unknown in newsrooms until fairly recently. David Leigh, the Guardian’s investigations editor, spent the summer voraciously reading his way into the material. The Guardian’s deputy editor in charge of news, Ian Katz, now started marshalling wider forces. Ad hoc teams were put together in assorted corners of the Guardian’s offices in King’s Cross, London, to make sense of the vast store of information. Similar teams were assembled in New York and Hamburg – and, later, in Madrid and Paris.

The first thing to do was build a search engine that could make sense of the data, the next to bring in foreign correspondents and foreign affairs analysts with detailed knowledge of the Afghan and Iraq conflict. The final piece of the journalistic heavy lifting was to introduce a redaction process so that nothing we published could imperil any vulnerable sources or compromise active special operations. All this took a great deal of time, effort, resource and stamina. Making sense of the files was not immediately easy. There are very few, if any, parallels in the annals of journalism where any news organisation has had to deal with such a vast database – we estimate it to have been roughly 300 million words (the Pentagon papers, published by the New York Times in 1971, by comparison, stretched to two and a half million words). Once redacted, the documents were shared among the (eventually) five newspapers and sent to WikiLeaks, who adopted all our redactions.


The extent of the redaction process and the relatively limited extent of publication of actual cables were apparently overlooked by many commentators – including leading American journalists – who spoke disparagingly of a willy-nilly “mass dump” of cables and the consequent danger to life. But, to date, there has been no “mass dump”. Barely two thousand of the 250,000 diplomatic cables have been published and, six months after the first publication of the war logs, no one has been able to demonstrate any damage to life or limb.

It is impossible to write this story without telling the story of Julian Assange himself, though clearly the overall question of WikiLeaks and the philosophy it represents is of longer-lasting significance. More than one writer has compared him to John Wilkes, the rakish 18th-century MP and editor who risked his life and liberty in assorted battles over free speech. Others have compared him to Daniel Ellsberg, the source of the Pentagon Papers leak, described by the New York Times’s former executive editor Max Frankel as “a man of incisive, devious intellect and volatile temperament”.

The media and public were torn between those who saw Assange as a new kind of cyber-messiah and those who regarded him as a James Bond villain. Each extremity projected on to him superhuman powers of good or evil. The script became even more confused in December when, as part of his bail conditions, Assange had to live at Ellingham Hall, a Georgian manor house set in hundreds of acres of Suffolk countryside. It was as if a Stieg Larsson script had been passed to the writer of Downton Abbey, Julian Fellowes.

Few people seem to find Assange an easy man with whom to collaborate. Slate’s media columnist, Jack Shafer, captured his character well in this pen portrait:

“Assange bedevils the journalists who work with him because he refuses to conform to any of the roles they expect him to play. He acts like a leaking source when it suits him. He masquerades as publisher or newspaper syndicate when that’s advantageous. Like a PR agent, he manipulates news organisations to maximise publicity for his ‘clients’, or, when moved to, he threatens to throw info-bombs like an agent provocateur. He’s a wily shape-shifter who won’t sit still, an unpredictable negotiator who is forever changing the terms of the deal.”

We certainly had our moments of difficulty and tension during the course of our joint enterprise. They were caused as much by the difficulty of regular, open communication as by Assange’s status as a sometimes confusing mix of source, intermediary and publisher. Encrypted instant messaging is no substitute for talking. And, while Assange was certainly our main source for the documents, he was in no sense a conventional source – he was not the original source and certainly not a confidential one. Latterly, he was not even the only source. He was, if anything, a new breed of publisher-intermediary – a sometimes uncomfortable role in which he sought to have a degree of control over the source’s material (and even a form of “ownership”, complete with legal threats to sue for loss of income). When, to Assange’s fury, WikiLeaks itself sprang a leak, the irony of the situation was almost comic. The ethical issues involved in this new status of editor/source became more complicated still when it was suggested to us that we owed some form of protection to Assange – as a “source” – by not inquiring too deeply into the sex charges levelled against him in Sweden. That did not seem a compelling argument to us, though there were those – it is not too strong to call them “disciples” – who were not willing to imagine any narrative beyond that of the smear.

These wrinkles were mainly overcome – sometimes eased by a glass of wine or by matching Assange’s extraordinary appetite for exhaustive and intellectually exacting conversations. As Sarah Ellison’s Vanity Fair piece on the subject concluded: “Whatever the differences, the results have been extraordinary. Given the range, depth, and accuracy of the leaks, the collaboration has produced by any standard one of the greatest journalistic scoops of the last 30 years.”

The challenge from WikiLeaks for media in general (not to mention states, companies or global corporations caught up in the dazzle of unwanted scrutiny) was not a comfortable one. The website’s initial instincts were to publish more or less everything, and they were – at first deeply – suspicious of any contact between their colleagues on the newspapers and any kind of officialdom. Talking to the state department, Pentagon or White House, as the New York Times did before each round of publication, was fraught territory in terms of keeping the relationship with WikiLeaks on an even keel. By the time of the Cablegate publication, Assange himself, conscious of the risks of causing unintentional harm to dissidents or other sources, offered to speak to the state department – an offer that was rejected.

WikiLeaks and similar organisations are, it seems to me, generally admirable in their single-minded view of transparency and openness. What has been remarkable is how the sky has not fallen in despite the truly enormous amounts of information released over the months. The enemies of WikiLeaks have made repeated assertions of the harm done by the release. It would be a good idea if someone would fund some rigorous research by a serious academic institution about the balance between harms and benefits. To judge from the response we had from countries without the benefit of a free press, there was a considerable thirst for the information in the cables – a hunger for knowledge which contrasted with the occasional knowing yawns from metropolitan sophisticates who insisted that the cables told us nothing new. Instead of a kneejerk stampede to more secrecy, this could be the opportunity to draw up a score sheet of the upsides and drawbacks of forced transparency.

That approach – a rational assessment of new forms of transparency – should accompany the inevitable questioning of how the US classification system could have allowed the private musings of kings, presidents and dissidents to have been so easily read by whoever it was that decided to pass them on to WikiLeaks in the first place.

Each news organisation grappled with the ethical issues involved in such contacts – and in the overall decision to publish – in different ways. I was interested, a few days after the start of the Cablegate release, to receive an email from Max Frankel, who had overseen the defence of the New York Times in the Pentagon papers case 40 years earlier. Now 80, he sent me a memo he had then written to the New York Times public editor. It is worth quoting as concise and wise advice to future generations who may well have to grapple with such issues more in future:


	My view has almost always been that information which wants to get out will get out; our job is to receive it responsibly and to publish or not by our own unvarying news standards.

	If the source or informant violates his oath of office or the law, we should leave it to the authorities to try to enforce their law or oath, without our collaboration. We reject collaboration or revelation of our sources for the larger reason that ALL our sources deserve to know that they are protected with us. It is, however, part of our obligation to reveal the biases and apparent purposes of the people who leak or otherwise disclose information.

	If certain information seems to defy the standards proclaimed by the supreme court in the Pentagon papers case – ie that publication will cause direct, immediate and irreparable damage – we have an obligation to limit our publication appropriately. If in doubt, we should give appropriate authority a chance to persuade us that such direct and immediate danger exists. (See our 24-hour delay of discovery of Soviet missiles in Cuba as described in my autobiography, or our delay in reporting planes lost in combat until the pilots can perhaps be rescued.)

	For all other information, I have always believed that no one can reliably predict the consequences of publication. The Pentagon papers, contrary to Ellsberg’s wish, did not shorten the Vietnam war or stir significant additional protest. A given disclosure may embarrass government but improve a policy, or it may be a leak by the government itself and end up damaging policy. “Publish and be damned,” as Scotty Reston used to say; it sounds terrible but as a journalistic motto it has served our society well through history.



There have been many longer treatises on the ethics of journalism which have said less.

One of the lessons from the WikiLeaks project is that it has shown the possibilities of collaboration. It’s difficult to think of any comparable example of news organisations working together in the way the Guardian, New York Times, Der Spiegel, Le Monde and El País have on the WikiLeaks project. I think all five editors would like to imagine ways in which we could harness our resources again.

The story is far from over. In the UK there was only muted criticism of the Guardian for publishing the leaks, though the critics’ restraint did not always extend to WikiLeaks itself. Most journalists could see the clear public value in the nature of the material that was published.

It appears to have been another story in the US, where there was a more bitter and partisan argument, clouded by differing ideas of patriotism. It was astonishing to sit in London reading of reasonably mainstream American figures calling for the assassination of Assange for what he had unleashed. It was surprising to see the widespread reluctance among American journalists to support the general ideal and work of WikiLeaks. For some it simply boiled down to a reluctance to admit that Assange was a journalist.

Whether this attitude would change were Assange ever to be prosecuted is an interesting matter for speculation. In early 2011 there were signs of increasing frustration on the part of US government authorities in scouring the world for evidence to use against him, including the subpoena of Twitter accounts. But there was also, among cooler legal heads, an appreciation that it would be virtually impossible to prosecute Assange for the act of publication of the war logs or state department cables without also putting five editors in the dock. That would be the media case of the century.

And, of course, we have yet to hear an unmediated account from the man alleged to be the true source of the material, Bradley Manning, a 23-year-old US army private. Until then no complete story of the leak that changed the world can really be written. But this is a compelling first chapter in a story which, one suspects, is destined to run and run.

London, 1 February 2011

Alan Rusbridger is the editor of the Guardian








CHAPTER 1

The Hunt

Ellingham Hall, Norfolk, England
 November 2010


“You can’t imagine how ridiculous it was”

JAMES BALL, WIKILEAKS




Glimpsed in the half-light of a London evening, the figure might just have passed for female. She emerged cautiously from a doorway and folded herself into a battered red car. There were a few companions – among them a grim-visaged man with Nordic features and a couple of nerdy youngsters. One appeared to have given the old woman her coat. The car weaved through the light Paddington traffic, heading north in the direction of Cambridge. As they proceeded up the M11 motorway the occupants peered back. There was no obvious sign of pursuit. Nonetheless, they periodically pulled off the road into a lay-by and waited – lights killed – in the gloom. Apparently undetected, the group headed eastward along the slow A143 road. By 10pm they had reached the flatlands of East Anglia, a sepia landscape where the occasional disused sugar factory hulked out of the blackness.

Fifteen miles inland, at the unremarkable village of Ellingham, they finally turned left. The car skidded on a driveway, and drove past an ancient dovecote before stopping in front of a grand Georgian manor house. The woman stepped from the car. There was something odd about her. She had a kind of hump! If a CIA agent or some other observer were hidden in the woodland along with the pheasants, they could have been forgiven for a moment of puzzlement.

Close up, however, it was obvious that this strange figure was Julian Assange, his platinum hair concealed by a wig. At more than 6ft tall, he was never going to be a very convincing female. “You can’t imagine how ridiculous it was,” WikiLeaks’ James Ball later said. “He’d stayed dressed up as an old woman for more than two hours.” Assange was swapping genders in a pantomime attempt to evade possible pursuers. With him were also his young aide, Sarah Harrison, and his deputy, the Icelandic journalist Kristinn Hrafnsson. On that evening, this small team was the nucleus of WikiLeaks, the whistleblower website Assange had launched four years earlier.

In a breathtakingly short time, WikiLeaks had soared out of its previous niche as an obscure radical website to become a widely known online news platform. Assange had published leaked footage showing airborne US helicopter pilots executing two Reuters employees in Baghdad, seemingly as if they were playing a video-game. He had followed up this coup with another, even bigger sensation: an unprecedented newspaper deal, brokered with the Guardian newspaper in London, to reveal hundreds of thousands of classified US military field reports from the wars in Afghanistan and Iraq, many of them damning.

Assange, a 39-year-old Australian, was a computer hacker of genius. He could be charming, capable of deadpan humour and wit. But he could also be waspish, flaring into anger and recrimination. Assange’s mercurial temperament spawned groupies and enemies, supporters and ill-wishers, sometimes even in the same person. Information messiah or cyber-terrorist? Freedom fighter or sociopath? Moral crusader or deluded narcissist? The debate over Assange would reverberate in the coming weeks in headlines the world over.

Assange and his team had fled here from the Frontline Club, a hang-out for foreign correspondents and other media types in west London. Since July and the launch of the Afghan war logs, Assange had slept, on and off, in the club’s accommodation at Southwick Mews. The club’s founder, Vaughan Smith, had become a sympathiser and ally, and invited Assange and his coterie to his ancestral home, Ellingham Hall, tucked away in a remote corner of East Anglia. And here these unlikely refugees had now arrived.

Smith was a former captain of the Grenadier Guards, an elite regiment of the British army, who went on to become a freelance video journalist with Frontline TV. His adventures in war zones – Iraq during the first Gulf war, where he bluffed his way in disguised as a British army officer; Bosnia, with its massacres and horrors; Afghanistan; and Iraq again – had demonstrated a spirit of maverick independence. Smith was no anarchist. His family had served in the British army for generations. His paper of choice was Britain’s conservative, crusty Daily Telegraph. Smith was also brave. In Kosovo, his life was saved when a deadly bullet lodged in his mobile telephone.

But in common with other right-wing libertarians, he had a stubborn sense of fair play and believed in sticking up for the underdog. In this instance that meant Assange, who had become a hate figure for the bellicose US right. They wanted him arrested. Some were even calling for his assassination. Smith broadly supported Assange’s crusade for transparency at a time when – as Smith saw it – journalism itself had moved uncomfortably close to government, and was in danger of becoming mere PR fluff.

When Assange settled in to work at Ellingham Hall, already living in the manor house were Pranvera Shema, Smith’s Kosovoborn wife, and their two small children. Aged five and two, their bikes stood outside the hall’s imposing porte-cochère entrance. Also in residence on the estate were Vaughan’s upper-class parents. Vaughan’s father, too, had served in the Guards; a portrait of him as a young officer in a scarlet tunic hung in the dining room. Smith Sr could be seen holding a white pouch: a discreet reference to his career as a Queen’s Messenger. The role involved travelling around the world on Her Majesty’s business, hand-carrying diplomatic secrets. It was clear that Smith Sr took a dim view of Assange, who was believed to be in possession of an astonishingly large number of secret diplomatic dispatches.

Smith Sr would take to patrolling the estate – with its twin lakes and cedar trees – armed with a rifle. The rifle was fitted with a sniper-sight. The sniper-sight was camouflaged. Normally he fired at partridge and grouse. The temptation, however, to take a shot at the paparazzi that would soon encamp themselves outside the manor – or indeed at the unwashed radicals inside it – must have been considerable. Asked two days before Christmas whether he was enjoying playing host to the group of international leakers who were here, he answered through gritted teeth. “I wish they weren’t.” It was one of many ironies that would pepper the tension-filled weeks.

Among the WikiLeakers at Ellingham was 24-year-old James Ball, whom Assange had recruited, one of the few collaborators to receive a salary. Ball’s talent was for dealing with large data sets. A cool young man, he was experiencing a giddy rise. Within a matter of months he went from a job as reporter on the Grocer trade magazine to being a spokesman for WikiLeaks, and even debating with the US diplomat John Negroponte on BBC World’s Hardtalk programme. Ball’s first task was urgent: to go into Norwich, 15 miles away, and head for a branch of the John Lewis department store for technical equipment. He set off, carrying several thousand pounds in cash (Assange’s preferred medium of exchange), emerging with several laptops, a router, and cabling – and leaving a bemused shop assistant in his wake. “Have you ever tried spending £1,000 cash in John Lewis? Honestly, the assistant looked scared of £50 notes,” Ball reflected. “It was a surreal experience.”

The team began setting up an anonymous internet identity. Their connection was designed to give the electronic impression that the WikiLeaks team sitting in rustic England was actually based in Sweden. The preoccupation with security was paramount: WikiLeaks was believed to be a permanent target for US surveillance and potentially crippling cyber-attacks. On trips outside the manor house, the team used the same counter-surveillance techniques they had employed during the journey to Norfolk. This may have been prudent. But it meant Ball was sometimes left hanging round for several hours at minor B-roads and other freezing rendezvous points, waiting for a lift.

Ensconced in a grand living room with a log fire, decorated with more portraits of Vaughan Smith’s forebears, Assange got to work. Typically, he would spend between 16 and 18 hours a day in front of his laptop, sometimes staying up for a 48-hour period before crashing out on the floor. Other WikiLeaks staff would rouse him, and prod him towards the upstairs bedrooms. He would sleep for a couple of hours. Then he would carry on. Assange’s cycle was nocturnal. He was at his most accessible at 3am or 4am. “I found it easier to do stuff at night when you could sometimes get Julian’s attention. He’s entirely capable of ignoring someone for five minutes while they’re calling at him, ‘Julian! Julian!’,” says Ball. Other WikiLeaks associates – Sarah Harrison and Joseph Farrell, both recent journalistic interns – managed his email and diary.

Assange saw his role as that of a chief executive. His job was to monitor WikiLeaks’ vast footprint in cyberspace, and to keep in touch with the organisation’s collaborators in the other jurisdictions and time zones. Smith says: “He is obsessed with his work. Julian needs to understand what is written about WikiLeaks and the story. He describes it as monitoring the temperature.”


To the right of the fireplace was a striking portrait of Vaughan Smith’s great-great-grandfather, “Tiger” Smith. Smith acquired his sobriquet after killing 99 tigers, lugging many of them back to Ellingham Hall. Two stuffed beasts sat in glass boxes; others had been chucked out after mouldering. The entrance lobby was decorated with crossed sabres, old rifles with bayonets and other memorabilia from forgotten colonial skirmishes. There was a stuffed deer head, a pair of antlers, and a large painting depicting two stags charging furiously towards each other against an unusual pistachio background. If an American film director wanted the quintessential English country pile for his period movie, he could hardly have done better than Ellingham.

The WikiLeaks team quickly adapted to the rituals of English country house life. Ellingham Hall had a housekeeper; there was a kitchen with a raised central square table where staff would make meals; chops and sausages were piled up in a cardboard box. The estate had an organic farm (whose produce was also served in the restaurant of the Frontline Club back in London). Vaughan Smith had a decent cellar – its contents selected by the former Guardian wine critic Malcolm Gluck. At mealtimes Assange and his coworkers sat in Smith’s splendid dining room beneath a venerable circular table. There was port – passed to the left by the cyber-radicals, in accordance with English convention. Assange insisted that nobody drank more than a glass a night, forcing his companions to cut side deals with the kitchen staff.

Assange’s own habits were ascetic: he paid little attention to what he ate. His otherworldliness extended to his wardrobe. He didn’t appear to possess any clothes of his own. At one point the WikiLeaks team decided Assange needed to remove himself from his screen and take some exercise. They bought him a red Adidas top: once a day Assange would jog through the parkland – a flash of brightness in a rural palette of browns and greens. Soon, Smith would transmogrify Assange further into the more muted shades of a country gentleman: he lent him a green parka and the tweed jacket with asymmetrical pockets that Smith had worn as a (trimmer) young man of 19. Assange also tried his hand at fishing.

From the outside few would have guessed what was really going on inside Ellingham Hall’s high bay windows. Assange had gone to ground in this way, like a fox, because he was preparing, along with the Guardian and four other major international papers, to broker publication of the most spectacular leak in history. He had confided he was a little scared. There had been nothing like it, not even the Pentagon papers – the publication of the secret record of America’s war in Vietnam – almost 40 years earlier. At one point the local hunt clattered across the grounds of Ellingham Hall; huntsmen and hounds crashing through the Spion Kop woods. It was the kind of pursuit that Assange seemed to sense he was involved in. Was he, too, the hunted animal, with prosecutors and US intelligence agents the red-coated huntsmen, riding to the sound of a blowing bugle, surging closer and closer?








CHAPTER 2

Bradley Manning

Contingency Operating Station Hammer,
 40 miles east of Baghdad, Iraq
 November 2009


“I should have left my phone at home”
 
LADY GAGA




After the punishing heat of summer, Iraq in November is pleasantly warm. But for the men and women stationed at Camp Hammer, in the middle of the Mada’in Qada desert, the air was forever thick with dust and dirt kicked up by convoys of lorries that supplied the capital – a constant reminder that they were very far from home. One of those was Specialist Bradley Manning, who’d been sent to Iraq with the 2nd Brigade Combat Team, 10th Mountain Division a few weeks earlier. About to turn 22, he was the antithesis of the battle-hardened US soldier beloved of Hollywood. Blue-eyed, blond-haired, with a round face and boyish smile, he stood just five feet and two inches tall and weighed 105 pounds.

But he hadn’t been sent to Iraq because of his bulk. He was there for his gift at manipulating computers. In the role of intelligence analyst Manning found himself spending long days in the base’s computer room poring over top-secret information. For such a young and relatively inexperienced soldier, it was extremely sensitive work. Yet from his first day at Hammer, he was puzzled by the lax security. The door was bolted with a five-digit cipher lock, but all you had to do was knock on it and you’d be let in. His fellow intelligence workers seemed to have grown bored and disenchanted from the relentless grind of 14-hour days, seven days a week. They just sat at their workstations, watching music videos or footage of car chases. “People stopped caring after three weeks,” Manning observed.

After a few months Manning had grown scathing about the culture of the base. “Weak servers, weak logging, weak physical security, weak counter-intelligence, inattentive signal analysis…a perfect storm,” he would later write. He approached the National Security Agency officer in charge of protecting information systems and asked him whether he could find any suspicious uploads from local networks. The officer shrugged and said, “It’s not a priority.”

It was a culture, as Manning later described it, that “fed opportunities”. For Manning, those opportunities presented themselves in the form of two dedicated military laptops which he was given, each with privileged access to US state secrets. The first laptop was connected to the Secret Internet Protocol Router Network (SIPRNet), used by the department of defence and the state department to securely share information. The second gave him entry to the Joint Worldwide Intelligence Communications System (JWICS), which acts as a global funnel for top-secret dispatches.

That such a low-level serviceman could have had apparently unrestricted access to this vast source of confidential material should surely have raised eyebrows. That he could do so with virtually no supervision or safeguards inside the base was all the more astounding. He would spend hours drilling down into top-secret documents and videos, wearing earphones and lip-synching to Lady Gaga. The more he read, the more alarmed and disturbed he became, shocked by what he saw as the official duplicity and corruption of his own country. There were videos that showed the aerial killing from a helicopter gunship of unarmed civilians in Iraq, there were chronicles of civilian deaths and “friendly fire” disasters in Afghanistan. And there was a mammoth trove of diplomatic cables disclosing secrets from all around the world, from the Vatican to Pakistan. He started to become overwhelmed by the scale of the scandal and intrigue he was discovering. “There’s so much,” he would later write. “It affects everybody on earth. Everywhere there’s a US post there’s a diplomatic scandal that will be revealed. It’s beautiful, and horrifying.”

From there it was but a short step to thinking that he could do something about it. “If you had unprecedented access to classified networks 14 hours a day, seven days a week for eight-plus months, what would you do?” he asked. What he did, it is alleged, was to take the rewritable CD which carried his Lady Gaga music and erase it, then copy onto the disc other, far more dangerous, digital material. He was about to embark on a journey that would lead to the largest leak of military and diplomatic secrets in US history.

 

Crescent, Oklahoma, is flat and off the beaten track, just like the Mada’in Qada desert. But there the likeness ends. A small town in the middle of a rural bread basket, 35 miles to the north of Oklahoma City, its skyline is dominated by a large white grain stack. “This is a tight-knit, very conservative community,” says Rick McCombs, the recently retired principal of Crescent high school.

Born on 17 December 1987, Bradley Manning spent the first 13 years of his life in Crescent, benefiting from its small-town intimacy, suffering from the narrow-mindedness that went with it. He lived outside town in a two-storey house with his American father, Brian, his Welsh mother, Susan, and his elder sister, Casey. His parents had met when Brian was serving in the US navy and stationed at the Cawdor Barracks in south-west Wales.


From a young age, Bradley displayed the dual qualities that would set him apart from others and set him on a path that would lead, tragically for him, to a locked cell in Quantico marine base, Virginia. He possessed a lively inquiring mind and a tendency to question the prevailing attitude. McCombs recalls that Bradley not only played a mean saxophone in the school band but also appeared in the school quiz team alongside much older children. “He was very, very smart. He was also very opinionated – but only up to a point. He never got in trouble. Not once was Bradley disciplined for any reason.”

Manning had an early passion for computer games, playing Super Mario Bros with a neighbour. He was also fiercely independent of spirit. He was one of very few inhabitants of Crescent who openly professed doubts about religion – not an easy position for a child to take in a devoutly Christian town with no fewer than 15 churches. He used to refuse to do homework that related to the Bible and remained silent during the reference to God in the Pledge of Allegiance. Crescent, Manning once quipped, had “more pews than people”.

From his father, who spent five years in the navy working on computer systems, Bradley inherited two important qualities: a fascination for the latest technology, and a fervent patriotism and belief in service that would stay with him despite the harrowing treatment he was to experience later at the hands of the military police. In one of the few statements he has been allowed to make since his arrest in May 2010, Manning put out a message on Christmas Eve 2010 in which he asked his supporters to take the time “to remember those who are separated from their loved ones at this time due to deployment and important missions”. He even spared a thought for his jailers at Quantico Confinement Facility “who will be spending their Christmas without their family”.

His father was by all accounts a strict parent. Neighbours reported that Brian’s severity contributed to Bradley growing introverted and withdrawn. Such introversion deepened with puberty and Bradley’s dawning realisation that he was gay. Aged 13, he confided his sexuality to a couple of his closest friends at Crescent school.

The entry to teenage years was a tumultuous time. In 2001, just as Manning was beginning to come to grips with his homosexuality, his father returned home one day and announced he was leaving his mother and the family home. Within months, Manning’s life in Crescent had been uprooted, his friendships torn asunder, and his life transplanted 4,000 miles to Haverfordwest in south-west Wales, where his mother decided to return following the bitter break-up.

In Wales Manning had to acclimatise to his new secondary school, Tasker Milward, which, with about 1,200 pupils, was the size of his old home town. And he was its only American student.

“He was prone to being bullied for being a little bit different. People used to impersonate him, his accent and mannerisms,” remembers Tom Dyer, a friend of Manning’s at Tasker Milward. “He wasn’t the biggest kid, or the most sporty, and they would make fun of him. At times he would rise to the provocation and lash out.”

Perhaps as a means of reviving his self-esteem, he grew increasingly passionate about computers and geekery. He spent every lunchtime at the school computer club, where he built his own website.

“He was always doing something, always going somewhere, always with an action plan,” says Dyer. “He would get exasperated if things went wrong, his mind always racing. That made him come across as a little bit quirky and hyperactive.”

Dyer also notes that by the age of 15 Manning had begun to formulate a clear political outlook that, irrespective of his enduring patriotism, was increasingly critical of US foreign policy. When the invasion of Iraq happened in March 2003 they would have long conversations about it. “He would speak out and say it was all about oil and that George Bush had no right going in there.”

That political sensibility developed further when, at the age of 17 and having left school, he was packed off back to Oklahoma to live with his father. He took up a job in Zoto, a photo-sharing software company.

“He struck me as wise beyond his years,” recalls Manning’s boss at Zoto, Kord Campbell. “This was the Bush era, and nobody in the computer software world liked that president. Brad would go on about his political opinions, which was unusual for a kid.”

Campbell says that his employee “was smart. He learned like nobody’s business.” But the maverick side to Manning was also growing more pronounced. “He was quirky, there was no doubt about it. He was quirky as hell.” On a couple of occasions he remembers Manning falling into what Campbell describes as a “thousand-mile stare”. “He would be silent and wouldn’t talk to me or recognise me.” Four months in, concerned that Manning’s personal issues were affecting his work, Campbell fired him.

After discovering that Bradley was homosexual, Brian Manning threw his son out of the house. Homeless, jobless, Bradley rambled around for a few months, moving from place to place, odd job to odd job. As Jeff Paterson, a member of the steering committee of the Bradley Manning support network, puts it: “He needed a way of proving himself, to go out on his own, to establish himself.”

After a few months of aimlessness the solution came to him: Bradley Manning would follow in his father’s footsteps and volunteer for the US military. He enlisted in October 2007, and was put through specialist training for military intelligence work at Fort Huachuca in Arizona. Upon graduation in August 2008 he was posted to Fort Drum in upstate New York, awaiting dispatch to Iraq, armed with the security clearance that would give him access to those two top-secret databases.


For someone seeking a sense of purpose out of a career in the military, his experience of life in uniform was at times disillusioning. He complained of having been “regularly ignored…except when I had something essential…then it was back to ‘bring me coffee, then sweep the floor’…I felt like an abused workhorse.” On another occasion, on Facebook, he wrote: “Bradley Manning is not a piece of equipment.”

On top of feeling like a menial, there was Don’t Ask, Don’t Tell, the unhappy compromise thrashed out by the Clinton administration in 1993 that allowed gay personnel to serve in the military but only if they remained in the closet. Though Manning must have been aware of the restrictions when he enlisted, he quickly became infuriated and distressed by the policy. In an echo of his occasional outbursts at Tasker Milward school, he at times let his frustration show, coming close to flouting the Don’t Tell half of the formula.

The motto he attached to his Facebook profile said it all: “Take me for who I am, or face the consequences.” That devil-may-care approach was on display within weeks of his posting to Fort Drum, when he marched at a rally to protest against the Proposition 8 vote in California which prohibited same-sex marriage.

There has been much discussion since Manning’s arrest about the role that his sexuality played in the events that led up to the massive WikiLeaks disclosures. There have been suggestions that Manning was contemplating a sex change, based on a couple of remarks he made in the course of an online chat with the hacker Adrian Lamo shortly before his arrest. In one comment, Manning tells Lamo that he “wouldn’t mind going to prison for the rest of my life, or being executed…if it wasn’t for the possibility of having pictures of me…plastered all over the world press…as a boy.” In another he complains that his CPU, or central processing unit, “is not made for this mother-board”, an analysis using the language of computers that is seen by some as the complaint of a man anguished by a brain that he felt did not fit his male frame.

But such speculation is unsubstantiated, and has been countered by those who see it as an implicit attack on the trust-worthiness of gay people in the military. Timothy Webster is one who ridicules any correlation between Manning’s sexuality and his leaking of state secrets. A former special agent with US army counter-intelligence, Webster played an important part in the Manning story. He acted as the go-between connecting Lamo, the hacker whom Manning had confided in, and the military, after Lamo decided to turn informant and shop Manning to the authorities.

Webster, who is himself gay, says, “A small but loud-mouthed sideshow of talking heads have tried to use the Manning case as leverage to impugn homosexuals serving in the military. But the notion that the Manning case has anything to do with his sexuality is categorically absurd. Many thousands of homosexual and bisexual men and women are serving honourably and to suggest that their sexuality renders them any less effective in the defence of our nation is bigoted nonsense.”

But Manning’s sexuality is relevant in at least one important regard. His response to Don’t Ask, Don’t Tell, and his willingness to campaign against it semi-openly, was a presage of what was to come. Many gay people in the military took the view that, while they would quietly work to reform the policy from within, they would never disrespect an order. But Manning was too firm in his convictions – some say too hot-headed – to accommodate himself to a regulation that he believed to be unjust. As Jeff Paterson puts it: “He was willing to face retribution and ridicule within the army to fight something he knew was wrong.”

The other reason Manning’s sexuality may prove pertinent was more incidental – it was through his first serious boyfriend that he became introduced to the world of Boston hackers. The boyfriend in question was Tyler Watkins, a self-styled classical musician, singer and drag queen. They met in the autumn of 2008 while Manning was still stationed at Fort Drum. They must have made an unlikely couple, the flamboyant and extrovert Watkins and the quietly focused Manning. But judging by his status updates on Facebook, the soldier fell hard for the queen. Bradley Manning “is cuddling in bed tonight” “is a happy bunny” “is in the barracks, alone. I miss you Tyler!”

Watkins is a student of neuroscience and psychology at Brandeis University outside Boston. Manning would regularly make the 300-mile journey from Fort Drum to see him, and in so doing became acquainted with Watkins’ wide network of friends from Brandeis, Boston University and Massachusetts Institute of Technology (MIT), the birthplace of computer geekery that has been described as the “Mesopotamia of hacker culture”. For Manning, it was an entrée into a whole new way of thinking that was worlds apart from the small-town conservatism of Crescent or the buttoned-down rigidity of Fort Drum.

Typical of the new attitudes he was exploring was the “hackerspace” attached to Boston University that he visited in January 2010 while he was on leave back in the US and visiting Watkins. Known as Builds, it is a sort of 21st-century techy version of a 1960s artists’ collective. Its members come together to work on a host of projects, from creating a red robot mouse, to designing a computer system that can record the miles run by athletes at a race track, to studying how to crack open door locks (strictly on their own property). It is part computer workshop, part electronics laboratory, part DIY clinic. What unites these multifarious activities is the hacker culture to which everyone subscribes.

David House, a Boston University graduate who set up the hackerspace there, says that hacking is not the shady skull-and-crossbones activity of breaking into computers that it is often assumed to be. Rather, it is a way of looking at the world.


“It’s about understanding the environment in which we operate, taking it apart, and then expanding upon it and recreating it. Central to it is the idea that information should be free, combined with a deep distrust of authority.”

House points to a book, Hackers: Heroes of the Computer Revolution, by Steven Levy, which chronicles the rise of the “hacker ethic” at MIT. “Hackers believe that essential lessons can be learned about…the world from taking things apart, seeing how they work, and using this knowledge to create new and even more interesting things,” Levy writes. “They resent any person, physical barrier, or law that tries to keep them from doing this. All information should be free. If you don’t have access to the information you need to improve things, how can you fix them?”

House remembers meeting Manning when he came to the opening of his hackerspace in January 2010. They had a short conversation in which Manning said nothing out of the ordinary. “He did not strike me as someone who would be accused of working against the US government,” House says.

That was the only occasion House met Manning before the soldier’s arrest. Since then, however, House has struck up an important friendship with him, becoming one of only two people (the other is Manning’s lawyer, David Coombs) who are allowed to visit him at Quantico. In the course of several visits, House has developed a more intimate sense of what makes Manning tick.

“He’s very professorial in his thinking. Talking to him is like having a drink with one of your old college professors. He’s very interested in what underpins power, the underlying systems, in an abstract way. That’s why he fit in so well with Boston hacker culture, which has the same academic line.”

The other quality that has struck House is what he calls Manning’s “high moral integrity. He always draws a firm ethical line. There are certain things that he sees as basic human rights that he believes are inviolable.”


One of those inviolable basics that Manning evidently believed in was the value to democratic society of free information. As he said in his web chats with Lamo, “information should be free. It belongs in the public domain. If it’s out in the open…it should be a public good…I want people to see the truth…regardless of who they are…because without information, you cannot make informed decisions as a public.” A statement that could have been taken straight out of the Boston hackers’ manual.

It was a belief that came powerfully into play when Manning was deliberating about what to do with the vast hoard of state secrets he had been allowed to explore in Iraq. For most soldiers the answer to that conundrum would have been utterly simple: abide by the confidentiality with which you have been entrusted, and get on with your job. But for Manning it was more complicated than that. On the same trip back to Boston in which he visited House’s hackerspace he talked to Tyler Watkins about his dilemma. As Watkins told Wired.com: “He wanted to do the right thing. That was something I think he was struggling with.”

 

In the seven months he spent at the Contingency Operating Station Hammer in Iraq, there was one seminal moment that appears to have ignited Manning’s anger. A dispute had arisen concerning 15 Iraqi detainees held by the national Iraqi police force on the grounds that they had been printing “anti-Iraqi literature”. The police were refusing to work with the US forces over the matter, and Manning’s job was to investigate and find out who the “bad guys” were. He got hold of the leaflet that the detained men were distributing and had it translated into English. He was astonished to find that it was in fact a scholarly critique against the Iraqi prime minister, Nouri al-Maliki, that tracked the corruption rife within his cabinet.

“I immediately took that information and ran to the officer to explain what was going on,” Manning later explained. “He didn’t want to hear any of it…He told me to shut up and explain how we could assist the [Iraqi] police in finding MORE detainees.”

Manning noted that, thereafter, “everything started slipping…I saw things differently…I had always questioned the [way] things worked, and investigated to find the truth…but that was a point where I was a part of something, actively involved in something that I was completely against.”

Slowly, surely, Manning began edging his way towards a position that many have denounced as traitorous and abhorrent, and others have praised as courageous and heroic. He was starting to think about mining the secret databases to which he had access, and dumping them spectacularly into the public domain. “It’s important that it gets out…I feel for some bizarre reason,” he said. “It might actually change something.”

But first he needed a conduit, a secure pipe down which he could transmit the information that he had copied on to CDs labelled Lady Gaga. As he contemplated what route to use, his eye was caught by an exercise run by WikiLeaks on Thanksgiving 2009, about a month into his tour of duty in Iraq. Over a 24-hour period, WikiLeaks published a stream of more than 500,000 pager messages that had been intercepted on the day of the September 11 2001 attacks on New York and Washington in the order in which they had been sent. It provided an extraordinary picture of an extraordinary day. Manning was even more impressed, because with his specialist knowledge he knew that WikiLeaks must have somehow obtained the messages anonymously from a National Security Agency database. And that made him feel comfortable that he, too, could come forward to WikiLeaks without fear of being identified.

His search for a vessel through which to unload his mountain of top-secret material had succeeded. Within days of the WikiLeaks 9/11 spectacular, Manning took the first big step. He made contact with a man whom he described as “a crazy white-haired Aussie who can’t seem to stay in one country very long”. The game was on with Julian Assange.








CHAPTER 3

Julian Assange

Melbourne, Australia
 December 2006


“Give him a mask, and he will tell you the truth”
 
OSCAR WILDE




The unusual Australian who wrote up his dating profile for the OKCupid website used the name ‘Harry Harrison’. He was 36 years old, 6ft 2ins tall and, said the site's test, “87% slut.” He began:

 

“WARNING: Want a regular, down to earth guy? Keep moving. I am not the droid you are looking for. Save us both while you still can. Passionate, and often pig headed activist intellectual seeks siren for love affair, children and occasional criminal conspiracy. Such a woman should be spirited and playful, of high intelligence, though not necessarily formally educated, have spunk, class & inner strength and be able to think strategically about the world and the people she cares about.

“I like women from countries that have sustained political turmoil. Western culture seems to forge women that are valueless and inane. OK. Not only women!


“Although I am pretty intellectually and physically pugnacious I am very protective of women and children.

“I am DANGER, ACHTUNG, and ??????????????!”

 

“Harry” went on to say he was directing a “consuming, dangerous, human rights project which is, as you might expect, male dominated”. He also suffered from “Asian teengirl stalkers”. The question what “could [he] never do without” produced the answer, “I could adapt to anything except the loss of female company and carbon.” The profile warned: “Do not write to me if you are timid. I am too busy. Write to me if you are brave.”

Harry’s stated activities were extraordinary. He described himself as “variously professionally involved in international journalism/books, documentaries, cryptography, intelligence activities, civil rights, political activism, white collar crime and the internet”. His gallery of photographs showed a man with pale skin, sharp features and wind-blown silver-grey hair. In some he has a half-smile, in others he stares down the barrel of the camera.

Harry Harrison was a pseudonym, and the person behind the mask was Julian Assange, a computer hacker living in a crowded student house in Melbourne, dreaming up a scheme for an idealistic information insurgency which was eventually to become celebrated – and execrated – worldwide as WikiLeaks. Assange had a striking and, some critics would say, damaged personality. It was on peacock display in this dating profile, but probably rooted deep in his Australian childhood and youth.

His obsession with computers, and his compulsion to keep moving, both seemed to have origins in his restless early years. So too, perhaps, did the rumblings from others that Assange was somewhere on the autistic spectrum. Assange would himself joke, when asked if he was autistic: “Aren’t all men?” His dry sense of humour made him attractive – perhaps too attractive – to women. And there was his high analytical intelligence. In a different incarnation, Assange could perhaps have been the successful chief executive of a major corporation.

There were a few demerits OKCupid couldn’t capture. Assange’s social skills sometimes seemed lacking. The way his eyes flickered around the room was curious; one Guardian journalist described it as “toggling”. And occasionally he forgot to wash. Collaborators who fell out with him – there was to be a long list – accused him of imperiousness and a callous disregard for those of whom he disapproved. Certainly, when crossed, Assange could get very angry indeed, his mood changing as if a switch had been flicked. But in one way the OKCupid profile, last modified in 2006, proved in the end to be dizzyingly accurate. Four years later, in 2010, nobody would be left in any doubt that Assange really did mean, DANGER, ACHTUNG!

 

Julian was born on 3 July 1971 in Townsville, in the state of Queensland, in Australia’s sub-tropical north. His mother Christine was the daughter of Warren Hawkins, described by colleagues as a rigid and traditionalist academic who became a college principal; the family settled in Australia from 19th-century Scotland. Julian’s biological father is absent from much of the record: at 17, Christine abruptly left home, selling her paintings to buy a motorcycle, a tent and a map. Some 1,500 miles later she arrived in Sydney and joined its counter-culture scene. According to the book Underground, a revealing docu-novel to which Assange contributed, his mother worked as an artist and fell in love with a rebellious young man she met at an anti-Vietnam war demonstration in 1970. He fathered Julian. But the relationship ended and he would apparently play no further role in Assange’s life for many years. They had no contact until after Assange turned 25.

His father was not forgotten, though. In 2006, at the start of Julian’s remarkable mission to uncover secrets, he registered the wikileaks.org domain name under what is, according to court records, his biological father’s identity – John Shipton. After the birth of her child, Christine moved as a single mother to Magnetic Island, a short ferry ride across the bay from Townsville. Magnetic Island was primitive and bohemian. Its small population included hippies who slept on beaches and in rock caves. The local kids would fish, swim, and play cricket with coconuts. There were koalas, possums, and giant clams. The Great Barrier Reef was nearby, and the islanders were eco-pioneers who grew their own vegetables and helped themselves to what was in the sea – fish, prawns, crabs and crayfish.

Assange’s mother later recalled, “I rented an island cottage for $12 a week in Picnic Bay…I lived in a bikini, ‘going native’ with my baby and other mums on the island.” She married Brett Assange, an actor and theatre director. The surname apparently derives from Ah Sang, supposedly a 19th-century Chinese settler. Their touring lifestyle was the backdrop to Assange’s early years. His stepfather staged and directed plays, according to Underground, and his mother did the make-up, costumes and set design. She was also a puppeteer.

In 2010, Assange described his stepfather’s productions as good preparation for WikiLeaks, a mobile organisation that could be rolled out or packed up in a matter of hours – “something that my family did do when they were involved in the theatre and movie business which is go to locations, set it up, bring all your people, get it all together, get ready for the production launch and – bang – you go.”

The adult Assange became a shape-shifter: frequently changing hairstyles, and dressing up in other people’s clothes. One day he was an English country gentleman; the next an Icelandic fisherman; or an old woman. Even his role at WikiLeaks seemed unclear. Was he a leaker, a publisher, a journalist, or an activist? When the show was over he would move on.

The Assanges lived for some of the time in an abandoned pineapple farm on Horseshoe Bay. Christine recalled slashing her way to the front door with a machete. She also claimed to have shot a taipan – a deadly snake – in the water tank. Royce Dalliston, who still lives on Magnetic Island, recalls Christine used to swim and paint under the banyan trees. The other boys would steal waste cooking fat from hotels, and smear it on the roof of the jetty’s sheds to go sliding into the bubbling swell whenever the ferry pulled in from Townsville. Dalliston and the bigger boys called Assange a “raspberry” because the “scrawny little blond-haired kid” seemed too scared to go jetty jumping. But Assange told the New Yorker profile writer Raffi Khatchadourian: “I had my own horse. I built my own raft. I went fishing. I was going down mine shafts and tunnels.”

By 1979 Christine was again living close to her parents in Lismore, in New South Wales, where local farmers and the hippies co-existed in a state of mutual incomprehension. Nimbin – the scene of the Age of Aquarius, a 1973 hippy music festival – was just up the road. She had a long swirly skirt and drove a green Volkswagen Beetle. Local hippies successfully stopped the logging of one of the area’s surviving virgin rainforests at Terania. It was the first victory for Australia’s nascent eco-movement. Old footage from the march shows a young woman wearing dungarees trudging along a track, together with a group of bearded activists and guitar-strummers. She looks remarkably like Assange’s mother.

Christine did not want her son to have a conventional Lismore schooling. Lismore was a traditional place, with women banned in the local club from leaving the carpet area, apart from on dance nights. Jennifer Somerville, whose children went to a small rural primary with Assange, recalls: “She was a little bit alternative, and she didn’t believe in terribly formal education. She apparently decided that it would be best if Julian went to a little country school.”

His two-year stint there was one of his most sustained periods of education; according to his own account, during his childhood he attended 37 different schools, emerging with no qualifications whatsoever. “Some people are really horrified and say: ‘You poor thing, you went to all these schools.’ But actually during this period I really liked it,” Assange later said. Classmates at the school in the hamlet of Goolmangar remember a quiet but sociable boy. His exceptional intelligence and blond, shoulder-length hair marked him out.

One former classmate, Nigel Somerville, says there were “always puppets hanging out of his window…His mum was very artistic. I had a kite she’d made for many years. It was very colourful and had big eyes on it with oranges and reds and blues.” He and Julian would talk about crystal radios and experiment by pulling things apart. Amid the laid-back anti-establishment times, there were paranoid moments. In Adelaide, when Assange was four, his mother’s car had been menacingly pulled over, having left a meeting of anti-nuclear protesters. The police officer told her: “You have a child out at two in the morning. I think you should get out of politics, lady.”

Christine’s marriage was now also running into problems. Brett Assange, who ran the puppet theatre with her, was a good and close stepfather. Assange would in later life often quote sayings “from my father” such as, “Capable, generous men do not create victims: they nurture them.” Brett Assange would later describe his stepson as “a very sharp kid” with a “keen sense of right and wrong”. But according to transcripts of a court hearing Brett was, at the time, “plagued with difficulties with alcohol”. When Assange was seven or eight, his stepfather was removed from his life, when he and Christine divorced.

Assange’s mother then became tempestuously involved with a third, much younger man, Keith Hamilton. Hamilton was an amateur musician and a member of a New Age group, the Santiniketan Park Association. He was also, according to Assange, a manipulative psychopath. Hamilton allegedly had five different identities. “His whole background was a fabrication, right down to the country of his birth,” Assange claimed in Underground. Despite its respectable-sounding name, The Santiniketan Park Association was a notorious cult presided over by Anne Hamilton-Byrne, a yoga teacher who convinced her middle-class followers she was a reincarnation of Jesus. Keith Hamilton was not only associated with the cult. He may even have been Hamilton-Byrne’s son. Hamilton-Byrne and her helpers collected children, often persuading teenage mothers to hand over their babies. She and her disciples – “the aunties” – lived together in an isolated rural property surrounded by a barbed wire fence and overlooking a lake near the town of Eildon, Victoria. Here, they administered a bizarre regime over their charges, who at one point numbered 28 children. There were regular beatings. Children had their heads held down in buckets of water.

Assange’s mother tried to leave Keith Hamilton in 1982, a court transcript reports, resulting in a custody battle for Assange’s half-brother, Jamie. Hamilton was an abusive partner who “had been physically violent”, court documents allege. Assange says Hamilton now pursued his mother, forcing her to flee repeatedly with her children. Assange told an Australian journalist in 2010: “My mother had become involved with a person who seems to be the son of Anne Hamilton-Byrne, of the Anne Hamilton-Byrne cult in Australia, and we kept getting tracked down, possibly because of leaks in the social security system, and having to leave very quickly to a new city, and lived under assumed names.”

For the next five or six years, the three lived as fugitives. Christine travelled to Melbourne, then fled to Adelaide for six months, and on to Perth. As a teenager, Assange returned to Melbourne, living with his mother in at least four different refuges. The WikiLeaks founder was to act out this pattern of evasive action all over again in 2010, believing he was being pursued by US intelligence because of his WikiLeaks exposures.


Court files from the teenage Assange’s eventual hacking trial in Melbourne – of which more later – document some of the effects of such a strange life on a gifted teenager with a strong aptitude for mathematics. His lawyer said Assange was deprived of the chance to make friends or associate normally with his peers. “His background is quite tragic in a way.” Underground describes a “dead boring” Melbourne suburb: “merely a stopping point, one of dozens, as his mother shuttled her child around the continent trying to escape from a psychopathic former de facto [spouse]. The house was an emergency refuge for families on the run. It was safe and so, for a time…his exhausted family stopped to rest before tearing off again in search of a new place to hide.”

When Assange was 13 or 14, his mother had rented a house across the street from an electronics shop. Assange began going there and working on a Commodore 64. His mother saved to buy the computer for her older son as a present. Assange began teaching himself code. At 16 he got hold of his first modem. He attended a programme for gifted children in Melbourne, where he acquired “an introverted and emotionally disturbed” girlfriend, as he put it. Assange grew interested in science and roamed around libraries. Soon he discovered hacking. By the age of 17 he suspected Victoria police were about to raid his home. According to Underground: “He wiped his disks, burnt his printouts, and left” to doss temporarily with his girlfriend. The pair joined a squatters’ union, and when Assange was 18 she became pregnant. They married and had a baby boy, Daniel. But as Assange’s anxiety increased, and police finally closed in on his outlaw circle of hackers, his wife moved out, taking their 20-month-old son Daniel with them. Assange was hospitalised with depression. For a period he slept outdoors, rambling around the eucalyptus forests in Dandenong Ranges national park.

 


Human relationships must have seemed unstructured for the teenage Assange, prone to abandonment, confusion and reversals. The world of computers, on the other hand, was predictable. Algorithms – the key to Assange’s later skill as a cryptographer – were reliable. People were not. Assange would later tell the New Yorker the “austerity” of interaction with computers appealed to him. “It is like chess…There is no randomness.” During his 1996 hacking trial his defence lawyer, Paul Galbally, said in mitigation that his computer became “his only friend”. As Assange shifted from school to school he was targeted by bullies as the outsider: “His only real saviour in life or his own bedrock in life was this computer. His mother, in fact, encouraged him to use this computer…It had become an addictive instrument to him at a very early age.” Galbally describes Assange as “super smart” not a nerdy hacker but someone unusual and flamboyant.

Interestingly, some of the world’s most talented programmers come from broken families. Jacob Appelbaum, who would become WikiLeaks’ representative in the US, says he was the son of a paranoid schizophrenic mother and heroin addict father. He spent much of his boyhood in a children’s home. As a boy, he discovered a woman convulsing in his father’s bathroom with a needle sticking out of her arm. Appelbaum told Rolling Stone magazine that programming and hacking allowed him, however, “to feel like the world is not a lost place. The internet is the only reason I’m alive today.”

Melbourne’s hacking underground in the 1980s, in which Assange became prominent, was a small, almost entirely male group of self-taught teenagers. Many came from educated but poor suburban homes; all were of above average intelligence. They experimented on Commodore 64s, and the Apple IIe. They wrote code and used painfully slow modems. There was no internet yet, but there were computer networks and bulletin board systems, known as BBSs. In his “real” life Assange might have been considered a failure. He failed to complete his Higher School Certificate via a correspondence course. He also studied computers and physics inconclusively at an adult further education college.

But in his electronic life, Assange was a god. These geeky and socially awkward young men could reinvent themselves as swaggering heroes with names like Phoenix, Gandalf or Eric Bloodaxe. Assange used the pseudonym Mendax. Lewis and Short’s Latin dictionary says that means “given to lying” – the root for the English word mendacious. But Assange was more specifically inspired by Horace’s Odes. Assange’s mother had enthusiastically introduced him to the Greek and Latin classics. In book III, xi, Horace tells the story of the 50 daughters of Danaus. Their father is angry that they are being forced to marry their cousins, the sons of Aegyptus. He makes them swear to kill their husbands on their wedding night. Forty-nine carry out his order, but the 50th, Hypermnestra, tips off her husband, Lynceus, and they escape. (In some versions they go on to found a dynasty.) For this Horace calls her splendide mendax or “splendidly deceiving”. Another translation could be “deceitful with glory”. The name was well picked. It evoked what the intensely ambitious Assange would do next, something both deceitful and glorious: hack into the US’s military network.

Underground: tales of hacking, madness & obsession on the electronic frontier appeared in 1997. Published under the byline of Suelette Dreyfus, a Melbourne academic, Assange is credited as researcher, but his imprint his palpable – in parts it reads like an Assange biography. The book depicts the international computer underground of the 90s: “a veiled world populated by characters slipping in and out of the half-darkness. It is not a place where people use their real names.” Assange chose an epigraph from Oscar Wilde: “Man is least himself when he talks in his own person. Give him a mask, and he will tell you the truth.”


“Sometimes Mendax went to school,” runs the story in Underground. “Often he didn’t. The school system didn’t hold much interest for him. It didn’t feed his mind…The Sydney computer system was a far more interesting place to muck around in than the rural high school.”

In 1988, Assange (Mendax) is busy trying to break into Minerva, a system of mainframes in Sydney belonging to the government-owned Overseas Telecommunications Commission, or OTC. For the computer underground, hacking into OTC was a sort of rite of passage.

Mendax phones an OTC official in Perth posing as an operator from Sydney, Underground describes. To add authenticity, he records his home printer chattering in the background, and even mumbles passages from Macbeth to simulate office noise. The official innocently reveals his password – LURCH. Mendax is in! It is one of the dramatic moments in the book. In 2010, recalling his hacker exploits as a teenager, Assange said, “You were young. You hadn’t done anything for criminal gain. You had done this for curiosity, challenge, and some activism. We hadn’t destroyed anything. If you were a teenager in a suburb of Melbourne this was an incredibly intellectually liberating thing.”

In 1989 Melbourne hackers carried out a spectacular stunt, launching a computer worm against Nasa’s website. Bemused Nasa staff read the message: “Your system has been officially WANKed.” The acronym stood for Worms Against Nuclear Killers. Was Assange behind WANK? Possibly. But his involvement was never proved. By 1991 Assange was probably Australia’s most accomplished hacker. He and two others, using the names Prime Suspect and Trax, founded International Subversives magazine, offering tips on “phreaking” – how to break into telephone systems illegally and make free calls. The magazine had an exclusive readership: its circulation was just three, the hackers themselves.


Assange next set about hacking into the master terminal of Nortel, a big Canadian company that manufactured and sold telecommunications equipment. He also penetrated the US military-industrial complex, using his own sophisticated password-harvesting program, Sycophant. He hacked the US Airforce 7th Command Group Headquarters in the Pentagon, Stanford Research Institute in California, the Naval Surface War Center in Virginia, Lockheed Martin’s Technical Aircraft Systems plant in California, and a host of other sensitive military institutions. In the spring of 1991, the three hackers found an exciting new target: MILNET, the US military’s own secret defence data network. Pretty quickly, Assange discovered a back door. He got inside. “We had total control over it for two years,” he later claimed. The hackers also routinely broke into the computer systems at Australia’s National University.

But the Australian federal police’s computer crime unit was on their trail. They tapped the hackers’ phone lines and eventually raided Assange’s home. He confessed to police what he had done. But it wasn’t until 1994 that he was finally charged, with the case only being heard in 1996. He pleaded guilty in Melbourne’s Victoria County Court to 24 counts of hacking. The prosecution described Assange as “the most active” and “most skilful” of the group, and pressed for a prison sentence. Assange’s motive, according to the prosecution, was “simply an arrogance and a desire to show off his computer skills”.

At one point Assange turned up with flowers for one of the prosecution lawyers, Andrea Pavleka (described in Underground as “tall, slender and long-legged, with a bob of sandy blonde curls, booky spectacles resting on a cute button nose and an infectious laugh”). It was a courtly gesture. Galbally felt obliged to point out to Assange: “She doesn’t want to date you, Julian. She wants to put you in jail.”


Judge Leslie Ross said he regarded Assange’s offences as “quite serious”. But there was no evidence to suggest he had sought personal gain. He was indeed a “looksee” rather than a malicious hacker, and had acted, the judge said, out of “intellectual inquisitiveness”.

“I accept what your counsel said about the unstable personal background that you have had to endure during your formative years and the rather nomadic existence that your mother and yourself were forced to follow and the personal disruption that occurred within your household…That could not have been easy for you. It has had its impact on you obtaining formal educational qualifications which it seems were certainly not beyond you, and the submission that you are a highly intelligent individual seems to be well founded.”

The judge fined Assange $2,100. He warned him that if he carried on hacking he would indeed go to jail. Despite the fact the case was over, Assange got up to speak. The court transcript reads as follows:


PRISONER: Your Honour, I believe the prosecution has made several misleading claims in terms of the charges and therefore I elect to continue this defence if Your Honour would so let me.

HIS HONOUR: No, you have pleaded guilty, the proceedings are over. You would be well advised to come forward and sit down behind Mr Galbally.

PRISONER: Your Honour, I feel a great misjustice has been done and I would like to record the fact that you have been misled by the prosecution in terms of the charges of [indistinct] and a number of other matters.

HIS HONOUR: Mr Galbally, do you want to have a word with your client?

MR GALBALLY: Yes, Your Honour.

HIS HONOUR: Yes, go and have a word with him.




Assange considered himself the victim of a Solzhenitsyn-style injustice. A decade later, he would blog: “If there is a book whose feeling captures me it is First Circle by Solzhenitsyn. To feel that home is the camaraderie of persecuted, and in fact, prosecuted, polymaths in a Stalinist slave labour camp! How close the parallels to my own adventures!…Such prosecution in youth is a defining peak experience. To know the state for what it really is! To see through that veneer the educated swear to disbelieve in but still slavishly follow with their hearts!…Your belief in the mendacity of the state…begins only with a jackboot at the door. True belief forms when led into the dock and referred to in the third person. True belief is when a distant voice booms ‘the prisoner shall now rise’ and no one else in the room stands.”

 

Convicted but leniently treated, Assange was now an unemployed father in Melbourne surviving on a single parent pension. The family courts had given him sole custody of his son. Assange and his mother would spend years battling his former wife over access to Daniel; this developed into a bitter fight with the state over access to information in the case. Assange was also working unpaid as a computer programmer. He set up a site on the internet giving advice on computer security, called Best of Security. By 1996 it had 5,000 subscribers. Assange’s early commitment to free information, and free software, would slowly evolve into WikiLeaks. In words that now seem prophetic, Galbally had told the judge in 1996: “He is clearly a person who wants the internet to provide material to people that isn’t paid for, and he freely gives his services to that.”

Assange co-authored several free software programs as part of what would become the open source movement. (They included the Usenet caching software NNTPCache, and Surfraw, a command-line interface for web-based search engines.) He and a couple of collaborators invented the Rubberhose deniable encryption system. The idea was quite simple: that human rights activists who faced torture could surrender a password to one layer of information. Their torturers would not realise another layer was beneath.

According to the Rubberhose website, Assange conceived the software after meeting human rights workers, and hearing tales of abuse from repressive regimes such as East Timor, Russia, Kosovo, Guatemala, Iraq, Sudan and the Democratic Republic of the Congo. The website gives a flavour of Assange’s activist philosophy: “We hope that Rubberhouse will protect your data and offer a broader kind of protection for people who take risks for just causes…Our motto is: ‘Let’s make a little trouble.’”

As early as 1999 he came up with the idea of a leakers’ website, he says, and registered the domain name wikileaks.org. But otherwise he didn’t do much about it. Assange was living in Melbourne and quietly raising his son. The custody battle over, it was probably the most stable period in his life. Daniel – today a computer programmer – went to Box Hill high school in Melbourne’s eastern suburbs. Between 2003 and 2006 Julian studied physics and maths at Melbourne University as well as philosophy and neuroscience. He still didn’t manage to graduate. But the WikiLeaks idea stayed with him.

Assange drafted on his bravely named blog, IQ.org, an apparently fanciful theory for overthrowing injustice in the world: “The more secretive or unjust an organisation is, the more leaks induce fear and paranoia in its leadership and planning coterie. This must result in minimisation of efficient internal communications mechanisms (an increase in cognitive ‘secrecy tax’) and consequent system-wide cognitive decline resulting in decreased ability to hold on to power…Since unjust systems, by their nature, induce opponents, and in many places barely have the upper hand, mass leaking leaves them exquisitely vulnerable to those who seek to replace them with more open forms of governance. Only revealed injustice can be answered; for man to do anything intelligent he has to know what’s actually going on.”

Assange spoke of a high-flown calling: “If we can only live once, then let it be a daring adventure that draws on all our powers…The whole universe…is a worthy opponent, but try as I may I can not escape the sound of suffering…Men in their prime, if they have convictions, are tasked to act on them.”

Those on his mailing list soon learned more detail. John Young, of the Cryptome intelligence-material site, was one of those asked (unsuccessfully) to “front” a new WikiLeaks organisation. Secrecy was built in, including the avoidance of the secret word itself: “This is a restricted internal development mailing list for w-i-k-i-l-e-a-k-s-.-o-r-g. Please do not mention that word directly in these discussions; refer instead to ‘WL’.” On 9 December 2006, an email signed “WL” also arrived out of the blue for Daniel Ellsberg, the whistleblower of Vietnam war renown. Assange boldly invited Ellsberg to become the public face of a project “to place a new star in the firmament of man”. Governance “by conspiracy and fear” depended on concealment, Assange wrote. “We have come to the conclusion that fomenting a worldwide movement of mass leaking is the most cost effective political intervention.” Ellsberg, who eventually became an enthusiastic supporter, originally feared it was “a very naive venture, to think that they can really get away with it”.

In the new year, Assange went public for the first time. Canada’s CBC News was one of the few who reported the news:

“Deep Throat may be moving to a new address – online. A new website that will use Wikipedia’s open-editing format is hoping to become a place where whistleblowers can post documents without fear of being traced. WikiLeaks, according to the group’s website, will be ‘an uncensorable version of Wikipedia for untraceable mass document leaking and analysis. Our primary interests are oppressive regimes in Asia, the former Soviet bloc, sub-Saharan Africa and the Middle East, but we also expect to be of assistance to those in the west who wish to reveal unethical behaviour in their own governments and corporations,’ the group said.”

Most of the mainstream media (MSM), however, paid very little attention to this news. For hackers, who had long lamented the inadequacies of the MSM, that came as no surprise.
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