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To Dick and Hana:  
Thank you for loving me even  
during all the times I was not there  
to give a good-night kiss or to mend a skinned knee,  
or to do the normal daily things a wife and mother does.




As this book was going to press, the CIA insisted on a number of changes to the typeset pages. We have chosen to indicate the parts of the book so censored by blacking out the relevant passages. Previous CIA redactions resulted in rewritten passages or a note in the book that the Agency had requested the change.

 

—The Publisher






Preface

THIS BOOK OFFERS an insider’s view of the Central Intelligence Agency (CIA) in the 1990s, the strengths and the weaknesses, and how we contributed to the intelligence failure of September 11. This book was written in part to answer the question of why the CIA failed to anticipate the attacks. An analysis of the performance of other agencies in the intelligence community in regard to September 11, 2001, is outside the scope of this book. As the findings of the congressional inquiries indicate, there were significant lapses on the part of the FBI, the National Security Agency, and the Department of Defense. It is not my intention to downgrade the importance of these failings in the overall context of the examination of what went wrong. They deserve equal scrutiny, but elsewhere. I chose to focus on the CIA, the organization that I know best.

I began thinking about writing this book in mid-2001, before the terror attacks. At the time, I was assigned as a recruiter for new staff employees for the CIA Directorate of Operations. In the Recruitment Center, I spent my days talking with young people interested in joining the CIA. They were enthusiastic, inquisitive, and demanding when it came to knowing just what is the real CIA. The most frequent complaint I heard was about the dearth of publications that described the CIA in the 1990s and 2000s. There were lots of books about the Office of Strategic Services and the CIA in the 1950s and 1960s. There are scholarly books that examine the role of intelligence and the uneasy relationship of intelligence in democratic society. There were exposés of questionable authority and the occasional memoir of a senior CIA  officer. The most recent general book, which the CIA recommends to applicants, Inside the CIA by Ronald Kessler, was almost two decades old. The applicants wanted to know more about the current culture of the CIA and the strengths and weaknesses of the organization. This book was written in part to answer these questions, especially in the context of the CIA’s capabilities immediately preceding September 11.

My biases are simple: I believe in the mission of the CIA and support the courageous men and women who dedicate their lives to achieve this mission. I am not blind to the warts of the Agency and of the intelligence community, and I am not afraid to be labeled a critic with an ax to grind. I believe that sunshine—not secrecy—is the way to address and fix the problems. There are those within the Agency who consider insiders writing about the CIA as apostasy. I agree, if the purpose is for self-aggrandizement or to sling mud out of pure spite. My purpose is neither. Instead, I hope that the book adds to an understanding of what happened in the CIA in the run-up to September 11 and that it adds to constructive debate about the important issues of adapting our intelligence community to meet the new security challenges of a new global reality where electronic and physical borders are growing increasingly porous.

Several notes on the text may be helpful. The CIA and the intelligence community love acronyms. I know that most people find them annoying and confusing. Therefore, I minimized the use of acronyms. The intelligence business has its own jargon, which I elected to keep. I provided a glossary of terms used in the book for the aid of readers not familiar with the jargon. In the text, I put jargon in quotations to indicate specialized meaning. I have limited references to keep things simple. It should be understood that statements related to events inside the CIA are based upon my personal knowledge of events, unless otherwise footnoted. Finally, this book is a product of myself and offers my interpretation of events, errors included.

I want to thank those individuals who aided me in writing this book. There are many Agency officers, who for cover reasons must remain unnamed but not unappreciated, who helped in different sections of the book. They know who they are. Some triggered memories by providing their own. Others challenged my assumptions and pushed me into deeper analysis. Many provided me with moral support to finish when the prospects seemed so impossible. I thank the CIA Publications Review Board for its professional comportment. They have a difficult job of determining what is truly classified and what is not, balancing the need to protect sources and methods and the need to be a part of our  open and democratic society. I would also like to thank John Lehman, family friend and willing editor, who took what I thought was a final draft and remade it into acceptable prose.

I want to thank my family for their support and understanding. My husband, Dick, patiently listened to me ramble on about the book, always saying something clarifying and motivating me to finish. My daughter, Hana, would lose her mother days on end when I was in a writing mode. At her tender age, she did not understand what I was doing, but knew that it was important. To help me, she would write quietly in her own book, at her small desk next to mine. Thank you, Hana, for being you, making me laugh, and making me keep my perspective during trying times.






PART 1

SEPTEMBER 11, 2001

“The deliberate and deadly attacks, which were carried out yesterday against our country, were more than acts of terror. They were acts of war. This will require our country to unite in steadfast determination and resolve. Freedom and democracy are under attack. The American people need to know we’re facing a different enemy than we have ever faced.”

 

PRESIDENT GEORGE W. BUSH
September 12, 2001






1

Intelligence Failure

UNITED STATES OF AMERICA, 2001: On September 11, 2001, terror came to the United States. At 8:45 A.M. American Airlines flight 11 crashed into the North Tower of the World Trade Center in New York City. At 9:03 A.M. a second hijacked plane, American Airlines flight 175, flew into the South Tower of the World Trade Center. Forty minutes later, American Airlines flight 77 took a chunk out of the Pentagon. A fourth hijacked plane, United Airlines flight 93, plummeted into the ground, southeast of Pittsburgh at 10:10 A.M. It was 1:04 P.M. when U.S. president George W. Bush announced that the U.S. military had been placed on high alert and declared, “Make no mistake, the United States will hunt down and punish those responsible for these cowardly acts.” Meanwhile, air traffic was shut down; international flights diverted to Canada; border crossing security placed on high alert; and federal and state government offices closed around the nation. On that terrible day, 3,016 fathers, mothers, sons, and daughters died as a result of the attacks. Within twenty-four hours of the first strike, Americans were asking why the CIA and Federal Bureau of Investigation (FBI) failed to anticipate a terrorist operation of this scale.

Accusations of intelligence failure dominated news headlines and policy debates in the weeks and months that followed. Intelligence failure is an extremely sensitive issue for the CIA. An intelligence failure writ large means the Agency failed in its mission. Nobody likes to hear they have failed—especially the dedicated men and women of the CIA.

CIA RECRUITMENT CENTER, VIRGINIA, 2001: For me, it started as a routine morning at the CIA. Walking through the halls toward my office, I could see the usual hectic activity of CIA officers preparing for the morning staff meetings. During the night hundreds of cable message and intelligence reports had arrived from overseas stations, some requiring immediate action and response. Important intelligence, operational, and support-related accomplishments of the previous day, and requirements/problems for the current day are the standard agenda items for the morning staff meetings. Directorate of Intelligence analysts were mulling over new developments, thinking about current intelligence and spot-reporting requirements for the day. Some Directorate of Operations officers were focusing on new operational developments in their region, while Directorate of Science and Technology scientists and engineers were working on their latest gizmo to advance technical collection. Mission Support computer gurus were taking calls from frustrated employees complaining of system slowness or nonresponse.

I arrived at my desk at 8:00 A.M., mentally preparing for a scheduled telephone interview with a New Yorker interested in employment opportunities with the Directorate of Operations. Although employed in personnel recruitment, I was not a personnel recruiter in the classic sense, but rather a trained assessor of people and recruiter of spies. This assignment was an enjoyable and welcome break from my primary occupation as an operations officer from the Directorate of Operations, Near East Division. After ten long years of back-to-back foreign assignments, my batteries needed recharging. Long hours, stressful living and working environments, and personal sacrifices had taken their toll. Talking with young people about the Agency, the fabulous opportunities and daunting challenges felt odd at first, since in days past I had to deny my CIA affiliation. Now I gave public presentations, visited university campuses, and interviewed people, talking up the CIA, telling “war stories” about my life in the CIA. Of course, I used a fake name and I dissembled when asked sensitive questions. With each presentation I was reminded why I joined the CIA in the first place and committed my life to public service and keeping the nation safe. I was looking for a few good men and women to join me and my colleagues in our secret world of espionage. Not just anybody has the right stuff to be a spy. My job was to find them among the thousands of applicants seeking employment with the CIA.

I filtered out the background noise of CNN from outside my office. CIA officers are addicted to CNN and never turn it off. We are all news  junkies. We like to know what’s happening, as it is happening. We also like the fact that we frequently know the story behind the story, chuck-ling when CNN gets it wrong, or cursing when they cover a story that is supposed to be a secret. Breaking news gets our attention, especially when it alerts us to some new development in our area of responsibility. Long ago, the CIA gave up trying to routinely beat CNN to a story. We are not in the business of headlines, but of intelligence.

I began the phone interview with a pleasant young lady who was so enthusiastic that I had to lower the volume of my headset. Nervous applicants often shout or whisper. I prefer the shouters because at least I can hear enough to make an assessment of the individual. I began my normal regime of questioning, designed to draw out information on how much thought went into the decision to apply to the CIA—was it on a whim or did the applicant do his or her research? I asked about her educational and professional background, assessing her ability to talk about herself in an articulate, but concise way. Is she persuasive? Is she interesting? Would an agent warm to her, or write her off? Applicants tell me that they are fascinated by the world and foreign affairs. It sounds good, but it’s hollow if it’s not demonstrated by foreign work and educational experience and a substantive knowledge of what has been on the front page of the international section of the newspaper for the past two months.

Because the volume of my headset had been turned down, I became aware of the background noise in my office suite. The clamor had grown abnormally loud. I put the applicant on hold and wandered into the office of another recruiter, also a Near East Division officer. It was 8:55 A.M. CNN was broadcasting. Time stopped as I saw the image of a smol dering tower. The announcer was repeating what little he knew. A plane had flown into the tower. There was commentary on how this could have happened. I stopped listening because in my bones I knew. I went back to my neglected applicant, still on hold. As she was in New York, I asked her exactly where she was calling from. She was in Midtown, calling from the privacy of her office. I told her about the incident and asked her what she could see from her window. She was responsive, but clearly confused and wanting to get back to the interview. I brought the interview to an end quickly, in part because I had heard enough and in part because I knew there was other work to be done. I worked counterterrorism issues for many years. I knew an attack when I saw one. I also knew that terrorists frequently plan multiple attacks on the same location to maximize casualties. I was not surprised when the second plane hit. Instead, I felt a deep sense of institutional and personal failure.

The order to evacuate all government buildings trickled down just before noon. There were reports of missing airplanes and concerns that other government facilities would be attacked. I was in an obscure building far away from CIA Headquarters. I had no fear about my own well-being. My colleagues in Headquarters were in a different situation. Langley was a choice terrorist target as we knew from past threat reporting. Despite this, many did not want to evacuate. We simply were not trained to evacuate our posts in times of crises. Most were ordered to leave, but a few in the Counterterrorism Center stayed behind.

I packed my gear and headed to my car. The scene before me was surreal. CIA security forces had deployed, establishing a perimeter around our up-until-then low-profile building. Combat vests and submachine guns transformed our friendly SPOs into a formidable-looking force. Directing traffic with an M4, an SPO cleared me through the growing traffic jam exiting the controlled-access area. Gone were their usual smiles.

Traffic was at a crawl as I cut through residential areas, meandering my way back to my Fairfax home. Federal and state employees had been sent home as a security precaution. As my car inched forward, I observed the outpouring of American patriotism and resolve. Time and time again, I watched men and women pull into their driveways and disappear into their homes, only to reappear moments later unfurling the Stars and Stripes. Watching my community rally around the flag on this awful day cut through my emotional wall of steel and reduced me to tears. Two hours later, when I finally reached my home—a journey that in normal times took twenty minutes—I, too, raised the flag.

 

LANGLEY, VIRGINIA, 2001: A day later, a visibly strained and embattled Director of Central Intelligence (DCI), George Tenet, addressed Agency officers over the CIA intranet. His clothes were rumpled; dark circles accented his piercing black eyes. The trademark cigar, never lit but always in chewing distance, was nowhere in sight. His demeanor was serious, with more than a hint of anger. We gathered around the circuit TV, anxiously waiting for a message to guide us out of our collective shock. He told us that there had been no intelligence failure, that the Agency had been working hard against the threat of al-Qa’ida and had in fact warned senior levels of the U.S. government of the likelihood of an attack. He rallied the troops to be proud, vigilant, and flexible to the calls of the “needs of the service.”

What I found remarkable about Tenet’s address was the total denial of failure. He continued to deny failure five months after the attack  when he gave testimony before the Senate Select Committee on Intelligence. On February 6, 2002 he said, “Whatever shortcomings we may have, we owe it to the country to look at ourselves honestly and pro-grammatically. But when people use the word ‘failure’—‘failure’ means no focus, no attention, no discipline—[they] were not present in what either we or the FBI did here and around the world.”1

Tenet’s performance provoked public debate on whether the director was lost in reactionary denial, or whether the denial was part of a strategic game plan of bureaucratic survival (his and ours). There would be no public mea culpa from Tenet. Obviously, something went wrong; why could the CIA not admit this?

Traditionally, the CIA has been reluctant to admit failure in public because of its culture and history. Our mantra, “Deny Everything,” is bred into our bones. To the public, it seemed once again the CIA was circling the wagons, deaf to calls for accountability. But the CIA’s exterior stone wall should not be confused for internal denial. In reality, there was real turmoil on the other side of that wall, because while we were reluctant to mouth the words “intelligence failure,” many CIA officers were grappling with the hard questions.

We had been working hard against al-Qa’ida for years. Dedicated and highly skilled officers had been working day and night, taking risks, professional and personal, fighting al-Qa’ida. We had done our best, but our best had not been enough.

Were the September 11 attacks the result of an intelligence failure? If indeed there was an intelligence failure, why and how did it happen? Who should be held responsible, institutionally and personally? What changes need to be made to ensure that it does not happen again?

The Joint Congressional Committee on September 11 was supposed to answer these questions. Instead, it produced a nine-hundred-page report that fell short in the most critical area: understanding the nature of the threat and why the U.S. approach had failed to counter it. The committee chalked up September 11 to “missed signals”—hardly a satisfying explanation to what is the worst disaster to strike the United States in recent history. Trains are derailed because the engineer misses signals. An orchestra reverts to cacophony when the string section misses the conductor’s signal. Critical infrastructure of cities is not shut down because of missed signals. The military does not fail to show up for a war because of missed signals. The president of the United States does not fail to keep his nation safe because of missed signals. The committee’s findings beg another look—specifically, a deeper look at the CIA—at what we did and did not do, and why.

As I grappled with these questions, I embarked on a little self-education, probing the history of the CIA to better understand what the CIA mission was and what an intelligence failure was. I found that the history contained some important keys to understanding the peculiarities that I observed day to day inside the Agency. The organizational fear of failure had roots in the fact that the CIA was established as a result of failure. This made us obsessed with mission achievement: getting the job done at any and all costs so that failure could be avoided. The obsession was intensified by the stark reality of a stacked deck: the knowledge that the CIA, with its dysfunctional structural design, was not actually given the tools necessary to achieve its mission. Finally, the CIA’s unwillingness to share—its go-at-it-alone preference—was born out of the bureaucratic infighting that accompanied its creation and molded its development within the intelligence community.

Most of all, the Agency’s history provided a context to evaluate its performance in terms of expectations and capabilities.

The CIA predecessor organization was created because of a failure of similar magnitude to September 11. On December 7, 1941, carrier-based Japanese airplanes conducted a surprise attack against U.S. forces at Pearl Harbor, killing 2,409 Americans and destroying numerous U.S. fighting ships and warplanes. The intelligence failure was attributed to two critical weaknesses: the United States did not have any spy networks in Japan, and there was no mechanism within the U.S. government to assemble and assess the information the disparate arms of the U.S. government had collected on Japanese actions and intentions. To redress this, William “Wild Bill” Donovan formed the Office of Strategic Services in 1942 as a wartime intelligence agency whose mission was to collect and analyze strategic information and to plan and direct special services (covert operations) as requested by the U.S. Joint Chiefs of Staff.

When the war ended, the Office of Strategic Services was dissolved as quickly as it was created. President Truman was sensitive to popular fears that the Office of Strategic Services would take on domestic responsibilities and evolve into a Gestapo-like organization that would threaten the civil liberties of the American people. The images of the wartime atrocities and oppression of the Gestapo were too fresh in the memories of Americans. The Office of Strategic Services, an organization created to meet wartime needs, did not seem well suited to peacetime America. The Office of Strategic Services officers packed up their desks and went home to their prewar lives as lawyers and journalists, professors and chefs. However, Washington of the 1990s was much  like Washington of the 1940s: nothing is over until the fat lady sings, and she had not yet begun to warm up her voice.

In postwar policy circles, there was a growing consensus that the United States needed a centralized intelligence capability to warn against future attacks. The fear of establishing an American Gestapo was a powerful dynamic in shaping the debate on the type of intelligence organization the United States needed, but not strong enough to stop it. Bureaucratic interests of the military, State Department, and FBI played powerful roles in determining what would be created. These agencies were interested in preserving their departmental intelligence offices. A new and strong central intelligence organization represented a bureaucratic threat to their independence and power—a potential loss of turf, funding, and influence in the worst-case scenario. Therefore, they refused to support a strong centralized organization along the lines of Donovan’s suggestions: a new agency that would take the lead position in the intelligence community. They also did not want to cede power to one of the existing national security departments, since this would have altered the existing bureaucratic balance. Instead, they opted for the lesser of two evils: to create a new agency, central in name but weak in structure and authority.

In 1946, Truman created the Central Intelligence Group and the National Intelligence Authority. The National Intelligence Authority, which was made up of the secretaries of state, war, and navy, as well as a presidential representative, supervised the Central Intelligence Group, thus ensuring that the new intelligence organization could be kept controlled. The organization was supposed to be small and was supposed to concentrate on providing summaries of current events to the National Intelligence Authority and the president. It was a weak organization by conception, designed to be dominated by the existing bureaucratic powers. The triumvirate had won, and Donovan had lost—or so they thought.

The CIA replaced the Central Intelligence Group with the stroke of Truman’s pen when he signed the National Security Act of 1947 into law. Donovan had won Truman over on the need for an independent civilian intelligence service that answered to the president, not to the triumvirate. Much to the chagrin of the other powers in the budding intelligence community, Truman gave the CIA broader authorities. The CIA was charged with coordinating the foreign intelligence effort, correlating and evaluating intelligence, and performing such other functions and duties related to intelligence affecting the national security as the National Security Council may, from time to time, direct.  While the CIA was envisioned as a clearinghouse for intelligence, its weak structure guaranteed that it would have difficulty functioning in this capacity. The CIA had no means to make the other intelligence community agencies hand over their products. In a culture where information is power and influence, these agencies had many bureaucratic interests encouraging them not to cooperate.

Rather than complacently becoming a bureaucratic dwarf, the CIA forged its own path, scratching out turf in areas of little to no interest (at that moment in time, at least) to the other members of the intelligence community. The CIA started by seizing upon the emerging threat of an activist Soviet Union in Europe. Given that the predicting and warning mission of the CIA was considered primary, and that the other agencies were not sharing their intelligence willingly, the CIA quickly developed a collection capability, which was not part of the 1947 authorization. Human intelligence—in other words, running agents to collect information clandestinely—was the first capability to be developed. Technical collection followed quickly as the CIA pioneered overhead reconnaissance programs. Analysts took the CIA “raw intelligence” reports and created “finished” reports for policymakers, adding their analytical assessment on what the information meant. While the CIA analysts did draw on intelligence from other agencies, they were from the outset heavily dependent upon CIA-produced raw data. The CIA exploited a niche by expending the vast majority of its resources on collecting and analyzing intelligence on Soviet plans and intentions. While the CIA eventually grew into a worldwide organization, the Soviet account always remained the inner sanctum, regardless of the directorate.

The growth of the covert action arm of the Agency was also a result of the bureaucratic interests of the intelligence community and the growing threat of the Soviet Union. While competing agencies were shutting the CIA out from their proprietary interests, they had no strong objection to the CIA engaging in covert action overseas. The Soviet Union was taking over Eastern Europe, and Communist sympathizers seemed poised to win elections in Western Europe, particularly in France and Italy. The Communist influence needed to be counterbalanced and disrupted. With a realization of the threat posed by the Soviet expansionist plans, the CIA reconstituted its covert action capabilities by hiring former Office of Strategic Services officers. The CIA began to wage Cold War battles against the Soviets and their surrogates around the globe. The CIA authority to protect—that is, undertake covert action—was found in the catch-all phrase of “other functions and duties” of the National Security Act of 1947.

Fifty years later, when I joined the Agency, the mission remained the same.

Prediction. Warning. Protection. It’s a pretty clear mission. But what about mission failure—what constitutes failure, specifically, an intelligence failure? The term is inexact. Not knowing something is not necessarily an intelligence failure. For example, failure to know in advance the final negotiating position of Israeli Prime Minister Ehud Barak at Camp David could not be considered an intelligence failure, because Barak had not himself established real red lines for negotiations until after Camp David. Failure to know days in advance that Saddam Hussein would invade Kuwait could not be considered an intelligence failure, because Saddam decided to attack only on the day of the invasion. It would be a stretch to label these as failures because there were no facts to collect and assess—that is, no hard positions or no exact dates. The information must be reasonably knowable if not knowing is to be considered an intelligence failure.

Order of magnitude is also important. In the real world of international politics, there is much that happens that remains unknown to the United States. While knowing the details of how the beautiful Queen Noor exerted so much influence on the late King Hussein of Jordan, effectively engineering a palace coup from the harem on his deathbed by placing her firstborn son in the line of succession (displacing the sons of the king’s other wives), would make fascinating reading; not knowing does not constitute an intelligence failure. Jordan remains a close ally of the United States, regardless of who the crown prince is. Although it is an interesting story packed with bedroom politics and royal intrigue, it falls below the “who cares” threshold, generally considered to perch at the level of issues that impact U.S. interests. From a national security perspective, the threshold is higher yet, pegged to issues that pose a potential threat to U.S. interests, facilities, and citizens. Therefore, to be considered an intelligence failure, the issue must be significant in terms of national security and have an impact upon U.S. interests, facilities, and citizens.

Intelligence failures can occur at different stages of the process along the continuum of prediction, warning, and protection. Some failures are analytical, leading to wrong conclusions or predictions. Some failures are in collection, giving analysts inadequate grist for the mill. Others are failures to protect, whether attributed to imprecise intelligence or ineffective covert action. Normally, it is a number of little failures that cluster into an enormous failure.

As I pondered the details, I realized that the September 11 attacks fall into this category. The CIA has a clearly specified counterterrorism mission spelled out in Presidential Decision Directive-35 (PDD-35). Second, the CIA had been authorized by the president and the National Security Council to wage a war against terrorism through the use of covert action tools. Therefore, the CIA had a mission to predict, warn, and protect the United States from acts of terrorism. For my boss to say that the CIA met its mission because it predicted and warned policymakers of the al-Qa’ida threat is insufficient. The statement neglects the third part of the CIA mission: taking appropriate action to protect national security.

Examining what the CIA knew and did not know and what the CIA did and did not do, it became clear to me that the September 11 attacks fall firmly within the bounds of an intelligence failure. The CIA had the mission. The intelligence was knowable. The threat to U.S. interests was significant. What the CIA did not have was the capabilities.

In the following chapters, I endeavor to explain how and why the Agency failed to accurately predict the nature of the threat, comprehensively warn of the breadth of the threat, and effectively disrupt planning, preparation, and execution of the attacks.

If September 11 was the only intelligence failure on the books in recent years, I might be willing to make excuses or to claim unique extenuating circumstances. However, it was not. There had been a series of intelligence failures, and those failures fit a predictable pattern—especially with the advantage of hindsight—of insufficient human reporting sources, uncritical analytical thinking leading to groupthink and mirror imaging, and, worst of all, being tricked by denial and deception operations. It was shades of Pearl Harbor all over. But more to the point, when looked at systematically, it is possible to see significant trends in organizational development and behavior in the 1980s and 1990s that created an environment in which failure became inevitable.

Organizational Development. Organization Behavior. Pretty dull stuff. So let’s put theory behind and talk about people: the men and women of the CIA. Real things happened in the decade that changed the way we thought about our jobs in general and our roles in particular inside the organization. We adopted new limitations, some self-selected, many imposed from above or from outside the organization. This, in turn, influenced how we viewed national security threats and the tools thought appropriate to counter them.

The paramilitary capability withered away, both organizationally and conceptually. Not only could the CIA no longer wage clandestine wars, but most officers did not even think of it as an option. Officers and management became so risk-averse that we became afraid to do the hard parts of our jobs. Clandestine officers stopped recruiting. The Agency had been cut to the bone and did not have enough people and money to meet our mission. Tenet refused to go to the mat with the Clinton administration to wage a real war on terrorism. Keeping one’s job and winning bureaucratic turf battles was more important than achieving the mission writ large. Because of an FBI-CIA sandbox fight, Khalid Shaykh Muhammad escaped capture in 1996, leaving him foot-loose and fancy free to revamp his disrupted airplane-hijacking plan into the September 11 plot.

Organizational stovepipes made us think in linear patterns when we should have been building asymmetrical analytical models. African hands were not talking to experts on Sunni extremism, who were not talking to Asian hands, who were not talking to experts on Shia extremism. They should have been, and the cost of not doing so was that the CIA remained analytically stuck in the assessment that Usama bin Ladin is a terrorist and al-Qa’ida a terror group. While the CIA was thinking small and compartmented, al-Qa’ida was developing and spreading a new, global ideology that defied CIA traditional assumptions based on old models of sectarianism, nationalism, and terrorism, and defied CIA ad-hoc operational tools.

The DCI did not put forth a strategic assessment that would be produced and endorsed by the intelligence community as its collective view on al-Qa’ida. The absence of a National Intelligence Estimate meant that the intelligence community, specifically the DCI, was unable to focus policymakers and the nation on an existential threat. Without the focus, there could not be an integrated strategic counterterrorism policy. Without the focus, the war on terrorism was at best a big effort from a small part of the intelligence community and at worst, empty rhetoric.

That something was amiss was not lost on CIA management. The al-Qa’ida file is a poignant case study. CIA management knew there were serious problems affecting its ability to get on top of the target, but did not or could not move fast enough to overcome them. Problems within the CIA had been allowed to fester for years. These included risk aversion, staffing problems, and vertical stovepipes. Other problems are structural in terms of how the intelligence community is set up and managed, with the DCI unable to move the intelligence community at will to refocus and concentrate its efforts. Finally, there are the  inevitable political problems—the intelligence community does not exist in a vacuum, but in the context of national politics and national leadership.

The failure was not the CIA’s alone. The attacks of September 11 were collective failures of the intelligence and policy communities. The hard fact is that the CIA did more than any other U.S. agency against al-Qa’ida before September 11. It just wasn’t enough.

The following is the tale of the CIA told from an insider’s perspective—from the lens of looking at the world from the inside out—warts and triumphs together, with a modicum of perspective that hindsight provides.






PART 2

THE WEBSTER YEARS (MAY 26 1987-AUGUST 31, 1991)

“I have a deep and abiding faith in this country and in its Constitution and in its laws. I think that no one has the right to hold public office unless they are committed to the faithful observance of those laws and who insist upon the faithful observance of those laws.”

 

WILLIAM WEBSTER
Confirmation hearing, 1987
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Iran-Contra Legacy

SEVENTH FLOOR, LANGLEY, VIRGINIA, 1987: It is impossible to write about the arrival of William Webster at the CIA in terms of an event of one day, a new face appearing behind the DCI’s massive desk, with business continuing as usual. A better description is to say that there had been a nuclear explosion, named Bill Casey and Iran Contra, and in the fallout came Judge Webster.

William “Bill” Casey died before the Cold War ended and before the 1990s began. However, his legacy lingered for many years, especially during the troubled early 1990s. I joined the Agency in the last months of Casey’s tenure and never met him. Yet his imprint was so strong that I felt like I knew him personally. I cut my operational teeth on Casey stories. Casey is still remembered as a true leader, more than a decade later. There are many who did not like the path down which Casey led the CIA, but how he did it still evokes positive responses from Agency employees. More than anything, we remember the Casey era as a time when the CIA’s esprit de corps was high and the mission firmly held.

Casey had the president’s ear and the Agency flourished as a result of their relationship. He was a member of the Reagan cabinet and conferred regularly with Reagan on national security matters. What Casey said mattered; therefore, the CIA mattered. The CIA grew 33 percent during the Casey era, as the ranks were filled with more operations and paramilitary officers to fight the “Evil Empire.”

The Directorate of Operations loved Casey because he was a man of action. His history as an Office of Strategic Services officer gave him instant credibility among the old boys leading the Directorate of  Operations. Casey held Congress in low regard, another trait the directorate loved. The Directorate of Intelligence was a little less enchanted, given Casey’s penchant for toying with—or one might say skewing—the intelligence the directorate produced, to fit his (and President Reagan’s) view of the Soviet Union.

Casey firmly believed the ends justify the means, and mission accomplishment was everything. The mission in Casey’s time was battling Communism. Casey did not want to contain Communism, he wanted to wipe it off the face of the earth. Total victory demanded total commitment and a willingness to play hardball. A classic Casey operation was mining the harbors of Nicaragua. Yes, it was a bit extreme, but more to the point, it was effective at shutting down the ports, placing tremendous financial pressure on the pro-Soviet Sandinista government, part of the greater plan to destabilize the government. If Western ships were damaged, it was their governments’ fault for not supporting the economic sanctions against Nicaragua, reasoned Casey. Allies should not be allies only when it is financially convenient.

Keeping Congress in the dark on certain CIA activities, such as the CIA role in arms for hostages and aid to the Contras, because of presidential wishes, did not pose an ethical dilemma for Casey. That those activities might also be illegal did not pose an ethical dilemma; they were conducted for the sake of national security at the direction of the U.S. president. In Casey’s mind, the CIA was above the law when it came to protecting national security. Casey never wanted to hear why the CIA could not do something, from either his own officers, Congress, the Pentagon, or the State Department. Rather, he really wanted to hear how it could be done—or, better yet, that it had been accomplished. Casey pushed everyone’s envelope. When he did not get what he wanted, he simply detoured around the obstacle.

The consequences of Casey’s management style would reverberate through the CIA for years after his departure, particularly in the form of the Iran-Contra scandal. The actual events of Iran-Contra took place before my time; I just lived through the fallout. Because the scandal enveloped the Agency for such a long period, all officers became steeped in the lore of Iran-Contra.

 

NICARAGUA, 1984: Support for the Contras started modestly in the late 1970s before ballooning into a massive covert operation in the early 1980s. The CIA recruited, trained, armed, funded, and provided moral support to Nicaraguan groups—known collectively as the Contras—opposed to the left-wing Sandinista government. To support  the covert action program, the CIA ran a large and complex operation, using staff officers, employing “contract” paramilitary officers, and operating proprietary companies for infrastructure requirements and other needs. For example, the CIA owned a sizable clandestine air fleet for moving people and cargo.

The CIA was running a full-scale war under cover of a covert operation, with appropriate presidential findings: secret legal documents signed by the president authorizing the CIA to engage in specific covert activities. Support to the Contras took place within the context of the Cold War—more specifically, the tense years of the Cold War under President Reagan. Though there were many other significant counterinsurgency programs against the Soviets and their satellites in the late 1980s, none captured Casey’s fervor or imagination as the Contra program. The Sandinistas were playing footsie with the Soviets in the U.S. backyard. Was it to be Nicaragua today and Mexico tomorrow? Not with Reagan at the helm and Casey at his side.

Congress and the American people did not like what they saw. From the congressional view, overthrowing a democratically elected government—even a leftist one—was against the interests of the United States. In late 1984, Congress passed the Boland Amendment, which banned any U.S. agency or entity involved in intelligence activities from supporting the Contras.

The Boland Amendment, and the many subsequent amendments to it, reflected a Congress hedging its bets. While Congress did not like the CIA war-cum-covert action in Nicaragua, Congress did not want to take drastic legislative action, stopping all aid to the Contras. If Nicaragua should fall under Soviet influence and become a base for the Soviet military, Congress would then be open to the charge of having been “soft” on Communism and responsible for placing U.S. national security interests at risk.

Therefore, Congress pursued a middle course, stopping certain kinds of support but permitting others. Overt humanitarian assistance was eventually authorized, some military training continued, and so on. The legislation was complex and conflicting in some cases, evoking disagreement among congressional staffers and lawyers on what was and was not authorized in terms of aid to the Contras and under what circumstances. In 1985, when rumors began to surface in the press and around Washington that government officials continued to be involved in military resupply to the Contras, Congress did not investigate rigorously, thus sending mixed messages on congressional attitudes.

The congressional legislation shut down a large portion of the CIA covert action program to the dismay of the Reagan administration and Casey in particular. They did not want to abandon the Contras and permit a Communist victory in America’s backyard. Conversely, the White House was also not willing to wage the domestic political battle by taking the issue of the Communist threat in Nicaragua to the American people as a strategic challenge the United States must battle.

Instead, the White House opted to take a very politically risky path of running an off-the-books covert action program out of the National Security Council. While the CIA maintained certain infrastructure, much of the supply infrastructure was spun off to the National Security Council and to “The Enterprise”, a “private” group of its creation. Heading up this effort was Lieutenant Colonel Oliver North, a National Security Council staffer, retired Air Force Major General Richard Secord, and former CIA employee Felix Rodriguez, operating under the alias of Max Gomez. Casey put the three together; if his Contra program could not get around congressional obstructionists, then he would do an end run, enabling North to do so, with the CIA dovetailing their activities on the fringes.

The Reagan administration skirted the law and the intent of Congress through its interpretation that the National Security Council was not an intelligence agency and therefore not proscribed from assuming from the CIA the military support role to the Contras. North funded the operation through donations from foreign governments and private individuals. Government officials outside the National Security Council, notably State Department officials, assisted with fund-raising from foreign governments. Casey played a key but shadowy role in drumming up funds for the Contras from his intelligence contacts around the globe, especially the Saudis. In 1984 and 1985, the Saudis contributed $32 million for the Contra program. Funds were channeled to the Contras by North through “The Enterprise”.

Institutionally, the CIA was no longer directly supporting the military resupply effort, but not all activities in support of the Contras stopped. The CIA was authorized to conduct certain activities on the ground in Central America. Field officers had to navigate under unclear guidance on what was and was not permissible, forcing them to work in a very gray environment. It was not unusual for field officers to refer certain support requirement questions back to Capitol Hill to obtain validation. It is impossible to run an operation referring everything back up the chain for approval. So CIA field officers made many calls themselves. Given the knowledge that the DCI and the president were supportive  of an activist program, line calls went in favor of action. Certain field officers crossed the line on their own accord, in order to do what they thought was wanted by their managers, and believing the activities were necessary and legitimate in the battle against the Communists.

While information on the National Security Council program was held tightly in Washington, in the field, among the players, it was not. Agency officers were instructed to give the North operation wide berth; but in reality, this was very difficult in the field because many of the Contra players were involved in both operations—that is, CIA and National Security Council initiatives. CIA leadership at Headquarters was knowledgeable of aspects of the National Security Council operation—especially the fact that “The Enterprise” took its orders from the National Security Council, with Oliver North being the first-line contact.

 

BEIRUT, LEBANON, 1984-85: Across the ocean, the United States had a different kind of a problem: terrorism. In 1984, seven Westerners, including two Americans, were kidnapped by Lebanese and Palestinian terror groups. One, William Buckley, was the CIA chief in Beirut. In 1985, four more Americans were kidnapped. The terrorists were not a motley group with an annoying kidnapping habit, they were a formidable threat to the U.S. government. In 1983, a car bomb blew up the U.S. embassy in West Beirut, killing 63 and wounding 120 people; more than a few among the dead were CIA officers. Six months later, a car bomb decimated the U.S. Marine headquarters at the Beirut airport, killing 241 Marines. The continued kidnappings and the inability of the U.S. government to free the hostages showed the situation was deteriorating.

Who was behind the bombing and kidnapping campaign? Imad Mughniyah of Hizballah, various Palestinian terrorists, al-Quds Forces (an Iranian intelligence group), and the Iranian Revolutionary Guard Corps (IRGC) were the names that surfaced most frequently. Despite significant U.S. government intelligence resources being transferred to collect against the threats emanating from the Baqaa Valley, the perpetrators remained elusive.

 

TEHRAN, IRAN, 1985: Even though the mullahs still held the upper hand, the U.S. hard-line policy of regime change and containment toward Iran, inaugurated after the 1979 Iranian revolution and the taking of U.S. diplomats as hostages, remained steadfast despite few signs of success in the intervening period. For a change, though, promising rays of light were coming from Tehran. Iranian “pragmatists” and “radicals” were engaged in a  struggle for control. Ali Akbar Hashemi Rafsanjani, speaker of the Iranian Parliament, had recently emerged into the consciousness of the West. He was calling for an end to Iran’s isolation from the world community and was working actively to improve Iran’s image. He conducted a world tour and attempted to downplay Iran’s participation in terrorism in hope of winning greater support for its position in the war with Iraq.1

More immediate to the United States, Rafsanjani had personally intervened in freeing hostages taken in the TWA 847 hijacking in June 1985. In one of the more bizarre hijackings, two Lebanese Shi’ites commandeered the flight shortly after takeoff from Athens, and over the next three days, the aircraft, with hostages aboard, shuttled back and forth between Beirut and Algiers, releasing some passengers at each stop. The hijackers executed Robert Dean Stethem, a twenty-three-year-old Navy frogman, in front of the other hostages and dumped his body on the Beirut tarmac. Thirty-nine hostages were held for seventeen days before being released in Beirut, with Iranian and Syrian help. The hijacking was prime-time news. Images of the pilot through the window of the cockpit with a gun to his head were engraved upon the collective memories of Americans. And when it was over, the hijackers held a press conference on network news, spouting their ideology, triumphing over the U.S. humiliation.

In 1985, the Reagan administration began to review its policy in light of internal Iranian developments, regional issues, and Cold War policies. At the center of the U.S. debate was the issue of Iranian support to terrorism, whether it had been static or declining, and what would be the likely future trend under a new, more pragmatic government. With the right incentives, would Iran really abandon its renegade behavior and want to rejoin the international community, or would it continue state-sponsored terrorism, albeit more clandestinely?

Iran remained embroiled in a costly war with Iraq—a war that would turn out to be the longest conventional war of the previous century, costing the belligerents millions of petrodollars and hundreds of thousands of lives—and the United States knew that Iran was in desperate need of military equipment. The United States was already deeply involved in providing weapons and other military support to Iraq while vigorously working the international community in various diplomatic initiatives to deny similar support to the Iranians.

Iran was also an important player in Lebanon and had influence—if not control—over Hizballah. American hostages continued to be held in Lebanon, many held by Hizballah, as pawns in the complex Lebanese/Israeli/U.S. political and military confrontation. To Reagan,  the hostage issue was the most important aspect. He was rightly fixated on the release of the American hostages and could not understand why such a powerful country as the United States could not find and free them. The CIA was taking tremendous heat from Reagan on its inability to find the hostages.

Casey was not one to accept failure lightly. The hostage situation was personal for him. He and Buckley were buddies, and Casey probably felt some guilt at not being able to find and free him. A channel to Buckley’s kidnappers indicated they were willing to trade Buckley for Mustafa Youssef Badreddin. Badreddin was one of the so-called Kuwait 17, seventeen people arrested and convicted by the Kuwaitis for the bombing of the American embassy in Kuwait in 1983. Badreddin was the brother-in-law of Imad Mughniyah, a Hizballah military leader and the suspected mastermind of the Lebanon kidnapping spree. The problem was that the U.S. government had a policy—often repeated—to not negotiate with terrorists. If a trade took place, the policy would be undermined and a dangerous precedent would be set. Knowing that Americans would be trade currency, terrorists would be motivated to increase kidnapping operations.

Casey was not just thinking about Buckley and Iranian terrorism; he was thinking about Communists. Casey requested a Special National Intelligence Estimate (SNIE), in which the intelligence community warned about increased Soviet influence in Iran. The SNIE recommended a new approach to Iranian policy, including improved Western relations, to cut out the Soviets, and an elimination of restrictions on weapons sales to Iran. Casey pushed for the SNIE to be adopted as a National Security Decision Directive—that is, new marching orders for the national security community. According to the report of the Independent Counsel for Iran-Contra, in the context of rethinking Iranian policy, the U.S. government approached the Israelis to share information on Iran. This started the Israeli wheels moving.

 

WASHINGTON, D.C., 1985: Summertime in Washington, a time when an oppressive humidity lulls life within the Beltway to a dull hum, is not usually a season for new initiatives. Yet, this is when the arms deal with Iran was born. David Kimche, a secretive figure within the Israeli intelligence world, approached administration officials with an outside-the-box proposal. He came with an offer to introduce U.S. officials to some “Iranian oppositionists” who wished support from the United States and proposed engineering the release of the American hostages as a demonstration of their bona fides. The initial proposal of  a unilateral demonstration of goodwill evolved into a quid pro quo of the sale of arms in exchange for the release of hostages.

Whereas the Contra program was off-line, the debate of the merits of the arms-for-hostages proposal took place as regular business, with all the seniors of the national security team weighing in. There was disagreement, but in the end, no one was willing to go to the mat to stop the arms deal. The summertime heat must have dulled the wits of U.S. policymakers when it came to assessing the downside of this initiative. While stating publicly that the United States would never make concessions to terrorists nor supply weapons to a rogue Iranian regime, the United States took the first tentative steps in that same direction.

Casey was a strong supporter of the proposal, despite CIA Iranian analysts’ assessments that there was no such thing as Iranian moderates when it came to policy toward the United States. These same experts also argued there had been no real indication that Iran was moving away from state-sponsored terrorism, and its support to terrorism continued, although more clandestinely. Casey minimized the “analytical voice” of the CIA by compartmentalizing the operation and not reading in CIA Iranian analysts. The assessments of CIA counterterrorism analysts were promoted instead, since they fit nicely with the view of the National Security Council—that is, that Iran was moderating its support for terrorism.

 

TEL AVIV, ISRAEL, 1985: The Israelis received the go-ahead from Washington in August, authorizing Israel to ship American-made TOW (Tube Launched, Optically Tracked, Wire Guided) missiles to Iran with guarantees the United States would replenish Israeli stocks. The first shipment of 96 TOWs took place on August 20. No hostages were released. The Israelis were not deterred, and neither was Oliver North, who had become point man for the operation. On September 14, another 408 TOWs arrived in Iran. The Israelis passed along the U.S. request that if only one hostage were to be freed, it had better be William Buckley, the CIA station chief. The CIA wanted its man out first to validate Iranian bona fides.

 

BEIRUT, LEBANON, 1985: On September 15, American hostage Reverend Benjamin Weir was released by his Beirut captors. The CIA did not know that Buckley had been dead for four months—it would be a long time before the CIA learned the horrific details of his capture, interrogation, and murder. The terrorists would eventually send an audiotape of Buckley’s last moments, moaning in agony as he died from the injuries they had inflicted.

The release of a hostage was a bittersweet moment for the CIA and the U.S. government. Perhaps the arms sales were working and Buckley would be released next. Optimism about the new policy was difficult to maintain. Acts of terror continued to intrude the daily consciousness, not to mention the front page of the national papers.

 

MEDITERRANEAN SEA, OFF THE EGYPTIAN COAST, 1985: Less than a month after the release of Reverend Weir, on October 7, Palestinian terrorists hijacked the Italian cruise ship Achille Lauro, sailing in the Mediterranean. Abu Abbas, a leader of the Palestine Liberation Front, masterminded the hijacking. U.S. citizen Leon Klinghoffer, a sixty-nine-year-old wheelchair-bound passenger, was executed during the operation and his body was dumped in the water. The terrorists were sending a message that they were serious and not to be toyed with.

As the ship was in Egyptian waters, the Egyptians negotiated a safe passage agreement with the hijackers, agreeing to transport them to Tunisia in exchange for the release of the hostages. In a daring counterterrorism operation, a U.S. military jet intercepted Abu Abbas and his team after they fled, forcing their plane to divert from the planned landing in Tunisia to an American air base in Sicily. Abu Abbas was turned over to the Italian government for prosecution, but internal Italian politics led to his release. Abu Abbas fled to Iraq and hid out under the protection of Saddam Hussein, beyond the reach of the United States. At that moment in time, Saddam was considered a U.S. ally; his refusal to hand over Abu Abbas apparently was taken in stride given Saddam’s larger contribution toward containing (and bleeding) the Iranians.

 

TEL AVIV, ISRAEL, 1985: Meanwhile, the Israelis prepared for a third shipment—this time eighty Hawk missiles. It was on this third shipment that the CIA became involved. The Israelis encountered problems with the transport logistics and called upon the United States for help. To mask point of origin, Israel wanted the shipment to appear to originate in Europe, not Tel Aviv. The European country in question—its identity remains classified—was not cooperating, and was asking probing questions about the nature of the cargo before granting landing/transfer permission. The “nudge-nudge, wink-wink” that it was U.S. goods did not cut it, and the European country demanded an official note from the United States as to the purpose. As the onward destination was Iran, North could hardly say it was a shipment of arms. The cat would be out of the bag.

North called upon the CIA to arrange flight clearances through its channels, believing that the CIA would be more effective than the Israelis. As is typical in tightly compartmentalized operations, the left hand did not know what the right hand was doing. The CIA official on the ground in Europe was told his assistance was not required. The Israeli craft was forced to abort the planned delivery with eighty Hawks on board and returned to Israel. With the possibility looming of Israel missing its deadline for delivery in Tehran, an urgent request for help went to the CIA.

According to the 1993 Final Report of the Independent Counsel for Iran-Contra, CIA Air Branch reportedly provided one of its proprietary aircrafts—a plane secretly owned by the CIA and operated by a CIA front company—to transport “oil drilling equipment” from Israel to Tehran. A fiasco from the beginning, the operation had a sour end as well. There were only eighteen missiles delivered, and they were not the type the Iranians were expecting. They wanted I-Hawks, capable of shooting down planes at high altitude. What they got were standard Hawks, with the Star of David branded on their casings. Pissed would be an understatement for the Iranian reactions.

No hostages were released. And the CIA had a problem, a big problem. It had used covert action resources to support the shipment, without the appropriate legal authorization from the U.S. president, called a “finding.” According to the Hughes-Ryan Amendment, the CIA has to obtain a presidential finding and notify Congress in advance of undertaking cover action operations. While in exceptional circumstances notification can take place after the fact, a presidential finding cannot be retroactive. Because of the administration’s determination not to notify Congress, the CIA would not have to admit its wrongdoing immediately.

So the cover-up began.

 

WASHINGTON, D.C., 1986: Having started down the road, despite the mixed results in freeing hostages and stopping terrorism, the Reagan administration decided to stay the course, but to do so with more control over the process. The arms sales continued, but with new procedures that included direct CIA operational support. To get around the legalities—as no one wanted to brief Congress and admit the administration was selling arms to a state sponsor of terrorism—the CIA purchased the weapons covertly from the Department of Defense and then sold them to the CIA-handpicked middleman, retired Air Force Major General Richard Secord, the  same Secord involved in North’s “Enterprise” and aid to the Contras. Secord transferred the weapons to Tel Aviv, and from there to Iran. Covering its tracks, the CIA requested and received a presidential finding authorizing its covert action role, including its “illegal” support for the November 1985 shipment.

In February, the CIA entered into a direct negotiating role with the Iranians—significantly deepening the CIA role with the hopes of exerting better operational control. The CIA did not want to deal with Manucher Ghorbanifar, one of the Iranian intermediaries, because of past negative experiences with him. In fact, the CIA had issued a “burn notice” on Ghorbanifar—a notice to all field stations and some friendly liaison services stating that he was a fabricator and not to be trusted. CIA objections to Ghorbanifar would be overruled. A similar burn notice would go out on Ahmed Chalabi many years later, which, too, would be ordered ignored by the politicians—but that is another story.

A retired case officer, George Cave, was brought back from retirement to handle the negotiations and arms sales on behalf of the CIA. Cave, a senior officer, had extensive experience on Iran and spoke Farsi. Within the CIA, the operation was tightly held—run out of a vault away from other Iranian operations. Cave, Duane Clarridge and Clair George, and of course Casey, were the primary actors in the supersecret operation.

On February 18 a shipment of five hundred TOW missiles was delivered, and seventeen of the eighteen Star of David Hawks were back-hauled. What happened to the other? Perhaps it had been used in a test fire. Perhaps it had been shipped to a lab for reverse engineering. No one seemed too concerned with this detail. A few days later, on February 27, an additional five hundred TOWs were delivered.

No hostages were released. Sucked in by Ghorbanifar’s unending promises and the desperate hope that with a sufficiently sweet deal, the Iranians would produce and the hostages would be freed, the United States decided to press ahead. A delegation, headed by Robert McFarlane, flew to Tehran on May 25, carrying a belly load of Hawk spare parts. The deal offered was more Hawk spare parts, currently sitting in Israel, which would be shipped when the hostages were released. The delegation left with an empty belly load and a pit in their stomachs. The Iranians had only excuses.

Then negotiations turned ugly. The United States was pissed that the Iranians once again failed to deliver. The Iranians were pissed because they just learned they had paid up to six times the list price for the  TOWs and Hawk spare parts they had received. The United States decided to play hardball and refused to meet with the Iranians until more hostages were released.

 

BEIRUT, LEBANON, 1986: Father Lawrence Jenco was finally released by his captors on July 24, but the other hostages remained captive. Still, the United States decided to resume negotiations; no stone must be left unturned, it was thought. The myth of progress was shattered, however, when Frank Reed and Joseph Cicippio were kidnapped in September. The scoreboard was tied: two hostages released, two taken.

The program was not working as planned. Rather than cut their losses, the administration decided the problem was the channel—Ghorbanifar—not the concept. The day after Reed was taken hostage, the United States opened a second channel through a nephew of Rafsanjani. On October 28, an additional five hundred TOW missiles were delivered to Iran. On November 2, David Jacobsen was released.

Then all hell let loose.

 

SOUTHERN NICARAGUA, 1986: The C-123K was part of the accelerated resupply push for the late summer. Crews were making more sorties into both northern and southern Nicaragua, dropping food, supplies, and arms. On October 5, a cargo plane was loaded with lethal supplies when it took ground fire. As the craft was going down, one passenger jumped out and deployed his parachute successfully. The other two did not survive the crash. Eugene Hasenfus, the cargo kicker, found he had company in the jungle. The Sandinistas had discovered “The Enterprise” air routes from Ilopango air base to their drop sites and had prepositioned themselves with radar and antiaircraft. They captured Hasenfus and walked him out of the jungle, tethered in a noose. Then they interrogated him.

Hasenfus admitted he worked for the CIA resupplying the Contras. He named names and locations for their operations. In particular, he identified a “Max Gomez” as being the CIA man in charge of food, lodging, and their services for the operation’s pilots and crews at Ilopango air base. The Sandinistas had caught the CIA’s hand in the cookie jar.

In testimony before Congress, the CIA quickly denied that Hasenfus was a CIA employee. Technically, he was not. He was one of the guys living in the gray area. They also denied knowing who “Max Gomez” was and what private entity was behind the resupply effort. So began the false testimony.

BEIRUT, LEBANON, 1986: The Lebanese magazine al-Shiraa had a hot scoop. A source told their reporter about a secret visit to Iran by five American government officials. According to the magazine, the group, led by former National Security Council chief Robert McFarlane, had visited to arrange a deal to sell military hardware to Iran in exchange for Iranian cooperation in releasing U.S. hostages held in Lebanon. Al-Shiraa published the story on November 3.

The U.S. media picked up on the story. President Reagan quickly denied any involvement in the arms sales. After one week of failed damage control, the administration admitted that the U.S. government had entered an “arms-for-hostages” deal.

Who leaked the story to al-Shiraa? The speculation was that the Iranians did, to show their displeasure and to get them out of keeping their side of the obligation. Questions on the source of the leak quickly became irrelevant once Rafsanjani acknowledged the McFarlane visit.

The linkage of the two operations—aid to the Contras and the arms-for-hostages deal—took place through a back-channel funding scheme devised by Oliver North, illegally diverting millions of dollars in Iran arms-sale profits to the Contras. The diversion took place with the knowledge of senior CIA officers. While the knowledge was not complete, the CIA knew North was charging the Iranians far more than the CIA purchase price from the military. North had made repeated references to a reserve. By early October, CIA officers began expressing concern that there had been a diversion of profits to the Contras. CIA senior management, including Casey, his deputy Robert Gates, George, and Clarridge, were advised of the concerns. But CIA management took no action to report these concerns to appropriate authorities.

Efforts to cover up the story proved impossible. As a desperate act of damage control, on November 25, President Reagan and Attorney General Meese held a nationally televised press conference and disclosed the diversion. It was announced that those responsible for the breach of U.S. law had resigned or been reassigned.

 

SEVENTH FLOOR, LANGLEY, VIRGINIA, 1986: Casey had been behaving strangely for a month—strange even for Casey, recalled James McCullough, then-director of the Executive Staff. Casey was under tremendous pressure. Attacks were coming from Congress, the politicos, and the public, questioning his and the CIA’s role in the Iran and Contra operations. Everyone was ducking for cover and not cooperating with the official investigation. The Reagan administration invoked the circuit-breaker mechanism, declaring that the president had  no knowledge of the affair. Casey, who had always thrived in the heat of the battle, had lost his usual combativeness and seemed—well, tired.

Casey’s testimony before Congress on November 21 had not gone too badly, considering that Casey had to admit to failing to comply with the Hughes-Ryan Amendment. He read his testimony blandly, mumbling through much of it, as was his wont. Casey thought the matter was over, all questions on the Iran operation answered—case closed, or so he told the entire leadership of the U.S. intelligence community that had assembled at a CIA training installation for a prescheduled management conference on November 23.

Casey’s optimism seemed odd, given that his testimony had provoked a small storm among administration officials, with some accusing Casey of having intended to give—or indeed have given—false testimony in order to protect the National Security Council, specifically, Oliver North’s role in the 1985 shipment of missiles. Casey did have a problem: the CIA had provided North assistance, at North’s asking, without a presidential finding. How could he demonstrate that the role of the CIA was small, that they were sucked into it during a crisis, without placing blame on the National Security Council?

North was trying to distance himself from the missile deal, no doubt because he feared the other shoe would drop. When it did, everyone forgot about the illegal missile shipment and focused upon the larger illegality and the cover-up.

When Meese announced that some of the proceeds from the Iran arms sales had been diverted illegally to the Contras, the spotlight again focused on Casey. Why had Casey not mentioned it in his testimony four days earlier? The assumption was that Casey and the CIA had known and approved of the diversion scheme.

Casey had no opportunity to address these accusations. Although he was scheduled to testify before the Senate Select Committee on Intelligence on December 16, fate prevented him from doing so. The day before, an exhausted and gaunt Casey showed up for work, not in his normal uniform of a conservative suit and tie but in a sweater in lieu of a coat, according to James McCullough. Some of the old Casey was there, but not much. When given his draft testimony to review, he once again refused to apologize to Congress for omitting the diversion details in his prior testimony. It would be his last jab at Congress. Shortly thereafter, Casey was taken out of his office on a stretcher. The Georgetown University Hospital diagnosis came quickly: a malignant brain tumor. A very controversial figure passed away quietly in May 1987.2

The Iran-Contra scandal, as it became known, did not pass quietly, despite a continuing belief within the CIA that it would. The resulting investigations, public testimony, legal action, and press exposés, subjected the CIA and covert action policy to scrutiny to the nth degree. CIA officials were called to testify before intelligence oversight and investigative committees. The officials decided to do damage control by adhering to the cover story that the military resupply effort for the Contras was a private endeavor and that there was no CIA institutional involvement. They confirmed CIA support for the arms deals to Iran, citing the presidential finding.

The initial statements by Deputy Director of Operations Clair George and CIA Central American Task Force chief Alan Fiers were crafted in language that was technically correct, within the most limited reading, but misleading. The intent was to present the actions of the CIA as legal and to not steer the line of inquiry to either the National Security Council or the White House. Subsequent testimony evolved into outright lying. The truth had been splintered too much and there was no way out except to cover half-lies with new lies.

Because Congress had already established a track record of not vigorously investigating rumors of U.S. government support for the Contras, the CIA expected Congress to make surface inquiries but then drop the matter in due course, accepting the plausible deniability tactic for the good of the nation engaged in the Cold War. In the perverse in-house humor of the Director of Operations, while the Deputy Director of Operations was on the Hill testifying before Congress, disclaiming any knowledge “other than what is in the press” about former CIA officer Felix Rodriguez, operating under the alias of Max Gomez, Directorate of Operations officers in the know were sporting buttons saying, “Who is Max Gomez?” “I Am Maximo Gomez.” The prevailing wisdom was that the storm would be weathered and all could go on to the more important task at hand: winning the Cold War.

The decision by the attorney general to appoint an independent counsel in December should have been sufficient warning to the CIA that the controversy was not just going to die on the vine. It was no longer a matter of congressional ire, but a full-blown criminal investigation. U.S. laws had been broken. The Constitution had been willfully subverted.

Casey died at an unfortunate time for the CIA, just as the Iran Contra storm was brewing. There are many within the CIA who were certain if Casey had remained at the helm, he would have led the CIA through the troubled waters to bureaucratic safety. As a part of the old-boy network, he would have been protected and would have protected his own. Casey had clarity of mission and the personality to force his interpretation of mission down the throats of others, Congress included. As with great legends, the inconvenient negative parts were quickly forgotten, and Casey became the formidable icon against which we measured the following DCIs. Not surprisingly, the next few DCIs did not measure up.

 

SEVENTH FLOOR, LANGLEY, VIRGINIA, 1987: It was a difficult period when Judge William Webster assumed the helm of the CIA in May. Public congressional hearings were scheduled to start in two weeks. National Security Advisor John Poindexter and Oliver North would shortly be granted immunity and were scheduled to testify in public. The CIA was in crisis management mode. The web of half-truths spun by Clair George and Alan Fiers would begin to unravel. It would be clear that CIA officials had broken the law, were not cooperative with the congressional investigation, and had indeed given false statements while briefing intelligence oversight committees and during formal hearings. Webster quickly found that the scope of the CIA’s problems was not limited to a handful of officers, but to an unusual culture within the Directorate of Operations.
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Directorate of Operations

SACRAMENTO, CALIFORNIA, 1986: I confess that I joined the CIA as a result of a sudden opportunity rather than a burning desire to work in the secret world of spies. I had graduated from the University of California-Berkeley in 1983 with an undergraduate degree in Near Eastern Studies. My academic fascination with biblical and Egyptian archaeology, where I learned Arabic along with three ancient (read, dead) languages, was difficult to translate into a job, let alone a career, despite earning the highest blue ribbon of summa cum laude. I took whatever opportunities came my way.

In the summer of 1985, I went to northern Israel to work at the archaeological site Tel Dor. It was a long, hot summer in the trenches. I dedicated myself to what I thought was my calling, all while Israeli gun-ships buzzed overhead on their daily runs to and from Lebanon to lay waste to Hizballah fighters. I had one of those clarifying moments in life that summer. I realized I had no desire to spend the rest of my days digging in dirt, and I yearned to know more about the current conflict in the Middle East.

I also had something odd happen to me while in northern Israel. On the site, there were staff archaeologists who stayed the entire season and volunteer archaeologists who worked for shorter periods. I was an in betweener—a volunteer who stayed the entire season. One day, I found I had a new bunkmate, a Frenchwoman. As there were few women working at the site, I was thrilled to have a bit of female companionship, plus the opportunity to practice my French. However, Frédérique was totally  uninterested in associating with me; in fact, she seemed uninterested in digging as well—odd for a volunteer.

Several weeks later, Frédérique made a sudden departure. Shortly thereafter, our camp was crawling with Israeli security officers asking questions about this mysterious woman. We had little to say, since she had kept to herself. It turned out—and this I only learned later through press reports—that Frédérique was an agent of the French Secret Service, and she had been on a mission. Frédérique was part of the cell that executed the bombing of the Greenpeace ship, the Rainbow Warrior.

Frédérique, whose real name was Christine Cabon, had infiltrated the Auckland Greenpeace office, collecting intelligence on Greenpeace’s plans to stop French nuclear testing at the Moruroa atoll in the South Pacific. After passing the intelligence to her handlers, Frédérique cleared out of the operational area—no doubt so that she would not be wrapped up if the operation failed or was exposed after the fact. Frédérique traveled to Israel and shared my camp quarters as French commandos planted explosives on the exterior hull of the Rainbow Warrior, scuttling the vessel on September 10, 1985. Fernando Pereira, the crew photographer and father of two young children, died in the attack.

The brush with the clandestine world made a subtle impression upon me that would come into play later. The more immediate influence was my growing interest in modern-day issues of the Middle East. I returned to the States and started taking graduate classes in international relations at night at California State University-Sacramento (CSUS). While at CSUS, my economics professor drew my attention to a recruiting poster for the CIA, suggesting it might be an interesting opportunity for a young Arabic-speaking graduate in search of a career. I took his advice and applied. Was the professor a spotter? Heck, I don’t know. At the time, I did not know what a spotter was, or that the CIA recruited people by finding them rather than the other way around.

In 1985, the CIA was offering internships to graduate students planning to matriculate within one year. I was looking for a job and experience in something relevant to this century. I took their screening exam. By the end of the full day of testing, with hundreds of questions to flesh out my psychological profile and aptitudes, I simply did not know if I’d rather drive a fire truck or read a good book. I knew I loved my mother, but could no longer articulate why. My brain was scrambled. However, some of the questions captured my imagination and stayed with me over the years. For example, one question gave me a scenario that I was a cat burglar working a second-story job. I could take ten things with me on the job; what would they be? Yes, I had fun with these  questions; I also just skipped over the math portion—if the CIA wanted a number cruncher, I was not their woman.

My responses must have met the minimum, and I was invited to Washington for more testing and interviews. I went and threw myself into the process. The remarkable thing was that I had no clue about the type of job for which the Agency was considering me. When one recruiter worried that I might be a “square peg trying to fit into a round hole,” I insisted that I was not. In retrospect, I am amazed by my naïveté and willingness to throw myself into the great unknown. The job title “Case Officer” meant nothing to me, nor was it described in any detail because of secrecy requirements. What I liked was the description of the Directorate of Operations, living a life of adventure and intrigue overseas. I had romantic images of Frédérique, posing as an archaeologist by day while stealing secrets by night. I was assured by the recruiter that acceptance to the internship program meant smooth sailing into a thirty-year career of living life on the edge.

In the winter, the CIA called with a job offer—a dream job for a dreamer. I turned it down. By then, I had a better offer.

In the fall of 1987, I entered the graduate program at the School of International and Public Affairs at Columbia University. You see, I had come from a middle-class family. My parents, divorced since I was a wee baby, instilled a drive in me to aim high, work hard, and to not be put off by obstacles. My father in particular encouraged me to get a good education. His idea of a good education was an Ivy League school, if not his own alma mater, Harvard, then Columbia. He saw the Ivy League as a union card to greater opportunities. Without telling him or anyone else in the family that I had a choice to make, I pondered my destiny. I elected to take my father’s advice, gambling that the CIA would wait. The recruiter was not pleased with me, telling me it was a one-shot opportunity—now or never.

As I was intent upon getting what I wanted—probably a trait that defines me best (my husband would call it sheer stubbornness, while I prefer the word “perseverance”—I kept in frequent contact with my recruiter, updating her on my studies and how the additional education only added to my credentials as an Arabist. Arabists were rare breeds in those days, as they are now. There were few individuals who could claim an in-depth knowledge of the culture, traditions, religion, and language of the Middle East. My self-promotion paid off. I joined the Agency in the summer of 1988 and then promptly went on leave to finish my graduate degree.

It was with great secrecy that I entered my life at the CIA. Secrecy would become a central theme from then on. My husband, Dick, and  I were married in a secret ceremony on Saint Patrick’s Day in 1989. He needed to get his security clearance in process so that we would not be held up in our overseas processing; the obstacle was tying the knot officially. (Dad, please forgive us this minor charade. The big wedding before family and friends was in no way diminished by the technicality that we were already married.)

What I did not appreciate fully about my new career was how secrecy would totally permeate my life. Once inside the Agency, I learned just what a case officer did and just how the Director of Operations accomplished its business.

 

OLD HEADQUARTERS BUILDING, LANGLEY, VIRGINIA, 1987: Like me, before Webster arrived at the CIA, he knew little about the Directorate of Operations. This part of the Agency is shrouded in mystique and misunderstanding. In many ways, the Agency promotes misunderstanding by refusing to comment publicly on Directorate of Operations activities or to correct the public record on many flawed stories circulating about specific clandestine activities. This is due to the culture of secrecy, which is especially strong in the Directorate of Operations.

The reason for the secrecy, I quickly learned, is the protection of the directorate’s human and technical sources and collection methods. Also, the mystique provides operational advantages in the field. The CIA has a reputation overseas of being all-powerful and all-knowing, as a benevolent party, or as a hostile force, or somewhere in between, depending upon where you are and with whom you are dealing. We field officers learned to use this amorphous image to our advantage to achieve our mission.

As Webster quickly learned, as did all previous and subsequent DCIs, the Clandestine Service, as the directorate is also called, is the source of most of the intelligence “flaps” within the Agency—and within the intelligence community, for that matter. The Directorate of Operations is the overseas arm of the Agency. Clandestine operators break the laws of foreign countries and, when caught, there is usually political blowback. Ambassadors are called in and read the riot act (“demarched,” in diplomatic terminology). Sometimes there is a public airing of accusations and denials. Whether guilty or not, one always denies—even if caught in the very act. Sometimes, there are expulsions of spies-cum-diplomats in a tit-for-tat cycle. Political relations, joint programs, cultural exchanges are frozen, canceled or whatever, to the consternation of policymakers, who generally find these situations embarrassing, ill-timed, and/or ill-conceived.

The blowback is not all political, but personal as well. The operations officer faces consequences at the hands of the foreign government, including being arrested, roughed up, interrogated, and hopefully thrown out or declared “persona non grata” (PNG’ed) fairly quickly. In the 1990s, most countries around the globe operated by “gentlemen’s rules,” which include not killing each other’s operatives and releasing them after making the political point. This has not always been the case, as there have been more than a few CIA employees who wasted away in foreign prisons, subjected to inhumane treatment over prolonged periods. There are a few stars on the CIA Memorial Wall that pay silent homage to my colleagues who died in foreign prisons or at the hands of criminal elements. Terrorists, drug traffickers, and international criminal syndicates, needless to say, do not play by gentlemen’s rules. Ask William Buckley.

Because the Directorate of Operations walks on the dark side, breaking laws, keeping in the shadows, Americans tend to be both intrigued by what the officers do and suspicious of their ethics. Policymakers continue to support the existence of the Clandestine Service, despite the flaps, because it provides a disproportionate amount of intelligence of critical value to meet national-level intelligence requirements. Incoming presidents quickly learned about and grew to depend on the Clandestine Service as a presidential action arm in executing foreign policy.

The Directorate of Operations that Webster took over was almost fossilized in terms of structure and tradition. It was run by Cold War warriors, the good-old-boy network that earned their spurs fighting the Communists. Its mission had remained virtually unchanged for forty years.

The core mission of the Directorate of Operations is the clandestine collection of human intelligence (HUMINT)—in other words, the primary source of the intelligence is a person or persons. The directorate does that by recruiting, handling, and debriefing agents with access to intelligence. This was my job as a case officer—or as it is called now, an operations officer. The directorate will use technical means of collection that are facilitated by human sources, such as audio operations and telephone taps (bugs) planted in target locations. Officers break into or otherwise gain access to the contents of secured facilities, safes, and computers; we steal, compromise, and diddle foreign cryptographic capabilities in order to make them exploitable by U.S. agencies that collect signals intelligence. We will also work with foreign intelligence agencies to run all types of operations. The directorate protects its operations and defends the government from other intelligence services by engaging in  counterespionage activities, including the aggressive use of double agents and penetrations of foreign services. We secretly emplace and service sensors that collect signals intelligence (SIGINT) and measurement and signatures intelligence (MASINT)—the telltale emissions spewed by communication transmissions and nuclear and chemical materials. The information that is of intelligence value is put into raw intelligence reports that are disseminated to designated consumers.

Intelligence is divided into two broad categories: foreign intelligence and counterintelligence. Foreign intelligence includes—but is not limited to—plans, intentions, and capabilities of foreign governments and organizations that are hostile to the United States or that pose some kind of threat to national security. Classic foreign-intelligence topics are Russian’s weapons of mass destruction development programs, political and military developments in China, and terrorist operational planning. Foreign intelligence collection priorities change in response to consumer requirements. At the beginning of the 1990s, the directorate’s collection requirements were guided by the Cold War.

Counterintelligence is information on what foreign governments and organizations are doing against the United States, such as plans and operations to compromise U.S. national security through espionage, “double-agent” operations, sabotage, and information warfare. The Agency spends considerable resources on counterintelligence and counterespionage operations and countermeasures. There is more to the subject than ferreting out “moles,” or penetrations of U.S. government agencies, although these cases receive a lot of public attention. The meat-and-potatoes of counterintelligence work is the recruiting of foreign intelligence officers, collection of intelligence on operational methods of foreign services, and the protection of Agency operational methods and U.S. government secrets. Every field station has counterintelligence on its Operating Directive, which are the written marching orders that guide and prioritize all station operational activities.

It is the counterintelligence cases—spy versus spy—about which we operations officers really get excited. Working against a Russian or Chinese intelligence officer is about as challenging as it can get. In an elaborate fencing match, each professional spars with the other, probing vulnerabilities, countering intellectual arguments and ideological premises, assessing whether the other is a good recruitment target. A recruitment approach (also called a “pitch”) to an unwilling candidate can lead to embarrassing diplomatic “flaps,” increased harassment in the country of the target’s origin—or, worse yet, a counterrecruitment  pitch from the intelligence officer. The counterintelligence operations that I ran were by far the most exciting and challenging parts of my operational career. These are also the ones that are the most highly classified—the ones the CIA would never permit me to describe, except in the vaguest of terms.

Counterintelligence operations are a real wilderness of mirrors. Nothing is as it seems. The last thing an operations officer wants is to be pitched by a foreign intelligence officer. Office of Security will suspect the worst. The presumption is that you were pitched because you were vulnerable to recruitment, regardless of the fact that the pitch was declined and reported to security. If an operations officer pitches a foreign intelligence officer and he agrees without first presenting a litany of objections or reservations, then the foreign intelligence officer is presumed a “dangle.” The CIA will spend the next umpteen years testing the source to disprove the assumption the operation was controlled by the foreign intelligence service from the very beginning.

Proponents of the spy versus spy game note the operational windfall resulting from significant recruitments of foreign intelligence officers. Opponents criticize it as an egotistical mind game and waste of resources, because the fruits of the game are usually limited to operational issues, not foreign intelligence useful to the policymaker. Yes, but I must say it is fun. It is the stuff of Tom Clancy novels.

In addition to collecting intelligence, the Directorate of Operations is also charged with conducting covert action on behalf of the U.S. president. Covert action operations are normally well-guarded secrets within the Agency, rarely discussed in detail in public. Covert action is the most politically sensitive of all CIA activities, because it involves taking action that may be acceptable to the serving U.S. president but not to future presidents, Congress, or the general public. The presidential finding authorizing the covert action often is written in fuzzy terms to give the president future political deniability.

In conducting covert action (and foreign intelligence) activities, the directorate uses methods that are not generally acceptable within the framework of American society. We steal secrets by bribing foreign officials. We overthrow foreign governments hostile to the United States by funding, training, and arming insurgency groups. The directorate also thwarts radical leftist groups by funding, training, and arming foreign government paramilitary groups. We frequently form relationships with less-than-respectable people to do less-than-respectable things. Although Americans accommodate the existence of the Clandestine Service for the sake of national security, there are  always concerns, just below the surface (or sometimes above), that the CIA might employ these “dirty-trick” methods at home, against American citizens.

Directorate of Operations recruits go though paramilitary training on air, land, and sea operations to learn such basic skills as weapons handling, navigation, and survival. I was taught to parachute, sling cargo, set up landing zones, conduct ambushes, and navigate by compass or landmark through the swamps of the tidewaters. The understanding was that at some point in my career, I might need to “bug out” of a country being overrun by hostile forces, or use a weapon in a hostile environment, or provide ground support to a military effort.

Being prepared was a basic teaching point that I took to heart. I remember when I first arrived at a new assignment in a Persian Gulf country—the CIA would prefer that I not say specifically where—shortly after the Gulf War. I was given a bug-out kit during my first day in the office. That night I unpacked it in my temporary quarters. It was a large backpack full of the usual stuff: flashlight, flare, emergency medical kit, MREs, shortwave radio, a compass, and maps. I unfolded the maps for familiarization. One was a map of the waterways in case I opted to bug out by boat. The other confused me because I did not immediately find an easy reference point. When my eyes focused upon the city of Bandar Abbas, I realized I had a land map of Iran. After pondering the likelihood of my choosing to bug out through Iran—a country where I definitely would not have been welcome—the next day I asked that Headquarters provide alternative maps.

All Directorate of Operations officers, at multiple points in their careers, will work on covert action programs; there is not a special category of officers designated to covert action only. The goal was to familiarize in order to prepare for eventualities, as opposed to create paramilitary officers out of all recruits. Paramilitary officers are a specially designated career track within the Directorate of Operations, trained specifically in paramilitary skills. Career paramilitary officers would go through more extensive training, versus familiarization; invariably, they are recruited out of the U.S. military.

Frequently, covert action programs are controversial or become controversial at a later date. Many of the biggest scandals leading to public criticism of the CIA have been caused by covert action activities, Iran Contra being a good case in point. I used to joke with my colleagues that it would simplify matters if at the time we were assigned to a covert action program, the letter of reprimand should accompany the orders, as receipt of one seemed inevitable.

When Webster arrived, the Directorate of Operations was organized primarily in geographical line divisions, as it had been the decades previously. The world was divided up into regions: Africa, Middle East and Southeast Asia, Asia, Soviet and Eastern Europe, Europe, and Latin America, National Collection and Foreign Resources. The CIA was a worldwide organization, with a physical presence in capitals and key urban centers around the globe. The division chiefs, who called themselves “the Barons,” treated their areas as their own personal fiefdoms and, when united, laid claim to more raw power than the DCI could ever claim. The chief Baron was the Deputy Director of Operations, the DDO.

Webster would introduce a new challenge to the Barons by the creation of interdisciplinary centers focused on issues. It was not a brand-new concept; Casey had created the Counterterrorism Center in 1986. Webster established the Counterintelligence Center, the Counter Proliferation Center, and began the bureaucratic process that led to the Counter Narcotics Center, which was formally stood up one month after his departure from the CIA. Not only did Webster take authority and responsibility away from the Barons, but he also took their funding and their personnel slots.

The geographical divisions and the issue centers would maintain a competitive relationship through the decade, but with the Barons keeping the upper hand. The Barons held the trump cards of controlling the field chiefs down to the lowly junior officer. We knew who controlled the assignments and the promotions: the Barons. When considering a choice between joining Near East Division or the Counterterrorism Center after completing my operational training, I was advised to select a geographical division if I had any aspirations for advancement.

If Webster found the Directorate of Operations structure difficult to change, he found a culture that was even more deeply entrenched. The culture had evolved because of the unique requirements of the work. Directorate of Operations officers are known for their flexibility, adaptability, and creativity, and their ability to lie. They are required to make decisions, based on knowledge and instincts, frequently without consulting others. When a field officer is out meeting with an agent, things happen requiring immediate response. Once operational, the field officer cannot “call home” and consult. Good judgment and confidence are required.

Mary, a colleague of mine at the Recruitment Center, used to tell job applicants a personal story to illustrate the point. She had a hotel meeting with an agent in a Latin American country. She walked into the  hotel, wearing a business suit and carrying a briefcase, proceeding immediately to the elevator banks. As she waited for the elevator, there was a tap on her shoulder. She turned to discover hotel security. “Madam, are you staying at the hotel?” he asked politely. “No,” she said, she was visiting a friend. “What is the name and room number of your friend?” Hmm, a persistent security officer. Mary knew that she had trouble, that she had been mistaken for a prostitute, despite her attire. In that particular country, there were few female businesswomen, and prostitution in hotels was common.

Mary provided a name and room number, which she made up off the top of her head. But then the security officer insisted on accompanying her to the room. Confidently, she agreed, and they rode the elevator together. She knocked on the room door, but no one answered. Relieved, she suggested that perhaps there was a mix-up with the room number. The security officer was not to be deterred and insisted on accompanying her down to the registration desk to check on the proper room. In the short elevator ride down, she quickly put together a new plan.

At the registration desk, Mary looked directly into the eyes of the young man working there, explaining she was here to meet her friend, but that the security officer had “some concerns.” Her sweet smile and inquiring eyes masked the intense scenario gaming taking place in her mind at warp speed preparing her for all possible developments. The young man quickly checked the registration book and looked up with a serious expression on his face. “I’m sorry, but your friend has just checked out.” Looking a bit embarrassed, the security officer excused himself. The young man smiled and wished Mary a nice day.

Mary exited the area, meeting aborted. While she conducted a surveillance detection run to check for hostile surveillance, she pondered what just happened. She had no need to use her improvised cover story—that she must have the wrong hotel—because the hotel detective did not say the expected—that is, that there was no one at the hotel with that name. Perhaps he also assumed she was a prostitute, and he did not want to jeopardize the kickbacks he received in brokering sexual services. Perhaps. She would never know. She would never use that hotel again. Nevertheless, being mistaken for a prostitute is far better than being suspected as a spy. Nerves of steel and a quick mind are the basic ingredients for a good operations officer.

The culture of the Directorate of Operations has been designated the cause of the directorate’s failings and at the same time the basis for its successes. I believe there is truth in both. The culture fosters a worldview  of ambiguity and situational ethics, where issues have various shades of gray rather than a black-and-white dichotomy. Truth, right and wrong, come in layers rather than finite blocks. It is a culture that provides the president with a flexible action arm—in other words, people who are willing to deploy at a moment’s notice and undertake dangerous and risky missions. It is also a culture that breeds intense loyalty to mission, Agency, and commander in chief that encourages a deep-seated belief that overall mission requirements sometimes necessitate action beyond the limits of the law and norms of American society.

The Directorate of Operations is an elitist organization. From the moment of entering on duty, I was told (indoctrinated) that I had been admitted to an elite group, the best of the best. Operations officers held themselves a cut above the rest of the organization because of the difficulty of the job and the critical nature of the mission. Part of this is a legacy of the Office of Strategic Services days, where the battle was fought and won on the front lines. Officers are so focused on mission achievement that personal sacrifice to achieve mission is an expected standard. The personal sacrifices range from working extended hours and weeks without extra compensation, to long absences away from the family, to working in dangerous situations. Training reinforced this message, from the 24/7 training schedule to the high performance standards.

The time requirement was no exaggeration. During my time overseas, I worked day and night, often seven days a week. Family life had to be integrated into operational life if you had any hope of staying married, raising a family, and remaining overseas in operational positions. It would become so natural that I did not question it even in the most extreme circumstances. For example, while I was in labor delivering my first baby (the CIA has no maternity leave), I fielded calls on threat information from U.S. Secret Service agents who were in the country preparing for the visit of President Clinton to Gaza and Bethlehem. My baby was not one day old before I was back to holding security meetings to ensure a safe and successful presidential visit.

The CIA has one of the most intensive training programs in the world. When I entered on duty, the Career Training (CT) program (which is now called the Clandestine Service Training program) was [number of months censored by the CIA] long. My CT class was the last of the large classes, as the new-hire program all but disappeared in the decade that followed as a result of the post—Cold War demobilization. We were a proud group, young, smart, confident, and ambitious to make our mark, serve our country, and live a life of danger and intrigue.

The CIA put us baby spooks through the training wringer to make sure we had the right stuff. After a six-week orientation—death-by-wiring-diagram, we called it—the fun stuff began. The operations officers went through intensive operational training. We were told to forget about our families for months on end as we were whisked off to the “Farm,” a “black” training facility, and taught the secret tradecraft of espionage. Months were spent on refining our ability to recruit agents, detect surveillance, and master clandestine communications methods. We spent days and nights on the streets of America practicing our skills. In our final exercise, we were put up against the FBI. With surveillance nipping at our heels, our instructors pulled all the tricks on us, testing our ability to think on our feet to deal with an “agent-candidate” going crazy in a public place after you pitched him—screaming, “You want me to be a SPY?!?” as Middle America looked on. Let me say there is nothing like the feeling of the FBI swarming around you, being thrown up against a car, and frisked as a prelude to a barrage of questions designed to break down your story and expose you for what you really are.

Operational training was the main part, but, as mentioned earlier, I also went through paramilitary training. Training segments were broken up with interim working assignments at CIA Headquarters. I lucked out with two great interim assignments: one working on Persian Gulf issues and the other in the Counterterrorism Center, working against radical Palestinian groups. All the while, we were drilled with the messages of institutional loyalty, secrecy, and excellence.

The term “needs of the service” has such cultural weight in the Directorate of Operations that few officers will ever question the call to service or sacrifice. The pay scale for the directorate lagged behind that of the others (and private industry) because officers are not the type to complain. Taking vacation—especially when overseas—is frequently discouraged. Most officers routinely exceed the number of leave hours they are allowed to carry over to the next year and are forced to forfeit the leave or donate it to the Medical Leave Bank once it was created in the mid-1990s.a

The mentality is that the officer’s role is so critical that he or she cannot be spared for personal time off. There has just been a crisis, there is an ongoing crisis, or there is a threat of imminent crisis, any of which  might require all hands on deck, or so the thinking goes. Mission achievement might suffer. Those officers who could not or would not accept the expected routine and mind-set did not survive long in the directorate. Ten percent of my CT class did not make it through training. Those who did, like me, served with a minimum of complaints and felt personally fulfilled in their self-sacrifices.

As a result of this elitist self-identification, there is strong comradeship among officers. The system feeds upon itself, creating “true believers.” Those who leave the service, and with the passage of time and distance become nonbelievers, are often surprised by the sheer intensity of the culture they left behind. I found that the culture truly enveloped me to the extent that the world outside-looking-in was very different than the world inside-looking-out.

While the CIA is a secret organization, the Directorate of Operations is the heart of secrecy. From the moment of the first interview, secrecy is inculcated into the recruit. Recruits are told that their discretion during the interviewing process will be assessed as part of their suitability for employment. The not-so-subtle warning is there: talk about the Agency as an applicant, and you will be disqualified. During the polygraph, applicants are questioned on who they have told about the application and why. At one time, Agency officers were forbidden to tell their spouses about the identity of their true employer. Times have changed, and the realization that secrets of such depth destroy marriages and render operatives less effective made the Agency change its policies. Now recruits are required to tell their spouses about their employment with the Agency, but not about the specifics of their work.

When I joined, I told only my husband-to-be. Just before going overseas, I told my father—who was totally thrilled by my career choice. I did not tell my mother, because I suspected she would never again sleep. When I did tell her—only after I left the Agency—the look on her face confirmed to me that I had made the right decision.

To the operations officer, guarding secrets means guarding lives—not only his or her life, but the lives of sources and colleagues. Officers are told that protection of sources and methods is the number-one priority, not the collection of intelligence. At a minimum, compromising sources and methods means potential sources—that is, candidates for recruitment—would not have the confidence to place their lives in the hands of the organization. At a maximum, it would be death to those who had already done so. It is hard to question the need to protect sources and methods. Without secret sources and secret methods, the directorate would not be able to function and fulfill its mission.

Protection of the lives of fellow officers is not taken lightly. We put our lives on the line running operations, and protecting our identity is integral to protecting the identity of the sources we run and the operational methods we employ. If an officer’s cover is blown, those in close association with the officer can be put at risk. This is especially tricky when an officer undercover dies in the line of duty. If the Agency assesses that lifting the cover of the officer would jeopardize other officers or operations, the Agency will go to extreme lengths in the name of security, often causing hardship to the family of the deceased.

At the end of a career, the Agency decides whether to lift the cover of officers, permitting them to acknowledge their CIA affiliation. My cover was lifted. That does not mean I am no longer governed by secrecy requirements. I signed a secrecy agreement that gives me a lifelong obligation. For me, this is at times frustrating and maddening, especially given the circumstances that led to my departure. It was not a friendly departure. I made a mistake, to which I admitted freely, accepting responsibility for a poor decision. Just what transpired, and the unfairness of it all, has been classified secret by the Agency, or so I was advised in a very threatening letter from the CIA. At the end of it all, I was left wondering how the CIA can decide arbitrarily that personal aspects of my life are national security secrets.

While officers must accept a life of secrecy and learn to deal with the burden of living undercover, family members often are not comfortable or accepting of being told or telling lies to maintain that cover. Frequently, the family members are not told the circumstances surrounding the death or are provided a cover story—a lie, to mask the circumstances. Families are told that they cannot talk to the press, or anyone else for that matter, with the consequences being an “or else!” The Agency is very good at intimidating people to act in a certain way, with veiled threats of serious consequences. It is not surprising that family members of deceased CIA covert operatives become frustrated in their unsuccessful search for answers about their loved ones and also paranoid about actions the CIA could take against them if they choose to pursue their search.

The “need to know” principle is sacred within the Directorate of Operations as the element that governs who is read into secrets and who is not. The need to know principle is executed through a complex system of “compartmentalization.” Officers are given access only to those compartments that contain cases on which they are working. There are “bigot lists” documenting who has authorized access. Compartmentalization can be horizontal, limiting access to one office but not another.  Compartmentalization can also be vertical, limiting access within a chain of command.

There is also the process of spoofing, which removes an operation from one bigot list to another, for security reasons, using false pretenses. For example, the bigot list for an operation involving the development of a Russian intelligence officer for recruitment might be relatively large. Once the Russian is recruited, knowledge of the recruitment needs to be minimized for security reasons. Many officers on the original bigot list will be told that the Russian turned down the recruitment pitch and the case is dead. In reality, the crypt (the internal operational alias assigned to an agent) for the Russian will change and there will be a new, more restricted bigot list authorizing access to the case information. So, in the name of security, we lie even to our colleagues!

Rarely will an officer push the envelope when running up to the silence of need to know. Officers are taught to accept the information barrier unless they have a compelling reason to know that had been overlooked by management. The self-discipline is what permits the system to work efficiently. Officers are inquisitive by nature, but we are taught to channel our questions.

The Memorial Wall is a perfect example of the need to know principle. The Memorial Wall is the CIA monument to those officers who lost their lives in the line of duty—not just Directorate of Operations officers, but officers from all directorates. The Memorial Wall currently has eighty five-pointed stars carved in a slab of Vermont Danby marble. The Memorial Wall is located in the grand foyer of the Old Headquarters Building at the Langley Headquarters. Officers stream by the Memorial Wall as they come and go from the main entrance to the building. Every May, the DCI holds a memorial service, paying homage to those officers who made the ultimate sacrifice for their country.

Attached to the wall is a locked glass case enclosing a book. The book has a line devoted to each star on the wall. Some lines include a year and the name of the deceased officer. Other lines include the year but nothing else. The omission of the name signifies that the officer died undercover and, therefore, the identity of the officer is classified. The first entry in the book is for 1950. The last is for 2003.

Whenever I would return to Headquarters from overseas, I would enter the Old Headquarters Building through the main entrance in order to collect my building access badge. I would always linger before the Memorial Wall and pay respect to my fallen colleagues, several of whom I knew personally. Although I knew the lore on several handfuls  of the stars, the identity of most were clouded in secrecy even to me, and I did not dare to inquire because I did not have the need-to-know. The culture of secrecy had enveloped me completely.

As most Directorate of Operations officers are undercover, they tend to not associate closely with officers of the other directorates, most of whom are overt. It is awkward socially to have to create and maintain a plausible explanation for an association, especially in a mixed group, where some people are aware of your CIA affiliation, but others are not, and some are undercover, but others not. You spend all your energy guarding your cover rather than enjoying the social occasion.

The need to know principle creates the “us and them” mentality, further making the directorate insular. Officers tend to have limited rotational assignments outside the directorate, because they are not considered career enhancing. I, for example, had only one rotational assignment during my entire career. As an elitist organization, there is no desire to mix with non-elites. There is almost no rotation into the directorate by intelligence officers outside the CIA because of secrecy requirements. It is a perfectly closed society.

One aspect of Directorate of Operations culture that is rarely discussed internally is its situational ethics, and, when discussed, a specialized jargon has been developed to mask words with negative cultural context. We tell “cover stories,” not lies. We motivate agents to “collect intelligence on their behalf”; we do not manipulate, trick, or coerce. We “assess and exploit target candidate’s vulnerabilities”; we do not prey upon the weaknesses and entrap people by virtue of these weaknesses. We “collect intelligence”; we do not steal information. We “compensate” their agents; we do not bribe them.

This wordplay does not mean we are unaware of what we are doing, but rather we choose to—and are encouraged to—look at the matter with a different lens. Fundamentally, it comes down to the issue of means and ends. In order to be effective, officers must genuinely believe that the ends justify the means. Lying, stealing, and cheating in order to fulfill the mission of protecting national security is acceptable, if not meritorious. Within the Directorate of Operations, the situation is paramount. It is permissible to use these less-than-savory means in order to achieve the mission.

It was this aspect of the culture that gave Webster the most angst. In his view, operations officers lacked ethics. Agency officers were not bothered by using dirty tricks to accomplish their mission. There seemed to be no limit to what the Directorate of Operations was  willing to do under the cloak of secrecy. The situational ethics in the office, in the conduct of business with him and with Congress showed that the officers could not be trusted. If it was okay to lie to an agent, it must be okay to lie to him and to Congress. Operational ethics offended his core beliefs in integrity, honesty, and public trust. It is this aspect of directorate culture Webster set out to change. To do so, he would have to throw out the dirty tricks, the traditional practices, and the cowboys.
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