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America’s future will be determined by the home and the school. The child becomes largely what it is taught, hence we must watch what we teach it, and how we live before it.

—JANE ADDAMS, America’s first female winner of the Nobel Prize

What I did in my youth is hundreds of times easier today. Technology breeds crime.

—FRANK ABAGNALE, author of Catch Me If You Can
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Introduction

The idea for this book has been percolating in the back of my mind for some time now. As a member of the Burlington (Vt.) School Board, in the spring of 2009, I helped put together a presentation on teen “sexting”—a phenomenon born of mobile-phone technology that allows teens to send explicit images via text message. Along with a state’s attorney and a detective from the Burlington Police Department, I tried to explain to board members and parents some of the thorny legal issues surrounding teen sexting cases. At the time, teens distributing nude images of themselves or their peers via text could be prosecuted under the state’s child pornography laws, and a conviction could land them on the state’s sex offender registry (though the Vermont legislature was working on a revision to the law that would give prosecutors some flexibility in dealing with teen sexting cases). As I researched the issue and discussed possible legislative language with my state representatives, it became clear to me that sexting was a growing problem for parents and law enforcement around the country.

That initial seed of an idea began to germinate about seven months later, during a November 2009 luncheon in New York with my friend Jeff Liebster, the managing partner of a legal recruitment firm. That day, I got a first-hand glimpse of why Jeff is so successful at what he does: with a few deft questions, he stitched together the various strands of my professional work and interests—law, technology, privacy, computer forensics, school law—and suggested (among other things) that I write a book to help parents understand the many ways their children could jeopardize their futures by doing something stupid or careless online. Did such a book exist?

After we’d paid our check and said our goodbyes, I spent some time browsing at a nearby Barnes and Noble. It was a small sample, admittedly, but I saw nothing that discussed the issue of child online safety from the perspective of children as potential perpetrators. Some additional research followed, and that winter I began to sketch an outline of the book I would write.

The Need for This Book

At first, the need for this book remained relatively abstract. I knew there wasn’t anything like it on the market, and the rising tide of sexting and cyberbullying prosecutions in the news made it clear that teens were increasingly at risk of winding up in legal trouble as a result of their online activity. But it took a crazy cross-country business trip to turn an abstract need into a compelling necessity.

Thanks to my websites (www.FrederickLane.com and www.ComputerForensicsDigest.com), I get a fair number of inquiries about my computer forensics work. In early June 2010, I received an e-mail from a man in Missouri who wanted my help. He explained that his twenty-two-year-old son was being prosecuted for allegedly downloading child pornography using the peer-to-peer program LimeWire, and he was concerned that his son’s attorney didn’t have the expertise to adequately handle his defense.

The case had numerous practical difficulties. For starters, the son was scheduled to go to trial in two weeks, which meant there was no time to arrange for an independent forensic exam of his son’s computer. There were also two camps involved in the defense: the son’s attorney had actually been hired by the boy’s mother and his stepfather, and they had no particular interest in supporting the father’s efforts to bring in an outside expert. Notwithstanding their indifference and the limited time available, the boy’s father retained me to come out to Missouri and offer whatever assistance I could to his son’s attorney.

I got to Missouri about thirty-six hours before the start of trial, and spent a full day with the young man’s attorney. The father’s concerns were not entirely misplaced; the attorney was an older member of the bar, a solo practitioner with extensive criminal-defense experience but little or no experience dealing with computer cases (in fact, he had no computer in his office and no e-mail address). I spent the day before trial going over the available evidence with him, answering questions, and meeting with the local prosecutor. The rules that govern trials impose time limits on the discovery process and the declaration of experts, and since those deadlines had long since passed, I was limited to an advisory role.

The trial was wrenching. The young man’s Internet Protocol address had been flagged by law enforcement for possible child-pornography downloads, and they’d executed a search warrant for the apartment he shared with his girlfriend. When officers analyzed the computer’s hard drive, they found numerous videos and images that appeared to be child pornography. The young man was arrested and charged with possession of child pornography, a Class B felony under Missouri law that carries a maximum penalty of five years.

During trial, the prosecutor played excerpts of the videos for the jury. The content was extremely graphic and disturbing. It was difficult enough for the jury to watch, but clearly excruciating for the young man’s parents, his siblings, his girlfriend, and most especially his elderly grandmother, all of whom had come to court to support him.

The defense was limited, consisting chiefly of some cross-examination of the state’s forensics expert and testimony by the young man himself. He told the jury that he had no intention of downloading child pornography, and that he had no interest in such materials. He explained that he used LimeWire to search for adult pornography and that instead of downloading each search result separately, he “selected all” (Ctrl-A on a Windows computer) and then instructed LimeWire to download everything. He testified that it would often take hours for everything to download, and that he typically had no idea of what was coming into his computer. When the downloads were finished, he said, he’d go through and delete the files he didn’t want to keep. When asked how it was that officers still found child pornography on his computer, he said he’d simply missed the files or hadn’t gotten to them, given the large number of files he downloaded each time.

The jury was clearly skeptical; it took them less than an hour to come back with a guilty verdict. Three months later, the young man was sentenced to the maximum five years in prison.

During my brief time in Missouri, I spent a lot of time talking to the boy’s father. As the father of two boys myself, neither of them much younger than his son, it was heartbreaking to see his pain, and the intense frustration that there was nothing he could do to protect his son. While conceding that his son had been careless and stupid about his online activity, he fiercely defended his innocence. And he berated himself for not knowing enough to protect his kid. “I’d never heard about this LimeWire,” he said. “Why doesn’t someone tell parents how easy it is for their kids to get into trouble like this?”

The Title for This Book

It was a good question, and I had a lot of time to think about it the next day as I drove from Missouri to Washington, D.C., where I was spending the summer with my partner, Amy Werbel. In the spring, Amy had received a fellowship from the Smithsonian American Art Museum to conduct archival research for her next book, American Visual Culture During the Reign of Anthony Comstock.

Over the years, both Amy and I have written about Comstock, a fascinating and controversial figure in American law and culture. Born in 1844 in New Canaan, Connecticut, Comstock served in the Union Army during the Civil War and, after being mustered out, moved to New York. A product of a strict Congregationalist upbringing, Comstock was horrified by the licentiousness of the big city, with its saloons, its brothels, and its active traffic in pornographic materials.

Comstock began a one-man campaign to wipe out indecent books and photographs, but the problem was vast and his efforts were stymied by a lack of resources and the indifference (if not outright opposition) of the police. He appealed to the leaders of the Young Men’s Christian Association for assistance, and soon found himself an employee of the organization, charged with working to shut down pornographers by charging them with violating New York’s state obscenity law. Both Comstock and the YMCA leaders soon concluded, however, that the state law was too weak to be effective.

In the winter of 1872, the YMCA sent Comstock to Washington to lobby for a new and tougher anti-obscenity law. Despite the aid of some powerful friends (including Supreme Court Justice William Strong, who actually helped Comstock draft his proposed bill), it was unclear that Congress would have time to consider the issue, since it was consumed at the time with the Crédit Mobilier of America scandal, in which numerous Congressmen had accepted bribes and shares of stock in connection with the building of the transcontinental railroad. At literally the last minute, however, Comstock’s bill was passed, and on March 3, 1873, it was signed into law by President Ulysses S. Grant.

Under the new law, individuals who “knowingly deposited” obscene materials in the mail could be convicted of a misdemeanor, fined between $100 and $5,000, and could face up to ten years of hard labor.

As part of the legislative maneuvering that led to the law’s passage, Comstock was appointed a special agent of the United States Postal Service and given authority to help enforce the new law, which quickly became known as the Comstock Act. A short time later, New York state passed a tougher version of its obscenity law and gave Comstock, as secretary for the New York Society for the Suppression of Vice (NYSSV), additional legal authority to seek and prosecute violators of the law.

To say that Comstock undertook his new work with enthusiasm would be a gross understatement. He spent the next forty-two years (he died in 1915 while still a USPS special agent) vigorously pursuing all manner of potential violators: the newsboys who sold dirty pictures on the street, clerks who sold catalogues of “life drawing illustrations” at the Art Students League, fine art purveyors like Alfred Knoedler, and even world-renown playwrights like George Bernard Shaw (who mockingly dubbed America’s moralistic streak as “Comstockery”).

Over the course of his career, Comstock later boasted, he arrested enough people to fill sixty-one railroad passenger cars, and was unfazed that sixteen of his prosecutorial targets committed suicide rather than confront the burly hunter of obscenity. He collected and burned (often before trial) hundreds of thousands of photos, books, magazines, circulars, playing cards, advertisements, newspapers, and rubber goods that he felt violated either state or federal law. He traveled endlessly around the country, advocating for state and local versions of the Comstock Act and urging the formation of local versions of the NYSSV. But by the turn of the nineteenth century, thanks in part to epithets like Shaw’s and to innumerable mocking cartoons, Comstock had become more punchline than terror. A number of factors contributed to the shift in public perception, including the desire of an increasingly globalist America to throw off its provincial reputation and, of course, the relentless march of technology. During Comstock’s lifetime, both the camera and the movie camera made the production of “indecent” and “obscene” material so inexpensive that virtually anyone could do it (not unlike the impact the Internet would have almost a century later).

Though Comstock’s name has largely faded from public awareness, his legacy persists. Over the years, Congress has adapted his obscenity law to new technologies—the telephone, computers, and, most recently, the Internet. While some of the law’s language concerning “indecency” was eventually stripped away by the Supreme Court as a violation of the First Amendment, its ban on obscene materials remains and is an undercurrent in many of the cybertraps discussed in this book.

During his life, Comstock’s main objective was to prevent children from falling victim to the immoral threats he saw lurking in nearly every corner of the city (although he did not hesitate to throw children in jail if he felt they were more criminal than victim). In 1883, Comstock published a book entitled Traps for the Young, in which he described a variety of threats to the innocence of youth, including “half-dime novels,” newspaper advertisements for alcohol and certain kinds of “low theater,” gambling, quack medicine, “free love” (mostly prurient literature), artistic traps (nude or semi-nude classics Comstock believed to be indecent), and liberalism. Comstock would have a lot in common with contemporary social conservatives, and no doubt would be horrified by the Internet.

My decision to call this book Cybertraps for the Young is a deliberate reference to Comstock and the book he published 128 years ago, not as an endorsement of his views but as a reflection of the significant imprint they have left on the American legal system, particularly as it relates to minors. In no small part because of his efforts, there are laws on the books today that are being applied to activities that could not have been anticipated five years ago, let alone fifty or a hundred years ago. There is a growing disconnect between the technical sophistication of our children and the laws that were originally intended, at least in Comstock’s view, to protect them. As a result, children are finding themselves in far more painful traps than Comstock could ever have imagined.

Take, for example, the recent case of Evan Emory, a twenty-one-year-old Michigan man who has been charged with distributing child pornography and faces up to twenty years in prison. According to a recent article in the New York Times, Emory made a class visit to a local first-grade classroom to sing songs he’d written. He taped his performance, and after the kids left he continued taping while he sang different, sexually explicit versions of the songs, complete with hand gestures. Using a computer, he combined the footage to make it appear that he’d sung the sexually explicit songs to the kids, most of whom can be clearly identified in the video. The goal, he told the Times reporter, was to create a comedy sketch by pairing explicit songs with an incongruous audience. The humor came to a crashing halt when detectives seized his computer and iPhone for forensics analysis and he spent a night in jail.

Emory is nominally an adult, but what he did could have been accomplished at sixteen, fourteen, or even twelve. In fact, he apparently wrote the sexually explicit versions of the songs when he was sixteen and stashed them away until an opportunity came to use them. The technical piece of recording and combining the video images was, to put it mildly, child’s play. Unlike Comstock, it’s not my aim here to make moral judgments—as Emory’s case makes clear, there are lots of moral gray areas—but rather to make you aware of the potential legal ramifications of your children’s behavior. Some would say Emory’s video was a joke that while in questionable taste did little real harm, while others would undoubtedly argue that there’s nothing funny, or appropriate, about mixing sexual humor and children. But the fact remains that, whatever you think of his actions, they landed him on the wrong side of the law.

Certainly, there is a role for moral education as we prepare our children for adulthood. A product of his time and upbringing, Comstock believed that it was the role of government to provide such a moral education—to all of its citizens. He had no qualms about declaring that it was his own moral standard that should be imposed, regardless of disagreement, dissent, or diversity. The rigidity with which he stuck to that position helps explain both his initial success and his ultimate descent into ridicule.

This book is dedicated to the proposition that morality works best when it is taught from the ground up, household by household, rather than from the top down through legislative edict. It is our responsibility as parents to communicate our values to our children, including our expectations for moral behavior. That is a particularly crucial obligation in a world in which children are being given adult equipment at earlier and earlier ages.



Part One: The Technology

Chapter One

Your Child LOVES Technology

There was a time, not so long ago, when computers hid in the bowels of universities and corporations; when it took a quarter and a trip to the local arcade to play a video game; when the only way to make a phone call outside your house was in a glass booth with an outdated phone book; when a photo-processing clerk would be the first person to lay eyes on your vacation pictures.

Things have changed a bit over the last twenty-five years or so. Now, each of these activities can be accomplished with a device small enough to fit in the palm of your hand—and, increasingly, all these tasks can all be accomplished with a single device.

Our children are growing up in a world that is awash in remarkable digital technology. Kids seem astonishingly well suited to this world, as they effortlessly navigate complicated menus, rapidly master new programs, and nimbly text, tilt, and click away. It’s no wonder that post-Web/Millennial children are often referred to as “digital natives,” implying (correctly) that the rest of us are just strangers in an increasingly strange land.

Statistics offer some insight into just how much kids like technology. According to a recent study by NPD Group, a market researcher of technology trends, 82 percent of kids between the ages of two and seventeen—55.7 million U.S. children—describe themselves as “video gamers.” That includes a surprising number of kids who may not even be able to read the survey questions. All told, 9.7 million children between the ages of two and five reportedly play video games.

The adoption of other technology by kids is just as enthusiastic—and just as startling. Nearly four years ago, the Kaiser Family Foundation found that roughly a quarter of all children between the ages of four and six were using personal computers at least fifty minutes a day. Amazon.com offers more than twenty-five digital cameras designed specifically for children aged two to four, and the average age for a child’s first mobile phone is now under ten.

On their own, these cool technologies pose few legal risks to children (although they may have other effects, such as increasing distractibility and decreasing exercise—topics for another book). The real problems arise with the three C’s of technology: communication, capability, and convergence. More and more often, we’re handing our children remarkably powerful devices long before they have the wisdom or maturity to understand the consequences of misusing them.

Children are using computers and mobile phones to bully and harass each other. They’re using the cameras on their phones to take nude photos of themselves and others, and to send those photos to dozens or hundreds of other children. They’re using a variety of electronic devices to cheat in school, steal intellectual property, and commit a wide variety of crimes, from identity theft to hacking.

In short, it has never been more important for parents to take the time to understand how every device works, to think through the consequences of giving these devices to their children—regardless of their age—and to talk with their kids about how to use their electronic gadgets responsibly.

Mobile Phones and Smartphones

In terms of capability and communications, no category of consumer device has changed as dramatically as the mobile phone. First introduced in the United States in 1983, early handheld phones were widely referred to as “bricks,” and did nothing more than allow people to free themselves from fixed phone locations (though that seemed amazing enough at the time). Around the turn of the twenty-first century, the development of faster cellular networks (first 2G, then 3G) allowed for the transmission and downloading of multimedia content. Ringtones were the first media content to be widely distributed, followed quickly by games, photos, and eventually even streaming video.

The idea of the mobile phone as a connectivity tool began to creep into mainstream consciousness in 2003, when Motorola Inc. released its hugely popular Razr phone in the U.S. The sleek, slim, clamshell phone was equipped with a low-resolution camera, a 2.2-inch LCD screen, and various communication options, including text messaging and a simple Web browser that could be used to send e-mail. In many ways, it was the first device that was as much a portable tool for surfing the Web as it was a phone (in fact, during the height of the phone’s popularity, the Web browser Opera released a Razr-specific version of its software, which offered more features than the phone’s own browser).

In the seven years since the Razr was released, the percentage of kids using mobile phones has risen from twenty to approximately ninety-five. Part of that growth was the result of a conscious effort on the part of mobile-phone companies, beginning in 2004, to target advertisements at the teen market, a move that was obviously highly successful. Another factor was Motorola’s success in making the mobile phone a fashion item—the Razr not only looked cool, but came in a variety of attractive colors. But it was SMS messaging, or “texting,” which did the most to bring teens and mobile phones together. More recent billing data is still being analyzed, but between the first quarter of 2006 and the second quarter of 2008, the number of text messages sent in the U.S. skyrocketed from 65 million to 357 million. It’s not surprising, then, that in October 2010, 43 percent of teen mobile-phone users reported that their primary reason for having a phone was to send texts to friends. The SMS feature was the most frequently cited benefit of phone ownership, with “safety” and “keeping in touch with friends” a distant second and third, respectively.

Games and Web surfing didn’t even make the list of top reasons for owning a mobile phone, but it’s likely that will soon change. Apple Inc. ushered in the real era of handheld computing and surfing with its release of the iPhone on January 9, 2007. What makes the iPhone so remarkable—and so potentially troublesome for parents—is its seductive combination of well-designed and powerful hardware, flexible software, and wireless connectivity. It has been a tremendous hit.

In early 2008, Apple announced the creation of the iTunes Store, which allowed programmers to sell their own applications (“apps”) for use on the iPhone. There are now hundreds of thousands of apps for sale, and iPhone users have logged well over a billion downloads in the three years since. Although Apple has aggressively policed the iTunes Store to prevent the sale of obscene, indecent, and even politically provocative apps, there are still hundreds, even thousands, of iPhone (or Android or Blackberry) applications that can land kids in trouble. For instance, every major social network site—Facebook, MySpace, Twitter, etc.—has its own app for posting photos or comments, and dozens of third-party apps offer additional tools for interacting with those sites. There are also hundreds of apps—Pixelpipe, Instagram, and so on—that are specifically designed to make it easier to take and upload photos to social networking sites.

The enormous popularity of the iPhone has fueled a mobile computing arms race. Hardly a month goes by without a new phone or mobile operating system hitting the streets. A year after the iPhone debuted, for instance, a consortium of companies (including Google) announced the release of Android, an open-source mobile operating system. Other manufacturers, including Research in Motion Ltd. (RIM), Nokia Corporation, and Microsoft Corporation, have announced the release of updated versions of their mobile operating systems, along with their own platform-specific app stores. Not to be outdone, Apple has released an upgraded version of its iPhone on a yearly basis; the most recent model, the iPhone 4, allows users to conduct face-to-face video conversations using “Face-Time” (a feature which the adult entertainment industry is already exploiting for pornographic purposes).

Right now, only 23 percent of U.S. teens have a smartphone such as an iPhone or Android, but that percentage will no doubt climb quickly.

Videogame Consoles

It would be difficult to imagine someone less likely to be a video game fan than my grandfather, a serious and well-respected real estate lawyer who spent more than fifty years at the forefront of his legal specialty. I remember debating him when I was in law school about the merits of computer-aided legal research, a development he disdained. But even Grum could feel the lure of electronic gadgetry: in 1975, he was one of the early purchasers of Pong, Atari Inc.’s groundbreaking video paddle game. I was ecstatic: I’d never seen anything like it, and happily spent hours playing the game on my uncle’s ancient, black-and-white TV.

Regardless of how long I played Pong, my parents had little reason to worry about what I was doing—the Pong console played Pong and only Pong. But video game consoles have gone through a few changes since then. Today, the capabilities of those consoles rival or exceed the capabilities of most desktop and laptop computers (in fact, law enforcement agencies use the latest game consoles to help crack passwords). Recent models have incorporated Blu-Ray disc players, motion-sensing and wireless controllers, and high-end video processors for increasingly lifelike and immersive game-playing experiences (which helps explain why 10 percent of teens log more than twenty hours a week playing video games).

In part because of those new features, the devices are incredibly popular with children (and, no doubt, with their parents as well). In early 2010, the Pew Internet and American Life Project reported that 81 percent of children between the ages of twelve and seventeen own at least one gaming console, while 51 percent own a portable gaming device—a figure that’s almost certainly risen over the past year, thanks to the popularity of game-capable devices like the iPhone and other late-generation smartphones. The combined sale of video game software and hardware generates over $20 billion per year in the United States alone.

The most significant development, however, is the growing connectivity of these gaming devices. All three major consoles—Sony Corporation’s PlayStation 3, Microsoft’s Xbox 360, and the Nintendo Co., Ltd.’s Wii—are designed to connect directly to the Internet. Gaming companies added connectivity to video consoles to encourage gamers to buy new games online and to compete with opponents playing the same games around the world. Most contemporary games also have built-in messaging capability, so gamers can communicate with each other in real time.

Keep in mind that the same connectivity, combined with the rapidly expanding features of gaming console software, allows gamers to do everything online that they have traditionally done using a computer—send e-mail, use Internet chat and instant-messaging services, surf the Web, and send and view photographs. The potential dark side of gaming consoles was unveiled last year, when a Kentucky man was arrested for using the communication capabilities of his Sony Playstation 3 to strike up a relationship with an eleven-year-old girl and solicit nude photos from her online.

Not long ago, a portable gaming device would have been a safer alternative—the only thing handheld consoles were designed to do was play games. Like so many other types of technology, however, recent models of handheld consoles—the Nintendo DS, the Sony PlayStation Portable (PSP), and the Apple iPhone and iPad—are designed to connect to the Internet for game downloads, interactive play, and messaging. In addition, both the Nintendo DS and iPhone are equipped with built-in cameras.

Digital Cameras

Many industries have legitimate reasons to bemoan the rise of digital technology, and photo processors are near the front of that line. Not so long ago, it seemed as if every shopping mall was equipped with a drive-up Fotomat kiosk offering one-day film processing. But Fotomat didn’t survive the rise of one-hour developers in malls and box stores; in turn, those one-hour shops have largely been replaced by drug-store kiosks—or even inexpensive home printers—that can produce prints directly from CDs, USB sticks, or memory chips.

The culprit for all this retail change is the digital camera, a device that first became commercially available only about twenty years ago. As prices have steadily fallen into the low double digits, digital cameras have become ubiquitous—106 million were shipped in 2009 alone, and that figure was actually down about 12 percent from the 119 million units sold the previous year (a drop attributed in large part to the growing popularity of mobile phones equipped with cameras). The attractions of digital cameras are obvious: the ability to see photos as soon as they’re taken, limited costs for film development, and software that makes it easy to save images to a computer, digitally manipulate them, and instantly distribute them via e-mail, a blog, a website, or a social network.

As the Amazon.com catalog illustrates, digital cameras are often the first electronic devices to be put into small hands. There are a number of benefits to doing so: photography can be a terrifically rewarding hobby, and, by eliminating the costs of film and film processing, digital cameras have helped thousands of children discover a new artistic medium, a new way of looking at the world around them. It’s the very simplicity and ease of digital cameras, however, that have turned them into increasingly insidious cybertraps. To paraphrase the old saying: just because a photograph can be taken doesn’t mean it should be taken.

As kids get older and start exploring their sexuality, they all too often employ digital cameras or mobile-phone cameras as part of that exploration. Few fully understand, however, that taking nude or semi-nude photographs or video of someone under the age of eighteen (even a self-portrait) can have serious, even life-altering, consequences. As I’ll discuss in more detail in chapter eleven, children who have circulated these types of photographs have been subjected to cyberharassment and cyberbullying laws, have been suspended and/or expelled from school, have been prosecuted under state and federal law for producing and distributing child pornography, and, in a few extreme cases, have committed suicide.

To make matters worse, digital cameras are steadily shrinking in size, making it dangerously easy to take photos or video of someone without their knowledge or consent. In fact, there are entire websites devoted to illicit candids conspicuously labeled as “upskirt” or “downblouse.”

Even if the subject of a photo is aware he or she is being photographed, the speed and simplicity of digital technology reduces inhibitions and makes it less likely that either the photographer or the subject will consider issues like privacy or propriety. And the younger the kids on either side of the camera, the less likely it is they’ll think about the long-term consequences of what they’re doing. After all, there’s no longer any risk for your child that he or she will feel embarrassed when you pick up that packet of racy photos at the developer; there’s the illusion that what’s taken with the camera will stay in the camera.

But that sense of privacy truly is an illusion. The whole point of a digital camera, after all, is that the images can easily be transferred to a computer, thus freeing them for distribution to the rest of the world. More recent digital cameras skip the transfer process altogether—they’re equipped with wireless transmitters that allow photographs to be sent directly to e-mail or social networking sites. In fact, there’s even a memory card, the Eye-Fi, that will enable older digital cameras to transmit photos wirelessly. Not to mention that any smartphone equipped with a camera (and most are) is specifically designed to transmit photos in a variety of ways—as e-mail attachments, as MMS messages, or as direct uploads to any of hundreds of websites and social networking services.

Desktops, Laptops, and Tablets

A decade into the twenty-first century, it’s impossible to overestimate just how important computer skills will be to our children and grandchildren throughout their lifetimes. Consider the fact that people born when the first personal computer was released in 1978 are already in their early 30s, many with children of their own. Computers are an integral part of our education, our work, and our leisure, so much so that the research firm NPD Group estimates that 97 percent of American households own a computer—a level of ownership that rivals televisions and stereos.

The importance of personal computers was underscored for me when, while writing this book, I spent a day in the reading room of the Widener Library at Harvard University. The long wooden tables were filled with undergraduates, graduate students, and researchers, and nearly all of them had laptop computers open on the table in front of them. Assuming an average value of $1,000 per computer (the numerous Macs in the room bumped up the average a bit), those library tables were covered with at least $100,000 in portable computing equipment. As a society, we’ve invested a staggering amount of money in hardware and software, and it would be unrealistic to think that kids can succeed in school and in the workplace without at least some familiarity with and exposure to this technology.

For parents, however, there’s a tension between the obvious benefits of computer ownership—homework, research, entertainment, socialization—and the distractions and dangers that come with it. Thanks to the development of the World Wide Web in the mid-1990s, every computer is now a portal to an infinite array of information, entertainment, and enticements, not all of which are salutary.

As we’ll see throughout this book, many kids need nothing more than a keyboard and an Internet connection to get themselves into a world of electronic trouble. Computer hacking, for instance, has a long, albeit disreputable history, and enterprising teens have often been at the forefront of the mischief. But even less computer-savvy teens now have at their fingertips all the tools they need to violate a host of laws. With any type of Internet-connected device—laptop, mobile phone, gaming console—children can harass or bully other children, libel their teachers, commit fraud on eBay, violate U.S. copyright laws, or commit a felony by downloading or distributing obscene materials. Given the prevalence of computer web cams—either clip-ons for desktops or pre-installed in laptops—kids have the ability to broadcast themselves and others from the privacy of their bedrooms to a global audience, and that behavior has the potential to violate any number of federal and state laws.

We don’t normally think of desktop or laptop computers as phones, but thanks to web cams and online conferencing software like Skype, they certainly can be used that way. Actually, the line between computers and handheld devices is blurring in both directions. Kids can use computers like phones (albeit bulky ones) through the use of software like Skype and Google Talk, while mobile smartphones allow them to perform a number of computing functions—e-mail, Web browsing, photo sharing—on the go.

In fact, it is only a matter of time before such handheld devices match traditional computers in both power and convenience. A vision of that future could be seen in April 2010, when Apple announced the release of its tablet computer, the iPad. There have been numerous previous attempts at creating and marketing a tablet computer, but with its inimitable attention to detail, design aesthetic, and sheer coolness, Apple succeeded where so many others have failed. During the 2010 holiday season, online retailers and tech journalists reported that the iPad was squarely at the top of the teen wish list, despite its impressive price tag.

Right now, the iPad is an imperfect bridge between laptops and the iPhone. Out of the box, it lacks a physical keyboard, has no camera, and has relatively limited onboard storage. Both Apple and various third-party vendors, however, sell keyboards that dock onto the iPad; future versions of the iPad are likely to include both a rear- and front-facing camera (for “Face Time” chat, among other uses), along with more memory and faster processors.

The iPad’s enormous success—more than 25 million sold in fiscal year 2010, with another 32 million projected for FY 2011—has attracted numerous competitors, including the Samsung Galaxy Tab, the HP Slate 500, the Dell Streak, and the Motorola Xoom. How those tablets will fare in the marketplace remains to be seen, particularly with Apple’s iPad 2 waiting in the wings, but one thing is clear: computing’s own Olympic motto—smaller, faster, cheaper—will continue to drive developments in the tech world.

With relatively few exceptions, these new electronic devices and the ones that inevitably follow will offer more options, more capabilities, and more ways for kids to get into trouble. And kids will continue to love them. This book aims to level the playing field a bit, to give parents and teachers a solid introduction to the ways in which kids can accidentally or intentionally misuse electronic gadgets. I’ll begin with a general overview of the communication revolution, describe the potentially life-altering cybertraps that can snare kids, and then offer some suggestions on how to protect your child.



Chapter Two

A Parent’s Guide to the Communication Revolution

For many parents, the idea of supervising their children’s online activity can seem overwhelming. Computer and mobile technology often is bewildering in its complexity, and the phenomenal pace of change makes it all the more daunting to stay on top of the latest innovations. Add in the stress of multiple jobs, multiple kids, multiple pets, not to mention all the other distractions of modern life, and it’s understandable why teens and preteens are frequently left (literally) to their own devices.

There’s no question that keeping up with all the gadgets, software, and websites designed specifically to fascinate children can turn into a full-time job. Fortunately, it’s not necessary to be an IT specialist to protect your child online, and this book isn’t intended to turn you into one. What this book is designed to do is help you identify the basic information you’ll need in order to guide your children’s behavior and minimize the risks—including serious legal risks—they can incur in their online lives.

Regardless of your personal level of tech savvy, there are several simple, straightforward questions you should always ask before buying your child the latest electronic gadget:


		What types of information can the device or software collect or distribute?

		Can it be used to communicate with others, and if so, how?

		How much data does it store, and where?

		Can your child change the device’s capabilities without your knowledge?

		Can you monitor your child’s use of the device, and if so, how?



As a parent, the emphasis should be less on how your child is interacting with a specific program or device, and more on how your child is interacting with other people, whether online or off. Are they respecting personal property and the rights of others? Are they acting as a bully? Are they violating someone else’s privacy, or their own?

Kids are remarkably effective at making their parents feel as if they’re out of touch, particularly when it comes to technology. More often than not, it’s a semi-conscious strategy designed to keep parents off balance and at arm’s length. But what’s often overlooked by parents—and consistently by children—is that with age comes experience. The tools of human interaction may change rapidly, but the social and legal consequences change far more slowly, if at all. Parents are uniquely positioned, regardless of how technologically adept their children may be, to help guide children through those sticky thickets.

Equipment Capabilities

Unfortunately, your life experience alone is not enough to guide your children through the risks of technology; it’s also necessary to have at least a basic grasp of the technology itself. The single most important question parents need to ask about any electronic device is, what can it do? More specifically: what types of information can the device create, collect, and distribute? The answer to this fundamental question will help determine what types of cybertraps your child might face.

A great place to start would be to ask the person selling you the device about its capabilities. You also could consult with a friend or family member who’s already using one. A third option is to talk with the child to whom you’re giving the device. Kids are often remarkably tech-savvy, and asking your child how they plan to use a new electronic gadget could be a great bonding opportunity, as well as a chance to start a conversation about appropriate behavior. Keep in mind, of course, that children may not want you to know everything they can—or will—do with a particular device; it’s important to conduct some independent research as well.

The other thing to keep in mind is that, increasingly, the answer to the question, “What can this device do?” will be some variation of “everything.” As we discussed in the first chapter, there is a growing trend toward convergence—the tendency of all devices to have similar data-capture and communication capabilities, regardless of their primary function or manufacturer. As a result, it’s probably safe to assume until proven otherwise that any recent-model electronic device is capable of capturing and distributing just about any information your child desires.

For instance, most recent laptop computers come equipped with a webcam that allows users to take photographs and video, which can then be uploaded to a social networking site or sent via e-mail to an endless number of people. The same can be done with any recent-model smartphone, or several of the new tablet devices that run Apple’s iOS or Google’s Android operating systems. Gaming consoles, too, can be used to access the Internet, exchange instant messages, chat, send e-mails, or upload and download files. A simple digital camera may seem like a safe bet, until you notice that many recent models are equipped with wireless Internet capability and built-in software for uploading photos directly to social networking sites like Facebook.

Communication

The next critical question to ask about a device is, What can your child do with the information (text, photographs, video) that he or she creates or captures with it? For kids, it’s all about communication—how effectively (and coolly) can a particular device be used to interact with other kids?

1. Texting (SMS and MMS)

For much of the computer era, e-mail has been the killer communication app—so much so, in fact, that there’s a faint but growing chalk outline around the U.S. Postal Service. Kids, however, find e-mail as hopelessly archaic and slow as their parents find handwritten letters. And, to kids, actual phone conversations aren’t much better. For this generation, the communication tool of choice is texting.

Texting currently comes in one of two flavors: short messaging service (SMS), which is limited to actual text messages of up to 160 characters in length, and multimedia messaging service (MMS), which allows mobile-phone users to send messages containing both text and media content (photos or videos). Most wireless services also allow users to send and receive text messages through their e-mail accounts. As you look at different phone models, you’ll soon see that although each uses slightly different software for sending text messages, the basic concept is the same: pick a recipient from a contact list or enter a mobile-phone number, type a message, and press “send.” Teens can grow remarkably adept at texting; it’s not uncommon, for instance, for kids to text in the dark or without even looking at the keyboard.

For anyone over the age of twenty, it can be difficult to fully grasp just how enthusiastically the current Millenial generation has embraced the practice of texting. A recent Nielsen study reported that the average teenage boy sent 2,400 text messages every single month. The average girl out-texts the average boy nearly 2 to 1, sending just over 4,000 texts per month—or roughly one text every ten minutes. In fact, texting has become such an integral part of a child’s communication repertoire that child-development specialists have begun to study its importance in preteen and teen social development.

It’s a trend that’s likely to continue, as social networking sites like Facebook begin to add text-like capabilities to their services. In a recent interview, Facebook’s director of engineering, Andrew Bosworth, told the New York Times that “[t] he future of messaging is more real-time, more conversational and more casual.” To embrace that future, Facebook has already changed its messaging service to eliminate the subject line, remove the “cc/bcc” options, and turn the “enter” key into a “send” button.

As we’ll see in chapter six, the ease, speed, and lack of face-to-face contact inherent in texting has contributed to some of the behavioral problems that can turn into cybertraps—most notably harassment, cyberbullying, and sexting (the practice of sending text messages with nude or semi-nude photos). Part of the trouble is that texting—like so much other online behavior—can feel private, or even anonymous. But that privacy, of course, is a deception. One of the hidden truths of the electronic age is that a large amount of activity can be tracked across the Internet, and even more electronic activity can be retrieved and reconstructed from the devices used to generate it.

If your child has the ability to send SMS and MMS messages by phone (and the odds are overwhelming that he does), then it’s already past time to have a conversation about the moral and ethical boundaries of electronic communication. What’s important is not the specific software your child is using to send messages, but the content of the messages themselves—what your child is saying, and/or showing, to others.

2. Instant messaging

Another popular form of communication among kids is instant messaging. It’s similar to texting, but without the 160-character limit. As its name implies, instant messaging allows individuals to send messages back and forth in real time. It’s analogous to face-to-face conversation, except it takes place entirely online.

Instant messaging first gained popularity with AOL Inc.’s AOL Instant Messager (AIM) service, and quickly spread to other services like MySpace, Gmail, and Facebook. Typically, these systems are designed to allow individuals to communicate one to one, but a number of services are expanding to allow group messaging (essentially an individualized form of online chat).

Even if a service doesn’t allow group messaging, kids can create an ad hoc version of group chat by opening multiple messaging windows with various friends. I’ve seen the twelve-year-old in my house simultaneously instant-messaging with four, five, six, or even more classmates through his Gmail account.

As with texting, there’s nothing inherently wrong with instant messaging. As we’ll see in chapter six, potential problems arise not from the fact that kids are instant messaging with each other, but from what they’re saying in those messages.

3. Online chat

Online chat is the group version of instant messaging. It’s by far the most notorious of the various ways children communicate online, since it plays such a frequent role in child solicitation and molestation cases. To give you a flavor of what the online chat conversations can be like, here’s a brief sample taken word-for-word from one teen-oriented chat room:

<NEWPORT13> ahh any girls wanna a chat16f... Im a stud lookin for cute girls to chat with

<flyleaf2010> is cute

<flyleaf2010> kid

<troy788> TROY SAYS, BEING GAY IS A DISEASE

<bhsathlete> delia

<LoveAlwaysDee> IM GETTING SICK OF DUDES MESSAGING ME. WHAT PART OF IM GAY DONT YOU GET ?!!!

<xxdashaxx> hey 16 male australia here:-)

<Relentless-> :D

<tasteslikelemons> delia?

<bhsathlete> hey

<flyleaf2010> wha

<flyleaf2010> hi

<flyleaf2010> person?

<onedreamoneplace> hey 17 year old male from so cali(sandiego actually) im sweet, caring, honest, and not a perv or freak. im reall chill, and outgoing, and funny (so ive been told) lookin to get to know locals and new friends and meet genuine people so hit me up:)

<bannedWTF> 16 F LOOKING FOR GIRLS WHO R USED BY PARENT(S) P2P ME

<rynstorey18> Male gay 17 hit me up :)

<tasteslikelemons> hai

<ayyitssmee> BEING TROY IS A DISEASE !

<betterandbetter> I don’t show that much emotion at any time, just some things fuck me in the head.

<flyleaf2010> hey

<magickc1997> any cute guys wanna chat?*any cute guys wanna chat?

<troy788> BEING TROY IS A BLESSING

<silence_413> any guys from socali wanna chat? 17/m/cali

<tasteslikelemons> does the old username MercuryFreak ring a bell?

<jonas_usa> 16 Male BRA Bored and Single.!! But Just Looking for new Friendships** =D xoxo ADD+

<Starfish_Loves_You> YOUR ANUS IS A DISEASE STFU

<ayyitssmee> IN WHAT WORLD HUN?

<Starfish_Loves_You> >_>

<ikay_kay> 14 f bi p2p me if you wanna chat =]

<gayboy41> hey ppl

<flyleaf2010> yes

<betterandbetter> Yes it does Lemon

<lezlisa56> ne bi’s or lesbians wanna chat p2p me now

<natedawg1117> guy looking for girl or guy message me

<Ciesliko3> dasha p2p me

<OmgitsDee> being troy is a disease hey Troy when did u get the Straight disease?

<mevio5> 14/f/conneticut baby! bi..GET AT MEEE! (:

<Christina11811> female bi 13 pm me;)

<tasteslikelemons> this mahh new account

<flyleaf2010> forgot your name

<MrsPrincess> 17 female texas bi lookin for conversation, friends, n txtin buddies hit me up clean chat only NO ASL NO CHAT

<Kdavis93> BEING GAY IS A WAY OF LIFE IF U DONT LIKE IT SO BE IT U DONT HAVE TO COME ON HERE AND MAKE FUN OF EVERY ONE HERE

<LostRomantic17> 17/f/indiana, any cute girls wanna chat? pm me

<gayboy41> hey everyone

<gayteenct> gay boy ct area under 18

<ieshia23> i need a gf

<betterandbetter> Hi Gay

<tasteslikelemons> isnt that cute. my feelings are hurt

<flyleaf2010> merci???

<troy788> TROY IS CLEAN DEE, NO DISEASE HERE

<akl93> 17m, anyone 17 or older hmu :)

Keep in mind that the chat room in question had from 150 to 160 people in it during this conversation, and the lines above appeared on the screen in little over a minute’s time. Whatever kids are doing online with their electronic devices, they’re doing it at the speed of light. And clearly they’re sharing information, using language that would make a sailor blush, and all too interested in taking the conversation (and the proposed activities) offline. An unknown percentage of the anonymous chatters are undoubtedly men of a certain age, and at least as many are law enforcement officers, but this is likely not your parents’ playground (or yours, for that matter).

The granddaddy of online chat is a service known as Internet Relay Chat, or IRC. In order to access IRC groups, a user has to first install chat software, the most common examples of which are mIRC, Xchat, and Chatzilla (for a more extensive list of IRC clients and program names to look for in your own computer, visit the book’s website at www.cybertrapsfortheyoung.com). Chat software makes it possible to log into any one of thousands of so-called chat channels, each organized around a particular theme or topic. The Web site SearchIRC.com lists hundreds of chat channels organized by topic, including Age Groups > Teen (#TeenLounge, #teen, #antisocial, #teens), Sexuality > Chat (#sweettalk, #anything_goes, #social-kink), and plenty more, on just about any topic imaginable.

Chat rooms were one of the earliest and most popular features offered by the groundbreaking online services like CompuServe, Prodigy, and The Source, all of which helped introduce people to the idea of online interaction. Due to concerns over safety and the growth of social networking sites like MySpace and Facebook, online service providers have been steadily shutting down their chat rooms. Currently, Yahoo! Inc. is the only major online provider to still offer the feature. However, there are a variety of websites that operate specialized chat rooms, including many aimed specifically at teens and preteens: TeenChat.com, TeenFlirt.com, and TeenSpot.com, for instance.

In and of themselves, chat rooms are not intrinsically harmful. They can offer entertaining interaction with interesting people and potentially useful information for teens who might find it difficult to obtain it in other ways. For instance, TeenSpot.com offers chat rooms like “Alternative,” (a chat room for gay, lesbian, and bisexual teens), “Christian” (discussion for teenagers of the Christian faith), “Advice” (for giving or receiving advice from peers), and “Dorm” (a chat room for older teenagers who prefer mature conversations).

Where trouble can quickly arise, however, is when teens use chat to harass or bully other children, or to share photos or videos of themselves or others. It is also not uncommon for people to use chat rooms as a meeting place to share copyrighted content, hacking information, or contraband material like child pornography.

As I said earlier, law enforcement pays close attention to chat rooms specifically targeted at teens, or with names suggestive of teen sexuality. Many prosecutions have arisen out of chat room conversations in which a potential predator thinks he’s talking to a fourteen-year-old girl but is, in fact, chatting with a forty-two-year-old male police officer with good online acting skills.

4. Social Networking Sites, Blog Posts, and Message Groups

The final major category of online communication for kids is made up of “status updates” and “wall posts,” the brief comments they post on social networking sites to let their friends know what they’re thinking or doing. These posts can be stand-alone items, or they can spark long-running conversations filled with juvenile jokes, insults, bad language, non sequitors, and other drivel from teenagers who do not self-censor. Kids can attach links to these updates—to websites, photos, or video clips—and can even let their friends know if they “like” a particular status update or comment (at least on Facebook). There’s also the endless potential for embarrassment through the posting of embarrassing photos of oneself or others—scantily dressed, engaged in public displays of affection with the wrong person, doing something illegal or prohibited at a party, or perhaps just being somewhere they’re not supposed to be.

By an overwhelming margin, Facebook is the most popular site for these types of “microblog” posts. So far, Facebook’s phenomenal popularity (more than 500 million users and counting) and its frequent feature updates have kept kids interested. But it’s important to realize there are dozens, if not hundreds, of other socially oriented websites and mobile services designed to attract kids and encourage them to post content. Tracking the social networking sites children visit or the mobile services they use is probably the most difficult type of communication to monitor, at least without software assistance. With the exception of Facebook, kids are notoriously fickle about the sites and services they use, and they tend to flit quickly from one to another.

Depending on your child’s level of sophistication, he or she may run a stand-alone blog on a topic of interest. It’s remarkably easy to start one and then post regular updates. It only takes a few minutes, for instance, to set up a hosted blog on a site like Blogger or Wordpress and launch a blog on any subject in the world. Some of the Internet’s greatest features—its openness, its low cost of access, and its reach—are precisely the ones that can lure your child into a variety of communication-based cybertraps, including cyberbullying of other children, harassment of kids or teachers, and even defamation.

Similarly, your child might be posting messages on various topics to Yahoo! Groups or Google Groups. These are somewhat less well-known Internet resources, and generally less popular with teens, since they lack the immediacy, speed, and multimedia capability of other types of online communication. Still, it’s good to know what’s available. Groups are essentially electronic bulletin boards where Internet users can freely and easily post messages about almost any topic under the sun. All of the communication cybertraps discussed in this book can be committed through group postings, but the odds are relatively low.

Talking to your children about what they’re doing online is still the most important preventative measure you can take. That conversation should include some frank talk about the consequences their online actions could have. And if you have active concerns about your child’s online activity, then installing monitoring software may be a necessary step. The possible need for surveillance software is discussed throughout the book, but for specific ideas and suggestions, see appendix A.

Data Storage

Thanks to the combination of computers and digital cameras, we’re in a period of unprecedented information creation. In 2010 alone, scientists estimated that humans created 1.2 zettabytes of information. A zettabyte is a very large number, equal to one sextillion bytes of data. When you start talking about that amount of data, efforts to create illustrative examples get a bit ludicrous. Someone calculated, for instance, that it would take seventy-five billion iPads to store that much data (a number which might give Apple CEO Steve Jobs cause to smile).

Much of the information kids create is ephemeral—the vast majority of texts, for instance, fly from one device to another, get deleted, and are then gone for good. But lots of data and bits of information (photos, videos, status updates, blog posts) get stored in various locations. In fact, given the nature of electronic data, a single piece of information is frequently stored on multiple devices at once—which is one of the reasons it can be so difficult to get rid of electronic data once it’s created.

If you’re concerned about the information your child may be creating, there are generally three places where it will be stored: local storage, a mobile device, or “in the cloud.” How easy it is to locate that information or data depends on a number of factors, including your familiarity with computers and software, the particular sites or services your child is using, and how much effort he or she has put into hiding it. It’s important to be aware of what storage options your child has, in part to understand what he or she might be doing, and in part to understand what might be seized by law enforcement during a criminal investigation.

1. Local Storage

Local storage refers to the hard drives contained on your child’s laptop or desktop computer, or to the myriad types of removable media available for home use: external hard drives, USB or thumb drives, CDs, DVDs, and so on. By and large, these devices are used for storing actual files, like photos, videos, word-processing documents, and so on. If you’re concerned about photos your child has taken or material he or she has downloaded from the Internet, those are the places to begin looking.

2. Mobile Devices

Every mobile device marketed today—cameras, music players, smartphones—has some amount of on-board storage for data and information. Smartphones and music players generally have the most built-in storage capacity, typically between eight gigabytes and sixteen gigabytes, though some devices have much more. For instance, Apple offers a 160-gigabyte version of its classic iPod Touch, which the company says is enough room to store twenty-five thousand photos or two hundred hours of video.

Cameras and video cameras tend to have less on-board storage, but they’re frequently equipped with slots designed for Secure Digital (SD) memory cards, which can store anywhere from 1 gigabyte to 64 gigabytes of data. Many laptop computers are designed with an SD card reader, which allows photographers to take the card from the camera, slip it into a computer, then quickly transfer the photo files. Once on the computer, the photos can easily be manipulated, uploaded to social networking sites, or e-mailed to friends and foes alike.

Small memory storage devices like USB drives and SD cards tend to multiply, so there may be a number of them lurking in cluttered corners of your child’s room (or elsewhere in the house, for that matter). USB drives also show up in a variety of shapes—key chains, pens, action figures, NBA team logos, fake sushi, you name it. Frankly, the only limit to data storage possibilities are the imaginations of marketers and gag gift designers.

3. Cloud Storage

As amusing as a Lebron James-shaped USB drive may be, the real future of data storage is “the cloud,” a nebulous description for services that operate exclusively on the Internet. In the last couple years, a huge number of sites have been launched that offer remote storage of increasingly large amounts of data. The advantages are numerous: essentially unlimited space, much more effective backup, access to content from any Internet-connected device, easy distribution options, and no software upgrades. In fact, Google Inc. is in the process of developing a netbook computer that will have no local storage at all; everything will be done online and stored “in the cloud.”

Until such “cloudbooks” catch on, there will be a transition period in which data is generally stored on local devices, but backed up or shared in the cloud. The rapid rise of cloud storage services like DropBox, Box.net, Google Docs, Picasa, and Snapfish is complicating investigations by law enforcement and unquestionably making it more difficult for parents to monitor what their children are doing with their electronic devices.

If you have concerns about what information your child is storing online, the first challenge is figuring out what sites or services are being used, then familiarizing yourself with how they work. Keep in mind that in most cases, even if you identify an online storage site your child is using, you probably won’t be able to see what is stored there without your child’s username and password.

Software and Hardware Upgrades

There’s something very comforting about giving a child a set of blocks as a gift. It’s a tactile present, one that stimulates the imagination and feeds the inner architect. Even better: once a block, always a block (unless it becomes a missile, which is a different sort of discipline issue). You don’t need to upgrade a wooden block, or add new features to it; it is what it is.

The electronic devices now popular with kids could not be more different. Computers, smart phones, tablets—all these devices are designed specifically to run new programs, accept various hardware upgrades, and power a seemingly endless number of peripheral devices. It is reasonably safe to say that few, if any, electronic devices remain in the same state they were in when first taken out of the box.

Your child will likely spend a lot of time tweaking and upgrading their computers and gadgets. You may have purchased a device with the idea that it would help your daughter do X, and now may be startled to learn that within minutes, she’s figured out how to make it do Y, Z, and occasionally, even α and ω.

Effectively protecting your child requires spending enough time with a device to understand what new capabilities may have been added since its original purchase. For instance, spend some time playing with your child’s smartphone or tablet, and ask your child what the various applications and programs can do. Pay attention to what has changed, particularly with respect to programs specifically designed for communication or social networking. Familiarize yourself with the programs that have been installed on your child’s computer, and track the changes that have occurred. In particular, be thoughtful about hardware purchases: if your child wants to add a web cam to a laptop, or is insistent he needs a smartphone with a camera, take the time to talk about why he wants these technologies, how they will be used, and what some of the risks might be.

Monitoring Possibilities

So we come back to the practical question: given all the devices, software, mobile apps, and websites available to children these days, how can parents possibly keep track of it all? Short of surgically attaching yourself to your child (not generally a good idea), it’s impossible to know everything they’re doing online. You may be tempted to raise your children in an electronics-free zone, but that’s not overly practical either, and in the long run you’d be doing a huge disservice to children who will have to function in a digital universe for the rest of their lives.

How much you really need to know about your child’s daily online activity is a calculation based on your child’s maturity, the maturity of his or her friends, the amount of free time he or she has (idle hands are the devil’s plaything), whether you’ve witnessed any disturbing changes in his or her behavior, and your personal familiarity with technology. Fortunately, despite the myriad electronic options for your child, the forms of communication most likely to cause problems can be monitored.

For instance, if you’re worried about what your child could be saying or showing in text messages, you can ask your mobile-phone company to provide you with copies of all the texts your child has sent or received in the last month. Keep in mind, however, that this could involve an awful lot of reading.

Unlike text messages, there’s no intrinsic means for parents to monitor instant messaging conversations as they’re taking place. However, some services that offer instant messaging also provide the capability to record instant messaging conversations. Gmail, for instance, has built-in instant messaging that can store conversations in the same way e-mail conversations are stored. On this book’s website, there is a page that lists the most popular instant messaging tools and whether the conversations can be electronically recorded.

Like instant messaging, IRC clients generally do not record conversations that take place in a chat room (although some can be set up to do so). If you learn that your child has installed an IRC chat client on a computer, you should ask why he or she has installed the software and how it’s being used. What groups are being visited (they may be saved as favorites in the client software)? What kinds of conversations are occurring? Is any other activity taking place (file uploads or downloads, streaming video, etc.)? Has your child met or made plans to meet someone from the chat group?

There’s no question that monitoring your child’s communication on the Web is intrinsically more difficult than monitoring other forms of communication. The biggest challenge is simply keeping track of where that communication is taking place. Without monitoring software, it can be difficult to know if your child has posted something objectionable in a Google message group, or has uploaded a salacious photo to one or more of the dozens of media-sharing sites, social networks, and teen communities that spring up like weeds.

Of course if your child is using a computer for more serious types of crimes—hacking, identity theft, computer fraud, and the like—he or she may be going to great lengths to hide the activity. If your child is spending a great deal of time online and you have no idea what’s going on in his or her virtual world, or if your child is younger and simply needs more guidance on appropriate social behavior, it might be appropriate to install active monitoring software on the computer. In chapter sixteen, there’s a discussion of third-party software tools that can capture that information and send updates to your inbox.

Ultimately, when parents worry about knowing what their child is doing online, what they’re really asking themselves is how well they know their child. That’s a question best answered one electronics-free dinner at a time
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