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Foreword

In my former role leading Standard & Poor's ERM evaluations, I visited with hundreds of executives from companies all over the world and in all types of businesses, and discussed their ERM programs. I watched these ERM programs evolve, and witnessed their successes, and sometimes their colossal failures. Much more often than not, firms struggled both with having a clear objective for their ERM efforts and with the day-to-day problems of implementation. This perspective tells me that there is a tremendous need for clear thinking and clear exposition of the actions needed to practice ERM. The value-based approach that Segal developed, and introduces for the first time in this important book, definitely provides that clarity. Many other ERM books merely outline the problem and leave the readers to figure out how to implement a solution on their own. Here you will find each and every step of ERM implementation clearly laid out for the practitioner to follow along. In addition, Segal's approach to ERM:


	Is robust, yet highly practical

	Is able to quantify strategic and operational risks (this alone makes this book a worthwhile read)

	Takes the mystery out of risk appetite, one of the most elusive ERM topics (two-thirds of those believing that defining risk appetite is critical to their ERM programs have not yet done so)

	Supports better decision making



This book is also highly accessible to every business leader. Segal's writing style is smooth and in plain language. He offers crisp insights that can benefit everyone interested in ERM, from the ERM-savvy to the ERM novice.

Finally, this book offers a very credible business case for adopting ERM.

I have read nearly every book related to this topic, and I heartily recommend this one. This could well be the only ERM book you will ever need.

—Dave Ingram, CERA

Senior Vice President, Willis Re

Former leader of Standard & Poor's insurance ERM evaluations





Preface

Purpose of the Book

Adoption of enterprise risk management (ERM) programs is a strong and growing global trend. However, while ERM programs have a lot of potential, traditional approaches to ERM often struggle to generate sufficient buy-in from internal stakeholders, such as business decision-makers. The primary reason for this is that traditional ERM approaches lack a business case for their adoption. In response to this difficulty, I developed the value-based ERM approach, and this book is its first in-depth presentation.

The value-based ERM approach is designed to have a built-in business case for its adoption. At its core, it is a synthesis of ERM and value-based management. This synthesis provides the missing link between risk and return. It is this connection that transforms ERM into a strategic management approach that enhances strategic planning and other business decision making. As a result, the value-based ERM approach is seen by internal stakeholders—business segment leaders, senior management, and the board—as a way to help them achieve their goals of profitably growing the business and increasing company value.

The value-based ERM approach has several other advantages as well. It works equally well in all industry sectors. I have used this approach to help implement ERM programs for corporate entities in a wide range of sectors, such as manufacturing, energy, entertainment, technology, services, telecommunications, banking, and insurance, as well as for non-corporate entities, such as professional associations. The value-based ERM approach also works equally well regardless of geography or accounting system. In addition, the value-based ERM approach is an advanced yet practical approach to ERM. I have used this approach exclusively in my work as an ERM consultant, helping organizations to quickly, fully, and successfully implement their ERM programs.

Finally, the value-based ERM approach also overcomes the three core challenges that prevent traditional ERM programs from achieving their full potential:


1. An inability to quantify strategic and operational risks

2. An unclear definition of risk appetite

3. A lack of integration into business decision making



The value-based approach quantifies all types of risk: strategic, operational, and financial. This is often referred to as the “holy grail” of ERM. I am unaware of any other ERM approach that can fully quantify strategic and operational risks. In addition, the value-based ERM approach provides a clear, quantitative definition of risk appetite that can be used in the risk governance process. Finally, the value-based ERM approach, due to its linkage between risk and return as well as its sheer practicality, fully integrates ERM information into decision making at all levels, from strategic planning to tactical decision making to transactions.

I often am encouraged when I read introductions to allegedly new ERM information in articles, books, and seminars that tout an ERM approach that “adds value” to the business, only to end up disappointed when I find the same old traditional ERM approaches, which have no direct connection to value. In sharp contrast, this book presents an ERM approach that is centrally focused on measuring, protecting, and increasing company value.

Intended Audience

The primary audience for this book is corporate stakeholders, including:


	Heads of ERM programs, such as chief risk officers (CROs) and their staff

	Heads of internal audit

	Heads of compliance

	Senior executives, such as CEOs and CFOs

	Management, such as business segment leaders

	Heads of strategic planning

	Heads of human resources

	Boards of directors, including chairs of audit committees and chairs of risk committees

	Shareholders

	Rating agencies

	Regulators



Other audiences for this book include the following:


	Stakeholders of non-profit organizations, such as charitable organizations and professional associations

	Heads of government bodies

	Financial planners and their customers

	Professors of MBA/EMBA programs in Finance, and their students



Corporate Audiences

Heads of ERM programs, such as chief risk officers (CROs) and their staff, will learn an advanced yet practical approach for either implementing an ERM program for the first time, or for enhancing an existing ERM program. They will learn an ERM approach that offers several advantages, such as:


	Builds buy-in among the business segments, senior management, and the board

	Satisfies all 10 key ERM criteria (which also serve as benchmarking criteria for any ERM program)

	Avoids the five common mistakes of risk identification

	Overcomes the three core challenges of traditional ERM programs by:

	Quantifying strategic and operational risks in a consistent manner with financial risks

	Clearly defining risk appetite in a way that it can be used in the risk governance process

	Integrating ERM into key decision-making processes, including strategic planning, strategic and tactical decisions, and transactions




	Satisfies rating agency ERM requirements

	Satisfies regulatory risk disclosure requirements



Heads of internal audit and heads of compliance will learn how to quantify the value that they bring to the company, in terms of its direct impact on company value. They will also learn their ERM roles and responsibilities.

Senior executives, such as CEOs and CFOs, will learn an ERM approach that can offer them the following advantages:


	Improves the company's shock resistance, making it more likely to achieve the strategic plan goals

	Potentially leads to a higher stock price, resulting from a more effective set of tools for communicating with stock analysts

	Potentially leads to a better rating by satisfying rating agency ERM requirements



Management, such as business segment leaders, as well as heads of strategic planning and heads of human resources, will learn an ERM approach that can offer them the following advantages:


	Well-defined methodology to manage risk exposures to within risk appetite, and quantitative information that supports decisions on risk mitigation alternatives

	Better prioritization of limited resources, by focusing efforts on the most important risks and the most impactful component drivers of the key risk scenarios

	Enhanced strategic planning process, with a more sophisticated and dynamic ability to project results for the baseline scenario as well as key risk scenarios, including upside and downside ranges of outcomes

	Decision-making tool for selecting projects with the best risk–return profile for all types of routine decisions, including strategic planning, strategic and tactical decisions, and transactions

	Enhanced business performance analysis, with metrics that reflect the entire contribution to company value during the past period, and that correct a serious flaw in balanced scorecards

	Improved incentive compensation plan, by (a) providing a firm basis for asserting that it is not a risky compensation plan subject to new SEC disclosure requirements; and (b) better aligning management and shareholder interests through correction of two suboptimal aspects of common compensation schemes



Boards of directors, including chairs of audit committees and chairs of risk committees, will learn the following:


	What questions they should be asking management about risk management practices

	How to gain comfort that the key risks of the organization are well understood and effectively managed

	What their roles and responsibilities are regarding risk governance

	How to satisfy SEC disclosure requirements on risk governance



Shareholders will learn what they should expect from companies in which they invest, in terms of a robust ERM program to protect and grow company value. In addition, they will learn how to identify companies with superior abilities to manage risks, through an enhanced ability to interpret their risk disclosures.

Rating agencies will learn what they should be including in their ERM evaluation criteria. In addition, they will learn an ERM approach that offers them enhanced prospective information about a company, including the likelihood that the company will properly execute its strategic plan.

Regulators will learn what they should be requiring from companies to better protect against bankruptcies, as well as shareholder losses generally.

Other Audiences

Stakeholders of non-profit organizations, such as charitable organizations and professional associations, in analogous roles to their corporate counterparts listed earlier, will learn analogous lessons. Using a generalized version of the value-based ERM approach, these stakeholders will learn how to improve the chances of achieving their (usually multiple) goals.

Heads of government bodies will learn how to apply the value-based ERM approach to their entities, and how this can better leverage their limited resources and help them achieve their strategic objectives.

Financial planners and their customers will learn how the value-based ERM concepts can be applied to help individuals identify their key risks, robustly define their risk appetite, and better allocate their assets among a range of financial products (such as investments and insurance), on an integrated basis, to increase the chances of achieving their personal goals.

Professors of MBA/EMBA programs in Finance and their students will learn a full range of ERM concepts and how they are practically applied. This book is currently serving as the basis for an MBA/EMBA course I am teaching at Columbia Business School. Any professor wishing to use this book as a required text for a similar course will be provided with supplementary teaching materials, including the syllabus, lecture materials, exercises and solutions, and exams and solutions.

Summary of the Contents

The book is divided into three sections:


Part I: Basic ERM Infrastructure (Chapters 1–3)

Part II: ERM Process Cycle (Chapters 4–7)

Part III: Risk Governance and Other Topics (Chapters 8–10)



Part I: Basic ERM Infrastructure (Chapters 1–3)

Chapter 1, Introduction, highlights the major events over the past 10 years that contributed to the growing popularity of ERM. This provides the context for a better understanding of traditional ERM approaches and their shortcomings, which are discussed in the following two chapters. The chapter concludes by discussing two major challenges to the ERM movement.

It is important to clearly define ERM before delving into the heart of our discussions. ERM is a complex and wide-ranging topic. In addition, there is a lot of confusion in the market regarding what ERM is, and, as a result, there are many disparate definitions. Finally, even the concept of risk itself is often understood in differing ways, because it is so common a term as to be taken for granted. We therefore devote the entirety of Chapter 2, Defining ERM, to first defining risk and then defining ERM in four ways: by a basic definition; in terms of the 10 key ERM criteria; by the four steps in the ERM process cycle; and by its fundamental benefits. The 10 key ERM criteria introduced in this chapter are a foundational element for this book, and are revisited frequently throughout. In addition, the 10 key ERM criteria can be used to benchmark any ERM program to determine its level of robustness.

Chapter 3, ERM Framework, begins by discussing the failure of traditional ERM approaches to satisfy the 10 key ERM criteria and the three core challenges to these programs. The chapter then introduces the value-based ERM framework and discusses how it satisfies all 10 key ERM criteria, and how it resolves the three core challenges of traditional ERM programs. The value-based ERM framework is central to all discussions that follow.

Part II: ERM Process Cycle (Chapters 4–7)

Chapter 4, Risk Identification, discusses the first step in the ERM process cycle. The three components of risk identification include risk categorization and definition; qualitative risk assessment; and emerging risk identification. Although risk identification is the first step in the ERM process cycle, traditional approaches are still suboptimal. This chapter discusses the five keys to successful risk identification. One of the five keys to success is defining risks by their source, a crucial building block that most organizations fail to construct properly, leading to several difficulties with their ERM programs. In addition, several applications of the risk categorization and definition (RCD) tool are discussed. This chapter concludes with a discussion of two “killer risks.”

Chapter 5, Risk Quantification, discusses the second step in the ERM process cycle. This chapter begins by stressing the importance of practical modeling, a critical characteristic of the value-based ERM approach. Next, this chapter discusses how to calculate the baseline company value—an internal calculation of company value consistent with the strategic plan. This is a key element of the value-based approach, which quantifies risks in terms of their potential impact on baseline company value. The chapter then discusses how to quantify individual risk exposures, revealing the secrets of how to quantify all types of risks, including strategic, operational, and financial. This is illustrated with several case studies. The chapter closes with a discussion on how to quantify enterprise risk exposure, the aggregate measure of risk exposure at the enterprise level. This represents the distribution of possible outcomes, capturing combinations of multiple key risk scenarios occurring simultaneously, including their interactivity.

Chapter 6, Risk Decision Making, discusses the third step in the ERM process cycle. The first decisions involve defining risk appetite (enterprise level tolerance limits) and risk limits (tolerance limits below enterprise level). The discussion reveals how to develop a clear, quantitative definition of risk appetite that can be used in the risk governance process. The chapter then discusses how to integrate ERM information into decision-making processes. This includes enhancing the strategic planning process and providing a universal protocol for all decision making, whether related to risk mitigation or to routine business, such as strategic planning, strategic and tactical decisions, or transactions. In the discussions of mitigation decisions, this chapter reveals how to quantify the value of mitigation in place, which can be used to illustrate the value of internal audit or the compliance department.

Chapter 7, Risk Messaging, discusses the fourth and final step in the ERM process cycle. The first part of this chapter addresses internal risk messaging, which includes integration of ERM into business performance analysis and incentive compensation. One notable element of the business performance analysis discussion is how the value-based ERM approach can correct a fundamental flaw in balanced scorecards. The second part of this chapter discusses external risk messaging, which is about using ERM information for communications with external stakeholders, including shareholders, stock analysts, rating agencies, and regulators.

Part III: Risk Governance and Other Topics (Chapters 8–10)

Chapter 8, Risk Governance, addresses three aspects of risk governance: roles and responsibilities; organizational structure; and policies and procedures. The roles and responsibilities are discussed for internal ERM stakeholders including corporate ERM; the ERM committee; risk experts; business segments; the board of directors; and internal audit. In the discussion of the roles and responsibilities of corporate ERM, an entire section is devoted to listing all the ways in which the value-based ERM approach helps achieve one of their most challenging responsibilities: building buy-in for the ERM program.

Chapter 9, Financial Crisis Case Study, answers the question, “Because banks massively failed, causing the global financial crisis that began in the United States in 2007, and they claim to have been using ERM, can ERM be any good?” The chapter begins with a summary of the financial crisis, and then proceeds to evaluate bank risk management practices against the 10 key ERM criteria to determine whether banks were actually practicing ERM.

Chapter 10, ERM for Non-Corporate Entities, reveals how to generalize the value-based ERM approach for application to non-corporate entities, including non-profit organizations, such as charitable organizations and professional associations; government bodies; and individuals.

The book concludes with a glossary of ERM terms.

Web Site

The following Web page provides additional resources for this book: www.simergy.com/ermbookresources.

The following Web site provides additional resources on ERM: www.simergy.com.
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Chapter 1

Introduction

History is the sum total of the things that could have been avoided.

Konrad Adenauer

Enterprise risk management, or ERM, is generally defined as follows:

The process by which companies identify, measure, manage, and disclose all key risks to increase value to stakeholders.

One of the challenges with ERM lies in understanding what this definition means. There are many interpretations, and some would say misinterpretations, of this short definition. In the next chapter, we will fully and properly define ERM. For now, consider ERM simply as an approach to treat risk holistically in an organization.

Evolution of ERM

ERM has been gaining significant momentum in recent years. We will discuss the following eight most important factors driving this trend, which are as follows:


1. Basel Accords

2. September 11th

3. Corporate accounting fraud

4. Hurricane Katrina

5. Rating agency scrutiny

6. Financial crisis

7. Rare events

8. Long-term trends



The first seven factors involve significant discrete events and are listed in chronological order, while the remaining factor includes trends that have developed gradually over time. Some of the discrete events originate from, or relate primarily to, the financial services sector. However, it is helpful for those in all sectors to understand these events because they are commonly known in ERM circles and their impacts on ERM are felt in all industry sectors. In addition, it is helpful to understand the chronology because the order of events has played a role in ERM development. The cumulative impact of events, and the regulatory and corporate responses to them, has led to the current environment for ERM.

Basel Accords

Basel II,1 an international guideline for risk management, influenced the advancement of ERM practices in the financial services sector. The Basel Accords are guidelines developed by a group of global banking regulators in an attempt to improve risk management practices. Basel II, the second of two accords developed by the Basel Committee on Banking Supervision, was published in 2001.

There are three pillars in Basel II:


	Pillar 1: Minimum capital requirements

	Pillar 2: Supervisory review

	Pillar 3: Market discipline



Pillar 1 specifies methods to calculate capital requirements, offering standardized options based on industry averages and advanced options for more sophisticated banks based on their own internal models, customized to account for the specifics of the company, its businesses, and its risks, and largely using management's own estimates for most parameters.

Pillar 2 allows for supervisors to review the bank's risk management practices and risk exposures and, if necessary, apply a multiplier to increase the amount of minimum required capital calculated in Pillar 1.

Pillar 3 addresses appropriate risk disclosures.

The most important advancement since Basel I was the expansion of scope to include operational risks, moving banks in the direction of a holistic treatment of risk (although many other risks, including all strategic risks, are still excluded).

In retrospect, it is easy to criticize and say that the Basel Committee failed in their goal, as evidenced by the global financial crisis that began in the United States in 2007. However, these accords were widely adopted and did represent an improvement from prior practices. Even if the Basel Accords fell short of their goal to develop a standard benchmark for stellar risk management practices, they did however result in an enhanced focus on risk in the banking sector and beyond, as others held up the banking sector as a model for managing risk. Solvency II, a set of risk management standards for European Union (EU) insurance companies scheduled to take effect in November 2012, is clearly influenced by Basel II, and is largely analogous to it.

September 11th

The terrorist attacks on the United States on September 11, 2001, advanced our thinking in the area of ERM by raising awareness of four major aspects of risk:


1. Terrorism risk

2. Concentration risk

3. Risk complexity

4. Need for an integrated approach



Terrorism Risk

Virtually all organizations are more aware of the possibility of a terrorist attack as a result of September 11th. Many of these organizations, particularly those operating in or near major cities or potential terrorist targets, have also thought through various terrorism scenarios. They have examined the potential impacts of an attack impacting their physical assets, employees, customers, stakeholders, suppliers, and/or the economies in which they operate. These exercises have led to some preventive mitigation (such as decentralizing offices) as well as enhanced business continuity plans. An additional benefit is the general raising of awareness of the possibility of the previously unthinkable. This is helpful, since ERM requires management to keep an open mind to a more complete range of future scenarios.

Concentration Risk

Even before September 11th, companies were aware of the danger of concentrations of risk. For example, companies try to avoid depending too much on a single large customer or supplier; investing too much of their assets in any one sector; or having too much knowledge, power, or access concentrated with one employee. However, September 11th dramatically changed the way companies, and governments, thought about concentration risk.

The result was a complete rethinking of where and how resources are, or might become, exposed in a concentrated way to terrorism or other types of risk. Where are our most critical employees located? Where do we gather our most critical employees together? Where are the bulk of our invested assets geographically? Are any of our key customers or suppliers or other credit counterparties exposed to significant concentration risk? One manifestation of this was many employers decentralizing their locations out of major landmark buildings and also out of major cities.

Risk Complexity

September 11th raised awareness of the complexity of risk. A complex set of interdependencies, which remains beneath the surface until a significant disruption reveals it, became apparent in the aftermath of the attacks. There were numerous secondary impacts that were unexpected, or at least had not been examined until then.

Though it may appear obvious now, few would have predicted how severely the airline business would be impacted. After all, statistically, even with a moderate increase in terrorism, flying is still far safer than other modes of travel. According to a study by Sivak and Flannigan published in the January–February issue of American Scientist, even if a terrorist event equivalent to September 11th occurred every month, flying would still be safer than driving.2 However, the human factor is a significant component of risk complexity. It is more difficult to account for fear and other irrational human tendencies, which often direct actions that are counter to our collective best interests. A Cornell University study found that an additional 725 people lost their lives in just the three months following September 11th as a result of a shift from flying to driving.3

Another type of risk complexity that was highlighted as a result of September 11th was that while there are mostly downside impacts from a horrible event, there are often upside impacts as well. For example, anyone in the security business can tell you how much opportunities increased after the attacks. In addition, companies providing teleconferencing benefited as well, as business travel decreased dramatically. While this is not a new concept, again, the sheer scale of September 11th increased awareness that in considering a risk scenario, it is important to factor in the potentially offsetting upside impacts as well.

Need for an Integrated Approach

September 11th highlighted the need for an integrated approach to risk management. It moved the U.S. government closer to managing risks on a basis more consistent with ERM principles. The government reorganization in response to September 11th is analogous to the beginnings of an ERM program. They established the Department of Homeland Security, later organized under the ODNI (Office of the Department of National Intelligence), which centralizes efforts regarding most risks facing the country. One of the key recognitions was that the government was in possession of intelligence which should have, or could have, prevented the attacks, but due to a lack of coordination, sharing, and prioritization of information, a disaster occurred. It is the same within companies. Many companies possess excellent information, but fail to realize their potential—both in terms of averting disasters as well as capitalizing on opportunities—due to a lack of integration between separate business segments.

Corporate Accounting Fraud

In 2001 and 2002, a wave of accounting scandals rocked the business world. Enron, Tyco, and WorldCom were just three of the most prominent examples. These firms suffered dramatic financial collapses and had executives convicted and sentenced to prison. The names of these executives—Jeff Skilling, Ken Lay, Andrew Fastow, Dennis Kozlowski, and Bernie Ebbers—still send shudders down the spines of executives everywhere, nearly a decade later. In addition, Arthur Andersen, the audit firm for both Enron and WorldCom, went out of business as a result of the scandals. The fallout from all the accounting scandals included two significant events that led many companies to improve their risk management processes.

The first event involved litigation, and increased the accountability of members of the board of directors and, more important, their personal financial liability, in the event of undetected corporate accounting fraud. In a WorldCom lawsuit, a settlement was reported that involved 10 outside directors paying damages out of their personal assets amounting to approximately 20 percent of their net worth, and which were not allowed to be reimbursed by their directors and officers (D&O) liability insurance coverage. An Enron lawsuit settlement involved similar personal payments from directors.

These settlements were significant in that they led to two major trends. First, serving on a board of directors became less attractive due to the increased liability. Many companies saw directors retiring from the board, and found it more difficult to recruit directors. The second, and more important trend for ERM, is that the remaining directors became more diligent about risk, and began asking management what was being done to protect the company against key risks. In many instances where companies have adopted ERM, it was precipitated by pressure on management from a member of the board of directors.

The second event involved legislation and enhanced the risk management practices of companies and their auditors in relation to ensuring the accuracy of external financial reports. In 2002, the U.S. Congress passed the Sarbanes-Oxley Act, also commonly referred to as SOX. Similar legislation was later adopted elsewhere, including Japan (J-SOX), France, Italy, and some other countries. This legislation required companies to establish a highly detailed and expensive process for identifying risks to, and establishing, documenting, and testing the effectiveness of risk controls for, the financial reporting process, and to have company executives formally attest to the accuracy of the financial reports. In an effort to comply with SOX, many companies adopted a modified version of the COSO Internal Control framework developed in the early 1990s.4

Though SOX has been widely criticized as onerous and ineffective, it did raise corporate awareness of risk regarding financial reporting accuracy as well as more generally. Many companies used process maps to help identify vulnerable areas (e.g., regarding the handoffs and access to data) in the reporting process, and some began to expand the use of process maps to identify risks and inefficiencies in other company processes as well. SOX also empowered employees to identify and address some new risks, as well as to raise, and get funding to resolve, some known issues.

Hurricane Katrina

The August 2005 hurricane that devastated the city of New Orleans taught us many lessons regarding risk management, but two of them in particular have helped advance ERM practices in a way that is both lasting and significant. These lessons relate to:


	Worst-case scenarios

	Natural disasters



Worst-Case Scenarios

Like September 11th, Hurricane Katrina opened the imagination up to worst-case scenarios, even though they may be remote in likelihood. According to the U.S. Army Corps of Engineers, Hurricane Katrina was a 1-in-396-year event. The lesson here is to put more emphasis on the impact of risk scenarios, rather than on the likelihood. The likelihood may be very small, but it is more a matter of not exposing yourself to anything that can wipe you out completely.

Natural Disasters

Up until relatively modern times, people have been largely exposed to the elements of nature. For example, before Benjamin Franklin invented the lightning rod in 1747, every city faced the very real possibility of entire neighborhoods burning down with each new lightning storm. Each new technological advance over the years has brought with it more power over our environment, as well as a growing sense of invulnerability.

Katrina reminded us of our vulnerability to natural disasters and the fallibility of our best attempts to prevent or mitigate them. This was dramatically underscored in the wake of the powerful hurricane and the ensuing flooding, which showed the most powerful nation in the world unable to stem the virtual loss of a major city to nature. After Katrina, many companies began to incorporate more natural disaster scenarios in their ERM programs, and that practice continues today.

Rating Agency Scrutiny

In October 2005, rating agency scrutiny of company ERM programs took a great leap forward. Standard & Poor's (S&P) added ERM as an additional distinct ratings category for their credit ratings of insurance companies, globally. Though the other major rating agencies did not follow their approach precisely, they did begin to highlight how they were addressing ERM, in response to questions raised as a result of S&P's move. S&P's ERM review advanced the global practices of ERM in four ways:


1. Rapid advancement

2. Continual evolution

3. Growth beyond requirements

4. Expansion to all sectors



Rapid Advancement

Insurance companies moved, and moved quickly, to begin implementing an ERM program or enhance their existing ERM programs. S&P's move was bold and brilliant from a marketing perspective. As a separate and distinct component of the overall rating, the ERM “grade” a company received would be publicly available. As a result, companies were highly motivated to get a good grade. S&P published their ERM ratings criteria in some detail, and companies used this as a guide for enhancing their ERM programs. Companies needed to be prepared in time for their next meeting with S&P, and since implementing ERM has a long lead time, many scrambled to prepare for the S&P ERM review.

Continual Evolution

Insurance companies began to enhance their ERM programs each year. S&P made a strategic decision to raise the bar on the level of sophistication that would be required to maintain the ERM rating, and did so each year since the introduction of its initial ERM review criteria. Once companies achieved the ERM rating they desired, they quickly became even more concerned about the possibility of losing that rating, and what that might signal to bondholders and shareholders alike. As a result, S&P helped encourage a continual evolution of ERM programs at these companies.

Growth beyond Requirements

Insurance companies began to take ERM programs even further than S&P requirements. Once companies began to develop robust ERM programs, some of them began to tout how their ERM programs afforded them a competitive advantage. Spurred on by a certain level of competition, others began to investigate how they too could use ERM for competitive purposes.

Expansion to All Sectors

Other sectors became, and continue to become, more aware of the need to advance their ERM programs. S&P enjoyed much success with their insurance ERM reviews, not only in terms of their moving the sector forward in ERM sophistication but also in terms of attention. S&P received a phenomenal level of press coverage for their innovative approach. This led to S&P announcing in May 2008 that they would enhance their ERM reviews as part of their credit ratings of non-financial companies. This is an important and much-needed development, because most non-financial sectors have been lagging in risk management practices as compared to the financial services sector. Although the non-financial sector ERM review is not treated as a distinct ratings category like that in the insurance sector, even before its formal incorporation into the ratings process, these companies are becoming more aware of S&P's ERM criteria, and are acknowledging the need to improve their risk management practices.

Financial Crisis

The global financial crisis that began in the United States in 2007 has shaken up the status quo in the world of risk management and has opened the door for all companies to look at how to improve their ERM programs. First, the crisis has clearly laid false the claim by the banking sector that they had best-in-class risk management practices. This is important, because others in the financial services sector had been enamored with the banking approach and were of the opinion that all they had to do was mimic it. In Chapter 9 we describe what banks were and were not doing in terms of ERM practices.

In addition to witnessing the fall of the mighty in the banking sector, companies had their own direct experience in the crisis that, if they survived it (and many did not), served as a wake-up call. During the heart of the crisis, there was a lull in ERM advancement as individuals and companies were just scampering to survive. However, after the worst seemed to be over, companies in all sectors of the economy began to perform assessments of their ERM programs to determine priorities for enhancements. As before, the financial services sector is actively engaged. However, the non-financial services sector is also moving forward, some companies more quickly than others. In particular, Steve Dreyer, who leads S&P's global initiative to incorporate ERM into their credit ratings for non-financial services companies, indicates that “coming out of the financial crisis, many companies in the consumer products sector enhanced their ERM activities, in part due to their experience with the financial crisis and its impact on their supply chain. Likewise, energy companies exposed to recession-driven low natural gas prices have focused more intently than ever on proactively managing exposure to commodity price movements.”

Another important consequence of the financial crisis is that it is no longer as difficult for those involved in the ERM process to get management to consider worst-case scenarios. Living “in the tail”—which refers to experiencing what was previously considered so unlikely an event that it would graphically reside in the extreme downside tail-end portion of the distribution curve illustrating the range of possible events—has opened management's imagination of what else can go badly, and how badly it can go.

In addition, it is expected that fallout from the financial crisis in the forms of legislation, regulation, and litigation could have significant positive impacts on the advancement of ERM globally. At the time of the writing of this book, it is too early to determine these impacts. However, there are two consequences that are worth mentioning that have the potential to accelerate adoption of ERM programs:


1. SEC disclosure regulation

2. Dodd-Frank legislation



SEC Disclosure Regulation

In February 2010, the SEC passed a regulation requiring the disclosure of risk governance as well as risky compensation programs. These are both discussed in Chapter 7. Adopting an ERM program would help companies comply with this regulation. The regulation may reveal the presence, or lack, of good risk governance at companies. In addition, the regulation requires an ability to determine whether the incentive compensation program is risky, and this cannot effectively be done without a proper ERM program in place.

Dodd-Frank Legislation

In July 2010, the Dodd-Frank legislation became effective. Much of the legislation was written to merely empower regulators to design and implement new requirements, which will take awhile to emerge. However, there is one aspect of the bill that has the potential to advance ERM practices. The bill created a new entity, the Financial Stability Oversight Council, and empowered it to make recommendations regarding new risk management requirements for financial institutions.

Rare Events

In 2009, two threats resurfaced related to risk events so rare that they had not been taken seriously in modern times. Although these threats did not result in significant impacts, they played a part in helping management keep an open mind about rare events, which is important in ERM. The two threats were:


1. H1N1 flu pandemic

2. Pirates



H1N1 Flu Pandemic

For many years, scientists have been saying that it is only a matter of when, not if, we will experience a pandemic disease of similar virulence as the 1918–1919 flu pandemic, or the Spanish Flu, when, according to the Center for Disease Control (CDC), more than 2.5 percent of the global population died. Though many companies did include such scenarios in their ERM programs, most approached it with a bit of skepticism. This is no longer the case. As the 2009 flu season approached, there were significant fears that the impending H1N1 flu pandemic might be as deadly as the 1918 flu. Although it turned out to only be about as deadly as a typical seasonal flu, this experience changed attitudes. Before H1N1, the fact that an “old” date (1918) was attached to the deadly event made it seem more unlikely or unreal to us.

Pirates

Though not a particularly important factor, piracy is worth mentioning because it is another example of something that previously seemed unimaginable in modern times. However, in 2009, pirate attacks off the coast of Somalia received a lot of media attention and became a concern for the shipping industry and cruise lines. Before this occurred, if you raised this as a potential risk, the response would have been, “Pirates? Are you kidding?” Pirates evoke a far distant history of wooden ships and cannon. It had been over 100 years since the last attack on a U.S. ship by pirates. Yet, again, a remote (and ridiculous-sounding) risk event becoming reality is more fodder for ERM programs, which include exercises to identify emerging risks—risks currently not on the radar screen but that might become important in the future. Events such as this have made us more aware of the gap between our attitude before a remote event occurs and immediately afterwards, and how quickly our mind-set, and our reality, can change.

Long-Term Trends

In addition to the events laid out chronologically earlier in the chapter, there are two other drivers of ERM adoption worth mentioning that have evolved over a long period of time. One is technological advancement. ERM requires a lot of computing power. Until recently, the run time for the required calculations was prohibitively slow. However, the continued increase in processing speeds is now making ERM feasible, and companies are beginning to take advantage of this.

Another driver is increased risk savvy in the business world and even in the general population. Until fairly recently, consumers of information have been content to receive “best-estimate” projections, be they earnings forecasts or weather forecasts. However, in recent years, consumers have become more comfortable with the concept of volatility (the best estimate does not always occur) and also more accustomed to receiving and processing multiple scenarios (ranges of possible results, either above or below best estimate). As a result, forecasts have taken a more sophisticated turn and commonly provide a range of possible or likely occurrences. For example, television weather forecasts of hurricanes routinely display a range of possible paths, often with color-coded probability ranges produced by sophisticated weather models. Another example is media coverage of elections, where analysts now present consumers with numerous detailed scenarios that might influence different results.

Challenges to ERM

As a result of all the factors driving awareness and adoption of ERM programs, ERM is currently a hot topic, and has been for a few years. Most companies have begun adopting ERM, are considering adopting ERM, or are curious to learn more about ERM. Boards of directors are asking about it, and their management is actively seeking knowledge about it. Even non-profit organizations and government entities have an interest in ERM and how they can adapt it for their use. At companies implementing ERM, many have a formal full-time position of chief risk officer (CRO) to lead the development, implementation, maintenance, and enhancement of the ERM program.

In response to this demand, providers of products and services have been rapidly investing in growth to serve the growing ERM market. Conferences are adding ERM as a topic to their agenda or offering entire events dedicated solely to ERM. Universities are building ERM curricula for executives as well as students, and are searching for both content and qualified professors. Consulting firms, audit firms, and technology providers are continually seeking to develop and expand their ERM products and services and are competing to hire ERM practitioners from the limited pool of qualified people.

With all this momentum, it may seem inevitable that ERM will become a large and sustaining movement in the corporate world and beyond. However, there are two major challenges that currently threaten to derail the ERM movement:


1. Confusion over ERM providers

2. ERM programs falling short of expectations



Confusion over ERM Providers

The first challenge is confusion in the market over just what ERM is and who is offering valid ERM services. The rapid proliferation of providers of ERM products and services has resulted in many ERM providers that narrowly define ERM in a way that plays to their limited set of products and services, which are usually risk management offerings that pre-date ERM. This confusion over what constitutes ERM may also lead to the tarnishing and eventual abandonment of the label ERM, although the valid underlying ERM concepts would live on under a new name. Chapter 2 addresses this by providing a robust definition of ERM, which can be used to evaluate whether a company's risk management program is, in fact, an ERM program. Another result of this confusion in the marketplace for ERM products and services is that it may dissuade some companies from adopting ERM.

ERM Programs Falling Short of Expectations

The second challenge is that the majority of ERM programs are falling short of expectations. There is no consensus yet on ERM best practices, and there are a variety of methods being employed. Most ERM frameworks and approaches currently in use, while producing some valuable benefits, are resulting in suboptimal ERM programs. Chapter 3 defines the ERM framework for an advanced yet practical approach that helps companies avoid these issues and successfully implement a robust ERM program. The majority of the book describes this framework and approach in more detail.

Summary

Due to a confluence of significant risk-related events, mostly over the past 10 years, as well as longer-term supporting trends, the time for ERM seems to have arrived. Some disastrous events, both man-made and natural, have raised management's awareness of specific sources of risks, the possibility of worst-case scenarios, and the need for an integrated approach to managing risk. Some actions, both proactive and reactive, by external stakeholders—rating agencies and government bodies—have improved risk management practices and disclosures, as well as raised management's awareness of the benefits of an ERM program. While poised to continue to grow as a business approach, ERM suffers from some confusion in the marketplace and a lack of leading practices. In the next chapter, we will begin to clear up some of this confusion by thoroughly and clearly defining ERM. The remainder of this book will then go on to delineate leading practices for ERM.

Notes

1. Basel II replaced the original Basel Accord. While there is now a Basel III emerging, it is not materially different, from the perspective of our discussion. The primary difference is higher capital requirements.

2. “Definitive Statistics Comparing Driving with Flying,” available at www.fearofflying.com/about/research.shtml#driving. The study indicates that such an increase in terrorism would make flying about as risky as rural interstate driving, which is one of the least risky types of driving. Therefore, overall, driving would still be riskier.

3. “How We Calculate Risk: Fear of Flying After 9/11 Led to Increase in Auto Deaths,” available at http://thestatsblog.wordpress.com/2008/01/16/fear-of-flying-after-911-led-to-increase-in-auto-deaths/.

4. The COSO Internal Control framework is intended as a process to help achieve effectiveness and efficiency of operations, reliability of financial reporting, and compliance.





Chapter 2

Defining ERM

Security is mostly a superstition. It does not exist in nature, nor do the children of men as a whole experience it. Avoiding danger is no safer in the long run than outright exposure. Life is either a daring adventure or nothing.

Helen Keller

Before we can even begin to define ERM, we must define risk. While risk is a very common term, it has several connotations. We need a very clear and specific understanding of risk itself, in terms of how we will use it in the context of ERM.

Definition of Risk

We will discuss the following three fundamental aspects of risk:


1. Risk is uncertainty.

2. Risk includes upside volatility.

3. Risk is deviation from expected.



Risk Is Uncertainty

A good way to think about risk is that it is present whenever there is less than 100 percent certainty that an event will occur precisely as expected. If that is our definition of risk, is there anything that does not involve risk? This may bring to mind the famous quote about uncertainty by Benjamin Franklin: “The only things certain in life are death and taxes.”

Other than these two eventualities, is there anything else in your life that does not involve risk? Interestingly, even death and taxes involve uncertainty, regarding the timing of the former and the exact amount of the latter. So, it may be that absolutely everything involves uncertainty.

Risk Includes Upside Volatility

When you think of the risks in your life, you probably think of negative events, such as losing your job or losing your health. On a daily basis, risk may be as simple as the chance of not getting somewhere on time because of traffic or weather conditions. However, in an ERM context, we will define risk as any deviation from expected. Defined this way, risk includes both downside and upside volatility.1 For example, you certainly would consider the possibility that your bonus will be lower than expected as being a risk; however, you are unlikely to think of the possibility of your bonus being higher than expected as being a risk. But that is exactly what our definition of risk asks you to do—consider risk as the possibility that results may not be exactly equal to expected, but rather are either lower or higher than expected. The “upside volatility” refers to the range of possible upside risk events, and the “downside volatility” refers to the range of possible downside risk events.

Including upside volatility in the definition of risk is important in ERM, because we need to appropriately reflect three characteristics of risk:


1. Offsets from other business segments

2. Offsets from other events

3. Cost of volatility



Offsets from Other Business Segments

A single event that is a downside risk event for one business segment might be an upside risk event for a second business segment. For example, consider a tour company in the United States that markets national tours as well as tours to China to U.S. citizens. Assume a risk event occurs where the U.S. dollar becomes devalued against China's currency, renminbi (RMB). The tour company would expect a decrease in business for their tours to China, but they also might expect an increase in business for their national tours. In such cases, management must understand the net impact of the single event on the enterprise as a whole.

A related concept is that what appears to be a downside risk event can ultimately turn out to be an upside risk event for the entity. One example is a moderate external attack from a competitor, which strengthens the entity's defenses, allowing it to survive what would otherwise have been a fatal attack later on from a larger competitor. This is analogous to the famous quote by Friedrich Nietzsche: “Whatever does not kill us makes us stronger.” For a related anecdote, see “Blessing in Disguise.”


Blessing in Disguise

In October 2007, a swimmer named Michael Phelps was training for the 2008 Beijng Olympics when he broke his wrist.2 Having won six gold medals at the 2004 Athens Olympics, Phelps had hoped to beat the world record of seven Olympic gold medals set by Mark Spitz in 1972. Despite publicly denying it at the time, in a later interview, Phelps admitted that the moment he realized he broke his wrist, he knew that his dream of winning eight Olympic gold medals was in jeopardy. During rehabilitation therapy for his wrist, Phelps was limited to doing kicking exercises in the water. Once he was fully healed, it became apparent that the injury had been a blessing in disguise. The extensive leg workouts gave him a competitive advantage that propelled him to his goal of winning eight Olympic gold medals in Beijing. Stronger legs made him faster, allowing him to push harder off the walls when turning and to kick harder during his swimming strokes.3



Offsets from Other Events

Multiple risk events can occur simultaneously, with some being downside risk events and others being upside risk events. In these cases, management needs to measure the net impact of all risk events combined. For example, during one period, everything goes precisely as planned, except for two things:


1. A downside risk event occurs, such as a cost savings program not being executed as expected, resulting in fixed costs being $10 million higher than expected.

2. An upside risk event occurs, such as an unexpected decrease in the cost of raw materials used in production, resulting in variable costs being $10 million lower than expected



The net effect of these risk events—one upside and one downside—is zero. In an ERM context, had we applied an approach that only captured the downside risk event, we would have ignored the offsetting upside risk event.

Cost of Volatility

An excess of volatility, even where the upside is more impactful than the downside, can lower value by increasing the cost of capital. In other words, not all upside volatility is necessarily good news, because it is accompanied by additional downside volatility as well. Consider a simplified example of two companies: StableCo and WildCo, both with one million shares outstanding. Both companies are in the same industry sector being valued by the same equity analyst. The analyst projects the cash flows (in millions) for the coming 10-year period for each company. The cash flows are shown in Table 2.1.

Table 2.1 Cash Flow Projection: StableCo and WildCo.
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Assume that the equity analyst values each company as the present value of their 10-year projected cash flows (see “Present Value”). If the discount rate used to value both StableCo and WildCo were the same 6 percent rate, StableCo would be valued at $80.10 per share and WildCo would be valued at $91.22 per share, or $11.12 per share more than StableCo. However, it is unlikely that the same discount rate would be used to value both companies.


Present Value

Present value is a calculation that reduces a series of future cash flows to a single equivalent value at the present time, adjusting for the time value of money. For example, assume that, for you, the time value of money is a 6 percent interest rate, in terms of your business dealings with your local bank. In other words, you are indifferent between the bank offering you $106 one year from now or offering you $100 today. Now, assume the bank offers you $100 one year from now and $150 two years from now. What is the present value, i.e., what is the single value today which you would accept in place of these future cash flows? The present value is calculated as:

[image: equation]

The future cash flows are said to be discounted to the present time.



WildCo does have more total projected cash flow over the 10-year period. The upside volatility is expected to generate more additional dollars of cash flow than are lost by the accompanying additional downside volatility, as compared to StableCo. However, WildCo also has higher overall volatility than StableCo. This is illustrated in Figure 2.1, which graphs the values from Table 2.1. Investors require a higher rate of return when there is higher volatility or uncertainty. Higher risk goes with higher required returns.


Figure 2.1 WildCo Is More Volatile Than StableCo

Copyright © 2011 SimErgy. All rights reserved.
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Assume that the additional volatility of WildCo translates to the equity analyst adding 300 basis points to the discount rate. The equity analyst will now value WildCo using a 9 percent (6 percent + 3 percent) discount rate, reflecting the higher level of risk in the stock. This produces a valuation for WildCo equal to $78.84 per share, which is $1.27 lower than StableCo's valuation. In this case, the additional volatility (which reflects all volatility—upside and downside) of WildCo outweighed the additional cash flows, resulting in a lower valuation than the less volatile (and lower total cash flow) StableCo.

Risk Is Deviation from Expected

Risk is generally thought of as the possibility of a loss. This is the most common reference used, even by many ERM practitioners. However, loss is an incomplete concept because, as discussed earlier, it excludes upside volatility, which is the possibility of an unexpected gain. But loss has an even more insidious shortcoming. It often inadvertently causes people to overestimate the severity, or magnitude, of a risk. This is because when considering a negative (downside) risk event, or scenario, it is natural to visualize, for example, the loss as the total outflow of cash. Unfortunately, this results in double-counting some expected losses, which should be excluded.

Consider the following example. A Fortune 500 company is considering litigation risk. Several risk scenarios are developed, including one worst-case scenario where the company could have a total of $100 million in after-tax litigation costs. In this example, the loss from this risk event might be thought to be $100 million. But that would be incorrect. This large company experiences litigation costs each year, and a certain amount is normal and expected. Because our definition of risk is deviation from expected, the risk severity, or impact, should only include the excess over the amount expected. The annual expected litigation cost is likely to be included in the company's strategic plan baseline financial projection. Assume that it is, and that the annual expected litigation cost is estimated at $35 million in the baseline projection. The risk severity of the worst-case litigation risk scenario would then be:

[image: equation]

While this may seem like a straightforward distinction, it is one that is often overlooked. It is easy to forget to deduct the amount expected. In some cases, those individuals involved with developing the risk scenario may not be familiar with the strategic plan baseline financial projection and what items it incorporates. In other cases, the strategic plan baseline projection should have accounted for an item, but omitted it. In the latter cases, the risk scenario development exercise offers an opportunity to enhance the baseline projection.

The strategic plan projection is usually developed with primary focus on value drivers, and this influences which items are included and their accounting. The ERM process, in this case specifically the risk scenario development process, brings in another perspective—the risk drivers. Bringing both aspects of business—both risk and return—into the strategic planning process improves its robustness.

Now that we have clarified the three fundamental aspects of the definition of risk, we will move on to the definition of ERM itself. However, we will further expand on the definition of risk in Chapter 4, in the section “Risk Categorization and Definition.”

Definition of ERM

ERM is a complex process. To help provide a solid understanding of ERM, with its key nuances, we will spend the remainder of this chapter defining ERM from the following perspectives:


	Basic definition

	Key criteria

	The ERM process cycle

	Fundamental benefits



Basic Definition

In Chapter 1, we provided a short definition of ERM:

The process by which companies identify, measure, manage, and disclose all key risks to increase value to stakeholders.

In the next section, we describe the key criteria implied by this basic definition, and that comprise the defining characteristics of an ERM program.

Key Criteria

There are 10 criteria that are the critical defining elements of an ERM program. These can serve as a useful benchmark against which to evaluate whether a company truly has a robust ERM program. Currently, most ERM programs are relatively immature, as measured against these criteria, and are slowly evolving toward a robust program. These criteria are:


1. Enterprise-wide scope

2. All risk categories included

3. Key risk focus

4. Integrated across risk types

5. Aggregated metrics

6. Includes decision making

7. Balances risk and return management

8. Appropriate risk disclosures

9. Measures value impacts

10. Primary stakeholder focus



Criterion 1: Enterprise-wide Scope

Enterprise is the first word in ERM. This means that ERM must apply to every area of the company. One never knows where a significant risk event will occur. In fact, it often occurs precisely where management is not looking. Unfortunately, most ERM programs do not have a comprehensive enterprise-wide scope. In such companies, one or more of the following situations exist:


	A “golden boy” unit

	An area deemed insignificant

	A limiting approach

	Differing cultures

	Incomplete implementation



A “Golden Boy” Unit

The most noteworthy, and troubling, situation is the presence of a “golden boy” unit. This is a business unit that enjoys special rules because it has been generating large revenue growth and/or profits. The special rules usually take the form of exempting the business unit from scrutiny or even routine oversight processes, such as corporate reporting criteria, risk management activities, or internal audits. This can be the result of a misalignment of incentives (e.g., management is paid for revenue or earnings growth and is not held accountable for increasing the firm's risk exposure). Whatever the cause, the result is either a lack of understanding of the risks involved in the business, or worse, willful ignorance.

One example of this was AIG Financial Products (AIGFP). AIGFP caused the collapse of AIG during the global financial crisis that began in the United States in 2007. They exposed AIG to enormous risk exposure in credit default swaps (CDSs). Before these exposures exploded into drowning losses, AIGFP was a growing source of large profits for AIG, and this led to their being exempt from corporate risk management scrutiny.

An Area Deemed Insignificant

Another situation is a business unit that is deemed minor enough to omit from the ERM process. This often happens as a result of rolling out an ERM implementation in stages, where priority order is based on size of the business segment. In considering whether or not to extend the ERM program further, management decides to omit a small business area. This is potentially dangerous. Large losses often arise from small or obscure parts of the firm believed to have very little risk. However, risk exposure is not always in proportion to the visible size of the business; it is therefore critical to consider risks that may arise from anywhere in the company.

Nassim Taleb, author of The Black Swan: The Impact of the Highly Improbable and other books on large loss events, points out that large losses will eventually appear in business areas with certain qualities that generate routine, and relatively minor, income for a long period of time.4 Companies that ignore this warning, and deem apparently minor areas of their organization too small to include in their ERM program, may be unknowingly exposed to a ticking time bomb of risk exposure with a fuse of unknown length.

A Limiting Approach

A common reason that many corporations cannot roll out their ERM program to all of their operations is because the approach they are using only works with their primary business segment. This is especially true for financial services companies with a holding company structure containing many different types of businesses. In these cases, the ERM approach commonly used for the banking or insurance operations is based on capital requirements and cannot be applied to other businesses that do not have any capital requirements.5

Differing Cultures

In some organizations, two (or more) cultures exist, causing some business processes not to be adopted uniformly. In these cases, ERM may have been adopted, and even successfully implemented, by one part of the enterprise while another part, operating under a different culture, remains uninterested or unaware of ERM. This is more likely to occur in companies where business segments are more independent, as opposed to those with a more authoritative corporate department. Competing cultures can be caused by a variety of differences that separate them, including, but not limited to, the following:


	Office location

	Time zone

	Local culture

	Language

	Types of business

	Origins (e.g., a merger of two companies)



Incomplete Implementation

In many situations, it is simply the case that ERM is in an earlier stage of development and has not yet been extended fully to all business segments. Eventually, the ERM program may become truly enterprise-wide. Most ERM programs are currently in this situation. Until the ERM program covers all areas, the company remains vulnerable. An ERM program that does not fully extend across the entire enterprise is similar to the watertight bulkheads (walls) that were not extended high enough above the waterline on the infamous Titanic, resulting in its rapid sinking and massive loss of lives on April 15, 1912.

Criterion 2: All Risk Categories Included

The word all in the basic ERM definition means that all risk categories must be included. In Chapter 4, we will improve on the standard industry terminology for risk categories, but for now, we will use the common industry terms. Risk categories, for most companies, include financial risk, strategic risk, and operational risk. The definitions of these risk categories are as follows:


	Financial risk. Unexpected changes in external markets, prices, rates, and liquidity supply and demand. This includes market risk, credit risk, and liquidity risk.

	Strategic risk. Unexpected changes in key elements of strategy formulation or execution.

	Operational risk. Unexpected changes in elements related to operations, such as human resources, technology, processes, and disasters.



There is one additional risk category—insurance risk, which generally applies only to insurance companies. Insurance risk involves poor performance of the pricing, underwriting, reserving, or setting of required capital for insurance products.

Including all risk categories is critical for the validity of an ERM program. Key risks can reside in any of the risk categories. Ignoring a risk category, or not having a balanced focus among all risk categories, can expose the company to excessive risk and result in focusing limited risk mitigation resources on the wrong priorities.

Surprisingly, the vast majority of ERM programs focus all, or most, of their attention only on financial risks. The primary evidence of this imbalance is the lack of a sufficiently robust approach to quantifying strategic and operational risks. There are three main causes of this neglect:


1. Inability to quantify strategic and operational risks

2. Myth regarding importance of financial risks

3. Financial analyst bias



Inability to Quantify Strategic and Operational Risks

One basis for this imbalance is an inability to quantify strategic and operational risks. For financial risks, there is a large amount of objective market data to use in developing risk scenarios, which include quantitative impacts on financial results. However, for strategic and operational risks, which are heavily dependent on the specific makeup of the organization impacted, there is far less data available. In addition, popular quantification methods do not adequately support strategic and operational risks. The quantification methods either do not provide any quantification, or worse, they dramatically understate the severity of the risk. In Chapter 3, we explore this issue in more detail and describe an emerging approach that resolves this, and other, issues.

Myth Regarding Importance of Financial Risks

A second source of the disproportional focus on financial risks is the belief that financial risks are the most important risks—that they are the majority of the risks that most threaten the organization. This is not supported by experience, and in fact, quite the opposite is true. Research studies consistently show that strategic and operational risks represent the majority of the key risks for a company and also comprise the biggest threats.

A research study published in December 2009, which I directed and co-authored, examined the distribution of risks by risk category.6 The analysis was based on the occurrence of negative events, related to public companies, appearing on the front page of the Wall Street Journal in 2006. Only 1 percent of such front-page news were financial risks, while approximately two-thirds (64 percent) were strategic risks and approximately one-third (35 percent) were operational risks.

Similar results are found in other industry research, confirming that the source of significant risk events for companies is, in decreasing order: strategic risk, operational risk, and financial risk. In Figure 2.2, an 18-year study by the Corporate Executive Board Company shows the root causes for one-year market capitalization declines of 50 percent or more, involving the top 20 percent of the Fortune 1000. Approximately two-thirds (65 percent) were strategic, 20 percent were operational (including legal and compliance risks categorized as operational), and only 15 percent were financial. However, even the 15 percent may be overstated, because many if not all of the risks categorized as financial appear to be operational, specifically human resources-related (such as performance risk, which is management or staff not performing their function as expected).7


Figure 2.2 Risks Causing 50 Percent Decline in Value

© 2009, Audit Director Roundtable, Corporate Executive Board.
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Figure 2.3 shows a six-year study by Mercer Management Consulting examining the triggering events for the 100 largest one-month value declines among the Fortune 1000 between 1993 and 1998. The vast majority of the risks were strategic (61 percent), one-third (33 percent) were operational, and only 6 percent were financial.


Figure 2.3 Largest 100 Declines in Value

Copyright © 2000 by Oliver Wyman. Used with permission.
[image: img]


Another research study shows that the vast majority of members of boards of directors believe that the biggest threats for their organizations are strategic risks rather than financial risks. Figure 2.4 shows the results of a 2006 survey of directors by The Conference Board, which asked directors about the biggest threats facing their organizations. The research reveals that, across all sectors, directors believing that strategic risks are the biggest threats outnumber those believing the threats to be financial risks by more than 3 to 1 (53 percent versus 16 percent). Even within the financial services sector, directors voting strategic risks as most important outnumbered those voting for financial risks by almost 2 to 1 (48 percent versus 26 percent).


Figure 2.4 Directors’ Ranking of Biggest Threats

Source: The Conference Board, The Role of U.S. Corporate Boards in Enterprise Risk Management, 2006.
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Part of the myth that financial risks are the most important is based on an incorrect approach to risk categorization and definition; in confusing the source of a risk with its outcome, risks that are either in whole or in part strategic or operational risks are frequently miscategorized as exclusively financial risks. One example is the global financial crisis that began in the United States in 2007. There were multiple sources of risk that led to the financial crisis, many of which were not financial risks. See “Criterion 2: All Risk Categories Included” in Chapter 9 for the case study analysis.

Financial Analyst Bias

A third cause of the lack of appropriate focus on non-financial risks is financial analyst bias. Most of those doing the modeling share a financial-centric mind-set. Their education is focused on financial risk. Their training and certification is in financial risk. Their experience is only with financial risk. Even the name and purview of their department may limit them to financial risk. In addition, their techniques cannot readily handle strategic and operational risks; their methods work best when there is a wealth of objective quantitative data available, which is not the case with strategic and operational risks.

The lack of sufficient inclusion of non-financial risks may be the result of one or a combination of the previously mentioned factors. Whatever the reason, this represents a dangerous flaw in most ERM programs. The importance of this cannot be overstated. These partially quantitative ERM programs fail to quantify the vast majority of the key risks in terms of their individual and collective contribution to the overall volatility of the organization, in terms of the key metrics.

These partially quantitative ERM programs give the strong impression that they are not incomplete, causing management to erroneously rely on, and misinterpret, the information. This false impression is given by the level of precision implied by the data handed to management by the financial modelers (also known as financial analysts or simply modelers) of these flawed ERM programs. The modelers routinely provide outputs from their models showing the volatility of key metrics, presented in a way that implies a high degree of accuracy; one example is showing the figure out to a large number of significant digits.

This problem is rampant in the financial services sector, where it is even more common to find this imbalance in the quantification of key risks. One example, from the banking sector, is the “Value-at-Risk” (VaR) metric. VaR is often defined as the maximum amount of capital that can be lost in a single day, within a given small predefined likelihood. Another example, at insurance companies, is the “economic capital” metric, which is the amount of capital needed on hand today to limit the probability of ruin, over a given time horizon, to within a given small predefined likelihood. In both of these examples, these numbers are commonly provided to management in number form that includes a large number of significant digits, implying a high level of accuracy (e.g., a number is shown as $35,455,809, rather than $35 million). In addition, these numbers are often provided without the proper disclaimers of incompleteness regarding overall firm volatility. This offers an incorrect representation to management, despite being quite unintentional, that this (financial-only) volatility represents the bulk, or even the totality, of the risk exposures about which management needs to be concerned.

This is alarming because of the dangerous nature of ignoring the majority of the key risks in the metrics, and particularly so because this is often occurring under the guise of an enterprise risk management program…yet the word enterprise seems ignored. However, what is even more shocking is that what the (usually) math-savvy modelers are doing violates a basic mathematical concept we all learned in elementary school—the rule of significant digits. See “Significant Digits.”


Significant Digits

The rule of significant digits can best be illustrated through a simple example. Assume we have two numbers. The first number is 2. What do we know about the level of accuracy of this number? It might be rounded up from 1.50 or it might be rounded down from 2.49. Now, we have a second number, which is 2.04. This number is presented to us out to two decimal places. What do we know? Well, we know it has far more implied accuracy than the first number. However, the second number similarly may be rounded up from 2.0350 or rounded down from 2.0449. The significant digits rule indicates that where two numbers have different levels of significant digits, we must report the sum of those two numbers with the same number of significant digits as the less accurate of the two numbers. In this case, we must report the sum of the two numbers out to only zero decimals.

[image: equation]

Alternatively, as a business matter, we could merely report each number separately, without summing them, and indicate the differing levels of accuracy of each number, if there is a desire not to lose the additional information that one of the numbers has more significant digits. This would maintain the integrity of the information and not mislead.

The significant digits rule also states that we cannot report the summation of the two numbers as follows:

[image: equation]

This would be misleading, giving the false impression that we have confidence in the sum of the two numbers out to two decimal places. But this is not true. Claiming that the sum is 4.04 would mask the poor level of confidence in the accuracy of the sum, whose true value, expressed out to two decimals, ranges anywhere from 3.54 to 4.53, as shown:

[image: equation]



Modelers in partially quantitative ERM programs are violating the rule of significant digits. They are omitting the impacts of strategic and operational risks from the ERM metrics, which purport to be holistic or all-inclusive, and then presenting these metrics with only the financial sources of risks included, and out to a high degree of significant digits. From the available research data, it seems clear that financial risks are certainly not the totality of the key risk exposure, and they are not even the majority of it. The research suggests that, on average, financial risks are likely to represent only a small percentage (at most, 15 percent) of the total volatility of the enterprise and that the strategic and operational risks account for the majority of the volatility. Therefore, if modelers are providing ERM metrics to management representing the total firm risk exposure but the metrics only include financial risk exposure, it is as if they are presenting the sum of two numbers to management:

[image: equation]

where:


a. The risk exposure from financial risks is calculated out to a large number of significant digits, and

b. The risk exposure from non-financial risks is estimated as zero (and worse yet, not even shown as a zero, but merely omitted from the page)



For example:

[image: equation]

If we assume, perhaps generously, that the financial risks represent a full 15 percent of overall firm risk exposure, then the total enterprise risk exposure, rather than $35,455,809, is actually closer to the neighborhood of a quarter of a billion dollars (number of significant digits intentionally minimized). This gives some perspective on how much of a disservice is done by omitting quantification of strategic and operational risks.

In some financial services companies, rather than use zero, they estimate the non-financial risk exposure as an arbitrary percentage (e.g., 15 percent) of the financial risk exposure. This is almost as bad a practice, and certainly still violates the significant digits rule, because the large number of significant digits in the financial risk exposure number is masquerading as a highly accurate number worthy of our respect and attention. In fact, it is not that useful a number and should be afforded the level of disrespect that it deserves.

The only defense offered by these modelers as to why they do not attempt to quantify strategic and operational risks is related to the first reason stated earlier—an inability to quantify. However, they verbalize their argument a bit differently, saying that “you can't quantify strategic and operational risks with accuracy.” What they mean, of course, is that it is not possible to quantify these risks with the same level of accuracy as financial risks. And that may be true, but that doesn't justify not estimating them at all, considering they represent the larger component, which, as shown earlier, is an egregious alternative that violates the business purpose of the ERM metric in question.

Criterion 3: Key Risk Focus

The word key in the basic definition indicates that ERM should only include the major risks to the company's value. ERM is not intended to include a comprehensive list of potential risks, which could range in the hundreds or thousands. ERM is strategic in nature and is focused on a relatively small list of risks that have the largest potential impact to the firm. For a company's first time through the ERM process cycle, a reasonable number of key risks may be in the range of 10 to 30. Approximately 10 risks might be appropriate for a pilot exercise, if management wants to build buy-in before implementation. However, 20 to 30 risks are needed to produce a robust set of results to rely on for decision making. The specific number of key risks that is appropriate for the enterprise depends on a proper categorization and definition of risks and also on finding an appropriate cut-off point during the qualitative risk assessment process.

However, the number of key risks does not depend on the size of the organization. In other words, just because one company is 10 times the size of another does not imply that it has 10 times the number of key risks. If the two companies are otherwise identical, they will have approximately the same number of key risks (the number of key risks may not be exactly the same, because, for example, the larger company may have more key risks related to reputational issues). This is because the number of key risks is merely a reasonable number of risks on which senior management can focus, at a given time, in a priority manner. It is based on people and their reasonable limits of focus. There is only one CEO, one board of directors, and one senior management team. The magnitude of the impact of the key risks will vary significantly by company size, but the number of key risks should not vary that much.

This is in stark contrast to the way many companies try to approach ERM. Many companies mistakenly believe that ERM is merely an extension of a Sarbanes-Oxley (SOX) exercise. The Sarbanes-Oxley Act passed in response to a wave of financial reporting scandals. In trying to comply with SOX, most companies created lists of every possible risk to financial reporting accuracy. The list of risks often numbered in the hundreds or even thousands for the larger companies. Each risk was tracked against information on its mitigation, including assignment of a risk owner. SOX compliance became a quarterly routine of verification that the risks were adequately mitigated. When ERM came along, many companies wrongly assumed it was similar to SOX, with which they were familiar, with the only difference being that ERM applied to all risks rather than just inaccurate financial reporting. Compounding this issue, some technology vendors reinforce this false notion by capitalizing on the software needs of maintaining an exhaustive list of every potential risk for every company process. Similarly, some audit firms further this misunderstanding by relabeling an expanded version of a SOX exercise as ERM and claiming that it is part of a governance, risk, and compliance (GRC) program.

Criterion 4: Integrated across Risk Types

Virtually all companies have been managing risk since their inception in some fashion. However, companies have traditionally managed each type of risk in isolation, rather than on an integrated basis: The information technology (IT) department deals with technology-related risks; the human resources (HR) department manages people-related risks; the investment department covers market and credit risk; and so on. Unfortunately, this “silo” approach to risk management has three disadvantages. Silo risk management is:


1. Incomplete

2. Inefficient

3. Internally inconsistent



Incomplete

The most dangerous weakness of silo risk management is that it provides an incomplete representation of the risk profile. Silo risk management does capture the most basic type of risk event—where one risk scenario occurs at a time. This provides the most fundamental picture of a given risk and how it can impact the enterprise. However, it is important to also measure the impact of multiple risks occurring at the same time. There are three reasons why limiting risk measurement to silo risk scenarios is incomplete:


1. Ignores real-world complexity. It is unrealistic for only one risk event to occur at a time. This may be true for worst-case scenarios, where each one is so unlikely to occur. However, many risks considered in an ERM program are of moderate likelihood. For only a single moderate risk scenario to occur at a time is like having everything happen precisely as you expect for every aspect of your business, except one. For example, your product strategy, your distribution strategy, your marketing strategy, your human resources plan, and so forth all go perfectly…except your technology update program is a little behind schedule. Reality involves far more uncertainty than that.

2. Omits the largest threats. Multiple risk events occurring simultaneously can result in some of the largest threats to a company's survival. After the first event, the enterprise is in a weakened state, increasing the likelihood of some secondary events occurring. In addition, risks can interact to exacerbate each other. A research study performed by Deloitte Research called “Disarming the Value Killers: A Risk Management Study” revealed that over 80 percent of the 100 largest losses in shareholder value (over the 10-year study period, 1994–2003) were the result of two or more risks interacting.

This is also intuitive. Consider competitive boxers in the heavyweight division. They are often said to be able to “take a punch,” which means a competitor can land a single solid blow to their chin and yet they can stay on their feet. But what can result in a knockout? It's usually a combination punch. This is a barrage of multiple blows occurring in rapid succession. Also consider people you may have known or heard about whose lives suddenly went into a downward spiral. Often it is not just one unlucky event that caused their downfall, but rather two or more shocks to the system that sends them reeling. It's the same for organizations. So, if you are not capturing multiple simultaneous risk events, then you may be missing something that could potentially ruin the firm.

3. Does not capture offsetting risks. Multiple risk events can offset each other. Our definition of risk includes both downside and upside risk events, so one event can offset the financial impact of another. For example, consider that one downside risk event lowers sales growth by some amount, but another upside risk event occurs that increases sales growth by an equal, and offsetting, amount. This seems fairly straightforward. What may be surprising is that even two downside risk events can offset each other, to some degree. For an example, see “Downside Risk Events Can Partially Offset Each Other.”




Downside Risk Events Can Partially Offset Each Other

To illustrate how two downside risk events can partially offset each other, we will use a hypothetical global manufacturing company, called GlobalCo, as an example. Table 2.2 shows the GlobalCo strategic plan baseline scenario financial projection for the coming year. For illustrative purposes, in this example, we make the following simplifying assumptions:


	GlobalCo is only in business for one year.

	Expenses are 90 percent of revenues.

	Income tax rate is zero.



Table 2.2 GlobalCo: Baseline Scenario.




	Baseline Scenario (in $ millions)
	Year 1





	Revenues
	1,000



	Expenses
	900



	Net Income (Revenues less Expenses)
	100



	Change from Baseline
	N/A




Consistent with our definition of risk as deviation from what is expected, risk is measured by the shock to, or change in, the strategic plan baseline scenario financial projection. In this example, we will use the net income metric to represent the baseline, and risk will be defined as deviations from net income. Consider two different risk scenarios, each from a different source of risk:


Risk Scenario A: A new regulation is passed increasing GlobalCo's expense ratio from 90 percent of revenues to 95 percent of revenues.

Risk Scenario B: A new competitor enters GlobalCo's markets reducing their market share from 5 percent to 4 percent.



First, let's consider the financial impact of each risk scenario occurring by itself. If Risk Scenario A occurs by itself, the change in net income is a decrease of $50 million (shock scenario net income of $50 million minus baseline scenario net income of $100 million), as shown in Table 2.3.

Table 2.3 GlobalCo: Risk Scenario A




	Risk Scenario A (in $ millions)
	Year 1





	Revenues
	1,000



	Expenses
	950



	Net Income (Revenues less Expenses)
	50



	Change from Baseline
	−50




If Risk Scenario B occurs by itself, the change in net income is a decrease of $20 million (shock scenario net income of $80 million minus baseline scenario net income of $100 million), as shown in Table 2.4.

Table 2.4 GlobalCo: Risk Scenario B




	Risk Scenario B (in $ millions)
	Year 1





	Revenues
	800



	Expenses
	720



	Net Income (Revenues less Expenses)
	80



	Change from Baseline
	−20




Now, let's consider the financial impact of both risk scenarios occurring simultaneously. If Risk Scenario A and Risk Scenario B both occur together, the change in net income is a decrease of $60 million (shock scenario net income of $40 million minus baseline scenario net income of $100 million), as shown in Table 2.5.

Table 2.5 GlobalCo: Risk Scenario A and Risk Scenario B




	Risk Scenario A and Risk Scenario B (in $ millions)
	Year 1





	Revenues
	800



	Expenses
	760



	Net Income (Revenues less Expenses)
	40



	Change from Baseline
	−60




The $60 million decrease in net income from the combination of both risk events is lower than the sum of the two risks occurring separately, which is $70 million ($50 million + $20 million). So, in this case, the financial impact of the risks is not additive. The difference, an interactivity benefit of $10 million ($70 million −$60 million), is the amount that the risks offset each other. This is attributable to the additional 5 percent expense ratio (due to Risk Scenario A) that is operating on a revenue base that is $200 million lower (due to Risk Scenario B), which results in the offset of $10 million ($200 million multiplied by 5 percent).



In Chapter 3, we describe how a robust ERM framework addresses this issue by capturing multiple risk events and their interaction, including exacerbation or offsetting of financial impacts.

Inefficient

Silo risk management results in various inefficiencies. The most important of these inefficiencies are:


	Overpaying. The lack of awareness and coordination often present in silo risk management can result in the separate purchasing of hedges for related risk exposures in multiple parts of the company. This can increase the overall cost of mitigation, as opposed to that which could be achieved by buying in bulk.

	Under-communicating. The absence of a centralized approach and appropriately structured risk governance impedes information sharing. This inhibits the development of best practices in risk management. In particular, and most costly, is the inability to effectively share lessons learned from costly mistakes, potentially dooming other departments to repeat the same error.



In contrast, a robust ERM program is integrated, removes these inefficiencies, and results in appropriate bulk purchasing of hedges and sharing of information enterprise-wide.

Internally Inconsistent

A third disadvantage of silo risk management is that the organization may be making internally inconsistent projections regarding the market. Different business segments, developing explicit or implicit risk scenarios independently, may be making different assumptions, for example, about the direction of the economy or sector growth. As a result, different areas may unknowingly be making bets that are at cross-purposes. In contrast, an integrated approach would facilitate a single set of internally consistent market projections, and reconcile all bets on market direction, enterprise-wide.

Criterion 5: Aggregated Metrics

Another implication of the word enterprise in ERM is the ability to aggregate exposure metrics and risk decision making to the enterprise level. There are two main aggregate pieces of ERM information at the enterprise level. One is a calculated metric of aggregate risk exposure and the other is a management decision defining the target level of aggregate risk exposure.

The first is a calculated metric, or set of metrics, that aggregates the risk exposures to the enterprise level. This is called enterprise risk exposure. Assume that company value is one of the ERM metrics. This will be defined later in this chapter (see “Company Value”), but for now consider it simply as an internal valuation, performed by management, to calculate the value of the company to its primary stakeholder. The enterprise risk exposure may be expressed, for example, as “We currently have a 10 percent chance of losing 15 percent or more of our company value.” This is just one example. There are usually multiple metrics, each with multiple thresholds, and corresponding likelihoods. This is a calculated metric, or set of numbers, at one point in time.

The second aggregate element—the counterpart to enterprise risk exposure—is a quantitative definition, set by management, of the amount of enterprise risk exposure that is acceptable. This is called risk appetite. Another term for this is risk tolerance, which is used by Standard & Poor's. Risk appetite is the target level of enterprise risk exposure. Risk appetite is what management wants enterprise risk exposure to be, at the limit. Continuing our company value metric example, management may define risk appetite as “We want no more than a 7 percent chance of losing 15 percent or more of our company value.” Again, this example involves just one data point, whereas, mirroring enterprise risk exposure, risk appetite is a set of defined targets for a set of metrics.

In this example, management defines risk appetite below the current enterprise risk exposure level, indicating a desire to reduce the level of risk. Because likelihood and severity go hand in hand, even our single data point definition of risk appetite can be expressed in two ways. In our example, management expressed a desire to reduce the likelihood, from 10 percent to 7 percent, of suffering a loss of 15 percent or more in company value. They focused on a specific level of severity—a loss of 15 percent or more—and wanted this to be less likely. This is the most common choice, because management focus is on the severity of events more than the likelihood. Management is well aware of the outcomes they would like to avoid. Nevertheless, management can express the desire for a reduction in risk by fixing the likelihood and targeting a lower corresponding severity. For example, management can define risk appetite as “We want a 10 percent chance to correspond to, at the maximum, losing 12 percent or more of our company value.” This is equally valid.

Most companies still use silo risk management and do not yet have either of these aggregate elements. However, they are such a fundamental part of ERM that without these two elements, the ERM program cannot perform its primary function, which is to manage enterprise risk exposure to within risk appetite. In our example, management is indicating that they wish to lower enterprise risk exposure from its current 10 percent likelihood to within a 7 percent likelihood of crossing a threshold of a loss of 15 percent or more of company value.

The ability to produce aggregate information at the enterprise level—and particularly enterprise risk exposure and risk appetite—is not critical only because it supports the primary function of ERM. It is also of vital importance because this should be the first step, chronologically, in the risk decision-making process. Information on risk exposures and risk appetite should first be produced at the enterprise level, and then cascaded downward through the organization, in a type of allocation or budgeting process. For example, risk appetite is allocated or budgeted downward to determine risk limits. The type of risk limits set varies by organization, and can include geographic areas, business segments, and/or individual risks.

When this is implemented in the correct chronological order, it turns the risk management process upside-down, or more accurately, right-side-up, for the first time. Traditional risk management assesses risks at the local business unit or risk level, and decides on mitigation based on local business management's judgment, instinct, or, even worse, arbitrary rules of thumb established long ago for other purposes. Using a traditional risk management approach can result in under-mitigating some risks, which can be disastrous if such a risk event occurs and the company is not adequately protected. However, a more common and immediate consequence of the traditional risk management bottom-up approach is the converse—many risks are over-mitigated. This results in waste, as resources are unwittingly spent on excess mitigation which management would have vetoed, if the proper information had been available.

In contrast, ERM introduces a logical approach based on the overall volatility of the enterprise and the desired level of enterprise stability, or shock resistance, desired by management. This is more sensible, because this is how the shareholders and other key stakeholders perceive the volatility: in the way that it expresses itself at the enterprise level. Once the two essential aggregate counterparts of information—enterprise risk exposure and risk appetite—are determined, lower-level decisions can be made at the business segment, business unit, or risk level, depending on the specific risk culture of the organization, and how they choose to allocate their aggregate enterprise “risk budget” down through the organization.

Criterion 6: Includes Decision Making

The word manage in the ERM basic definition indicates the main purpose of ERM: responding to the risk, managing it, making decisions. Many risk management programs identify and quantify the risks, but then merely report them to management and the Board with little or no action built directly into the ERM process. For example, many companies conduct qualitative risk assessments with the primary goal of developing a simple risk status report to senior management or the board of directors.

This report usually takes the form of a “heat map”—a simple chart listing key risks and scoring them with stop-light color coding: red (danger), yellow (warning), and green (okay). Some color codings refer to the overall scoring of likelihood or severity, while others refer to the level of exposure versus the risk limit. An example of the latter heat map is shown in Figure 2.5.


Figure 2.5 Sample Heat Map

Copyright © 2011 SimErgy. All rights reserved.
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This focus on reporting seems to skip the most important step—actually doing something about the risk exposures. In a vigorous ERM program, the main purpose is making decisions and addressing the risk exposures, bringing them within the company's risk appetite. This primary activity is central to the ERM process and is repeated in each process cycle (see “The ERM Process Cycle” later in this chapter).

Criterion 7: Balances Risk and Return Management

Another aspect implied by the word manage in the basic ERM definition is that ERM is not just about risk mitigation. Prior to the introduction of ERM, risk management was exclusively about downside risk, employing mitigation to lower the exposure, and avoiding some risks altogether. The risk management function often manifested itself in the form of risk managers frequently saying no to projects, impeding the business segments from taking on more downside risk exposure. This sometimes frustrated business opportunities and business decision makers, because it was not always clear that the upside potential of the project was fairly weighed against the downside risk exposure. As a result, decision makers in the business segments often looked to minimize involvement by the risk management department.

However, ERM represents a quantum leap forward. Both upside and downside volatility are in scope. This means that the full range of business is recognized and addressed. Risk exposures from which the company does not benefit are considered for mitigation—a reduction in exposure. This was present in traditional risk management. But what is new with ERM is that risks for which the company is rewarded are considered for exploitation—an increase in exposure. This expanded approach allows for considering any business decision holistically: The upside risk-taking opportunity is considered alongside the downside risk exposures, for a full risk–return evaluation. Upside volatility is in scope and factored into the enterprise risk exposure calculations. As a result, ERM can identify where, and how much, additional risk may be taken, in the context of appropriate risk–return trade-offs. This involves a key linkage between risk and return, often missing in traditional risk management programs and even traditional business management approaches.

The importance of this cannot be overstated for risk management personnel. Rather than being the bearers of bad news whom business decision-makers avoid, they are now welcome at the strategy table. They are invited to decision-making conversations in the business segments and at the corporate level. The risk professionals now have a framework for bringing risk and return together, and can add value to important decision-making processes, including strategic planning.

Criterion 8: Appropriate Risk Disclosures

When first implementing an ERM program, the question often arises as to whether a new risk will be identified. The general answer is that the company already knows its key risks, and uncovering a completely new type of risk that management hadn't considered is unlikely. However, there is one risk that is frequently the single most overlooked risk, and that is the risk of improper risk disclosures.

The word disclose in the basic ERM definition implies offering external stakeholders real insights into the company's risks and ERM program. Unfortunately, risk disclosures are typically generic—they look very similar from company to company—and their risk lists are often exhaustive, appearing to list every major conceivable risk for their industry sector. Yet, there can be a vast range of ERM sophistication between companies in a given sector—some are quite advanced in their ERM process while others have not started theirs yet. This mismatch between what is disclosed to external stakeholders and what is the reality of the ERM program inside the company represents a significant risk.

Imagine a company that suddenly has its stock price fall 50 percent due to some risk event that did not occur for any of its competitors. Management is now under scrutiny. Many questions will be asked, some by shareholder litigation attorneys, including “What did management know, and when did they know it, regarding the potential impact of this risk on shareholder value?” Imagine further that the litigants are able to say, “This risk is listed as #35 in the risk disclosures, yet management should have known that based on the potential impact to shareholder value it should have been listed in or near the top five. Why didn't management list it as such?”

Now, imagine a second company that has its stock price collapse similarly. However, when asked similar questions by shareholders, management is able to respond as follows: “We cannot know what risk events will actually occur. However, we recently implemented an ERM program that measured the potential impact of all key risks on shareholder value, and used this to inform development of the risk disclosures. This resulted in a significant shift from the prior year's risk disclosures. We changed the order of the risks, the length of text, the tone, and the context of the information. We did our best to help shareholders understand the risks present, and the shareholders were as well informed as possible.” The second company is in a much better position to defend the appropriateness of their risk disclosures.8

Virtually all companies are in the situation of the first company—they do not infuse their risk disclosures with information about the potential impact of key risks on shareholder value. For each such company, there are two possible explanations. One is that the company may be unable to do so because they do not measure the potential impact of risks on shareholder value. Most companies are in this situation. Another possibility is that the company may be unwilling to do so, because none of their competitors have yet disclosed this kind of information. It is just speculation, but we may be coming soon to a time when neither answer will be acceptable. At some point, either shareholder litigation may raise the stakes for external risk disclosures or regulations may require it. Chapter 7 discusses risk disclosures in more detail.

Criterion 9: Measures Value Impacts

The word value in the basic ERM definition indicates the importance of using holistic metrics in the risk quantification process—metrics that can fully capture the value of the company to the primary stakeholder. People often refer to the importance of value-added, yet few actually measure it. Management needs measures to inform their decision making. For public companies, the primary stakeholder is the shareholder. The market's measure of shareholder value is market capitalization, which is the stock price multiplied by the outstanding shares. We will define management's own measure of shareholder value as company value. Company value is a key metric that will be used throughout this book. It is management's internal valuation of what the company is worth to its primary stakeholders, which are the shareholders for public companies or owners for companies that are not publicly traded. See “Company Value.”


Company Value

We will define company value as an internal valuation, performed by management, that calculates the value of the company from the perspective of its primary stakeholder. For public companies, company value is the value of the company to shareholders. Unless otherwise specified, in this book, we will generally refer to public companies, although the concepts are analogous for non-publics as well. In addition, we define company value herein in one particular way, but this is often modified by management to conform to internal views on the definition of value.

We will define company value by defining each of the following three terms:


1. Distributable cash flow

2. Company value

3. Baseline company value



Distributable Cash Flow

Distributable cash flow is cash flow available to be distributed to shareholders. Distributable cash flow is generally calculated as:

[image: equation]

For financial services companies, distributable cash flow has an extra component and is calculated as:

[image: equation]

Unless otherwise specified, in this book, we will use the formula for non-financial services companies.

Technically, distributable cash flow also includes changes in the level of debt, which includes repayment of principal to bondholders as well as issuance of new debt. To simplify our discussions and illustrations in this book, we will omit this.

Company Value

Company value is an internal valuation by management of the value of the company to shareholders, which is the present value of distributable cash flows:

[image: equation]

Where:


	n = year of projection

	Distributable cash flown = distributable cash flow, projection year n

	d = discount rate, which is management's estimate of the rate of return required by the shareholders for their investment; this is an estimate of the cost of equity capital



Technically, company value also includes distributable equity capital at time zero, which is calculated differently for different types of companies. For non-financial services companies, it is adjusted shareholder equity. For financial services companies, it is available capital (adjusted shareholder equity minus required capital). To simplify our discussions and illustrations in this book, we will omit this.

There are many alternate ways to calculate company value. One example is to discount distributed cash flow, in the form of projected shareholder dividends, rather than distributable cash flow, which we will use in this book.

Baseline Company Value

The baseline company value is management's calculation of company value based on distributable cash flow projections consistent with the strategic plan baseline financial projection. Whereas market capitalization is the market's estimate of shareholder value, baseline company value is management's estimate, or “expectation,” of shareholder value. The baseline company value is the value an investor would pay today, if they believed that management will be able to perfectly execute the strategic plan and that everything will go the way the company expects.



Surprisingly, very few companies have an internal valuation of the company for general management purposes, and even fewer use this metric in their ERM program. Traditionally, risk management programs quantify risk in terms of short-term period metrics; for example, the impact on today's balance sheet or the impact on next quarter's earnings. This is not adequate for capturing the full impact of all types of risks and is also inadequate for informing decision making. ERM must include more holistic metrics.

Criterion 10: Primary Stakeholder Focus

Many traditional risk management programs focus on maintaining their ratings as their central theme. In addition to a focus on ratings, financial service companies also focus heavily on maintaining regulatory capital requirements. This is understandable when you consider that traditional risk management is rooted in downside risk events and mitigation. However, ERM is more strategic, involves upside volatility as well as downside volatility, and begins with a focus on the primary metrics of the firm. So, while rating agencies and regulators are important, they are secondary to the primary stakeholder: shareholders. As such, rating agencies and regulators should not be maximally satisfied, because this often leads to less-than-maximal shareholder value.9 For example, a financial services company that holds excessive capital may garner the top rating from rating agencies, but the fallow capital will lower future growth and returns and thereby lower company value.

Instead, ERM must focus on increasing value to shareholders. The level of satisfaction of secondary stakeholders is factored in, but only to the extent that it impacts shareholder value, or company value, which is management's estimate of shareholder value. For example, while searching for the risk-to-value trade-offs that might maximize company value, rating agency constraints must be taken into account because a lower rating might negatively impact value. But it might not. This is witnessed by the fact that most companies have long since migrated away from AAA ratings, deeming them too expensive and unnecessary in the quest to maximize company value, and the market has validated this shift. As another example, if regulators are not sufficiently satisfied, they may take action that will then result in a lower company value.

The ERM Process Cycle

ERM can also be defined in terms of its process cycle. We first clarify the definition of process. After that, we identify the components of the ERM process cycle.

Process

ERM is a process. It is not a periodic validation exercise, it cannot be completely delineated at the outset, and it is not an isolated stand-alone function. Rather, ERM is a continuous, evolving, and integrated process.

Continuous

ERM is not a periodic validation exercise, like an annual car inspection. ERM is more like the continuing activities you do to protect yourself from risks involving your vehicle, such as routine car maintenance, safe driving practices, and auto insurance.

Evolving

It is not possible to fully determine at the outset precisely what an ERM program will ultimately be for a particular organization. Though it is possible to lay out a high-level implementation plan, ERM evolves over time. It usually takes years for an ERM program to fully develop to maturity, and many things can change in that time. In addition, as the program develops, some aspects may gain more popularity and be expanded. The pace and scope of ERM adoption is a function of many variables, many of which are unique to each organization. The most common examples of these company-specific variables affecting ERM adoption are the following “10 Cs”:


1. Catalyst. What or who initiated the desire to implement ERM?

2. Commitment. Is the Board focused on driving ERM adoption? Is senior management?

3. Champion. Is there a chief risk officer (CRO) to continually advance efforts?

4. Culture. Are they quick to adopt change?

5. Centralization. Does Corporate dictate requirements or are business segments independent?

6. Climate. Are there distractions slowing adoption? Conversely, has there been a recent risk event that has heightened risk awareness?

7. Circumstances. Is there an impending major threat or opportunity about which the ERM program has the opportunity to help evaluate decision alternatives?

8. Contagion. Can ERM concepts spread quickly across the enterprise via communication, training, inter-department interactions, and sharing of best practices?

9. Cascade. How long will it take for ERM applications, and supporting tools and techniques, to filter from the strategic level down to tactical and transactional levels?

10. Confirmation. Have rating agencies approved of the company's ERM program? What about regulators and shareholders?



Integrated

In many companies, traditional risk management is a function housed in the corporate department, separate from the business segments. Risk management processes are considered an add-on that can be performed independently from other company processes. This is usually a sign that the company has a compliance-centric approach to risk management, concerned mainly with downside risk mitigation.

This is not the case with ERM, which is a more advanced approach that involves merging risk management and return management. ERM processes must be fully integrated with other key company processes, including:


	Governance

	Decision making

	Strategic planning

	Strategic and tactical decisions

	Transactions (e.g., M&A)





	Business performance analysis

	Incentive compensation

	Communications with shareholders, rating agencies, and regulators



The ultimate goal, achieved in a mature ERM program, is to have ERM so integrated that it becomes part of the culture; ERM just becomes a better way of doing business.

Four Steps

There are four steps in the continuous ERM process cycle (see Figure 2.6). While there are other steps involved in establishing an ERM program (ERM framework discussed in Chapter 3 and risk governance discussed in Chapter 8), the four steps described here are the major steps that are routinely performed on a continuous basis, once the ERM program is up and running. The four steps in the ERM process cycle are:


1. Risk identification. Risk identification is the first step in the ERM process cycle. It involves determining the key risks, which represent the biggest potential threats to the enterprise. This entails narrowing down a very large list of potential risks to a small number of key risks. As stated earlier in this chapter, this is commonly in the range of 20 to 30 risks. This is primarily done using qualitative risk assessments, based on internal opinions as to the likelihood and severity of each potential risk. Risk identification is discussed in detail in Chapter 4.

2. Risk quantification. In the second step in the ERM process cycle, the key risks are quantified on both an individual and integrated basis. This involves using an ERM model to quantify the impact of individual risk scenarios, for each key risk, in terms of their potential impact on key metrics. Once this is completed, the impact of integrated risk scenarios—multiple risks occurring simultaneously—is quantified, leading to enterprise risk exposure metrics. Risk quantification is discussed in detail in Chapter 5.

3. Risk decision making. Risk decision making is the third step in the ERM process cycle. This consists of two categories of decision making. The first category includes decisions related to managing risk exposures to within risk appetite. The first step in this category is to define risk appetite. Once risk appetite is defined, decisions can be made to reduce risk exposures or to increase risk exposures. The second category includes embedding ERM into routine decision making, such as strategic planning, strategic and tactical decisions, and transactions. Risk decision making is discussed in detail in Chapter 6.

4. Risk messaging. The fourth step in the ERM process cycle is risk messaging. This consists of two distinct categories of messaging: internal risk messaging and external risk messaging. Internal risk messaging involves integrating ERM into business performance analysis and incentive compensation. This is a strong form of internal messaging; it is a powerful signal to management that risk and return must be considered together. Once risk exposures are tracked by the departments, the business segments, and the individuals generating them, and reflected in incentive compensation, it becomes clear that if one exposes the firm to more risk, more return is expected. The second category is external risk messaging, which involves integrating ERM into communications with shareholders, rating agencies, and regulators. Risk messaging is discussed in detail in Chapter 7.




Figure 2.6 ERM Process Cycle
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Fundamental Benefits

Another useful way to define ERM is by its outcomes. In other words, “What are the reasons that a company should implement an ERM program? What do they get out of it?” We examine the benefits of ERM from the perspective of each major stakeholder:


	Shareholders

	Board of directors

	C-Suite

	Management

	Rating agencies

	Regulators



Shareholders

Shareholders—the primary stakeholders—benefit from ERM in two main ways:


1. Increased likelihood of achieving returns

2. Enhanced risk disclosures



Increased Likelihood of Achieving Returns

With an ERM program, the company has an increased likelihood of achieving returns—of executing its strategic plan as expected. This is a natural result of a more rigorous approach to identifying and responding to its most important threats, which are risks that can negatively impact its performance.

Figure 2.7 provides some unique evidence to support this claim, illustrating a correlation between ERM and resistance to declines in value. Standard & Poor's (S&P) has a separate component of its insurance ratings dedicated to ERM. S&P analysis reveals that North American insurers with better ERM scores tended to be more shock resistant through the heart of the global financial crisis (January 1, 2008–November 14, 2008) than their counterparts with lower ERM scores. Figure 2.7 also shows that, at the extreme, those with weak ERM programs suffered more than twice the value loss as those with excellent ERM programs.


Figure 2.7 Image not available in this digital edition.



Additional evidence that ERM helps companies deliver better performance is provided in Figure 2.8, which shows a correlation between ERM and the ability to stabilize volatility of results. This S&P study shows that better ERM was positively correlated with lower stock price volatility in 2009. At the extreme, those with weak ERM programs had more than twice the stock price volatility as those with excellent ERM programs.


Figure 2.8 Image not available in this digital edition.



Enhanced Risk Disclosures

ERM also provides shareholders, as well as potential investors, with a better sense of the risks and opportunities of owning the stock. This is due to the enhanced risk disclosures, which list the key risks prioritized from the perspective of the (current and future) shareholders: the potential impact to company value.

Board of Directors

The members of the board of directors gain additional comfort that the key risks of the organization are well understood and effectively managed. This reassurance primarily comes from three aspects of the ERM program:


1. A disciplined approach to quantify enterprise risk exposure, based on all key risks

2. A clear definition of the firm's risk appetite

3. A formal process for managing exposures to within risk appetite, supported by a risk governance structure



ERM also places the board of directors in a comfortable position regarding the SEC disclosure requirements on the board's role in risk oversight.10 In addition, ERM provides a solid basis for addressing the SEC disclosure requirements on risky incentive compensation programs.11 A compensation program is considered “risky” if it creates risks that are “reasonably likely to have a material adverse effect” on the company. Each of these disclosure requirements is discussed further in Chapter 7 (see “Mandatory Risk Disclosures”).

C-Suite

The C-Suite, and mainly the CEO and CFO, gain a more sophisticated risk management program, which provides better shock resistance. The company will experience less downside volatility and more strategic plan integrity—a higher potential to achieve strategic plan goals. Perhaps even more important for the CEO and CFO, ERM provides them with an advanced and more accessible set of tools for communicating these competitive advantages to key stakeholders, which can lead to a higher stock price and a better rating.

Higher Stock Price

For communication with stock analysts, the CEO and CFO are better equipped to respond to, or proactively address, concerns about their ability to deliver results in the face of an impending risk or a developing risk event. This is because the ERM model quantifies the financial impact of key risk scenarios, in terms of the impact on company value (and other key metrics) and does so in a timely manner. For example, if analysts are overstating the impact an adverse market development will have on the company, the CEO and CFO are in a position to rebut this in a credible way because their information is bolstered by robust risk scenarios and an integrated quantitative ERM model. The CFO could respond:

We have already thought through the eventuality now unfolding in the market. While it doesn't exactly match, it is fairly close to one of the risk scenarios that we considered for this risk event. You are overestimating the impact on one of our major business segments where we have the following mitigation in place…We also have a detailed contingency plan, which will involve the following management actions over the next period …

This kind of advanced ability to communicate quickly and in a credible manner effectively conveys management's superior abilities in risk management. Over time, similar communications can lead to a higher “management multiple” resulting in a higher stock price. The management multiple refers here to the factor that analysts take into account when valuing the company that to a large extent reflects their appraisal of the quality of management; a higher factor indicates a higher level of trust in management's ability to consistently and successfully execute their strategic plan. Essentially, the analysts are lowering the cost of equity capital for the company. A lower cost of equity capital, with all other things being equal, increases analysts’ valuations and puts upward pressure on the stock price, to the extent that analysts influence the general market.

Better Rating

For communications with rating agencies, the CEO and CFO are able to satisfy the portion of the ratings review related to ERM. Over the past several years, rating agencies have increased their level of focus on ERM. S&P has led the way; as discussed earlier, they have a distinct component of their ratings dedicated to ERM, in the insurance sector.

While rating agencies have raised the bar on ERM requirements, forcing companies to advance their programs, their requirements are geared toward ERM from their limited perspective: protecting the interests of the bondholders. A truly robust ERM program has a broader focus—protecting the shareholder—which by its nature incorporates all secondary stakeholder interests to the appropriate degree. ERM helps determine the optimal level of satisfying secondary stakeholders—that which maximizes company value. Therefore, a complete ERM program will more than satisfy the ERM portion of rating agency reviews, and can lead to an improvement in, or strengthening of, the overall rating of the company, which means a lower cost of debt capital, which increases company value. Rating agencies tend to see the quality (or lack thereof) of a company's ERM program as a leading indicator of performance and credit-worthiness.

In addition, for financial services companies, the CFO may be able to persuade some rating agencies to lower their capital requirements for the company. While this is not the official position of the rating agencies, it may be possible to influence, at least implicitly, a downward adjustment to the capital requirements. At one point, S&P indicated that they would consider this in the insurance sector. Rating agencies have their own opinion of a sufficient capital level for a company, based largely on their industry perspective. In contrast, the ERM model estimates the impact of key risks on the company's capital position as one of its key metrics. This is a company-specific capital model, which offers the potential to be a far more accurate predictor of the company's true capital needs. The ERM model also reflects risk interactions, including offsets, resulting in a required capital level that is often lower than rating agency capital requirements. However, to succeed in having the rating agency consider the company's ERM model in setting the required capital level, the CFO must demonstrate the credibility of the ERM model calculations. To do this, the CFO must overcome the natural (and sometimes warranted) skepticism of the rating agency. After all, the ERM model, along with its data and assumptions, are a product of management which has a biased vested interest in lowering capital requirements.

Management

Management gains three significant enhancements to their decision-making abilities. They gain a well-defined methodology to manage risk exposures to within risk appetite, and quantitative information that supports decisions on risk mitigation alternatives. In addition, management gets a decision-making tool for selecting the projects with the best risk–return profile. The decision-making tool—the ERM model—supports all types of routine decisions, including strategic planning, strategic and tactical decisions, and transactions. Finally, management benefits from better prioritization of its limited resources. The ERM program allows focus on the most important risks.

Rating Agencies

Rating agencies enhance their ability to assess the credit-worthiness of the companies for which they provide credit ratings. Through the ERM lens, they see prospective information on the major threats to the company's strategic plan financial projections, which includes impacts to liquidity. The ERM program provides a complete shift in the kind of financial information typically provided to rating agencies, which is almost entirely retrospective. With the ERM program, rating agencies receive prospective insights into which risks are on management's radar, how the risks would impact the enterprise, the potential financial impacts, and management's estimates of the likelihood of each risk. They also receive data on enterprise risk exposure, which is essentially prospective information on the company's shock resistance. In addition, as more companies achieve a mature, robust ERM program, rating agencies will expand their sense of relative credit-worthiness between companies.

Regulators

For companies in the financial services sector, regulators are primarily concerned with preventing insolvencies. In the United States, there are financial costs to the government and political costs to regulators when financial services companies fail. When banks fail, the government FDIC guarantee covers depositors (up to a limit).12 When securities firms suffer losses due to fraud, the government SIPC guarantee covers investors (up to a limit).13 When insurance companies fail, although the government does not provide a guarantee, state regulators are held accountable politically, because they are responsible for protecting policyholder interests. In unusual times, like the global financial crisis that began in the United States in 2007, the government provides special funding to bail out companies deemed critical to maintaining the economic infrastructure.

Regulators benefit as more companies adopt ERM because it lowers systemic risk. For our purposes, we define systemic risk here simply as the risk that failures in one part of the economic system can spread contagiously to others, resulting in a cascading set of failures threatening to crash the entire system. ERM makes companies more shock resistant, lowering their risk of failure and making them more aware of their dependencies on other companies in the event those other companies fail.

Summary

Even with the most advanced risk practitioners, it is critical to clearly define both risk and ERM before delving into any discussion on ERM. These are concepts that are often defined in quite disparate ways. Risk is anything uncertain whose outcome can result in a deviation from expected results, up or down. ERM can be defined in four different ways: by its basic one-sentence definition; by its 10 key criteria; by its four-step process cycle; and by its fundamental benefits. The 10 key ERM criteria provide the most robust definition and can serve as a benchmark against which all ERM programs can be compared. These criteria will be referred to periodically throughout this book and will serve as a focal point of the next chapter, as we evaluate an advanced yet practical approach to ERM: the value-based approach.

Notes

1. Volatility is being used here in a general sense, as opposed to specific reference to the metric standard deviation.

2. “Phelps confirms right wrist is broken,” available at www.baltimoresun.com/services/newspaper/bal-sp.phelps06nov06,0,3620926.story.

3. www.jockbio.com/Bios/Phelps/Phelps_bio.html.

4. The Black Swan: The Impact of the Highly Improbable, Nassim Nicholas Taleb, Random House, April 17, 2007.

5. Capital requirements are requirements by external stakeholders, such as regulators or rating agencies, to hold a certain amount of capital as a buffer against existing liabilities.

6. The research study is published in an article titled “IMPACT Study: focusing on risks that matter to you…and to the media,” a Watson Wyatt Horizons publication.

7. Source: CFO Executive Board; Audit Director Roundtable research.

8. This does not constitute legal advice.

9. Throughout this text, we refer to stock analysts and rating agencies as stakeholders (the former being primary and the latter being secondary). Technically, stock analysts and rating agencies are largely acting as agents of the shareholders and bondholders, respectively, who are the true underlying stakeholders. For convenience, we use the term stakeholder interchangeably for the true underlying stakeholders and their agents.

10. Code of Federal Regulations, Title 17 (Commodity and Security Exchanges), Chapter II (Security and Exchange Commission), Part 229 (Regulation S-K), Item 407(h), effective February 28, 2010.

11. Code of Federal Regulations, Title 17 (Commodity and Security Exchanges), Chapter II (Security and Exchange Commission), Part 229 (Regulation S-K), Item 402(s), effective February 28, 2010.

12. At the time of the writing of this book, the FDIC guarantee covered up to $250,000 per individual bank account.

13. At the time of the writing of this book, the SIPC guarantee covered up to $500,000 per individual investment account and up to $100,000 per individual money market account.
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