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				Introduction

				It was February 2003 when my boss told me that I was going to be turning up a new VoIP softswitch. This was the first time I had ever heard of a softswitch, and about the second time I had heard of the term VoIP. There was a loose association of companies, hardware vendors, software guys, programmers, salesmen, and support staff that had to be wrangled together to make it happen. At the same time, I was also scheduled to take a vacation to The Netherlands and had planned a ten-day trek of museums, flea markets, and antiques shops. I never made it to Europe, but I did bring up an array of Asterisk servers.

				That was my own personal trial by fire with VoIP. I researched the technology as much as I could, but there wasn’t anything available to provide a basic understanding of the technology. I dug in to it, but as much as I tried, I couldn’t find anything to tell me how VoIP was structured, or the basis of how it worked. The technicians I queried for information were all very tight-lipped and wanted to charge me $125 an hour to reveal the inner-workings of this new, cutting-edge technology.

				Eventually I learned the nuts and bolts of VoIP. I spent a few years migrating phone numbers and troubleshooting inbound VoIP service, before we rolled out the outbound service years later. I watched as customer perceptions of VoIP changed from fear or apprehension to acceptance and aspiration.

				This book is everything I wished that someone would have told me back when I was tasked with pushing through that first Inter Operability test. It is the basis for my confidence in VoIP’s ability to transform the telecom industry, and the reasons why it works.

				About This Book

				VoIP Deployment For Dummies is unlike any other book on the market covering any aspect of VoIP. I designed the contents of it to continually answer the question “Why does this matter to me?” If the subject didn’t matter, it was removed. More importantly, I looked to find the things in VoIP that had a direct impact on me. I looked at all of the times I was frustrated with VoIP and pulled apart, both why I was frustrated and what information I needed to know to resolve the problem. If I didn’t know that Wireshark existed, or how to filter a capture or read the SIP with Wireshark, I’m sure there were a lot more people out there with the same problem.

				I read every book on SIP, VoIP, and Wireshark I could, and even within the thousands of pages available on the subject, there were still huge gulfs of information that were missing. The day-to-day things like DTMF tones and faxes seemed to be absent, as well as information about the VoIP market and its structure.

				This book covers everything you need to know about VoIP. It’s relayed in a logical, and down-to-Earth style where you won’t feel like you’ve gotten yourself in over your head. Once you know everything in this book, feel free to continue your education with other sources, but what’s in here is a solid base from which you can understand the totality of VoIP.

				What You Don’t Have to Read

				As a standard rule, don’t read what you already know. This book is designed to be read by chapter as it interests you. It is not required that you read it straight through, and if additional clarification is required on a subject, I’ll direct you to the chapter where it’s covered in depth.

				Foolish Assumptions

				I wrote this book assuming that you’re interested in VoIP and had some experience with telephony or programming. I didn’t assume that you had any extensive training in VoIP or any VoIP-supported field (such as telecom, LAN design, or software development). It is reasonable that some readers will have extensive backgrounds in one or another aspect of these supporting disciplines, but there will always be one part where you’re weaker.

				For years, telecom has been divided into two camps, with the data people in one realm, and the voice people in the other. Very few people learned both disciplines, and as such, the people migrating to VoIP are coming from on or the other side of the fence. They bring with them their specific strengths, but also their weaknesses from not knowing the other realm of telecom.

				I do assume that if you are using Asterisk or any other open source software running on Linux that you have some basic knowledge of the operating software. If you need to learn more about Linux, I recommend other For Dummies books such as Red Hat Fedora Linux 2 For Dummies, by Jon Hall and Paul G. Sery. 

				If you’re a programmer or are jumping in to VoIP with experience in LAN design or networking, I recommend my first book, Telecom For Dummies as a basic primer for the telecom industry. It covers all aspects of telecom ordering and provisioning and is a wealth of information on troubleshooting all varieties of standard telephony problems that are not covered in this book.

				How This Book Is Organized

				The book is structured as a progression from general to specific VoIP information. It is layed out in the same logical manner you’d go about researching VoIP during a deployment on your network. The initial chapters cover the rudimentary structure of VoIP and provide an overview of the supporting structures of VoIP. More detailed information is then provided as the key elements of network assessment are covered, allowing you to qualify your LAN before and during deployment. The progression follows through to a section on management of the VoIP LAN you’ve deployed, covering troubleshooting and maintenance before handing you the pearls of wisdom in the Part of Tens.

				Part I: VoIP Essentials

				The basic structure of VoIP is revealed in this section of the book. It provides an overview of VoIP in general terms and addresses some of the facts and fallacies associated with the technology. All of the basics of VoIP are explored, from the hardware required to the protocol options available. A detailed view of SIP is provided as well as SDP, RTP, and the dial plan that makes up all of the call routing and handling within your VoIP phone system.

				Part II: Assessing Your Network’s VoIP Readiness

				This is the working information necessary to determine if your LAN is prepared for VoIP deployment. Latency, jitter, and packet loss are covered in depth, as is LAN design and configuration. The standard business aspects of VoIP telephony that are frequently ignored are also covered, devoting time to the handling and options for fax transmissions and DTMF tones. Finally I cover all of the configuration settings and information your carrier may need to know when you order VoIP to ensure a smooth deployment.

				Part III: Maintaining Your Network and Service

				This section covers all aspects of troubleshooting, providing step-by-step information on how to troubleshoot specific issues. Various call types are dissected, with the individual variables and responsible companies identified. Troubleshooting logic is presented to help identify issues by narrowing down the scope of the problem, and the diplomacy of troubleshooting is also presented.

				Part IV: The Part of Tens

				I have placed all of the pearls of wisdom I have in this section. I address the general misperceptions of VoIP, where they came from and why they aren’t (or are) true. All of the things that make VoIP great come next, followed by ten things to avoid. Many of them can cost you money, or land you in jail, so it’s a good section to read. Finally the book is wrapped up with ten places to go for help when you feel you have nowhere else to turn.

				Icons Used in This Book

				The icons in this book are meant to grab your attention. Here’s what they mean:

				[image: Warning(bomb).eps] This icon indicates that you need to be extra cautious, lest you become subject to a common pitfall or problem.

				[image: Tip.eps] Tips provide insight into configuring, developing, or understanding something better regarding PPS.

				[image: Remember.eps] This icon denotes a key point of understanding, or serves as a reminder for how to handle something particularly tricky.

				[image: TechnicalStuff.eps] Feel free to skip anything listed as Technical Stuff unless you either really like tech stuff, or you’re having a specific issue where you need to learn as much as possible about an aspect of VoIP. I don’t drill down into the individual code making up the constituent software of VoIP, but I do allude to it here and there in these sections in case you want a direction for more inquiry.

				Where to Go From Here

				The Table of Contents is the best place to begin. Scan it and look for anything you aren’t confident you know. If you’ve had any exposure to VoIP at all, some of the book may just be a refresher course for you, and some may not apply. If you’re just starting out and haven’t formally been taught anything about VoIP, dive in to Chapter 1 and then peruse the Table of Contents. Every chapter is independent and doesn’t require that you’ve read the previous chapter to understand it, so it’s okay to jump around from chapter to chapter. As one chapter piques your curiosity, you can always jump back to the Table of Contents to find other areas where it’s covered as well. Many aspects of VoIP, like faxing and DTMF digits, are covered from a different angle in more than one chapter. All of the basic VoIP information you need is in here, so read it, skim it, skip what you don’t need to know, and most of all, enjoy!

			

		

	
		
			
				Part I

				VoIP Essentials
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				In this part . . .

				I provide the information necessary to grasp VoIP, its structure, its myth, and the supporting elements that make it great. VoIP transmissions are not built like a normal phone call, and the unique nature of their design lend themselves to possibilities, both good and bad, that aren’t available with traditional telephony.

				The process for Local Number Portability (LNP) in which phone numbers are migrated from traditional local carriers to VoIP carriers is covered in detail. The process, as well as the structure of the VoIP market is addressed to illuminate the challenges with this, seemingly simple task.

				The specifics of the SIP and SDP elements of a VoIP transmission are dissected, revealing their functions and the expected banter between both ends of a VoIP call. Almost every aspect of a VoIP call is negotiated between the end points, and sometimes intermediary proxy servers, so great care was given to define the aspects of the communication so any issues can be identified.

				This section finishes with an overview of a dial plan, the software of a VoIP phone system governing the routing of calls and deployment of applications. Aspects of it are covered for cost savings, useful features, and to identify the wealth of options available with a standard VoIP phone system.

			

		

	
		
			
				Chapter 1

				Reviewing VoIP Basics

				In This Chapter

				Seeing what makes up a call

				Separating the fact from fiction

				Gathering the hardware you need 

				Sending non-voice transmissions 

				Migrating phone numbers or getting new ones

				Voice over Internet Protocol (or VoIP, as it’s more commonly known) is truly a disruptive technology, bringing in new possibilities while departing from traditional telephony in structure. It packetizes normal voice phone calls and transmits them over the Internet, using the same sort of path on which you send and receive e-mail and Instant Messages, or surf the Web. VoIP has changed how network technicians, engineers, and programmers view telecommunications, how it’s transmitted, where it can be delivered, and the lack of flexibility in traditional telephony. It empowers small business to build its own phone systems by using open source software, giving it the power to add features, use multiple carriers to save money, and turn to troubleshooting tools previously reserved only for carriers.

				While the technology has evolved, the market has responded. Years after VoIP was rolled out within the networks of long-distance carriers in America, it has gained a foothold in the telecommunications market, but it remains an enigma to many. Many people still hold on to their pre-conceived notions of what VoIP is and how it works.

				This chapter explains the basics of VoIP, and it also covers what hardware you need to use it, the challenges of the technology, and some of the added hurdles that it creates.

				Parts of a VoIP Call

				VoIP isn’t one single protocol or software package that converts your analog or digital phone call into something that can run over the Internet. VoIP is a group of specialized software elements, each performing a specific task.

				Every phone call (whether VoIP or non-VoIP) has two basic components, each using an allotted amount of bandwidth to do its specific job. These call components are

				The voice portion: Also called the media of the call or the payload. The digital, analog, or VoIP representation of your voice is transmitted through the voice portion. Without this part of the call, you can’t hear the words, laughs, sighs, or . . . anything from one end of the call to the other.

				The overhead: Where everything that isn’t the voice portion of the call is transmitted. It handles the housekeeping and maintenance of a call. In this section of bandwidth, the messages to establish the connection of a call are transferred (called call setup), as well as the mundane task of clearing a call through a network after both parties hang up (called tear-down). This overhead section can also handle a variety of other tasks, such as transmitting codes that translate as ringing, busy signals, or recordings about failed calls (for example, if you dialed a disconnected number). This portion of the call also transmits your Caller ID, as well as the connect and disconnect signals used to begin and end billing on your call.

				Figure 1-1 compares the voice and overhead portions of a standard analog and a VoIP phone call.

				
					Figure 1-1: Analog call and VoIP call comparison.

				

				[image: 385432-fg0101.eps]

				Figure 1-1 shows how the overhead and media portion of a traditional call are located in a contiguous section of bandwidth from start to finish. When the individual calls enter the network of your long-distance carrier, your call is then routed into a larger circuit, along with hundreds and thousands of other calls. All the calls have a similar structure, in which the bandwidth is portioned out for each element of the call from point to point along the way. The overhead of the call handles all the call setup and tear-down information from both ends of the call, and the media portion of the bandwidth similarly handles transmission of the speech from both ends. While your call is routed from your local phone carrier to your long-distance carrier, and on to the local carrier that services the number you dialed, both elements of the call continue to be bonded together.

				[image: TechnicalStuff.eps] Technically, not every non-VoIP call has the voice and overhead portions of the call sandwiched next to each other from start to finish. Several different protocols are used to send and receive traditional telephony calls:

				In standard loopstart, groundstart, or E&M wink circuits, Figure 1-1 is an accurate depiction of how a call is transmitted. All of these protocols transmit calls while maintaining the conjoined bandwidth of 64 Kbps for the combined overhead and the voice portion. The unique nature of these three protocols are in the Glossary.

				If the call is sent by using ISDN, then the overhead is aggregated on one channel of the circuit, not as a portion of the single channel. The overhead is stripped from the individual calls and given 64 Kbps of bandwidth instead of the minimal room given on a standard telephony call. This allows it to perform all its required duties for many calls, and has additional features that aren’t available with loopstart or groundstart calls.

				If the call in Figure 1-1 is sent with SS7 signaling, then it has some of the flexibility of VoIP and a somewhat similar structure, but the overhead is still a continuous stream of data between you and your carrier, not the transmission of overhead packets on an as-needed basis that you see with VoIP.

				 If you’re interested in finding out more about all these other signaling types, I recommend Telecom For Dummies (Wiley Publishing, Inc.), by yours truly.

				VoIP is structurally different from a traditional telephony call in three ways:

				The overhead of the call isn’t bonded to the media of the call, so the overhead and media can be transmitted via completely different routes.

				 Not only can the overhead of the call find its own way from end to end, it can also be transmitted between different endpoints than the media of a call. The detached nature of the overhead allows for much greater flexibility in call transmission as the voice portion of the call can be easily redirected to a new location while still maintaining the overhead between the same two points.

				The overhead of the call (depicted as dashed lines in Figure 1-1) isn’t a constant flow of information in a VoIP call — it’s sent only when needed.

				 Traditional telephone lines are constantly checking in to both ends of the call to ensure that there aren’t any problems on the line. VoIP is a much more self-confident protocol — it sends the call and transmits additional information to manage the call only when necessary (such as when the call needs to be re-directed or someone hangs up the phone, ending the call).

				All media and overhead streams can take their own paths between start and end points. Traditional telephony assigns a section of bandwidth for the overhead and the media transmission of the call. Traditional telephony uses 64 Kbps of bandwidth for every phone call. Once the route path is established, both ends of the call use the same 64 Kbps for the bi-directional transmission of overhead and media. VoIP uses a different design that allows each stream of media or overhead to choose its own path to the destination IP. Because of this stream freedom, Figure 1-1 identifies media and overhead paths with individual directional arrows, rather than the two arrows shown on the traditional telephony call.

				These three structural differences allow VoIP calls to be managed and routed in ways a traditional telephony call never could be. VoIP allows you to resend a call from its initial start or end point to a new start or end point. Figure 1-2 shows how a VoIP call can be redirected to another destination. In the example, a call between a remote phone and a business’s main office is then transferred to a remote office.

				This traditional mindset about call forwarding has two main problems:

				You’re using a lot of unnecessary bandwidth. By accepting the call into your VoIP server at the main office and generating a new call to the remote site, you’re using about 168 Kbps of bandwidth for the two sets of media streams and another 62 Kbps for the two sets of overhead streams. So, this one transmission uses a total bandwidth of approximately 230 Kbps. If you forward calls often, they can start to strain your available bandwidth.

				You’re using hardware that can fail or add to the latency of VoIP packet transmissions. Every server interacting on a VoIP call adds a small amount of latency (delay), giving you another variable that you have to consider when troubleshooting calls. Avoid any latency that you can on VoIP calls, such as interaction with unnecessary servers, especially if either network is already over-taxed or you’re transmitting faxes or key pad touch tones (which are highly sensitive to latency).

				 Problems with intermediary VoIP servers can also kill VoIP calls. VoIP troubleshooting, like all systematic problem-solving in telecom, can quickly degenerate into finger-pointing. Temporarily redirecting the media of a call to completely avoid a network removes that network as a possible source for whatever issue you’re experiencing. If the issue is only present when your call crosses the suspect network, open a trouble ticket and have them resolve the problem. If the problem persists either way, you’ve at least proven that portion of the call to be clean.

				Figure 1-3 shows how the standard call from Figure 1-2 should have been transferred. The overhead streams are still spanning between the main office and the customer phone, but the media streams are crossing only from the remote office to the customer, eliminating all latency on the media into and out of the main office and freeing up almost 200 Kbps of bandwidth on the main office IP connection for other calls.

				
					Figure 1-2: Traditional forwarding of VoIP call.

				

				[image: 385432-fg0102.eps]

				
					Figure 1-3: A VoIP redirected call.

				

				[image: 385432-fg0103.eps]

				[image: Remember.eps] As useful as this type of redirect is, many carriers don’t like it because it requires their servers to work a bit harder. VoIP redirects the media portion of the call by sending a message to the server at the other end to roll the media to the new location. If you’re a VoIP provider, this can amount to a lot of messages you’re sending to your carrier’s server to redirect the calls. Just like VoIP servers work to eliminate latency on the transmission of calls, the carriers try to reduce how hard their servers have to work.

				[image: Warning(bomb).eps] Beware the rogue media stream. As awe inspiring as it is to see a media stream running off into the ether with no overhead in sight, a media stream can always go rogue. If the end IP destination requested in the redirect message is incorrect, some poor innocent IP is bombarded with a media stream. If the IP isn’t set up to receive VoIP transmissions, the entire stream is probably rejected, with minimal impact to server receiving the unwanted data. If the receiving server is set up to receive VoIP, it might spin out of control and flood it, preventing it from servicing legitimate VoIP calls in an unintentional Denial Of Service (DOS) attack. Even though it wasn’t your goal to overload their server, the RTP still prevented their intended customers from reaching them, so they’ll call it a DOS attack, until we coin another acronym for involuntary SPAM.

				Dispelling VoIP Misperceptions

				Some of the confusion surrounding VoIP isn’t unique. Fifteen years ago, people had the same fears, concerns, and misperceptions about the hottest technology of the time — ISDN. Today, the marketing machine for VoIP has promised that it will do everything but julienne potatoes, all for free or a low monthly package fee.

				[image: Remember.eps] VoIP isn’t as great or as horrible as anyone portrays it.

				Using more bandwidth

				Just because VoIP is slick and new doesn’t mean that it’s entirely more efficient than traditional telephony. VoIP has both uncompressed and compressed call options. Each has its pros and cons (covered in Chapter 2), but they’re all contained within the same VoIP structure.

				A standard non-VoIP call consumes slightly more than 64 Kbps of bandwidth, and you can place 24 consecutive calls over a normal dedicated 1.5 Mbps circuit. VoIP calls require more bandwidth to handle the additional overhead associated with packetizing it for transmission. If the media portion of the call isn’t compressed, the total bandwidth consumption of a VoIP call can exceed 120 Kbps. A full 1.544 Mbps circuit of uncompressed VoIP allows you only about 13 calls, barely more than half the total calls possible if the circuit were traditional telephony.

				The good news is that the most common type of VoIP compression allows you to transmit over twice the number of consecutive calls over a 1.544 Mbps circuit. You can save a lot of bandwidth by using VoIP, but how much you can save depends on whether you’re compressing the media on the call. (Chapter 3 explains compression.)

				Realizing that VoIP isn’t free

				One of the biggest marketing campaigns surrounding VoIP was the idea that all VoIP calls were free. At one point in time, that may have been true. Before 2007, the U.S. government didn’t know how to tax VoIP calls, and so those calls were tax free. Before 2005, most VoIP calls were from one VoIP phone or computer on the Internet to another VoIP phone or computer on the Internet. By avoiding the infrastructure used by traditional telephony calls, it also avoided all the fees. As far as anyone else knew, the transmission wasn’t anything other than someone surfing the Web or sending an e-mail.

				The business of VoIP has changed since then, and many people simply use VoIP to access a local or long-distance phone carrier. Companies such as Vonage or your local cable TV company (if it also sells local phone service) are typical VoIP providers. These companies set up a VoIP connection between your home and their switch, but if you’re calling your aunt in Florida or your grandma in Philadelphia, the call is still passed over the same legacy telephone network that it would if you dialed from a non-VoIP phone. Because the call uses the same switches and systems as a traditional telephony call means that the call is assessed per-minute rates in the same manner.

				[image: TechnicalStuff.eps] Any call that you make to a standard telephone number is charged a per-minute rate somewhere along the way. Even if you pay a flat monthly fee for unlimited long distance, your carrier is banking on the fact that it’s charging you enough to cover all the minutes it’s being billed for your calls.

				Accepting that VoIP may not be cheaper than traditional phone service

				VoIP’s launch marketing hype said that, although it may not be free, at least it’s cheaper than using the traditional analog phone lines and digital circuits. But it actually isn’t always cheaper. All the long-distance carriers are rolling out VoIP service, but not every small and medium-sized business can save money by using it.

				Business customers traditionally purchased dedicated circuits from their long-distance carriers, which allowed them to aggregate traffic and get a lower per-minute rate on their calls. Most carriers have kept the same pricing for the per-minute cost of their calls because the calls’ networks and routing still go through the same systems. The main differences in the cost of VoIP, when compared with traditional telephony, are access fees and hardware costs.

				Factoring in access fees

				The phone carrier providing traditional dedicated circuit charges a monthly fee for the lease of the local loop, the cabling that connects your business to your carrier. A VoIP connection requires that you have not only a connection to a carrier, but also a port to the Internet, which usually costs an additional fee. You can generally use an Internet connection from another carrier to reach your long-distance provider, but then you have to worry about latency. Every server you encounter between your own server and your carrier represents a delay that can degrade the quality of your VoIP calls or simply cause your calls to fail. Before jumping into VoIP, be sure to compare how much IP bandwidth you need to match the total quantity of calls and consider all the loop fees and port costs.

				[image: Remember.eps] The bandwidth used to place VoIP calls and traditional telephony calls can vary. A standard dedicated circuit that has 1.544 Mbps of bandwidth (called a T1 or DS-1 in America) is designed with 24 channels, each capable of processing a call. If your peak calling time has 24 calls going at one time and you don’t want to compress your VoIP calls, you need to order two T1 circuits. With two circuits, your cost doubles because you have to pay two local loop fees and two Internet port fees. If you compress your VoIP calls, you can use one T1 circuit for 48 consecutive calls.

				Table 1-1 and Table 1-2 show how your choice in compressed or uncompressed VoIP has a direct impact on your bottom line. Contact your Internet provider for the exact local loop and Internet port costs.

				
					
						
								
								Table 1-1 Monthly Charge Comparison for Uncompressed  VoIP and Traditional Telephony

							
						

						
								
								Telephony Type

							
								
								Maximum Calls

							
								
								QTY of T1s required

							
								
								Local Loop Monthly Charge

							
								
								Internet Port Monthly Charge

							
								
								Total Monthly Charge

							
						

						
								
								Uncompressed VoIP

							
								
								24

							
								
								2

							
								
								$300 ea

							
								
								$200 ea

							
								
								$1,000

							
						

						
								
								Traditional Telephony

							
								
								24

							
								
								1

							
								
								$300 ea

							
								
								N/A

							
								
								 $300

							
						

					
				

				
					
						
								
								Table 1-2 Monthly Charge Comparison for Compressed  VoIP and Traditional Telephony

							
						

						
								
								Telephony Type

							
								
								Maximum Calls

							
								
								QTY of T1s required

							
								
								Local Loop Monthly Charge

							
								
								Internet Port Monthly Charge

							
								
								Total Monthly Charge

							
						

						
								
								Compressed VoIP

							
								
								48

							
								
								1

							
								
								$300 ea

							
								
								$200 ea

							
								
								$500

							
						

						
								
								Traditional Telephony

							
								
								48

							
								
								2

							
								
								$300 ea

							
								
								N/A

							
								
								$600

							
						

					
				

				Figuring out the hardware costs

				Unless you’re creating a brand new company and phone system from scratch, you have to spend some money to either replace existing hardware or augment your network to handle VoIP. You don’t have to spend this money if you stay with your existing configuration, so you need to weigh this cost against the financial and business benefits of deploying VoIP. I cover the types of hardware in the section “Identifying the Hardware You Need,” later in this chapter.

				Worrying about compatibility

				Whenever any new technology is released, everyone always worries about compatibility. You may be wondering, “Will I be able to communicate with other VoIP devices?” I have a Fuji digital camera that uses a memory card that works with only Fuji and Olympus cameras — and it doesn’t work in the photo printers at the local drugstore, either.

				Looking at the compatibility headaches that came with other technologies, international organizations such as IETF (Internet Engineering Task Force) and the ITU (International Telecommunications Union) established guidelines called RFCs (Request For Comments) about how to transmit VoIP calls. This international cooperation allowed everyone to work together to develop systems and logic for VoIP transmissions, instead of everyone making up their own versions and letting the market decide which technology would survive.

				Even though these organizations set down the guidelines for the transmission of VoIP calls, programmers still wrote software based on their own interpretations, and the industry quickly realized that those small nuances made all the difference.

				VoIP carriers identified this challenge and developed InterOperability (InterOp) testing to ensure that the custom software built for a small business would work with the custom software built for a long-distance carrier. For a period of time, every carrier had an InterOp program with a testing window of a few days to a few weeks. In this testing window, VoIP customers and carriers validated that both ends of a VoIP call could accommodate how that call was being packaged, processed, and managed.

				That was then, and this is now. In spite of the fact that you can sit down and create your own version of the VoIP protocol, you don’t need to because you can find free software on the Internet that does it for you. You can download Asterisk or AsteriskNOW from http://asterisknow.com/ and instantly have every bit of software you need to send and receive VoIP calls. The VoIP industry now has a greater level of uniformity in software, and you rarely encounter incompatibility between VoIP devices anymore. Carriers no longer have to worry about InterOp testing (though some still offer it because they’ve built infrastructure to support it and they have an extensive pre-established set of test cases that need to be accomplished that normally can’t be concluded in a normal activation). They instead schedule a normal installation, just like they would if you were activating a traditional telephony circuit.

				Many small businesses didn’t appreciate the elimination of InterOp testing because they used the InterOp test environment to test and confirm their own internal dial plans or configurations. InterOp was designed to ensure that a business’s VoIP server could effectively communicate with the VoIP server of its carrier, but slick technicians extended the testing to confirm that their new find-me-follow-me service was functioning properly or work through some bugs in their internal dial plans.

				[image: Tip.eps] VoIP installation (covered in Chapter 8) is a very straightforward process. Incompatibility between VoIP hardware is now as likely as incompatibility between traditional telephony hardware.

				Rejoicing in good quality calls

				The quality of your VoIP call depends almost entirely on the network over which it’s transmitted, from end to end. Long-distance carriers have been using VoIP within their own controlled networks for years. Almost every long-distance call you make is VoIP at some point during its transmission. VoIP is even more prevalent on international calls because the carriers that specialize in this niche market use standard VoIP compression techniques so that they can maximize the profit they get out of their current connections.

				[image: TechnicalStuff.eps] One of the first VoIP calls I received was from a programmer in Romania. I used a softphone that was installed on my work PC. The call had a lot of static and sounded like a radio transmission from Mars.

				Now, almost every traditional telephony call you make is an example of the call quality you can expect on VoIP. It’s no longer a free service with skittish quality; it has established itself as a legitimate form of telephony that’s used, and offered by, all major carriers.

				Understanding the VoIP Landscape

				VoIP is a hybrid of data structure and voice application, so all the flexibility of data programming can now be applied to telephony applications.

				[image: TechnicalStuff.eps] Previously, phone systems were filled with proprietary hardware and software. If you wanted to add five more phone lines, you had to hope that your system had the room for an additional card — and the standard upgrade cards probably had more or less ports than you needed. After you finished installing the phone lines, your hardware vendor still had to sit on site to program the lines and give them the standard voicemail box.

				The creation and release of VoIP has inspired a generation of programmers who didn’t stop at devising a way to send voice calls over the Internet. They took on the office phone systems, as well, and decided to write open source software, such as Asterisk, on which other programmers could build. Now, you can have a fully featured voice telecom application running off a standard server with interface modules that are as easy to install as a new video card.

				The largest structural downside to VoIP is the legacy data network over which the calls are transmitted. The Local Area Networks (LANs) and Wide Area Networks (WANs) were built years ago for the smooth transmission of data, and not for a real-time application such as voice transmission.

				Here are the challenges that VoIP faces because it has to use existing LAN hardware:

				Packets Per Second: Servers, routers and network hardware are rated based on an idea of Packets Per Second (PPS). Data traffic doesn’t really concern itself with PPS because, instead of sending a large volume of small packets on the LAN, it solves the problem by sending fewer packets, with each individual packet containing more data. But the real-time demands of VoIP discourage sending large amounts of data in individual packets. Losing a single large packet of data on a voice call might keep the call from connecting or affect the quality of the call. VoIP requires ten times as many packets to send the same volume of information as a data transmission.

				Retransmission potential: The primary protocol used to transmit data across the Internet is the Transmission Control Protocol (TCP). It confirms all packets are received by sending a count of how many packets were sent before the transmission is completed. If the receiving end received less than the total number of packets reported to have been sent, the missing packet can be resent without corrupting the transmission. Voice calls aren’t that forgiving. They’re transmitted with a leaner protocol called User Datagram Protocol (UDP), which doesn’t allow packets to be retransmitted. If a packet doesn’t arrive, it can’t be retransmitted; if it arrives out of sequence, it’s discarded.

				 The inability to retransmit lost or corrupted data removes the possibility of a simple redundancy tool in VoIP transmissions, and is why every network engineer deploying VoIP is concerned about any delays in the delivery of VoIP packets.

				Traffic pattern: Data transfers tend to be long transmissions with a consistent flow of packets from end to end. Uploading or downloading a large file may take 30 or 45 minutes, during which time the packets are diligently being sent and received. Voice traffic has a patchier transmission style — your office may receive a barrage of calls between 9 a.m. and 10 a.m., and then the volume may drop off considerably before another spike hits in the afternoon.

				All the issues in the preceding list are a challenge for VoIP to function within an environment that didn’t anticipate its arrival. The market is continually responding to new technological needs, and I’m sure that newer, faster equipment will evolve to cater to this growing market.

				Identifying the Hardware You Need

				You can deploy VoIP as superficially or as deeply into your network as you want. You don’t have to replace all your existing phones, your phone system, and the copper wire that connects them together with new VoIP equipment. If you’re keeping all your analog phones and infrastructure, at a very minimum, you need a server to act as a gateway.

				The term gateway has several different definitions, generally broken down into two categories:

				Network gateway: A device owned by a large long-distance or local phone service provider. It has a high call capacity and interacts through ISDN and SS7 signaling with the intermeshed connections of long-distance and local carrier networks referred to as the PSTN (Public Switched Telephone Network) that provide the paths to complete every call that either originates or terminates in the United States.

				[image: Tip.eps] ISDN and SS7 signaling are defined in the Glossary.

				Enterprise gateway: A device located at a non-carrier (most often, one transmitting at least two million minutes of calls per month) that interacts with the PSTN by using less complex protocols than a network gateway.

				In the realm of VoIP, a gateway is a device that converts the language of the data received to a different protocol (or even a variant of the same protocol) so that it’s compatible with the destination. The most basic example of a VoIP gateway is the Analog Telephone Adapter (ATA), which is a small hardware device that’s delivered when you sign up to switch your home phone to VoIP.

				Figure 1-4 shows how the ATA connects to your phone and sits between it and your VoIP carrier. It communicates to your carrier by using VoIP, but it converts the signal to analog so that you can use the same telephone you’ve always had. This type of service is generally sold as an add-on to your cable Internet or Dedicated Subscriber Line (DSL) service, but the standard bandwidth you use surfing the Web generally doesn’t degrade the quality of a single phone line.

				As long as you keep your voice and data networks separated, you can hold in check the variables that can affect call quality and completion. Figure 1-5 shows the most modest deployment of VoIP in a small business or office.

				The small office in Figure 1-5 has existing analog phones and copper cabling that are being reused after adding a server that runs AsteriskNOW and using an Internet connection dedicated to VoIP.

				
					Figure 1-4: Installation of analog telephone adapter.

				

				[image: 385432-fg0104.eps]

				
					Figure 1-5: Small-business VoIP deployment.

				

				[image: 385432-fg0105.eps]

				If you are deploying VoIP by replacing your phone system, as shown in Figure 1-5, the main financial expense to absorb is for a strong server and analog cards that have enough ports to support your office requirements. The good news is that you don’t have to replace any phones or cabling to make it all work. You can still pick up your old analog phone and dial out because the server converts the call to VoIP and sends it over the Ethernet port. The call runs through the IP connection to your VoIP carrier, which forwards it on through the Public Switched Telephone Network (PSTN) to connect to the phone number you dialed.

				AsteriskNOW is my VoIP phone system of choice because the software is feature-rich and easily accessible, and anyone technically skilled enough to install a new motherboard on a computer can install it (including any analog port cards you may have) easily. This solution allows you to use both the traditional analog phone lines you receive from your carrier and an Ethernet port to send and receive VoIP calls.

				You can load Asterisk on any server that’s running Linux. The interface cards are made by a company called Digium (located at www.digium.com) and aren’t cheap, but they work like a charm. The analog cards are optioned with either

				Foreign Exchange Station (FXS) ports that connect to your analog telephone

				Foreign Exchange Office (FXO) ports that connect your server to the your local carrier through the phone jack on the wall.

				[image: Remember.eps] When you install the analog cards for Asterisk, don’t forget to plug the power into them. FXO ports on the cards receive power from your local phone carrier through the cabling that ends in the jack on the wall. If you want to send calls to phones on the desks of your employees, you need to make the connection from the card to the internal power feed within in the server. If you don’t see the green light illuminated to the telephone jack on the back of the card, that port doesn’t have power.

				Figure 1-6 shows a simplified, but fully integrated VoIP and data network. In this scenario, all the copper phone lines that usually connect telephones to the phone system have been replaced with Ethernet cables, and all analog phones have been replaced with VoIP phones. The same Ethernet that the VoIP phones use to connect to the VoIP proxy server also allows the office PCs to surf the Web, send and receive e-mail and Instant Messages, and access the printers and servers on the LAN.

				
					Figure 1-6: Fully integrated VoIP and data network.

				

				[image: 385432-fg0106.eps]

				This type of deployment requires much more analysis and planning before you take the plunge. All the devices on the LAN can crowd your network with packets, generating delays that can result in failed calls, and poor call quality. Part II of this book covers getting ready for deployment in detail.

				The three preceding scenarios show how you can deploy VoIP with as much integration as you desire or require. As long as you have a gateway device to convert VoIP to analog, you can retain legacy hardware and still enjoy the benefits of VoIP. These scenarios are all very basic — you can find many more VoIP hardware devices available than I list in Figures 1-4, 1-5, and 1-6.

				VoIP isn’t a protocol to transmit voice telephone calls over the Internet, it’s more the concept of doing so. Several signaling standards can be used to accomplish VoIP, but at the moment, the market is favoring only two choices — either H.323 or Session Initiation Protocol (SIP). I cover these protocol choices in greater detail in Chapter 2, if you want to know more.

				The most popular protocol being used right now is SIP, so I use it as the basis for my hardware and software discussions in this book.

				Understanding nodes

				A SIP node is a generic term used to describe any hardware device that interacts with a SIP call. A SIP node can be the originating SIP hardphone, an intermediary server, or a receiving softphone. Regardless of its place in the call path, each node contains two key software elements:

				User Agent Client (UAC): The UAC initiates communication to the next node downstream in the call path and requests information or acknowledgements from it.

				User Agent Server (UAS): The UAS receives the communication from the UAC of the node upstream on the call, processes the request, and responds back to it.

				Because every SIP node employs these two elements (either in part or in full) during a call, they’re also sometimes referred to as SIP User Agents (UA).

				Dealing with SIP end points

				SIP end points are the first SIP node originating the call and the last SIP node receiving the call. They can include servers that may generate or receive phone calls, but the term SIP end points generally refers to the two types of SIP phones:

				SIP softphone: Softphones are software-based applications that display a small dial pad on your computer screen (similar to the calculator you can find in the Microsoft Windows Accessories folder). You can usually configure a softphone easily, and it allows you to make calls to other IP phones by using the same Internet connection to your PC that you use to surf the Web and send e-mail. The mouthpiece and earpiece of a traditional phone are replaced with the microphone and speakers on your computer.

				[image: TechnicalStuff.eps] I always found the reality of having someone’s voice coming through the speakers of my computer a bit disconcerting. Well, only half as odd as screaming into my computer when I couldn’t hear them.

				SIP hardphone: Any object that you can use to send and receive voice phone calls (that isn’t a computer displaying a softphone) is a hardphone.

				[image: TechnicalStuff.eps] The traditional candlestick phone is a hardphone. The white and brass princess phone is a hardphone, and the black two-line phone with wireless handset on your desk is a hardphone.

				Using the many servers

				The downside of SIP is the more phones you have, the less likely you’ll be able to deliver or manage everything that SIP can provide within the confines of that SIP hardphone. You can easily fix this problem by deploying servers in your network that have specific functions. You can have one server that provides the functionality of all the following servers, you can pair the functions, or you can distribute them as you see fit in a cluster of servers.

				Securing the LAN with a SIP Registrar

				When a SIP hardphone is booted up, it normally signs in with a designated database server called a SIP registrar. The server collects information about the SIP phone, identifying the phone’s location so that the server can effortlessly send calls to that phone when the server receives an incoming attempt for that extension.

				Benefiting from a Feature Server

				SIP facilitates the transmission of VoIP, but all the great add-on options are available from associated open source software, such as Asterisk.

				Don’t try to cram all these fun attributes on the individual PCs that contain soft phones — instead, house them in a centrally located feature server. The services available from a standard server that runs Asterisk include not only normal elements you expect from a traditional phone system, but also some other specialties that you may have had access to from your local phone carrier or a third-party telecom provider. Some of the services that you may have on your feature server are

				Voicemail, with the recorded messages sent to preset e-mail addresses as .WAV files

				Call queues

				Call forwarding

				Conference calling, with call recording

				Call hold

				Call parking (placing the call on hold and transferring it to an extension)

				Least Cost Routing (LCR; see Chapter 4)

				Music on hold

				International call blocking

				Auto-attendant or Interactive Voice Response (IVR) systems

				Blacklisting (call routing based on the call’s Caller ID)

				Aggregating with a SIP Proxy

				A proxy server acts as a link between the SIP devices on your LAN and the outside world. It serves as a single focal point to receive calls to distribute throughout your company, thus making your carrier’s life easier. It also monitors the outbound calls and can be designed to restrict access for some extensions that may be unsecured (such as a lobby phone). It manages calls between the outside world and the LAN only — SIP phones on the network can contact each other without interaction with the SIP proxy (unless the proxy is also the SIP registrar).

				Figure 1-7 shows SIP Phone A and SIP Phone B on a LAN. Because they’re both registered with the same SIP register server (which is also the SIP Proxy, in this example), they can call each other without any assistance. If someone calls on a SIP phone that isn’t listed with the SIP Registrar or from a traditional phone number that must be routed through the PSTN, the call goes to the SIP Proxy Server. This server helps to secure the telephony network. Without the SIP Proxy acting to receive and manage all communications into and out of the office, each SIP hardphone would have to speak directly through the Internet connection to the VoIP provider. Although this approach isn’t a huge technical issue, it’s a security issue because now you have multiple IP addresses that can make outbound calls and are vulnerable to being compromised to commit fraud instead of just one.

				
					Figure 1-7: SIP Prox Deployment.

				

				[image: 385432-fg0107.eps]

				[image: Remember.eps] The processor speed of each proxy dictates the rate at which you can send new calls to your carrier. Most companies that have a normal work force of 10 to 20 employees don’t need to send calls at a rate faster than two or three calls per second (CPS). If your business is telemarketing- or telecom-related, you may need to send up to 70 or 80 calls per second. You can find the calculations to determine your maximum CPS in Chapter 5. If you need more than ten CPS, your carrier will most likely provide multiple Proxy Servers or Session Boarder Controllers (SBCs) on its side to allow you to get the number of calls per second that you need. You may get four SBCs to send your calls to, with 9 CPS per SBC — allowing you to send a maximum of 36 CPS during your peak time without killing your carrier’s system.

				[image: Warning(bomb).eps] Overrunning the prescribed CPS from your carrier makes your carrier upset with you. Every carrier SBC services hundreds of customers. If one customer overloads the switch and slams it with 100 CPS when it wasn’t supposed to send more than 10 CPS, the system will most likely start to progressively increase the delay in responding to incoming calls, and calls will fail. Not only will calls fail from the one customer who’s slamming the switch, but every other law-abiding customer’s CPS will also fail. The network security department of your VoIP carrier watch for this variety of Denial Of Service (DOS) attack and quickly resolve the problem. If you’re the CPS violator, you may receive a quick call from your carrier’s network security department requesting that you cease and desist, or the carrier may just turn off your access to its system. Always watch your output and maintain friendly relations with your carrier.

				Transmitting the Non-Voice

				VoIP was designed for the transmission of voice conversations over an IP network. It evolved to sample and reproduce the human voice, matching the quality of existing telephony. It has succeeded in that endeavor, but two other essential aspects of telecommunications frequently use non-voice transmissions — touch tones and faxes.

				Pushing touch tones

				Technically, the sounds you hear when you press the digits on the keypad of your phone are called DTMF (Dual Tone Multi Frequency) tones. They were designed as two tones sent at the same time (hence the “dual tone” part of their name), a feat that can’t happen in normal human speech. Because of the complex nature of the sound, VoIP has a difficult time reproducing it when the voice portion (media) of the call is compressed.

				Unfortunately, touch tones are commonly used during business calls. Every voicemail system says something like, “Press 1 to page this person.” Or you may encounter a complex auto-attendant system that asks you to input your phone number, account number, or extension of the person that you want to speak to. VoIP has found ways to make DTMF tones work, but the solutions vary, depending on whether you’re using compressed or uncompressed transmissions.

				[image: Tip.eps] I cover the options for DTMF in detail in Chapter 6.

				Faxing over VoIP

				The squeals, squalls, and hissing that you hear during a fax transmission definitely don’t fall in the realm of sounds made by a normal human voice. They’re specifically designed to transmit data representing a visual image and, like DTMF tones, provide a challenge for voice-centric VoIP. The VoIP community of engineers and programmers have expended a great deal of effort to establish a viable way for faxes to be sent within a VoIP infrastructure.

				[image: Tip.eps] You can get a breakdown of your best options in Chapter 6.

				Porting Phone Numbers

				VoIP has been helped along in popularity and growth by the widespread availability of high-speed Internet connections and the fact that people can migrate their phone numbers from their current local phone providers. Local Number Portability (LNP) is the process by which a phone number is moved from one local phone carrier to another. It’s a relatively new process that has a few challenges to be overcome.

				[image: Tip.eps] Keep these key points in mind when you move your phone number to a new carrier:

				You lose all your features. Every feature that you have on your phone line at this time that isn’t provided by your phone system is provided by your local phone carrier. Your new local phone carrier needs to provide call forwarding, voicemail, three-way calling, distinctive ringing, Caller ID blocking, and any other features you require. Always ask to ensure your new carrier can provide the features before you sign a 12-month contract and move your phone number.

				You can’t move a virtual phone number. Some phone numbers don’t exist on a physical phone jack on your wall or a piece of copper wire coming into your office. These phone numbers are virtual numbers that exist only to provide a feature.

				 A classic example is the distinctive-ringing number you order for your children so that you know when someone’s calling to talk to them. The phone number that your local phone carrier provides doesn’t physically exist anywhere other than a database in the carrier’s network. When a call arrives in the local carrier’s central office, it sees the number dialed and sends the distinctive ring to your house.

				You need to provide a Letter of Authorization. This letter is a security measure for both you and your carrier. You fill out the Letter of Authorization (LOA), sign and date it (less than 30 days before your request), then submit your phone number for migration. This documentation keeps the carriers honest and provides a paper trail in case someone from a company with 100 phone numbers transposes some digits and mistakenly migrates your home line.

				The time frame to migrate a number varies by carrier. Every local phone provider of any size has its own department devoted to processing the incoming and outgoing migration of phone numbers. Although every local phone provider has a porting relationship with every other local phone provider, the nature and structure of that relationship varies. Larger local phone providers may be e-bonded (electronically linked) with automated systems that can validate and release a phone number to a new carrier in five days. Smaller carriers may process the requests manually with a short staff and, depending on who’s sick in the department and whether it’s a holiday, the time to migration may be one month or more.

				You may not be able to get a directory listing. You may not get your phone number listed in the white pages of your local phone directory when you migrate that number. Depending on the carrier you select, it (or the carrier it uses to actually receive your phone number) may not want to support the staff required to process, maintain, and manage the service. Ask whether your new carrier provides directory listing.

				Your carrier can’t legally prevent your number from migrating. The phone number that rings into your office is yours — and with perseverance and diplomacy, it can migrate.

				Reviewing the LNP process

				The LNP process can be an extremely frustrating experience for everyone involved, especially when the business whose numbers are migrating doesn’t know the steps involved. Unfortunately, unlike cell phones, the land-line realm of telecom can’t migrate your phone number over in a matter of minutes. It takes days, and the process has three distinct steps.

				Say that you’re moving your phone number from Pacific Bell to Level 3. After you submit your order to Level 3 (along with your current LOA), Level 3 follows this process:

				 1. Level 3 requests a Customer Service Record (CSR) from your existing carrier. This process can take as little as a few hours if the releasing carrier (in this example, Pacific Bell) is e-bonded with the carrier making the request (Level 3), or it can take as long as weeks. Pacific Bell returns your CSR, and Level 3 uses the information to match up the LNP request, making sure that someone didn’t transpose a phone number or list completely bogus or invalid information.

				 2. Level 3 issues an Add Service Request (ASR) to Pacific Bell to move the phone number to Level 3. Requesting the CSR from Pacific Bell doesn’t tell the company that you intend to move the phone number, and the system to pull the CSR information may not be directly linked to the internal LNP process within Pacific Bell. The issuance of the ASR to Pacific Bell is its first official notification that you are porting your phone number from the company.

				 3. Pacific Bell issues a Firm Order Commitment (FOC) to Level 3 and identifies the date on which the number will be released.

				After the carriers complete all the steps, the number is pre-built within Level 3’s network on the night before it’s to be released, so the following morning at 9 a.m., it cuts over without a disruption of service. The transition happens seamlessly, and you can’t even tell that your number’s been moved.

				Understanding rejections

				Not every porting request flows perfectly smoothly. An order can be rejected by your current local carrier (Pacific Bell in the preceding example) at any point during the migration process for a number of reasons. The rejections are rarely malicious — they’re used to protect you and your phone numbers. If the process had no checks and balances, anyone could accidentally migrate your phone number away without your consent. Here are some of the more common rejects you may encounter:

				Name or address mismatch: This rejection is generally issued when someone transposes digits on a phone number. When your new local phone carrier matches up your order to migrate your phone number with the company or residence named on the CSR, if the phone number and company name aren’t the same, the order is rejected. You can resolve this rejection by

				 • Checking to ensure that you wrote the correct phone number down.

				 • Providing a copy of your local phone bill, listing your company name and the phone number in question. This documentation should allow you to push through the issue (unless you have a resold account, as explained in the following section).

				Pending order: If your phone number has any pending orders on it at the time of migration, the existing local phone carrier rejects the migration request. Ordering new voicemail service on your business line a day before you request to migrate the number sends mixed signals to your carrier.

				 As a rule, a carrier rejects any migration request while the phone number in question has any pending orders. You can clear this rejection either by

				 • Calling into your existing local carrier and cancelling the pending order

				 • Waiting long enough for the pending order to complete and then resubmitting the LNP request.

				Billing Telephone Number (BTN) doesn’t match or is inconsistent with the phone number: The BTN is the main phone number used in the billing system of the local carrier to identify all phone numbers for your company. Large companies with multiple locations may have unique BTNs for each site to make it easier for their carrier to invoice and manage the account. The BTN mismatch rejection is more complex than a simple name and number mismatch. The phone number and company name may match up, but the address isn’t in the same city or state as the phone number. If you’re trying to migrate a phone number in Milwaukee, Wisconsin and you list a BTN for your remote office in Marfa, Texas, the LNP request will probably be rejected. Just like on a name/address mismatch, you can resolve this problem by supplying a copy of your bill and following up on the order daily as it progresses through the LNP process.

				PIC Freeze: A Primary Interexchange Carrier (PIC) freeze is a logistical security device that many people have on their phone lines to prevent changing their long-distance carrier without their consent. This process also applies to the migration of local phone numbers. Your local carrier rejects any attempt to migrate your phone number as long as you have the PIC freeze on that number. You can clear this hurdle by calling your existing local carrier and having the PIC freeze removed. Then, you have to resubmit the number for migration.

				Grappling with resold accounts

				Every VoIP provider that you can receive phone service from doesn’t have several millions of dollars in phone switches, cabling, and a batallion of employees to service their networks. A VoIP carrier has to spend massive amounts of time and money to become an established local phone carrier. Such a huge barrier exists to entering the market that many companies bypass becoming a carrier themselves. Instead, they take a short-cut and simply contract with a company that has already gone through the process. The companies that don’t own their own networks are technically resellers of VoIP service. There can be several VoIP resellers between the company using the service, and the carrier that’s ultimately providing it.

				One of the greatest frustrations with the LNP process is the blanket of mystery that covers phone numbers provided through VoIP resellers. This situation leads to a chain of customers and providers that looks similar to Figure 1-8.

				
					Figure 1-8: Customer - Reseller - Carrier Chain.

				

				[image: 385432-fg0108.eps]

				An end user of record generally identifies the person who receives service on a phone number and is financially responsible for that number. The challenge facing the industry in the situation of resold accounts is that the end user of record changes, depending on who you ask.

				The carrier in Figure 1-8 knows only that the phone number in question is on an account for Vonage. When the CSR is received by a carrier attempting to initiate a migration for it, the billing entity on it is generally listed as the reseller. Because Vonage isn’t a true local phone provider, it doesn’t receive the migration request — so the name, phone number, and address of the end user can’t be validated in the same way that a non-resold number can. You can generally clear this reject by submitting a recent copy of your phone bill that shows your company name, address, and the phone number that you’re trying to migrate.

				But the situation can get even more complex and muddled. Some resellers package VoIP with additional services and private-label it for sub-resellers. Another link appears in this chain of companies, further obscuring the true identity of the legitimate end user who picks up and answers the line when someone calls the number. If a secondary-reseller is in the mix, submitting a bill copy may still not resolve the problem because the address and company name listed won’t match anything the VoIP carrier or the first reseller can use to validate the request (because the true end user is only known by the secondary reseller). When all else fails, bring together everyone from the LNP departments of every company in the chain and talk it out. It’s amazing how everything begins to work when you bring everyone together.

				[image: TechnicalStuff.eps] Only local phone carriers own and supply phone numbers, which is why I continually refer only to local phone carriers when discussing the porting process. The line between who’s a long-distance and who’s a local carrier can often get blurred because of mergers, but a carrier must be licensed in your state to provide local service and have a network of large phone switches built to provide local phone service (categorized as Class Five switches) in order to have numbers to port.

				Dealing with the costs

				Migrating phone numbers from one local phone carrier to another used to be free in the innocent frontier days of VoIP. Local phone carriers sat one or two people in an office and let them handle the dirty business of LNP. When VoIP grew, and more and more people began migrating their home phone numbers and small business lines to VoIP-enabled local carriers, the job began to occupy more people and more resources.

				Then, one day, local phone carriers’ accounting departments decided to run a cost-benefit analysis of the process and — not to anyone’s surprise — they found that they were losing money. Magically, overnight, the service that used to be free now had all kinds of ancillary fees, such as

				Installation/migration fee: A per-number charge that’s assessed for the processing, migration, and activation of a phone number from one local phone carrier to a new local phone carrier. The fee can vary, but a $25-per-number charge isn’t unheard of.

				Monthly recurring fee: This fee is generally under $1 per number per month and helps to offset cost required to maintain the routing information for the phone number in the national routing database.

				Change/modification fee: You have to pay this charge if you need to modify information to a number during the migration process. These fees can vary.

				Snapback: The Snapback process is the LNP version of dealing with buyer’s remorse. If you request to have your phone number migrated, and 24 hours either before the number is to port or after the number has ported to the new carrier, you demand that it be returned to your old carrier, the carriers can do it quickly through a process called Snapback that instantly returns the ownership of a phone line to the prior local carrier. Snapback can only be done up to a few days after the initial release of the number, while the routing and infrastrucuture is still in place at the prior carrier. The downside of this procedure is that it frequently costs $200 or $300 for each phone number returned.

				[image: Tip.eps] If you’re migrating more than 20 phone numbers from a single carrier, ask your new carrier whether it can process the order as a bulk order for a reduced activation fee. You may be even more successful at reducing the installation fee if you’re moving from one reseller to another who both use the same network. Figure 1-8 gives a good example — if you, the end user, move to another Level 3 reseller from Vonage, the numbers don’t have to migrate to anywhere. They still remain with Level 3, who merely has to change the reseller account on which they reside. Internal migrations are generally less painful and costly for the carriers, and so those carriers are more inclined to provide financial clemency if you ask.

				[image: Warning(bomb).eps] Many companies don’t need to migrate every phone number in their office. The financial cost per number encourages many companies to simply migrate the phone numbers known to the outside world, such as the main office line used for incoming calls and the fax line. In these migrations, your existing carrier may ask whether you want to cancel or migrate the remaining phone numbers. Be very careful to identify any and all numbers that you need to migrate before telling them to cancel the rest. Any number that you cancel can be immediately released to the available pool for anyone to reserve. If you don’t correct the situation before the number is fully cancelled, it can easily be gone and lost forever — with no way to recover it. Check your phone numbers twice (or three times) before you cancel any of them.

				Identifying who’s responsible for what

				If you work in a small business that’s migrating its phone numbers, you’re responsible only for correctly filling out an LOA and any additional paperwork, and possibly supplying a copy of an invoice that shows your company name, address, and the phone number(s) you’re porting. If you work in an enhanced VoIP company that has a book of customers on one side of your network and a carrier from which you receive your VoIP service on the other side, more responsibility is resting on your shoulders.

				A VoIP reseller must not only provide an LOA and a copy of a bill, but also gather status on all LNP orders in process, identify all LNP rejections, and proactively resolve the rejects by supplying additional documentation or negotiating the release on conference calls. Unless your carrier specifically states in your contract that it is accepting the responsibility to manage the LNP orders and proactively solicit documentation from your end users, and negotiate the release of rejected numbers, it offloads that responsibility to you. Because you have the direct relationship with your end users, and because it would violate the terms of the contract you have with your carrier as a value-added reseller, this complex and unforgiving job rests in your capable hands.

				Your carrier is responsible for processing the orders you supply in a timely and accurate manner, and providing you with the means to identify rejections on individual phone numbers. You might get a weekly spreadsheet with this information, or your carrier might provide an interactive Web site. You just need to remember that the reseller is responsible for deciphering the rejections and taking the appropriate action.

				If you’re a VoIP reseller, you also need to manage all migrated and new phone numbers assigned to you. Because your VoIP Carrier is charging you an activation and monthly fee on these numbers, you need to keep an accurate accounting of those fees to reconcile your invoice every month.

				Your carrier should also provide you with a Port Out Notification whenever a phone number is migrated off your account. You have to account for all the ins and outs of your phone number inventory if you want to ensure that the ancillary monthly fees are accurate — especially if your carrier charges for numbers migrated away from you.

				[image: Tip.eps] Request that your carrier provide your phone number information in a consistent format. Create a process around that format whereby you can simply cut and paste the phone numbers into a database or spreadsheet. Avoid entering phone numbers manually because the potential for human error is far too great — you can end up assigning a phone number that hasn’t been reserved for you to an anxious customer who doesn’t understand why his or her phone number doesn’t actually exist.

				Ordering New Phone Numbers

				You can often order new phone numbers more easily and at a lower cost than you can migrate existing phone numbers. Your carrier doesn’t have to negotiate the release of the phone numbers with another carrier, and it may even have numbers in stock to dole out to you. Remember these two things about new phone numbers:

				Your new carrier can’t guarantee you a specific area code or prefix. If you live in a city that has an area code overlay — where two different area codes service the same geographic area — your carrier can give you either area code, regardless of the one you request. The same goes for the next three digits of your phone number, known as the prefix. You may want an 805 area code and 966 prefix for your numbers, but if 805-756 numbers are the only ones available, those are the number that you get.

				Your new carrier can’t guarantee all your phone numbers at the same time. If you’re requesting more than 100 phone numbers from a specific geographic area or market, you may have to wait over a month to receive all of them. New phone numbers are doled out once a month, in lottery fashion, to all local phone carriers. If your carrier can’t gather all the phone numbers you want from its inventory or after the first round of new number allocation, you have to wait until at least the following month.

			

		

	
		
			
				Chapter 2

				Signaling with SIP

				In This Chapter

				Deciding on your signaling choice

				Looking into the SIP methods

				Understanding the responses to methods

				VoIP isn’t a protocol, it’s more of a concept. A community of programmers wanted to send voice calls over the Internet, and they made it happen. With VoIP, one piece of software doesn’t do all the work. A team of individual software elements, doing specific jobs, works together to make it all happen. They’re all vital participants, and losing any one element of the team stops VoIP from working.

				This chapter familiarizes you with the signaling software element of VoIP, which functions like a project manager. The protocol described in this chapter doesn’t do any of the heavy lifting in VoIP transmissions; it identifies the VoIP hardware responsible for the call and the basic rules of engagement between them. It doesn’t break the voice portion of the call into packets or handle the transmission of the packets. It just makes sure that both ends of the call are in communication. Several VoIP protocols exist, and each choice affects the hardware you need, the networks to which you can connect, and possibly how you need to design the voice portion of your LAN.

				Reviewing Signaling Choices

				Computers are frequently identified by their operating systems. An Apple Macintosh or a Dell PC tells you the overall structure of the software that’s used on the computer. VoIP has a similar equivalent in the VoIP software that’s dedicated to call signaling that identifies the VoIP hardware engaged in both call signaling for the voice and media transmission. This software manages the overall structure of the VoIP calls. It’s responsible for

				The languaging (the coding or wording) used in all communication

				Transmission of the message header, including

				 • Origination phone number and IP

				 • Number dialed or IP

				 • Prescribing the maximum number of times the call can be forwarded

				 • Listing the accepted commands

				 • Specialized software for managing the call’s voice path (media)

				 • Specialized software for managing the packetization of the media

				These responsibilities allow the protocols to signal, record, and deliver enhanced call features, as well as perform the standard functions of establishing the call and tearing it down once one person hangs up.

				You have several signaling choices, but VoIP carriers usually offer one of only two:

				Secession Initiation Protocol (SIP): This set of guidelines, set down by the Internet Engineering Task Force (IETF), covers the transmission of voice, video, and Instant Messaging. It’s the most popular protocol in the VoIP arena today, and it’s structurally faster than the other choice (H.323), requiring only one message to invite a call, rather than the eight messages used in H.323. SIP also benefits from using a conversational approach to VoIP transmission that uses plain text (not code). This plain-text format enables you to read, decipher, and troubleshoot a VoIP call much more easily than with H.323. SIP is the leading protocol used in new VoIP deployments, and I use SIP in my discussions throughout this book.

				H.323: This set of guidelines was designed by the International Telecommunications Union (ITU) working group and supports the transmission of both video and voice.

				 It’s the older of the two leading protocols and has two main drawbacks:

				 • The protocol isn’t in plain text. H.323 code is, well, code. Unless you’re a H.323 programmer, you probably can’t make heads or tails of it — which makes troubleshooting calls for yourself much more challenging than reading the plain text and conversational banter of SIP.

				 • End points have a strict registration process. Individual H.323 VoIP phones register with a server that ensures only the IP address on that phone can send or receive calls with that phone number or extension. This restriction allows for a registered VoIP phone to be moved anywhere on a LAN and used (because the IP address is already known to the registrar server, called an H.323 Gatekeeper). Here’s the downside — if you need to reassign the phone to a new extension or phone number, you have to take the time to reprogram that phone.

				[image: Warning(bomb).eps] VoIP hardware, and sometimes service, is frequently dedicated to either SIP or H.323. An H.323 hardphone doesn’t work in a SIP environment. It’s the VoIP equivalent of trying to convey information with one person speaking Japanese and another speaking German. Each person is spewing out words, but neither end of the conversation can understand the other. Some VoIP carriers may also restrict you to either SIP or H.323 because their servers can be compatible with only one of the two protocols. (VoIP can automatically negotiate some options of a call such as compression or IP addresses, but the primary VoIP protocol of SIP or H.323 must already be agreed upon before any successful messages can be sent.)

				SIP functions in a conversational manner. One end of a call requests either information or that the other end of the call take an action. The other end of the call responds to the request in a prescribed manner, and the dialog continues.

				The SIP requests sent to gather information or take action on a call are defined by their function and are called SIP methods. The SIP methods are replied to by SIP response codes, indicating varying levels of success, failure, or providing additional information in the event that the desired destination has moved or is temporarily unavailable.

				The SIP methods and responses are inherently linked. Every SIP response is a reply to a SIP method, and sometimes the last SIP response transmitted dictates what SIP methods can be used going forward. You can understand the general relationship of a SIP call by looking at a standard call setup.

				Figure 2-1 depicts the flow of SIP methods and responses for a normal completed call. The events unfold from top to bottom (the SIP methods are identified with a gray background) and each line representing an individual packet transmitted in the direction of the arrow beneath it. The call is initiated with a SIP method called an INVITE message, coming from VoIP Phone A. VoIP Phone B responds to the INVITE with a pair of SIP responses, first sending a 100 trying response and then following it with an 180 ringing, before it picks up the call, at which point, it sends a 200 response. VoIP Phone A then establishes its audio stream, allowing both parties to speak and be heard before VoIP Phone B terminates the call by sending the SIP method of BYE. VoIP Phone A responds with a 200 OK, and the call ends.

				Either phone can send a SIP method during the call. The preceding example shows that VoIP Phone A initiated the call with an INVITE, and VoIP Phone B terminated the call with a BYE.

				[image: Remember.eps] A single SIP method can receive more than one SIP response. The preceding INVITE received both a 100 Trying and a 180 ringing SIP response. No rules require a 1-to-1 ratio of methods to their corresponding responses.

				
					Figure 2-1: Standard SIP call.

				

				[image: 385432-fg0201.eps]

				Introducing SIP Methods

				VoIP uses only a few SIP methods today, but more methods are being released while the technology and market evolve.

				[image: TechnicalStuff.eps] SIP is also a key element in transmitting other forms of non-verbal communication, such as Instant Messaging. This chapter covers only the SIP methods for VoIP transmissions, not the other SIP offerings.

				Sending an INVITE

				The SIP method to initiate a phone call is the INVITE, and it’s defined in the international guidelines for SIP put forth by the Internet Engineering Task Force (IETF) in its memo RFC 2543. The INVITE method identifies the host, the intended recipient, and the other accepted SIP methods that are accepted for use by the originating SIP device during the call.

				A snapshot of a standard SIP INVITE looks like this:

				Request-Line: INVITE sip:+14145551212@100.100.100.100 SIP/2.0

				Method: INVITE

				Message Header

				 Via: SIP/2.0/UDP 200.200.200.200:5060; branch=z9hG4bk3c919aa7; rport

				 From: ì12815551212î ,sip:12815551212@200.200.200.200.;tagas5fd2fc12

				 To: <sip:14145551212@100.100.100.100>

				 Contact: <sip:12815551212@200.200.200.200>

				 Call-ID: 2c2b3c1e3e71246a486007ff66fa728c@200.200.200.200

				 CSeq: 102 INVITE

				 User-Agent: Asterisk PBX

				 Max Forwards: 70

				 Date: Tue, 09 Oct 2007 16:37:58 GMT

				 Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY

				Content-Type: application/sdp

				Content-Length: 267

				Investigating the Request-Line

				The code in the preceding section shows a very straightforward INVITE method. The Request-Line of the header starts with the word INVITE, and if you missed it, the second line reiterates the method by telling you Method: INVITE. SIP always tells it like it is.

				[image: TechnicalStuff.eps] A traditional VoIP call from one SIP softphone or device to another SIP endpoint has a different-looking Request-Line than the one in the preceding section. Rather than a phone number and an IP address, the INVITE is directed toward a destination that’s named more like an e-mail address, such as

				Request-Line: INVITE: sip:stephen@wiley.com SIP/2.0

				A SIP address of stephen@wiley.com is referred to as a SIP URI or Uniform Resource Identifier. It identifies both the user (stephen) and the server (wiley.com). That server knows the location of user stephen and is responsible for connecting SIP calls to him. (The proxy server knows the users by using another SIP method called REGISTER, which I cover in the section “Logging in with REGISTER,” later in this chapter.)

				In this respect, the SIP URI functions like the final routing point for a local phone provider. If the Public Switched Telephone Network (PSTN) had to find a direct path all the way to the home or office of everyone called, it would take more than a minute to make the connection. Instead, the PSTN terminates your call to the central office of your local carrier, which provides connectivity to not only you, but to all the other homes and businesses in your area. This reduces the amount of routing options available to the PSTN to find your phone and ring it, so the entire process can be done in milliseconds instead of minutes.

				If you’re not functioning in a public network and instead are working within a secure network, the SIP URI would change to sips:, like this:

				sips:stephen@wiley.com

				[image: TechnicalStuff.eps] A SIP URI functions a bit like a standard Web site’s Universal Resource Locator (URL), such as www.ebay.com or www.google.com. These URLs don’t identify the specific servers or hardware that support the eBay and Google Web sites — but it references to the IP address does that. But you can remember a URL much more easily than an IP address.

				The Domain Name System (DNS) references URLs to their public IP addresses. In the server, the DNS client (sometimes called the DNS resolver) is the application that matches the URL with the IP address. In the same way that URLs are linked to the servers’ IP addresses, the URIs must also be resolved to their constituent IP addresses.

				You may not need to worry about this added DNS resolving step if you’re sending only one call every few minutes. The challenge comes when you’re sending a high volume of calls that require DNS resolution to the Edge Proxy Server (EPS) or Session Boarder Controller (SBC) of a long-distance carrier. They function as your gateway between you and the non-VoIP world of the PSTN that’s used to provide connectivity between every analog phone line and digital circuit in the world. The quantity of calls that these EPSs and SBCs receive prevents them from taking the time to resolve every URI to an IP address, so most carriers now require you to use Fully Qualified Domain Names (FQDNs) that are mapped to a specific IP address. In the preceding example, the Request-Line includes both a phone number and an IP address:

				Request-Line: INVITE sip:+14145551212@100.100.100.100 SIP/2.0

				The constituent parts of that address are still the same as in the preceding Request-Line example — but in this instance, the user is +14145551212, and the server providing connectivity to that user is identified by the IP address of 100.100.100.100. If this INVITE (say, for a call to your grandmother in Milwaukee, Wisconsin) was sent to your long-distance carrier to complete, the IP address listed probably isn’t actually a server on which Grammy’s SIP hardphone is registered. The address represents the phone number you want to contact, and the SIP EPS or SBC of your carrier acts as a gateway between your VoIP connection and the PSTN. This type of addressing allows you to convey a call and reach any phone number in the world through your long-distance carrier’s IP address.

				[image: Remember.eps] SIP ignores dashes in a phone number, so the address could also be written as

				sip:+1-414-555-1212@100.100.100.100

				[image: TechnicalStuff.eps] The structure of a phone number with a preceding +1 is an industry standard called E.164. It lays out the parameters for domestic and international phone numbers, as described by the international organization of telecom professionals called the ITU-T (International Telecommunications Union Telecommunications Standardization Sector). E.164 numbers establish the quantity of digits available for both the international country code and domestic phone number. Currently, the international country code and the domestic phone number (including the area code, sometimes called the city code in international dialing, and local number) can’t exceed 15 digits. The Internet Engineering Task Force (IETF) took the E.164 standard and enhanced it to work with VoIP endpoints. The IETF developed a procedure called ENUM, that brings together VoIP-originated calls from URIs and allows them to connect to traditional phone numbers anywhere in the world.

				Getting into the Message Header

				The SIP Message Header contains the basic contact information and rules of engagement for the call:

				Via: SIP/2.0/UDP 200.200.200.200:5060; branch=z9hG4bk3c919aa7; rport

				 From: ì12815551212î ,sip:12815551212@200.200.200.200.;tagas5fd2fc12

				 To: <sip:14145551212@100.100.100.100>

				 Contact: <sip:12815551212@200.200.200.200>

				 Call-ID: 2c2b3c1e3e71246a486007ff66fa728c@200.200.200.200

				 CSeq: 102 INVITE

				 User-Agent: Asterisk PBX

				 Max Forwards: 70

				 Date: Tue, 09 Oct 2007 16:37:58 GMT

				 Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY

				Content-Type: application/sdp

				Content-Length: 267

				The key elements of the Message Header portion of the INVITE establish the origination and termination points for the SIP signaling. The Via line of the INVITE identifies the destination server the IP address and port (in this case, IP 200.200.200.200 and port 5060) to which it should send all SIP messaging. This IP address is frequently the same as the one listed in the From line. It also identifies the version of SIP used (in this case, version 2.0) and that the preceding INVITE example is using UDP to transmit the SIP messaging.

				[image: TechnicalStuff.eps] TCP/IP (Transmission Control Protocol/Internet Protocol) is the most common protocol to transmit data across the Internet. It transmits typical computer data reliably because it resends lost packets or transmissions if they fail to arrive at the final destination. (You need to receive a complete computer file, even if the pieces arrive out of sequence and you have to reassemble them in the correct order.) VoIP uses the User Datagram Protocol (UDP), which is much better suited to the real-time application. UDP is a leaner protocol that doesn’t resend lost packets. If a packet is lost or arrives out of sequence, it’s less disruptive to discard the packet than to attempt to input it into the media stream out of sequence and play a delayed audio packet in a normal sounding conversation.

				Branding the transmission with a Call ID

				Every SIP call is branded with a call ID located in the Call-ID line of the code. In the example in the preceding section, the call ID looks like this:

				Call-ID: 2c2b3c1e3e71246a486007ff66fa728c@200.200.200.200

				The ID isn’t the entire string of data, only the letters and numbers before the @ symbol and the IP address. The call ID is unique for each call. The call ID performs its task by is reiterating the call ID in every message of the SIP banter between the end points that allow the SIP methods and responses to be linked to the specific call over which they manage.

				Limiting the forwarding

				Limiting the number of times a call can be forwarded may seem counterintuitive. But all VoIP transmissions are very sensitive to delay. Each time a call is forwarded, that call experiences a few milliseconds of delay. The initial INVITE message in our example places a limit of 70 on the number of times this call can be forwarded.

				[image: TechnicalStuff.eps] This isn’t an industry standard. Your SIP software can be modified for any number you want in the Max Forwards field.

				Each time the call is forwarded, the number sent in this section of the SIP header is reduced by one to ensure the call does not exceed the Max Forwards number presented in the initial INVITE message for the call.

				[image: Tip.eps] Chapter 5 covers latency in detail.

				Allowing methods

				Not every server accepts every SIP method. SIP is also used for Instant Message and video transmissions. Many of the SIP methods used in those mediums don’t work in voice transmissions, so the initial INVITE message outlines the methods that the originating server accepts. In the example in the section “Getting into the Message Header,” earlier in this chapter, the server responds to all the standard SIP methods for VoIP:

				Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY

				These methods are described in the following sections.

				Sending another INVITE

				Just because the INVITE message is the first SIP method sent, that doesn’t mean it isn’t ever used again in the call. VoIP calls frequently include an additional INVITE message from either the originating or terminating server as a means to negotiate new features (such as special compression software for faxing) or redirect a call to a new server for a conference call, voicemail, or auto-attendant feature.

				[image: Tip.eps] The use, look, and feel of the Re-INVITE (as it’s commonly known) is covered in detail in Chapter 10.

				Moving a call with REFER

				SIP calls are extremely dynamic, and can be rescinded and redirected quite easily. The SIP method REFER (defined in IETF memo number RFC 3261) provides an alternative URI or address in case a third party needs to receive the call in lieu of the current recipient. On the surface, this method looks like a simple Re-INVITE, but it differs in the fact that all the SIP messaging is transferred to the new SIP endpoint in a REFER method, instead of simply redirecting the audio portion of the call. Figure 2-2 compares the REFER and Re-INVITE methods.

				
					Figure 2-2: REFER and Re-INVITE comparison.

				

				[image: 385432-fg0202.eps]

				In this example, the REFER-ed call no longer passes any messaging between the initial SIP Phone A and SIP Phone B. This type of redirect sends not only the media portion of the call carrying the voice portion away from SIP Phone A, but also the overhead. A simple Re-INVITE keeps the SIP overhead processing through SIP Phone A, which acts as an intermediary on the new call. The voice path is the only portion of the call that’s completely separated from SIP Phone A.

				The REFER method both looks similar to and requires the same SIP response as a SIP BYE method and can be used at any time during a call. It includes a Refer-To header field that contains the URI of the SIP device to which the call is being referred. Here’s a simple Refer-To header:

				Refer-To: sip:patrick@olejniczak.edu

				[image: Warning(bomb).eps] Some long-distance carriers don’t like you REFER-ing calls to your friends. The challenge with the REFER method is more logistical than structural. If every end point you’re dealing with is accessed through the Internet, then a REFER works without causing any legal or financial concerns to your VoIP carrier. If SIP Phone B is actually a business line in Boston that uses a VoIP carrier to reach the PSTN, then using the REFER method becomes more complex. This extreme example shows the pitfalls of REFER when handling end points that must be reached through a long-distance carrier. If you call from your office in Boston to a remote employee in London, your long-distance carrier charges you a standard per-minute rate for that call from Boston to London. If you then REFER that call so that your London affiliate can speak to your external sales director on a SIP phone in Nairobi, you just eliminated Boston as any kind of reference point that your long-distance carrier can use for billing. You’re left with a call from London to Nairobi and a long-distance carrier trying to figure out how to accurately rate this new call between England and Kenya. Since the first established point of the call was England, that is seen as the point of origin. That requires that your long-distance carrier be an authorized outbound carrier with the proper British accreditation on file to do business in England. If your carrier isn’t registered as a long-distance carrier in England, it now has a legal/jurisdictional problem, as well as trying to determine the correct per minute rate for a domestic U.S. call that only exists between London and Nairobi.

				Confirming a call with an ACK

				The SIP method ACK that’s described in the IETF memo number RFC 2543 is essentially used as an acknowledgement (ACK) to a SIP response. ACK is most commonly employed as an acknowledgement to a 200 OK SIP response received after the media portion of a call is established. It can also function to acknowledge other, Non-2XX SIP responses.

				This very simple method is designed with detailed information on the call negotiating elements of the message body covered in Chapter 3. The use of ACK is not confined to use with the 200 OK response, but also confirms aspects of the call offered in other SIP responses. A basic ACK response is

				Request-Line: ACK sip:13165551212@69.100.100.100.100: 5060 SIP/2.0

				 Method: ACK

				Message Header

				 Via: SIP/2.0.UDP 207.100.100.100: 5060; branch z9hG4bk0b13d547; rport

				 From: ì12565551212î <sip:12565551212@207.100.100.100>;tag=as5fd2fc12

				 To: <sip:+13165551212@69.100.100.100>;tag=AD6D.25F1

				 Contact: <sip:12565551212@207.100.100.100>

				 Call-ID: 2c3b3c1e3e71246a486007ff66fa728c@207.100.100.100

				 CSeq: 102 ACK

				 User-Agent: Asterisk PBX

				 Max-Forwards: 70

				 Content-Length: 0

				An ACK transmission usually doesn’t contain any additional data or media because its sole purpose is to simply acknowledge a response.

				Logging in with REGISTER

				A traditional SIP or SIPS URI requires that the server listed in the URI know the user’s location. This is a simple SIP URI:

				sip:stephen@wiley.com

				For the URI to function, the wiley.com server must know where stephen is to send his VoIP calls. To notify the server about the location of the stephen SIP phone, that phone periodically sends a REGISTER method to the server. The server that receives the method is called a registrar, and it maintains a database of users and their locations, so calls can be routed appropriately.

				One of the great features of SIP is that it permits more than one end point to log in to the registrar for the same user. So, both a SIP hardphone at work and a SIP softphone on a PC at home can send a REGISTER method to wiley.com, allowing calls to be sent to both locations so you never miss that important call.

				[image: Remember.eps] A registration doesn’t last forever. The response to a REGISTER should list the time at which the registration period ends in the Expires header. You can request that your REGISTER be valid for a specific duration when your phone sends the REGISTER method to the registrar, but the registrar doesn’t necessarily award you the entire duration that your phone requests. If the response to the REGISTER method doesn’t include an Expires time, your SIP node is most likely registered for the default time of one hour.

				[image: Remember.eps] The REGISTER method is used only to establish routing for incoming SIP calls. The enrollment of a user on a SIP registrar doesn’t prevent that user from making outbound calls. SIP can qualify outbound calls through a standard challenge-and-password security mechanism, but these validation systems aren’t SIP. They’re based on HTTP authentication.

				Signing off

				Two SIP methods can end a SIP call. Which method your phone uses depends on whether you’re terminating a call that had the bi-directional voice portion of the call established. A SIP call that processes a normal INVITE message that is responded to with a 200 OK and an ACK indicates the call has full, bi-directional audio that must be torn down, instead of simply cancelling an INVITE. The audio may have been formed before anyone even speaks a word on the call. This is common when calling from, or to a large phone system that prompts you to dial an extension or places you on hold until someone can pick up the line. Even though you can’t speak to another person, you can still hear the recorded messages of the destination phone system, and they can hear the touch tones you press. You not only use a different method to end a call, depending on the situation, the SIP method also functions differently.

				There are two SIP methods to end a call:

				BYE: The SIP method that ends a call after the voice portion has been established through the normal SIP banter of sending out an INVITE, and receiving a 200 OK replied to with an ACK.

				 It’s just like any normal call — you dial a number, someone answers, you have a conversation, and one person hangs up the phone. In this case, the VoIP hardware associated with the first person hanging up the call sends a BYE, and the recipient VoIP hardware responds with a 200 OK.

				CANCEL: The SIP method that ends a call if the bi-directional audio portion of the call hasn’t been established.

				 If you hang up a call before the person (or phone system of the person) you dialed picks up the line, you reach a number that has been disconnected, you get a busy signal, or your call attempt leads to anything other than a solid connection, you must use a CANCEL method, which the VoIP hardware receiving it responds to with a SIP response of 487 request terminated.

				Determining your OPTIONS

				SIP allows you to gather information about a destination server or node without sending it a traditional INVITE message. The OPTIONS method solicits information about the capabilities of the remote device without engaging it in a call. The SIP messaging for an OPTIONS method looks very similar to an INVITE:

				Request-Line: OPTIONS sip:13165551212@69.100.100.100.100: 5060 SIP/2.0

				 Method: OPTIONS

				Message Header

				 Via: SIP/2.0.UDP 207.100.100.100: 5060; branch z9hG4bk0b13d547; rport

				 From: ì12565551212î <sip:12565551212@207.100.100.100>;tag=as5fd2fc12

				 To: <sip:+13165551212@69.100.100.100>;tag=AD6D.25F1

				 Contact: <sip:12565551212@207.100.100.100>

				 Call-ID: 2c3b3c1e3e71246a486007ff66fa728c@207.100.100.100

				 CSeq: 102 ACK

				 Accept: application/sdp

				 Max-Forwards: 70

				 Content-Length: 0

				The key difference between the OPTIONS method and any other SIP method request is the addition of an Accept line in the header. This line identifies the desired media capabilities. The preceding example of an OPTIONS method indicates that the originating SIP device accepts SDP (Secession Description Protocol) for its media. SDP and the associated signaling components are reviewed in Chapter 3.

				The SIP device receiving the OPTIONS method replies to it by using a similar SIP response as to an INVITE. The standard response is a 200 OK that lists the capabilities of the node that’s queried. Here’s a typical response to an OPTIONS method:

				SIP/2.0 200OK

				Via: SIP/2.0.UDP 207.100.100.100: 5060; branch z9hG4bk0b13d547; rport

				 From: ì12565551212î <sip:12565551212@207.100.100.100>;tag=as5fd2fc12

				 To: <sip:+13165551212@69.100.100.100>;tag=AD6D.25F1

				 Contact: <sip:12565551212@207.100.100.100>

				 Call-ID: 2c3b3c1e3e71246a486007ff66fa728c@207.100.100.100

				 CSeq: 102 ACK

				 Allow: INVITE, ACK, CANCEL, OPTIONS, BYE

				 Accept: application/sdp

				 Accept-Encoding: gzip

				 Supported: foo

				Content-Type: application/sdp

				Content-Length: 274

				Updating your call

				After you send an INVITE, you may need to renegotiate some aspect of the call. If you haven’t yet received a 100 TRYING or 200 OK from your initial INVITE, you can’t send another INVITE to change the parameters of the call. You can, however, send an UPDATE to negotiate the modification before the initial INVITE is confirmed.

				Either end of the VoIP call can send the UPDATE. The response to the UPDATE is delivered in the 200 OK associated with the initial INVITE message. This method updates any aspect of the SIP or media negotiation in the initial INVITE, from the IP address you’re using to receive the SIP information to a modification in the type of compression you want to use for the media portion of the call. The response to the UPDATE establishes a clean slate for the SIP banter when the destination SIP node sends the 200 OK, for the initial INVITE, all of the changes offered and accepted in the UPDATE method are listed.

				[image: Remember.eps] After the destination end SIP node answers an INVITE with a 200 OK, the VoIP hardware on either end should send a re-INVITE to update the information on any aspect of the call instead of using the UPDATE method. SIP treats the UPDATE method as an urgent transmission and responds immediately, without the need for user approval. Use UPDATE only when you really need it — in all other cases, just re-INVITE.

				[image: Remember.eps] If the call fails and the destination end SIP node sends a standard SIP reject response to the initial INVITE, such as a 404 Not Found, SIP node receiving it ignores the UPDATE, and the call simply fails.

				Making provisional information final

				PRACK acts as an ACK for provisional responses (I explain provisional responses in the section “Responding to Methods,” later in this chapter). If a normal INVITE receives a response of 180 Trying, it can reply to it with a PRACK.

				The PRACK method maintains the integrity of a SIP call when the response from the far end is either delayed or not expected in less than three minutes. Most PRACKs are sent in 2 1//2 -minute increments to reinforce the provisional responses received and keep the call alive until the final responses arrive.

				Spanning technologies with PINT

				Gone are the days when VoIP was used almost entirely to span calls from one IP device on the Internet to another. VoIP has integrated itself into the very fabric of the traditional, non-VoIP PSTN. That negotiation of VoIP and PSTN required some help along the way. The challenge is that some cool telephony services are available only in the dusty, traditional world of telecom. PSTN/Internet Interworking (PINT) service tries to bridge the gap between the neat features on the old technology and the flexibility of VoIP. The PINT protocol uses SIP, and it enables the standard SIP servers and clients as PINT servers and clients.

				Figure 2-3 shows how the PINT client, which is also a SIP client, uses the existing SIP proxy to travel the Internet and reach the PINT gateway that sits on the edge of the PSTN. The PINT gateway negotiates requests from PINT clients over the Internet using SIP with the delivery of their requested services or sessions from the PSTN.

				PINT is important not only because of what it does, but also because it has three unique SIP methods associated with it:

				SUBSCRIBE: A PINT client uses this method to let a PINT server know that it’s interested in a specific PSTN feature. Maybe you want your daily horoscope or the status of a phone call, or you need specific information on the disposition of a fax to see if it is ringing, negotiating, complete and transmitted successfully. If the information you require is the disposition of a call originated by an INVITE from the PINT client or SIP proxy, the details of the media portion of the call are listed in the SIP response to the INVITE message.

				UNSUBSCRIBE: A PINT client uses this method to let a PINT server know that it’s no longer interested in the PSTN feature for which it initially logged in. This method is the standard way to signify that the PINT client no longer expects a requested PSTN feature to be delivered.

				NOTIFY: This method keeps the PINT client updated on the disposition of the PSTN feature for which the PINT client is SUBSCRIBE-d. A NOTIFY update is sent to the PINT client whenever the status of the request for PSTN service changes, including the successful delivery of the PSTN service or notification of a delay incurred in the request.

				[image: Remember.eps] A PINT gateway can send an UNSUBSCRIBE, regardless of whether the PINT client requested it. The PINT gateway may time out the request, even if the PINT client has no desire to terminate the request.

				
					Figure 2-3: PINT network configuration.

				

				[image: 385432-fg0203.eps]

				[image: Remember.eps] SUBSCRIBE methods have an Expires header that specifies when the information you’re requesting (if you’re asking for the disposition of a transmitted fax, for instance) will be purged. If you SUBSCRIBE to pull information but don’t receive that information before the deadline specified in the Expires header that the PINT gateway sends, the information you’ve requested won’t be sent. The PSTN features requested are only available to you during the life of the SUBSCRIBE request. The expiration for the PSTN service requested by the PINT client is either listed in the SIP response to the initial INVITE message or as a response to a SUBSCRIBE or UNSUBSCRIBE method.

				Responding to Methods

				The SIP methods are often tied to, or limited by, the SIP response received. All SIP responses are presented in three-digit numeric codes and referred to in denominations of 100 that identify the permutations of success, failure, or disposition of action requested in the preceding SIP method. SIP numbered responses range from 100 to 699, as shown in the following sections.

				[image: Warning(bomb).eps] SIP responses aren’t infallible. They’re generated in response to specific situations and events, and every SIP node sending a response has its own qualifications for when one response is required over another. If someone wrote his or her own SIP code, he or she could configure it to send a 604 response in a situation in which other devices might send a 503 or a 410. Most of the time, everyone plays by the same rules and you get expected and mundane SIP responses. You see more 100 Trying, 180 Ringing, and 200 OK responses than all the others combined. When you’re using the SIP response codes to troubleshoot, don’t get hung up on the specifics of the code. Just use the response as an general indication about what the code most likely represents, and you’ll do fine.

				Aside from the numerical breakdown of SIP responses into the 1XX, 2XX, 3XX, 4XX, 5XX, or 6XX group, they fit into two larger categories:

				Final responses provide actionable intelligence. If you get a response telling you that the call connected and the audio portion is established, you can accept that information, act on it, and finish establishing your call. The final responses are sent by reliable means to the server that sent the INVITE, and they trigger the progression of call establishment, disconnect, and are acted on by VoIP phone systems to route calls.

				Provisional responses aren’t sent by reliable means. If all VoIP was conducted only between two VoIP servers using a well managed private Internet connection between them, the issue of provisional responses wouldn’t be that important. A controlled environment like a private network almost eliminates the possibility of lost packets or failures due to connectivity. Every message is sent reliably, and so no provisional responses need to be sent while a server waits for a response from the far end. The challenge comes because most VoIP calls now enter the PSTN with every other non-VoIP call, so the gateway at your VoIP carrier needs to connect the high-speed VoIP phone at your house to the analog, rotary-dial phone at grandma’s house. A VoIP call needs to know what’s going on all the time. If it doesn’t receive a prompt response from the far end of the call, it thinks something bad has happened. Post-Dial-Delay (PDD), that 5- to 35-second delay before you hear the line start to ring, is a common condition when dialing someone internationally, and even domestically. PDD on a non-VoIP call doesn’t cause any problems, but a delay of as little as a second starts to make VoIP anxious.

				100s: Receiving information

				The SIP responses in the 1XX series are provisional responses that just keep you updated on the progress of a call. They’re sent mainly to let you know that the SIP server at the other end hasn’t forgotten about you, in spite of the fact that the line isn’t ringing yet. The provisional responses are sent if the server thinks that you’ll be waiting at least 200 milliseconds before it has a final response to send to you. The responses are SIP packets sent in the overhead of the call, and are only realized by a caller when they trigger your phone system to do something, like play ringing in your ear before the person you called answers. The three informational responses you see the most are

				100 Trying: The most typical first response you receive back from a submitted INVITE. This response simply tells you that the INVITE method was received and is being processed, but that all the connections on the back end of the call aren’t done yet. The call may need to be converted from VoIP to pass through the PSTN, or it may simply need to be forwarded downstream through more servers.

				180 Ringing: This response is usually sent after a 100 Trying and is used to trigger your SIP phone or VoIP phone system to play back a ringing sound in your ear. The traditional analog phone you called is ringing, but since bi-directional audio hasn’t been established on the VoIP portion of the call, the VoIP gateway sends you the 180 Ringing to alert your SIP device to play its internal ring-back recording.

				183 Session Progress: This response is sometimes sent in lieu of the 180 Ringing when your call is immediately received into a VoIP phone system. The phone remains silent (no ring-back is played) while you wait for the call to connect to the number dialed.

				200s: Achieving success

				SIP responses in the 2XX series are final responses. The most common 2XX series SIP response is the 200 OK. This response code contains the negotiated response to all the information proposed in the INVITE message. If the INVITE message requests a specific type of compression for the media of the call, or any type of special handling or routing, the 200 OK response confirms what the receiving server can accept. A simple 200 OK response looks like this:

				Status-Line: SIP/2.0 200 OK

				 Status-Code: 200

				Message Header

				 Via: SIP/2.0.UDP 207.100.100.100: 5060; branch z9hG4bk0b13d547; rport

				 From: ì12565551212î <sip:12565551212@207.100.100.100>;tag=as5fd2fc12

				 To: <sip:+13165551212@69.100.100.100>;tag=AD6D.25F1

				 Call-ID: 2c3b3c1e3e71246a486007ff66fa728c@207.100.100.100

				 CSeq: 102 INVITE

				 Content-Length: 202

				 Content-Type: application/sdp

				 Contact: <sip:12565551212@207.100.100.100>

				 Allow: INVITE

				 Allow: BYE

				 Allow: INFO

				 Allow: PRACK

				 Allow: CANCEL

				 Allow: ACK

				 Allow: OPTIONS

				 Allow: SUBSCRIBE

				 Allow: NOTIFY

				 Allow: REGISTER

				 Allow: REFER

				 Allow: UPDATE

				Session-Expires: 1800; refresher=uas

				Message Body

				The preceding response to the INVITE message identifies the SIP methods the responding SIP node uses and validates all the IP and URI information required to engage in the SIP dialog.

				The 200 OK response requires its own confirmation from the receiving server. SIP isn’t configured to reply to a SIP response with another SIP response, so the correct confirmation to a 200 OK SIP is the SIP ACK method.

				300s: Being redirected

				Not every SIP INVITE ends up receiving a neat little 200 OK with a bow on it. Sometimes, just like sending a letter to someone’s house, the recipient may have moved (temporarily or permanently) or may have more than one location at which you can try to reach him or her. The 3XX SIP responses handle all these situations in which your call must be redirected. They include the following responses:

				300 Multiple Choices: This response lets the INVITE know that it needs to send INVITE-s to a few other endpoints and to the primary URI it initially contacted. The original SIP end point may have been too limiting. After losing too many calls while you’re in meetings, at home, or on the road, you might decide to receive your calls through every means possible. SIP has the ability to send a single call to multiple end points, and so you can have your calls sent to not only the SIP softphone on the computer at your desk, but also to the SIP hardphone in the conference room, the VoIP service you have at your home, and the VoIP phone system in the office, which forwards the call to your cell phone.

				 Despite all these options about where you can receive your call, you must let the server sending the INVITE know where the call is received. The initial INVITE specified a single URI and end point, so the SIP node or proxy sending the 300 response keeps the SIP nodes aware of the new end point options (which weren’t listed in the initial INVITE).

				301 Moved Permanently: A normal response when a SIP URI has been moved, but the server receiving the initial INVITE message still knows where to find the intended extension. When you receive a 301 response, program your SIP proxy or phone system to keep the information and update your address book or database to expedite connections to the same SIP URI in the future.

				302 Moved Temporarily: This response is like holiday routing on your phone line. You aren’t at your house in the suburbs, but by having your mail redirected to your beach house, your friends can still reach you. The 302 Moved Temporarily response does the same thing. It alerts the server sending the INVITE that you’re not at the SIP URI listed in the contact header field. The server knows both where you are now and for how long you’ll be there. Your new address is listed in the Contact Header field, and the Expires section of the SIP header alerts the INVITE-ing server about how long you’ll be available at the alternative location.

				305 Use Proxy: A straightforward response telling the originating SIP node to refrain from sending VoIP calls directly to you, but instead to contact your SIP proxy. The originating SIP device should retain this information, just as if it had received a 301 Moved Permanently response. You can’t configure the SIP hardware of everyone that might send you a VoIP call to identify and hold this information from 301 responses, but you can ensure it is set up within your own hardware.

				380 Alternative Service: This response is actually more of a failure with a silver lining. The 380 response tells you that the call attempt failed but that alternative services are available and defined within the message body of the response.

				400s: Receiving a client error

				4XX responses are some of the least desirable responses in the SIP world. This section of SIP responses has the largest variety of established codes, and they all indicate the many splendid ways that your call can fail.

				Here’s a sampling of the many 4XX response codes:

				400 Bad Request: Indicates that something in the syntax of the request was flawed.

				 This response generally alerts you to the source of the problem, and the Reason-Phrase section of the header may tell you how to fix it.

				401 Unauthorized: This rejection is usually used only by SIP registrars and indicates that you need to authenticate your registration.

				403 Forbidden: The server knows what you want but won’t connect you to the required extension or SIP device.

				[image: TechnicalStuff.eps] This response is the SIP equivalent of slamming the door in your face.

				404 Not Found: The server has received your request, has checked its database of extensions and registered SIP devices, but can’t find the end point you’re trying to reach.

				405 Method Not Allowed: Indicates that the SIP method submitted isn’t supported by the far-end server. The good news is that this response also includes a list of the SIP methods that are acceptable.

				408 Request Timeout: SIP is a protocol that’s very aware of how much time it takes to do anything, and it likes to keep you informed. If it can’t find the final SIP endpoint requested in a timely manner (maybe if that endpoint is too many hops away), you receive a 408 response. It tells you that the originating SIP proxy server really tried to find the final SIP node or execute the command — but it just took too long, so your SIP proxy server eventually gave up.

				410 Gone: This response tells you that the SIP URI you’re looking for is gone and left no forwarding address. The server you contacted is aware that, at one point in time, the SIP URI was active.

				 If the server has more information about the destination URI, such as where it moved to or when it would be back, you receive a 3XX code with that information. If you get a 410 response, move on.

				415 Unsupported Media Type: This rejection code is a popular one in the VoIP faxing arena. If you’re using any of the advanced compression techniques for fax (which are covered in detail in Chapter 6), one of the SIP devices at the far end (or any place in the middle) may not support that technique. The incompatible device kicks out a 415 rejection, and either lists the compression algorithms it can support or identifies the wayward configuration.

				[image: Tip.eps] SIP is nothing if not a helpful protocol, and the 415 rejection is nice enough to list the acceptable media types in the Accept, Accept-Encoding, and Accept-Language fields in the SIP header.

				480 Temporarily Unavailable: If your SIP phone has logged off because you left for the day, or if you’ve activated the Do Not Disturb feature on your phone, your SIP proxy sends a 480 response to anyone trying to reach you. This simple rejection means, “Try again later.” Some 480 responses also tell you when to try back.

				487 Request Terminated: A pending SIP method waiting for a response can be stopped by either the origination or destination SIP node sending a BYE or CANCEL method. When this method is sent, the first SIP method receives a 487 response, indicating that the request associated with it was rejected because it received the BUY or CANCEL method.

				500s: Receiving a server failure

				The 5XX series responses pertain only to rejections or dispositions of the SIP servers that support the final SIP device.

				The most common 5XX series responses you encounter are

				500 Server Internal Error: Similar to the server error you receive when you can’t reach your favorite Web site. The server error may be temporary, and if you attempt the call again later, you may be able to connect.

				503 Service Unavailable: If you dial a phone number that isn’t built into the dial plan of the destination SIP server, that server probably replies with a 503 Service Unavailable response. This problem may be temporary, as well, if the entire destination SIP server is down due to a power outage.

				[image: Tip.eps] The most common reason for a SIP server returning a 503 response is because the routing for the specific SIP URI you’re trying to reach isn’t yet fully constructed and active.

				504 Server Time-Out: Very similar to the 408 Request Time-out response, but instead of the origination SIP proxy being unable to respond to your VoIP phone in a timely manner, it’s the terminating SIP proxy that can’t get a response from the final SIP node and respond to your request.

				505 Version Not Supported: The SIP protocol you’re using isn’t supported by the destination SIP server.

				600s: Going nowhere with a Global Failure

				The 6XX series responses are referred to as global failures. It sounds very daunting, but the failures aren’t really global. They’re specific to a final SIP node or the proxy server for the SIP node.

				The 6XX response comes in only four varieties, which are similar to other responses in the 3XX, 4XX, and 5XX series:

				600 Busy Everywhere: This response doesn’t mean that you can’t call anyone — it’s not as if the entire Internet is busy and you can’t send a single INVITE. It simply means that the server you’ve sent your INVITE to can’t reach the SIP phone or device you’re trying to reach.

				603 Decline: the SIP phone or device you’re calling can decide whether it wants to decline all incoming calls to it. Like the 480 response, you might get a note about when to try the end device again — which you can find in the Retry-After header field of the SIP transmission.

				604 Does Not Exist Anywhere: The SIP URI you’re trying to reach isn’t known anywhere in the universe of SIP URIs associated with the SIP server receiving your request.

				606 Not Acceptable: SIP methods that request addressing syntax, bandwidth, or media types that aren’t accepted by the server receive this response. It may explain suitable addressing or media, or it may list the reasons the session can’t be supported in a Warning header.

			

		

	


End of sample




    To search for additional titles please go to 

    
    http://search.overdrive.com.   


OEBPS/images/385432-fg0702_fmt.jpeg
ntrface
morhce | e |
| I Tt

Seneebrokon o Sipacerken o

ey p
v charn e

g Dedestod D51 confgurton it sl st carir

e
P Comecton | GardD5 |«
T ese

[ Besgeds
TG

Seneebrokondoun S ken o

e -
colleichamets e

i A R





OEBPS/images/385432-fg0904_fmt.jpeg







OEBPS/images/385432-fg1102_fmt.jpeg





OEBPS/images/385432-fg1107_fmt.jpeg





OEBPS/images/385432-fg0107_fmt.jpeg
e

s
=\

e

el g hisd T PR
| |8 —

sp
iy





OEBPS/images/385432-fg1303_fmt.jpeg
vorr volp | v [y LocslPhons | Gusaner
e L T By






OEBPS/images/385432-fg1205_fmt.jpeg
Py
Fomb0 55212

o s

RV Trtarision

e Pm!vA

m Froide]
sau

swmnvs






OEBPS/images/385432-fg0303_fmt.jpeg
1Oms Packets

s Packes

D Packens

i






OEBPS/images/385432-fg0505_fmt.jpeg
Application Layer 7) >
PesenaionLayer (6] ——
SesdonLayer(s -
TonspontLayer( ——
Nevorklayer)  ——
vata Lk Ly 2)
Tkl — 5

SIP.

wowrre

o

Copper, Com Cat 5






OEBPS/images/385432-fg0701_fmt.jpeg
] s

s Toalloop | comer P07
Y
Epmertuitio  Senicepraided _Equipmentand network
Vo aiee ks comacton iy g
prons camer " dtans car

Taiton Deisted 05-1 connecion o ongdistence carir

N "k

i |- e e | o
= ™
S .

S i Rt





OEBPS/images/385432-fg1003_fmt.jpeg
Origination VolP Node [ Destination VoIP Node |

e -
e 10Tying
e 15Busy oo

a0 ¥





OEBPS/images/385432-fg0102_fmt.jpeg





OEBPS/images/385432-fg1701_fmt.jpeg
[
Gt

SIP

—

AT e | e
sied Gorer
Frenal £
o

> [P





OEBPS/images/385432-fg0108_fmt.jpeg
s
Fowers

et

Vinsge

Raslr

[

Carer





OEBPS/images/385432-fg0909_fmt.jpeg





OEBPS/images/385432-fg0903_fmt.jpeg





OEBPS/images/385432-fg1108_fmt.jpeg





OEBPS/images/385432-fg1304_fmt.jpeg
Local Phone
) gy o

e

Custgmer
-






OEBPS/images/385432-fg0304_fmt.jpeg
ar
Prone
o
o
wuse | om [ vap Yoursie P
oy |22 | prwy carier
e i e ES
i [res—





OEBPS/images/385432-fg1005_fmt.jpeg
L






OEBPS/images/385432-fg1103_fmt.jpeg





OEBPS/images/385432-fg1002_fmt.jpeg
Origination VolP Node Destination VolP Node

e -
Ty
R

o
a0 -

[ —

S

—





OEBPS/images/385432-fg0103_fmt.jpeg







OEBPS/images/Tip_fmt.jpeg





OEBPS/images/385432-fg1305_fmt.jpeg
Local Phone.
oy Cemel

B






OEBPS/images/385432-fg0302_fmt.jpeg





OEBPS/images/385432-fg1302_fmt.jpeg
YolP(Prmary . VolP o
Prvy Cgronr )| or e oy

~ 7

. Local Phone.
S8 oy o

A Bovilar





OEBPS/images/385432-fg0305_fmt.jpeg
Remats Ramate
P P
Prons Prore |
N
. N\ e
i aroes N
£ akeps
ours | var wours | var
(- aer || oy (4 crter
o - B o [ 3000 | 5
T
S oy ot RewTED ool

froroal ey ety





OEBPS/images/TechnicalStuff_fmt.jpeg





OEBPS/images/385432-fg0504_fmt.jpeg





OEBPS/images/385432-fg0602_fmt.jpeg
» < toal ey
AosigFac
Hrograc | Tommision / carirs N\ [

o e
/T \ |\

! L [\ X o o |

Transmision It /" transmission

s

o o






OEBPS/images/cover.jpg
/
VolP Deployment






OEBPS/images/385432-fg0801_fmt.jpeg
Jm]
1

e
Prone






OEBPS/images/check.gif





OEBPS/images/WileycopyrightLogo_fmt.jpeg





OEBPS/images/385432-pp0101_fmt.jpeg





OEBPS/images/385432-pp0401_fmt.jpeg






OEBPS/images/385432-fg0502_fmt.jpeg
Ses ~  Gicago L
Wshingon ~
— PimanRorte
\ \
\
o
Saitake

CXN






OEBPS/images/385432-fg1105_fmt.jpeg





OEBPS/images/385432-fg0105_fmt.jpeg
Anagcomecton

S

N Dedicatad IP






OEBPS/images/385432-fg1402_fmt.jpeg
e ot N vop | Bence e

W Garer s | [P

\ Your L P S8C Carrier
5 /\ !






OEBPS/images/385432-pp0301_fmt.jpeg
’ Dot wo worry, this i)
( ontg bemporry. Next |
L\ ek e pon o get./

!wadmrJ @
0






OEBPS/images/385432-pp0201_fmt.jpeg
The 5t Wave

By Rich Tennant

e vapped our corporate value strear PRI,
‘and gour depariment wias such 2 mudiat that
“we're going Lo eliminate evergthing but the
clams and scallops.





OEBPS/images/385432-fg0906_fmt.jpeg





OEBPS/images/385432-fg0402_fmt.jpeg
g coll

e _— Exeons

& rimry i

(] rimry Sl
[eama | Extsions e

S Cl e






OEBPS/images/385432-fg1307_fmt.jpeg
Var | [V ] o =], Gt Cusomer
| o o Long itnce
Prons | P 5 g i
tescion
prive o o P o | [cumomer
Franier Longbistnce | Prene |« "
g T e Frogier






OEBPS/images/385432-fg0601_fmt.jpeg
.Y Analog Fax
A‘h\( hymFQ | MNetwork ) M

EmkN w7 (N
| N\ | P
L deg Tranamision i S





OEBPS/images/385432-fg0910_fmt.jpeg





OEBPS/images/385432-fg0901_fmt.jpeg
i)







OEBPS/images/arrow.jpg







OEBPS/images/385432-fg1006_fmt.jpeg





OEBPS/images/385432-fg1104_fmt.jpeg





OEBPS/images/385432-fg1202_fmt.jpeg
d
caer

e | e LS

Prone | Froy || e || Cor

S e

TN NP YorP Ty g g

ety i

loationics Coer S

e





OEBPS/images/385432-fg1001_fmt.jpeg
Origination VolP Node Destination VolP Node

e -
mox

™

TP sveams stablshedin bt directons

[
a mox






OEBPS/images/385432-fg0202_fmt.jpeg
s ‘sw

B Hna] | [3

CaleTE ol






OEBPS/images/385432-fg0104_fmt.jpeg
Vo {’m}\/





OEBPS/images/385432-fg0907_fmt.jpeg





OEBPS/images/385432-fg0908_fmt.jpeg





OEBPS/images/Warning(bomb)_fmt.jpeg





OEBPS/images/385432-fg0902_fmt.jpeg





OEBPS/images/WileyTitlePageLogo_fmt.jpeg
&)

VALEY
Wiley Publishing, Inc.





OEBPS/images/385432-fg0203_fmt.jpeg
PINT
Gty

Teephone
NetworkPsTH)

7 patoswioh

//





OEBPS/images/385432-fg1203_fmt.jpeg
ol roviter
(P AU
Sodes,a

WP
(lovl3)
Newert, Ny

campan &
Hew o Y

Yo Oize
How otk Y






OEBPS/images/385432-fg0802_fmt.jpeg
LR—" b i v

- e
L —
e —
gy —————

i -
mox "

a

B T —
- e
Tying x
T e ——

- A | N

[T —

g

b MK

[ P———
[I— T —
WTETOTS
S o

——w
-
—
ha—

i

[ —
T g
DY
o -
Bre -
BT





OEBPS/images/385432-fg1106_fmt.jpeg





OEBPS/images/385432-fg1204_fmt.jpeg





OEBPS/images/385432-fg0201_fmt.jpeg
P
Prone

0

10fingin

1ok

p———





OEBPS/images/385432-fg1308_fmt.jpeg
ol Level 3 carier] Carrier)

-






OEBPS/images/385432-fg0106_fmt.jpeg
it






OEBPS/images/385432-fg1109_fmt.jpeg






OEBPS/images/385432-fg0501_fmt.jpeg





OEBPS/images/Remember_fmt.jpeg





OEBPS/images/385432-fg0911_fmt.jpeg





OEBPS/images/385432-fg0401_fmt.jpeg
Answer callplay | | Dia 6t 2001or Operator
ot || onemoerorner |
ysrginys | 1
m!nn,dn?nﬁa Dial Customer Serve Queue:
T |
omrsvee | 7, s g
2for sabes, 3for. i
| e
Gatggnane | [ atbaz0r BLUNG
e |
e | e,
1 ycring
[
pimi ik
psd
v — [ouban |- PR [t |
P
o s DL






OEBPS/images/385432-fg1401_fmt.jpeg
-

e
- <
o] e e
i Eal
— e =





OEBPS/images/385432-fg0306_fmt.jpeg
m

arsi

oy

o

e
i





OEBPS/images/385432-fg0101_fmt.jpeg





OEBPS/images/385432-fg1306_fmt.jpeg
vorr
Frone

or [ vap
Prwy || arir

tescion
o
—

Customer A
Long Ditnce
tarer

Local Phone
o Gl
e







OEBPS/images/385432-fg1004_fmt.jpeg
L






OEBPS/images/385432-fg0603_fmt.jpeg





OEBPS/images/385432-fg1101_fmt.jpeg
PPy

R

I

[Camorsie
rane_| 010010070







OEBPS/images/385432-fg0905_fmt.jpeg






OEBPS/images/385432-fg1301_fmt.jpeg
VolP

ot | osa g
o || St |Semce [Dimce| Lrumore
Py o |

Py
——
N Yo ouriop Tominsing  Torming
Prdr Carr UoaCarir o

——





OEBPS/images/385432-fg0301_fmt.jpeg
auos B B

f §

ower WP Pusrson

e tustany et
Notwork

20720020200

[ET—





OEBPS/images/385432-fg0503_fmt.jpeg





OEBPS/images/385432-fg1201_fmt.jpeg
VolP

ot | osa g
o || St |Semce [Dimce| Lrumore
Py o |

Py

N Yo kP Taminsing  Torminating
Prdr Carr UaiCarir o

——






