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				Introduction

				Welcome to Cloud Computing For Dummies. You can’t read a technology journal or blog — or even your local newspaper — without coming upon a reference to cloud computing. While there’s been a lot of debate about what cloud computing is and where it’s headed, no one has doubts that it is real. 

				In fact, we think that cloud computing, in all of its forms, is transforming the computing landscape. It will change the way we deploy technology and how we think about the economics of computing. We hope this book provides a perspective on cloud computing and starts your journey of exploration. 

				Cloud computing is more than a service sitting in some remote data center. It’s a set of approaches that can help organizations quickly, effectively add and subtract resources in almost real time. Unlike other approaches, the cloud is as much about the business model as it is about technology. Companies clearly understand that technology is at the heart of how they operate their businesses. Business executives have long been frustrated with the complexities of getting their computing needs met quickly and cost effectively. In a sense, cloud computing has started to become mainstream because these business executives have forced the issue into the forefront. 

				Cloud computing isn’t a quick fix. It requires a lot of thought: Which approach is most appropriate for your company? For example, companies have to decide if they want to use public (external) cloud services or if they want to have private clouds behind their firewalls. How should you architect your internal environment to support the cloud? 

				The cloud environment itself requires a strong foundation of best practices in software development, software architecture, and service management foundations. This strong foundation is especially important because most organizations combine public and private cloud services. You want to be informed before you start your search. We think this book will give you the context to make informed decisions. 

				About This Book

				Cloud computing is a big new area and requires that a lot of people get familiar with it in a fairly short period of time. That’s why we wrote this book. Some people may want to get deeper into the technological details, while others may care only about the business implications.

				We recommend that you read the first five chapters, regardless of how deeply you want to wander into the cloud. These chapters give you context about the cloud and what’s behind the concept. If you want to begin understanding the economics and the available approaches to the cloud, you should read the later chapters. 

				You can read from cover to cover, but if you’re not that kind of person, but we’ve tried to adhere to the For Dummies style of keeping chapters self-contained so you can go straight to the topics that interest you most. Wherever you start, we wish you well.

				Foolish Assumptions

				Try as we might to be all things to all people, when it came to writing this book, we had to pick who we thought would be most interested in Cloud Computing For Dummies. Here’s who we think you are:

				You’re smart. You’re no dummy, yet the topic of service oriented architecture gives you an uneasy feeling; you can’t quite get your head around it, and if you’re pressed for a definition, you might try to change the subject.

				You’re a businessperson who wants little or nothing to do with technology, but you live in the 21st century and find that you can’t escape it. Everybody’s saying, “It’s all about moving to the cloud,” so you think that you better find out what they’re talking about.

				You’re an IT person who knows a heck of a lot about technology, but who is new to this cloud stuff. Everybody says it’s something different. Once and for all, you want the whole picture.

				Whoever you are, welcome. We’re here to help.

				How This Book Is Organized

				We divide our book into six parts for easy consumption. Feel free to skip about.

				Part I: Introducing Cloud Computing

				In this part, we explain the fundamentals of cloud computing from a business and technology perspective. We also introduce you to the major concepts and components so you can hold your own in any meaningful cloud conversation.

				Part II: Understanding the Nature of the Cloud

				Part II is for more technically oriented people. In this section, we dive deeper into the actual foundational elements of the cloud. 

				Part III: Examining the Cloud Elements

				What types of clouds are there and how do they work? This part delves into areas critical to your cloud plans. 

				Part IV: Managing the Cloud

				The rubber meets the road right here. A cloud computing environment can’t work if it isn’t well managed. This section gives you plenty to think about in this critical area. 

				Part V: Planning for the Cloud

				When you understand what the cloud is all about, you can start planning. You need to think about the financial implications of clouds as well as the steps that get you going.

				Part VI: The Part of Tens

				If you’re new to the For Dummies treasure trove, you’re no doubt unfamiliar with “The Part of Tens.” In “The Part of Tens,” Wiley editors torture For Dummies authors into creating useful bits of information easily accessible in lists containing ten (or more) elucidating elements. We started these chapters kicking and screaming but are ultimately very glad they’re here. We think you’ll be glad, too.

				Icons Used in This Book

				[image: warning_bomb.eps] Pay attention. The bother you save may be your own.

				[image: remember.eps] You may be sorry if this little tidbit slips your mind.

				[image: tip.eps] We think this a particularly useful point to pay attention to.

				[image: technicalstuff.eps] Tidbits for the more technically inclined.

				Where to Go from Here

				We’ve created an overview of cloud computing and introduce you to all of its significant components. Many of these chapters could be expanded into full-length books of their own. Cloud computing and the entire distributed technology landscape is a big focus for us at Hurwitz & Associates, and we invite you to visit our site and read our blogs and insights at www.hurwitz.com.

			

		

	
		
			
				Part I

				Introducing Cloud Computing
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				In this part . . .

				The phrase cloud computing implies something, but exactly what is it? In this part, we introduce the concept and provide a simple graphic that describes the layers of cloud computing. We also examine the value that the cloud can bring to your organization and look at some of the associated business issues. 

			

			
		

	
		
			
				Chapter 1

				Grasping the Fundamentals 

				In This Chapter

				Doing your computing on the cloud

				Seeing what the cloud’s made of 

				Comparing the cloud to tradition

				Driving your business

				In a dynamic economic environment, your company’s survival may depend on your ability to focus on core business and adapt quickly. Yesterday’s profitable business model can’t be counted on to translate into future growth and profits. As your business adapts to changing government and industry regulations, evaluates new business partnerships, and anticipates competitive threats, IT needs to help the business find new ways to respond.

				At the same time, plans for change must often be made in the context of limited resources for finances, people, technology, and power. In this chapter, we introduce you to cloud computing — what it is and how it helps companies rethink how they deploy technology. 

				[image: remember.eps] While there are a lot of technical considerations, keep in mind the fundamental truth: Cloud computing is a business and economic model. Is cloud computing a replacement for the traditional data center? The answer is complicated. In some cases, yes; in some cases, no. 

				Are we suggesting that the traditional data center goes away to be replaced with a cloud? Not necessarily. Sometimes the traditional data center is the best fit. However, for business agility and economic reasons, the cloud is becoming an increasingly important option for companies. We see cloud computing as the foundation for the industrialization of computing. Yes, it is that important. 

				Considering Perspectives

				In this book, we look at cloud computing from three perspectives: the strategy from both the customer and the provider’s point of view, business and economic considerations, and the technical underpinnings. We also examine how companies are using the cloud to control IT expenditures as they prepare to move to a service-centric world. 

				[image: remember.eps] Many players make up the world of cloud computing:

				The vendors providing applications and enabling technology, infrastructure, hardware, and integration

				The partners of these vendors that are creating cloud services offerings and providing support services to customers 

				The business leaders themselves who are either using or evaluating various types of cloud computing offerings

				This book addresses each of these audiences because they’re all a fundamental part of this fabric of the future of computing. 

				Computing on the Cloud

				What is cloud computing? Cloud computing is the next stage in evolution of the Internet. The cloud in cloud computing provides the means through which everything — from computing power to computing infrastructure, applications, business processes to personal collaboration — can be delivered to you as a service wherever and whenever you need. 

				[image: remember.eps] Cloud computing is offered in different forms: 

				Public clouds 

				Private clouds 

				Hybrid clouds, which combine both public and private 

				In general the cloud — similar to its namesake of the cumulus type — is fluid and can easily expand and contract. This elasticity means that users can request additional resources on demand and just as easily deprovision (or release) those resources when they’re no longer needed. This elasticity is one of the main reasons individual, business, and IT users are moving to the cloud. 

				In the traditional data center it has always been possible to add and release resources. However, this process couldn’t be done in an automated or self-service manner. 

				This evolution to cloud computing — already underway — can completely change the way companies use technology to service customers, partners, and suppliers. Some businesses already have IT resources almost entirely in the cloud. They feel that the cloud model provides a more efficient, cost-effective IT service delivery. 

				[image: remember.eps] This doesn’t mean that all applications, services, and processes will necessarily be moved to the cloud. Many businesses are much more cautious and are taking a hard look at their most strategic business processes and intellectual property to determine which computing assets need to remain under internal company control and which computing assets could be moved to the cloud.

				Defining the Cloud

				[image: remember.eps] The cloud itself is a set of hardware, networks, storage, services, and interfaces that enable the delivery of computing as a service. Cloud services include the delivery of software, infrastructure, and storage over the Internet (either as separate components or a complete platform) based on user demand. 

				The world of the cloud has lots of participants:

				The end user doesn’t really have to know anything about the underlying technology. In small businesses, for example, the cloud provider becomes the de facto data center. In larger organizations, the IT organization oversees the inner workings of both internal resources and external cloud resources. 

				Business management needs to take responsibility for overall governance of data or services living in a cloud. Cloud service providers must provide a predictable and guaranteed service level and security to all their constituents. 

				The cloud service provider is responsible for IT assets and maintenance. 

				[image: remember.eps] Therefore, we have written this book to include the concerns of all the players in the evolving cloud ecosystem.

				Cloud services must enable multi-tenancy — different companies sharing the same underlying resources. This topic is discussed further in Chapter 12.

				[image: tip.eps] Companies are finding some important new value in cloud services. The cloud can eliminate many of the complex constraints from the traditional computing environment, including space, time, power, and cost. 

				Cloud services like social networks (such as Facebook or LinkedIn) and collaboration tools (like video conferencing, document management, and webinars) are changing the way people in businesses access, deliver, and understand information. Cloud computing infrastructures make it easier for companies to treat their computing systems as a pool of resources rather than a set of independent environments that each has to be managed.

				[image: remember.eps] Overall, the cloud embodies the following four basic characteristics:

				Elasticity and the ability to scale up and down

				Self-service provisioning and automatic deprovisioning

				Application programming interfaces (APIs)

				Billing and metering of service usage in a pay-as-you-go model

				Each of these characteristics is described in more detail in the following sections.

				Elasticity and scalability

				The service provider can’t anticipate how customers will use the service. One customer might use the service three times a year during peak selling seasons, whereas another might use it as a primary development platform for all of its applications. 

				[image: remember.eps] Therefore, the service needs to be available all the time (7 days a week, 24 hours a day) and it has to be designed to scale upward for high periods of demand and downward for lighter ones. Scalability also means that an application can scale when additional users are added and when the application requirements change. 

				This ability to scale is achieved by providing elasticity. Think about the rubber band and its properties. If you’re holding together a dozen pens with a rubber band, you probably have to fold it in half. However, if you’re trying to keep 100 pens together, you will have to stretch that rubber band. Why can a single rubber band accomplish both tasks? Simply, it is elastic and so is the cloud. 

				In Chapter 2, we give you some concrete examples of how providers are using this characteristic.

				Self-service provisioning

				Customers can easily get cloud services without going through a lengthy process. The customer simply requests an amount of computing, storage, software, process, or other resources from the service provider. Chapter 7 explains this process in detail. 

				Contrast this on-demand response with the process at a typical data center. When a department is about to implement a new application, it has to submit a request to the data center for additional computing hardware, software, services, or process resources. The data center gets similar requests from departments across the company and must sort through all requests and evaluate the availability of existing resources versus the need to purchase new hardware. After new hardware is purchased, the data center staff has to configure the data center for the new application. These internal procurement processes can take a long time, depending on company policies.

				[image: remember.eps] Of course, nothing is as simple as it might appear. While the on-demand provisioning capabilities of cloud services eliminates many time delays, an organization still needs to do its homework. These services aren’t free; needs and requirements must be determined before capability is automatically provisioned.

				Application programming interfaces (APIs)

				Cloud services need to have standardized APIs. These interfaces provide the instructions on how two application or data sources can communicate with each other.

				A standardized interface lets the customer more easily link a cloud service, such as a customer relationship management system with a financial accounts management system, without having to resort to custom programming. For more information on standards see Chapter 14. 

				Billing and metering of services

				Yes, there is no free lunch. A cloud environment needs a built-in service that bills customers. And, of course, to calculate that bill, usage has to be metered (tracked). Even free cloud services (such as Google’s Gmail or Zoho’s Internet-based office applications) are metered.

				[image: remember.eps] In addition to these characteristics, cloud computing must have two overarching requirements to be effective: 

				A comprehensive approach to service management 

				A well-defined process for security management

				Performance monitoring and measuring

				A cloud service provider must include a service management environment. A service management environment is an integrated approach for managing your physical environments and IT systems. This environment must be able to maintain the required service level for that organization. 

				In other words, service management has to monitor and optimize the service or sets of services. Service management has to consider key issues, such as performance of the overall system, including security and performance. For example, an organization using an internal or external email cloud service would require 99.999 percent uptime with maximum security. The organization would expect the cloud provider to prove that it has met its obligations. 

				Many cloud service providers give customers a dashboard — a visualization of key service metrics — so they can monitor the level of service they’re getting from their provider. Also, many customers use their own monitoring tools to determine whether their service level requirements are being met.

				Security

				Many customers must take a leap of faith to trust that the cloud service is safe. Turning over critical data or application infrastructure to a cloud-based service provider requires making sure that the information can’t be accidentally accessed by another company (or maliciously accessed by a hacker). 

				Many companies have compliance requirements for securing both internal and external information. Without the right level of security, you might not be able to use a provider’s offerings. For more details on security, see Chapter 15.

				Comparing Cloud Providers with Traditional IT Service Providers

				Traditional IT service providers operate the hardware, software, networks, and storage for its clients. While the customer pays the licensing fees for the software, the IT service provider manages the overall environment. The service provider operates the infrastructure in its own facilities. With the traditional IT service provider, the customer signs a long-term contract that specifies mutually agreed-upon service levels. These IT providers typically customize an environment to meet the needs of one customer.

				In the cloud model, the service provider might still operate the infrastructure in its own facilities (except in the case of a private cloud, which we discuss in Chapter 9). However, the infrastructure might be virtualized across the globe, meaning that you may not know where your computing resources, applications, or even data actually reside. (We talk more about virtualization in Chapter 17.) Additionally, these service providers are designing their infrastructure for scale, meaning that there isn’t necessarily a lot of customization going on. (We talk more about the scale issue in Chapter 13.)

				Addressing Problems

				There is an inherent conflict between what the business requires and what data center management can reasonably provide. Business management wants optimal performance, flawless implementation, and 100 percent uptime. The business leadership wants new capability to be available immediately, frequent changes to applications, and more accessibility to quality data in real time — but their organizations have limited budgets.

[image: tip.eps]

				Getting on board with cloud computing

				Although opinions differ about how quickly technology will migrate to the cloud, without doubt the interest level is high. Lots of business folks are asking questions about the cloud approach when they hear about the data center efficiencies achieved by companies like Amazon (www.amazon.com) and Google (www.google.com).

				For example, a smart CEO was under a lot of pressure to improve profitability by cutting capital expenditures. One day he read an article about the economic advantages of cloud computing in a business journal and began to wonder, “Hey, if Amazon can offer computing on demand, why can’t our own IT department act like that?” The CEO paid a visit to the CIO and asked that very question. The CIO wasn’t quite sure how to answer his boss. His only reply was that things are more complicated than that. The CIO pointed out issues related to data security and privacy. In addition, there are applications running in the data center that are one-of-a-kind and not easily handled. At the same time, he recognized that the department needed to provide better service to internal customers. The CIO did agree that there were other areas of IT that might be appropriate for the cloud model. For example, areas such as testing, software development, storage, and email were good candidates for cloud computing.



				[image: technicalstuff.eps] Over time, it became easier for IT to add hardware to the data center rather than to focus on making the data center itself more effective. And this plan worked. By pouring more resources into the data center, IT ensured that critical applications wouldn’t run out of resources. At the same time, these companies built or bought software to meet business needs. The applications that were built internally were often large and complex. They had been modified repeatedly to satisfy changes without regard to their underlying architecture. 

				Between managing a vast array of expanding hardware resources combined with managing huge and unwieldy business software, IT management found itself under extraordinary pressure to become much more effective and efficient.

				This tug of war between the needs of the business and the data center constraints has caused friction over the past few decades. Clearly, need and money must be balanced. To meet these challenges, there have been significant technology advancements including virtualization (see Chapter 17), service-oriented architecture (see Chapter 19), and service management (see Chapter 20). Each of these areas is intended to provide more modularity, flexibility, and better performance for IT. 

				While these technology enablers have helped companies to become more efficient and cost effective, it isn’t enough. Companies are still plagued with massive inefficiencies. The promise of the cloud is to enable companies to improve their ability to leverage what they’ve bought and make use of external resources designed to be used on demand.

				[image: remember.eps] We don’t want to give you the idea that everything will be perfect when you get yourself a cloud. The world, unfortunately, is more complicated than that. For example, complex, brittle applications won’t all be successful if they are just thrown up on the cloud. Virtualization adds performance implications. And many of these applications lack an architecture to achieve scale. A database-bound application will remain database bound, regardless of the additional compute resources beneath it.

				Discovering the Business Drivers for Consuming Cloud Services

				In the beginning of this chapter, we name reasons companies are thinking about cloud services and some of the pressures coming from management. Clearly, business management is under a lot of pressure to reduce costs while providing a sophisticated level of service to internal and external customers. In this section, we talk about the benefits of cloud services. 

				Supporting business agility

				One of the most immediate benefits of cloud-based infrastructure services is the ability to add new infrastructure capacity quickly and at lower costs. Therefore, cloud services allow the business to gain IT resources in a self-service manager, thus saving time and money. By being able to move more quickly, the business can adapt to changes in the market without complex procurement processes. 

				A typical cloud service provider has economies of scale (cost advantages resulting in the ability to spread fixed costs over more customers) that the typical corporation lacks. As mentioned earlier, the cloud’s self-service capability means it’s easier for IT to add more compute cycles (more CPU resources added on an incremental basis) or storage to meet an immediate or intermittent needs.

				[image: tip.eps] With the advent of the cloud, an organization can try out a new application or develop a new application without first investing in hardware, software, and networking.

				Reducing capital expenditures

				You might want to add a new business application, but lack the money. You might need to increase the amount of storage for various departments. Cloud service providers offer this type of capability at a prorated basis. A cloud service vendor might rent storage on a per-gigabyte basis.

				Companies are often challenged to increase the functionality of IT while minimizing capital expenditures. By purchasing just the right amount of IT resources on demand the organization can avoid purchasing unnecessary equipment. There are always trade-offs in any business situation. 

				A company may significantly reduce expenses by moving to the cloud and then may find that its operating expenses increase more than predicted. In other situations, the company may already have purchased significant IT resources and it may be more economically efficient to use them to create a private cloud. Some companies actually view IT as their primary business and therefore will view IT as a revenue source. These companies will want to invest in their own resources to protect their business value. 

			

			
		

	
		
			
				Chapter 2

				Discovering the Value of the Cloud for Business

				In This Chapter

				Introducing a model of the cloud

				Getting familiar with as a service

				Measuring the cloud value to your business

				As soon as you start reading about cloud computing, you run into the words as a service an awful lot. Examples include Infrastructure as a Service, hardware as a Service, social networks as a service, applications as a service, desktops as a service, and so on. 

				The term service is a task that has been packaged so it can be automated and delivered to customers in a consistent and repeatable manner. These services may be delivered by a cloud service vendor or through your own internal data center. 

				Modeling Services

				We include the various types of cloud services into three distinct models, illustrated as different layers in Figure 2-1. The reality is that there is a blending between the types of service delivery models that are available from cloud vendors. For example, a Software as a Service vendor might decide to offer separate infrastructure services to customers. The purpose of grouping these services into three models is to aid in understanding what lies beneath a cloud service. All these service delivery models require management and administration (including security), as depicted by the outer ring in Figure 2-1.

				[image: remember.eps] The three cloud service delivery models are Infrastructure as a Service, Platform as a Service, and Software as a Service, and the purpose of each model is as follows:

				The Infrastructure as a Service layer offers storage and compute resources that developers and IT organizations use to deliver custom business solutions.

				The Platform as a Service layer offers development environments that IT organizations can use to create cloud-ready business applications.

				The Software as a Service layer offers purpose-built business applications.

				In this chapter we provide an introduction to each model. In addition, because an understanding of each model is critical to developing an understanding of cloud computing, each model is covered in separate chapters in Part II. 

				The customer accesses those services with defined interfaces. These interfaces are, in fact, all that the user ever comes in contact with. The customer never sees the infrastructure that provides a movie on demand, for example — they only see the screen that enables the user to select and purchase the movie. Likewise, in cloud computing the underlying infrastructure that provides the service may be very sophisticated indeed. However, the user doesn’t necessarily need to understand this infrastructure to use it. 

				
					Figure 2-1: Cloud service delivery models. 

				

				[image: 484708-fg0201.eps]

				Understanding Infrastructure as a Service

				[image: remember.eps] Infrastructure as a Service (IaaS) is the delivery of computer hardware (servers, networking technology, storage, and data center space) as a service. It may also include the delivery of operating systems and virtualization technology to manage the resources.

				The IaaS customer rents computing resources instead of buying and installing them in their own data center. The service is typically paid for on a usage basis. The service may include dynamic scaling so that if the customer winds up needing more resources than expected, he can get them immediately (probably up to a given limit). 

				Dynamic scaling as applied to infrastructure means that the infrastructure can be automatically scaled up or down, based on the requirements of the application.

				Additionally, the arrangement involves an agreed-upon service level. The service level states what the provider has agreed to deliver in terms of availability and response to demand. It might, for example, specify that the resources will be available 99.999 percent of the time and that more resources will be provided dynamically if greater than 80 percent of any given resource is being used.

				[image: technicalstuff.eps] Currently, the most high-profile IaaS operation is Amazon’s Elastic Compute Cloud (Amazon EC2). It provides a Web interface that allows customers to access virtual machines. EC2 offers scalability under the user’s control with the user paying for resources by the hour. The use of the term elastic in the naming of Amazon’s EC2 is significant. The elasticity refers to the ability that EC2 users have to easily increase or decrease the infrastructure resources assigned to meet their needs. The user needs to initiate a request, so this service provided isn’t dynamically scalable. Users of EC2 can request the use of any operating system as long as the developer does all the work. Amazon itself supports a more limited number of operating systems (Linux, Solaris, and Windows). For an up-to-the-minute description of this service, go to http://aws.amazon.com/ec2. 


				Service delivery models defined

				You have probably noticed a multitude of companies providing all kinds of cloud services, using their own resources. Services you purchase from these cloud service providers are offered to you the same way your TV cable provider offers services. Your cable contract provides you with access to watch a specific set of television channels. In addition to receiving your standard channels, you may have a self-service option where you can purchase a movie to watch on demand.



				[image: tip.eps] Companies with research-intensive projects are a natural fit for IaaS. Cloud-based computing services allow scientific and medical researchers to perform testing and analysis at levels that aren’t possible without additional access to computing infrastructure.

				Other organizations with similar needs for additional computing resources may boost their own data centers by renting the computer hardware — appropriate allocations of servers, networking technology, storage, and data center space — as a service. Instead of laying out the capital expenditure for the maximum amount of resources to cover their highest level of demand, they purchase computing power when they need it.

				Exploring Platform as a Service

				With Platform as a Service (PaaS), the provider delivers more than infrastructure. It delivers what you might call a solution stack — an integrated set of software that provides everything a developer needs to build an application — for both software development and runtime. 

				PaaS can be viewed as an evolution of Web hosting. In recent years, Web-hosting companies have provided fairly complete software stacks for developing Web sites. PaaS takes this idea a step farther by providing lifecycle management — capabilities to manage all software development stages from planning and design, to building and deployment, to testing and maintenance. The primary benefit of PaaS is having software development and deployment capability based entirely in the cloud — hence, no management or maintenance efforts are required for the infrastructure. Every aspect of software development, from the design stage onward (including source-code management, testing, and deployment) lives in the cloud. 

				PaaS is inherently multi-tenant and naturally supports the whole set of Web services standards and is usually delivered with dynamic scaling. In reference to Platform as a Service, dynamic scaling means that the software can be automatically scaled up or down. Platform as a Service typically addresses the need to scale as well as the need to separate concerns of access and data security for its customers.

				[image: warning_bomb.eps] Although this approach has many benefits for customers, it also has some disadvantages. The major drawback of Platform as a Service is that it may lock you in to the use of a particular development environment and stack of software components. Platform as a Service offerings usually have some proprietary elements (perhaps the development tools or even component libraries). Consequently, you may be wedded to the vendor’s platform and unable to move your applications elsewhere without rewriting them to some degree. If you suddenly become dissatisfied with your Platform as a Service provider, you may face very high expenses when you suddenly need to rewrite the applications to satisfy the requirements of another PaaS vendor.

				[image: tip.eps] The fear of vendor lock-in has led to a new variety of Platform as a Service emerging: Open Platform as a Service. This would offer the same approach as Platform as a Service, except that there is no constraint on choice of development software. It avoids the possibility of lock-in.

				Some examples of Platform as a Service include the Google App Engine, AppJet, Etelos, Qrimp, and Force.com, which is the official development environment for Salesforce.com. See the “Salesforce.com and automation application” sidebar elsewhere in this chapter for more on this pioneering example of Platform as a Service.

				Seeing Software as a Service

				One of the first implementations of cloud services was Software as a Service (SaaS) — business applications that are hosted by the provider and delivered as a service. 

				[image: technicalstuff.eps] SaaS has its roots in an early kind of hosting operation carried out by Application Service Providers (ASPs). The ASP business grew up soon after the Internet began to mushroom, with some companies offering to securely, privately host applications. Hosting of supply chain applications and customer relationship management (CRM) applications was particularly prominent, although some ASPs simply specialized in running email. Prior to the advent of this type of service, companies often spent huge amounts of money implementing and customizing these applications to satisfy internal business requirements. Many of these products weren’t only difficult to implement but hard to learn and use. However, the most successful vendors were those who recognized that an application delivered as a service with a monthly fee based on the number of users had to be easy to use and easy to stay with. 

				CRM is one of the most common categories of Software as a Service; the most prominent vendor in this category is Salesforce.com, described in this chapter’s sidebar. For a more extensive look at some of the other examples of Software as a Service, please refer to Chapter 12.

				Buying Software as a Service offers a number of obvious advantages: While you can find a lot more information about these benefits in Chapter 12, the following provides some insight into why this approach to software delivery has gained so much traction with vendors and customers. The price of the software is on a per-use basis and involves no upfront costs from the service provider. (Of course, the reality is that your company may have some upfront work to do to get your data loaded into the Software as a Service application database and you may have to deal with ongoing data integration between your internal and cloud data stores.) Businesses get the immediate benefit of reducing capital expenditures. In addition, a business gains the flexibility to test new software on a rental basis and then can continue to use and adopt the software, if it proves suitable.

[image: technicalstuff.eps]

				Salesforce.com and automation application

				Salesforce.com built and delivered a sales force automation application (which automates sales functions such as tracking sales leads and prospects and forecasting sales) that was suitable for the typical salesperson and built a business around making that application available over the Internet through a browser.

				The company then expanded by encouraging the growth of a software ecosystem around its extended set of customer relationship management (CRM) applications, prompting other companies to integrate their business applications with those of Salesforce.com (or build components to add to Salesforce.com). It began, for example, by allowing customers to change tabs and create their own database objects. Next, the company added what it called the AppExchange, which added published application programming interfaces (APIs) so that third-party software providers could integrate their applications into the Salesforce.com platform. 

				Most AppExchange applications are more like utilities than full-fledged packaged apps. Many of the packages sold through the AppExchange are for tracking. For example, one tracks information about commercial and residential properties; another optimizes the sales process for media/advertising companies; still another package analyzes sales data.

				Salesforce.com took its offerings a step further by offering its own language called Apex. Apex is used only within the Salesforce.com platform and lets users build business applications and manage data and processes. A developer can use Apex to change the way the application looks. It is, in essence, the interface as a service.

				With the advent of cloud computing, Salesforce.com has packaged these offerings into what it calls Force.com, which provides a set of common services its partners and customers can use to integrate into their own applications. Salesforce.com has thus started to also become a Platform as a Service vendor. Among the hundreds of applications that run on Force.com, it now offers a variety of HR software, and financial, supply chain, inventory, and risk management components. Just as Amazon is currently the trailblazer among the Infrastructure as a Service vendors, Salesforce.com is the trailblazer among the Software as a Service vendors. However, many vendors are now providing Applications as a Service. It has become a popular option for selling software.



				Software as a Service modes

				As a holdover from the traditional ASP model, Software as a Service comes in two distinct modes:

				Simple multi-tenancy: Each customer has its own resources that are segregated from those of other customers. It amounts to a relatively inefficient form of multi-tenancy.

				Fine grain multi-tenancy: This offers the same level of segregation but from a software engineering perspective, it’s far more efficient. All resources are shared, but customer data and access capabilities are segregated within the application. This offers much superior economies of scale.

				[image: technicalstuff.eps] Initially, Software as a Service offerings were not simply implemented over the Internet. For the sake of security and reliability, these offerings would normally involve the use of virtual private networks (VPNs). A VPN essentially makes the public network your own private network (by using some form of encryption) instead of having to purchase dedicated connectivity. This enables you to securely transmit data over a public network like the Internet. 

				Massively scaled Software as a Service

				All as-a-service businesses are based on the service provider offering the service at a much lower cost than you providing it for yourself. If the price difference is large enough, assuming no other complications, it’s a win-win — the provider grows a thriving business and the customers pay less to run their applications.

				[image: tip.eps] But some applications can be run really inexpensively in the cloud. When you have millions of users doing exactly the same thing — and we mean exactly the same thing (not similar things) — you can keep the cost per user very, very low. Enter massively scaled Software as a Service. One example is Yahoo Mail. Yahoo is the largest email provider, with approximately 260 million users.

				This is possible because the provider can optimize all data center components including the hardware, communications, and software to support just one or two types of workloads. 

				[image: technicalstuff.eps] Environments such as Facebook, eBay, Skype, Google Apps, and others are all designed for massive scaling. You may not think of many of these Web sites as being software applications at all. Nevertheless, all are used directly by businesses, for business purposes. For example, some companies use the social networking site Facebook as a free intranet for its employees. Online auctioneer eBay is the basis of more than 500,000 small businesses, Skype (free online calls and video) is used by small businesses the world over, and Google Apps (messaging and collaboration tools) has over a million different businesses enrolled. For more about this topic, take a look at Chapter 13. 

				Economies of scale

				The companies that provide massively scaled Software as a Service achieve dramatic economies of scale — cost efficiencies gained from reducing per-unit costs when more of the same item is produced or more of the same workloads are processed. 

				It’s worth listing all the reasons why:

				The standardized workloads can be executed on a highly integrated, massively replicable infrastructure stack. They don’t have to support a wide array of workloads and a heterogeneous stack of hardware, middleware, OS, and so on.

				The computer hardware and network is highly streamlined and can be bought in bulk and configured to allow expansion. Often these companies require that hardware be engineered for their unique scaling requirements.

				All software can be stripped down so that only what is necessary is loaded.

				The service/software itself is written from scratch in a cloud-optimized way, tailored for efficiency at an instruction level.

				The provider may not offer or guarantee a specific service level.

				There is no need for virtualization technology to build virtual machines. The software can be engineered to the bare metal.

				The profile of the workload is measurable and predictable simply by numbers of users.

				Management and Administration

				If you refer to Figure 2-1, you will notice that the three layers are surrounded with an area called Management and Administration. This is where life in the cloud can get very complicated. It’s simple enough to describe how to use some kind of cloud computing service, but you also have to integrate it into the IT operations of the organization, and that isn’t necessarily a simple thing to do. 

				For example, because a cloud requires a self-service capability, it must be designed to manage not just provisioning customer requests but also issues such as workload management, security, metering, monitoring, and billing services. We provide much more detail on this topic in Chapters 21 and 22.

				Many managers understand that for cloud services to be safe and effective, they must measure and monitor performance.

				In fact, performance monitoring will become increasingly important as companies rely more on third-party services. And, from all indications, a typical company may use more than one cloud services provider. For example, a company may use one cloud provider for a platform such as collaboration and a completely different provider for compute services. They may use another provider for storage. 

				How well does each cloud service perform? 

				How are they performing together to support the business? 

				Are the cloud services vendors adhering to governance rules that the company is required to follow? 

				Refer to Chapter 17 for more information on governance in the cloud.

				[image: warning_bomb.eps] Don’t take a supplier’s word that everything is working well. Although your company can save money in the data centers and on software licenses, you need to spend money and resources on service management to protect your business assets.

			

			
		

	
		
			
				Chapter 3

				Getting Inside the Cloud

				In This Chapter

				Meeting organizational challenges

				Taking on administrative challenges

				Examining the technical interface 

				Getting a handle on cloud resources

				Creating manageable services 

				At first glance, you might think that the cloud is a totally self-service environment. The reality is more complicated than that. The cloud, like every other computing platform, has to be managed. In this chapter, we discuss the overall cloud environment and the issues you need to consider, from organizational and administrative challenges to managing cloud resources.

				Feeling Sensational about Organization 

				[image: remember.eps] Cloud services impact your organization in subtle ways. The cloud impacts the whole company, not just the IT department: 

				How do cloud services fit into your overall corporate and IT strategy? How will you manage cloud service providers along with your internal services? How will you make sure that your customers are well supported by services that are moving to a cloud? 

				Does the cloud support your corporate and IT governance requirements? 

				What are the important issues of emerging corporate and governmental standards, business process management, and the overall issues of managing costs?

				Deciding on a strategy

				Like any other technology strategy, a cloud strategy is considered in relationship to the following:

				Your IT organization’s overall strategy

				Your company’s overall strategy

				You must make a complex evaluation of costs, benefits, business cultural issues, risks, and corporate and government standards before developing a comprehensive cloud strategy. Although very few organizations have tested cloud services in these heavy usage situations, a well-planned cloud service strategy has the potential to significantly reduce costs. Chapter 4 talks you through that strategizing.

				[image: technicalstuff.eps] Over time, however, as more well-tested commercial cloud services become available, companies will increasingly be able to rely on these services not just for IT cost savings, but also for delivering new value to the organization. The trend toward well-managed cloud services is especially important because of the increased automation across the organization. This may include the software embedded in everything from manufacturing systems to radio frequency identification tags that track inventory. 

				[image: tip.eps] Cloud services can help organizations in steps. With utility computing, any customer can plug in an application or component because all the interfaces have been standardized between implementations. For companies to successfully use the cloud, management must decide what types of services they will begin deploying from the cloud. 

				One organization may decide that a Software as a Service approach is best, whereas another wants incremental capacity on demand. Before planning a usage strategy, consider what cloud services might be right for you. Most organizations adopt a hybrid strategy, combining internal managed services with cloud-based services. Chapter 9 details hybrid clouds. 

				Coping with governance issues

				[image: remember.eps] Four distinct cloud categories exist (and they’re discussed at length in Chapter 2). Each approach presents different governance challenges: 

				Infrastructure as a Service

				Platform as a Service

				Software as a Service 

				Business Process as a Service

				To make matters more complicated, these approaches have no clean dividing line. Emerging vendors often combine approaches into their offerings. In addition, in most instances, a hybrid situation develops where on-premise applications are used in collaboration with traditionally hosted services and cloud services.

				Governing internally provided services and the externally provided cloud-based services introduces new challenges for a company’s strategy: 

				How do you manage the overall lifecycle of your IT resources, including software licensing, cost allocation, and charge backs? 

				How to you protect the integrity of your information resources? How do you ensure that you’re complying with data privacy rules and regulations?

				How do you make sure that all your service providers can prove and document that they’re meeting governmental and corporate requirements?

				IT governance issues are complicated by new suppliers and new capabilities. With governance, your company needs to prove that it’s complying with rules set by both governmental agencies and the corporation. Ideally, service providers of all types will deliver the same levels of control that you would have with your own resources. However, when you don’t control how that new supplier operates, governance gets more complicated. Cloud computing requires a higher level of oversight to ensure that governance standards are met.

				Monitoring business processes

				Most cloud services impact the way business processes are implemented within an organization. For example, your organization may be using a cloud-based service to check credit worthiness for potential customers. Therefore, you have to make sure that these services are linked back to your internal systems so things don’t fall through the cracks. 

				[image: remember.eps] Your business should standardize a way to monitor business processes that live entirely or partially in a cloud environment. An organization’s important computer-dependent business processes need to be constantly monitored by software. Linking internal and external processes together in a seamless way is the best way to ensure customer satisfaction.

				Many organizations already use third-party business process providers for things such as payment services. The importance of third-party providers continues to expand as more services are made available in the cloud — these services will be linked with a variety of internal and external providers. Software components of such business processes may migrate into the cloud, as long as this migration doesn’t impede their monitoring. For that reason, you need to examine all cloud propositions to see if they impact business process monitoring.

				Managing IT costs

				All IT departments monitor costs, but few monitor them in terms of asset performance — the requirement to optimize the return on investments for both hardware and software. This is likely to change with the onset of cloud services. Unlike traditional licensing models, cloud propositions are based on rental arrangements. 

				You must compare two cost models:

				Operating expenses (paying per month, per user for each service)

				Capital investments (paying a purchase fee plus yearly maintenance for software that resides within your organization)

				[image: remember.eps] Evaluating the differences between the two cost models is a complex procedure for many companies. In some situations, the new cost models shift some responsibility away from IT to the business unit. For example, if a company’s business unit hires 20 new employees and email is managed in the cloud, the business unit needs to budget for 20 more users. IT doesn’t have to ensure that server capacity and IT staff are sufficient to support the additional users; that’s now the responsibility of the cloud services provider. However, IT departments need to carefully monitor the effectiveness of the cloud environment to support the enterprise.

				Administering Cloud Services

				A company has to ask itself many questions:

				Are the cloud services doing what we want them to do? 

				How do we know if the performance is at the right level? 

				How can we judge whether the data that was deleted is really gone? 

				Solving these problems isn’t easy. Investigating the reliability and viability of a cloud provider is one of the most complex areas faced when managing the cloud. The advent of cloud computing will be accompanied by disappointed customers and lawsuits for sure — some as a consequence of unrealistic expectations and some as a consequence of poor service. 

				[image: remember.eps] It’s particularly important for IT departments to enable administration systems that let them monitor every dimension of the service they’re getting.

				[image: warning_bomb.eps] In theory, the cloud service provider can build and provide a very stable service that is less expensive than a customer can implement internally. However, there can be a serious gap between the actual service and the promises made in the provider’s sales literature.

				You have to do your homework when evaluating the providers. Evaluate their experience in the market, the type of partnerships they’ve established, and their reputation in the market. You can also talk to other customers that have used their services. 

				Here are some of the issues to consider:

				What vendors are available to solve your problem? 

				How effective are the providers in managing their own environment? 

				Do they provide repeatable services? 

				How do these vendors handle an outage? 

				What’s their experience in dealing with customer issues? 

				[image: tip.eps] In addition to finding a good partner, it’s always a good idea to have more than one provider as an alternative.

				Service level agreements and monitoring

				Every company that buys any service from a cloud service provider must either accept a standard service level agreement (SLA) from the provider or negotiate such an agreement. A service level agreement is a contract that stipulates the type of service you need from providers and what type of penalties would result from an unexpected business interruption. 

				[image: warning_bomb.eps] No organization should commit mission-critical systems to the cloud without negotiating an SLA that includes significant penalties for not delivering the promised service level. Management needs to know what service level is appropriate under changing business conditions. Management can’t assume that the service provider will provide all the monitoring. Rather, the administrators must have their own ability to monitor service to satisfy the company’s goals for performance.

				Support

				Support problems don’t disappear when applications or infrastructures move to the cloud. You have to make sure that support targets are agreed on in advance with a cloud services provider. Therefore, your company must align its internal support team that deals with internal customers with the cloud provider. 

				What processes are in place to resolve problems when they arise? Just consider the situation where some important application has a performance problem. Especially in a hybrid environment, it’s not always easy to tell if a problem resides within the cloud or outside of it. Such situations need to be prevented or at least dealt with very efficiently.

				Billing and accounting

				One cloud benefit is that, as a customer you can acquire just as much capability as needed. For this to work, billing and account management must be automated. Customers, therefore, need to be able to monitor what they’re using and how much it costs.

				[image: warning_bomb.eps] Potential problems arise if service level penalties aren’t clear and if the provider adds too many incidental charges. Customers can run up unexpected bills if they can’t accurately track usage.

				Looking at the Technical Interface

				Because the cloud service market is so new, few applications have been built from the ground up for this new environment. So far, no corporate applications were built with this model in mind. 

				[image: tip.eps] Organizations that already have well-designed interfaces between application and infrastructure components may find it easier to transition to the cloud. Companies that have moved to a service-oriented architecture (SOA) are well positioned to make the move. Chapter 19 talks about SOA in detail.

				With SOA, organizations build modular business services that include standardized interfaces. This modular approach is needed when approaching the highly distributed cloud environment. SOA is a good start; however, a lot of standardized interfaces will need to be developed for cloud service platforms in the coming years. (For more on the topic of service-oriented architecture, see Service Oriented Architecture For Dummies, Second Edition, by Judith Hurwitz, Robin Bloor, Marcia Kaufman, and Fern Halper.)

				APIs and data transformations

				[image: remember.eps]A cloud’s Application Programming Interface (API) is the software interface that lets your company’s infrastructure or applications plug in to the cloud. This is perhaps the most important place for standardization. 

				Many vendors in the cloud space would like to claim overall leadership and control over the interfaces. Therefore, many different vendors are developing their own interfaces. This, in turn, means that customers are likely to be forced to support multiple APIs. Managing multiple APIs means that when applications are changed, there’s more programming involved; and there’s more potential for errors when too many APIs are supported. 

				Even if vendors agree to a set of API standards, there will be data transformation issues (as data moves from one physical machine to another). These data transformations are the same as those required in projects such as building a data warehouse, with just one minor difference: The built-in software platform and Software as a Service environments must follow the data standards of the particular cloud service provider. For an organization to easily build connections between its internal data center and the cloud, it must use standardized APIs and data transformation capabilities.

				Data and application architecture

				New internally created services that support the changing business’s changing demands must operate with cloud ecosystems. These services may need to migrate to and from the cloud. For example, a company might initiate a partnership that requires development and deployment in the cloud. This means that it will have to build an architecture that’s modular enough to allow services to move between various cloud platforms.

				[image: technicalstuff.eps] The consistency and flexibility of an SOA approach makes it a good fit for the cloud. In an SOA environment, software components are put into services or containers. These containers hold software that executes a specific task. After software exists within a container, it can be ported from one environment to another, which makes it easier to port into and out of the cloud. 

				To be effective in a cloud environment, data also has to be packaged and managed. This isn’t simple, but it’s instrumental in making the cloud an effective business platform. The IT organization needs to manage data independently of the underlying packaged application, transactional system, or data environment such as a warehouse. Important data needs to easily move between internal data centers and external cloud-based environments. Your organization needs to start with consistent definitions of data elements to manage cloud-based information services.

				Security in the cloud

				Companies planning to use cloud services must be assured of tight, well-defined security services. Chapter 15 details security.

				Many levels of security are required within a cloud environment:

				Identity management: For example, so that any application service or even hardware component can be authorized on a personal or group role basis.

				Access control: There also needs to be the right level of access control within the cloud environment to protect the security of resources. 

				Authorization and authentication: There must be a mechanism so the right people can change applications and data. 

				[image: remember.eps] A comprehensive security infrastructure must be provided at all levels and types of cloud services. Developers also need tools that allow them to secure the services they design to be delivered in the cloud. Organizations need consistent security across their own data center environments that intersect with a cloud service.

				Managing Cloud Resources

				In theory, cloud-services–based resources should be no different from the resources in your own environment, except that they live remotely. Ideally, you have a complete view of the resources you use today or may want to use in the future. Although this sounds straightforward, achieving it isn’t that easy. 

				In most cloud environments, the customer is able to access only the services they’re entitled to use. Entire applications may be used on a cloud services basis. Development tools are sometimes cloud based. In fact, testing and monitoring environments can be based on the cloud. 

				[image: remember.eps] How should you, the cloud customer, approach managing cloud resources? Three aspects of cloud resource management apply: 

				IT security

				Performance management 

				Provisioning

				IT security

				IT security is a major concern for new adopters of cloud computing. Ideally, you want the IT security in the cloud to integrate seamlessly with the IT security in your own data center. 

				However, the cloud service provider implements its own IT security procedures

				To protect customers from external threats 

				To ensure that individual customer environments are isolated from one another

				For every type of cloud service, the provider delivers a good deal of the IT security. You may need to understand how the cloud provider handles issues such as patch management and configuration management as the provider upgrades to new tools and new operating systems.

				[image: remember.eps] As the customer, you should 

				Understand the IT security software and hardware (firewalls, intrusion detection systems, virtual private networks [VPNs], and secure connections) that the cloud provider has in place. 

				Know how the cloud providers are protecting the overall computing environment. 

				[image: tip.eps] In the case of Infrastructure as a Service and Platform as a Service, cloud providers need to clarify the kind of IT security it expects the customer to put in place on its own behalf. With Software as a Service, the provider is responsible for all security except for access security — either an identity management system or at least a local access control application — through the customer’s own systems.

				Performance management

				Performance management is all about how your software services run effectively inside your own environment and through the cloud. 

				[image: warning_bomb.eps] If you start to connect software that runs in your own data center directly to software that runs in the cloud, you create a potential bottleneck at the point of connection.

				[image: remember.eps] When you move applications or services into the cloud, you change the basic data center network topology and some application configurations (and possibly some interfaces). This means that performance needs to be considered and designed in at the start for every type of cloud service: Infrastructure as a Service, Platform as a Service, and Software as a Service.

				[image: warning_bomb.eps] Services connected between the cloud and your computing environment can impact performance if they aren’t well planned. This is especially likely to be the case if there are data translations or specific protocols to adhere to at the cloud gateway. 

				As a customer, your ability to directly control the resources will be much lower in the cloud. Therefore, 

				The connection points between various services must be monitored in real time. A breakdown may impact your ability to provide a business process to your customers.

				There must be expanded bandwidth at connection points. 

				[image: tip.eps] From the performance perspective, the situation is likely to be much less fragile if systems don’t straddle the data center and the cloud. 

				In reality, many companies combine services in the cloud and services within their own data center. Therefore, monitoring across these environments prevents many problems. 

				Provisioning

				With Software as a Service, a customer expects provisioning (to request a resource for immediate use) of extra services s to be immediate, automatic, and effortless. The cloud service provider is responsible for maintaining an agreed-on level of service and provisions resources accordingly. 

				[image: tip.eps] The situation is similar with Platform as a Service or Infrastructure as a Service, but you may need to directly request additional resources — because in both cases you’re directly managing the cloud resources instead of having them managed on your behalf.

				The normal situation in a data center is that software workloads vary throughout the day, week, month, and year. So the data center has to be built for the maximum possible workload, with a little bit of extra capacity thrown in to cover unexpectedly high peaks. One of the immediate attractions of Infrastructure as a Service is that a data center could move its volatile workloads into the cloud and pay for additional resources on demand. In other words, hardware use in the data center is much more efficient.

				Service management

				Service management in this context covers all the data center operations activities. This broad discipline considers the necessary techniques and tools for managing services by both cloud providers and the internal data center managers across these environments:

				Physical

				IT 

				Virtual

				Service management encompasses many different disciplines, including 

				Configuration management

				Asset management

				Network management

				Capacity planning

				Service desk

				Root cause analysis

				Workload management

				Patch and update management

				The reality is that the cloud itself is a service management platform. Therefore, well-designed cloud service portfolios include a tight integration of the core service management capabilities and well-defined interfaces.

				Untangling Software Dependencies

				Perhaps the biggest problem that organizations face when they consider moving applications systems or whole collections of systems into the cloud is the issue of software dependencies. This is important because the cloud uses a service-oriented architecture approach where these services are loosely coupled (loosely linked) together. How do you deal with the dependencies between services? See Chapter 19 for more on loose coupling and service orientation. 

				In theory, all the applications running your data center share infrastructure and data. However, as companies begin migrating applications or capabilities (such as data or storage) into the cloud, these applications need to be designed to support technical independence.

				Therefore, before any part of the data center moves to the cloud, it needs to be separated from dependencies that already exist. For a gradual move into the cloud, the full inventory of applications and systems needs to be considered in terms of which ones must — or at least should — move together. The interdependencies determine this, whatever their perspective:

				Hardware perspective (for example, a specific clustering of processors is required)

				Platform perspective (say, the provider must use a given OS and a given middleware product)

				Software perspective (maybe the specific services need to be closely coupled with related applications) 

				From any mixture of these

				[image: remember.eps] Removing the dependencies among various applications and systems helps an organization evolve the data center into a more flexible, modular environment. Establishing this architectural approach, in effect, creates containers of functionality within the data center that ease the transition to the cloud.
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