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				Introduction

				Welcome to the wonderful world of Active Directory! Over the last  eight years since Active Directory (AD) was released in Microsoft’s Windows 2000 Server product, AD has become one of the most (if not the most) popular directory service products in the world. It has also become one of the central technologies on top of which many other Microsoft products are built. If you are an Information Technology (IT) professional who designs and supports directory services or solutions created with Microsoft products, then you really need to have an understanding of what AD is and how it works. That’s where this book comes in.

				My goal with this book is to take the anxiety and stress out of mastering this complex technology. I hope that you find the book a clear, straightforward resource for exploring Active Directory.

				This Book Is for You

				Whether you’ve purchased this book or are browsing through it in the bookstore, know that you’ve come to the right place. Maybe you are like me. When I’m looking through a book that I’m considering purchasing, I always look at the first sections to try to get an idea of who the book is written for and exactly what it’s going to cover. So let me just get this out of the way right now. This book is for you if you’re any of the following:

				A savvy system administrator with previous NT experience who needs to find out about Active Directory

				An administrator that has AD experience with previous releases in Windows 2000 Server and Windows Server 2003

				Someone who wants to know more about Active Directory Domain Services in Windows Server 2008

				Someone who wants to find out about the new components of Active Directory in Windows Server 2008, including Active Directory Lightweight Directory Services, Active Directory Federation Services, Active Directory Certificate Services, and Active Directory Rights Management Services

				A newbie (to networking or to information technology) who wants to pick up information on Active Directory

				A student preparing for AD certification exams

				Someone who’s merely interested in intelligently discussing Active Directory

				For the experienced Windows Server administrator or other IT professional, Active Directory For Dummies provides you with an unpretentious resource containing exactly what you need to know. It presents the fundamentals of the program and then moves right into planning, implementing, and managing Active Directory — what you’re most interested in knowing right now!

				Welcome! And, thanks for making Active Directory For Dummies your first resource for figuring out one of Microsoft’s hottest technologies!

				How This Book Is Organized

				I’ve divided this book into six parts, organized by topic. The parts take you sequentially from Active Directory fundamentals through planning, deploying, and managing Active Directory. If you’re looking for information on a specific Active Directory topic, check the headings in the table of contents. By design, you find that you can use Active Directory For Dummies as a reference that you reach for again and again.

				Part I: Getting Started

				Part I contains the “getting to know you” chapters. These chapters contain the answers to your most fundamental questions:

				What is Active Directory?

				What are its benefits?

				What are the buzzwords?

				The information you find here helps you determine what you must do  to prepare for Active Directory in your environment. Also, in this part, I provide you information that can help you gather information about the environment you’re deploying AD in and how to develop the requirements that  will drive your Active Directory design.

				Part II: Planning and Deploying with Active Directory Domain Services

				Active Directory Domain Services contains both a logical and a physical structure that you must carefully design before deployment. The logical structure comes first and includes the following steps:

				Planning the DNS namespace

				Designing the forest/domain/organizational unit (OU) model

				After you plan your logical structure, you move on to developing a plan for your physical structure. This part ends with you putting all this planning  into action as you build your Active Directory forest by creating domain  controllers.

				Part III: New Active Directory Features

				In Windows Server 2008, Microsoft has added a number of new components to Active Directory that expand the product beyond being simply a directory service. Many of these components can be used to develop an overall identity and access management solution. These components support interaction between external users — even other companies — and your internal AD environment. If you’re familiar with Active Directory from a previous Windows Server release and need to find out about the new parts of AD in Windows Server 2008, this is one part you want to check out!

				Part IV: Managing Active Directory

				Part IV covers the daily management of an Active Directory environment. Active Directory introduces the capability of delegating administrative authority and also introduces security concepts. The chapters in this part prepare you for managing security, users, and resources within the Active Directory tree.

				Part IV also covers managing replication traffic. Optimized replication traffic is vitally important to the Active Directory environment. In these chapters, you discover how to propagate updates, schedule replication traffic, work with the Active Directory schema, and maintain the Active Directory database.

				Part V: The Part of Tens

				In true For Dummies style, this book includes a Part of Tens. These chapters introduce lists of ten items about a variety of informative topics. Here you find additional resources, hints, and tips, plus other nuggets of knowledge.

				Part VI: Appendixes

				In the appendixes, you find information that adds depth to your understanding and use of Active Directory. I provide a listing of command line utilities for managing Active Directory as well as a glossary of terminology.

				Icons Used in This Book

				To make using this book easier, I use various icons in the margins to indicate particular points of interest.

				[image: TechnicalStuff.eps] Sometimes I feel obligated to give you some technical information, although it doesn’t really affect how you use Active Directory. I mark that stuff with this geeky fellow so that you know it’s just background information.

				[image: Warning(bomb).eps] Ouch! I mark important directions to keep you out of trouble with this icon. These paragraphs contain facts that can keep you from having nightmares.

				[image: Tip.eps] Any time that I can give you a hint or a tip that makes a subject or task easier, I mark it with this little thingie for additional emphasis — just my way of  showing you that I’m on your side.

				[image: Remember.eps] This icon is a friendly reminder for something that you want to make sure that you cache in your memory for later use.

			

		

	
		
			
				Part I

				Getting Started
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In this part . . .

				For many things in life, you have to start at the beginning before you can move on to the rest. That start for Active Directory is here. The first chapter is an introduction to Active Directory and its terminology. Chapters 2 and 3 step back from the technology of Active Directory and instead discuss how to prepare for an Active Directory design and deployment by looking at what requirements you have and developing an implementation plan. Welcome to Active Directory!

			

			
			
			

		

	
		
			
				Chapter 1

				Understanding Active Directory

				In This Chapter

				Defining Active Directory

				Examining the origins of Active Directory: X.500

				Understanding Active Directory terms

				Investigating the benefits of Active Directory: What’s in it for you?

				Since the release of Active Directory in Windows 2000 Server, Active Directory has become a very integral part of many information technology (IT) environments. As such, Active Directory has become a very popular topic with the people that have to design and support it. Because of all the terms and technology surrounding Active Directory, you might already be a bit intimidated by the prospect of working with it yourself.

				But Active Directory doesn’t need to be difficult! In this chapter, you find out in clear and simple language what Active Directory is, what it does, and what benefits it brings to your organization and to your job.

				What Is Active Directory?

				If you visit the Microsoft Web site seeking a definition of Active Directory (AD), you find words such as hierarchical, distributed, extensible, and integrated. Then you stumble across terms such as trees, forests, and leaf objects in combination with the usual abbreviations and standards: TCP/IP, DNS, X.500, LDAP. The whole thing quickly becomes pretty overwhelming. (Appendix B has a glossary that defines these abbreviations for you!)

				I prefer to define things in simpler terms, as the following sections  demonstrate — drum roll, please . . . 

				Active Directory is an umbrella

				What? Am I saying that if it’s raining you had better have AD with you? No, I would still recommend a real umbrella in a rainstorm. I’m saying that in Windows Server 2008, the scope of what Active Directory is has greatly expanded. Active Directory has become an umbrella for a number of technologies beyond what AD was in Windows 2000 Server and Windows Server 2003. (See Figure 1-1.)

				You discover new uses for Active Directory in the paragraphs that follow.

				Active Directory Domain Services

				What was AD in the two previous Windows Server operating systems is now Active Directory Domain Services, or AD DS, in Windows Server 2008. The majority of this book deals with this component of Active Directory because this is the most commonly deployed component of the AD umbrella. But don’t worry; I discuss all the other technologies found beneath the Active Directory umbrella as well.

				Active Directory Lightweight Directory Services

				Beginning with Windows Server 2003, Microsoft created a directory service application separate from Active Directory called Active Directory Application Mode or ADAM for short. ADAM was designed to address an organization’s needs to deploy a directory service that didn’t necessarily need all the features that Active Directory provided. Microsoft includes this application in Windows Server 2008 but renamed it Active Directory Lightweight Directory Services or AD LDS. I talk about AD LDS in Chapter 8.

				
					Figure 1-1: The Active Directory umbrella.

				

				[image: 287200-fg0101.eps]

				Active Directory Federation Services

				Beginning in the R2 release of Windows Server 2003, Microsoft included an optional software package called Federation Services. As you see later in this book, federations provide a Single Sign-on (SSO) service helping to minimize the number of logon IDs and passwords users must remember as well as simplifying how users can access resources in other IT environments. This software is now a part of the Windows Server 2008 AD umbrella and has been renamed Active Directory Federation Services or AD FS.

				Active Directory Certificate Services

				Certificate Services has been around in Windows Server software for a while now. With this software, you can provide certification authorities that can issue public key certificates used for such things as authentication via smart cards or encrypting data before it’s transmitted over a network. Certificate Services also provides the necessary management of these certificates so that they can be renewed and revoked. In Windows Server 2008, Certificate Services is a part of Active Directory and is referred to as Active Directory Certificate Services (AD CS).

				Active Directory Rights Management Services

				Managing what users can do with data has always been an issue for most organizations. Although Active Directory did a good job of controlling whether a user could access a document, it didn’t have the ability to control what that user did with the data after he or she got it. Enter Active Directory Rights Management Services (AD RMS). With a properly deployed AD RMS environment, organizations can retain control over sensitive documents, for example, so that they cannot be e-mailed to unauthorized users.

				[image: Remember.eps] I use the term Active Directory interchangeably with Active Directory Domain Services. This is because in previous versions of Windows Server software, Active Directory was what is now called Active Directory Domain Services. When I refer to the Active Directory umbrella as Active Directory, I make it clear that I’m not just talking about AD DS. Additionally, when I refer to the other elements of AD, such as Active Directory Federation Services, I call it that or use its acronym.

				Active Directory is an information store

				First and foremost, Active Directory is a store of information. This information is organized into individual objects of data, each object having a certain set of attributes associated with it. A telephone white pages directory, for example, is an information store. Each object in this store represents a home or business that contains attributes for such information as names, addresses, and telephone numbers (see Figure 1-2).

				
					Figure 1-2: A telephone directory is a store containing fields of information.

				

				[image: 287200-fg0102.eps]

				This store of data as well as the capability of retrieving and modifying the data makes Active Directory a directory service. Why then don’t I consider Active Directory to be a database? It certainly shares some common functionality including storage, retrieval, and replication of data, but there are some important differences, too. First, directory services are normally optimized for reads because these are the vast majority of the operations executed, and the data is generally non-changing. Also, the data is structured in some sort of hierarchy that allows for it to be organized in the directory store. Repeating my phone book analogy, the Yellow Pages organizes objects by types of business. This makes finding what you’re looking for easier. The same can be said of a directory service — you can organize your objects into a hierarchy of containers so that finding the objects is easier. In comparison, a relational database, such as Microsoft SQL Server, is designed to optimize both reads and writes to the store because the data is frequently being read and written to. Also, a database generally doesn’t force a hierarchy on the data like a directory service does.

				
				Where did it come from?

				Active Directory Domain Services has evolved, but it actually began its life as the directory service for Microsoft Exchange Server V4.0 through V5.5. AD DS actually derives from a directory service standard — X.500. The X.500 standard is a set of recommendations for designers of directory services to ensure that the products of various vendors can work together. These are the X.500 protocols:

				Directory Access Protocol (DAP)

				Directory System Protocol (DSP)

				Directory Information Shadowing Protocol (DISP)

				Directory Operational Binding Management Protocol (DOP)

				Active Directory, however, actually uses the Lightweight Directory Access Protocol (LDAP) Version 3 (defined in RFC 1777 and RFC 2251), to access the directory database instead of using any of the preceding X.500 protocols. Therefore, Active Directory is X.500 compatible, meaning that it can work with other X.500-based directory services, but not X.500 compliant — it doesn’t strictly adhere to all the X.500 specifications.

			
[image: Remember.eps] In Active Directory, the term object can refer to a user, a group, a printer, or any other real component and its accompanying attributes. Active Directory is an information store containing all the objects in your Windows 2008 environment.

				Active Directory has a structure   (Or hierarchy)

				A directory service, such as Active Directory, allows for the objects in it to be stored in a hierarchy or structure. This structure is one of the areas that you design as a part of deploying Active Directory. This structure has two sides:

				A logical side: The logical structure provides for the organization of the objects. These AD objects can represent users, computers, groups, and a variety of other items that are in your IT environment. This structure is primarily dependent on how you want to administer your IT infrastructure as well as how your organization is structured.

				A physical side: All the services under the Active Directory umbrella are provided by servers running the AD software. These servers represent physical objects that must be placed within your network. After these servers are placed, you must define how these servers speak to each other and how users are directed to them. This physical topology is  critical to proper AD functionality.

				Staying with the phone book analogy, unless the books are placed in the proper locations (homes, restaurants, pay phones), no one can find the books to utilize the information contained within them.

				Active Directory can be customized

				As you can with an electronic phone book, you can search Active Directory for the objects that you want to access. Unlike a phone book, however, you can customize Active Directory to include additional objects and object attributes that you deem important. This feature makes Active Directory extensible, which means that you can add to it.

				Getting Hip to Active Directory Lingo

				Experience shows that new terminology often accompanies new technologies, and Active Directory is no exception. Although most of the terms that you use in describing the system might seem familiar, they take on new meaning in relation to Active Directory. So before beginning to plan and implement Active Directory, you need to master its new language.

				The building blocks of Active Directory

				Active Directory embodies both a physical and a logical structure. The physical structure encompasses the network configuration, network devices, and network bandwidth. The logical structure is conceptual; it aims to match the Active Directory configuration to the business processes of a corporation or organization. In the best logical structures, Active Directory resources are structured for how employees work and how the environment is administrated, not to simplify construction of the network.

				If you logically organize the components within the Active Directory, the actual physical structure of the network becomes inconsequential to the end-users. If user JoeB wants to print to a printer named A5, for example, he no longer needs to know which server hosts the printer or in which domain the print server resides. In Active Directory, he simply pulls up an Active Directory list of all available printers and chooses printer A5.

				Although you might think that this process sounds too good to be true, this new functionality doesn’t quite configure itself! You, the system administrator, must first design the logical structure of your organization’s Active Directory, matching its structure to how employees interact within the organization. Chapters 2 through 7 help you to plan and implement, but first, you must be familiar with the individual components that you use for planning the physical and logical structures.

				Domain

				In Active Directory, Microsoft defines a domain as a security boundary or an administrative boundary, which means that all the users within a domain normally function under the same security policy and user-account policy. If you want to assign different policies to some users, those users belong in a separate domain.

				JohnB, for example, is a regular user in the Sales department who must change his password every 30 days. SueD, on the other hand, is a user in the Treasury department who has access to sensitive information and, therefore, must change her password every 14 days. The two departments — Sales and Treasury — have different user-account policy settings. Because you assign user-account policies according to domain, users in these two departments belong in separate domains.

				[image: Warning(bomb).eps] In Windows Server 2008, the lines between domain boundaries and password policies has blurred somewhat. Normally, all users in a domain receive the same password policy; however, in 2008, you can do some fine-tuning so that users in the same domain actually receive different policies. I cover this in more detail in Chapter 14.

				Here are some other important characteristics of an Active Directory domain:

				A domain has at least one domain controller. A domain controller is a server that authenticates (validates the password and ID) users seeking access to the domain. You find out more about domain controllers in a moment.

				A domain’s directory database replicates between all domain controllers in the domain. Replication is the exchange of updated information among domain controllers so that all the domain controllers contain identical information.

				A single domain can form a tree (which you find out more about in the following section).

				In the design process for the logical structure of an Active Directory database, you typically use a triangle in the design flowchart to represent a domain (see Figure 1-3).

				
					Figure 1-3: A triangle represents a domain when drawing an AD logical design.

				

				[image: 287200-fg0103.eps]

				[image: Tip.eps] Consider defining an additional domain to keep replication traffic local — confined among domain controllers connected by a local area network (LAN). The transmission speed between domain controllers in a LAN is much faster than it is between domain controllers that are connected by a slower, wide area network (WAN). The exchange of updated database information among domain controllers during replication causes additional traffic that can clog the network and result in slower response times. So by keeping your replication local, you can keep replication time to a minimum and ensure that the network lines are available for other traffic. (I talk more about defining domains in Chapter 5.)

				Tree

				A tree is a hierarchical grouping of domains within the same namespace. A namespace is a logically structured naming convention in which all objects are connected in an unbroken sequence. (I talk more about namespaces later in this chapter and in Chapter 4.) When you design an Active Directory tree, you begin with the topmost domain, which oddly enough is the root (or parent) domain. Subdomains (sometimes child domains) branch downward from the root, as shown in Figure 1-4. Supposedly, if you turn your logical structure drawing upside down, it resembles a tree. (Go on — turn the book upside down and look for the image of a tree in Figure 1-4!)

				
					Figure 1-4:  A tree diagram in Active Directory.

				

				[image: 287200-fg0104.eps]

				Regardless of whether you actually see a tree when you turn the book upside down, the term tree is one that you use often in discussing directory services. And the arboricultural (it’s a real word — honest!) terminology doesn’t stop there — as you discover when you find out more about Active Directory.

				When you add domains to an Active Directory tree, you automatically create transitive trust relationships. Transitive trusts extend the relationship between two trusted domains to any other domains that those two domains trust. These trusts are bidirectional and enable users in one domain to access resources in the other domain. In an Active Directory tree, all domains are connected through transitive trusts, so a user in one domain can access any other domain in the tree.

				You can also link trees or forests through explicit, or one-way, trusts. By creating an explicit trust between Tree A and Tree B, for example, you can specify that users from Tree A can access resources in Tree B, but users in Tree B cannot access resources in Tree A.

				Forest

				A forest is a logical grouping of trees that you join together in a transitive trust relationship, as shown in Figure 1-5. A forest has the following characteristics:

				Each tree in a forest has a distinct namespace.

				The trees in a forest share the same schema and global catalog. (I discuss schema and global catalog a little later in this chapter.)

				Chapter 5 helps you determine when to create a tree and when to create a forest.

				
					Figure 1-5: A diagram of an Active Directory forest.

				

				[image: 287200-fg0105.eps]

				Organizational unit (OU)

				An organizational unit (or OU) is nothing more than a container within a domain. You use it to store similar objects so that they’re in a convenient location for administration and access. Here are some of the objects that you store in an OU:

				Printers

				File shares (a folder located anywhere on the network that has been designated as shared so that others can access it)

				Users

				Groups (a grouping of users that can be jointly administered)

				Applications

				While you plan your Active Directory structure, you also plan the logical structure of the OUs within each domain. Keep the following points in mind as you become familiar with OUs:

				You can nest OUs within each other to create a hierarchical structure.

				Each domain can have a hierarchy of OUs, or the OU hierarchy can be identical in each domain. You cannot, however, extend an OU across domains. OUs are always completely contained within a single domain.

				Structure OUs correspond with the business practices of your company. Earlier in the chapter, I talk about matching the logical structure to where employees work. OUs can help you organize network resources so that they’re easy to locate and manage.

				Many factors can influence your OU structure or model. An OU model might reflect the administrative model of the organization or the company’s structure either by organizational chart or by work locations.

				A domain that you name West, for example, represents your company’s western region of the United States. This domain includes OUs that you name California, Washington, and Oregon, as shown in Figure 1-6. The California OU contains two nested OUs that you name San Francisco and San Diego. The Washington OU contains objects that you organize in OUs that you name Tacoma and Seattle. To ease administration by keeping things similar, the East domain follows the same conventions used in the West domain.

				If you want, you can further organize the city OUs so that San Francisco, San Diego, Tacoma, and Seattle each contain nested OUs for user objects and printer objects.

				[image: Remember.eps] You can create transitive trusts between forests A and B so that all the domains in Forest A trust all the domains in Forest B and vice versa. Having forest-level transitive trust can greatly simplify your life!

				Object

				An object is any component within your Active Directory environment. (I talk briefly about objects in the “Active Directory is an information store” section earlier in this chapter.) A printer, a user, and a group, for example, are all objects. All objects contain descriptive information, or attributes.

				Sites and Site Links

				A site is a grouping of IP subnets connected by high-speed or high-bandwidth links. Sites are part of your network’s physical topology (or physical shape), and each site can contain domain controllers from one or more domains.

				During your planning stages for implementing Active Directory, you define a site topology for your environment. You use sites to optimize a network’s bandwidth by controlling replication and logon-authentication traffic. (Chapter 12 tells you how to use sites to control traffic.)

				By dividing the network into sites, you can limit the amount of replicated Active Directory data that you must send across slow WAN links. Domain controllers within a single site exchange uncompressed data because they’re connected by fast links; domain controllers spread across different sites exchange compressed data to minimize traffic.

				Of course, you can’t just define sites and then expect the sites to start  magically communicating with each other. You must define site links that connect your sites. These site links define how the replication and logon-authentication traffic flows between sites.

				I devote Chapter 12 to a discussion of controlling replication traffic. But for now, just be aware that replication occurs whenever the domain controllers within a domain exchange directory database information. Updates or additions to the database trigger replication between domain controllers within a site.

				You also use sites as authentication boundaries for network clients. Although any domain controller throughout the domain can authenticate a user, designating any but the closest one to do so isn’t always the most efficient use of the network. After you specify your site boundaries, the closest available domain controller within the client’s site authenticates a client logon. This setup minimizes authentication traffic on the network and speeds response time for the client.

				
					Figure 1-6: Nested organizational units (OUs) in Active Directory.
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					[image: TechnicalStuff.eps]
				

				
					Object Identifiers (OIDs)

					If you decide you want to create your own schema changes, you will need your own Object Identifier. Object Identifiers are dotted decimal numbers that the American National Standards Institute (ANSI) assigns to each object class and attribute. ANSI assigns a specific root identifier to a U.S. corporation or organization, and the corporation then assigns variations of its root identifier to the objects and attributes that it creates. For example, Microsoft’s OID is 1.3.6.1.4.1.311, which maps to the following path:

					iso.org.dod.internet.private.enterprise.microsoft.

				
The Active Directory schema

				Along with the basic Active Directory components that I discuss in the preceding sections, you must also be familiar with the Active Directory schema. The schema contains definitions of all object classes (or object categories) and attributes that make up that object. That is, the schema is where the rules are about what kind of objects can be stored in the directory and what attributes are associated with each type of object. 

				Normally, an AD administrator doesn’t make changes to the schema on a regular basis. The majority of the time, you modify the schema only when you’re installing an application that uses Active Directory to store and retrieve information. One good example is Microsoft Exchange Server. A number of new attributes and object classes must be created and modified so that Exchange can work. But there can be instances where you might perform a schema modification on your own. For example, let’s assume that all the employees of Steveco Corp. have a company-specific attribute (say, an employee number) associated with them and you want to put that information into Active Directory. There isn’t any attribute in the default schema called SteveCoEmpNum so you must make the necessary changes to the schema to include this attribute.

				At the time that you install Active Directory, you also install a base schema by default. This schema contains the object class definitions and attributes of all components available in Windows Server 2008. While your directory tree grows, you can extend or modify the schema by adding or altering classes and attributes as follows:

				You can create a new object class.

				You can create a new attribute.

				You can modify an object class.

				You can modify an attribute.

				You can disable an object class.

				You can disable an attribute.

				(In Chapter 13, I show you how to do all the schema modifications shown in the preceding list.)

				[image: Remember.eps] By definition, an object must have defining attributes; each object has required attributes and optional attributes. Among the required attributes of any object are the following:

				Name

				Object Identifier (OID) (See the “Object Identifiers (OIDs)” sidebar.)

				List of required attributes

				List of optional attributes

				Doesn’t it seem odd that a list of optional attributes is a required attribute for an object? Of course your list of optional attributes could be empty!

				Not just anyone can modify the directory schema. Only members of the Schema Administrators group can do so. The Schema Administrators group is a built-in group installed by default when you install Active Directory. The group is preconfigured with the appropriate privileges for performing particular tasks. As system administrator, you can assign particular users to this group by adding their user IDs to the group. (See Chapter 11 for the details on adding users to groups.)

				[image: Warning(bomb).eps] Limit the number of administrators in your organization’s Schema Administrators group to protect yourself against unintended results! Every organization should have a precise change-control policy that governs changes to the directory schema. The schema affects an entire forest, so any change is replicated to every domain in the forest. The potential for disaster is huge!

				Domain Controllers and the global catalog

				Domain controllers (DCs) are the servers that actually provide all the AD DS services as well as the actual storage of the directory data. The AD data on the DC is split into four types of regions or partitions:

				Domain Naming Partition: Each domain in the forest has at least one domain controller that is a member of that domain. The Domain Naming Partition is where the copy of all the objects within this domain controller’s domain is stored. This information is replicated to all other domains controllers within the same domain. Every DC has a single domain naming partition because the DC can only be in one domain.

				Configuration Partition: This partition is used to store information that’s needed across all domain controllers in the same AD forest. Within the configuration partition, the information about the physical environment, including site and site link definitions is held. This partition is located on every domain controller in the forest.

				Schema: Every domain controller in a forest has an identical local copy of the Active Directory schema stored in a schema partition. That way, every DC understands the rules of what objects and attributes can exist.

				Application: Application partitions are optional partitions that can be used to store data that is to be replicated between a set of domain controllers and used by an AD-enabled application. One good example is DNS, as I discuss in Chapter 4.

				The replication of these partitions between the domain controllers is handled with a multimaster model. What does that mean? Multimaster model means that changes to these partitions can be on any DC and those changes will be replicated to every copy of that partition in the forest. Of course, there are some exceptions to this rule (you knew there would be!). Because of a schema’s critical nature, only one DC in the forest has a writeable copy of the schema — the Schema Master. Table 1-1 summarizes these partitions and their replication method and scope.

				
					
						
								
								Table 1-1 Active Directory Partition Replication
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				[image: Warning(bomb).eps] Windows Server 2008 AD DS introduces a new type of domain controller — a read-only Domain Controller, or RODC. I cover RODCs in detail in Chapter 6, but for now, understand that there’s a special case when you can configure a DC where none of the partitions on a DC are writeable. You will see that RODCs are a great solution for deploying AD DS services in smaller, less secure locations.

				Domain controllers provide two primary services to users: network authentication and directory object storage and retrieval. Network authentication services are provided by a DC through the Kerberos Key Distribution Center (KDC). In Active Directory security, Kerberos is everything. Every Active Directory user must get a Kerberos key at login. This key identifies the user to the network and controls what resources the user can access. In addition to the KDC, DCs provide the ability to store and retrieve the directory information in the partitions that the DC holds.

				One other option on a domain controller that you need to understand is the global catalog. A global catalog (GC) is a searchable index that enables users to locate network objects without needing to know their domain locations. A partial replica of the Active Directory, GCs contain a list of objects in the forest but don’t necessarily list all the attributes of every object in the forest. GCs aren’t separate from domain controllers: They’re an option that you can select on the DC’s configuration. In other words, all GCs are DCs but all DCs aren’t necessarily GCs.

				The global catalog enables searches among trees in a forest. You can also use it to speed lengthy searches within a single tree. By default, the global catalog doesn’t contain all the attributes of every object. The default global catalog configuration includes only those attributes that you’re most likely to use for a search, such as a user’s first or last name. Similarly, you can search the global catalog for all color printers instead of browsing through all the printers on the network.

				[image: TechnicalStuff.eps] The default schema settings determine which object attributes appear in the global catalog. All objects appear in the global catalog, but only a small subset of the objects’ attributes are included. To add additional attributes to the global catalog, you have to modify the schema. (See Chapter 13 for additional information on modifying the schema.)

				[image: TechnicalStuff.eps] By default, the first domain controller that you create in a forest becomes a global catalog server. If the environment consists of multiple sites, you can optimize network traffic by creating a global catalog server in each site.

				[image: Remember.eps] The global catalog is a service that runs on domain controllers. You manage the service by using the Active Directory Sites and Services snap-in for the Microsoft Management Console (MMC). The MMC is a Windows 2008 Server system file that you access by choosing Run from the Start menu and then typing mmc. From within MMC, open the Console menu, choose Add/Remove Snap-in, and then choose AD Sites and Services from the list that appears.

				The DNS namespace

				DNS (Domain Name Service) is the predominant name-resolution service on the Internet, so Microsoft chose to use DNS to translate host names to IP addresses in the Active Directory service. The DNS namespace is the single most important requirement for a successful Active Directory implementation, and the two are tightly interwoven. If you don’t plan the DNS namespace appropriately, your Active Directory service is difficult to administer and doesn’t adequately serve the user community.

				A thorough understanding of DNS and of TCP/IP is essential for planning and implementing Windows 2000 and Active Directory. A good source of information is TCP/IP For Dummies by Cameron Brandon (published by Wiley).

				I discuss in Chapter 4 that you must plan the DNS namespace before you can design the Active Directory. You use the DNS namespace design that you create (or one that already exists for your organization) to design a domain namespace for Active Directory.

				If you’re not using the Microsoft DNS service, you must use another DNS service that’s compliant with RFC 2136 and RFC 2052.

				Because It’s Good for You: The Benefits of Active Directory

				I don’t know about you, but whenever Mom told me to eat my vegetables because “they’re good for you,” I still wasn’t particularly motivated. I needed to know more about what that broccoli was actually going to do for me.

				So maybe, like me with my vegetables, you need to hear about the real  benefits you ultimately can realize if you bite the bullet now and make the management and design changes required by Windows 2008 and Active Directory.

				Active Directory offers appealing features for administrators and end-users alike:

				Ease of management because of the centralized nature of the Active Directory database.

				Enhanced scalability (it can get lots bigger!) that enables the Active Directory database to hold millions of objects without altering the administrative model.

				A searchable catalog that enables you to quickly and easily search network resources. The network becomes less intrusive, enabling users to concentrate on their work rather than their tools.

				Active Directory forms an infrastructure backbone that many IT platforms and applications can utilize.

				I encourage you to follow through all the planning and testing steps that I present in this book. With the right preparation, Active Directory can offer tremendous advantages for both you and your organization.

			

			
			
				
			

		

	
		
			
				Chapter 2

				Analyzing Requirements  for Active Directory

				In This Chapter

				Gathering business information and goals

				Gathering technical information

				Best practices for analyzing AD requirements

				Before you can design Active Directory (AD) for a company, you have to understand the company and its needs. Active Directory can have a broad impact on a company and its operations. If you don’t gather the needed information ahead of time and use it in designing the directory, you’re setting yourself up for failure.

				In this chapter, I discuss the business and technical analysis process that must be conducted before any AD design work can take place. I examine in detail each of the corporate business aspects that must be processed. With this information, you can answer the questions that come up as you move through the AD design process.

				Why Gather Information?

				For successful implementation of Active Directory, you must spend an appropriate amount of time in the information gathering and analysis phase of the project. Not spending enough (or, in some cases, any) time gathering and analyzing this information is probably the number one reason why Active Directory implementations fail. What do I mean by a failed AD implementation? Most failed AD implementations can be characterized by one or more of the following elements:

				The Total Cost of Ownership (TCO) per user for support of Active Directory has increased over the previous IT architecture.

				User productivity has decreased because of the AD implementation.

				Active Directory wasn’t implemented to complement existing or upcoming corporate business processes.

				The company has experienced an ongoing increase in its help desk call rate.

				The company has experienced a decrease in the reliability of the IT infrastructure.

				The mean time to resolve user problems has remained the same or increased.

				Management, users, or the IT support staff’s satisfaction with the IT infrastructure has remained the same or decreased.

				Characteristics other than those I mention might also be evident, but you get the idea. If you’re responsible for implementing Active Directory and your implementation experiences one or more of these attributes, more often than not you can trace the problem to a poorly executed information gathering and analysis phase.

				I state earlier in this section that the most common mistake is underestimating the amount of time this phase takes. Don’t fall into this trap! Most companies implementing successful IT infrastructures experience that the planning phase can take one half to two thirds of the time it actually takes to implement the infrastructure. By reserving an appropriate amount of time upfront for gathering information, you greatly increase your chances of creating a design that results in a successful implementation.

				You must collect information in two areas of assessment:

				Information about the company and its business

				Information about the technical environment, including the current IT infrastructure (if any)

				In addition to conducting this survey, you must spend time developing a list of requirements or goals that you intend to achieve with this AD implementation. With this information, you can have a winning AD design.

				Gathering Business Information

				One of the first questions to ask a company interested in implementing Active Directory is, “Why?” The answer shouldn’t be something along the lines of, “We need Active Directory because it has the newest technology” or “It’s cool.” Remember that technology is a means to an end — the end is the fulfillment of a business goal or objective. Don’t implement technology for technology’s sake. If you can’t justify the implementation of Active Directory by stating one or more business goals, chances are good that you shouldn’t introduce Active Directory into that environment. For this reason alone, you must gather this business information to document the company’s justification for implementing Active Directory. These justifications can guide you through the AD design process.

				Exactly what information do you need to gather? You’re looking for information to help you make decisions as you move through the AD design process. You don’t want to design in a vacuum; in other words, you don’t want to design an AD infrastructure that doesn’t take into account any information about the environment. Most IT engineers (myself included) are guilty of this practice to one degree or another, and it’s dangerous — especially where Active Directory is concerned. The scope and impact of Active Directory is just too broad to design it without this information.

				Before you can go somewhere, you have to know where you are. Just like driving a car, you can’t get to your destination if you have no idea where you’re starting. Therefore, the first step is to document the business environment.

				[image: Warning(bomb).eps] A common mistake during the information-gathering phase is failing to collect the data in an organized fashion. I go into the detailed information to gather in this chapter, but make sure that you store this information (for example, documents, spreadsheets, and so on) in such a way so that you can find it later. To spend time gathering all this good information and then be unable to find it later when you really need it would be a real shame.

				Surveying the business environment

				Every business is different; therefore, one Active Directory design can’t meet every company’s needs. When designing Active Directory for a company, you need to be intimately familiar with that company’s business environment. With previous generations of Network Operating Systems (NOS), such as Windows NT or Novell NetWare, designers generally had to take the approach (sometimes unconsciously) of conforming the company’s processes to meet the NOS’s features, when they should have conformed the NOS to aid the company in conducting its business. Designers took this approach because many of the older NOSs didn’t have the capability to scale to the size of many medium- to large-enterprise-sized corporations. With Active Directory’s scalability (the capability to host millions of objects) and its flexibility, architects can now design a directory service that can meet the company’s needs and provide some real benefits.

				So before you design the service, know the company that you’re designing Active Directory for. You need to understand the ins and outs of the company; otherwise, you can’t possibly hope to create a directory service that provides real value.

				The company’s business model

				You need to understand the business your company is in. More than anything else, the company’s mission statement should clearly convey this. Of course, you have to delve deeper than that. Here are some of the aspects of the business that you need to have a clear understanding of:

				Corporate priorities: What are the company’s current objectives? Why are they in business? Investigate if there are any current corporate initiatives that could potentially affect your design either during or immediately after deployment of Active Directory. Pay close attention to these initiatives — especially if they happen to conflict with the implementation of Active Directory.

				Corporate growth: Is this company growing, either in the number of employees or in scope of business? Are there any potential mergers or spinoffs in the works? These things could affect your design or, at the very least, force you to consider making the design flexible enough to address these changes.

				Relevant laws and regulations: Understanding what laws affect how this company conducts business is important, especially in multi-national and government-regulated businesses. For example, some countries have laws on their books that make exporting employee information outside the country without prior approval illegal. This restriction could definitely affect how AD will replicate data and where that data can be stored. Remember that ignorance of the law is not an excuse!

				Company’s tolerance of risk: How much risk can the company take? Remember that this company has customers to serve. What happens if, because of the implementation or design of Active Directory, the level of customer support changes? What level of support is the company contractually obligated to provide? Understanding these risks can help you design Active Directory so that it provides fault tolerance in the areas necessary to reduce risk.

				Information technology costs: How much does the company spend (in both people-power and money) to provide IT services to the company? Is the percentage of IT costs compared with total revenue acceptable, or are changes required so that you can reduce costs? Reduction in IT support costs should be one of your objectives in implementing Active Directory.

				Business processes: What business processes does the company use to conduct its daily operations? How does the IT infrastructure support those processes? Do these processes have potential for improvement? Understanding these issues might help you justify your AD implementation by being able to show some concrete savings from improved business processes.

				Service and product life cycles: Are there any life cycles related to the services or products that this company produces? These cycles could affect the number of employees, network traffic, frequency of changes to the directory, and so on. These life cycles also tend to create lines of communication. Active Directory can be structured to support these communication lines.

				Decision making and information flow: How are decisions made in the company? Are they made from a central location, such as corporate headquarters, or does each location work independently of the others? You should understand how information is communicated within the company and design Active Directory to support these processes.

				[image: Remember.eps] One of the downfalls here is that some of this corporate information is probably going to be difficult to pry from company executives. Sometimes, the secrecy is for good reason, such as a confidential upcoming merger; at other times, you might just have difficulty nailing down an executive long enough to get this information. Make sure that you communicate the risk and potential added costs the company could incur by not releasing this information.

				The company’s structure

				Understanding how the company is organized is crucial to a successful AD implementation. During the information-gathering phase, you should capture two views of the company: an organizational view and a functional view. The organizational view is the typical organization chart (shown in Figure 2-1) that most companies create to communicate how employees fit into the hierarchical management structure. Through this structure, you can see how information is communicated from top to bottom and get an idea of how the decision-making process works. Because communication and decision making are essential parts to any business, you need to understand how these parts work so that Active Directory can support, not hinder, these activities.

				
					Figure 2-1: A typical organization chart.

				

				[image: 287200-fg0201.eps]

				[image: Tip.eps] Although recording the organization chart is important, if that chart is about to change (especially during or before deployment of Active Directory), you should attempt to get a new chart quickly or, at the very least, gain an understanding of the organization’s changes.

				Understanding the organization chart is necessary; however, the chart doesn’t always convey how things really work in a company. You also need to understand the functional view — how the company is divided into different functional areas. This understanding is necessary because the organizational view might not clearly communicate the business functions. The functional view is created by charting the operations that must occur within the company for the normal day-to-day business to function correctly. These functions are then examined to understand how they interoperate with each other. The output can be various formats, including flowcharts or block diagrams (shown in Figure 2-2). The format isn’t important — you’re trying to gain an understanding of how functional groups communicate with each other. That knowledge can help you as you plan your AD design.

				The geographical model

				Understanding the geographical model the company fits under allows you to get an initial idea of the magnitude of the AD design that must be created. Most companies fit one of the following geographical models:

				Regional: A small- to medium-sized company located within a single country. The number of offices involved generally ranges from one to ten. In most cases, many business and IT functions are centralized because the company is not large and has only a small number of locations.

				National: A medium-sized company located within a single country that has a larger number of offices. Because of the larger number, some functions become decentralized. You might also have to deal with more political issues among the various locations within the company than  in the regional model.

				International: A medium- to large-sized company located in multiple countries. An international company is likely to be the most challenging geographical model to create an AD design for. The challenge stems from cultural, language, and political issues, as well as any laws that might affect the design within each country where the company is located. Also, although the company still has a single headquarters, many business and technical functions probably are decentralized. Your AD design should take into account these decentralized areas.

				Branch Office: Typically a medium- to large-sized company with one or more major locations and a number of remote offices that work autonomously. These branch offices can be located within a single country or internationally. Each branch office must communicate with the headquarters. Communication among the branch offices is likely limited. Because each branch office can operate as its own separate, independent entity, pay careful attention when you’re designing Active Directory to support this decentralized operation.

				Subsidiary: Usually, a medium- to large-sized company that has multiple external identities, each operating as a separate subsidiary company. Each of the subsidiaries operates independently of the others and communicates only with the headquarters.

				Note: Your company might not cleanly fit into any of the models or it might fit into a combination of the models. The idea is to get an understanding of where the company is located and how these locations work together.

				Business relationships

				You also need to understand any standing relationships that the company may have with other partners, vendors, and customers. Here, you’re looking for processes that are using (or could use) the IT infrastructure. This can affect how you deploy Active Directory Domain Services (AD DS) in that you might need to deploy an additional instance of AD in the company’s extranet network or even possibly look at creating a federated relationship with the external partner using Active Directory Federation Services (see Chapter 9).

				
					Figure 2-2: A functional block  diagram.

				

				[image: 287200-fg0202.eps]

				The administrative model

				The number one cost of any IT system (both servers and desktops) is its ongoing administrative support. Therefore, understanding how Active Directory and the Windows Server OS are supported is vital. Because most aspects of Active Directory are geared around decreasing the administrative load, you find the administrative model, more than anything else, drastically affects the final AD design.

				[image: Tip.eps] Active Directory should always be designed with the administration model in mind over any other considerations.

				Just as for the other business and technical aspects, you want to design Active Directory to support the administrative model instead of conforming the administrative model to fit Active Directory. Architects can potentially gain some significant cost savings if they’re allowed to create a support structure that can administrate Active Directory in an efficient and productive manner.

				The main question to ask is how to structure the AD administrative model. You have three possibilities:

				Centralized: A centralized administration model implies that a single organizational group is responsible for providing AD support. The personnel are usually centrally located as well. The benefits here are that users have a single point of contact for support and that the accountability is easy to figure out. A downside to the centralized model is that trouble tickets might take longer to resolve because all support calls are handled by a single help desk. Although this is a common model in smaller companies, many larger companies are also moving to this model because centralizing support has cost savings potential.

				Decentralized: By following a decentralized model, multiple administrative groups are responsible for support. This support can be broken out at both an organizational level and an AD partitioning level. Therefore, you might have a group in one region that is responsible for administrating a portion of Active Directory that corresponds to either that group or region. A benefit is that user requests can usually be satisfied more quickly. The downside, however, is that you must carefully coordinate the activities of the different administrative groups to ensure that no support conflicts occur. The decentralized model is common in larger companies.

				Combination: Your support model might not cleanly fit into either of the categories. You might have centralized the support of certain network services and decentralized others. Although this model can work, it also can be difficult to deal with if the IT infrastructure isn’t designed for delegating support from the centralized teams to the decentralized ones. A great thing is that support of this model is one of the areas where Active Directory really shines.

				In conjunction with understanding the structure of the administration model, the other question to ask is whether to manage the environment tightly or loosely. Will the client desktop configurations be locked down so that users cannot change configurations or install, upgrade, or remove any applications? Or, will the environment be loosely managed so that users can reconfigure client desktops as they see fit. The answer depends on the corporate environment and the needs of the users versus the cost of supporting that model.

				You should also understand how the IT administration is funded. Does the funding come from company overhead, or is each group billed internally? Be sure that you can appropriately staff for the support of Windows Server 2008 and Active Directory. You should also understand how decision making and change management are handled.

				In some cases, companies outsource their IT management to other companies. You have to work with the company providing IT services closely during the AD design process to make sure that it can support the design.

				After you determine the current model, ask whether the model will support Active Directory. The implementation of Active Directory is a perfect opportunity to reevaluate your current support model and determine whether a change should be made for efficiency’s sake. If a new model will be created, make sure that you thoroughly document it so that you can implement Active Directory to fit that model.

				Determining business goals

				After you gather information about the existing and planned business environments, find out exactly what goals or requirements you must meet for the AD design to be considered successful. Usually, a Chief Information Officer(CIO), Chief Technology Officer (CTO), or a group of managers responsible for the costs of the project defines the goals of the implementation. Identifying the project owner (the person signing the checks for the project) early in the process is critical. The project owner is ultimately the person who should be identifying the business goals that the implementation is to achieve. If you don’t get these requirements from the project owner, you risk developing a system that doesn’t meet the business objectives the check-signer has in mind.

				You need to ask two goal-probing questions at this point:

				“What do you need?” Give the manager the opportunity to communicate his expectations for what the AD design will accomplish. Take this opportunity to make sure that the requirements are reasonable and attainable.

				“What do you need that you donít know you need?” Sometimes the role of an AD designer requires that you also put on your consulting hat. By analyzing the information you’ve gathered, you might discover other requirements that can generate additional benefits or cost savings that the manager hasn’t thought about.

				These requirements can come from several areas, including the following:

				Business process improvement: These goals can include items such as improving business processes and accommodating new ones.

				Increased user productivity: Users should be able to complete work in a shorter amount of time. This requirement can be measured by a decrease in help desk tickets.

				Cost reduction: Most companies are always looking for how to reduce the TCO of their IT environment. If this is a goal, make sure that you have thoroughly documented the current IT costs.

				After you gather these requirements, it’s a good idea to generate a document that captures these goals and categorizes them by scope and priority. Having this information during the design process is important because you might find that you have to eliminate certain lower-priority goals to meet the higher-priority ones.

				Also, try to stay away from nonspecific goals. For example, if you want to reduce IT support costs, specify an actual value. Otherwise, after the implementation is complete, you won’t be able to determine whether you met that goal.

				Gathering Technical Information

				Gathering business information is important; however, you also have to focus on the IT technology aspect of the company. This requires examining the environment based on its present and future state, particularly noting all anticipated changes to the environment. After collecting and analyzing this information, you can then use it to create the AD design. The technical information that you gather is mostly in two categories:

				A technology survey of the current IT environment

				An established set of technical goals that the AD implementation is to achieve

				The technology survey information gives the architect a good idea of the technical environment into which she plans to implement Active Directory. By combining this information with the technical goals, the architect can detect problem areas that need adjustment (such as the network topology) before implementing Active Directory.

				[image: Tip.eps] Chances are good that some of the necessary technical information might not be readily available. For this reason, build a planning team of individuals from different IT arenas that have access to all the necessary information.

				Surveying the technical environment

				The ultimate goal is to implement Active Directory correctly, so the architect needs to understand the IT environment before attempting to design a new environment. With this information, the architect can match Active Directory to the technical needs of the company.

				Necessary information includes

				The physical and logical network architecture

				An understanding of how the company’s employees and work processes match up to the physical and logical network architecture

				The likely impact Active Directory might have on the company’s established work processes and network infrastructure

				The demographics

				You need to understand where the company is located and gather information about each location. I use the term demographics to describe this  information.

				To determine what the company’s demographics are, you need the following information:

				All the company’s physical locations, listed by address

				A list of the groups (by organization chart and functional chart) at the locations and the number of users in each group

				The number of users who work remotely and the number of users who work at home

				The employee turnover rate by location

				The growth and reorganization potentials

				Other attributes of each location:

				 • Does the company own the building?

				 • Can the building facilities support computer equipment locally?

				 • Are there any laws or regulations at this location that might affect the deployment of Active Directory?

				 • Are there any critical functions or personnel at this location that have special support requirements of the IT infrastructure?

				You primarily use demographics in the design process to ensure that Active Directory is properly sized to each location. The process of sizing Active Directory determines at what locations to implement AD servers and services, such as domain controllers and global catalog servers, and whether the network at the locations can handle the traffic generated by the services. You can also use the demographics to determine that no servers need to be deployed at the location, perhaps because of an insufficient number of users or low network bandwidth.

				Keep in mind that you need time to gather this information — especially in a larger company. Also, keep in mind that in large companies, by the time you gather the information, the numbers at one or more of the locations might have already changed. Don’t sweat this too much. Unless there’s a radical change, the numbers you have should be good enough for you to size Active Directory to the location.

				[image: Tip.eps] You want to view this data in various ways and potentially manipulate the data to answer other questions during the design process. I strongly suggest that you place this information into a spreadsheet or database format.

				The network infrastructure

				Because Active Directory and Windows 2000 are major components of the company’s IT strategy, creating an AD implementation requires an understanding of the networking environment that supports the directory structure. Because Active Directory is a networked application, its design must take into consideration the network it’s implemented within. This network infrastructure has both physical and logical aspects that must be analyzed.

				Assessing the physical networking infrastructure

				First, you need a diagram of the wide area network (WAN) that exists within the company. Your goal is to develop a diagram that shows how the locations you identified in the demographics are connected. Figure 2-3 shows an example of a physical network diagram.

				Figure 2-3 gives you an idea of an enterprise-level diagram that shows how the locations are wired. The network speeds on the WAN connections are shown on the diagram. However, one important piece of information is missing. Although the network speeds on the links are listed, the net available bandwidth on these links isn’t. Although the speed information is important, it’s even more crucial that you have the available bandwidth of those connections. Net available bandwidth is calculated as:

				Net available bandwidth = Speed of network link * (1 – % Average network utilization)

				
					Figure 2-3: An example of a physical network diagram.

				

				[image: 287200-fg0203.eps]

				If you are using leased network links from a telecommunication carrier, the carrier should be able to provide this information to you. If have dedicated network lines and you don’t have the right network monitoring tools in place to obtain this information, consider getting them. Knowing how much available bandwidth is on the network links is critical to properly designing the physical side of Active Directory. Without this information, you run the risk of designing Active Directory that exceeds the capabilities of the network.

				[image: Tip.eps] After you have the total and available bandwidth numbers, combine this information into the same file with your demographics information. Many of the decisions you make in the design process require weighing the network speeds and capacity against the number of users and the activities at that location. Having this information in one file is very useful.

				In addition to the WAN diagram, the following list details important network infrastructure information that is useful in creating an AD design:

				LAN diagrams: A network diagram of each location can give you an idea of where servers might be placed at these locations.

				TCP/IP subnets: Add a list of the TCP/IP subnets on the network to the demographics file. The physical design of Active Directory includes the creation of AD sites. A site is a collection of well-connected IP subnets (I discuss the term well connected in Chapter 6). By adding the subnets into the demographics spreadsheet or database, you can quickly see how the subnets can be grouped into AD sites.

				Data pattern and performance needs: To implement Active Directory, you need to understand data patterns and performance needs within the physical network. This information helps determine the best time to conduct AD replication. The company might have scheduled daily or weekly job cycles that make certain demands on the network. What you want to ensure is that AD replication doesn’t affect these cycles. Therefore, it’s important that you know when these jobs are executed and how and where they affect the network.

				Hardware and software inventories: Access to hardware and software inventories — particularly when working on a migration — is important from a reuse standpoint to understand what hardware you have available. Additionally, you need to ensure that software licensing compliance is maintained during implementation and afterward.

				Assessing the logical network infrastructure

				Along with the physical network information, you need to understand the network infrastructure from a logical viewpoint. You can see how the architecture is designed from a conceptual point of view by taking a logical view of the infrastructure. For example, if the company has a Windows NT network, you might develop a logical diagram similar to Figure 2-4.

				
					Figure 2-4: A logical network diagram.

				

				[image: 287200-fg0204.eps]

				From this logical view, you can

				See what NT domains exist and what their names are

				See the number of servers and their names

				View the trust relationships that exist between these domains

				Of course, this isn’t the only type of logical network diagram that you can create. You can diagram any network-provided service that is distributed across the network, such as DNS or DHCP, to show how the service has been implemented, what servers exist, and how these servers interact. In addition to charting these services, document their configurations upfront. If you know how the current services are deployed, you avoid risk later if you have to upgrade these services and encounter problems. Also, you might recognize services that can either be replaced by or integrated with Active Directory.

				Examine what security standards are in place in the environment. Ask whether these standards apply to Active Directory or need updating. Spend time in this area because Active Directory and Windows Server 2008 can have a significant impact on security standards.

				[image: Tip.eps] Comparing the logical and physical architectures against each other is a worthwhile exercise. Very often, you find that the logical architecture was designed around the constraints of the physical architecture. This was a common way of designing Windows NT systems. Don’t fall into this trap with Active Directory!

				Existing directories

				Because Active Directory is an X.500-compliant directory service, ask about other preexisting directory services and determine what interaction between AD and these other directories is required. You might also need to consider whether Active Directory can replace those systems, or if synchronization of data between these other directory services and AD is necessary. This might also point you to deployment of Active Directory Lightweight Directory Services (AD LDS) as a replacement for any of the non-OS directory services.

				The impact of Active Directory

				Because installing Active Directory introduces a new directory service into the IT environment, the architect needs to determine what effect Active Directory is likely to have on that environment. Introducing any significant change into an IT environment always entails an element of risk. By examining these potential risk areas, you can reduce the danger.

				Potential risk areas include

				Existing systems and applications: Examine what applications and tools are in place in the IT infrastructure and the effect that AD could have — both positive and negative. Particularly, pay attention to Windows server applications that might need upgrading because of the migration to Windows 2008 and Active Directory. Also, try to identify applications that might benefit from the availability of an X.500-compliant directory service like AD DS or AD LDS.

				Existing and planned upgrades and rollouts: Are there any IT implementation projects ongoing or planned? If so, assess how an Active Directory installation affects that project. If there is an impact, spend time prioritizing these projects before going any farther.

				Technical support infrastructure: How is Active Directory going to affect your IT support staff? The company probably has to invest time and money in training personnel on Active Directory and Windows 2008. If the design is done properly, you might free up some of the IT staff to work on all those other pending projects you’ve been meaning to get to!

				Existing and planned network and systems management: What existing or planned tools are in place to perform network and systems management? If any of the tools are specific to NT, then it’s likely that you need to upgrade. Also, if you don’t use any tools, you probably should spend time assessing whether investing in these tools is warranted.

				The client desktop environment

				Spend time understanding and documenting the desktop environment. Active Directory can have a significant effect on the user’s desktop experience, but you need to understand the current environment before you can improve it. Gather client desktop information regarding:

				The end-user work needs: How do the users make use of their client computer? You should understand what applications the users use and how those tools are used to accomplish work. Also, find out what tasks the end-users find difficult to accomplish in the IT environment and try to identify how Active Directory might improve that process.

				The end-user technical support needs: The average technical expertise of the end-user varies from company to company. This affects the end-user need for technical support. In a company with many nontechnical users, it makes sense to consider locking the desktop configuration settings to keep users from accidentally changing things. By doing this, the company can realize an IT support cost savings. Comparatively, locking the desktop might be a bad idea for some users, especially power users, because it could negatively affect their work. If you have both groups in your company, it makes sense to treat these users differently and to structure Active Directory to match the situation.

				The client computer environment: This environment includes both the desktop hardware and the software applications installed locally. Pay close attention to hardware and software upgrade issues that might arise when you move to Windows Server 2008 and Active Directory. You should also understand where these client computers would be used. For example, you might have a sales force that uses laptops on a regular basis as they travel.

				[image: Tip.eps] Don’t just talk to the IT management or IT support staff to gain an understanding of the desktop environment. Talk to the actual end-users (both the average ones and the power users). By doing so, you can discover additional information that the IT staff is unaware of.

				Determining technical goals

				Document the company’s technical goals as they relate to implementing Active Directory. A CIO or IT manager within the company usually defines these requirements. This person may not necessarily be the same manager who defines the business goals. Although you have both business and technical goals, keep in mind that the technical goals should be developed to support the business goals.

				Examples of technical goals include the following:

				Systems management goals: What systems management features do you expect to gain from Active Directory? Through the application of security and application policies (using Group Policy objects), you can achieve such tasks as software distribution and installation and desktop lockdown. Document in detail what you expect these services to look like. (I look more at group policies in Chapter 14.)

				Performance goals: Establish goals regarding the speed and reliability of the IT system.

				Security goals: Define how Active Directory should meet or exceed the IT security policies that are in place (if any). Through Active Directory and Windows Server 2008, you can implement many new features including public key infrastructure and smart card technologies.

				[image: Tip.eps] Document these technical goals and prioritize them in case of a conflict later in the design process. Also, remember to keep these goals specific so that you can later determine whether these goals have been met.

				Best Practices

				While you work through the analysis phase in preparation for implementing Active Directory, keep the following practices in mind:

				Implement Active Directory to meet a set of business goals, not just for the sake of implementing it. Get those goals from the project sponsor and no one else. It’s the only way to ensure that the project will meet the sponsor’s objectives.

				Never design Active Directory in a vacuum. Always spend a significant amount of time in the information- and requirements-gathering phase.

				Don’t underestimate the amount of time that you should spend gathering information. With the appropriate amount of information at the correct detail level, you stand a much better chance of creating a successful directory design.

				Delve deeper than the information you find on the company’s organization and functional charts. These documents can be helpful, but remember that your goal is to understand how the company and its workgroups interact with each other.

				Design Active Directory to fit the administrative model — it’s the most important piece of information you can obtain. Active Directory is probably the most important tool that you will use to administrate a Windows server/desktop environment, so designing it to meet the support model eases the requirements for administration and improves the end-user’s IT service level.

				Quantify your goals into measurable terms. This way, you can easily determine success or failure in meeting the requirements.

				Be organized as you obtain and document the information you gather. You refer to it often while you go through the design process.

				Don’t only gather information about the company’s environment; determine whether there are plans for change. Gathering data on planned changes in the company is just as important, if not more so.

				Gather accurate demographic information. You use demographics to determine the best way of sizing the environment to the company and  to decide where servers and services should be placed in the physical network.

				Examine the IT infrastructure from both a physical and logical perspective. You can identify areas that Active Directory can improve by comparing these two views.

				Make sure that you get the net available bandwidth on the network links and not just the link speed. Remember that using a 256 Kbps link at 50 percent capacity is faster than using a T1 link at 95 percent capacity.

				Document the desktop environment. Understand how the desktops are used and you can identify which processes Active Directory should support and possibly improve.

				Make sure that technical goals are clear. You can easily determine whether the goals have been met if the requirements have specific  measures.
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