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Foreword

Imagine that you have been given the task of designing a new restaurant. The owner of the restaurant is willing to adopt a radical new concept and wants to you dream big. You′re given a completely blank slate. Not just the look and the theme, but everything about the processes and business model are open to you to change as you wish.

Maybe you think to yourself, ″Hmm, this restaurant will be serving steak. And since it′s serving steak, the customers will need to have access to knives. And one thing we know about people with knives is that they might stab people. Therefore, in order to make the restaurant safe, we′d better put a cage around every table in order to keep the customers from hurting each other.″

We chuckle at this idea because, when designing a restaurant, it is patently absurd to think this way. Yes, of course it is true that from time to time people go crazy and stab others in restaurants, but we have chosen - correctly so - not to make the threat of bad behavior the central element in the design of our social institutions.

And yet, it is exactly this kind of erroneous and flawed thinking that so often seems to grip people′s minds when they think about the design of software for social interactions. Rather than start with the default assumption that we all correctly have when we drive our cars, or walk the streets, or eat in restaurants - the default assumption that virtually everyone we meet means us no harm and is not going to hurt us - some web designers (and their managers) want to start social software projects with the premise that if everything isn′t locked down under a very carefully designed permission-based model, if every piece of information is not tightly controlled, something dreadful is going to happen.

But this simply is not true, something horrific is not going to happen. As it turns out, most people are not lunatics or mean. Most  people are reasonable and nice. And we should count on that and act accordingly.

A few years after Jimmy founded Wikipedia and it was becoming successful, he was invited by a major media corporation to come and advise them about wikis inside the company. Executives had noticed that, unlike some of the top-down, pseudo-revolutions that had flopped in knowledge management in the past, wikis were creeping steadily into the enterprise from the bottom-up. Employees were finding wikis immensely useful and started installing them on departmental servers themselves. And this was apparently quite scary.

In one meeting, someone from human resources suggested that if the employee handbook were placed in a wiki, perhaps someone might edit it to double the number of vacation days allowed. What could be done if that occurred? The answer is quite simple - if an employee pours coffee on a colleague in the lunch room, or participates in any number of other ridiculously unprofessional behaviors, he is reprimanded, and told to stop it immediately or risk termination. But in reality, with properly designed social software, one doesn′t need to forbid such activities, because the inherent transparency and accountability built into the software makes it clear to people that such behavior would be quickly noticed, frowned upon, and censured.

What makes Throwing Sheep in the Boardroom a timely business book is that the authors Matthew Fraser and Soumitra Dutta recognize the deeply-embedded reluctance by some organizations to embrace Web 2.0. They explain why this cautionary approach must be tackled head-on in order to fully harness the benefits of collaborative environments encompassing information-sharing and problem-solving, and wisely state that ″social interactions, like financial transactions, must be founded on some basic notion of mutual recognition and trust.″

What also makes this book appealing is that the authors take a very balanced and reasoned approach in their analysis. By neither underplaying the challenges faced by individuals and organizations participating in the online space, nor by being sensationalistically effusive about the positive social and collaborative opportunities offered, Fraser and Dutta provide an honest interdisciplinary framework that successfully blends theory with real-world examples and case studies.

To their credit, Fraser and Dutta don′t hold back in pointing out some of the questionable behavior one can observe online, such as the phenomenon of competitively collecting friends. But they also make the effort to explain that there is a deep-rooted sociological  motivation behind such behavior, namely the recognition that throughout history, status is in part measured by the breadth of one′s influence, and that the desire to solidify one′s social capital has now migrated to the online world where it is hoped by many that a large circle of friends, albeit sometimes tenuous and fragile, translates into greater influence and power.

Ultimately, however, Fraser and Dutta are optimistic about the long-term benefits of social networking sites - and rightfully so. Approaching Web 2.0 adoption from a position of innovation and opportunity reaps benefits manifold.

Organizations that refuse to regard Web 2.0 implementation as some sort of disconcerting, free-for-all endeavor have correctly recognized the positive potential of embracing collective intelligence and collaboration on their employees, customers, clients, and business partners.

Simply put, the basic fact is that all societies, ranging from private corporate entities, to local communities, to nation states, and finally to the global community as a whole, are best served by vigorously employing openness and a free exchange of ideas unhampered by fear of negative repercussions or censorship. Only by creating safe environments for the expression of ideas, even occasionally controversial ones, can we hope that the most valuable ideas will rise to the top. A free marketplace of ideas, supported by the Internet and social networking tools, is what we are ultimately striving for. And this is certainly achievable if we all, as participants in this new hyper-connected world, act responsibly with personal accountability.

 

Jimmy Wales, Founder of Wikipedia  
and Andrea Weckerle, Communications Consultant &  
Entrepreneur  
New York City, Autumn 2008




Preface

This book is about the power of online social networks - MySpace, Facebook, Bebo, Friendster, Orkut and countless others - and how they are transforming our lives. Online social networking is revolutionizing how we see ourselves, how we interact with others, how we work and how we participate in the wider society around us.

Social networking sites are a global phenomenon. For the hundreds of millions of people worldwide who belong to sites like MySpace and Facebook, social interaction in cyberspace has become an indispensible part of their daily lives. This book examines the powerful forces driving this social e-revolution. It also describes the equally powerful reactions to it, and makes predictions about its far-reaching consequences.

We are indeed living, thanks to the Internet, at an exciting turning point in history. As The Economist put it: ″Society is in the early phases of what appears to be a media revolution on the scale of that launched by Gutenberg in 1448.″1 The Renaissance revolution, which brought the printed word to the masses, empowered collective action that triggered the Reformation and helped shape the conditions that led to the emergence of capitalism and modern nations. The printing press provided a powerful demonstration of how new communications systems, when leveraged socially, can topple once unassailable empires of received truths.

The underlying argument of this book is that the ″Web 2.0″ revolution represents an equally powerful rupture - which we call an  e-ruption - in established forms of social organization. These cataclysmic changes are occurring at a time when many, empowered by new technologies, are questioning core assumptions and breaking with past practices. We are entering an era of liberating self-awareness and self-reliance. We no longer need to make personal choices and  organize our lives with deference to established values and institutions. Today, we are increasingly trusting our gut feelings and acting on instinct and intimate conviction. We have grasped that crowds, when their collective intelligence is harnessed, are frequently smarter and wiser than the most exalted expert. We have realized that everything important in life is essentially miscellaneous, unplanned, unexpected. We have learned the value of cooperating with others. And we have, above all, felt the liberating power of consumer sovereignty and citizenship engagement.

We are, in short, living in an era that marks a rupture with values based on deference to rational design, orderly markets and vertical institutions. We are embracing the exhilarating uncertainty of delightful randomness, creative destruction and horizontal networks. In a word, we are celebrating our deepest social impulses.

What we are describing here has been boldly declared, loudly trumpeted and sometimes unequivocally condemned, by other authors in a growing body of literature on the subject. If this book can make any claim to originality, it resides in the breadth of its analytical scope. Specifically, this book examines the impact of social networking sites at three different levels: first, our informal personal interactions; second, our formal relationships inside organizations; and third, our behaviour as consumers and citizens.

These three forms of social interaction - personal, organizational and consumer/civic - constitute the three parts of this book. They also correspond to the book′s triptych thematic structure, which we have called ″ISP″ - identity, status and power.

At its most fundamental level, all social interaction is concerned with questions related to our personal identity. We need to construct our identities before we can meaningfully interact socially with others. The first part of this book examines the impact of social networking sites on personal identities.

Our place within organizations, and in society as a whole, is significantly determined by notions of status. How we regard ourselves is frequently determined by how others look at us. The book′s second part focuses on the e-ruptive influence of sites like MySpace and Facebook on the way social status is assigned, acquired, maintained and enhanced.

Finally, the third part of this book examines the role of social networking sites on the distribution and exercise of power - in social relations, in organizations, in markets and in political institutions.

While this book, on the surface, is rich in anecdotes and case studies about how social networking sites are affecting our daily lives, our  analysis never loses sight of the underlying theme of how they are transforming accepted notions of identity, status and power.

Who will want to read this book? This book is written for a wide readership. It will, we hope, appeal to experts and laymen alike, to the young and old, to Web aficionados and Internet novices.

If you have heard only vaguely about the Web 2.0 revolution - Facebook, YouTube, Wikipedia - but have never used online social sites, this book is for you.

If you are a parent concerned about the inordinate amount of time your children are spending on MySpace, iTunes, Bebo and other sites, this book is for you.

If you are a business professional who knows about social networking sites like LinkedIn but are uncertain about how they work and what advantages they offer, this book is for you.

If you are already a member of social networking sites and wish to gain a deeper understanding of their underlying dynamics, this book is for you.

If you work in a corporate environment where Facebook and other sites are being used by colleagues and you wish to learn more about the ramifications for the workplace, this book is for you.

If you work for a voluntary organization or government bureaucracy and you are wondering about the opportunities and challenges presented by social media, this book is for you.

If you are a corporate manager assessing how Web 2.0 tools can affect your company′s performance, this book is for you.

Finally, if you are simply an intellectually curious reader who wishes to learn more about the global explosion of sites like MySpace, Facebook, YouTube, Bebo, Cyworld and Orkut, this book is for you too.

This book describes, assesses and analyses the dynamics of the Web 2.0 e-ruption and explains what it means for you - today, tomorrow and in the future.
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Introduction: social networking e-ruptions - identity, status, power

Let′s start with an assertion few would dispute: human beings are essentially social creatures. People are restless in their pursuit of the satisfactions, reassurances and benefits procured by competitive advantages, conferred status and material gain. For most of us, these goals can only be achieved socially through personal connections with other people. In short, through linkages into social networks - contacts, connections, complicity, collaboration, conspiracies - which we are constantly creating, expanding and maintaining with those around us.

Yet there is a troubling paradox at the heart of these designs: our personal selves - or ″true″ identities - are usually banished from the organizations and institutions that formalize our relations with the world. Apart from genuine eccentrics, most of us instinctively keep in check our personal identity, which is concealed awkwardly behind a rigidly polite mask when we are interacting with strangers, conversing with colleagues and dealing with bureaucracies.

This tension between our personal and institutional selves is particularly acute at the office. No matter how sincere an employer may seem about creating a relaxed, convivial working ambiance - think ″casual Fridays″ - everyone except the pathologically naive is well-advised to keep their true self under psychological lock-and-key. At work, we put our institutional self forward. For reasons that remain inadequately explained, and yet instinctively understood, the spontaneous expression of our true identity is considered inappropriate in formal  relations. Inside organizations, we repress our social selves as a matter of bureaucratic survival.

Why do personal identities collide so awkwardly with institutional values? The answer resides in the conflicting internal logic of social networks and institutional structures. Social networks are spontaneous, informal, horizontal, heterarchic, dynamic and shifting. Institutions, by contrast, are constructed, formal, vertical, hierarchic, static and rigid.

Grasping this fundamental tension - between horizontal networks  and vertical institutions - will lay the conceptual groundwork for much of what follows in this book. We believe the inherent conflict between networks and institutions provides surprising insights into why social networking sites like Facebook have been so controversial. Web 2.0 social media are perceived as threatening because they challenge core assumptions - not only about social interaction, but about organizational behaviour, corporate management and democratic governance. In a word, power. Power is shifting, for better or worse, from institutions to networks, from vertical structures to horizontal systems, from hierarchies to heterarchies, from bureaucracies to individuals, from centre to periphery, from bordered territories to virtual cyberspace. This book examines that power shift.

Let′s begin with a definition of terms. The term ″Web 2.0″ was coined in the aftermath of the dot-com meltdown in 2001 when disillusionment about high-tech tulip-mania was pervasive. In Silicon Valley, there was a widespread sense of defeat after the irrational exuberance of ″Web 1.0″ ended in meltdown. The Web had to be reinvented. Fortuitously, search engines like Google were emerging, phoenix-like, from the ashes of Web 1.0 and transforming the Internet into a networked platform. No longer a ″push″ medium to post information, send emails and sell books, the Web was being radically transformed into a dynamic network harnessing creativity and collective intelligence.

Most agree that the term ″Web 2.0″ was coined in 2004 at a San Francisco new media conference attended by a high-profile roster of Web entrepreneurs including Amazon′s Jeff Bezos, Yahoo′s Jerry Yang and Netscape founder Marc Andreessen.1 This event was a catalyst for a wave of techno-optimism about the potential of an emergent  social Web. On the vanguard of this Web 2.0 movement was the California geek subculture hovering around events like the annual Burning Man festival. Burning Man′s survivalist ethos was based on ten founding principles: radical inclusion, gifting, decommodification, radical self-reliance, communal effort, civic responsibility, radical  self-expression, leaving no trace, participation and immediacy. Among early Burning Man devotees were Google founders Larry Page and Sergey Brin, who in 1998 unveiled the company′s famous logo (or ″Google Doodle″) at the summer solstice event in the Nevada desert. These counter-culture values were in the air at the 2004 conference where Silicon Valley heavyweights heralded the advent of a new Web 2.0 era in which ″social computing″ would transform corporations and business models.

The first wave of Web 2.0 hype took ideological inspiration from  The Cluetrain Manifesto, which in 1999 had declared ″the end of business as usual″. Cluetrain contained ″95 Theses″ that were an unmistakable reference to Martin Luther ′s famous tract which, nailed to the door of the Wittenberg Castle Church in 1517, triggered the Protestant Reformation. The Cluetrain tract, rejecting a commercial vision of the Internet as a vast online shopping centre, conceptualized the Web as an ancient Greek agora, an essentially social place where people converge to trade goods and tell stories. Cluetrain was an unambiguous attack on the traditional vertically structured corporation burdened by the weight of the status quo. Cluetrain advocated flat, nonhierarchical organizations in which ″respect for hands-on knowledge wins over respect for abstract authority″. Thesis 51 asserted: ″Commandand-control management styles both derive from and reinforce bureaucracy, power-tripping, and an overall culture of paranoia.″ For senior managers in big corporate bureaucracies, Cluetrain was revolutionary stuff.2 Yet for the early Web 2.0 enthusiasts in Silicon Valley,  Cluetrain was their bible.

Serendipitously, while Cluetrain was proclaiming a disruptive revolution for global capitalism, social networking sites like Friendster and MySpace were starting to take off in the United States and transforming the way people socially interacted. Thanks to the law of ″network effects″ - according to which networks become increasingly useful as they accumulate more members - social networking sites achieved phenomenal global growth in only a few years. MySpace reached 100 million users in 2006. Facebook, for its part, today counts more than 125 million users worldwide. While these figures may plateau one day, it has been almost impossible to keep up with the soaring growth rates of MySpace and Facebook, which have been adding between 250 000 and 300 000 new members every day. Today, their combined membership nearly equals the population of the United States - and may well surpass it by the time you are reading this. MySpace broke a record with 4.5 billion page views in a single day. Meanwhile, Friendster - one of the first social sites launched -  boasts 50 million members. Bebo, a social networking site popular in the UK, counts some 25 million users worldwide. Orkut, which enjoys a huge following in Brazil and India, counts roughly 70 million users. In South Korea, Cyworld has more than 20 million members. In Latin America, the hi5 site boasts roughly 50 million members. The Japanese social networking site, Mixi, has more than 10 million members. Many other social networking sites are, similarly, popular in specific regions: Skyrock (France), Mop (China), Badoo (Cuba), Grono (Poland), Hyves (Holland), iWiW (Hungary), LunarStorm (Sweden), Friendster (Indonesia) and Vkontakte (Russia).

The appeal of social networking sites cuts across national boundaries, aggregating networks representing every conceivable community. There are sites for business people: LinkedIn has 20 million members, Plaxo has 15 million and Xing has 4 million. BlackPlanet, a site for African-Americans, counts some 16 million members. There are also sites for doctors (Sermo), green activists (Care2), movie buffs (Flixster), photo-sharing (Flickr), book clubs (LibraryThing), car enthusiasts (CarDomain), dog lovers (Dogster) and gays (OUTeverywhere). Friend and family reunion sites (Classmates.com, Reunion. com, FriendsReunited, MyYearbook) are massively popular worldwide. Other sites focus on highly targeted niche categories. Reuters news agency created a social networking site aimed at hedge-fund managers. Even the global celebrity jet-set has its own exclusive, invitation-only networking site, called aSmallWorld. Presumably, it′s harder for the paparazzi to track you down in cyberspace. Other sites boast funky, alphabet-soup names like Xanga, Tickle, Fropper, Minglebox, Nexopia, Adoos, Cuspace, Tagged, 51.com, Ning, Passado, CafeMom, Jhoom, Yuku, Zorpia, Backwash and Fubar.

Social networking sites can, generally speaking, be put into five broad categories: egocentric, community-based, opportunistic, passion-centric and media-sharing.

First, egocentric networks. These are massively popular ″profile″ sites like MySpace and Facebook that serve as platforms for ″friend″ networks where members ″poke″ and ″throw sheep″ at others in their online social network. They also serve as virtual platforms for  identity construction - frequently, as we shall see, the fabrication and management of multiple identities. Egocentric networks are also platforms for personal creativity and artistic expression - songs, videos, photos and so on.

Second, community networks. These sites aggregate members with strong identity linkages based on nation, race, religion, class, sexual  orientation and so on. They generally replicate communities that already exist in the real world. Feelings of belonging on these sites are deeply embedded. A good example is the BlackPlanet site for African-Americans. Online neighbourhood sites furnish an example of micro-community social networks.

Third, opportunistic networks. These are socially organized sites like LinkedIn and Plaxo, whose members join for rational reasons such as business connections. They can also include vertically defined professional sites, such as Sermo for American doctors and sites for stockbrokers.

Fourth, passion-centric networks. These sites bring together people who share interests and hobbies. Also called ″communities of interest″, membership to these sites is horizontally defined according to ″passions″ (dogs, cats, cars, movies, etc.). Dogster and CarDomain are good examples of passion-centric sites.

Finally, media-sharing sites like YouTube and Flickr are defined not by their membership, but rather by their content. YouTube attracts people who share videos, while Flickr aggregates users who post photographs. People flock to these sites primarily to access content created by others.

Motivations for joining social networking sites are varied and complex. At risk of oversimplifying, we can classify motivations into two broad categories: rational and nonrational. Professionals who join sites like LinkedIn are primarily motivated by rational calculations related to career development. Teenagers who collect ″friends″ on MySpace, on the other hand, are not likely to be looking for career opportunities. Their social interaction is motivated primarily by a  nonrational instinct to forge social bonds. The classic conceptual dichotomy for these two impulses comes to us from 19th century German sociologist Ferdinand Tonnies: gemeinschaft versus gesellschaft . Loosely translated, gemeinschaft describes ″community″ identification based on common values and close bonds. Gesellschaft, by contrast, describes rational forms of association based on self-interest. MySpace is a gemeinschaft site; LinkedIn is a gesellschaft site.

Since MySpace and Facebook first emerged globally circa 2005, social networking sites have quickly soared to the top of global Web rankings. According to the Alexa Global Traffic Rankings, the top ten most visited websites in 2005 were largely Web 1.0 destinations: Yahoo!, MSN, Google, eBay, Amazon, Microsoft, MySpace, Google (UK), AOL, Go.com. Only one, MySpace, was a bona fide social networking site. By 2007, the same Top 10 ranking had been completely  shaken up: Yahoo!, Google, MSN, YouTube, Live.com, MySpace, Facebook, Orkut, Wikipedia, hi5. In only two years, there were suddenly  seven Web 2.0 sites in the Top 10.

Looking closer at this Web 2.0 e-ruption, another pattern comes sharply into focus. In the same two-year period, new media sites were not overthrowing old media online destinations. The old media players - Disney, CNN, ESPN, USA Today, MSNBC - had already been knocked out of the rankings. They were history. The e-ruption that took place between 2005 and 2007 revealed a volatile process of creative destruction among new media players. What′s more, the three non-Web 2.0 sites in the 2007 ranking - Yahoo!, Google and Microsoft - were already investing in Web 2.0 sites to catch up. Yahoo! owned Flickr; Microsoft owned Live.com and a piece of Facebook; and Google owned YouTube and Orkut among other sites. The message for the two sites that got booted off the Top 10 list in 2007 - Amazon and eBay - was unequivocal: build more social features into your platforms. And that, not surprisingly, is precisely what they have been doing.

Today, Web 2.0 social sites have passed the tipping point. It′s estimated that more than 600 million people will be logged onto social networking sites by 2012. No wonder media moguls, scrambling to re-aggregate shrinking customer bases (eyeballs, audiences, readership), are launching or buying Web 2.0 properties to climb back up the value chain. In 2005, Rupert Murdoch′s News Corp paid $580 million for MySpace - a bargain price when compared with later valuations. Google meanwhile bought YouTube for $1.65 billion. And Microsoft, for its part, paid $240 million for a tiny 1.6% slice of Facebook - valuing the social networking platform at an eye-popping $15 billion. The stakes were ratched up further when, in early 2008, America Online bought Bebo for $850 million. At the same time, Microsoft made an unsolicited $45 billion offer for Yahoo!

Make no mistake, this is big business. Big payoffs. Even bigger risks. There will be further creative destruction - more winners and losers.

Beyond the high-stakes gamesmanship of corporate takeovers, Web 2.0 e-ruptions threaten to sweep away old business models, management methods and bureaucratic cultures. If so, the consequences for consumer markets, organizational behaviour and democratic participation will be far-reaching. In the chapters that follow, we describe these new dynamics with terms that have been employed elsewhere: Markets 2.0, Enterprise 2.0 and Democracy 2.0.

• Markets 2.0. No longer captive to monopoly business models, consumers can disintermediate market gatekeepers and transact directly with suppliers. Consumers can, moreover, compete with suppliers as producers themselves. Budding pop stars don′t need EMI or Universal Music to market their music, they can build a fan base directly on YouTube or MySpace. Creative entrepreneurs no longer need to turn to traditional sources to secure financing for their ideas and get their products to market. In a marketplace where power has shifted to consumers, everybody can be a producer - or prosumer.3 
• Enterprise 2.0. In the workplace, Web 2.0 tools promise to revitalize organizations by harnessing collective intelligence. Social networks, blogs, wikis, mashups and RSS feeds can facilitate networked conversations, information-sharing and problem-solving. Rigid hierarchies, corporate silos and walled-off R&D departments can be ripped down and replaced by transparent, open-ended ″crowdsourcing″ strategies that even bring customers into the collaborative dialogue. Power is shifting from executive C-suites to employee cubicles, from companies to customers, from monopolists to markets. The potential upside: improved morale, enhanced collective knowledge, increased productivity, sharpened strategic focus, greater innovation. And on the bottom line, higher profits.
• Democracy 2.0. Social networking sites are opening up civil participation to make electoral mobilization and voter feedback more direct and effective. MySpace and Facebook are now indispensible communications tools for democratic dialogue. Both John McCain and Barack Obama were collecting ″friends″ on their Facebook profiles during the American presidential campaign in 2008. They understood that power is shifting away from political organizations towards people. Thanks to social media, you don′t need organizations to get politically organized. For politicians it means that, to win elections, they need ″friends″ in low places.

Sounds fascinating. It′s hard to argue with the ″power of us″ - mass collaboration, cooperation and participation.4 But the positive spin on Web 2.0 overlooks a powerful human instinct: the fear factor. In highly structured organizations, social media threaten to destabilize entrenched hierarchies, challenge existing arrangements, shake things up. For many, their first instinct is not how to leverage the dynamics of social media, but how to contain and tame them - if not stop them altogether.

Scarcely a week goes by without a media report about yet another embarrassing incident involving institutional resistance to MySpace or Facebook. If you were living in Michigan in early 2007, you might have read in the local papers about a Catholic high school, St Hugo of the Hills, whose strict principal, Sister Margaret Van Velzen, banned pupils from using MySpace under threat of expulsion. The interdiction, predictably, prompted a student rebellion - not in the school corridors, but in cyberspace. Cheeky MySpace pages suddenly began popping up with jeering satires of stern Sister Margaret. Needless to say, the kids were all right. The schoolmarm nun came off as preposterously archaic and, worse, just plain silly.

Oxford University′s aquatint facades and gothic spires are a long way from Middle America, but in cyberspace the same e-ruptions are breaking out with similar outcomes. During the spring term of 2007, administrators at the venerable English university decided to crack down on so-called ″trashing″. At Oxford, trashing is an undergraduate ritual that entails rushing fellow students emerging from their final exams and covering them with a mixture of flour, foam, champagne and broken eggs. It′s a messy business, but it′s little more than a posh version of the usual campus hi-jinks. No matter, meddling Oxford officials wanted to put a stop to it. So they began systematically spying on student Facebook postings to catch the ″troublemakers″ who were posting incriminating photos of their harum-scarum trashing antics. The guilty students, moreover, were given stiff fines ranging from $80 to $1000. When the press got wind of the story, however, Oxford quickly found itself, like Sister Margaret Van Velzen, with egg all over its face - without the flour, foam and champagne.5

Many governments, motivated by like-minded conservatism, have banned access to MySpace and Facebook - not only to their employees, but to their entire populations. China′s state censors routinely monitor and block access to the Internet - though, curiously, they are decidedly more indulgent towards the pirating of music and movies. Copyright infringement is one thing, but free speech is something else. Syria, too, has banned Facebook in an effort to thwart what the autocratic regime calls ″Israeli penetration″. Despotic states fear MySpace and Facebook because they promote the emergence of robust civil societies with open access to freely shared and disseminated information.

Not only dictatorships fear the power of online social networking. In the United States, where the CIA is using Facebook as a recruitment tool to scan for future spies, the Pentagon has banned MySpace for army personnel. Congressional legislators in Washington meanwhile  have proposed a law that would ban social networking sites in schools and libraries. To the north in liberal-minded Canada, the government has brought the hammer down on Facebook, albeit for bureaucrats only. Canada′s biggest city, Toronto, has decreed Facebook off-limits for municipal employees. Ditto in the provincial government of Ontario. And the same ban is in place for national government employees in Ottawa. For Canada′s state bureaucrats, Facebook is in the same category as online gambling and hardcore sex sites. It′s a no-go zone.

People are getting the message: Facebook may be great for your social life, but it can hurt your career. Look at what′s happening in Britain. Figures released under the Freedom of Information Act at the end of 2007 revealed that British government departments had disciplined hundreds of employees for using Facebook and similar sites at work. The Ministry of Justice had dismissed 30 employees, while the Department for Work and Pensions had reprimanded 313 staff members. London′s Metropolitan Police, for its part, had disciplined 187 employees. In Hertfordshire, the police department disciplined 140 officers and civilian staff for circulating an online video clip deemed racist (it showed a black man, pursued by police, being decapitated on railings when jumping from a flyover). In total, 132 British government bureaucrats had been sacked over the previous three years, 41 had been forced to resign, 868 had received formal warnings and 686 had been demoted or punished. All for the same crime: logging onto social networking sites at work. When King′s Mill Hospital in Nottinghamshire banned Facebook for staff members, more than 100 hospital employees protested by starting an online ″Bring Facebook Back″ campaign. In Kent, the Medway NHS Trust imposed a similar ban on its health workers on the grounds that they were using Facebook to ″throw sheep″ at one another while at work, prompting a crackdown on frivolous online ″time-wasting″.6

The fear factor is equally widespread in private-sector corporations. In London′s financial district, more than two-thirds of City firms have banned or restricted access to Facebook. The clampdown has been spearheaded by Credit Suisse and Dresdner Kleinwort, which use security systems to block access to social networking sites. British Gas and Lloyds TSB use firewall software.7 In New York, financial powerhouses Citigroup, Goldman Sachs, JPMorgan, UBS and Lehman Brothers restrict access to Facebook. Barracuda Networks, a leading maker of software security systems, reported at the end of 2007 that more than half the companies using its Web filters were blocking either MySpace or Facebook. Barracuda′s chief  executive, Dean Draco, declared confidently: ″You won′t see a lot of financial institutions running to get their employees on Facebook. Maybe someday, but not now.″8

Why so much fear, distrust and paranoia? The hostility towards Web 2.0 finds justification in many plausible rationales. Social networking is dismissed not only as a wasteful employee distraction, but as a threat to personal privacy, an open invitation for slander and defamation and a danger to the security of competitive information. These concerns are not without legitimacy. But behind every official rationale lurks a deep-seated fear of potential threats to something much more important in most bureaucracies: the status quo.
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Tension between network dynamics and institutional structures is not new. It has, in fact, been playing out since the beginning of civilization.

Networks are horizontal expressions of dynamic social power; organizations are vertical constructions that represent formal institutional power. Networks and institutions can co-exist, interstitially, without decisively producing winners or losers. But the inherent tension between them produces inevitable ruptures at critical points when new forces emerge and threaten established forms of power.

We argue in this book that the ″Facebook phenomenon″ represents one of these critical rupture points. We believe, moreover, that to understand the inner dynamics driving this e-ruption, there is much to learn from the past. Sites like MySpace and Facebook are teaching us a very old lesson: power resides in networks. Yet, as history amply demonstrates, networks have not always triumphed. In fact, their resurgence today comes after a long dormancy of several centuries during which centralized institutions have been the pervasive and dominant forms of social organization. To find the last great epoch of network power, we have to travel back in time nearly a millennium to the Middle Ages.

The mythological image of the Middle Ages that has come down to us from legend and gothic literature presents an heroic tableau featuring armoured knights mounted on satin-draped horses and turreted castles ringed by murky moats. This richly embroidered tapestry woven into our collective imagination evokes historical figures like the Knights Templar and the quest for the Holy Grail. Cultural mythology does not always faithfully reflect historical reality.  But the story of the Knights Templar is rich in lessons about the rise and fall of network power.

We know the Knights Templar from chivalrous legends about their heroic exploits during the Crusades. Famous for their white mantles emblazoned with a red cross, they have recently captured the popular imagination through blockbuster movies like Indiana Jones and the Treasure of the Templars and the bestselling novel, The Da Vinci Code. Even videogames - such as Broken Sword: The Shadow of the Templars  - have revived the Templar legend.

Popular mythology has focused on their status as a ″secret″ society carrying forward sacred Christian relics like the Holy Grail. Like all legends, the heroic account of the Knights Templar tells only part of the story. True, the Templars were a Christian military order created during the 12th century Crusades to protect the Holy Land from so-called ″Infidels″ - the medieval pejorative for Moslems. The first Templars were chivalrous French knights who selflessly took vows of poverty, chastity and obedience to pursue their sacred mission as Defenders of the Faith. Their austere, matrix-style organizational discipline was famous for its Spartan efficiency.

Beyond the legend, however, the Knights Templar were the Pope′s de facto standing army. During the Middle Ages, all emperors, kings and princes were the Pontiff of Rome′s vassals. Yet for centuries the Pope had no means of coercion - except, of course, excommunication. The Crusades gave the Pope a timely pretext to possess serious fire-power. The Templars thus became the Vatican′s private militia - or ″army of Christ″. Pope Innocent II sanctified the Templars′ official status in 1130, effectively making them accountable only to God. The monastic order was, accordingly, exempted from all earthly laws - including taxes.

You don′t have to be an investment banker to understand why the Templars immediately attracted a great deal of interest. The monastic order effectively enjoyed, thanks to Papal dispensation, the medieval status of a multinational corporation exempt from all tariffs and taxes in every known jurisdiction. When word got out, thousands of wealthy noblemen throughout Christendom began turning over to the Templars their assets in cash and property. The Templars were the medieval equivalent of a modern-day mega-IPO on the New York Stock Exchange. Think gothic Google.

The feverish take-up was overwhelming. The heirless King Alphonse I of Castile left the military knights a third of his entire kingdom. England′s Henry II granted the Templars vast tracts of land,  including prime real estate in London; and later the unpopular King John of Magna Carta fame granted the order Lundy Island off the coast near Bristol. By 1300, the Templars were powerful landowners and merchants throughout Europe, controlling a vast network of some 9000 manors and nearly 900 castles. In the Holy Land, they had established their headquarters on Temple Mount in the al-Aqsa Mosque, believed to be the site of King Solomon′s Temple where Christ was crucified, buried and resurrected. It was this connection that gave the Templars a lucrative business opportunity which they did not neglect to exploit: trading holy relics associated with Jesus Christ. The market for holy artefacts - most of which, if not all, happened to be counterfeit - found many wealthy buyers, including kings, throughout Christendom.9

The main source of Templar revenue, however, was banking. Economic historians credit the Templars with establishing the world′s first merchant banking operation using the modern-day equivalent of traveller ′s cheques. Like the world′s biggest banks today, the Templar bank gave the monastic order tremendous power. Few crowned heads of Europe were not in debt, literally and figuratively, to the Templar banking operation. When France′s Louis IX was captured and taken hostage by the Infidels during one of the Crusades, it was the Templars who paid his ransom. It was also Templar banking profits that financed the construction of magnificent gothic cathedrals throughout Christendom - including the one in Chartres. The Templar bank was the equivalent of the Federal Reserve, Bank of America, World Bank and International Monetary Fund all rolled into one. The order ′s Grand Master was, ex officio, regarded much like today′s powerful CEOs of global corporations. He could hold his head up in the presence of kings. He was, after all, not accountable to their laws.

This state of affairs did not sit well with France′s Philippe IV, commonly known as ″Philippe le Bel″ due to his famously handsome features. Philippe le Bel would be a media superstar today, followed everywhere by paparazzi and global news cameras. With his square jaw, blue eyes and long blond hair, the French monarch was the John F. Kennedy of his epoch. But looks were deceiving. Even by medieval standards, Philippe le Bel was a cunning and ruthless prince. His calculated propensity for violence inspired the writings of Machiavelli.

A gruesome illustration of Philippe′s cold, unflinching brutality was his reaction upon discovering that a pair of royal courtiers had seduced his two daughters-in-law - including the wife of his heir, Prince Louis. Philippe immediately ordered the arrest and imprisonment of the two princesses. A more gruesome fate awaited their unfortunate Lotharios. Found guilty of lèse majesté, they were dragged to their place of execution and burnt alive. Their roasted corpses were decapitated, their genitals were hacked off and thrown to a pack of ravenous dogs and the remains of their mutilated cadavers were dragged to the gibbets and hung in public. The two adulterous princesses were escorted to this shocking scene and forced to look on, horrified, as their illicit lovers were burnt at the stake and butchered. Philippe le Bel was definitely not a man to be crossed.

Whatever misgivings historians have about Philippe le Bel′s moral character, most agree that he was the first modern nation-builder to emerge out of the chaos of medieval Europe. Centralized power had collapsed in the 5th century with the fall of Rome, and the Church had emerged from its ruins to impose a less structured, horizontal form of networked power throughout Christendom. The so-called Dark Ages were a particularly nasty period. By the early 14th century, Europe had evolved into a rough patchwork of feudal fiefdoms engaged in a continual state of war for territory and legitimacy. As kings struggled to assert their authority over rival barons, power systems were diffuse, multilayered, shifting - located in the volatile alchemy of alliances and networks. Philippe le Bel, surrounded by battalions of legal advisors, was focused on constructing a centrally controlled, territorially defined nation called France. But two powerful forces were in his way: the Pope and the Knights Templar.

The Pope was Boniface VIII, a cunning survivor of many backroom Vatican intrigues. Sixty-two when anointed Holy Father in 1295, the Pontiff must have regarded the 27-year-old Philippe le Bel as a mere pup who could easily be house-trained. He was wrong. Philippe was a fox. The Pope learned this, to his astonishment, after issuing a Papal decree reminding Philippe that he had no taxing powers over Church property. Refusing to roll over, Philippe promptly blocked all gold from leaving his kingdom - thus depriving the Vatican of its income from France. Furious, the Pope excommunicated the French king.

What happened next was an incident that remains one of the most extraordinary events in medieval history. It would not be out of place in one of the more violent episodes of The Sopranos. To put it bluntly, Philippe put a contract on the Pope′s life.

In September 1303, the French king dispatched an army of 1500 soldiers and 600 cavalry to Rome where they joined a condottiere led by Boniface VIII′s enemies from his early days of backroom Vatican plots. Fearing for his life, the Pope - now an elderly man of 78 - fled to his home town of Anagni. But Philippe′s hit men tracked him  down, sacking, pillaging and burning the local cathedral with Carthaginian belligerence. The assailants penetrated the Pope′s private quarters, physically seizing the aged Pontiff. Some historians claim the Pope was beaten; other accounts say he was slapped on the face as a gesture of contempt. One fact is not disputed: dragged by his captors back to Rome, Pope Boniface VIII, broken and humiliated, died a few weeks later. Philippe le Bel didn′t stop there. After a brief Papal interregnum, the next anointed Pontiff, Clement V, was a French cardinal name Bertrand de Got - hand-picked by none other than Philippe le Bel. This time, Philippe was taking no chances. He had the Papacy moved - lock, stock and barrel - from Rome to Avignon so he could keep the Church on a tight leash.

Philippe was now ready to make his move on the Templars. When Philippe le Bel had inherited the French throne in 1285, his kingdom was deeply in debt. The Templars, meanwhile, had established their banking headquarters right in his backyard in Paris, which had become the financial hub of Christendom. But Philippe could not control the Templars. Nor could he tax them. In fact, he owed them money. But he was not inclined to make payments to a network of Papal warriors.

The showdown came on Friday October 13, 1307 - the original unlucky ″Friday the 13th″. At dawn on the fateful morning, Philippe′s secret police swooped down and arrested hundreds of Templars in a series of well-timed raids. Among those rounded up and imprisoned was the order ′s Grand Master, Jacques de Molay. He was accused by Philippe′s inquisitors of presiding over a secretive organization guilty of many heinous crimes - blasphemy, buggery, even infanticide. In medieval Christendom, these were serious accusations. Philippe meanwhile ordered Pope Clement to issue a Papal bull, Pastoralis Praeeminentiae, commanding all Christian monarchs to seize Templar assets. In one stroke of the Papal pen, the Knights Templar were dissolved. After two centuries, the Templars no longer existed. They had been driven out of business by the king of France.

Jacques de Molay finally broke down under torture, confessing to all charges brought against him. He was tried and sentenced to be burnt at the stake. In 1314, he went courageously to his death in front of Notre Dame Cathedral in Paris. According to legend, while Molay was being engulfed by hell fire, he angrily cursed his two persecutors, Philippe le Bel and Pope Clement V, predicting that both would meet a similar end within a year. He was right on both accounts. Pope Clement died from a painful illness seven months later. And Philippe  le Bel was killed soon afterwards in a hunting accident, ravaged by a wild boar.

So what is the lesson of this gruesome medieval saga? The Knights Templar, after two centuries of glory as the most influential network in Christendom, were smashed to pieces because they had become too powerful. The inexorable logic of centralized state-building crushed a monastic order with its own codes, rituals, agenda and power. Modernity won over feudalism. Rational calculation defeated religious fervour. Machiavellian realpolitik prevailed over the Church′s spiritual authority. The commanding logic of vertical power asserted its iron law over the horizontal influence of dynamic social networks. If we put the outcome on a scoreboard, it would read: Centralized Institutions 1, Horizontal Networks 0.

But the war was not over. Philippe le Bel had only won a battle. The Templars would go dormant, morphing gradually into other networks - like the Freemasons - who would re-emerge and play an important role in the overthrow of the French monarchy several centuries later in the French Revolution. Revenge takes time, even centuries - and it′s sometimes served hot, not cold.

And, in like manner, the complex dynamics between centralizing institutions and horizontal networks form a perpetual process of conflict and change. It continues today - even in cyberspace.
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This book is about the Web 2.0 e-ruption, it′s not a companion guide to medievalist videogames like Crusader Kings or Knights of Honour. The feudal saga of Philippe le Bel and the Templars nonetheless contains valuable lessons for the themes examined in this book, and that story will be threaded throughout the pages that follow.

Medieval scholars caution us against seizing on grotesquely gothic stereotypes of the uncivilized ″Dark Ages″ where daily life, following the collapse of the orderly Roman Empire, was a ceaseless spectacle of raping, pillaging and violent death. These stereotypes can be experienced virtually in popular videogames like Medieval II: Total War. The phrase from urban slang to ″go medieval″ on someone expresses the same stereotype in a way that is instantly understood. Billionaire Edgar Bronfman, owner of Universal Music, reportedly threatened to ″go medieval on Napster′s ass″.

We conceptualize the medieval social order according to a certain number of defining dynamics: the absence of centralized power; the  presence of overlapping authority; uncertain political boundaries; multilayered identities; social relations based on fealty, spirituality and horizontally structured loyalties; the privatization of coercion; and widespread use of force and violence. Medieval social dynamics, above all, were essentially horizontal and dominated by networks. In the Middle Ages, the Christian religion mobilized network power. Today, network power is re-emerging on the Web thanks to social media. This can be contrasted sharply with the vertical structure of the modern nation-state system that supplanted feudalism.

Our historical analogy is not novel. A significant body of scholarly literature has drawn parallels between the post-modern world and medieval forms of social interaction and organization. For some, we are witnessing the ″end of the nation-state″ and the emergence of a ″new feudalism″. The logic of ″territory″ has been rendered obsolete as neomedieval forms of networked loyalty and social organization emerge and take hold.

The term network is embedded in most accounts of social transformation. Power is shifting from states to networks - namely, to non-governmental organizations, foundations, religions, cults, mafias and so on. Old structures are collapsing as insurgent network forces impose new modes of behaviour and new forms of social organization. This idea was expressed with particular resonance by Spanish sociologist Manuel Castells in his ambitious book, The Rise of Network Society. Castells asserts that our social fabric is being transformed by information technologies creating new forms of social interaction that are ″replacing vertically integrated hierarchies as the dominant form of social organization.″10 These vertical structures are familiar to us all: schools, corporations, governments, churches. It could well be, indeed, that territorially based, command-and-control power systems - mainly states - will be studied by future historians as a fleeting chapter in the long march of civilization. Others describe a postmodern ″horizontal society″ inhabited by sovereign individuals liberated from the rigid constraints of government laws and regulations. Most identify the driving forces behind these transformations as communications technologies, market forces and, more generally, the dynamics of globalization. Some fret about the negative consequences of a globalized world. Others believe globalization will be good for democracy, justice, economic development and community.11

It is no coincidence that neomedieval theories emerged in full force precisely when the Internet was first taking off in the 1990s.12 Among neomedievalists in this wave was French thinker Alain Minc, whose 1993 book, The New Middle Ages, observed that modern society was  taking a giant leap backwards to the chaotic social organization associated with feudalism. Wharton business professor Stephen Kobrin, in an essay on Internet financial transactions, wrote five years later: ″Cyberspace is not physical, geometric or geographic. The construction of markets as electronic networks renders space once again relational and symbolic, or metaphysical. External reality seen through the World Wide Web may be closer to medieval Christian representation of the world than to a modern atlas.″13

Christian theology is a recurrent theme in the Web 2.0 e-ruption. Numerous books have been published over the past decade on the spiritual dimension of cyberspace. As early as 1996, Time magazine published a cover story featuring a portrait of Christ under the headline: ″Jesus Online″. Since then, numerous buzzwords have been coined to forge a linkage between spirituality and virtuality: techno-spiritualism, virtual faith and e-religion, to name a few. We even have the reassuring prospect of finding ourselves, one blessed day, before the Pearly Gates of Cyberspace.14

Medieval Christianity and cyberspace also share a conception of the human body. The pervasive Christian ideology during the Middle Ages was contemptus mundi - contempt for the material world, especially our mortal flesh. Precisely the same ethos prevails in cyberspace, where social interactions are frequently said to be disembodied. A social networking site popular with British teenagers is called ProfileHeaven. Its zippy slogan, emblazoned on its home page, is: ″Fun in the Afterlife″.

The Christian connection to cyberspace has found its way onto business cards in Silicon Valley, where ″Chief Evangelist″ is a corporate title. Vint Cerf, for example, is Google′s ″Chief Internet Evangelist″. It′s not a gimmick; that′s his real job title. It could even be said, with only slight exaggeration, that the global software industry is managed not as a business, but as a religion. It is no secret, for example, that Apple′s marketing strategy is based on the principles of Christian evangelism. In May 2006, Time magazine asked Gen-X cyber-novelist Douglas Coupland a question that he had probably been asked many times before: ″Is Google God?″ Coupland, who makes that very comparison in his novel JPod, gave the following answer: ″Not so much Google itself, but the way you feel after using it really intensely for a long time. Suddenly you know the answer to everything . . . This is what God must be like - knowing everything.″15

For Web 2.0 evangelists, social media hold great promise for both individuals and organizations. In market transactions, consumers can  reap the benefits of so-called ″long tail″ effects that have made available, often for free, vast amounts of niche content. Think of the limitless number of books, songs and videos available on commercial sites like Amazon.com and iTunes and media-sharing sites like YouTube.

Online social networks have also empowered elderly people, who are no longer condemned to lead sadly isolated lives. Senior citizens can now remain connected to their families, create new friends and participate in social activities. So can people who, because of the dislocations and alienation of post-modern life, feel disconnected from others and who lead lives of quiet desperation. Social networking sites also bring together childhood friends and re-establish lost ties between loved ones. Hospital care, too, has been revolutionized as online diagnosis and treatment no longer requires physical proximity. Volunteer organizations similarly have reorganized and improved the way they operate thanks to the advantages of network effects. Web 2.0 sites also help animal rescue shelters find good homes for abandoned, abused or surrendered dogs and cats and other domestic animals.

Good deeds require goodwill. But what about the fear factor in organizations? The fact remains that, despite growing enthusiasm about social media′s potential, Web 2.0 tools have not benefited from widespread ″buy in″ in most corporations and government bureaucracies. When Web 2.0 software is deployed, it′s sometimes little more than an ″optics″ strategy by senior managers who want to talk a good game about IT-empowered knowledge-sharing and mass-collaboration strategies. In truth, many managers don′t want to walk into the sharp end of Web 2.0. For them, Web 2.0 isn′t leading edge, it′s ″bleeding edge″. Knowledge-sharing and mass collaboration are nifty management concepts, and doubtless have been endorsed in a million memos. In the real world where human nature meets organizational behaviour, however, people behave according to their basic survival instincts. And most senior managers know that, if you share knowledge, you surrender power. Which is why bold talk about Web 2.0 implementation often hits familiar roadblocks: bureaucratic foot-dragging, vicious compliance and open resistance. Web 2.0 tools are thus deployed in a manner that reasserts the centralizing logic that serves existing institutional biases. The problem isn′t the technology, it′s the people who manage it.

Is there reason to be more optimistic? Perhaps. One major challenge will be to embed a sufficient degree of trust into the dynamics of social media in order to encourage widespread adoption in corporations. In  the short term, Web 2.0 will continue to be regarded in the same way that many contemplate heaven: everybody wants to get there, but nobody wants to die first. We agree with Michael Mann who, in his exhaustive book The Sources of Social Power, asserted that ″social life is always more complex than its dominant institutions″. Put more simply, there is always a lag between social realities and organizational behaviour. It′s the classic lag between facts and values. Social facts tend to race ahead of institutionalized values.16

For Web 2.0 evangelists, the good news is that some forward-looking CEOs are already tuning out the paranoia and focusing on the business case for social media. Corporate executives are increasingly showing interest in strategies that leverage social media, instead of deploying tactics that pay lipservice to Web 2.0 tools while scrambling to contain their effects. As investment levels increase, talk about implementing social media in the workplace is shifting from techno-hype to a more bottom-line focus on performance. Senior executives will want to know what Web 2.0 can do for ″ROI″ - return on investment. In truth, corporations have no choice. In a globalized economy, companies are facing growing pressures to innovate in order to remain competitive. Corporations today must constantly reinvent themselves with new business models, more adaptable structures and smarter strategies.

Social media deployment will gain further momentum now that the world′s most powerful high-tech brands - Intel, SAP, IBM, Cisco, Google, Jive - have embraced Web 2.0 software. In 2006, Intel led the pack by releasing Web 2.0 applications called SuiteTwo. IBM followed a year later with its Lotus Connections suite - dubbed ″MySpace for the Workplace″. Lotus Connections was a direct challenge to Microsoft′s SharePoint Server software. Then Google brought out its OpenSocial software. Today, there are numerous companies selling Web 2.0 software tools to facilitate social networking in organizations: Contact Networks, Leverage Software, SelectMinds, SAP′s Enterprise Portal and Oracle′s Visible Path. It may be too early to talk about an Enterprise 2.0 tipping point, but social media are starting to reshape the life of corporations. General Motors, for example, uses an internal blog, FastLane, as a corporate ″focus group″ that attracts some 5000 visits daily, including from consumers. 17 And at a California software company called Serena, ″Facebook Fridays″ give employees a free hour every Friday to update their Facebook profiles and keep in touch online with colleagues. Other global corporations that have integrated social networking into their organizational strategies include FedEx,  Shell Oil, Motorola, General Electric, Kodak, British Telecom, Kraft Foods, McDonald′s and Lockheed Martin.

The technology push behind Web 2.0 is now in overdrive with IBM, Microsoft and Google at the wheel. The real tipping factor, however, will be demographic. It won′t be long before Generation V kids (V as in Virtual) - born since the Internet explosion in the early 1990s - begin pushing out of schools into corporations and up the management ranks.18 Gen V youths rate music, rate movies, rate friends, rate celebrities, rate teachers, rate everything. They′re going to rate their bosses too. They will rate and rank whether social networking sites are banned or not. And one day, they just might be your boss - throwing sheep in the boardroom.
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This book, as noted in the Preface, is divided into three parts: Identity, Status and Power. A good way to remember the book′s thematic progression is through the acronym: ISP. I for identity. S for status.  P for power.

Our ISP thematic structure reflects the inexorable dynamic of social organization since the dawn of human history. The first phase of all social organization is identity construction, both individual and collective. The second phase is unequal distribution of social capital that confers competitive advantages based on status attributes. And thirdly, social capital is deployed as power in various forms of domination, material and symbolic, as societies are managed by institutional structures which allocate scarce and surplus resources. We have followed this dynamic, sequentially, in the pages that follow through our ISP thematic framework.

The analytical grid superimposed on this thematic structure can be called ″3-D″: disaggregation, democratization and diffusion. We argue that Web 2.0 social media are producing three profound social e-ruptions: identities are becoming disaggregated, status is becoming  democratized and power is becoming diffuse.

Identity. The first part of the book is animated by a distinction between real-world and virtual identities. While our identities in the real world are socially constructed according to institutional values, cyberspace creates a wider horizontal space that facilitates the personal  fabrication of identities. More to the point, whereas real-world identities are generally unitary, in cyberspace identities are frequently multiple . We call this identity disaggregation, a Latinate word for splintered, unbundled or multifaceted. The social consequences of identity disaggregation, as we shall see, can be profoundly liberating and deeply troubling.

In Chapter 1, we examine the consequences of multiple identity management on social networking sites. In the virtual world, not only can you have your identity stolen, it′s also possible to discover that someone has created your identity without your involvement. You can even discover that your identity has been deleted without your permission.

Chapter 2 examines the phenomenon of online ″friendship″ and the strength of weak ties on social networking sites. Millions of online social networkers routinely collect hundreds of ″friends″ on their personal pages. Most are distant acquaintances, many complete strangers. It would appear, at first blush, that the accumulation of online ″friends″ is a vacuous ritual that reveals the shallowness of social interaction in the virtual world. Online social networking can indeed produce dangerously negative effects. Yet at the same time, as we shall see, many social networkers rely on ″weak tie″ e-quaintances to make their way in the online world.

In Chapter 3, we examine the tension between ″open″ and ″closed″ social groups - specifically, how both have been replicated in the virtual world and the implications for social adhesion and defection. While online sites frequently attempt to impose real-world social codes and rules, the unique characteristics of disembodied identities in the virtual world can radically transform rules that traditionally govern social groups.

Chapter 4 analyses the most puzzling paradox in the virtual world:  privacy. Never before have so many people put so much personal information about themselves in the public sphere; and yet, at the same time, never before have we been so preoccupied by the danger of identity theft, fraud and other cybercrimes that are becoming increasingly difficult to police. In the virtual world, your life is an open Facebook. And the consequences can be alarmingly unexpected. More and more people in job interviews are being confronted by the same paralysing remark: ″We Googled you . . .″

Chapter 5, the last segment of the Identity section, examines how people are managing online identities in virtual worlds like Second Life and Cyworld. A first lesson, as we shall see, is that the reflex to reassert real-world institutional values and regulations on virtual interaction is powerful - and sometimes has regrettable consequences. Beyond these e-ruptions, virtual reality has far-reaching implications not only for commerce and business, but also for profoundly existential questions of life and death.

Status. The second part of this book examines the motivations - in particular, the attraction of psychic rewards in the form of esteem and prestige - that drive people to socially interact on online networks. In a word, social status. High-status people are usually said to possess ″social capital″. Traditionally, social capital has been conferred by institutionalized norms related to class, education, profession, title, age, gender and so forth. But the virtual world creates spaces where fame, prestige, esteem, influence and even wealth are conferred according to an entirely different system of values. Virtual environments create level playing fields where traditional attributes that confer status are regarded not only as unjust and inefficient, but also irrelevant. We call this phenomenon the democratization of status.

In Chapter 6, we conceptualize social capital and examine how status is conferred in virtual reality according to the democratic measures of efficiency. We also put social status into historical context and provide a number of case studies to illustrate our theory of status  democratization.

Chapter 7 examines ″fame″ on social networking sites like MySpace, Facebook and YouTube. The absence of traditional gatekeepers in cyberspace means that fame can be achieved directly, unfiltered and globally. Andy Warhol once remarked that in the future everybody will be famous for 15 minutes. In cyberspace, it might be said that everybody can be famous for 15 megabytes. We also examine the rise and fall of blockbuster culture and its implications for the democratization of fame.

In Chapter 8 we examine the attribution of status inside complex organizations. Those at the top of traditional hierarchies, thanks to their ascribed status of rank and position, preserve power by monopolizing ″asymmetrical″ information. In virtual organizations, on the other hand, it doesn′t matter what it says on your business card. You are assessed on the basis of what you bring to the table. Loveable fools are out, competent jerks are in.

Chapter 9 examines the question of reputation, both personal and organizational. Social media expose our reputations to the instant judgement of others. We are all living in a virtual Gong Show from which no reputation can hide, and all opinions can be universally disseminated. But there is one key difference from real-world reputation management: in the virtual world, everybody gets to be judge. Kids rate their friends, pupils grade their teachers, university students rate their professors, customers rate their suppliers, consumers rate their service providers, employees rate their bosses. Also, online merchants like Amazon have business models that give open  forums to customer ratings. And, as we shall see, sometimes the virtual culture of rating and ranking can produce surprisingly unintended consequences.

In Chapter 10, we conclude the section on Status by examining the issue of trust. Online crime has made trust paramount for online commercial sites like Amazon, eBay and Dell. Corporations, too, must know how to use Web 2.0 tools - especially blogs - to inspire trust in their brands. As some corporate executives have learned the hard way, blogging can quickly backfire when the message seems insincere, dishonest or fraudulent.

Power. The third part brings us to the key theme of this book. In the final analysis, power is how we get things done. Social interaction is not an end in itself. We socially interact to achieve goals. And the achievement of goals implies a power relationship. Traditional forms of power, especially in organizations, are exercised through centralized, top-down, command-and-control systems of domination. In the virtual world, power is shifting to the edges, the margins, the periphery. Virtual power is embedded in networks. We call this phenomenon the diffusion of power.

We don′t argue that institutions are powerless. We also recognize that the initial reaction to social media in many institutions, corporations and bureaucracies will be to assert ″control″ over them to protect existing organizational arrangements. Technological e-ruptions invariably meet resistance that, initially, seeks to appropriate their energies to the service of old systems. This part of the book analyses the e-ruptive effects of social media on power.

Chapter 11 conceptualizes power and puts it into historical context. In particular, we discuss how, throughout history, social power has always resided in networks. We look, furthermore, at how social networks are using the Web to assert power in ways that can counter institutional forms of domination, especially by authoritarian states.

In Chapter 12, we examine the Web-driven power shift from ″professionals″ to ″amateurs″. By diffusing social power to the margins, Web 2.0 media have triggered a social e-ruption that we can call the revenge of the amateur. A highly visible terrain on which this power shift is taking place is journalism. The Web has put power into the hands of ″citizen″ journalists who are challenging the monopoly privileges and status rewards of self-styled journalistic professionals.

Chapter 13 examines the power shift in the marketplace towards consumers. To illustrate our Markets 2.0 thesis, we provide a case-study analysis of how Internet downloading and the iPod toppled the  Big Four music cartel and e-rupted the industry′s business model. We also examine the emergence of the consumer as producer, as aspiring musical artists can now reach fans directly via the Web without depending on a music label.

In Chapter 14, we examine how power is shifting inside organizations from vertical top-down hierarchies to horizontal networks. The Enterprise 2.0 business model is based on decentralized collaboration and open innovation. We argue that, while Web 2.0 tools pose real threats to organizational arrangements, senior executives will ignore them at their peril. It′s time for CEOs to give meaning to the buzzword ″business transformation″.

Chapter 15 focuses on an issue that concerns us all: civic engagement. Social networking sites like Facebook are revitalizing the democratic process. Politicians, as we shall see, have been quicker to embrace social networking sites than CEOs. The reason is not a mystery: elections cannot afford to ignore social power. Using Web 2.0 tools to transform government bureaucracies, however, runs into the same obstacles found in corporate hierarchies. Even so, there is some momentum in favour of e-government initiatives to make public services more efficient and accountable. The Internet may one day facilitate civil participation that gives true meaning to the word democracy.

Make no mistake, the power of social media, despite organizational resistance, is turning old models on their heads. In the Web 2.0 world, fans become celebrities, students become teachers, customers become producers, employees become bosses, citizens become politicians, Davids become Goliaths.

Social media are here to stay. They are transforming your life, your work and your world. There can be no looking back. Except, of course, back to the Middle Ages.




PART I

Identity

“ You′ve got my resume, but it′s impossible to know the real me without reading my blog. ”
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@ Mike Shapiro
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The I′s have it: multiple selves in virtual worlds

The assassination of Benazir Bhutto in December 2007 shocked the world. The exiled Pakistani leader was widely considered to embody the only hope for democratic renewal in a volatile Moslem country ruled by generals and fraught with Islamic terrorism.

The Bhutto family, like the Kennedys in America, was a cursed political dynasty. Benazir′s father Zulfikar Ali Bhutto, also a former Pakistani prime minister, had been put to death by the country′s military regime. Now Benazir too was dead, her cortege blown up by a terrorist bomb.

The tragedy of assassination, when it afflicts political dynasties, instantly raises the question of succession. Immediately after Benazir ′s death, the hot glare of global media attention frantically fixed on the person who was the Bhutto clan′s most likely political heir: her 19-year-old son, Bilawal Bhutto Zardari.

Until his mother′s murder, not much was known about young Bilawal. He was an undergraduate at Oxford University, where his mother had once been president of the famed Oxford Union. Bilawal, however, was a decidedly more discreet figure at the ancient university. Enrolled at Christ Church college, the unlikely Bhutto heir was living under the name ″Bilawal Lawalib″ (the last name a backward spelling of his first name) to protect his privacy. When the press began poking around and asking questions, Bilawal was definitely not a Big Man on Campus. Nobody was expecting this obscure teenager to be suddenly thrust into the international spotlight. Including Bilawal himself.

Then the media got lucky. An enterprising journalist discovered that Bilawal, like many undergraduates his age, kept a Facebook profile. Even better, it was filled with surprisingly juicy bits about his personal predilections. Bilawal seemed to be having a roaring good time at Oxford while his mother was bravely returning to Pakistan to face the daunting challenge of destiny. On his Facebook profile, Bilawal listed his only interest as ″women″. He also confessed to a culinary taste for ″junk food″ and declared that he was a huge fan of TV shows Buffy the Vampire Slayer and West Wing. There was more. Bilawal′s Facebook page featured a photo of him dressed up in a red devil′s costume, his face plastered in make-up with evil horns popping out of his forehead. The photo was accompanied by Bilawal′s ghoulish menace: ″We′re ready to bring hell on earth . . . waaahahahahahah.″

This was very intriguing indeed. What the media really wanted to know, however, was whether Bilawal Bhutto Zardari was ready to assume the political mantle of his martyred mother. On that subject, the young Bhutto used his Facebook profile to put out a message that was oddly equivocal: ″I am not a born leader. I′m not a politician or a great thinker. I′m merely a student.″ On his religion, Bilawal′s comments were puzzling to say the least, describing Islamic extremism as ″strict adherence to a particular interpretation of seventh century Islamic law as practised by the prophet Mohammed, and when I say ′strict adherence′, I′m not kidding around. Men are forced to pray, wear their beards a certain length.″ Another of Bilawal′s Facebook declarations was that ″well-behaved women rarely make history.″

For the heir of a political dynasty in a country armed with nuclear bombs, Bilawal′s Facebook page was decidedly out-of-character, if not utterly ill-advised. The press, needless to say, jumped on it. The French news agency, Agence France Presse, rushed out a solemn dispatch that reported: ″The 19-year-old, whose mother and grandfather were famed for their rhetorical skills during their terms in power, chose the social networking site Facebook on Monday to make his biggest public statement yet since her killing. In a message on Facebook - where he has attracted more than 1200 ′friends′ - he admitted that he was ′not a born leader′ despite having taken on the leadership of Bhutto′s party just three days after her death.″ Britain′s Daily Telegraph, Guardian and Daily Mail reported the story′s Facebook angle. So did Canada′s national daily, Globe and Mail and Australia′s ABC television network. In the United States, the Los Angeles Times sourced Facebook in a column about the Bhutto destiny. Time magazine also  covered the story. So did MTV News and the influential Democratic website, HuffingtonPost.

There was one big problem, however. The Facebook profile was bogus. It was a hoax. The world′s major media outlets had been ″punked″ by an Internet prankster.1

When the magnitude of this blunder became apparent, it was a bad day for journalism - a profession already suffering major erosion of audiences and readership and plagued by ethical scandals about fabricated stories. Now this. Suckered by a prankster who′d concocted a phoney Facebook profile. The Los Angeles Times took the high road and published an embarrassed correction. At Agence France Presse, management issued an abject mea culpa and, internally, banned its journalists from consulting Facebook, Wikipedia and all other ″virtual sources″.2

Facebook, for its part, quickly issued a statement saying the company had ″disabled″ two Bilawal Bhutto Zardari profiles deemed ″not authentic.″ Facebook spokesperson Clare Gayner added: ″Anyone violating Facebook′s terms of use is removed from the site.″

That′s precisely what British politician Steve Webb had already discovered to his immense bewilderment. Like many elected officials, the Member of Parliament had been using Facebook to connect with his local constituency voters. Webb, a Liberal Democrat, counted some 2500 ″friends″ on his Facebook page. He′d been one of the first British politicians to use online social networking as a campaigning tool. Then one day in December 2007 - only a couple of weeks before the assassination of Benazir Bhutto - Webb tried to log onto his Facebook profile. But it had been disabled. The MP was flummoxed. When he contacted Facebook for an answer, the company informed him that it had received reliable information that Steve Webb did not, in fact, exist. Webb was dumbfounded. He was a ten-year veteran of the House of Commons, an outspoken proponent of online social networking, and what′s more was frequently quoted in the press on the issue. Hadn′t anybody noticed?

″They had concluded that my profile was a fake, that I wasn′t really Steve Webb,″ the MP told the press. ″I was essentially accused of impersonating a Member of Parliament. You realize the power these organizations really have. If they′d been really determined, they could have deactivated me completely and then you kind of don′t know where you stand. It′s actually hard for a genuine person to prove they exist.″ The MP′s friends quickly came to the rescue of his misplaced identity by setting up a parallel Facebook group called ″Steve Webb is real!″3

It turns out that Bilawal Bhutto Zardari was real too: the young Bhutto actually had a Facebook profile. But it wasn′t the one quoted by media outlets around the world. The authentic profile was part of a group Facebook site called Christ Church Freshers 2007. The real Bilawal, it turned out, was more interested in equestrian sports than in womanizing, gorging himself on Big Macs and flopping out in front of his television set to watch endless reruns of Buffy the Vampire Slayer.

Bilawal Bhutto Zardari′s clever Facebook impostor, it seems, pulled off his hoax with impunity. The Facebook prankster was never tracked down. But manipulating false identities on the Internet can sometimes have deeply troubling consequences. Consider what happened to a 26-year-old Moroccan computer engineer called Fouad Mourtada. In January 2008, he posted a fake Facebook page claiming to be the profile of 37-year-old Prince Moulay Rachid, brother of Morocco′s King Mohammed VI. Shortly after he put up the phoney Facebook page, Mourtada mysteriously disappeared. His family had no idea what had happened to him until they learned he was languishing in prison. On February 5, 2008, he′d been forced into a vehicle by two Moroccan secret servicemen, blindfolded and driven to a police station. In jail, he recounted later, he was beaten to the point of losing consciousness.

When his family finally saw Mourtada again, he was locked up in Casablanca′s Oukacha jail awaiting trial for ″villainous practices″. His crime: identity fraud - punishable in Morocco by five years′ incarceration. His real crime, of course, was lèse majesté.

Pleading for clemency, Mourtada - a graduate of the prestigious Mohammedia Engineers School in Rabat - told Moroccan police that his Facebook profile had been an innocuous hoax. ″I created this account on January 15, 2008,″ he said in a statement. ″It remained online a few days before somebody closed it. There are so many profiles of celebrities on Facebook. I never thought that by creating a profile of His Highness Prince Moulay Rachid I was harming him in any way. As a matter of fact, I did not send any message from that account to anyone. It was just a joke, a gag.″

Mourtada′s lawyer, Ali Ammar, sought his client′s release on bail on the grounds that no fraud had been committed against anyone. ″This is a cultural problem, this is the first time that a Moroccan poses as a very important personality on the Internet,″ he said. ″This is already a common practice in Europe and USA.″ The Moroccan authorities, implacable, were unmoved. The request for bail was denied. In late February 2008, Mourtada received a three-year prison  term. Facebook, meanwhile, denied giving the Moroccan authorities information leading them to Mourtada.4

As Mourtada began serving hard time in a Moroccan prison, he could console himself with the fact that, paradoxically, his true identity was receiving more international attention than the Moroccan prince he′d imitated on Facebook. Mourtada′s predicament had made CNN′s newscast and was published in newspapers around the world including The New York Times. A sudden cause célèbre on many human rights Websites and blogs, Mourtada even earned his own Wikipedia biography. A ″Help Fouad″ site was created to rally support for his legal appeal. The international pressure worked. After groups like Amnesty International got involved, Mourtada received a royal pardon.5

In Britain, meanwhile, a 23-year-old woman called Kerry Harvey discovered to her horror that scam artists had stolen her online details - including her date of birth and mobile phone number - and reconstructed her identity on Facebook as a prostitute soliciting clients online. Kerry, an advertising executive from Glousestershire, was at first baffled when she started getting calls from ″punters″ looking for sex. Then she learned that she had a parallel life on Facebook, where malicious fraudsters had stolen her photo from another website and, combining it with accurate details like her phone number, transformed her into a Facebook hooker.

Harvey says the Facebook scam severely undermined her self-esteem. ″These sites are too open to abuse and should be closed down or made safer,″ she said. ″Since it happened I′ve become really self conscious. I can′t just go up to people and talk to them because my confidence has gone. The person who created [the phoney profile] is sick and should be banned from websites like this.″6

Let′s step back and consider the implications of these Facebook identity conundrums.

Many of us worry about having our identities stolen by Internet hackers seeking to drain our bank accounts. These anxieties are well-founded. Cyber-fraud is now a billion-dollar criminal racket. For fraud to be perpetrated successfully, however, nobody can know about it. A fraudster furtively borrows your identity in order to steal your money in a criminal act that initially goes unnoticed. On social networking sites like Facebook, however, your identity can be created  or deleted. What′s more, the entire world may quickly know about it. In cyberspace, as Bilawal Bhutto Zardari and Steve Webb discovered, your virtual self can be brought to life, and killed off, like characters in a play. And you have no control over it.

It′s even more complicated. We can now play an active role, like a playwright, in the creation and manipulation of our own online identities. Since the explosion of social networking websites circa 2005, millions of people have been constructing multiple identities as they socially interact, build networks and collect ″friends″. Virtual reality has given a new meaning to the term ″facelift″. Online self-representation is disembodied and exempt from the immediate consequences of direct eye-to-eye contact. Millions of online social networkers thus have become masters of self-fabrication, distortion, misrepresentation and outright imposture.

On sites like MySpace and Facebook, anyone can hide behind a self-constructed virtual identity. Plain girls become hot babes. Shy nerds become sociable extraverts. Fatties become thin, pipsqueaks become towering, weaklings become buff. In the virtual social universe where status is conferred by the accumulation of ″friends″, self-presentation has been transformed into a ritual of self-fabrication. It′s called putting your best cyberface forward.

We call this identity disaggregation. The construction, and maintenance, of multiple identities on social networking sites is rapidly becoming the expected norm. In the online world, the unitary self has morphed into the multiple self. Identities in cyberspace are multifaceted, splintered, concocted, fluid, negotiated, unexpected and sometimes deceptive.

Multiple cyber-identities can have a perverse dark side. Men can play women; and women can play men. The bad play good; and the vicious play virtuous. On sites like MySpace, dangerous paedophiles can pretend to be children in order to prey on innocent victims. For many parents, understandably, this online danger is a source of tremendous anxiety. Cyber identity construction can also destroy marriages. It′s difficult to keep a marriage interesting when one partner spends all night on Facebook, especially when the lure of pornography and virtual adultery is only a click away. In 2007, Time magazine announced: ″Facebook More Popular than Porn″. Many adults who navigate virtual sites like Second Life are, in fact, looking for sexual adventure.7 Facebook is also being used to reconnect with old sweethearts and flings. In marriages, suspicious minds are now cyber-stalking their own spouses by snooping on their online profiles. Checking a list of ″friends″ sometimes comes across an inadvertent slip that reveals a fatal crack in the marriage. The snooper may also be stalking from outside the marriage. Adulterers beware: the Bunny Boiler is prying into your Facebook profile.

Social networking sites have also been blamed for serving as online catalysts for shocking tragedies. In the quiet Welsh town of Bridgend, residents were horrified in early 2008 to discover a rash of suicides among local teenagers whose morbid pact had apparently been conceived on the Bebo site. When Bridgend′s local tragedy hit the national media, the whole of Britain was stunned and perplexed. What was it about socially interacting on a website that pushed these Welsh teenagers to end their lives?8

This all-too-common phenomenon is called the ″Werther Effect″, after Goethe′s Sorrows of Young Werther. In Goethe′s 18th century  sturm und drang novel, the melancholic hero Werther shoots himself in the head over his unrequited love for a girl called Lotte. When the book first appeared in 1774, it triggered an epidemic of similar acts of despair - the first-known examples of ″copycat suicides″ in modern history. Sorrows of Young Werther, which Napoleon counted among the greatest works of literature, was banned in several countries. Today, the ″Werther Effect″ is plaguing the MySpace generation as adolescents struggle with identity construction between real and virtual worlds.

Identity formation is a complex process. Some might argue that, fundamentally, we are all unknowable mysteries. The psychoanalytical tradition from Freud to Lacan posits that our identities are essentially illusory. There is little disagreement, however, about one powerful fact: our identities are socially constructed. The social construction of identities is based on institutionalized values - family, community, church, profession, nation and so on. For most of us, our identities have been assembled and shaped by dominant values given social expression by institutions.9

During the Roman Empire, identity construction was simple: you were either a Roman or a Barbarian. True, within the empire there was a distinction between citizens and slaves, but the most significant identity distinction was a sharp us-and-them dichotomy between Roman citizens and the uncivilized hordes beyond the limits of empire - Germans, Celts, Britons, Huns, Vandals and Visigoths. When Rome finally collapsed in the 5th century after a Barbarian invasion, Christianity emerged from its imperial ruins. The Catholic Church′s administrative system was grafted directly onto old Roman dioceses. The new religion, fittingly, was called Roman Catholicism.

In Christendom, identities were no longer constructed according to notions of citizenship. They were fashioned by the spiritual values of  a religious community. If you asked someone in medieval Europe the question, ″who are you?″, they would not have replied French, German, British, Spanish or Italian. Those concepts did not even exist. Identities in the Middle Ages were complex and multilayered, integrating sacred and profane. Most people considered themselves, above everything else, to be ″Christian″. It was in this historical context that monastic orders like the Knights Templar emerged as powerful social networks. The young French noblemen who joined the Templars were, to be sure, attracted to the order by the prospect of influence and power. But more fundamentally, they were sorting out their own identities. It must have been deeply reassuring in 13th century Christendom to be regarded, and revered, as a benighted Defender of the Faith.

After modern nation-states overthrew the medieval order, states based their authority on legal-rational forms of domination exercised through strong, centralized bureaucracies. When modern states first emerged in the 17th century, with the Treaty of Westphalia in 1648, what we today call ″national identities″ did not exist. Identities were based on a fusion of feudal loyalties and religious devotion. Nationalism as we know it today would not finally emerge until the end of the 18th century with the French Revolution. While modern states imposed their authority through centralized institutions and strong armies, they needed something else to forge social cohesiveness among their disparate populations who frequently spoke different languages. Thus was born national identity.

In his classic work, Imagined Communities, Benedict Anderson observed that modern nations are essentially mythological constructs. They are ″imagined″ because their members do not know most of their fellow citizens; they never come into contact with one another. And yet, thanks to a strange psychosocial alchemy called national identity, nations are forged by a common image that joins people in feelings of common loyalty and purpose. The word frequently used to describe this phenomenon is patriotism. In the 18th century, Dr Johnson famously remarked that patriotism is the ″last refuge of the scoundrel″. For modern states, however, patriotism had a function. It ensured social cohesion and legitimized the state′s authority.10

States proved remarkably successful at identity construction. All manner of rituals and symbols - including flags, anthems and folk heroes - were cobbled together, and sometimes fabricated, in the cause of nation-building. It was an extraordinary achievement, especially since some nations - like Belgium - were in fact artificially invented and held together by national symbols that were either concocted or borrowed. Yet it worked. For the past two or three centuries, most people have maintained a primary self-concept fused with an essentially national sense of belonging. The Olympic Games are organized according to these national identity constructions. So is World Cup soccer. When you land at a foreign airport and present yourself at customs, you are asked for a passport - a document attesting to your national identity. Warfare is the most violent, and tragic, expression of national identity. Think of how many millions have laid down their lives for their country. During the 19th and 20th centuries, patriotism had real consequences on many battlefields.

Today, states no longer exercise the same degree of symbolic power capable of structuring identities and commanding loyalties. After three centuries of unchallenged authority, and countless millions killed in wars, nationalism has a blemished reputation. The monopoly of centralized states on identity construction and social mobilization is now being challenged by competing loyalties. New forms of identity construction are being organized not by vertical institutions, but rather by networks. And many of these networks operate on the Internet. Identity construction is shifting to the virtual world.

That challenge to state power was laid down, perhaps over-dramatically, in 1996 when self-styled cyberguru John Perry Barlow flew to Davos to make his unilateral Declaration of the Independence of Cyberspace. ″Governments of the Industrial World, you weary giants of flesh and steel, I come from Cyberspace, the new home of Mind. On behalf of the future, I ask you of the past to leave us alone,″ he announced. ″You are not welcome among us. You have no sovereignty where we gather . . . Our world is different. Cyberspace consists of transactions, relationships and thought itself, arrayed like a standing wave in the web of our communications. Ours is a world that is both everywhere and nowhere, but it is not where bodies live. We are creating a world that all may enter without privilege or prejudice accorded by race, economic power, military force or station of birth. We are creating a world where anyone, anywhere may express his or her beliefs, no matter how singular, without fear of being coerced into silence or conformity. Your legal concepts of property, expression, identity, movement and context do not apply to us. They are all based on matter, and there is no matter here.″

Is this just bombastic, over-the-top, neo-hippie, cyber-Utopian lunacy? Or should we accredit John Perry Barlow′s taunting Declaration of Independence as a bona fide draft constitution for hundreds of millions of members of MySpace, Facebook, Bebo, Orkut, Cyworld and other social networking sites?

So long as we are holding passports while travelling in real space and time, it might reasonably be argued, national identities are here to stay. It cannot be doubted, however, that the line between real-world and virtual identities is becoming increasingly blurred and ambiguous.

A useful way to conceptualize this tension is by contrasting social  and personal identity construction. Traditional theories, as noted, posit that identities are fundamentally social constructs. Social identities connect us to communities based on feelings of sameness with other members. Personal identities, on the other hand, are constructed not to reinforce our similarity to others, but rather to assert our  uniqueness .11

Virtual reality is an ideal sphere for personal identities. The quest for uniqueness on online social networks, as we have seen, can sometimes inspire highly imaginative forms of self-presentation, including fabrication and invention. Virtual identities are multifaceted and chameleon-like. For some, it must feel liberating and rebellious in a way that reconnects with the hippie culture of the 1960s when John Perry Barlow was writing lyrics for the Grateful Dead. No longer dependent on socially defined values of established institutions, young people on MySpace and Bebo are free to cultivate, albeit narcissistically, highly personalized notions of self.

There is, however, an unavoidable caveat: the blurred line between ″true″ and ″false″ identities can be disturbingly deceptive.12

The fate of the Friendster social networking site provides a fascinating case study that illustrates this troubling ambiguity. Launched in 2002, Friendster was one of the first American social networking sites. Like other sites that came later, its main function was connecting people - in fact, it started off as a ″dating″ site. Friendster′s social architecture, however, quickly produced a series of unintended consequences. The site′s original design limited any member′s circle of ″friends″ to only those less than four degrees away (defined as friends of friends of friends of friends). This was an even more restrictive version of the famous ″six degrees of separation″ which, apparently, links us all. The owners of Friendster were, in effect, regulating the site in order to create some semblance of social cohesion - or ″close ties″.

The two-degree difference turned out, unexpectedly, to be a significant factor in the way Friendster members began to behave on the site. Most ″Friendsters″ - as the site′s members were called - had joined the site, in keeping with its name, to validate themselves socially by collecting a maximum number of ″friends″. They were not  bothered by having hundreds of ″friends″ who were, in truth, vague acquaintances or total strangers. Yet the site′s owners had arbitrarily erected a social barrier around the fourth degree. Reacting against this restriction, some Friendsters began padding out their ″friend″ lists with fake profiles in order to cut through the two-degree filter. These persona fabricators quickly became known as ″Fakesters″. A great deal of creativity and inventiveness was often invested in the fabrication of these fake profiles. Indeed, Fakesters soon became immensely popular on the site. Collecting Fakester friends became cool. For many, paradoxically, their most fascinating ″friends″ were people who, in fact, did not actually exist.

The owners of Friendster, failing to understand the appeal of this paradox, reacted by cracking down on the ″Fakester″ epidemic. They began frantically deleting all phoney profiles. Punishing your own customers is never a good idea. Then the owners of Friendster made another serious management blunder. They began deleting profiles of suspected Fakesters who, in fact, turned out to be real members and not fakes at all.13 Authentic Friendsters - like the British MP Steven Webb - were waking up to discover that their online identities had been deleted. Zap, you don′t exist.

This ill-advised meddling produced disastrous consequences for Friendster. The snooping and heavy-handed regulation triggered a mass defection from the site. Fed up with the site′s uncool owners, many founding Friendster members checked out. In the United States, Friendster never fully recovered from the exodus. In America, the site was quickly overtaken by MySpace, which shrewdly offered a user-friendly alternative to Friendster. If Friendster′s owners had shown more flexibility and openness towards multiple identities popping up on the site, it might today be the most popular social networking site in the world. After the disgruntled exodus of its American membership, however, Friendster was forced to shift its membership focus to Asia.

The lesson? In virtual reality, the coexistence of real and false identities has been instinctively integrated into online social interaction. People actively want to construct and manipulate multiple identities in the virtual world. Any attempt to ban it, or meddle with it, will alienate and trigger mass defections.

There′s now a new twist to the online identity conundrum. People are actually stealing virtual identities to make themselves appear more attractive. It′s call ″cut-and-paste-personality″ theft.

One victim is New York-based humorist Hugh Gallagher, who tracked down more than 50 online profiles using bits and pieces of  his famous college entrance essay published in Harper′s magazine. Gallagher ′s essay, composed as a string of funny one-liners, featured self-descriptions such as: ″I am a dynamic figure, often seen scaling walls and crushing ice. . . . I write award-winning operas. . . . I woo women with my sensuous and godlike trombone playing. . . . I cook Thirty-Minute Brownies in twenty minutes. . . . I am an expert in stucco, a veteran in love, and an outlaw in Peru.″ Gallagher discovered to his stupefaction that other men, clearly less endowed with natural charm, had shamelessly purloined these lines and fraudulently used them for their own online mating rituals. One of these cyber-identity thieves was Jim Carey, a 38-year-old pharmaceutical salesman from Washington State. Carey, cynically believing that ends justify means, confessed to the Wall Street Journal that he′d stolen Gallagher ′s personality because he wanted women to think he was funny but was too lazy to make things up himself. Another cut-and-paste-personality thief confessed to luring 20 women out on dates thanks to pickup lines stolen on the Web, including: ″You will soon learn that I′m a raging egomaniac.″14

Cut-and-paste-personality theft may be distasteful, but it′s growing. A MySpace search in early 2008 discovered more than 700 recent comments accusing others of stealing from their online personalities - avatars, favourite songs, witty remarks, background designs, even entire profiles. Among women, a favourite cut-and-pasted line is: ″If you love mushroom ravioli, romantic nights by a fire and spring camping trips, please reply!″ A popular line for dull men looking to steroid-inject their boring online personas is: ″I guarantee I can change the oil in your car in 10 minutes flat.″ When Engage.com surveyed more than 400 online daters, 9% confessed to copying from someone else′s profile. In the high-stakes ritual of online mating, people feel so much competitive pressure to stand out in the crowd that they will go to any length - including identity theft - to sell ″themselves″ as an attractive prospect. For the unscrupulous, putting your best cyberface forward entails using someone else′s face. It gives new meaning to the term ″two-faced″.

What is astonishing is how casual opportunistic online behaviour has become. The Online Dating for Dummies guide, while not inciting readers to steal from other profiles, nonetheless advises them not to worry too much about copying. The cut-and-paste personality game has even become a business. At TheProfileCoach.com, you can buy a dozen ″proven″ profiles for just four dollars. Yahoo Personals, for its part, at least has some pretence to ethical probity. It attaches a proviso  to its samples: ″Don′t copy these profiles exactly.″ Note the last word in that caveat.

A site called FriendFlood will, for a fee, post messages from attractive ″friends″ on your profile to create the impression that you, like your friends, are attractive and fascinating. Another service popped up with a brand name, FakeYourSpace, that at least has the virtue of being brazenly honest about the service it offers. No false advertising here. With a promise to ″turn cyberlosers into social magnets″, FakeYourSpace offered to fill your wall with an eye-popping collection of hot-looking, hard-bodied friends. The site ran into legal problems in early 2007, however, after complaints that it was using photographs of fashion models from iStockPhoto.com without permission. iStock-Photo. com issued a cease and desist order. 15 Meanwhile, cyberlosers who rip off profiles are increasingly being upbraided with angry messages like the following complaint from an aggrieved identity-theft victim: ″Dude, u like copied my whole MySpace post.″ A 34-year-old New Jersey woman posted the following outburst on her Plentyoffish. com profile: ″To the girl who copied my profile and denies it . . . You shit!″

In the real world, the false personality phenomenon is not new. In fact, we are all guilty of identity fabricating, albeit innocently, at some point in our lives. On a highly formalized level, the tradition of fancy-dress parties and masquerade balls taps into the same desire to present oneself socially in a disguise. But while masquerade balls are elaborate rituals, Facebook and MySpace profiles are spontaneous and constantly updated forms of social interaction. Online identity fabrication is a daily habit, not a once-a-season social event.

In the real world, social roles are constricted by an abiding awareness of institutionalized norms and values. We are supposed to know our ″cues″. In the virtual world of MySpace and Facebook, on the other hand, role-playing is less constrained by social codes. Self-regulated by its own ″netiquette″, online social interaction doesn′t defer to conventional norms. On Facebook you might tag a photo, provide an update or share a confidence with hundreds of ″friends″ who you scarcely know; yet you would never think of making the same gestures to mere acquaintances in the real world.

Another difference involves control. In the real world, we have less control over our own identities because, as noted, they are socially  constructed. Social norms tell us who we are supposed to be. The  personal fabrication of identities in cyberspace, on the other hand, affords more control on who we wish to be and how we present ourselves. Cyber-sociologists describe the fabrication of self on social networking sites as ″writing yourself into being″. As the authors of our own personal identities, we have control over the construction of the cyber-personality we fabricate and display in the virtual world. On MySpace or Facebook, people make up who they are, possibly in multiple personas, with a keen eye on what kind of impression they wish to create. In the real world the self is presented; in the virtual world it is invented. 16

The fabrication of false identities was first theorized by Erving Goffman in his classic 1959 microsociological study, The Presentation of Self in Everyday Life.17 Goffman examined ″symbolic interaction″ between people in everyday circumstances. Expanding on ″role″ theories about human interaction, Goffman concluded that, for most people, the presentation of self is akin to a dramatic stage ″performance″ whose function vis-à-vis others is a ritualized form of ″impression management″. In a later essay called ″Face Work″ - whose title sounds strangely similar to Facebook - Goffman elaborated on his theory by introducing notions of ″stigma″ and ″prestige″. As social actors, he observed, we seek to create impressions that reflect well on ourselves. The primary goals of self-presentation are stigma avoidance  and prestige enhancement.

Goffman was writing long before the advent of the Web, of course, but his theories contain many fascinating insights. In cyberspace, as we shall see in subsequent chapters, stigma avoidance and prestige enhancement are prime motivators in online social interaction. In cyberspace, however, rewards for fame and punishments for shame are sometimes distributed in unexpected ways. Online personal identities are constructed, and presented, as a social performance. In cyberspace, the old adage ″know thyself″ becomes ″show thyself″.18

In sum, online social networking is a virtual catwalk. Impression management involves constantly changing identities, much like fashion models switch outfits. Except that, in the virtual world, the curtain never comes down on the ritual of identity fabrication and self-exhibition. The popularity contest is a moveable feast where all ″friends″ are invited. And when it′s time to vote for your ″Top Friend″, the Is definitely have it.
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 The kindness of strangers: the ties that bind

Most of us, at some point in our lives, ask ourselves: ″How many real  friends do I have?″ It′s a question that can′t be posed without some trepidation. It requires us to look, unflinchingly, into a long-neglected existential mirror and wonder, honestly, how many souls in this world we can truly call friends - people on whom we can count for genuine support and consolation, who will stand by us in good times and bad, whether our fortunes are up or down, whether we are in the loop or out of favour.

It′s a troubling question because it induces dreaded anxiety - a sinking feeling that, in truth, the number of our true friends is despairingly smaller than we wish to believe.

No more worries. Online social networks have rescued us from this soul-searching, angst-inducing self-interrogation. It′s now possible to have dozens, hundreds, even thousands of ″friends″ on social sites like MySpace, Facebook, Bebo, Orkut and others. With a simple click, we can ″add″ new friends, connect to friends of friends and list our ″Top Friends″.

Collecting friends, indeed, is the main appeal of many social networking sites. No wonder that one of the first sites to gain widespread popularity was called Friendster. In the virtual culture of narcissism, the composition of our ″friends″ network has become a key identity signature. It′s a social barometer that validates self-esteem, confers status and measures social capital. It allows us - if we have loads of ″friends″ - to project ourselves into the cyberworld with greater self-confidence.

For critics of online friendships, social networking sites have become virtual secondary schools that reproduce the maddeningly, and sometimes dangerous, psycho-politics encountered in the real world. On many sites, the socially ambitious boast their extensive network of ″friends″, thus signalling their superior social skills. The online ritual of collecting, and displaying, ″friends″ has become a pervasive - some would say perverse - obsession that is consuming the lives of millions of young people worldwide.

The word friend has even become a verb. People spend countless hours friending on social sites in a frantic, competitive drive to acquire, maintain and build what they believe is social capital. Competitive  friending has become an online expression of invidious comparison. Millions of people go online and jealously check the profiles of others to see how many ″friends″ they′ve accumulated. In the old days, men with status envy looked for ″trophy girlfriends″. Today, the prize catch on social networking sites is a ″trophy friend″. No sex required.1  Many concoct wholly invented ″friends″ and add them to their personal page to create the illusion of popularity. That trick is called ″Fakebooking″. In the online world, if you can′t find real friends, you can always make them up.

The online ″friends″ e-ruption has confounded courts of law, which manifestly are confused by the distinction between virtual and real-world social interaction. In March 2008, a 34-year-old British man was the first person in the UK charged with harassment on a social networking site. Michael Hurst′s ex-girlfriend Sophie Sladden accused Hurst of harassing her by contacting her on Facebook. In his own defence, Hurst told Birmingham magistrates that he′d merely ″sent her an electronic message requesting her friendship.″ The judge agreed with Hurst and threw the case out of court, ruling that his contact with his ex-girlfriend was innocuous because Facebook ″friends″ cannot be defined as ″friendship in the traditional sense.″ But Dillon Osborn wasn′t so lucky before another British court. He was sentenced to a week in jail for sending Facebook ″friend″ requests to his ex-wife in defiance of a court order stipulating that he not contact her.

Many other cases of marital ″stalking″ of spouses do not result in arrests, criminal charges and court appearances. The reason for this is simple: husbands and wives are cyber-stalking their spouses while still married and living together, usually to confirm suspicions of adultery. Snooping on a spouse′s Facebook page to inspect their ″friend″ list is a growing trend with troubling consequences. As in the real world, when a spouse describes someone as ″just a friend″,  it often means much more. The online Urban Dictionary even features a definition for ″Facebook stalker″.2 Sometimes, online marital snooping can trigger violent outcomes that land in the courts. In May 2008, a British man was sentenced to a three-month suspended sentence for physically assaulting and breaking the jaw of his wife′s lover, a former boyfriend with whom she′d reconnected on Facebook. When 39-year-old Stephen Henshaw′s wife Tammy told him she was leaving the marriage, he discovered on her Facebook page that she was carrying on an affair with her teenage sweetheart, Jake Hamon. She had even travelled to the Channel Islands for romantic trysts. The Facebook-cuckolded husband Henshaw, from Manchester, flew to the Channel Islands to track down Hamon. Henshaw was later found guilty of unlawful and malicious wounding, but was spared hard time in prison. In Yorkshire, meanwhile, a woman′s body was found murdered in her garden shed after she′d revealed on Facebook that she was leaving her husband Gary, an electrical engineer. Shortly after Tracey Grinhaff′s battered body was found, police discovered Gary′s body nearby with self-inflicted head injuries. This shocking murder- suicide had been provoked by one short sentence on Tracey Grinhaff′s Facebook page: ″Currently splitting up from my husband.″ Stunned neighbours said the Grinhaffs seemed like a ″perfect little family.″3

Less tragically, online ″friendship″ can be fraught with the same petty hypocrisies that many encounter in the real world. Consider what happened to Jerome Kerviel, the 31-year-old rogue trader in Paris who burned through $7 billion of a major French bank′s money through allegedly fraudulent transactions. The day before Kerviel got nabbed for the biggest bank scandal in history, he counted ten ″friends″ on his Facebook profile, most of them colleagues at his bank. As soon as news of his arrest hit the media, however, Kerviel had been abandoned by all his Facebook ″friends″ - except one. The single brave soul who stuck by him must have been a true friend indeed - or perhaps was away on holiday. In an ironic twist, Kerviel (who bears an uncanny resemblance to movie star Tom Cruise) suddenly found himself embraced by thousands of ″friends″ throughout the world who created ″Jerome Kerviel Fan Club″ pages on Facebook. Thanks to the rebellious, anti-establishment values of cyberspace, the French rogue trader was transformed into a global Robin Hood. Kerviel may have lost his ″Top Friends″ on Facebook, but he gained the ″friendship″ of thousands of people he didn′t even know.4

The virtual ritual of making, and abandoning, ″friends″ has raised anguishing matters of online etiquette. How should you respond to a request to be someone′s ″friend″ when you frankly loathe the  person? Or how to handle the indelicate matter of de-friending  someone. Saul Hansell wrote of this painful experience in the New York Times in a story titled ″He Didn′t Want to be That Kind of Friend″. After someone called Bob Mason, a chief technology officer at a New England video company, invited Hansell to become an online ″friend″, Mason had a change of heart. Mason wrote to Hansell: ″I hope you don′t mind, but I am in the process of moving industry colleagues and partners from Facebook to LinkedIn. From a professional perspective I′ve decided to keep my Facebook relationships strictly at a personal level. As such I am planning on removing you as a Facebook friend, but would welcome the chance to link up in LinkedIn.″ Ouch, that hurts.

Mason was effectively telling Hansell that he wasn′t really a ″friend″ - he was merely a contact. Hansell was remarkably steady about his social downgrading. ″No one likes to be jilted by anyone for anything, ″ he wrote, ″but I can′t say that I was being cut off by someone I thought was my best buddy.″5

In Britain, the upper-crust bible, Debrett′s, has attempted to resolve these netiquette dilemmas for more rarefied sensibilities. Debrett′s, which has been publishing genealogical guides to the British aristocracy since 1769 and is considered to be the last word on matters of etiquette, entered the Internet era in 2008 by releasing a guide to good manners on social networking sites. The Debrett′s guide - in the tradition of Debrett′s Guide to Entertaining and Debrett′s Etiquette and Modern Manners - provides online rules on ″sociable social networking″.

Jo Bryant, a Debrett′s etiquette adviser, said the purpose of the latest guide was to help online social networkers to know what to do in awkward situations, including getting ″poked″ and being invited to become someone′s ″friend″. Not surprisingly, Debrett′s advice - based on a desire to keep old friends and avoid making unwanted new ones - is cautious, conservative and punctilious about correct form. ″It can sometimes feel odd when someone who you don′t necessary know asks you to be their friend,″ said Bryant. ″What do you do? You automatically feel like you should say yes but that can seem a bit weird because you don′t actually know them. The trend for social networking has made new demands on traditional etiquette. My advice is to play it safe, and always employ your usual good manners when online, treating others with kindness or respect. Social networking is meant to complement and enhance your existing social life, not complicate it.″6

The Debrett′s guidelines might be useful in certain social circles. But the plain fact is that, for millions of teenagers struggling with the  turbulent emotions of youth, the finer points of correct form are not likely to be top-of-mind when friending online. For kids with unformed - and hence fragile - identities, emotional reactions to online social interaction are not always so stoical and stiff-upper-lipped. Youths desperately need approval and want to make friends. It′s easy to imagine the self-esteem injury suffered by a teenager - or anyone - who upon checking the profile of one of their own ″Top Friends″, discovers that the honour has not been reciprocated.7 These injuries can have tragic consequences. Some emotionally vulnerable teenagers have even been driven to suicide by online rejection and bullying.

In a disturbingly perverse case that was widely reported in the media, a pretty 13-year-old American girl from Missouri called Megan Meier killed herself in October 2006 after becoming emotionally attached on MySpace to a cute 16-year-old boy. As the New Yorker  magazine noted in a journalistic exposé of Megan′s troubling suicide, she was no different from millions of fragile teenagers who turn to MySpace, Facebook and other sites in search of themselves. ″Like many teenagers, Megan and her peers carried on an online social life that was more mercurial, and perhaps more crucial to their sense of status and acceptance, than the one they inhabited in the flesh,″ noted the New Yorker. ″On MySpace, and on other social-networking sites, such as Friendster and Facebook, a person can project a larger, more confident self, a nervy collection of favorite music, books, quotations, pleasures, and complaints. He or she, able to play with different personas, is released from some of the petty humiliations of being a middle-schooler - all it takes to be a Ludacris fan is a couple of keystrokes. But trying on identities is, in the fluid environment of the Internet, a riskier experiment than raiding Mom′s makeup bag. Squabbles that would take days to percolate in person can within seconds explode into full-blown wars. Disputes can also become painfully public.″8

Megan, still not fourteen, was legally too young to have a MySpace account. But her parents made a fatal mistake by allowing her to join MySpace, which did not require identity authentification for new members. The same rules - or lack of rules - applied to the cute teenage boy called Josh. After he contacted Megan on her MySpace page, the two immediately began an online flirtation that quickly became intense. Megan was instantly smitten by Josh′s gorgeous photo, showing a teen-idol hunk with blue eyes, chiselled features and brown wavy hair. Josh charmed the impressionable teenager by listing his height as six-foot-three and revealing that his ″turn-ons″  included tongue-piercing and that he loved being nibbled on the ear. Megan begged her parents to allow her to add Josh as a ″friend″. When they agreed, that was their second fatal mistake.

As soon as Megan was infatuated with Josh, he turned angrily on her. He began insulting her as ″fat″ and called her a ″slut″. He also sent her a note saying: ″You′re a shitty person and the world would be a better place without you in it.″ Fifteen minutes later, Megan hung herself with a belt in her bedroom closet.

It was later discovered that Josh did not exist. His photo has been stolen and pasted on his phoney MySpace profile. Everything about him had been made up. There was no Josh. He was a false persona maliciously concocted by 47-year-old Lori Drew, the mother of one of Megan′s former classmates. The Drews lived only four doors away from Megan′s family on a suburban St Louis street. Drew, who attended Megan′s funeral before being found out, confessed to police that she had been harassing the girl as revenge after Megan had dropped her daughter as a friend - not online, but in the real world.

Lori Drew, publicly exposed as an evil busybody, became notorious in a Wikipedia entry about Megan′s suicide - but at first no criminal charges were laid against her.9 Then, in May 2008, nineteen months after Megan′s suicide, Drew was indicted on one count of conspiracy and three counts of accessing a protected computer without authorization to access information used to inflict emotional distress. The tragic consequences of online identity manipulation had come to Middle America.

″The Internet is a world unto itself, people must know how far they can go before they must stop,″ said FBI agent Salvador Hernandez when the indictments against Lori Drew were announced. ″They exploited a young girl′s weaknesses. Whether the defendant could have foreseen the results, she′s responsible for her actions.″10

After the charges were laid, Megan′s mother Tina Meier appeared on the national television show ″Good Morning America″ to say she wanted Lori Drew to receive the maximum prison sentence for her role in her daughter ′s death. ″I am hopeful she will face the maximum 20 years in prison,″ said Meier. ″Twenty years is unfortunately not enough for her. She played a ridiculous game with my daughter′s life.″11

Sometimes suicide, when it happens online as a dramatically symbolic gesture, can have less wrenching consequences. In a mock gesture called ″Facebook suicide″, a 27-year-old English woman from  London called Stephanie Painter decided to ″kill″ herself on February 11, 2008. But it was her virtual self that committed suicide. After giving her online friends a final, sad-faced ″poke″, Painter killed off her Facebook persona. ″It was hard to kill the profile I′d spent so long creating,″ she told the British press, ″but I felt it was the only way out.″ What was the problem? Painter ′s Facebook identity was damaging her real-world relationship with her boyfriend Danny, especially after ex-boyfriends and random flings from her past got in touch online and asked her to be their ″friend″. The situation became awkward because Danny, as one of her Facebook ″friends″, could view her profile page including her other male ″friends″ and their flirtatious messages. ″In the end, Facebook was causing so many arguments between us that I decided the best thing would be to log off,″ she said. ″As soon as my Facebook profile died, our relationship improved.″12

The ″friendship″ stakes have become so frenetic, and confusing, it′s perhaps worth asking the age-old question: What are friends for?

The word ″friend″ can be ambiguous if the subtleties of cultural context and social nuances are not understood. Silicon Valley geeks are evidently quite relaxed about approaching strangers in person and asking them if they can become their online ″friend″. At a Palo Alto business gathering, you might overhear someone saying: ″I read your blog, can I be your friend?″13 In other social circumstances, the word ″friend″ can be wickedly ironic. At a stuffy cocktail party, if someone you know well crosses the room with a stranger in tow and intones, ″Let me introduce you to my friend Bob Jones″, you know instantly what your close friend really thinks of Bobby Boy. When someone curtly begins a sentence with, ″Listen, my friend . . .″, there can little doubt that the word signifies precisely its opposite.

Just how many friends can one person have anyway? In the virtual world, hyper-friendship inflation doesn′t seem to have any reasonable limits. Many young people casually accumulate hundreds of friends and display them, frequently accompanied by tagged photos, on their profile pages. A 17-year-old American girl called Brittnie Sarnes, from Ohio, boasted a total of 5036 ″friends″ on a social networking site. There have been other reports of people collecting as many as 26 000 online friends. 14 If we are all linked to one another by the famous ″six degrees of separation″, maybe this isn′t so astounding. Why not a thousand, ten thousand, a hundred thousand ″friends″? Yet for most of us, it doesn′t seem manageable. How can someone stay in contact with so many people? Surely there must be a maximum  number of friends we can keep up without deforming the very meaning of the word. Indeed, is there a maximum number of friends that any one person can reasonably claim to have?

The answer that to question, it seems, is yes. There does seem to be a cognitive limit to any one person′s close circle of friends. It′s called Dunbar ′s Law - named after British anthropologist Robin Dunbar. In the early 1990s he calculated, based on a complex analysis of non-human primates and the size of the human neocortex, that the maximum number of people with whom any human being can maintain stable social relationships is about 150. The 150 figure - frequently referred to as ″Dunbar′s Number″ - happened to correspond to the size of Neolithic villages as functional units. It also matched the size of Hutterite colonies before they split off to form a new community. And, interestingly, the ancient Roman army was divided into legions of 5000 soldiers split into units of - you guessed it - 150 men. In fact, the same figure - 150 - endured until modern times as the number of soldiers in an army company. There seems to be something magic, sociologically, about the number 150 as the maximum limit for maintaining functional cohesion in human groupings. Beyond the 150 threshold, something happens to human behaviour. The necessary ritual of social ″grooming″ becomes too difficult to manage and, consequently, group cohesion breaks down. A group larger than 150 requires rules and regulations to enforce stability. There is even evidence that when social-dominant online games like Castle Marrach  reach approximately 150 active users, group cohesion collapses, resulting in dissatisfaction and defection. Similarly, Wikipedia involvement tends to plateau at about 150 active administrators. 15

If Dunbar′s Law were strictly applicable to the virtual world, anyone boasting more than 150 ″friends″ on a social networking site would be exaggerating. In fact, the Friendster site originally limited the number of ″friends″ for any single member to a specific capped figure: 150. Fascinating. Were the Friendster founders astute students of Dunbar′s Law? Perhaps. But as we shall see, social networkers in the virtual world often behave in ways that defy all known laws of social anthropology. It should be noted, incidentally, that Dunbar did not argue that we can maintain close personal relationships with as many as 150 people. In fact, he explicitly stated that core circles of friends - or ″sympathy groups″ - with whom any one person can maintain ″intense″ relations generally do not exceed 12 people. This figure appears to indicate that the best numerical grouping for a ″My Top Friends″ list is a dozen. Any number beyond that is a sign that someone is being generously diplomatic.

We frequently use images from knitting to describe the texture of our social relations. Our true friends, those to whom we are linked by close personal ties, form our close-knit group. Our wider network of social acquaintances and contacts, on the other hand, belong in a larger group that we often call a loose-knit network. But what about people beyond the magic 150 figure - people we know only vaguely, on a ″nodding″ basis in an office corridor, familiar faces we see at cocktail parties or members of our alumni association? If the differential between 12 and 150 separates close friends from acquaintances, what about those who belong in the amorphous group beyond Dunbar ′s number? Extending these categories beyond 150, as we shall see, opens up fascinating insights with meaningful consequences - not only for individuals, but also for organizations. We are referring here to the often-discussed distinction between ″strong″ and ″weak″ ties. When we examine the inner dynamics of ″weak″ ties within networks, it quickly becomes apparent that these connections are much more powerful than we might otherwise believe possible.

In a famous, ground-breaking 1973 essay called ″The Strength of Weak Ties″, American sociologist Mark Granovetter argued that ″weak ties″ frequently play important social roles in our lives even though, in many instances, we scarcely know these people.16 Granovetter ′s definition of ″weak ties″ is social relationships characterized by infrequent contact, an absence of emotional closeness and no history of reciprocal favours. In professional parlance, you might say people in your ″extended network″. You know who they are, but you don′t really know them. More importantly, they are people who owe you nothing, and vice versa. Most of us, if we sat down with pen and paper, could list dozens of people, perhaps hundreds, who belong in this nebulous social category. They are out there somewhere, but we rarely give much thought to their existence. Until, that is, we need them.

Granovetter ′s fascinating finding is precisely that: we rely on ″weak tie″ connections much more often than we think. Call it the ″kindness of strangers″ theory. The classic example of this unexpected dependency is job searching. Ask yourself: if you are looking for a new job, who are you going to turn to? Your family and close friends? In most cases, they won′t be much help - unless you are the happy beneficiary of nepotism or cronyism. Most intelligent jobseekers turn to their ″network″. Indeed, people who are job hunting or switching careers often say that they are ″reactivating their network″ - in other words, letting everybody know they′re on the job market. This means, by implication, that ″weak tie″ networks are usually dormant. For  Granovetter, ″weak ties″ are located in the world of loose ″egocentric networks″ where everyone, fundamentally, is a rational actor. We are willing to help out vague social contacts, usually with useful information, because one day we may rely on the kindness of these same strangers. Also, it always feels good to do someone a good turn.

Granovetter′s empirical evidence, published in his 1974 book  Getting a Job, confirmed that most people find jobs not through close friends, but via weak-tie acquaintances. In fact, the vast majority of those surveyed reported that they found jobs through an acquaintance they′d seen only occasionally or rarely.17 Granovetter was turning many long-established sociological assumptions on their head. Social research until that time - the late 1960s - had focused largely on the importance of ″close″ ties for social mobility. These notions still stubbornly linger in our thinking. We tend to believe, perhaps cynically, that others get jobs through family connections, close friends and cronies. We regard ″networks″ as closed, invitation-only groups restricted to like-minded people bonded by a common past. Yet, in fact, most business networks are based on relatively ″weak tie″ associations. Even ″old boy″ networks, alumni allegiances, Freemasons, Rotarians and other alleged cliques are essentially loose-knit. Think about it: how well do their members actually know one another? The answer is: for most of them, not very well at all. So what is their bond? Their bond is the strength of weak ties.

When the Internet first exploded, many jobseekers used email to plug into ″weak tie″ networks. Today, social networking sites like LinkedIn and Facebook serve the same function. Any site will work, so long as you are connected to a network of ″friends″. Collecting online ″friends″ - or e-quaintances - is not merely a hollow ritual for the vain, insecure and narcissistic. Online friendships have a function. They give social substance to an online community harnessing the strength of weak ties.

Let′s return briefly to where this book began: the Knights Templar. The Templars are a classic example of an egocentric network that operated according to ″weak tie″ dynamics. The Templars, it will be recalled, were created by a group of French noblemen following the recapture of Jerusalem in 1099 and the expulsion of the so-called Infidels. But who were these French noblemen? They were Hugues de Payens and Godefroy de Saint-Omer. Left to their own devices, these two men never could have transformed the Templars into a powerful crusading force throughout Christendom. They needed Papal blessing to sanctify their operations. Fortuitously, Payens and Omer had a strategically important Church contact from their home  region of Champagne. His name was Bernard de Clairvaux. In the 12th century, Clairvaux was perhaps the most well-connected man in Christendom. Widely considered the ″conscience″ of the Church, today Clairvaux would be known as a power-broker, a go-to guy, a rainmaker, an éminence grise. His views were not only listened to, but also widely solicited. Clairvaux was a major player in the most important ecclesiastical discussions of his epoch. Pope Innocent II, before his elevation to the Papacy, had been one of Bernard de Clairvaux′s disciples.

Clairvaux was, above all, stridently neoconservative - to employ a modern term - about driving the Infidels from the Holy Land. When Hugues de Payens and Godefroy de Saint-Omer were assembling their military order to protect Christian pilgrims from the heathens, they knew who to turn to. Clairvaux not only spread the word about the Templars, he wrote a flattering tract called De laude novae militae  praising the formation of this ″new militia″. Most importantly, in 1129 Clairvaux personally intervened with Pope Innocent II to secure Papal blessing for the Templar organization. The idea for the Templars had come from a small group of French knights, but it was Bernard de Clairvaux who made things happen. The Knights Templar were launched, thanks to the interventions of Clairvaux, on the strength of weak ties. Clairvaux, incidentally, was posthumously canonized as Saint Bernard.

Not much has changed since the 12th century. It could be argued, in fact, that the entire capitalist system was founded on the strength of weak ties. Economic historians tell us that the rise of capitalism - a complex process that occurred over several centuries - overthrew the feudal economic system. The feudal order was founded on traditional reflexes of personal fealty - or loyalty of vassals to their lords. The medieval system of economic exchange reflected this social order. It was based on an agrarian peasantry, local fiefdoms, relations of servitude, organized craftsmen and personalized bartering. The notion of ″trust″ in economic exchanges was embedded in these personal relations. With the emergence of capitalism, however, money exchanges and mercantile activity gradually imposed a more rational economic system based not on personal loyalties, but on impersonal  transactions. By definition, capitalist expansion was founded on the belief that people can conduct economic exchanges without close personal ties. In other words, on the strength of weak ties.

True, capitalists are ″kept honest″ by the constant threat of coercion in the form of legal actions and, in the international economy, retaliatory trade measures. Business executives today operate according to a ″trust-but-verify″ ethos, hence the necessity of due diligence. Still, the extraordinary success of capitalism pays tribute to the uncanny willingness of people to transact on the basis of implicit  trust, guided by rational calculation instead of vile instincts, in order to pursue mutual benefits. Adam Smith, the intellectual father of capitalism and author of The Wealth of Nations, was acutely aware of the interdependence of mutual self-interest and transactional probity. It helped, of course, that the ″spirit″ of capitalism - to cite Max Weber - was driven by a burgeoning Protestant culture actively overthrowing what it saw as corrupt Catholic institutions. Whatever one may say about the unvarnished aspect and habits of the Puritans and Quakers - who were dismissed as ″Fanaticks″ in 17th century England and expelled to America - they carried forward fundamental values of hard work and honesty in their commercial dealings. Capitalism worked because people brought together by ″weak ties″ agreed to deal with one another honestly and without recourse to violent behaviour. As anyone who has watched an episode of The Sopranos  knows, Mafia economies are governed by ″close tie″ relationships - often bloodlines - but there′s a good chance that, sooner or later, ″family″ members will end up in a dumpster with a bullet in their head. Capitalism, true enough, has produced crooks and fraudsters, but they rarely win in the long term. As James Surowiecki puts it in his insightful book, The Wisdom of Crowds: ″It may be, in the end, that a good society is defined more by how people treat strangers than by how they treat those they know.″18

Not surprisingly, social networking sites have leveraged the strength of weak tie e-quaintances around specific consumer needs. The travel and hotel industries, for example, were early adopters of Web 2.0 software to aggregate their customers as e-quaintance networks. This makes perfect sense. Frequent travellers, especially business people, often bump into the same faces at airports and in hotel lobbies without getting to know them beyond a nod or casual chat. Similarly, well-to-do people often have fetish resorts and hotels which they visit the same week every year with the predictability of migratory birds. In these exclusive precincts they invariably come across the same faithful clientele who have identical holiday habits. Why not create e-quaintance networks around these customers to socially cement brand loyalty? A social networking site called  Dopplr.com is already doing just that. It connects high-end - and often solitary - business travellers to facilitate serendipitous meetings. When members log onto the site and type their travel itinerary, Dopplr alerts them (online or on mobile devices) if someone they  know will also be in the same location. The Starwood hotel chain, meanwhile, has launched a social site, TheLobby.com, designed for its ″Starwood Preferred Guests″. Starwood, which owns Sheraton hotels, also redesigned its Sheraton.com site, which now invites customers to share photos and videos from their trips, make comments, blog and offer tips. Starwood is trying to attract online connectors who are happy to spend time online to share information and experiences. It′s not so much social networking as social marketing.

The strength of weak ties can have an even more powerful impact inside organizations. If the miracle of capitalism is that people, given a rational incentive to seek mutual benefits, will conduct honest dealings with strangers, the potential of Web 2.0 tools for organizations resides in a similar insight. Thanks to Web 2.0 tools like wikis, corporations can leverage the power of collaborative networks which are replacing traditional institutional resources for problem-solving. If given the right environment and tools, employees will cooperate and collaborate with unknown colleagues, even with customers, to achieve organizational goals - including profitability.

Organizational behaviour research has shown that collaborative Web 2.0 tools are particularly effective where technical knowledge is valued. In complex organizations like multinational corporations, finding someone who possesses highly specific expertise is often difficult. One reason is that expertise remains ″hidden″ - and consequently unexploited - within organizational structures. In vertical corporate hierarchies characterized by institutional silos and hierarchical organizational roles, there is no incentive for employees to look beyond their familiar workplace setting of nearby colleagues as informational resources. Most managers and employees consult colleagues with whom they have ″close″ professional ties. It is a basic fact of human nature that, in organizational settings, people tend to provide information to, and share knowledge with, those they know and like - especially if they have helped them with favours in the past. When seeking solutions to problems, most people do not diversify their human options. They go with people they know. While this instinct is understandable, countless studies have demonstrated that it′s also counterproductive. When employees work in an ″echo chamber″ where colleagues invited to meetings mouth the same attitudes and viewpoints, the only winner is the status quo. Everybody loses - except, of course, entrenched management. The really big losers are shareholders. 19

Web 2.0 software knocks down corporate silos, moats and walls by encouraging open communication and information sharing. Expertise  and solutions to problems no longer remain ″hidden″, they are actively sought out and exploited. Since Web 2.0 tools foster transparent communication visible to all, the collaborative input of any employee, even far down the formal hierarchy, will be known, recognized and perhaps rewarded. Status and prestige incentives are thus built into the collaborative process. When collaboration is a win-win for everybody, buy-in is universal.

Web 2.0 tools can offer competitive advantages to firms in sectors where innovation produces winners and losers. Senior executives in large-scale corporations are increasingly aware that innovation is not restricted to R&D departments, but is a dynamic social process. To reinforce this point, here is Steve Jobs′s description of how innovation works at Apple: ″Innovation comes from people meeting up in the hallways or calling each other at 10:30 at night with a new idea, or because they realized something that shoots holes in how we′ve been thinking about a problem. It′s ad hoc meetings of six people called by someone who thinks he has figured out the coolest new thing ever and who wants to know what other people think of his idea.″

Innovation at Apple, clearly, relies on social interaction.20 When you look at Apple′s revenue and profit figures - not to mention its revolutionary impact on personal technology and social wellbeing - it makes a convincing case for ″Facebook Fridays″ at the office.

The list of major corporations using Web 2.0 software tools to promote productivity and foster innovation is growing: FedEx, Shell Oil, Motorola, General Electric, Kodak, British Telecom, Kraft Foods, McDonald′s, and Lockheed Martin. Multinational corporations like Procter & Gamble are outsourcing R&D on websites to invite customer input, thus blurring the line between producer and consumer. If customers are already helping P&G to produce new brands of toothpaste and shampoo, they may soon be designing cars for General Motors, Ford and Renault.

These are seismic changes. Power is shifting from vertical corporate hierarchies to horizontal collaborative networks. The wiki workplace is unleashing the ″power of us″. CEOs must rethink the way they manage their companies to achieve the necessary business transformation that will, in the final analysis, produce greater employee satisfaction and shareholder value.21

If mass collaboration and bottom-up innovation promote the greater good, they nonetheless pose serious threats. As Harvard business professor Andrew McAfee warns, the forces of resistance inside organizations are powerful, especially among middle managers. McAfee quotes Max Weber to underscore this point: ″Every bureaucracy seeks to increase the superiority of the professionally informed by keeping their knowledge and intentions secret.″ Old org charts die hard. People in organizations protect their power bases.

McAfee nonetheless remains optimistic about the strength of weak ties: ″The implication for social networking sites is obvious: Facebook and its peers should be highly valuable for businesses because they′re tools for increasing the density of weak ties within a company, as well as outside it. My Facebook friends are a large group of people from diverse backgrounds who have very little in common with each other. Furthermore, their profiles give me a decent way to evaluate their expertise. These online friends, in other words, are a large group of bridges to other networks.″22 In sum, if individuals can benefit from the kindness of strangers, so can organizations.

Maybe so, but this basic truism has not been enthusiastically embraced in many countries, especially in Asia where ″close″ ties are vitally important for business transactions. Chinese business operates according to the principle of guanxi, which translates roughly as ″personal relationship″. Guanxi affirms the old saying: ″It′s not what  you now, it′s who you know.″ As many Western business leaders have learned to their immense frustration, the Chinese do business only with those with whom they have a personal relationship. This Asian tradition provides business transactions with structured relationships that replicate extended family or clan networks. It is the Chinese way of embedding trust in their business dealings. For Western business people, who are generally willing to do business with anybody who can read a contract, guanxi is a time-consuming distraction that frequently requires them - if they wish to gain access to the huge Chinese market - to spend countless hours in Beijing and Shanghai restaurants grinning suspiciously at alarmingly exotic culinary dishes and slamming back high-octane liqueurs to an interminable number of toasts. It′s through these elaborate, and sometimes intoxicating, social rituals that Westerners can establish some semblance of a ″close tie″ - or tong  - as an indispensable cultural preamble to getting a business deal signed.

Interestingly, online social networks of e-quaintances seem uniquely compatible with the Chinese guanxi imperative because they ritualize the semblance of friendship without actually establishing close personal bonds. As Allison Luong of the Internet consultancy Pearl Research told The Economist, online social networking is a natural cultural extension of guanxi relationships in Chinese society.23 Sites like MySpace and Facebook have been called guanxi enablers because they impose obligations to be ″friends″ on their members. There are  other fascinating parallels between Asian social customs and online social interactions. One is the ritual of gift-giving. In China, gift-giving and personal favours (including bribes in business relations) constitute an important dimension of guanxi, which is based on reciprocal obligation and indebtedness.24 Studies of interactions on social networking sites reveal that gift-giving has similarly been integrated into personal interaction as a way of establishing and maintaining bonds. A study of online ″gift″ exchange on the LiveJournal site, for example, found that users were offering material and virtual ″gifts″ to others in order to maintain social bonds. On sites like Facebook, too, members exchange digital gifts - like teddy bear icons - with ″friends″ to maintain network e-quaintances.25

We can conclude that, despite the outlandishly expansive notion of ″friends″ on many social networking sites like Facebook and MySpace, users do seem to make efforts to create some semblance of a personal connection with complete strangers. As we have seen, ″weak″ ties can be indispensably important to get many things done in the real world. In the online world, e-quaintances can serve a similar function. We would agree with cyber-blogger Jeff Jarvis that grasping the consequences of this social e-ruption requires an acceptance of demographic dynamics. Younger generations don′t consider weak-tie ″friend″ networks of e-quaintances as inauthentic or shallow.

″For today′s young people, keeping in touch won′t be so difficult,″ notes Jarvis. ″They are all Google-able and will have threads permanently connecting them in Facebook or whatever follows . . . I think this means that they will maintain friendships longer in life. Which, in turn, could lead to richer friendships. No longer can you escape relationships when you move on; you will be tied to your past - and to the consequences of your actions. I hope this could make us better friends.″ 26

You probably don′t need Facebook if you′re Bill Gates. The Microsoft founder once maintained a profile on Facebook but stopped using it because too many people wanted to be his ″friend″. In early 2008, Gates opted instead to join the professional LinkedIn social networking site, though it′s doubtful he needs to network to look for a new job. On his LinkedIn profile, Gates describes himself as a ″technologist″ and ″philanthropist″ and lists his interests as reading, tennis and bridge. The coincidental timing of his membership to LinkedIn did not escape industry followers. Microsoft was just about to launch an advertising campaign on the site.

For most of us, meanwhile, e-quaintances can prove unexpectedly strong, compelling and necessary. Collaborative innovation in the workplace is a positive example of how ″weak tie″ e-quaintances can be leveraged in organizations. Beyond organizations in our personal lives, the tragic story of Megan Meier is a sad, shocking demonstration of the dark side of online networking. Multiple online identities can create confusion between strong and weak bonds. Sometimes, depending on the kindness of strangers can have tragic consequences.

Social rejection is less perilous when you belong to an online social network in which loyalty and defection are negotiable. It′s a small world, even in cyberspace. Which is why, as we shall see in the next chapter, we need to have genuine incentives to remain loyal and wide-open exit doors if we choose to leave.
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