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Introduction

The Network+ certification was developed by the Computer Technology Industry Association (CompTIA) to provide an industry-wide means of certifying the competency of computer service technicians in the basics of computer networking. The Network+ certification is granted to those who have attained a level of knowledge and networking skills that show a basic competency with the networking needs of both personal and corporate computing environments.

While most books targeted toward certification candidates present material for you to memorize before the exam, this book is different. It guides you through procedures and tasks that solidify related concepts, allowing you to devote your memorization efforts to more abstract theories because you’ve mastered the more practical topics through doing. Even if you do not aspire to become Network+ certified, this book might still be a valuable primer for your networking career.

What Is Network+ Certification?

The Network+ certification was created to offer an introductory step into the complex world of IT networking. You only need to pass a single exam to become Network+ certified: exam N10-005. But obtaining this certification does not necessarily prove you can provide sufficient networking services to a company. In fact, the certification is just the first step toward true networking knowledge and experience. Hopefully, by obtaining Network+ certification you will be able to obtain more networking experience and gain an interest in networks in order to pursue more complex and in-depth network knowledge and certifications.

For the latest pricing on the exam and updates to the registration procedures, call Prometric at (866) 776-6387 or (800) 776-4276 or Pearson VUE at (877) 551-7587 or (952) 681-3758. You can also go to either Prometric’s website (www.2test.com or www.prometric.com) or Pearson VUE’s (www.vue.com) for additional information or to register online. If you have further questions about the scope of the exams or related CompTIA programs, refer to the CompTIA website at www.comptia.org.

Is This Book for You?

This book, which should be used as a lab manual to supplement your Network+ exam preparation, is also designed to give insight into the world of a typical network administrator. Some investment in equipment is advised to get the full effect from this book.

However, much value can be derived from simply reading through the tasks without performing the steps on live equipment. Organized classes and study groups are the ideal structures for obtaining and practicing with the recommended equipment.

Required and Recommended Equipment List

The following sections list the equipment mentioned throughout this book.

Required

To get the full benefit of the tasks herein, you need at least the following required equipment:


	Network connectivity having the following characteristics, where combination of requirements into fewer total network connections is allowed:

	Internet connectivity for downloading software and accessing Internet services

	Connectivity to a TCP/IP network with one or more server types

	A source of DHCP services

	Simultaneous access to two or more DNS servers





	Computers with the following characteristics, where combination of requirements into fewer total computers is allowed:

	One Windows 7 Professional or higher computer and XP installation media

	Two Windows computers that support wireless network attachment and administration

	One desktop/tower computer with Windows XP or later, Professional or Business platform required

	One laptop computer with Windows XP or later

	One computer with an internal or external analog modem

	One computer with a serial port to allow console-port access

	One Windows Server 2003 or later computer





	One storage location with more available space than used on the boot partition of an attached Windows computer

	One internal NIC to fit any one of your desktop/tower computer’s expansion bus slots

	One PC card NIC to fit your laptop computer (PC Card, CardBus, or ExpressCard)

	One USB NIC

	One wireless access point

	Source(s) of Wi-Fi interference (cordless phone, microwave oven, etc.)

	Microwave-safe mug and water source if microwave is used





	One Bluetooth peripheral

	One DSL modem and circuit, including necessary cabling for LAN and WAN attachment

	Cisco routers with the following characteristics, where combination of requirements into fewer total routers is allowed:

	One router with three Ethernet interfaces

	Two routers with one serial interface each and an optional Ethernet interface

	One router capable of Frame Relay switching

	Two routers with one serial interface each, one V.35 male DTE cable, and a mating V.35 female DCE cable

	Two routers able to interconnect with one another, one of which can connect to a computer, the other with an optional Internet connection if the computer has no other path to the Internet





	Availability of devices and WAN circuits such as these:

	Hub

	Multistation access unit (MAU)

	Switch

	Server

	ISDN terminal adapter, NT1

	Analog modem

	Channel service unit/data service units (CSU/DSUs)

	Cabling as appropriate

	DDS, T1, or E1 circuits

	DSL circuit

	Cable modem circuit

	Plain old telephone service (POTS) circuit







Optional

The following equipment is optional:


	Three or more additional desktop/tower and laptop computers with Windows XP or later

	Three Cisco routers for configuration testing with CSU/DSUs or DTE-to-DTE cabling

	Specialty devices that offer Internet access for control or management




[image: note.eps]
CompTIA Network+ Study Guide: Exam N10-005 or CompTIA Network+ Study Guide Deluxe Edition: Exam N10-005 (both 2012, Sybex) is a recommended companion to this book in your studies for the CompTIA Network+ certification.



How This Book Is Organized

This book is organized into four phases of network administration.

Each phase is separated into individual tasks. The phases represent broad categories under which related responsibilities are grouped. The tasks within each phase lead you step-by-step through the processes required for successful completion. When performed in order, the tasks in this book approximate those required by a network administrator over an extended period of time. The four phases and their descriptions follow.


	Phase 1: Designing an Internetwork presents common tasks recommended for most projects in order to make sure your internetwork is planned properly to minimize surprises down the road.

	Phase 2: Implementing and Configuring the Design puts your design into action, taking into account the practical tasks necessary to implement a networking plan.

	Phase 3: Maintaining and Securing the Network gives you tools to enhance your network and keep it safe.

	Phase 4: Troubleshooting the Network provides a reference and guide for using various tools and utilities to minimize the amount of downtime your network must endure.



Each task in this book is organized into sections aimed at giving you what you need when you need it. The first section introduces you to the task and any key concepts that can assist you in understanding the underlying technology and the overall procedure. Descriptions of the remaining sections follow.


	Scenario—This section places you in the shoes of the network administrator, describing a situation in which you will likely find yourself. The scenario is closely related to and often solved by the task at hand.

	Scope of Task—This section is all about preparing for the task. It gives you an idea of how much time is required to complete the task, what setup procedure is needed before beginning, and any concerns or issues to look out for.

	Procedure—This is the actual meat of the task itself. This section informs you of the equipment required to perform the task in a lab environment. It also gives you the ordered steps to complete the task.

	Criteria for Completion—This final section briefly explains the outcome you should expect after completing the task. Any deviation from the result described is an excellent reason to perform the task again and watch for sources of the variation.



How to Contact the Publisher

Sybex, an imprint of John Wiley & Sons Inc., welcomes feedback on all of its titles. Visit the Sybex website at www.sybex.com for book updates and additional certification information. You’ll also find forms you can use to submit comments or suggestions regarding this or any other Sybex title.

How to Contact the Author

Toby Skandier welcomes your questions and comments. You can reach him by email at tskandier@talskan.com.

The Network+ Exam Objectives

The following are the areas (referred to as domains by CompTIA) in which you must be proficient in order to pass the Network+ exam (N10-005).

Domain 1: Network Concepts  This content area requires knowledge and understanding of the protocols and addressing found in modern wired and wireless data networks, including an understanding of layered models that explain data communications. Routing concepts are included here as well as the specifics of and differences between IPv4 and IPv6 technologies. The ability to recognize and identify common TCP and UDP port numbers is also an important component of this domain, as is the ability to define and differentiate among common network devices that form various types of networks.

Domain 2: Network Installation and Configuration  This content area tests knowledge in the area of installing the technologies introduced in Domain 1. Installing and configuring wired and wireless components is a vital skill expected of all network technicians. Troubleshooting and installation of networks in homes and small offices are additional topics in this domain.

Domain 3: Network Media and Topologies  This content area deals with basics of the logical and physical shape of various networks and how the topology of the network affects the technologies used in the network. Additionally, a firm grasp of the cabling standards that govern the wiring, connectors, and wiring-distribution components used in today’s networks is encouraged by this domain, including the properties and limitations of LAN technologies.

Domain 4: Network Management  This content area focuses on specialized network appliances as well as hardware and software troubleshooting tools. Knowledge of network monitoring, configuration management documentation, and performance optimization is also a focus of this domain.

Domain 5: Network Security  This content area deals with a vast array of security concepts, including the devices, such as firewalls and specialized security appliances, and wireless and general security protocols that assist the network administrator with securing the network. You will also need to know the various authentication techniques and common security threats and their mitigation techniques.


[image: note.eps]
At the beginning of each of the four phases of this book, I include the supported domains of the Network+ exam objectives. Exam objectives are subject to change at any time without prior notice and at CompTIA’s sole discretion. Please visit the Network+ Certification page of CompTIA’s website (certification.comptia.org/getCertified/certifications/network.aspx) for the most current listing of exam objectives.



Following are the specific objectives grouped by domain.

1.0 Network Concepts

1.1 Compare the layers of the OSI and TCP/IP models.


	OSI model:

	Layer 1 – Physical

	Layer 2 – Data link

	Layer 3 – Network

	Layer 4 – Transport

	Layer 5 – Session

	Layer 6 – Presentation

	Layer 7 – Application





	TCP/IP model:

	Network Interface Layer

	Internet Layer

	Transport Layer

	Application Layer

	(Also described as: Link Layer, Internet Layer, Transport Layer, Application Layer)







1.2 Classify how applications, devices, and protocols relate to the OSI model layers.


	MAC address

	IP address

	EUI-64

	Frames

	Packets

	Switch

	Router

	Multilayer switch

	Hub

	Encryption devices

	Cable

	NIC

	Bridge



1.3 Explain the purpose and properties of IP addressing.


	Classes of addresses

	A, B, C and D

	Public vs. Private





	Classless (CIDR)

	IPv4 vs. IPv6 (formatting)

	MAC address format

	Subnetting

	Multicast vs. unicast vs. broadcast

	APIPA



1.4 Explain the purpose and properties of routing and switching.


	EIGRP

	OSPF

	RIP

	Link state vs. distance vector vs. hybrid

	Static vs. dynamic

	Routing metrics

	Hop counts

	MTU, bandwidth

	Costs

	Latency





	Next hop

	Spanning-Tree Protocol

	VLAN (802.1q)

	Port mirroring

	Broadcast domain vs. collision domain

	IGP vs. EGP

	Routing tables

	Convergence (steady state)



1.5 Identify common TCP and UDP default ports.


	SMTP – 25

	HTTP – 80

	HTTPS – 443

	FTP – 20, 21

	TELNET – 23

	IMAP – 143

	RDP – 3389

	SSH – 22

	DNS – 53

	DHCP – 67, 68



1.6 Explain the function of common networking protocols.


	TCP

	FTP

	UDP

	TCP/IP suite

	DHCP

	TFTP

	DNS

	HTTPS

	HTTP

	ARP

	SIP (VoIP)

	RTP (VoIP)

	SSH

	POP3

	NTP

	IMAP4

	Telnet

	SMTP

	SNMP2/3

	ICMP

	IGMP

	TLS



1.7 Summarize DNS concepts and its components.


	DNS servers

	DNS records (A, MX, AAAA, CNAME, PTR)

	Dynamic DNS



1.8 Given a scenario, implement the following network troubleshooting methodology:


	Identify the problem:

	Information gathering

	Identify symptoms

	Question users

	Determine if anything has changed





	Establish a theory of probable cause

	Question the obvious





	Test the theory to determine cause:

	Once theory is confirmed determine next steps to resolve problem.

	If theory is not confirmed, re-establish new theory or escalate.





	Establish a plan of action to resolve the problem and identify potential effects

	Implement the solution or escalate as necessary

	Verify full system functionality and if applicable implement preventative measures

	Document findings, actions and outcomes



1.9 Identify virtual network components.


	Virtual switches

	Virtual desktops

	Virtual servers

	Virtual PBX

	Onsite vs. offsite

	Network as a Service (NaaS)



2.0 Network Installation and Configuration

2.1 Given a scenario, install and configure routers and switches.


	Routing tables

	NAT

	PAT

	VLAN (trunking)

	Managed vs. unmanaged

	Interface configurations

	Full duplex

	Half duplex

	Port speeds

	IP addressing

	MAC filtering





	PoE

	Traffic filtering

	Diagnostics

	VTP configuration

	QoS

	Port mirroring



2.2 Given a scenario, install and configure a wireless network.


	WAP placement

	Antenna types

	Interference

	Frequencies

	Channels

	Wireless standards

	SSID (enable/disable)

	Compatibility (802.11 a/b/g/n)



2.3 Explain the purpose and properties of DHCP.


	Static vs. dynamic IP addressing

	Reservations

	Scopes

	Leases

	Options (DNS servers, suffixes)



2.4 Given a scenario, troubleshoot common wireless problems.


	Interference

	Signal strength

	Configurations

	Incompatibilities

	Incorrect channel

	Latency

	Encryption type

	Bounce

	SSID mismatch

	Incorrect switch placement



2.5 Given a scenario, troubleshoot common router and switch problems.


	Switching loop

	Bad cables/improper cable types

	Port configuration

	VLAN assignment

	Mismatched MTU/MUT black hole

	Power failure

	Bad/missing routes

	Bad modules (SFPs, GBICs)

	Wrong subnet mask

	Wrong gateway

	Duplicate IP address

	Wrong DNS



2.6 Given a set of requirements, plan and implement a basic SOHO network.


	List of requirements

	Cable length

	Device types/requirements

	Environment limitations

	Equipment limitations

	Compatibility requirements



3.0 Network Media and Topologies

3.1 Categorize standard media types and associated properties.


	Fiber:

	Multimode

	Singlemode





	Copper:

	UTP

	STP

	CAT3

	CAT5

	CAT5e

	CAT6

	CAT6a

	Coaxial

	Crossover

	T1 Crossover

	Straight-through





	Plenum vs. non-plenum

	Media converters:

	Singlemode fiber to Ethernet

	Multimode fiber to Ethernet

	Fiber to Coaxial

	Singlemode to multimode fiber





	Distance limitations and speed limitations

	Broadband over powerline



3.2 Categorize standard connector types based on network media.


	Fiber:

	ST

	SC

	LC

	MTRJ





	Copper:

	RJ-45

	RJ-11

	BNC

	F-connector

	DB-9 (RS-232)

	Patch panel

	110 block (T568A, T568B)







3.3 Compare and contrast different wireless standards.


	802.11 a/b/g/n standards

	Distance

	Speed

	Latency

	Frequency

	Channels

	MIMO

	Channel bonding







3.4 Categorize WAN technology types and properties.


	Types:

	T1/E1

	T3/E3

	DS3

	OCx

	SONET

	SDH

	DWDM

	Satellite

	ISDN

	Cable

	DSL

	Cellular

	WiMAX

	LTE

	HSPA+

	Fiber

	Dialup

	PON

	Frame relay

	ATMs





	Properties:

	Circuit switch

	Packet switch

	Speed

	Transmission media

	Distance







3.5 Describe different network topologies.


	MPLS

	Point to point

	Point to multipoint

	Ring

	Star

	Mesh

	Bus

	Peer-to-peer

	Client-server

	Hybrid



3.6 Given a scenario, troubleshoot common physical connectivity problems.


	Cable problems:

	Bad connectors

	Bad wiring

	Open, short

	Split cables

	DB loss

	TXRX reversed

	Cable placement

	EMI/Interference

	Distance

	Cross-talk







3.7 Compare and contrast different LAN technologies.


	Types:

	Ethernet

	10BaseT

	100BaseT

	1000BaseT

	100BaseTX

	100BaseFX

	1000BaseX

	10GBaseSR

	10GBaseLR

	10GBaseER

	10GBaseSW

	10GBaseLW

	10GBaseEW

	10GBaseT





	Properties:

	CSMA/CD

	CSMA/CA

	Broadcast

	Collision

	Bonding

	Speed

	Distance







3.8 Identify components of wiring distribution.


	IDF

	MDF

	Demarc

	Demarc extension

	Smart jack

	CSU/DSU



4.0 Network Management

4.1 Explain the purpose and features of various network appliances.


	Load balancer

	Proxy server

	Content filter

	VPN concentrator



4.2 Given a scenario, use appropriate hardware tools to troubleshoot connectivity issues.


	Cable tester

	Cable certifier

	Crimper

	Butt set

	Toner probe

	Punch down tool

	Protocol analyzer

	Loop back plug

	TDR

	OTDR

	Multimeter

	Environmental monitor



4.3 Given a scenario, use appropriate software tools to troubleshoot connectivity issues.


	Protocol analyzer

	Throughput testers

	Connectivity software

	Ping

	Tracert/traceroute

	Dig

	Ipconfig/ifconfig

	Nslookup

	Arp

	Nbtstat

	Netstat

	Route



4.4 Given a scenario, use the appropriate network monitoring resource to analyze traffic.


	SNMP

	SNMPv2

	SNMPv3

	Syslog

	System logs

	History logs

	General logs

	Traffic analysis

	Network sniffer



4.5 Describe the purpose of configuration management documentation.


	Wire schemes

	Network maps

	Documentation

	Cable management

	Asset management

	Baselines

	Change management



4.6 Explain different methods and rationales for network performance optimization.


	Methods:

	QoS

	Traffic shaping

	Load balancing

	High availability

	Caching engines

	Fault tolerance

	CARP





	Reasons:

	Latency sensitivity

	High bandwidth applications (VoIP, video applications, unified communications)

	Uptime







5.0 Network Security

5.1 Given a scenario, implement appropriate wireless security measures.


	Encryption protocols:

	WEP

	WPA

	WPA2

	WPA Enterprise





	MAC address filtering

	Device placement

	Signal strength



5.2 Explain the methods of network access security.


	ACL:

	MAC filtering

	IP filtering

	Port filtering





	Tunneling and encryption:

	SSL VPN

	VPN

	L2TP

	PPTP

	IPSec

	ISAKMP

	TLS

	TLS 1.2

	Site-to-site and client-to-site





	Remote access:

	RAS

	RDP

	PPPoE

	PPP

	ICA

	SSH







5.3 Explain methods of user authentication.


	PKI

	Kerberos

	AAA (RADIUS, TACACS+)

	Network access control (802.1x, posture assessment)

	CHAP

	MS-CHAP

	EAP

	Two-factor authentication

	Multifactor authentication

	Single sign-on



5.4 Explain common threats, vulnerabilities, and mitigation techniques.


	Wireless:

	War driving

	War chalking

	WEP cracking

	WPA cracking

	Evil twin

	Rogue access point





	Attacks:

	DoS

	DDoS

	Man in the middle

	Social engineering

	Virus

	Worms

	Buffer overflow

	Packet sniffing

	FTP bounce

	Smurf





	Mitigation techniques:

	Training and awareness

	Patch management

	Policies and procedures

	Incident response







5.5 Given a scenario, install and configure a basic firewall.


	Types:

	Software and hardware firewalls





	Port security

	Stateful inspection vs. packet filtering

	Firewall rules:

	Block/allow

	Implicit deny

	ACL





	NAT/PAT

	DMZ



5.6 Categorize different types of network security appliances and methods.


	IDS and IPS:

	Behavior based

	Signature based

	Network based

	Host based





	Vulnerability scanners:

	NESSUS

	NMAP





	Methods:

	Honeypots

	Honeynets











Phase 1

Designing an Internetwork

Although this phase is often skipped, the proper design of an internetwork can guarantee great efficiency during the life of simple networks and complex internetworks alike. Conversely, omitting this phase can guarantee a never-ending struggle to optimize the performance of even the smallest networks. As you’ll find, developing the habit of advance planning is more straightforward and painless than you might expect. The tasks in this phase indoctrinate you in the art of network design as well as prepare you for various aspects of the CompTIA Network+ exam.

Phase 1 consists of a set of tasks that lead you through the primary responsibilities of the network administrator in the design and development of a complex internetwork. Topics include designing the internetwork and identifying the actual devices and how they are to be deployed. Identifying your components is not a final process. Once you know what a device is, you can begin to categorize it in a number of ways. Aligning components with their corresponding layer in the Open Systems Interconnection (OSI) reference model is one of the most beneficial forms of categorization you can perform.

Another important piece of the design phase is addressing, both physical and logical. This phase familiarizes you with Ethernet and IP addresses alike. Finally, while discharging their regular duties, most administrators find a need to group end devices in a nongeographical way. This is where virtual local area networks (virtual LANs) come in. You will develop a keen understanding of each topic through detailed tasks designed to help you develop skills through doing, which is the point of this entire book.

Let’s start by drawing out your internetwork, based on detailed facts of how it is laid out.


[image: note.eps]
The tasks in this phase map to domains 1.1, 1.2, 1.3, 1.4, 2.1, 2.2, 3.1, 3.2, and 3.8 in the objectives for the CompTIA Network+ exam.
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For updates to this book, please visit our website at www.sybex.com/go/netadminlabmanual.



Task 1.1: Drawing an Internetwork

In this task, you will practice laying out a complete complex internetwork based only on information you might receive as a managerial directive. Sketching out your physical network, even when you are in possession of an existing drawing, helps solidify even the smallest details of the infrastructure for which you are responsible.

There is much publicized advice circulating out there for the practical portion of advanced certifications such as the Cisco Certified Internetwork Expert (CCIE) and the Juniper Networks Certified Internet Expert (JNCIE). The advice is that even though you have a diagram of the internetwork you are expected to configure, you should draw your own copy. This is true mainly for the kinesthetic learning benefit, but it’s also useful in that you can mark up your copy of the internetwork drawing as you make your way through the exam and use the originals only for reference. Such a rationale will also serve you well in your administration of a real-world network.

Scenario

You are the network administrator of a regional site that is part of a larger internetwork implemented by a multinational organization. Your company has offices in five continents. Your CIO has outlined a list of requirements for the internetwork and asked you to head the initiative. You’ve organized these requirements by site, as listed later in the procedure section.

As a good administrator, you recognize the importance of proper documentation before, during, and after implementation. Therefore, your plan is to illustrate the components of the proposed internetwork, including any nonstandard cables that will be required, such as crossover cables between similar devices.

Scope of Task

Duration

This task should take 1 to 2 hours.

Setup

For this task, you’ll practice making quick yet meaningful sketches of networking infrastructure. Instead of using professional sketching materials or putting effort into making a final electronic drawing using software such as Microsoft’s Visio, simply arm yourself with a good-sized sheet of sketch paper to hold your entire drawing or a basic notepad that you can use to continue your drawing over multiple pages. You should use a pencil so that major and minor changes do not require starting your sketch over again. A dedicated eraser of some sort comes in handy as well.

This task has a basic setup in that all you need is some space to spread out and draw as you follow the subsequent procedure. Be prepared for a bit of erasure fleck buildup, which may require attention when you’re cleaning up. Such a byproduct additionally may influence your workspace selection.

Caveat

Don’t overdraw the diagram. Be efficient where possible, but be as detailed as necessary. Look for central structures in your diagram and extend the drawing from there. Compartmentalize major pieces of your illustration and then interconnect the components into the complete diagram. Note that some of the components mentioned in this task are not likely to appear in production networks. Nevertheless, technicians continue to see such components in the field, resulting in their presence in the latest exam objectives.

Procedure

The following list of items for you to complete in this task is very loosely structured. You may find that it works best for you to complete some items out of order.

Geographical Aspects

Your internetwork spans the entire globe. You have equipment in the following sites:


	New York

	Los Angeles

	London

	Tokyo

	Sydney

	Cairo



Equipment Used

You will use a variety of devices, LAN topologies, and wide area network (WAN) circuits:


	Hubs

	Multistation access units (MAUs)

	Switches

	Servers

	Workstations

	Modems

	Channel service unit/data service units (CSU/DSUs)

	Routers

	T1s

	E1s

	56 Kbps digital data service (DDS)

	DSL

	Cable modem

	Plain old telephone service (POTS)



Details

New York


	New York connects to Los Angeles and London using two WAN routers—A and B, respectively—and four load-sharing T1 circuits to each remote location. The CSU/DSUs are all external.

	The two WAN routers attach directly to one another with a Gigabit Ethernet (GE) connection.

	An additional router—router C—connects directly to the two WAN routers with GE. Router C also connects to the LAN, through switch 1, using Fast Ethernet (FE).

	Sixty workstations interconnect using FE.

	Twenty workstations connect to a hub that then connects to Ethernet switch 1.

	Forty workstations connect to a large Ethernet switch, switch 2, which is also connected to switch 1 through an uplink port with GE.





	Fifteen older workstations tie together with 10Base2 coaxial cable, which also connects to a BNC connector in switch 2.

	The DNS server for the entire internetwork connects to switch 1 over FE.

	A server running Dynamic Host Configuration Protocol (DHCP) and Windows Internet Naming Service (WINS) for the New York LAN connects to switch 1 over FE.

	A remote access server (RAS) named NY1 connects to switch 1 over FE as well as to a bank of modems connected to the public switched telephone network (PSTN) with POTS lines.

	Five telecommuters connect from home to the RAS using modems.



Los Angeles


	The central Los Angeles site connects to New York and Tokyo with a single WAN router, router D (which contains internal CSU/DSUs), using four load-sharing T1 circuits to New York and two load-sharing T1 circuits to Tokyo.

	Router D attaches directly to another router, router E, with a GE connection.

	Router E connects through switch 3 to the LAN using FE.

	One hundred five workstations interconnect using FE through switch 3.

	A second LA site has two routers—F and G, both with internal CSU/DSUs—that connect through the WAN router to the central LA site, router F with a T1 and router G with a 56 Kbps DDS circuit.

	Router F attaches to a GE switch, switch 4, which also connects to RAS server LA1. Twenty DSL subscribers attach through LA1 over the Internet to the corporate LAN.

	To connect to the Internet, LA1 attaches through a GE connection directly to an Internet-attached router, router H.

	Router G attaches to an FE switch, switch 5, which also connects to remote access services (RAS) server LA2, through which three cable modem subscribers attach over the Internet to the corporate LAN.

	LA2 attaches to the Internet through a FE connection directly to an Internet-attached router, router I.

	A server running DHCP and WINS for the LA LANs has a GE connection to switch 4.



Tokyo


	Tokyo connects to Los Angeles and Sydney with a single WAN router, router J, using two load-sharing T1 circuits to each remote destination. Router J contains internal CSU/DSUs.

	Additionally, router J has the following direct connections:

	FE connection to switch 6, which also attaches to 35 workstations

	GE connection to a server running DHCP and WINS

	GE connection to router K, which uses FE to connect through switch 7 to 10workstations







Sydney


	Sydney connects to Tokyo through router L using two load-sharing T1 circuits. Router L contains internal CSU/DSUs.

	Router L is attached to an FE interface on an FE blade in a large concentrator, switch8. There is also a 16 Mbps Token Ring (TR) MAU blade in the same concentrator. The FE and TR blades are translationally bridged within the concentrator, placing their connected devices in the same IP subnet.

	The FE blade also connects to switch 9, which attaches to 25 workstations and a server running DHCP and WINS.

	The ring-out (RO) port of the MAU blade connects to the ring-in (RI) port on a stand-alone MAU, which attaches to 22 workstations and RAS server SY1.





	SY1 also attaches by FE to router M, which connects directly to the Internet.

	Ten remote employees use cable modems to attach over the Internet through SY1 to the LAN.



London


	London connects to New York and Cairo with a single router, router N, which uses internal CSU/DSUs for four load-sharing T1 circuits to New York and external CSU/DSUs for two load-sharing E1 circuits to Cairo.

	Router N connects directly to a MAU, to which a server running DHCP and WINS and five workstations are attached.

	Router N also connects to a large modular GE switch, switch 10, which networks 52 workstations and RAS server LN1, which connects to the Internet through router O using GE.

	Twenty employees use DSL to attach to the LAN over the Internet through LN1.

	Fifteen employees use cable modems to attach to the LAN over the Internet through LN1.



Cairo


	Cairo connects to London through router P, using external CSU/DSUs and two load-sharing E1 circuits.

	Router P attaches to FE switch 11, which connects to a server running DHCP and WINS, a database server, and 20 workstations.

	Router P attaches to RAS server CA1 using GE.

	CA1 gains Internet access through router Q, also over GE.

	Twelve employees use DSL to connect to the LAN over the Internet through CA1.



Criteria for Completion

You have completed this task when you have produced a diagram that illustrates all stated components and circuits and shows proper interconnectivity. It is acceptable for your drawing to consolidate where raw detail does not add to the solution.

For example, it is not necessary to draw out all 40 workstations in New York that connect to switch 2, assuming they are interchangeable devices. Instead, you can draw the device once and use a multiplier to explain the quantity, as shown in the following diagram.


[image: c01uf001.eps]


Additionally, when you need to represent a network, like the Internet or the PSTN, it’s best to use a generic cloud to avoid the quagmire of detailing those components that may be considered irrelevant to the task at hand, such as Internet core routers and telephone-network central office switches. For example, the following diagram depicts a possible solution for the Internet cloud in London, through which the 20 DSL and 15 cable-modem subscribers connect to the London LAN by way of the LN1 RAS server.


[image: c01uf002.eps]


Figure 1-1 depicts one possible solution to the portion of the task involving Tokyo and Sydney. Note the detail of the type of Ethernet cable needed in nonstandard situations, such as a crossover cable between two DTE devices (routers and computers) or two DCE devices (switches) and thicker lines to represent cables of network segments of higher bandwidth. For example, a GE cable’s line is bolder than that of a 16 Mbps Token Ring.

Figure 1-2, Figure 1-3, and Figure 1-4 submit possible solutions for the rest of the internetwork.


Figure 1-1: Sample solution for the Tokyo and Sydney portion of the intranet

[image: c01f001.eps]



Figure 1-2: Sample solution for the Los Angeles portion of the intranet

[image: c01f002.eps]



Figure 1-3: Sample solution for the New York portion of the intranet

[image: c01f003.eps]



Figure 1-4: Sample solution for the London and Cairo portion of the intranet

[image: c01f004.eps]


Task 1.2: Identifying Network Components

One of the biggest mistakes a network administrator can make is to attempt to incorporate devices into a network without first understanding their function, let alone their identity. This task encourages you to collect and identify the components of your internetwork before attaching them and configuring them.

Scenario

Your supervisor has ordered a series of devices and had them delivered to your site. In the process of unpacking each component, you take the time to read the documentation and perform a physical examination. Your visual inspection includes the identification of each and every external interface for interconnectivity and function.

Scope of Task

Duration

This task should take about 1 hour.

Setup

For this task, you need to surround yourself with only the devices you expect to implement in your own internetwork and their documentation. Be sure to have enough space to spread out so you don’t mix up the components and their documentation and packaging. Alternatively, you can deal with a single item at a time.

Caveat

If you decide to identify your equipment one device at a time, be sure to make a drawing of the components and how they connect with one another. It’s a good idea to do this anytime you’re working with network components. It is simply easier to envision the interconnectivity of the devices when they are all in front of you at the same time.

An interface that will not connect to any other device for the time being is not necessarily an interface you want to ignore. Interfaces that currently are not connected merely offer opportunities for future expansion. You should be familiar with all the capabilities of your equipment.

Procedure

There is only a simple series of steps in this task, but it needs to be repeated for each device you have.

Equipment Used

The equipment you use will depend on the equipment you have available to you. It could include, but is not limited to, any of the following:


	Hubs

	MAUs

	Switches

	NIC cards, installed or not

	Modems (analog, DSL, cable)

	CSU/DSUs

	ISDN devices (terminal adapters, NT1s, etc.)

	Routers

	Wireless access points and other components

	Cables related to any of these components



Details

 1. Choose a device.

 2. Unpack it, if necessary.

 3. Visually inspect the external interfaces of the device.

 4. Through a combination of observing the interface labels and looking them up in the accompanying documentation, if available, become familiar with all external interfaces of the device.

 5. Optionally, draw a block diagram of the device showing its interfaces. If this is not the first component you selected, also show how it connects to any other devices you have drawn already.

Criteria for Completion

You have completed this task when you can readily identify each interface of each device, including wireless antennas, without hesitation. Being quizzed by an assistant or mentor can prove helpful in confirming your competency in this task.

The following figures are examples of devices and their interfaces. These images are meant as a reference, not a solution.

Figure 1-5, Figure 1-6, Figure 1-7, and Figure 1-8 illustrate the commonality of the eight-pin modular connector. If you have a device with a T1 connection, you will notice that it is an eight-pin modular connector as well. Be sure you know the function of connectors that are easily confused with one another.


Figure 1-5: Three modular interfaces on a Cisco router

[image: c01f005.tif]



Figure 1-6: ISDN BRI interface on a Cisco router

[image: c01f006.tif]



Figure 1-7: Fast Ethernet trunk ports on a Cisco switch

[image: c01f007.tif]


Figure 1-9 and Figure 1-10 show two types of 15-pin D-shell female connectors, the DA-15 and the DE-15, respectively. Similar to the case of the eight-pin modular, the DA-15 female joystick and AUI ports (Figure 1-9 shows the AUI) are also identical connectors with vastly different functions; one is a game port and the other is the classic 10Mbps Ethernet interface. Figure 1-10 is the high-density 15-pin female connector found on graphics cards and known officially as a DE-15 connector. This is where your monitor’s data cable plugs in.


Figure 1-8: Fast Ethernet interface on a 3Com NIC card

[image: c01f008.tif]



Figure 1-9: Ethernet AUI interface on a Cisco switch

[image: c01f009.tif]



Figure 1-10: DE-15 interface on a VGA video adapter

[image: c01f010.tif]


The next two graphics show serial interfaces on a Cisco router. Figure 1-11 is the modern version, while Figure 1-12 can be seen on older systems. Cisco and other manufacturers use the V.35 connector shown in Figure 1-13.


Figure 1-11: Smart-Serial V.35 interfaces on a Cisco router

[image: c01f011.tif]



Figure 1-12: A 60-pin serial interface on a Cisco router

[image: c01f012.tif]



Figure 1-13: Winchester V.35 connector on a cable

[image: c01f013.tif]



[image: note.eps]
Under normal circumstances, a standard DTE cable connected to a router (a DTE device) using either the connector in Figure 1-11 or the one in Figure 1-12 will be connected to a DCE device, such as a CSU/DSU, using the cable connector shown in Figure 1-13.

In a lab environment, however, you can fabricate a dedicated circuit—a T1, for instance—by using one standard DTE cable connected to one router’s serial interface and a nonstandard DCE cable connected to the other router’s serial interface. The DCE cable has a receptacle to receive the connector in Figure 1-13, found at the end of the DTE cable. Additional minor configuration is required on the router with the DCE cable attached in order for the back-to-back connection to be recognized by the router with the DTE cable attached.



Figure 1-14 might look quite familiar to you. It’s a common USB connector, the type that most often interfaces with the ports on the computer-side of the cable.


Figure 1-14: Type A USB interface on a cable

[image: c01f014.tif]


Task 1.3: Differentiating Ethernet Devices

If you are able to readily identify the wired or wireless orientation of the components of your network, you will be more likely to deploy them properly when it is time. Many surprises are in store for the network administrator who waits until the last minute to identify the applicability of network devices. One of the biggest differences between Ethernet devices is whether they are for wired networks or wireless networks.

Wired devices follow one of the many Institute of Electrical and Electronics Engineers (IEEE) 802.3 Physical layer specifications, such as 802.3ab for Gigabit Ethernet over unshielded twisted pair (UTP) copper. Wireless devices adhere to one of fewer IEEE standards, such as 802.11g for 54 Mbps wireless LANs at a frequency of 2.4 GHz.

Scenario

Having sketched out the layout of your internetwork and having identified its components, it is time to familiarize yourself with how everything interconnects. Therefore, before mounting any devices or otherwise committing to the placement of any component, you decide to make sure you are familiar with the physical attachment requirements of each item in your collection.

Scope of Task

Duration

This task should take about 30 minutes.

Setup

For this task, gather the Ethernet devices you expect to implement in your own internetwork and their documentation. Be sure to have enough space to spread out comfortably.

Caveat

Some devices, such as routers, may have many interfaces in addition to Ethernet interfaces. Be sure you don’t discount these devices but instead consider them as part of this procedure. Also try not to confuse similar eight-pin modular connectors with Ethernet interfaces, possibly leading to misidentification and setbacks.

Procedure

Demarcate three areas in your workspace. You will use each area to place similar devices: one area for devices based on 802.3 characteristics only, one for devices based on 802.11 characteristics only, and one area for both.

Equipment Used

The equipment you use will depend on the equipment you have available to you. It could include, but is not limited to, any of the following:


	Hubs

	Switches

	NIC cards, installed or not

	Modems (DSL, cable)

	ISDN terminal adapters with Ethernet attachment

	Routers

	Wireless access points

	Wireless adapters of various system connectivity (expansion slot, USB, etc.)



Details

 1. Make sure you have three distinct areas in your workspace identified for placement of network devices.

 2. Choose a device.

 3. Unpack it, if necessary.

 4. Visually inspect the method of attachment for the device.

 5. If the component exhibits a physically attached Ethernet interface, such as the one in the following photo, place it in the first of the three areas you formed.


[image: c01uf003.tif]


 6. If the component appears to have an antenna for wireless access, such as the device in the following illustration, place it in the second area, among the three that you demarcated earlier.


[image: c01uf004.eps]


 7. If the device conforms to both an 802.3 wired and an 802.11 wireless specification, as depicted in the following illustration, place it in the third area that you prepared for this task.


[image: c01uf005.eps]


 8. Optionally, draw a block diagram of the device, showing its interfaces. If this is not the first component you selected, also show how it connects to any other devices you have already drawn. Use waveforms, as shown in the following illustration, to simulate wireless communication.


[image: c01uf006.eps]


Criteria for Completion

You have completed this task when you have separated your Ethernet devices into three distinct categories of connectivity. The first category consists entirely of those devices that must be attached to the network using some form of cabling; the second category, of those that attach without cables of any kind; and the third category, of those that use either method of attachment or both.

Task 1.4: Identifying Collision and Broadcast Domains

To understand how network traffic behaves in the local area as well as across the entire internetwork, it is essential to first understand the meaning behind collision and broadcast domains and the differences between them.

Simply stated, a collision domain is the set of devices that share the same bandwidth. It is so named for the phenomenon found in half-duplex Ethernet networks, characterized by devices sharing the same bandwidth being able to transmit frames at the same instance, resulting in collisions. Devices that are connected to the same coaxial backbone, or devices that all connect to the same Ethernet hub or Token Ring MAU—or series of hubs or MAUs—are all in the same collision domain. In fact, all interfaces communicating within the same half-duplex domain, even switch ports, are in the same collision domain. Once traffic enters a switch port, however, it leaves the collision domain.

In a similar fashion, a broadcast domain is the set of devices that will receive one another’s broadcasts. Broadcast domains transcend switch ports and are only terminated by Layer 3 devices, such as routers. In other words, routers do not propagate broadcasts from one interface to any other interface. Even when you turn a router into a DHCP relay agent or similar device, the original broadcast is turned into a unicast before being forwarded out the exit interface. Each broadcast domain must be assigned a separate IP classful network or IP subnet number.

Scenario

Before being able to accurately determine how many subnets you have to supply with subnet numbers, you must first determine the number of broadcast domains. Using the foregoing explanation, you will document the number of broadcast domains in your internetwork.

Scope of Task

Duration

This task should take about 45 minutes.

Setup

For this task, refer back to your original sketch of the internetwork from Task 1.1.

Caveat

It becomes a little trickier to illustrate when virtual LANs (VLANs) are present, but each VLAN is a separate broadcast domain and, therefore, must be allocated a separate network or subnet number. You do not have to worry about VLANs at this stage, so the identification of broadcast domains should be relatively straightforward.

Procedure

It might be beneficial in the long run to make a copy of your original diagram so your broadcast-domain markings do not obscure other important details. This task will not encourage the marking of collision domains, but you can use that as a stretch goal, if you desire.

Geographical Aspects

Your internetwork drawing includes broadcast domains in and between the following sites:


	New York

	Los Angeles

	London

	Tokyo

	Sydney

	Cairo



Equipment Used

The equipment you represent in your drawing will be exactly that of Task 1.1.

Details

For this task, you need your original sketch of the internetwork from Task 1.1. In general, you should look at the routers in your diagram. Routers do not propagate broadcasts, so each of their interfaces resides in a different broadcast domain and, hence, IP network/subnet.

You must create a different broadcast domain (resulting in a separate IP subnet in a later task) for the two sides of each remote access server (RAS). A RAS is a computer or similar device that, in order to do its job, has at least two network interfaces and routes between them. Therefore, the rules that dictate that each interface on a router must be in a different broadcast domain/subnet apply to remote access servers as well. The egress interface of each RAS is on a point-to-point network with the egress router. The opposite side of the RAS is a member of the subnet that terminates at the next internal router interface.

In most cases, the description for the connectivity of the RAS devices results in the internal interface being a member of a broadcast domain/subnet with multiple other devices. However, you might find, as in the case of Cairo, that the RAS is on a point-to-point network on both sides. Keep the general rules of routing in mind as you identify your broadcast domains and the RAS devices should pose no real challenge.

Criteria for Completion

You have completed this task when you have marked each broadcast domain in your internetwork diagram.

Figure 1-15, Figure 1-16, Figure 1-17, and Figure 1-18 illustrate a solution to this task. Although the assignment of subnet numbers to the domains is a task with many solutions, the boundaries of the broadcast domains should be as shown here.


Figure 1-15: Sample solution for the Tokyo and Sydney portion of the intranet
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Figure 1-16: Sample solution for the Los Angeles portion of the intranet
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Figure 1-17: Sample solution for the New York portion of the intranet

[image: c01f017.eps]



Figure 1-18: Sample solution for the London and Cairo portion of the intranet

[image: c01f018.eps]


If you accepted the challenge to mark up your drawing with the locations of collision domains, your New York site might look similar to what’s shown in Figure 1-19. Remember, each interface of an Ethernet switch creates a boundary for a collision domain. Each router port does as well. A hub, however, does not.


Figure 1-19: Collision domains in the New York portion of the intranet
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Task 1.5: Discovering and Filtering MAC Addresses

There are various methods of filtering traffic in an internetwork. While this task may seem to fit better in Phase 3, “Maintaining and Securing the Network,” it is presented here because of its value in discovering and cataloging the Media Access Control (MAC) addresses of the devices in your network. Such a task should always be performed as early as possible in the deployment of an internetwork, preferably not later than the time of official deployment.

Recall that the MAC address is a 48-bit numerical value, most often expressed as a 12-digit hexadecimal number. These addresses are somewhat permanently stored in read-only memory (ROM) on those devices with a LAN interface meant for network attachment. There are nearly as many ways to ascertain the MAC address of a network interface as there are network interfaces. This task will present a variety of utilities for discovering your MAC addresses. Anything from a spreadsheet to a database or a specially written application can be used to catalog your results.

The first six hexadecimal digits of a MAC address are referred to as the organizationally unique identifier (OUI) and can be matched to a manufacturer using various utilities, both online and offline.

Scenario

You have been tasked with putting together a list of MAC addresses for the Ethernet devices to be deployed in your internetwork. You expect to restrict access to only certain devices in one or more areas of your network. You also realize you will need to be able to reverse-lookup the identities of devices that show up in error messages and reports by their MAC addresses alone.

Scope of Task

Duration

This task should take about 2 hours.

Setup

For this task, you need all LAN devices in your installation. You also need a computer with a serial port and the appropriate adapters for any devices you have that require serial attachment for configuration but no external MAC address labeling.

Caveat

Ethernet switches and hubs have multiple eight-pin modular interfaces but generally only one MAC address. The MAC address for these devices is used for management, not normal user traffic. For management functions, such as pinging, telnetting, and SNMP control, having only one MAC address to bind a single IP address to is sufficient. Therefore, expect to find only one MAC address (or a very few) assigned to such devices assigned to such devices.

Note that in the section “Filtering MAC Addresses on a Cisco Catalyst 2950 Switch” later in this task, you’ll find an easier and more common solution to preventing the HR router from accessing the network, which would be to issue the shutdown command in interface-configuration mode for the interface to which the HR router is connected. The procedure shown in that section is strictly academic and designed to illustrate how to create a MAC address filter on a switch interface.

Procedure

It may help to organize your components by the method you expect to use to ascertain the MAC address. For example, place all the uninstalled and labeled NICs and other devices with readily visible address labels together, separate from those devices that require electronic access for MAC determination.

Equipment Used

The equipment you use will depend on the equipment you have available to you. It could include, but is not limited to, any of the following:


	Hubs

	Switches

	NIC cards installed or not

	Computers with built-in wireless NICs

	Modems (DSL, cable)

	ISDN terminal adapters with Ethernet attachment

	Routers

	Wireless access points

	Wireless adapters of various system connectivity (expansion slot, USB, etc.)



Details

The procedure for discovering the MAC address for certain interfaces requires electronic craft interface access to the device (such as from a console port on a Cisco router). Although you may feel it is a bit early to obtain such access to certain devices, it is not necessary to deploy the components in order to obtain the addresses of their interfaces. Sometimes, just the device in question and a handy PC or laptop with appropriate cabling and adapters are enough to get the job done.

Using a Third-Party Utility

Figure 1-20 shows a screen shot from an application known as A-Mac Address 5.0, which can be used to scan a range of IP addresses for corresponding MAC addresses and hostnames. This feature allows you to catalog existing addresses and keep an eye out for unauthorized infiltration. For UNIX, you can download arpwatch from www-nrg.ee.lbl.gov/nrg.html to help keep track of IP-MAC pairings.

With such software, you can also alter the MAC address that corresponds to one or more of the NICs in the machine on which the software is installed. A similar capability is helpful when, for example, an ISP tracks the MAC address it sees coming from the device you attach to its WAN circuit. If you replace your equipment, you will have to notify the ISP of the new MAC address. Many more sophisticated components have a utility built in that can spoof your MAC address back to the old one the ISP is expecting.


Figure 1-20: A-Mac address utility

[image: c01f020.tif]



Decoding OUIs

OUIs are assigned by the IEEE, so the online utility provided by the IEEE at http://standards.ieee.org/regauth/oui/index.shtml is likely to be the most accurate and up-to-date. The following screen shot shows the result of a search for the OUI of a Linksys Wireless-G Broadband Router with SpeedBooster, perhaps as found in the ARP cache of a PC attached to the router. You’ll see how to produce such output later in this task.
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Visual Inspection

 1. Choose a NIC or other device that has an exposed label with a hexadecimal code on it, as shown in the following photo.


[image: c01uf008.tif]


 2. Look for a 12-digit hexadecimal value, which will comprise some combination of the numbers 0 through 9 and the letters A through F.

 3. Because you may not see evidence that the code you are looking at is the MAC address, such as the letters EA for Ethernet address, it may help to use a lookup utility, such as the IEEE’s online utility, to confirm that the first six digits correspond to the company that appears to have manufactured the device. Otherwise, you may be looking at the wrong number. It may be possible that there is no MAC address listed on the device and an electronic discovery will have to be made.

Use of winipcfg

If you have one of the earlier Windows operating systems, such as 9x or Me, you might have access to a handy graphical user interface (GUI) called winipcfg. If not, you might have a similar utility installed. Check in your system tray. Figure 1-21 shows a sample output from winipcfg.

 1. If you have winipcfg, the first step to running it is to click the Start button.

 2. Click Run.

 3. Enter winipcfg on the Open line.

 4. Click OK.

 5. You may need to click the down arrow to the right of the initial adapter name that appears to be able to select the adapter you wish to identify.


Figure 1-21: MAC address by winipcfg
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Use of ipconfig

The ipconfig utility has been available from Microsoft since the days of Windows 98. A similar command-line utility, known as ifconfig, can be found in the Macintosh and UNIX/Linux operating systems. The ipconfig utility is available in those operating systems that do not offer winipcfg or its equivalent.

 1. Open a command prompt. For Windows 98 SE and Me, click Start  Run.

For later versions of Windows, click Start  Run  cmd.

Alternatively, you can click Programs  Accessories  Command Prompt in most Windows operating systems.

 2. Enter the command ipconfig/all. This will display the MAC address of the installed network interfaces.

With earlier operating systems on machines that contain two or more NICs, it may be necessary to have the Ctrl+Break key sequence ready as soon as you press Enter to execute the command from the previous step. This is because the scroll-back feature was not introduced until Windows 2000. It may take a few executions of the command to get your timing right.

Look through the output of the command for each NIC you wish to catalog and pay attention to the Physical Address field. This is the MAC address of the NIC, so called because it is said to be burned into the NIC permanently in ROM and therefore physically associated with the NIC.

Figure 1-22 shows the ipconfig output for the same adapter used for the winipcfg output in Figure 1-21. Note the same MAC address.


Figure 1-22: MAC address by ipconfig
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Use of net config

If the output of the ipconfig prompt is a bit too busy for you, and if you are currently active on a network with the interface with the MAC address you wish to identify, you can use the net config workstation command to display pertinent information for your active interfaces. It’s a little tougher to spot the MAC address in the output of the net config command, but it is there, nonetheless.

 1. Open a command prompt.

 2. Enter the command net config workstation.

 3. In the output, locate the MAC address for the NIC. In Figure 1-23, the MAC address for the same interface shown in Figure 1-21 and Figure 1-22 is displayed as (0012172B35E1).


Figure 1-23: MAC address by net config
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Use of arp

If you are interested in identifying the MAC address of a remote device on your own IP subnet but do not have access to a third-party utility capable of scanning for MAC addresses, you can use the built-in utility arp with either the -a or -g switch. It bears repeating that the ARP cache contains only IP-to-MAC associations within the IP subnet of the workstation issuing the command. For addresses of devices outside a given IP subnet, you need to issue the arp command on a workstation that shares the subnet with the target device.

 1. Open a command prompt.

 2. Because a workstation caches only addresses it has used, and because they age out of the cache every couple of minutes, it is most often necessary to generate traffic to the device in question before issuing the arp command. This is done easily by pinging the IP address of the target device. Generally, a workstation is in frequent contact with its default gateway, so it may not be necessary to ping the default gateway’s IP address as often as you ping other devices. Ping the IP address of the device for which you wish to discover the MAC address.

 3. Enter the command arp -a or arp -g.

In the following output, the MAC address you need to record is in the Physical Address column on the line corresponding to the Internet address of the device in question.
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The Type column in the arp output shows the fact that the address was learned dynamically through the ARP broadcast process. Using the arp -s command, you can create an association permanently, which shows as static in the Type column.

MAC Address Filtering on a Linksys Wireless Router

The following procedure guides you through enabling and configuring the Linksys Wireless-G Broadband Router to filter out unwanted connections by devices identified by unauthorized MAC addresses. The procedure for other brands of similar devices differs slightly, but you can get the general idea of the broad tasks that you must perform to filter based on MAC addresses from the following steps:

 1. If you do not know the IP address for your Linksys router, one way to determine it, provided your workstation receives its IP address assignment directly from the Linksys, is to open the command prompt and issue the ipconfig command. The Linksys’s IP address, given the aforementioned conditions, is specified on the Default Gateway line. Note that this works only because residential routers act as your default gateway under normal circumstances. There is no general correlation between DHCP servers and default gateways. This approach won’t work if you have another router acting as a DHCP server between your computer and the Linksys router; it will probably advertise itself as the default gateway.

 2. Open a web browser and specify http://ip_address, where ip_address is the IP address of the Linksys wireless router identified in the previous step.

 3. As shown in the following screen shot, you will be asked for a username and password to access the configuration pages of your Linksys. Depending on the model of router, the default username could be blank, meaning you should not put anything in that field, or it could be admin. The default password is likely admin. Obviously, the defaults are subject to change as new models and firmware are produced, and you will enter the username and password currently set on your Linksys.
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 4. Figure 1-24 shows the Wireless MAC Filter page of the Wireless tab, selected by clicking the corresponding link near the top of the screen. On this page, you must click the Enable radio button to activate the Prevent and Permit choices on the page, if they’re not already selected.


Figure 1-24: Linksys router Wireless tab
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 5. Select the Prevent radio button if you would like to prohibit specific MAC addresses from accessing the wireless network. Otherwise, if the list of allowed addresses is shorter than the list of the unauthorized addresses, select the Permit Only radio button to specify only those MAC addresses that will be allowed access to the wireless network, prohibiting all others from connecting.

 6. To build the list of MAC addresses allowed or prohibited access to the wireless network, click the Edit MAC Filter List button at the bottom of the page. This produces the screen in Figure 1-25.


Figure 1-25: Linksys router MAC Address Filter List screen
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 7. Notice that Linksys wants MAC addresses entered in hexadecimal with no punctuation, but the system will convert them to colon-separated bytes. You can enter the addresses in the colon-separated format as well. Start with MAC 01 and enter the MAC addresses in consecutive fields, with a maximum of 40.

 8. Alternatively, or in addition to manually entering addresses, you can choose to click the Wireless Client MAC List button, producing the following screen, populated by devices that are or have been connected recently to the Linksys.
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 9. Putting a check mark in the Enable MAC Filter box to the right of the desired entries and clicking the Update Filter List button automatically adds the corresponding MAC addresses to the MAC Address Filter List screen, as shown in the following screen shot.
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 10. Click the Save Settings button at the bottom of the screen when you have finished entering MAC addresses.

 11. If the settings are saved successfully, click the Continue button to return to the MAC Address Filter List screen, where you can click the X in the upper right corner of the screen to close the filter list. If you know you have no more MAC addresses to enter, you may click the X in the upper right corner of the screen with the Continue button without compromising your settings, which have been saved already.

 12. Back on the Wireless MAC Filter page (Figure 1-24), be sure to click the Save Settings button at the bottom of the page to keep from losing your settings on this particular page.

 13. Finally, you can opt to click the Continue button on the resulting screen if you have more changes to make, or, because there is no official method to log out of the router, you can simply click the X in the upper right corner of the screen with the Continue button or any screen thereafter to exit your configuration session.

Filtering MAC Addresses on a Cisco Catalyst 2950 Switch

Consider the sample network segment between two routers in Figure 1-26. The switch called 2950A ties the two routers together on the segment. A malfunctioning Ethernet interface on the HR router is creating unwanted jabber on the segment, so you need to temporarily prohibit the HR router from accessing the network.


Figure 1-26: The HR-IT LAN segment
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The following procedure shows how to configure switch 2950A to prohibit the HR router from accessing the network, limiting the jabber to the physical link between router HR and switch 2950A. Note that it is not necessary to filter MAC addresses on other interfaces of the HR router or on interfaces of devices on the other side of the HR router because at Layer 2, the HR router will be the source of all traffic that it places on the segment shown in the diagram.

 1. The HR router’s Ethernet interface still has reliable functionality beyond its jabber (that is, its continuous corrupted and useless transmission), allowing you to confirm the HR router’s current connectivity by pinging the IT router, as shown in the following output.
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To be able to ping by name on a Cisco router, you need to configure access to a DNS server or create a local username list right in the configuration. Otherwise, pinging by address is always allowed.



 2. The same connectivity can be confirmed from the perspective of the IT router, as shown in the following output.
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 3. By using the show interface f0/0 command on the HR router, you can ascertain the MAC address for the HR router’s interface on this segment, as can be seen in the following screen shot.
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 4. Using this information, you can enter the commands in the following output on the switch to prohibit access by the HR router’s f0/0 interface.
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Note that this technique plays on the fact that by default, port security on the Catalyst switch allows a maximum of 1 MAC address per secured interface, configurable up to 132. If you keep the default of 1, any MAC address other than the one you wish to prohibit will result in the desired effect.

The switchport commands shown are entered on the 2950 interface to which the HR router is directly connected, interface f0/5. The first switchport command sets the allowed MAC address on the interface. The second switchport command begins enforcing the port security on interface f0/5.


[image: note.eps]
The reason the MAC address is entered before security is enforced is because the jabber from the HR router will steal the one MAC address allowed for a dynamic entry of its own MAC address, defeating the purpose of the task at hand.



The following output shows how to confirm your settings.
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You’ll find that now, access to and from the HR router across the LAN segment is not possible. Trying to ping from either router to the other produces the following results.
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Criteria for Completion

You have completed this task when you have identified and documented the MAC address of each LAN interface in your internetwork. If you choose to implement MAC address filtering, success is measured by confirming that unwanted devices are blocked while others are not.

Task 1.6: Applying the OSI Model

If you’ve ever sat through even a single hour of network training, you’ve probably had your fill of the ISO’s Open Systems Interconnection (OSI) reference model. While such intolerance is understood and shared by many, the ISO and others had a stroke of genius when they decided to categorize information processing into a stack of interrelated steps known as layers. By simplifying the entire data communications process through a division of labor, these groups succeeded in opening the door to many who otherwise never would have been able to grasp the concept of networking in general.

This separation of functions, each often attributable to a single protocol or agreed-upon method of communication, has simplified software development and implementation. Additionally, it has ensured that entire systems need not be redesigned for the sake of updating a single protocol. For example, if the IETF needed to enhance the capabilities of IP, it would not need to revamp the entire TCP/IP protocol suite in order to do so. This adds an incentive to update protocols when needed instead of procrastinating until more of the suite requires attention.

What all of this means to you is that you have different levels of classification for the equipment in your internetwork. The benefit of these classifications is that you can easily concentrate your efforts on one group of components at a time, from cabling and adapters to hubs and MAUs and then on to switches, routers, and application-level entities. Furthermore, troubleshooting efforts are greatly reduced when you are not swimming in a sea of possibilities but instead have an orderly approach to what group of components is capable of producing the symptoms you witness.

Scenario

Knowing the value of the basics of networking, you plan to arrange all the components of your internetwork by their highest level of involvement in the OSI model. As new components are implemented or existing ones malfunction, you plan to refer back to your documentation to choose the correct path to follow with the task at hand.

Scope of Task

Duration

This task should take about 30 minutes.

Setup

This task involves the categorization of not only every electronic component in your internetwork, but also of every type of cable and adapter used. You will need all devices and cables in your installation and room to spread out and group the components. Documenting the pieces you are not able to amass around you will help to include them in troubleshooting when the time comes.

Caveat

While routers, for example, are regarded widely as Layer 3 devices, they also connect physically to the network, a Layer 1 phenomenon. Each interface of the router also contains circuitry allowing it to participate in the Layer 2 media access method and to produce the characteristic frames of the network to which it is attached. Therefore, don’t get caught up in the intricacies of the device at this point, even though proper troubleshooting requires you to realize that a device that functions at multiple layers can malfunction at each layer. For this task, concern yourself with identifying the highest layer at which a component operates.

Be careful of the word frame. There are Layer 1 frames and Layer 2 frames. So using the concept of frame production to categorize a device may be misleading. The frames created by a T1 CSU/DSU are Layer 1 frames. They pull together a single byte from 24 different sources 8,000 times a second. Unlike an Ethernet frame, which is an example of a Layer 2 frame, T1 frames lack the ability to survive in the network on their own. Ethernet, on the other hand, installs addressing and error detection mechanisms in each frame.

T1 frames cannot enter the network on their own but instead must be collected into superframes consisting of 12 or 24 frames. Each frame in a superframe is separated by a framing bit of a certain value. When the pattern of these framing bits is recognized by the receiving circuitry, it is then possible to pick the individual frames out of the superframe. In short, the overhead of a Layer 2 frame tells something about the data in that frame, while the overhead of a Layer 1 frame tells nothing of its eclectic data but instead serves to help synchronize the receiving clock to the transmitting clock, among other basic functions.

Procedure

Documentation of the results of this task is beneficial both for those components you cannot bring to the table during the task and for those that you can. Eventually, each piece of your internetwork has the capability to be inconveniently positioned, such that dismantling of equipment unrelated to the problem or task at hand may be necessary to assess the situation. Being familiar with the functionality of each component will aid in including or excluding it from the list of possible suspects that could cause a particular problem or symptom.

Equipment Used

The equipment you use will depend on the equipment you have available to you. It could include, but is not limited to, any of the following:


	Hubs

	MAUs

	Switches

	NIC cards, installed or not

	Computers

	Modems (analog, DSL, cable)

	ISDN equipment

	Routers

	Wireless access points

	Wireless adapters of various system connectivity (expansion slot, USB, etc.)

	CSU/DSUs

	Cables related to any of these components



Details

Figure 1-27 depicts the seven layers of the OSI reference model. Beside it are some of the devices that operate no higher than their corresponding layer.


Figure 1-27: The OSI model and devices
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 1. Choose a component from your network to categorize by layers of the OSI model.

 2. Use Figure 1-27 to help categorize your component. Consult other resources, such as the Internet, for help categorizing entities not found in the lists in the diagram.

 3. Document the device by name and highest layer orientation.

 4. If the component currently is not attached to the network, place it with items of the same layer. This action will help solidify the component’s place in the model in your mind, helping to speed future recognition as well as helping to generate ideas later of what parts of the network could be causing symptoms you may happen to observe.

 5. Repeat Steps 1 through 4 for each component.

Criteria for Completion

You have completed this task when you have categorized each component in your internetwork by the highest layer of the OSI model at which it operates and confirmed your choices by consulting reputable sources.

Task 1.7: Developing an IP Addressing Scheme

One of the skills most elusive to a network administrator is the ability to effectively flesh out an IP subnet based on an address and mask. Although this task breaks from the tradition of the book and strives to teach as much as guide, this one topic alone can make or break the career of even an otherwise talented administrator. This task presents a more modern technique that, when mastered, allows you to perform all calculations in decimal, avoiding the cumbersome world of binary tables and charts.

Once it has delivered the pertinent information regarding IP subnetting calculations, this task will guide you through using your own IP address space to develop a scheme that suits your particular needs and growth potential.

Scenario

Your internetwork is ready for IP addressing design. It has fallen on you alone to design the addressing scheme for all sites in your multinational internetwork, which you sketched out earlier. You have been asked to use only the private Class B address 172.16.0.0/16. All IP networks must come from this address space.

Scope of Task

Duration

A task like this eventually will take less than 30 minutes, but allow yourself a couple of hours while learning.

Setup

For this task, refer back to your original sketch of the internetwork. You will use this to produce a simpler diagram on which to assign portions of the available address space. Your setup for this task will be similar, but in a slightly smaller scale, to that of Task 1.1.

Caveat

Although this task has you make generalities for the LAN segments in your internetwork, you may not be able to do so in all cases. As a primary example, consider the situation in which your network does not use Dynamic Host Configuration Protocol (DHCP) servers. If instead you must statically configure each device with its own permanent IP address, your drawing would be more complete if every device were drawn explicitly and labeled with its corresponding address.

The following procedure calls for telecommuters to be addressed from the LAN address space, as explained in the earlier task to determine broadcast domains (Task 1.4). Security professionals responsible for designing VPNs around security appliances, such as Cisco’s ASA line, tend to prefer assigning a private subnet to the VPN clients, separate from the internal subnets of the enterprise. In doing so, better accountability is attained.

Procedure

Read the following sections describing a newer method of subnet calculation and then follow the steps to apply this method to your internetwork.

Geographical Aspects

Your internetwork drawing includes addressing for the following sites:


	New York

	Los Angeles

	London

	Tokyo

	Sydney

	Cairo



Equipment Used

The equipment you represent in your drawing will be exactly that of Task 1.1.

Details

For this task, you need your original sketch of the internetwork from Task 1.1. Employ the following techniques to use the 172.16.0.0/16 address space to supply network and host portions to every LAN and WAN segment drawn, except for the remote access legs. Those will be supplied by the ISPs that the telecommuters use. Once they’re tunneled into the network, their host count must be factored into the total number of hosts required for the local LAN on the opposite side of the remote access server.

All LAN connecting devices—switches, hubs, MAUs, etc., but not CSU/DSUs or modems—are managed, requiring a single IP address each. Each device’s IP address must come from the same subnet as that device’s connected components.

A Faster Way to Subnet

Traditional methods of dividing a given IP address space into subnets have you work in binary at one or almost all points in the process. Presented here is a method that allows you to work entirely in decimal. The procedure may seem a bit unorthodox at first, but continued practice will result in the ability to solve subnetting problems much more quickly than before. It is estimated that, on average, a problem that would normally take up to five minutes to complete can be finished in less than 30 seconds using this method. Try it the next time you take an exam with subnetting problems to increase your chance of success and of finishing the exam on time. The sidebar titled “The Two Types of Subnetting Problems” explains how to spot the type of subnetting problem you have encountered.

Before reading that sidebar, however, it is important that you understand the relationship between the number of digits in a value, the base of the numbering system (2 for binary, 10 for decimal, and 16 for hexadecimal, for example), and the number of values those digits can represent. Consider the following generic formula, which takes these factors into account.
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Using this equation, you can determine that three decimal (base-10) digits form 1,000 different values but that 999 is the largest value formed. Similarly, the following equation shows why 255 is the largest octet (8-bit) value possible in base 2, a well-known IP fact, but that by counting 0 (zero), there are 256 total different binary combinations.
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If you consider that the word bit is a contraction of the words binary and digit, then the base of the numbering system must always be 2 when dealing with bits. With that in mind, the following two special cases for the equation presented earlier are used in Type I problems.
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The term prefix length in the equations refers to the classless inter-domain routing (CIDR) notation form of the subnet mask. For instance, 255.255.255.0 is equivalent to the prefix length /24 because each 255 represents 8 binary ones. Three 255s, then, yield 24 binary ones. You count the binary ones in the mask to produce the CIDR-notation form of the mask. It’s as simple as that.

Regarding the equations for subnets shown here, the number of subnet bits is defined as the difference between the length of the mask you intend to use and the length of the original mask you were given to subnet from. By raising 2 to this number of bits, you produce the number of subnets you bought yourself by subnetting in the first place. Notice that the type of the “number of digits” the 2 was raised to in the generic equation shown earlier directly impacts the type of the “total number of values.” In other words, if you raise 2 to the number of subnet bits, you get the number of subnets.


The Two Types of Subnetting Problems

Subnetting exercises can be split into two broad categories: those that refer to the number of subnets and/or hosts per subnet that are required and then all others. Let’s call these Type I and Type II problems, respectively.

Type I Problems

These problems can be identified by the characteristic phrase “how many,” as in “How many subnets are produced by applying a subnet mask of 255.255.192.0 to the address 10.0.0.0/8?” or “How many hosts are available on each subnet produced?” The “how many” phrase could be absent in a Type I problem, however, as in an exercise that asks “Which subnet mask produces 512 subnets, each supporting 126 hosts, given a default Class B address?” In this case, the mere mention of the number of subnets and/or hosts per subnet implies quantity, or “how many?”

Type II Problems

Just as the various clichés that start out “There are two types of people in the world…” define one type of person and lump everyone else into a second category, simply disqualifying an exercise as a Type I problem makes it a Type II problem. While Type II problems have no telling verbiage, they tend to pose questions such as “Which subnet is the address a member of?” or “What’s the broadcast address of the subnet?” or “What is the host range of the subnet?”



If, instead, you raise 2 to the number of host bits, you get the total number of hosts in each subnet. Because the host bits are the rightmost bits in any IP address, subtracting the prefix length you intend to implement from 32 results in the number of host bits left over after subnetting has been performed. The reason you have to subtract two for the number of hosts in the equations for hosts given here is that the first host ID is the subnet number itself and the last host ID is the broadcast address for that subnet, the address that makes every device in that subnet believe the packet is for them. These two special host IDs are not allowed to be configured on any interface. Most implementations of TCP/IP will reject the attempt to configure an interface with these addresses by issuing an error message.

Once you have identified the type of subnetting exercise you have in front of you, there are four important pieces of information that can be gleaned from any subnetting problem. The sidebar titled “The Four Clues” explains what these are and how they are used.

Using the definitions of the four clues, consider an address of 192.168.10.80/26. With just this information, we can surmise the following:


	osm: /24 (assumed, based on a Class C address)

	rsm: /26 (given in the problem and could have been given as 255.255.255.192)

	eoh: 32 (a welcome no-brainer)

	nm8: 32 (careful—only the same as eoh when rsm is greater than or equal to /24)



The next step is to use these four clues to solve Type I and Type II problems. The sidebar “Using the Four Clues” describes how to put the clues to use.


The Four Clues

Any subnetting problem deals with up to four important pieces of information that you can ascertain easily. Two or three of these four clues can be subsequently used to solve your subnetting exercise, depending on the type of problem with which you are dealing.

The Original Subnet Mask (osm)

This is the subnet mask that you are assigned initially. This could be the default, classful mask when no other is given. However, let’s say an administrator has four assistants, each one dedicated to one of the four major departments of the organization. Assume the administrator is assigned the 172.31.0.0/16 address space but needs to split it up for the departments.

Working backward using the equation for subnets, the administrator can determine that four subnets, one for each department, will require two subnet bits because the exponent 2 in 22 = 4 represents the number of subnet bits. As a result, each of the four assistants is restricted to the /18 mask (/16 + 2), the “original subnet mask” the assistants are assigned initially. Therefore, when each assistant considers their original subnet mask for their own IP subnetting computations, it will be /18, not /16, because falling back to the classful default will result in infringement upon the address space of their cohorts, which would cause various problems once implemented.

The Revised Subnet Mask (rsm)

This is the subnet mask being considered for use. When doing a Type I subnetting problem where both the original subnet mask and the revised subnet mask are used, the revised subnet mask is the greater of the two because subnetting made it larger through the acquisition of host bits to be used as subnet bits. In Type II problems where the original subnet mask is not used, the revised subnet mask is simply the mask you intend to implement, should it prove to meet your needs.

The Host ID Always Ends on Bit 32 (eoh)

While this fact seems entirely academic, the number 32 is required whenever you wish to determine the number of host bits that are left over after subnetting turns on all the 1s in the mask that it needs. Because all IPv4 addresses have 32 bits, subtracting the CIDR-notation prefix length, represented by the rsm, from 32 results in the number of host bits left over in the address. The abbreviation eoh stands for end-of-host and is a constant that is always set to 32, not a variable.

The Next Multiple of 8 Greater than the Revised Subnet Mask (nm8)

Given that the revised subnet mask in subnetting can be anything from /9 up to /30, the next multiple will tend to be 16, 24, or 32. This value is essential in discovering the interesting octet and its incremental value.




Using the Four Clues

The four clues allow you to determine four things:


	The number of subnets

	The number of hosts per subnet

	The interesting octet

	The incremental value of the interesting octet



The first two solve a Type I problem, while the last two are used to flesh out subnet boundaries and host ranges, allowing the solution of Type II problems. Here’s how.

The Number of Subnets

By raising 2 to the result of subtracting osm from rsm, you effectively raise 2 to the number of subnet bits, which is the equation for subnets presented earlier. The result for our example is four subnets.
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The Number of Hosts per Subnet

By raising 2 to the result of subtracting rsm from eoh, you effectively raise 2 to the number of host bits. Subtract 2 from this result and you have the equation for hosts presented earlier. The result for our example is 62 hosts per subnet.
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The Interesting Octet and Incremental Value

The interesting octet is the one that changes with each successive subnet address, or boundary. With a dotted-decimal mask it’s easy to spot the interesting octet. It’s the one that is neither a 0 nor a 255. In CIDR notation, it is equally easy to spot the interesting octet. You need only divide nm8 by 8. Because nm8 will be 16, 24, or 32, the interesting octet will be 2, 3, or 4. If you start with a 0 in the interesting octet and repeatedly add the incremental value to this octet until you reach a value of 256, you identify each successive subnet boundary. In cases where the interesting octet is not the fourth octet, fill all remaining octets with 0’s to reveal each subnet address.

To find the interesting octet’s incremental value, raise 2 to the result of subtracting rsm from nm8 and you produce the number of values in the interesting octet between subnet boundaries; that is, the incremental value of the interesting octet. As explained in the previous paragraph, the incremental value of the interesting octet gives you a way to map out each and every subnet that subnetting has produced. Subtracting rsm from nm8 produces the number of host bits in the interesting octet. All possible values of these host bits must be exhausted before you arrive at another subnet boundary, regardless of how many host bits follow in other octets. This number of values is found by raising 2 to the number of host bits in the interesting octet (i.e., by raising 2 to nm8 – rsm). Our interesting octet is the fourth, and its incremental value is 64:
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A Spreadsheet for Practice

The following steps detail how to create a spreadsheet you can use to check your work with this subnetting technique, allowing you to make up your own problems and check your solutions when no solutions are given.

 1. Open Microsoft Excel or a compatible spreadsheet application.

 2. Type OSM in cell B3.

 3. Type RSM in cell C3.

 4. Type Interesting Octet in cell D3.

 5. Type Increment in cell E3.

 6. Type Subnet Bits in cell F3.

 7. Type # of Subnets in cell G3.

 8. Type Host Bits in cell H3.

 9. Type # of Hosts in cell I3.

 10. Enter this formula, with no spaces, in cell D4:

=IF(AND(C4<8,C4>=0),1,IF(AND(C4<16,C4>=8),2,IF(AND(C4<24,C4>=16),3,IF(AND(C4<=32,C4>=24),4))))

 11. Enter this formula, with no spaces, in cell E4:

=IF(AND(C4<8,C4>=0),POWER(2,8-C4),IF(AND(C4<16,C4>=8),POWER(2,16-C4),IF(AND(C4<24,C4>=16),POWER(2,24-C4),IF(AND(C4<32,C4>=24),POWER(2,32-C4),”N/A”))))

 12. Enter this formula, with no spaces, in cell F4:

=IF((C4-B4)>=0,C4-B4,”N/A”)

 13. Enter this formula, with no spaces, in cell G4:

=IF(AND(F4>=0,F4<=32),POWER(2,F4),”N/A”)

 14. Enter this formula, with no spaces, in cell H4:

=32-C4

 15. Enter this formula, with no spaces, in cell I4:

=IF(C4<32,(POWER(2,H4))-2,”N/A”)

 16. You can dress your spreadsheet up in Excel versions prior to 2010 by choosing Tools  Options  View and unchecking Formula Bar, Gridlines, Row & Column Headers, Horizontal Scroll Bar, and Vertical Scroll Bar. As of Excel 2010, these check boxes are found directly on the Ribbon under the View tab.

Subnetting Steps

When followed, this procedure brings resolution to even the most difficult subnetting problems. In certain cases, you may have to break the problem into its component pieces and then apply these steps to those pieces. Because Type I problems are a bit more straightforward, let’s use a Type II problem as an example.

You have been asked to assign an IP address to a new server that has been placed on the same subnet with the interface of a router that has an address of 172.16.12.1⁄23. You have a list of the addresses already in use across the entire internetwork. You simply need to determine which available addresses fall within the subnet in question. For this example, you need to find out the subnet number (not to be confused with the subnet mask) the server will be on, the broadcast address of the same subnet, and the range of valid addresses in the subnet, from which the server’s address will be allocated.

 1. Determine if the problem is Type I or Type II or both.

Our example is a Type II problem.

 2. For a Type I problem, determine osm, rsm, and eoh. For a Type II problem, determine rsm and nm8.

In some cases, you will be given a starting mask (osm) and be asked to subnet down to a more specific mask (rsm). In this example, however, you are given the mask you will use (rsm) in the setup of the exercise; it is 23. The next multiple of 8 greater than the rsm (nm8) is 24.

 3. If the problem is Type II only, skip to step 7. Otherwise, continue with Step 4.

Skip to step 7.

 4. Determine the number of subnets using the equation for subnets.

 5. Determine the number of hosts per subnet by using the equation for hosts.

 6. If the problem is Type I only, stop here.

 7. Determine the interesting octet by dividing nm8 by 8. This begins putting into use the compound set of three equations shown at the end of the earlier sidebar titled “Using the Four Clues.” The following equation corresponds to the top portion of that set of equations. Step 8 takes care of the other two equations.

24 ÷ 8 = 3. The interesting octet is the third.

 8. Determine the incremental value of the interesting octet by raising 2 to the result of subtracting rsm from nm8.

24 – 23 = 1. 21 = 2. Therefore, the incremental value of the third octet is 2.


[image: note.eps]
We already know that 172.16.12.1/23 is within the subnet in question, so we will skip to Step 10, but just for the purposes of illustration, examples are given in Step 9 as well.



 9. If you already know an address in the subnet you are trying to find and are concerned with finding only that subnet, skip to Step 10. Otherwise, you apparently need to determine the collection of subnets that subnetting has yielded, which you can do by using the following steps.

 a. Start with the original address in the problem. If not zeroed out already, substitute a 0 in the interesting octet and all octets to the right, if any. This produces the first subnet and what will be referred to in subsequent steps as the current subnet.

The interesting octet has a value of 12 in it, so it’s not zeroed out. Doing so produces a current subnet of 172.16.0.0/23.

 b. Add the incremental value to the value of the interesting octet of the current subnet, changing no other octet, to find the next subnet.

The next subnet is 172.16.2.0/23.

 c. If the interesting octet of the next subnet has a value of 256 and you are not allowed to change the value of the next octet to the left, either because it is already 255 or because the subnet that results has not been assigned to you, then the current subnet was the last. If you are allowed to change the value of the next octet to the left, change the 256 to a 0 and add 1 to the next octet to the left. If you cannot increment the next octet to the left, keep the value of 256 in the interesting octet of the next subnet for the next step. If that is the case, after finishing Step 9f, you are done. 

None of the tests of this step are true, so proceed to the next step.

 d. If there is not a value of 0 in the interesting octet of the next subnet, then the broadcast address for the current subnet is found by subtracting 1 from the value of the interesting octet of the next subnet and placing 255 in all octets to the right, if any. Otherwise, the broadcast address is found by subtracting 1 from the next subnet’s value in the octet to the left of the interesting octet and placing 255 in the interesting octet and all octets to the right, if any.

The broadcast address for the 172.16.0.0/23 subnet is 172.16.1.255/23, found by reducing the 2 in the interesting octet (third) of the next subnet by one and making the remaining octets (just the fourth) 255.

 e. Find the first valid host address in the current subnet by adding 1 to the value in the fourth octet of the current subnet address.

Adding 1 to the value 0 in the fourth octet of 172.16.0.0/23 results in 172.16.0.1/23, the first valid host address in the 172.16.0.0/23 subnet.

 f. Find the last valid host address in the current subnet by subtracting 1 from the value in the fourth octet of the current subnet’s broadcast address.

Subtracting 1 from the value 255 in the fourth octet of 172.16.1.255/23 results in 172.16.1.254/23, the last valid host address in the 172.16.0.0/23 subnet.

 g. If Step 9f was not your last step according to the instructions in Step 9c, consider the next subnet as your new current subnet and repeat the procedure from Step 9b.

So, 172.16.2.0/23 will be the new current subnet, and Step 9b will result in 172.16.4.0/23 being the new next subnet.

 10. Consider the address that you already know within the subnet and then perform the following steps to find the related subnet number, broadcast address, and valid host range.

 a. Recall the interesting octet and incremental value from Steps 7 and 8.

In our example, the third octet grows by 2 between subsequent subnets.

 b. In the interesting octet, find the multiple of the incremental value closest to the corresponding value in the address you already know, without going over.

The closest multiple of 2 to 12 is 12 itself.

 c. Change the value in the interesting octet of the address you know to the result of Step 10b. Set all octets to the right, if any, to 0. The result is the subnet number the address you know belongs to.

The address 172.16.12.1/23 belongs to the 172.16.12.0/23 subnet.

 d. Add the incremental value to the interesting octet of the subnet found in step 10c, even if it results in the value 256. This is the subsequent subnet and will help you to find the end of the subnet found in Step 10c.

The next subnet is 172.16.14.0/23.

 e. If there is not a value of 0 in the interesting octet of the next subnet, then the broadcast address for the subnet from Step 10c is found by subtracting 1 from the value of the interesting octet of the subnet found in Step 10d and placing 255 in all octets to the right, if any. Otherwise, the broadcast address is found by subtracting 1 from the next subnet’s value in the octet to the left of the interesting octet and placing 255 in the interesting octet and all octets to the right, if any.

The broadcast address for the 172.16.12.0/23 subnet is 172.16.13.255/23, found by reducing the 14 in the interesting octet (third) of the next subnet by one and making the remaining octets (just the fourth) 255.

 f. Find the first valid host address in the subnet found in Step 10c by adding 1 to the value in the fourth octet of that subnet address.

Adding 1 to the value 0 in the fourth octet of 172.16.12.0/23 results in 172.16.12.1/23, the first valid host address in the 172.16.12.0/23 subnet.

 g. Find the last valid host address in the subnet found in Step 10c by subtracting 1 from the value in the fourth octet of that subnet’s broadcast address.

Subtracting 1 from the value 255 in the fourth octet of 172.16.13.255/23 results in 172.16.13.254/23, the last valid host address in the 172.16.12.0/23 subnet.

Subnetting Your Internetwork

The following steps guide you to the successful completion of this task:

 1. Count the number of LANs and WANs in your internetwork, not including any remote access networks.

 2. Add 10 percent to this value for future growth. Adjust this percentage in production for more extreme cases.

 3. If the result is a whole-number power of 2, go to the next step. Otherwise, find the next whole-number power of 2. For example, if Step 2 produced 25, the result of this step would be 32.

 4. The exponent by which you raise 2 is the number of subnet bits required for your final result.

 5. The subnet bits added to your original mask creates your new mask, or rsm.

 6. The result of subtracting rsm from eoh is the number of host bits. Make sure that subtracting 2 from the result of raising 2 to the number of host bits meets or exceeds 110 percent of the host requirements of your largest LAN segment.

 7. Further subnet one of your equally sized subnets to supply addresses to all your WAN segments, using the ideal subnet mask for point-to-point networks (/30).

While Step 7 is adequate in the lab, in production you would want to find the value corresponding to your growth budget for each size LAN segment and, starting with the largest of these, take larger subnets and resubnet them to supply addresses for the smaller LANs more efficiently and with less waste than suggested here. Such an effort is not reserved only for WAN links.

Criteria for Completion

You have completed this task when you have specified a unique subnet for each of your LAN and WAN segments, using 30-bit masks for your WAN links.

Figure 1-28, Figure 1-29, Figure 1-30, and Figure 1-31 comprise a straightforward solution to this task, but in practice other solutions, such as one that places all the /30 subnets at the end of the address space, are more efficient and scalable. Therefore, your solution might vary, but the scope of each subnet should not depart from the scopes in this solution.


Figure 1-28: Sample addressing solution for the Tokyo and Sydney portion of the intranet
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Figure 1-29: Sample addressing solution for the Los Angeles portion of the intranet
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Figure 1-30: Sample addressing solution for the New York portion of the intranet
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Figure 1-31: Sample addressing solution for the London and Cairo portion of the intranet
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Task 1.8: Designing a VLAN Scheme

Virtual LANs (VLANs) provide a mechanism for administrators to deal with some of the increasingly prevalent trends of modern enterprise networking. It is necessary, occasionally, to post members of a highly integrated team in separate locations, closer to the personnel they support. Doing so can result in logistical issues, including how to afford secure access to the resources these team members require in collaborating with one another and performing their jobs. Fortunately, with VLANs, spatial separation is a surmountable obstacle. Furthermore, when switching over ATM backbones, for instance, VLANs can be extended geographically to a virtually limitless scope.

Another benefit of VLAN implementation is the reduction in broadcast traffic on a VLAN compared to the broadcasts present on a flat LAN. The scope of a VLAN corresponds to a discreet broadcast domain, which corresponds to a separate IP subnet. LAN switches do not pass frames, broadcast or otherwise, between VLANs. For communication to occur between VLANs, tagged frames must be passed to a router for retagging. Because each VLAN overlays a unique IP subnet, only a Layer 3 device is capable of understanding the IP subnet differences and changing a frame’s VLAN affiliation. This router involvement provides for an added benefit: the use of access control lists to limit cross-VLAN traffic in an intelligent way.

Workgroup LAN switches generally are capable of interconnecting with each other by trunk ports in addition to attaching to end devices over access ports. Just for perspective, if a switch has only one type of interface, it’s the access port, making trunk ports something of a special case. Because access ports can be members of only a single VLAN at a time, and because end devices on these ports do not understand frame tagging or even realize they are members of a VLAN (which are visible only to switches and routers for grouping end devices), frames sent out access ports must be untagged, standard frames. However, because traffic from all VLANs can be allowed across trunk ports, frames must be tagged to indicate their VLAN affiliation. Protocols that tag frames for transmission across trunks include IEEE 802.1Q, Cisco’s proprietary Inter-Switch Link (ISL), ATM LANE, and 802.10 for FDDI.

Although not part of this task, your particular environment might employ or benefit from employing voice VLANs in addition to data VLANs. Both types of VLAN can be configured and operated over a single connection to a standard dual-NIC Voice over IP (VoIP) phone with a computer daisy-chained behind it. This ability relies on the capabilities of the workgroup switch, which might also be capable of supplying Power over Ethernet (PoE) in the form of proprietary or IEEE 802.3af power over the same data/voice connection.

Scenario

The LANs in New York, Los Angeles, London, and Tokyo are expected to experience unacceptable levels of contention for bandwidth as well as to be inundated with excessive levels of broadcast traffic. To avoid the undesirable utilization rates, you decide to design VLANs into the switched networks at these locations.

Scope of Task

Duration

This task should take about 30 minutes.

Setup

For this task, you need your original sketch of the internetwork from Task 1.1. Using your diagram allows you to visualize the details of this task. Have access to a spreadsheet application or a word processor that allows you to create tables so you can track and document your design.

Caveat

Not all switch models support VLANs. Furthermore, when you’re creating trunk links between switches, care must be taken to use a frame tagging method that is compatible with both switches. Some switch manufacturers employ proprietary tagging protocols. When deploying a multivendor switched network, plan on using a standards-based tagging mechanism, such as IEEE 802.1Q. Be aware that your equipment will not allow trunks to be configured on 10 Mbps ports. Only Fast Ethernet ports or faster can be configured as trunks.

Procedure

This task guides you through the design process that goes into creating VLANs and implementing VLANs on a Cisco Catalyst 3550 LAN switch and 2611XM router.

Geographical Aspects

Your internetwork drawing includes addressing for the following sites:


	New York

	Los Angeles

	London

	Tokyo



Equipment Used

The equipment you represent in your drawing will be a subset of the switches from Task1.1, but your drawing will include more detail for each device. You also need access to a computer and spreadsheet or word processing software.

Details

The following points must be observed to complete this task successfully:


	Notate which links in your original diagram must be configured as trunks. These will be the links that are required to carry traffic for more than one VLAN.

	Devices originally connected to a switch or hub in Task 1.1 may need to be relocated to meet the requirements of the task, but the number of devices connected to a particular concentrating device cannot be altered. Assume that all connections go to a central equipment room, so patching to a different concentrator is not an issue.

	Be sure to redesign your IP subnets from Task 1.7 to allow the option of intercommunication between VLANs. Placing multiple VLANs in the same IP subnet is neither a standard nor best-practice configuration and prohibits the VLANs involved from contacting one another, but they may still pass through a common router interface to exit the local area.



New York


	Place the servers together on their own VLAN, named Servers.

	The 15 10Base2 workstations must be placed in the same VLAN as 20 of the workstations currently attached to switch 2, named Sales.

	Ten workstations currently connected to the hub and 10 workstations connected to switch 2 must be placed in the same VLAN, named Transcription.

	The other 10 hub-attached workstations and 5 workstations connected to switch 2 must be placed in the same VLAN, called Engineering.

	The remaining 5 workstations attached to switch 2 must be placed in a separate VLAN, called IT.



Los Angeles

The 105 workstations attached to switch 3 must be separated into three VLANs of 35 workstations each, named MKTG, HR, and ACCT.

London

The 52 workstations attached to switch 10 must be evenly distributed among four VLANs, named FLOOR1, FLOOR2, FLOOR3, and FLOOR4.

Tokyo


	The 35 workstations attached to switch 6 must be split into five VLANs with 7 workstations each, named Project1, Project2, Project3, Project4, and Project5.

	The 10 workstations attached to switch 7 should be in separate VLANs but the same IP subnet. The workstations on these VLANs will not be allowed to communicate with one another but must be able to communicate with the rest of the network through router J.



VLANs on the Cisco 2611XM Router and Catalyst 3550 Switch

The following steps walk you through creating VLANs on a Cisco Catalyst 3550 Ethernet switch and a Cisco 2611XM router and placing interfaces in one of these VLANs on the 3550:

 1. To group interfaces on a switch into a VLAN, you first must create the VLAN and then place interfaces in it. Before any configuration is performed on the 3550, there is only one VLAN, VLAN 1, the default management VLAN. The show vlan privileged EXEC command (show vlan-switch in later IOS versions) in the following output indicates this is the only VLAN in existence on this switch and all interfaces are members of that VLAN.
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 2. The following output shows the commands necessary to create VLANs 100, 101, and 102 on the Catalyst 3550 (LA’s switch 3), naming them MKTG, HR, and ACCT, respectively.


[image: c01uf028.tif]


 3. The next screen shot illustrates two ways to place interfaces in VLANs after they have been created. You can use the standard interface command, with a single interface type and number, such as f0/1, or you can use the interface range command to place multiple interfaces in the same VLAN simultaneously. Note that the show vlan output indicates that the four interfaces are now in the MKTG VLAN.
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 4. That takes care of the access ports, those that belong to a single VLAN and connect to end devices, not trunked to other switches or routers. Now, to create a trunk between switch 3 and router E, for example, it is necessary to make each device aware of this intent. Note that there are automatic settings that can result in trunk formation, but it is often best to configure the interfaces that make up the trunk to be in a trunking state all the time, thus minimizing the chance of the trunk reverting to a non-trunking state. The show interface trunk command in the following output indicates that no trunks exist currently on switch 3.
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 5. By starting out on router E and creating a subinterface for each VLAN on the physical interface you want to act as a trunk, you will be able to confirm the trunk’s status on the switch in the final step. It’s not a bad idea to coordinate the subinterface number (.100) with the VLAN number. This helps in identification later on.
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 6. Finally, configure the corresponding interface on the 3550 to use the same frame-tagging encapsulation chosen on the router and force the status to trunking only. The output of the show interface trunk command now shows the successful formation of the trunk between switch 3 and router E, as seen in the following screen shot, as opposed to the earlier blank output of the same command.
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Criteria for Completion

You have completed this task when you have designed VLAN schemes for each of the four geographic locations that support the groupings detailed earlier and adjusted your IP address scheme to support the VLANs. Your spreadsheet should have a section for each city. Each of these sections should have an entry for each VLAN, to include the name of the VLAN, a number for it, and the number of ports to be placed in the VLAN, similar to the following example.
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Task 1.9: Planning for Static and Dynamic Routing

Networks that include more than one router need to include some form of routing scheme, either static or dynamic. Static routing requires you to manually configure the routers to know about remote networks; dynamic routing allows the routers to automatically inform one another of local networks that might be remote to their neighboring routers. In networks that include only a single router, the router learns of its attached networks from the configured interface IP addresses and masks. The lone router does not share this information with any other device, nor does it require information from any other device. This fact, coupled with the fact that there are no remote networks in a one-router scenario, obviates the need for static and dynamic routing.

Scenario

To later implement a routing policy within the internetwork, you need to first consider the salient points of each routing option.

Scope of Task

Duration

This task should take about 30 minutes.

Setup

For this task, use your internetwork diagram to note the interconnectivity of the various sites and the devices and networks within each site.

Caveat

There is more than one routing option in most cases. To choose the right method in each case, you must consider efficiency, bandwidth usage, and company policy, among other things. When all considerations are taken into account, one clear winner usually emerges. Be aware that only in rare cases will one routing method be used throughout an internetwork. Most implementations are made up of a variety of routing techniques; each situation should be considered independently. Furthermore, not all possible methods are interchangeable in most cases. Usually, one or more available routing methods prove inappropriate for a particular implementation.

Procedure

In this task, you consider the best routing method to use in each area of your internetwork, paying attention to conventional wisdom for each segment or set of segments.

Equipment Used

For this task, you should consider any equipment that went into the original diagram that you are using to plan the routing within your domain.

Details

The following sections provide the details required to qualify or disqualify a particular method of routing in each area of the internetwork. When considering which form of routing and, if applicable, which dynamic routing protocol to use, you should pay attention to network segments more than to end devices. Routing is designed to inform intermediate systems, such as routers, of the existence of networks that are not directly connected. The intermediate system connected directly to the segment on which the target resides automatically uses the Address Resolution Protocol (ARP), not remote routing, to complete the journey of the data packet. No specific information about end devices needs to be configured on intermediate systems. The proper network addressing to place end devices on the same IP network as the router serving their segment is all that is required to enable this final communication.

Static Routing

In certain cases, such as when a site contains networks that are completely summarized into a single route and connects to the rest of the internetwork over a single connection from one router to another, the remote router can use a single static route to the summarized networks. Such a solution precludes the need for bandwidth usage by a dynamic routing protocol between the routers.

For example, suppose a site, say Moscow, has only router ABC at its edge, and router ABC connects over a single serial link to router XYZ in another site, perhaps Bangkok. If the Moscow site contains only subnets of a particular classful network, such as 192.168.1.0/24, that classful network can be configured as a static route on router XYZ pointing back toward router ABC. There is no need for router ABC to dynamically advertise individual subnets, such as 192.168.1.16/28, 192.168.1.32/28, and 192.168.1.48/29, for instance, to router XYZ because each of these subnets is implied by a reference to 192.168.1.0/24, each having the same first 24 bits in common with the 24-bit classful prefix.

The key is that no other subnet of this classful network can be found outside of Moscow’s stub site. Even if the classful network is not implemented in its entirety, the summarization works because inappropriate traffic destined for nonexistent addresses in this range will be discarded eventually within Moscow’s site.

The fact that static routing works between Moscow and Bangkok does not imply that static routing should be used within Moscow. Depending on how many routers are within the Moscow site and how the subnets branch from and between these routers, dynamic routing might be the best choice. More detail of the Moscow site would be required before a decision could be made.

Default Routing

In the previous example, because there is only one way to leave Moscow—through its edge router, router ABC—there is no need to inject routes from outside networks into Moscow or even into the routing table of router ABC. Instead, a static default route can be configured on router ABC pointing to router XYZ. Furthermore, router ABC can be configured to dynamically announce a default route into the Moscow site so that its internal routers are influenced to pass traffic for unknown destinations toward router ABC. If Moscow is smaller and has more direct paths toward router ABC, static defaults pointing in the direction of router ABC could be configured manually on each internal router.

Dynamic Routing

Arriving at the choice to employ a dynamic routing protocol is often simpler than choosing which protocol to use. Whenever the complexity of an internetwork or any portion of it leads to the designer’s need to choose one path over another, static routing loses its luster and represents more of a chore than a solution. If the chosen path is ever lost, the administrator will have to reconfigure the static route to use one of the remaining paths. In the meantime, access to the networks represented by the static route is lost. In this case, a properly configured dynamic routing protocol has the benefit of automatically converging on a new path without human intervention. An automatic return to the original path when the problem is resolved can also be expected when dynamic routing protocols are used.

Keep in mind that if you base your decision of which routing protocols to use solely on the characterization of a protocol as working best in a certain scenario, you might end up with a hybrid internetwork that uses multiple routing protocols, to your detriment. In order to share routing information between the neighboring domains of different routing protocols, redistribution might be required on the “border” router that runs both protocols. In general, redistribution should be avoided whenever possible due to the inability of one protocol to represent the metrics of another in an equally meaningful way, among other reasons.

Dynamic routing protocols are broken into two broad categories: exterior gateway protocols (EGPs) and interior gateway protocols (IGPs). Within each category are multiple routing protocols that have their own advantages and disadvantages. Furthermore, IGPs can be split into two categories: link-state and distance-vector protocols. The following sections provide tips on when to use most of the popular dynamic routing protocols available today.

Exterior Gateway Protocols

EGPs are for use between autonomous systems, which is to say between routing domains of differing administrative control. EGPs are most commonly used between Internet service providers (ISPs) for better control over how and what routes are advertised between the two providers. Internal routing information, carried internally by IGPs, should rarely, if ever, be shared between ISPs. Meanwhile, most customer information always should be shared. EGPs give each interconnected entity highly granular control over how they advertise whatever routing information they deem appropriate and necessary.

Border Gateway Protocol (BGP)  BGP, now in its fourth version (BGP4), is the most common EGP in use today. BGP is the routing protocol of the Internet. Today’s Internet BGP tables contain approximately 270,000 entries. This number would be a lot higher if service providers were not careful to assign address space to customers in such a way as to allow aggressive summarization of large address blocks before advertising them to neighboring providers and, occasionally, other customers. Only BGP4 is capable of handling the business of routing on the Internet and other large internetworks beyond a certain size. IGPs, which are appropriate for environments where very fast convergence is desirable, are simply not equipped to handle the magnitude of such internetworks.

BGP is known for its stability due to its tendency to avoid reacting immediately to each and every change in reachability, a necessary feature in an environment as large and varied as the Internet. BGP should almost never be considered for performing the role of an IGP, much less to replace an IGP, and is used in the core of only the largest enterprise internetworks. It was developed for use between autonomous systems, such as ISP networking domains or in the case of customers connected to more than one ISP for redundancy or load sharing. BGP should not be considered for this task as an option in your internetwork.

Other EGPs  The older BGP versions and BGP’s predecessor, the Exterior Gateway Protocol (EGP), are other, now defunct, EGPs. EGP was named after its function, leading to a bit of confusion when the protocol and the category of protocols by the same name are discussed together. As the Internet grew, EGP proved inadequate to handle the load OR the job and was soon replaced by BGP, which was originally based on EGP. None of these older protocols are commonly found in production today, leaving BGP4 as the only EGP you are likely to find in use anywhere.

Interior Gateway Protocols

As mentioned previously, IGPs focus on quick convergence whenever a problem is discovered, allowing intermediate systems in the routing domain to reestablish connectivity to networks over alternate paths. This feature makes IGPs ideal for use in the core of service provider networks, carrying routes to internal destinations as well as paths to BGP next-hops just outside the autonomous system, which is as far as an IGP needs to extend. IGPs are not meant to carry routes from other autonomous systems due to their inability to scale as well as BGP, owing to their propensity to react to every minor change in the topology, which leads to a fatal taxing of CPU resources on the routers.

Static routing can be considered an interior/exterior hybrid because the targets of static routes can be nearby internal prefixes used in conjunction with a dynamic IGP or entire customer aggregated routes redistributed by an ISP into BGP for advertisement out to the Internet. Your sample internetwork will benefit from the use of IGPs throughout.

You should minimize the use of multiple IGPs in production internetworks, but in this task, feel free to explore the use of different IGPs should you find that different ones are more appropriate for certain sites. An exception to using only a single interior routing method is the use of a mixture of both static and dynamic routing, which is often found in actual networking environments.

The following list details four popular families of IGP. Each one falls into one of two main categories. Distance-vector protocols are characterized by building their entire view of the internetwork based solely on the advertisements from their directly connected neighbors. These protocols also offer the feature of automatically summarizing groups of subnets into their classful major networks before advertising them to neighbors, encouraging careful addressing design to avoid connectivity issues caused by not being able to see discontiguous subnets beyond their neighbors. A discontiguous subnet is a subnet of the classful network to which a router is directly connected, separated from the router by a segment addressed from a different classful network. Disabling automatic summarization, if possible, is one solution, but more careful addressing is the best.

In contrast to distance-vector protocols, link-state protocols have a clear view of the entire internetwork. Link-state advertisements (LSAs) are sent out by each router, describing their directly attached networks, or links, as well as the current state of each one. A router receiving an LSA assimilates the information contained therein and passes the original LSA to other neighbors. As a result, each router receives the same advertisement sent out by the original router, not merely an interpretation of the advertisement from its neighbor.

Routing Information Protocol (RIP)  RIP is the simplest of the IGPs presented here. If an advertisement from a neighboring router reports more than 15 routers between the receiving router and an advertised network, the receiving router interprets the network as being unreachable. This feature limits the use of RIP to smaller networks. RIP also has the inefficient characteristic of sending the entire routing table for a router to all RIP neighbors every 30 seconds, regardless of whether there has been a change in the topology. Such a habit would generate entirely too much traffic on larger internetworks, even if the routing diameter were not limited by the hop-count restriction of 15 routers.

RIP does have the advantage of being very easy to implement, only requiring simple, classful network statements that match the classful networks attached directly to the router. If multiple subnets of the same classful network are attached to different ports of the same router, only one classful network statement needs to be configured on the router to include all subnets in its routing process.

There are two versions of RIP, both still in use today. The original version, RIPv1, is considered a classful protocol in that it does not include the subnet mask of networks in its advertisements, a feature that limits your ability to support discontiguous subnets and variable-length subnet masking (VLSM). VLSM is a practice whereby a single classful network is subnetted using subnet masks of more than one length over the various network segments. You used VLSM to complete the earlier subnetting task. The lack of subnet masks in advertisements is not the only obstacle standing in the way of RIPv1’s support of discontiguous subnets; automatic summarization cannot be disabled in this version, which is incompatible with the use of discontiguous subnets. Cisco’s now deprecated Interior Gateway Routing Protocol (IGRP) was also a classful distance-vector routing protocol like RIPv1.

The newer version of RIP, RIPv2, is a classless routing protocol, advertising networks with their corresponding subnet masks. This feature allows RIPv2 to support VLSM. RIPv2 also allows the disabling of automatic summarization. Although supported with RIPv2, the implementation of discontiguous subnets, which might be accidental due to merging two or more RIP domains, should be avoided if possible.

RIPv2 still has the 15-hop limitation already mentioned but further differs from RIPv1 in its use of multicasting instead of broadcasting to send its advertisements out every 30 seconds. In both versions of RIP, triggered updates are supported so that the 30-second timer is not required to expire before topology changes are advertised to neighbors.

Enhanced Interior Gateway Routing Protocol (EIGRP)  EIGRP is a Cisco-proprietary protocol, which means it can only be used between two Cisco routers. When supported, however, EIGRP is an outstanding advanced distance-vector protocol with the potential for the fastest convergence times of any of the IGPs. Like RIPv2, EIGRP is a classless routing protocol that uses multicasting to advertise networks and their masks to neighbors. Unlike RIP, however, EIGRP advertises its entire routing table only upon neighbor establishment, relying on reliable (acknowledged by the recipient) triggered updates as long as the neighbor relationship remains established.

Another difference is the method that EIGRP uses to calculate the metric it applies to its routes. EIGRP’s metric is somewhat more complex than the simple hop-count metric of RIP. EIGRP uses a default compound metric calculated by an algorithm that takes into consideration the lowest bandwidth along the path to the destination network and the cumulative delay imposed by the series of routers that must be traversed in getting there. Other variables can be taken into consideration, but doing so is not recommended due to potential instability in the routing domain.

Although EIGRP shares certain features with link-state protocols, such as maintaining a database of the network topology and discovering and maintaining neighbors by using hello packets, it is EIGRP’s reliance on the word of its directly connected neighbors concerning remote networks that makes EIGRP a distance-vector protocol. There are no LSAs circulating in an EIGRP routing domain.


[image: note.eps]
Cisco optimistically refers to EIGRP as a hybrid protocol because of the data structures it shares with link-state protocols. It also refers to it as an advanced distance-vector protocol, an honest testament to its lack of true link-state characteristics.



Basic EIGRP is almost as simple to set up as RIP, but more advanced features that can be tweaked for optimum performance and security make EIGRP a bit more complex overall. Use of EIGRP is also endangered when the internetwork is not entirely made up of Cisco devices. When supported, however, EIGRP is capable of scaling in the range of medium to large internetworks.

Open Shortest Path First (OSPF)  Link-state routing protocols are preferred by most service providers as the IGP of their core network because of their rich feature set and their ability to scale to very large internetworks due to their hierarchical nature and support of detailed summarization. Any summarization performed must be done manually; automatic summarization is not an option.

OSPF is just such a protocol. The word open refers to the fact that OSPF is a nonproprietary standard. Shortest path first is an algorithm that uses a cumulative cost (Cisco’s cost is based on bandwidth) to develop a metric that influences the selection of the shortest path as the first route to use but keeps an eye on all other viable paths in case the shortest path is lost. Like RIP, OSPF is not restricted to any one vendor the way EIGRP is, making it a logical choice for large service providers and enterprises, especially if they have networking devices from a variety of manufacturers.

OSPF is relatively more complex to set up because there must be a design phase to include the layout of the hierarchy and planning for the contingencies related to future growth. Additionally, the classless network statements used to configure which links will be advertised by a router are a bit more detailed than the classful statements used when configuring RIP and EIGRP. Although EIGRP has an optional classless form of its network statement, OSPF’s is still more detailed.

The additional detail involves a requirement to specify a value known as an area identifier in each and every network statement. This additional information places a router’s interface in a group with interfaces of other remote routers for the purpose of limiting the scope of LSAs that would otherwise be required to circulate throughout the entire OSPF routing domain. Area boundaries afford the opportunity for summarizing routes from within the area before passing them to another area. This characteristic of OSPF rewards administrators who carefully design the internetwork to create each OSPF area around separate contiguous address space that is easily summarized to other areas.

When more than one area exists, all areas connect to a single, central backbone area, labeled area 0. Every router with an interface in the same area builds the same link-state database from the same LSAs circulating throughout the area. Specific routers, known as area border routers (ABRs), have interfaces in different areas, giving them the job of creating summary routes for the connected areas. ABRs build separate link-state databases for each area they connect to. Two routers that are misconfigured to represent their interconnected interfaces as being in different areas refuse to form an adjacency with one another and fail to share LSAs between them, adding to the challenges of producing a working design.

Integrated Intermediate System to Intermediate System (IS-IS) Integrated IS-IS is a link-state protocol that uses the concept of two levels of areas to form a hierarchy and link-state database similar to those of OSPF. Level 2 routers interconnect to form the backbone, while level 1 routers interconnect to form areas and must connect through ABR-like level 1-2 routers to the nearest level 2 router to pass updates to the level 1 routers of other areas. Although IS-IS is beginning to replace OSPF in a few large enterprise internetworks, it remains chiefly used by large service providers as their IGP. Both IS-IS and OSPF are classless routing protocols, sending the masks in their updates, and both are capable of using multicasting for updates and discovering neighbors using hellos.

IS-IS is capable of supporting even larger internetworks than OSPF as well as being easily ported to other Network layer protocols; OSPF was designed to work only with IP. Even the move to IPv6 required a major overhaul for OSPF, resulting in a new version just for IPv6. Nevertheless, OSPF’s rich feature set tends to help it maintain its superior popularity within enterprise networks. In your sample internetwork, if you find a link-state protocol to be more appealing, consider going with OSPF.

Criteria for Completion

You have completed this task when you have considered the characteristics of each routing method and protocol and assigned one or more to be used on each router in your internetwork. You should also work your way back through your design to ensure that you see no black holes or other ways in which your choices cause a lack of connectivity between any two networks.
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Optional software updates

Microsaft Windows XP.

] Update for Windows %P (KB9D4542)
Typical download size: 151 KB, less than 1 minute
Install this update to resolve HTTP authentication issues in
item, you may have to restart your computer. Details






