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Preface

Apart from a number of minor textual corrections, I have not revised or updated this new edition of Secrets. I am glad that it can appear at this time of great change with respect to practices of secrecy and openness. The turn toward democracy in a number of nations and the growing pressure for it in yet others has given greater prominence to the debate over these issues than when this book was first published, in February 1983. At that time, I found that, wherever secrecy was the norm, so, often, was silence about secrecy.

By now, the harm to societies and to their citizens from excessive secrecy—whether about foreign policy adventurism, domestic repression, environmental dangers, or other matters—is so evident as to render such silence untenable. The growing reach of media communications, moreover, and of computer networks and Fax machines, makes it hard even for the oppressive governments or religious authorities to silence debate. But these same techniques also provide growing threats to personal privacy and opportunities for state control. The need is as great as ever, therefore, to distinguish the many circumstances in which secrecy is legitimate and central to human dignity from the times when it is injurious.

—Sissela Bok

June 1989
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Introduction

We are all, in a sense, experts on secrecy. From earliest childhood we feel its mystery and attraction. We know both the power it confers and the burden it imposes. We learn how it can delight, give breathing-space, and protect. But we come to understand its dangers, too: how it is used to oppress and exclude; what can befall those who come too close to secrets they were not meant to share; and the price of betrayal.

We know the feel of secrecy, then—and yet the moral questions it raises puzzle and elude us. How far should one go in protecting one’s secrets? Should one conceal all that friends and colleagues confide? When may a promise of secrecy be broken? Are there times when it must be breached? Under what circumstances is it wrong to gossip about the secrets of others, or to pry into them? Is secrecy corrupting when it permits the unchecked exercise of power? And do probing and secrecy raise different problems or pose greater risks when practiced by groups or entire governments?

In taking up these questions, I continue the exploration of concrete moral issues begun in my book Lying. Here, as in that book, I discuss the choices of how to act and how to shape one’s conduct in private and public life. The central themes of the two books—lying and secrecy—intertwine and overlap. Lies are part of the arsenal used to guard and to invade secrecy; and secrecy allows lies to go undiscovered and to build up.

Lying and secrecy differ, however, in one important respect. Whereas I take lying to be prima facie wrong, with a negative presumption against it from the outset, secrecy need not be. Whereas every lie stands in need of justification, all secrets do not. Secrecy may accompany the most innocent as well as the most lethal acts; it is needed for human survival, yet it enhances every form of abuse. The same is true of efforts to uncover or invade secrets.

In setting out to explore the ethics of secrecy, I have wanted to come as close as possible to the concrete contexts in which people experience secrecy. What is it like to have secrets and to confront those of others—in childhood, in family life, at work, with friends and strangers, in religious and political activities? What do people feel justified in concealing or revealing, prying into or leaving untouched? Any inquiry into the ethics of secrecy must consider the conflicts that we all experience in making such choices: between keeping secrets and revealing them; between wanting to penetrate the secrets of others and to leave them undisturbed; and between responding to what they reveal to us and ignoring or even denying it. These conflicts are rooted in the most basic experience of what it means to live as one human being among others, needing both to hide and to share, both to seek out and to beware of the unknown.

The ethics of secrecy concerns our reflection and choice in grappling with these conflicts. Within the larger field of ethics, it plays an oddly unexplored role. It is not merely a subcategory of ethics more generally, but mirrors it, bringing parts of it into sharper focus and illuminating some of its most secluded recesses. The study of how one learns to deal with secrecy sheds light on the paths to becoming more aware of one’s self among others, and thus of the possibility of moral choice.

Not only does the ethics of secrecy mirror and shed light on much of ethics; in ways that seem paradoxical, secrecy both protects and thwarts moral perception, reasoning, and choice. Secret practices protect the liberty of some while impairing that of others. They guard intimacy and creativity, yet tend to spread and to invite abuse. Secrecy can enhance a sense of brotherhood, loyalty, and equality among insiders while kindling discrimination against outsiders. And in situations of moral conflict, secrecy often collides with a crucial requirement for justifying a choice: that the moral principles supporting it be capable of open statement and defense.

I have sought out personal reports of the experience of secrecy, and drawn on the traditions in philosophy, religion, and law that have analyzed and shaped it. I have also benefited from recent work on secrecy in the social sciences. Yet I have often found the different approaches isolated, not only from one another, but from much actual experience of secrecy.

The same isolation and lack of scope constrain professional debates over secrecy and openness. Those, for example, who discuss the role of investigative journalists searching out corruption rarely take up the probing by social scientists or industrial spies, much less small-town gossip or encounter groups. In the same way, lawyers may discuss the propriety of FBI undercover operations, business managers consider whether to require job applicants not to reveal trade secrets, psychiatrists debate whether or not to disclose a patients threats of violence against family members or political figures. But all too often such debates remain partial and narrowly professional, permitting biases to go unexamined; or if they are conducted in public, it is strictly for purposes of advocacy. As a result, the underlying issues of concealment and revelation and probing are too often ignored, and moral problems get short shrift.

Powerful new techniques of storing and of probing secrets increase the need for careful debate. From the miniature cameras that can be hidden in a pen to the invisible wire-tapping devices and electronic mechanisms for overhearing conversations at a great distance, from the “truth serums” and mind-altering drugs to the methods of securing and invading computerized information banks, new means beckon to anyone who would abuse either openness or secrecy.

Entire new professions are now being trained to use these methods for probing or concealing secrets. Government surveillance and information-gathering has reached unprecedented dimensions throughout the world; so have infiltration by social scientists for scholarly or commercial purposes, undercover journalism in search of exposés, investigation by private agents and underworld sources, and industrial surveillance and espionage. These practices invite imitation and retaliation, and thus in turn generate a need for still more effective and more secret prying.

The new techniques and the changes they make possible join with the long-standing personal and professional conflicts over secrecy to raise practical moral problems for us all. Yet these problems are often postponed or explained away or dismissed altogether; or else they are accorded stereotyped, almost ritual responses—invoking, as if to ward off further inquiry, important but poorly articulated rationales such as “the right to privacy,” “national security,” “the freedom of inquiry,” or “the public’s right to know.”

Why such defenses against examining the ethics of secrecy and openness? And why are these defenses so often couched in the moral language of rights and obligations? To seek answers to these questions is as much my aim as to study the moral problems of secrecy in their own right. In pursuing my inquiry into the ethics of secrecy I have therefore also had to trace the paths of secrecy in ethics—the uses of moral reflection to ward off, dismiss, obscure, and conceal.

In thus exploring secrecy and openness, I have come up against what human beings care most to protect and to probe: the exalted, the dangerous, the shameful; the sources of power and creation; the fragile and the intimate. Such an inquiry must of necessity be incomplete. I hope, nevertheless, that it will help to shed light on the crucial moral issues that secrecy and openness raise in every life, and invite the debate that these issues now require more urgently than ever.


Chapter I [image: ]

Approaches to Secrecy

The Gift of Pandora

Hesiod recounts how Zeus hid fire from men, and tells of his anger when he learned that Prometheus had carried it off in secret for the use of mortals, hidden in a hollow stalk. Zeus used corresponding stealth in his revenge. He planned to create and send forth Pandora, the first woman, as beautiful as she was false; and to send with her a jar concealing all the miseries that would, if allowed to escape, forever afflict mankind. Laughing aloud, he asked Hephaestus to


make haste and mix earth with water and put in it the voice and strength of human kind, and fashion a sweet, lovely maiden-shape, like to the immortal goddesses in face; and Athene to teach her needlework and the weaving of the varied web; and golden Aphrodite to shed grace upon her head and cruel longing and cares that weary the limbs. And he charged Hermes, the slayer of Argus, to put in her a shameless mind and a deceitful nature.… And he called this woman Pandora, because all they who dwelt on Olympus gave each a gift, a plague to men who eat bread.

And when he had finished the sheer, hopeless snare, the Father sent glorious Argus-slayer, the swift messenger of the gods, to take it to Epimetheus as a gift. And … he took the gift, and afterwards, when the evil thing was already his, he understood. For ere this the tribes of men lived on earth remote and free from ills and hard toil and heavy sicknesses which bring the Fates upon men; for in misery men grow old quickly. But the woman took off the great lid of the jar with her hands and scattered all these and her thought caused sorrow and mischief to men. Only Hope remained there in an unbreakable home within under the rim of the great jar, and did not fly out at the door.… But the rest, countless plagues, wander amongst men; for earth is full of evils and the sea is full.1



Secrets stolen and offered as gifts, arousing longing, fear, and anger, bringing benefit or misery—the myth of Pandoras box unfolds interweaving layers of secrecy and revelation. It is one of the many tales of calamities befalling those who uncover what is concealed and thereby release dangerous forces that should have been left in darkness and silence.*

Other myths tell of secrets that are destructive only so long as they remain concealed. Not until someone penetrates them can their evil power be defeated. Learning the name of a monster, or guessing its riddle, ends the spell it casts. The myth of the riddle of the winged Sphinx that terrorized the inhabitants of Thebes concerns such a secret. The Sphinx asked a riddle of passers-by, and tore to pieces and devoured those who could not give the right answer. When Oedipus heard of the city’s plight, he climbed up to the cliff on which the Sphinx perched, and offered to solve her riddle. She asked him what creature it is that, having but one voice, is first four-footed, then two-footed, and at last three-footed. Oedipus answered, “You have spoken of man, who creeps on all four in infancy, then walks on two feet, and leans on a staff in old age, as a third foot.” Enraged that he had solved her riddle, the Sphinx threw herself from the cliff and perished.2

The question whether to leave evil secrets alone or try to defeat them by draining them of their destructive power recurs in many of the therapeutic and investigative practices that I shall discuss in this book. A separate question concerns secrets not in themselves linked with evil, but necessary, rather, to preserve something precious—love, friendship, even life itself—and sometimes endowed with the power to transform those who approach. Thus tales of initiation into mysteries recount how those who follow the prescribed steps of cleansing and devotion are granted access to illumination, whereas those who approach the mystery by wrongful means are changed, corrupted, even destroyed.3

The Faust-legend warns of what can befall those who lose all caution in approaching forbidden secrets. Charlatan, magician, seeker after cures for every disease, Faust probed all the secrets of nature. He desired to know how to ride the clouds, change metals into gold, stave off death, and even create new life—a homunculus—and thus attain the innermost core of knowledge. In exchange for twenty-four years of access to such knowledge and power, he surrendered his soul to Lucifer. Marlowe portrays his ensuing corruption and ruin in Doctor Faustus; at the end, the chorus comments:


Faustus is gone: regard his hellish fall,
Whose fiendful fortune may exhort the wise
Only to wonder at unlawful things,
Whose deepness doth entice such forward wits
To practice more than heavenly power permits. 4



Awareness of the allure and the dangers of secrecy that these and so many other stories convey is central to human experience of what is hidden and set apart. Rooted in encounters with the powerful, the sacred, and the forbidden, this experience goes far deeper than the partaking of any one secret.5 Efforts to guard secrets, probe them, or share them often aim for this deeper and more pervasive experience. If we do not take this into account in considering particular forms of concealment, such as clandestine scientific research, underground political groups, or long-buried family mysteries, then we shall but skim the surface; and the secrets, once revealed, will seem paltry and out of proportion to all that went into guarding them. Similar care is needed in approaching and defining the concept of secrecy itself.

Defining Secrecy [image: ]

a. Secrecy as Intentional Concealment

A path, a riddle, a jewel, an oath—anything can be secret so long as it is kept intentionally hidden, set apart in the mind of its keeper as requiring concealment. It may be shared with no one, or confided on condition that it go no farther; at times it may be known to all but one or two from whom it is kept. To keep a secret from someone, then, is to block information about it or evidence of it from reaching that person, and to do so intentionally: to prevent him from learning it, and thus from possessing it, making use of it, or revealing it.* The word “secrecy” refers to the resulting concealment. It also denotes the methods used to conceal, such as codes or disguises or camouflage, and the practices of concealment, as in trade secrecy or professional confidentiality.

Accordingly I shall take concealment, or hiding, to be the defining trait of secrecy. It presupposes separation, a setting apart of the secret from the non-secret, and of keepers of a secret from those excluded. The Latin secretum carries this meaning of something hidden, set apart.6 It derives from secernere, which originally meant to sift apart, to separate as with a sieve. It bespeaks discernment, the ability to make distinctions, to sort out and draw lines: a capacity that underlies not only secrecy but all thinking, all intention and choice.7 The separation between insider and outsider is inherent in secrecy; and to think something secret is already to envisage potential conflict between what insiders conceal and outsiders want to inspect or lay bare.

Several other strands have joined with this defining trait to form our concept of secrecy. Although they are not always present in every secret or every practice of secrecy, the concepts of sacredness, intimacy, privacy, silence, prohibition, furtiveness, and deception influence the way we think about secrecy. They intertwine and sometimes conflict, yet they come together in our experience of secrecy and give it depth.

Both their diversity and their coming together are reflected in the evolution of the words for “secret” in many languages. At first, different strands or aspects were stressed in different languages; yet over time the words in each language took on the added meaning of the other strands, and came to perform the intricate function required by the experience of what is secret.

One such aspect is that of the sacred, the uncanny, and the mysterious. It is conveyed by words such as arcanum, another Latin word for “secret.”8 The sacred and the secret have been linked from earliest times. Both elicit feelings of what Rudolph Otto called the “numinous consciousness” that combines the daunting and the fascinating, dread and allure.9 Both are defined as being set apart and seen as needing protection. And the sense of violation that intrusion into certain secrets arouses is also evoked by intrusions into the sacred.

Intimacy and privacy represent another aspect of secrecy: one expressed in the German word heimlich.10 At first, heimlich meant that which pertains to the home, the hearth, and the intimate; later, it took on the added meaning of something kept from the view of strangers and finally also of all that is secret. The private constitutes, along with the sacred, that portion of human experience for which secrecy is regarded as most indispensable. In secularized Western societies, privacy has come to seem for some the only legitimate form of secrecy; consequently, the two are sometimes mistakenly seen as identical.

Still another aspect of secrecy—that of silence, the first defense of secrets—is conveyed by the Greek word arretos. At first, it meant the unspoken; later it came to mean also the unspeakable, the ineffable, and the prohibited, sometimes also the abominable and the shameful, and then the secret in all its shadings.

Stealth and furtiveness are linked to secrecy through words such as the Church Slavic tanjinu. And the Swedish tönn connects secrecy not only to such stealth but also to lying, denial, and every form of deceit. The link between secrecy and deceit is so strong in the minds of some that they mistakenly take all secrecy (especially when protected by silence) to be deceptive. In so doing, they confuse secrecy with what is undoubtedly a common means for preserving it. To confuse secrecy and deception is easy, since all deception does involve keeping something secret—namely, that about which one wishes to deceive others. But while all deception requires secrecy, all secrecy is not meant to deceive. Consider the many forms of secrecy in which there need be no aim to mislead: that which may accompany human intimacy, for instance, or protect voters in casting their ballot.

While the hidden is part of the meaning of all these words for “secret,” the different shadings of each one—whether of something sacred, intimate, private, unspoken, silent, prohibited, shameful, stealthy, or deceitful—come together in our understanding of the meanings of the secret and of secrecy. We cannot encompass all these meanings in a single definition; for while they form a family of related meanings, they are not always present together in any one instance of secrecy. For the same reasons, it would be a mistake to define secrecy in terms of only one or two of these meanings, or to view it too narrowly by assuming from the outset an evaluative stance either for or against secrets in general. Yet many have taken such a position.

b. A Neutral Definition

Too exclusive an emphasis on the links between the secret and the sacred can lead one to see all secrecy as inherently valuable, and all harm from it as stemming from the errors and lack of caution of those it injures. And those who think primarily of the links between secrecy and privacy or intimacy, and of secrets as personal confidences, have regarded them as something one has a duty to conceal. Thus the French Encyclopédie of 1765 stated, in the first of two entries under “secret”:


It is everything that we have confided to someone, or that someone has confided to us, with the intention that it not be revealed.… If one must not tell one’s own secret imprudently, still less must one reveal that of another; for that is perfidy, or at least an inexcusable fault.11



Negative views of secrecy are even more common. Why should you conceal something, many ask, if you are not afraid to have it known? The aspects of secrecy that have to do with stealth and furtiveness, lying and denial, predominate in such a view. Woodrow Wilson’s experience in political life, for example, led him to claim that “secrecy means impropriety.”12 He echoed a long tradition of protest against government secrecy, holding it incompatible with democracy.

Many social scientists and psychotherapists have similarly assumed that secrets are in themselves discreditable: that what people conceal is what they regard as shameful or undesirable. A striking illustration is found in a survey in which researchers asked students to reveal, anonymously, what secret they would be least willing to share with the group. On finding that a number of students had specified highly positive secrets, the investigators placed such responses in the category they had labeled “non-secrets.”13

The view that secrets are by nature discreditable and negative is understandable, given the fear that so many secrets have inspired. The fear of conspiracies, of revenge, and of the irreversible consequences of opening Pandora’s box nourishes this view, as does awareness of the corruption that secrecy can breed. Thus Jung wrote that the keeping of secrets acts like a psychic poison, alienating their possessor from the community.14 Like other poisons, he wrote, it may be beneficial in small doses, but its destructive power is otherwise great.

The notion of the secret as a form of poison or infection has long antecedents. Ellenberger traces the concept of what he calls the “pathogenic secret” back to primitive healers, and to magnetists and hypnotists who worked at drawing painful and intolerable secrets into the open.15 Origen, in the third century A.D., described the goal of confession in just such terms:

There were evil thoughts in men, and they were revealed for this reason, that being brought into the open they might be destroyed, slain, and put to death, and cease to be.… For while these thoughts were hidden and not brought into the open they could not be utterly done to death.16

The concern with evil secrets arouses conflicting responses: the desire to leave them undisturbed and so avoid the suffering they might release, or on the contrary, to bring them into the open and drain them of their destructive power. The latter aim—the very reverse of leaving Pandora’s box sealed—is often expressed in terms of healing and sunlight and fresh air being brought to secrets that would otherwise fester and infect. Both aims have their place, whether in religious or therapeutic practices, or yet in politics or in criminal investigations. But to allow them to influence the definition of what is secret risks casting a pall on all that is kept secret, including much that stands in no need of being done to death.

We must retain a neutral definition of secrecy, therefore, rather than one that assumes from the outset that secrets are guilty or threatening, or on the contrary, awesome and worthy of respect. A degree of concealment or openness accompanies all that human beings do or say. We must determine what is and is not discreditable by examining particular practices of secrecy, rather than by assuming an initial evaluative stance.

The Secret and the Unknown

Samuel Johnson listed three subentries under the noun “secret” in his Dictionary:



	Something studiously hidden


	A thing unknown; something not yet discovered


	Privacy, secrecy; invisible or undiscovered state.17






The first entry singles out what I have called the defining trait of secrecy: intentional concealment. Should the second and third also be part of the definition? Many have thought so. The unknown and the private are obviously closely linked to secrecy. In considering the ethics of secrecy, does it matter whether or not we take them to form part of the definition?

“A thing unknown; something not yet discovered”—Johnson’s words recall deeply rooted perceptions of secrecy and of its elusiveness for outsiders. In thinking about secrecy, one cannot always know what is and is not intentionally kept hidden. Certain religious traditions hold that all that we do not know is kept from our view on purpose. References to the secrets of the human body or of the cell or of the universe echo these uncertainties and beliefs.

Some have included still more than the unknown in their definition of the secret: all that people forget, repress, and ignore. All such definitions tantalize: they hint at powers intending to keep us in the dark. A hidden intention may be at play—most paradoxical of all when it is taken to be our own intention to forget and to keep knowledge at arm’s length.

Any inquiry into the ethics of secrecy must take such views seriously. They remind us of the persistent concern about whether outside powers or forces within us keep us in the dark. But all assumptions about hidden intentions and secrets kept from oneself must be examined and questioned, rather than presupposed in the very definition of secrecy. The relationship between what is unknown and what is kept secret must not be settled at the definitional stage.

Some things we believe we know; many we are conscious of not knowing; and in between are countless shadings of belief, vacillation, and guesswork. The concept of what is secret is central in each of these domains. What we believe we know or belong to defines the area in which we move with greater assurance; and within that area, what we keep secret requires our most intense and often most active attention. Similarly, amidst the vastness of all that we are conscious of not knowing, or of trying to ascertain, we experience as secret the spaces from which we feel shut out.

Secrecy and Privac


His mind of man, a secret makes
I meet him with a start
He carries a circumference
In which I have no part

EMILY DICKINSON



It is equally important to keep the distinction between secrecy and privacy from being engulfed at the definitional stage.18 The two are closely linked, and their relationship is central to the questions I shall raise throughout this book. In order to maintain the distinction, however, it is important first to ask how they are related and wherein they differ. Having defined secrecy as intentional concealment, I obviously cannot take it as identical with privacy. I shall define privacy as the condition of being protected from unwanted access by others—either physical access, personal information, or attention. Claims to privacy are claims to control access to what one takes—however grandiosely—to be one’s personal domain. Through such claims, and the counterclaims they often generate, people try to reinforce or expand this control.19

Privacy and secrecy overlap whenever the efforts at such control rely on hiding. But privacy need not hide; and secrecy hides far more than what is private. A private garden need not be a secret garden; a private life is rarely a secret life. Conversely, secret diplomacy rarely concerns what is private, any more than do arrangements for a surprise party or for choosing prize winners.20

Why then are privacy and secrecy so often equated? In part, this is so because privacy is such a central part of what secrecy protects that it can easily be seen as the whole. People claim privacy for differing amounts of what they are and do and own; if need be, they seek the added protection of secrecy. In each case, their purpose is to become less vulnerable, more in control.

In these efforts at control, how do individuals protect privacy? They guard, first of all, against others coming too near by protecting what has come to be called personal space and territoriality.21 To be sure, the boundaries of this space are differently envisaged according to culture and personality and imagination; but recent work in the social sciences shows that most individuals do conceive of certain near-physical boundaries enclosing their bodies, some of the space immediately surrounding them, and at times certain objects and living beings, animal or human. Some people also sense boundaries around their names, their thoughts, their inventions, and what they have created.22 Particularly close to some is that into which they have put work—a garden or a farm built up from scratch, a work of art, or a painstakingly assembled collection. Many look at their children in this way—a proprietary attitude likely to conflict with their children’s own sense of privacy.

A similar range has been demonstrated for many species of animals with reference to territoriality and spacing. The “flight distance” is the distance at which an animal will flee from an intruder of another species: around five hundred yards for an antelope, six feet for a wall lizard. With respect to their own species, many animals, given a chance, will space themselves at some distance from one another, whether on telephone wires, in flying formations, or when sleeping.23

Spacing and territoriality occur in varying degrees across a wide range of species, including our own. But the developed sense of privacy common to human societies concerns not only physical access but also information about personal matters and attention to them or to one’s person. Thus many would feel their privacy invaded if personal medical information about them were published in the local newspaper, or if they knew that their movements were under constant surveillance by satellite, quite apart from physical nearness and territoriality. Therefore, while it is helpful to find similarities in other species, excessive reliance on such analogies can lead to a stunted interpretation of the complex role of human efforts at privacy.

Human beings find the most ingenious ways to protect their privacy, even under conditions of near-constant physical proximity to others. In many cultures, even minimal control over physical access can be hard to come by in the midst of communal and family life. Some villages have huts with walls so thin that sounds can easily be heard through them; others have no walls at all separating couples, or families. Many ways are then devised to create privacy. Villagers may set up private abodes outside the village to which they go for days or even months when they want to be alone or with just one or two others. Many cultures have developed strict rules of etiquette, along with means of dissimulation and hypocrisy that allow certain private matters to remain unknown or go unobserved. In such ways, it is possible to exercise some control over one’s openness to others even in the midst of communal life or crowds.

An arresting example of how such control can be maintained is provided by the Tuareg men of North Africa who wear blue veils and long robes of indigo cotton, so that little of them shows except their hands, their feet, and the area around their eyes. The veil is worn at home as well as outside, even when eating or smoking. Some wear it even when asleep. It is raised to cover the face most completely in the presence of highly placed persons or family members granted special respect, such as in-laws. One observer noted that the veil protects ceremonial reserve and allows a “symbolic withdrawal from a threatening situation.”


The veil, though providing neither isolation nor anonymity, bestows facelessness and the idiom of privacy upon its wearer and allows him to stand somewhat aloof from the perils of social interaction while remaining a part of it.24



Erving Goffman has described the efforts to diminish and erode privacy in “total institutions” such as prisons:


On the outside, the individual can hold objects of self-feeling—such as his body, his immediate actions, his thoughts, and some of his possessions—clear of contact with alienating and contaminating things. But in total institutions these territories of the self are violated; the boundary that the individual places between his being and the environment is invaded and the embodiment of self profaned.25



Heads may be shaved, property and clothing removed, letters read by censors. Even in the most carefully supervised institutions, however, inmates often find a way, often through deception and secrecy, to preserve at least a modicum of privacy. One study describes children’s efforts to seek privacy in a psychiatric ward where staff control was nearly continuous.26 Sleeping, eating, bathroom visits, all were regimented in such a way that doors could not be closed and solitude was impossible. The result, according to the authors, was that the children resorted to ingenious forms of misbehavior in the hope of being put in the isolation room from time to time. In so doing, they were no different from most other human beings in their desire to avoid ceaseless observation.27 Where ordinary forms of withdrawal are forbidden, circuitous or disguised methods take their place, even for persons who have nothing to hide of a discrediting or guilty nature.

When do secrecy and privacy most clearly overlap? They do so most immediately in the private lives of individuals, where secrecy guards against unwanted access by others—against their coming too near, learning too much, observing too closely. Secrecy guards, then, the central aspects of identity, and if necessary, also plans and property. It serves as an additional shield in case the protection of privacy should fail or be broken down. Thus you may assume that no one will read your diary; but you can also hide it, or write it in code, as did William Blake, or lock it up. Secret codes, bank accounts, and retreats, secret thoughts never voiced aloud, personal objects hidden against intruders: all testify to the felt need for additional protection.

Similarly, groups can create a joint space within which they keep secrets, surrounded by an aura of mystery. Perhaps the most complete overlap of privacy and secrecy in groups is that exemplified in certain secret societies. The members of some of these societies undergo such experiences that their own sense of privacy blends with an enlarged private space of the group. The societies then have identities and boundaries of their own. They come into being like living organisms, vulnerable; they undergo growth and transformation, and eventually pass away.

It is harder to say whether privacy and secrecy overlap in practices of large-scale collective secrecy, such as trade or military secrecy. Claims of privacy are often made for such practices, and the metaphors of personal space are stretched to apply to them. To be sure, such practices are automatically private in one sense so long as they are not public. But the use of the language of privacy, with its metaphors of personal space, spheres, sanctuaries, and boundaries, to personalize collective enterprises should not go unchallenged. Such usage can be as sentimental as the excessive resort by poets to the “pathetic fallacy” (in which personal feelings such as grief or cruelty are ascribed to nature) and can then distort our understanding of the role of these enterprises.28

The obsessive, conflict-ridden invocation of privacy in Western society has increased the occasions for such expanded uses of the metaphors of privacy;29 so has the corresponding formalization of the professional practices of secrecy and openness. At times the shield of privacy is held up to protect abuses, such as corporate tax fraud or legislative corruption, that are in no manner personal.

While secrecy often guards what is private, therefore, it need not do so, and it has many uses outside the private sphere. To see all secrecy as privacy is as limiting as to assume that it is invariably deceptive or that it conceals primarily what is discreditable. We must retain the definition of secrecy as intentional concealment, and resist the pressure to force the concept into a narrower definitional mold by insisting that privacy, deceit, or shame always accompanies it. But at the same time we must strive to keep in mind these aspects of our underlying experience of secrecy, along with the others I have mentioned—the sacred, the silent, the forbidden, and the stealthy.

Without such a neutral and nonlimiting definition, it will be difficult to frame the moral questions about secrecy. If we regard secrecy as inherently deceptive or as concealing primarily what is discreditable, we shall be using loaded concepts before we even look at the practices that require us to make a choice; in this way we shall only confuse or deflect the moral questions that they raise. It is almost as if the effort to define secrecy reflected the conflicting desires that approaching many an actual secret arouses: the cautious concern to leave it carefully sealed, or on the contrary, the determination to open it up, cut it down to size, see only one of its aspects, hasten to solve its riddle.


*In later versions of the tale of Pandora’s box, the good was enclosed with the evil; when the lid was raised, all that was good scattered and was lost to mankind, while what was evil remained to plague men. There are several versions, too, of what happened to Hope: whether it was kept in the jar, as Hesiod relates, or flew out; and if it flew out, whether it helped men or merely deceived them into thinking their fate bearable, in order to keep them from committing suicide.

*There are, of course, many other reasons why information or evidence may not reach a person, quite apart from intentional secrecy. Unintended distortions or blockages may occur either at the source, en route, or at the receiving end of any communication.




Chapter II [image: ]

Secrecy and Moral Choice


“Tell me your secrets.”
I say not a word, for this is under my control.
“But I will fetter you.”
What is that you say, man? Fetter me?
My legs you will fetter, but my deliberate
choice not even Zeus has the power to overcome.

EPICTETUS, Discourses



A Thought-Experiment

Imagine four different societies: two of them familiar from religious and mythological thinking, the other two closer to science fiction. To the extent that each reflects aspects of our own world, it will arouse the ambivalence and unease characteristic of conflicts over secrecy.

—In the first of the four imaginary societies, you and I cannot keep anything secret; but others, or at least someone, perhaps a deity, can. We are transparent to them, either because we are incapable of concealment or because they have means of penetrating all our defenses.

—In the second society, all is reversed. You and I can pierce all secrets. A magic ring and a coat of invisibility give us access to these secrets, unbeknownst to those on whom we focus our attention.

—In the third society, no one can keep secrets from anyone who desires to know them. Plans, actions, fears, and hopes are all transparent. Surprise and concealment are out of the question.

—In the fourth society, finally, everyone can keep secrets impenetrable at will. All can conceal innocuous as well as lethal plans, the noblest as well as the most shameful acts, and hatreds and conspiracies as much as generosity and self-sacrifice. Faces reveal nothing out of turn; secret codes remain unbroken.

Abstract, for now, from possible supernatural influences that might render these societies either more or less benign, and consider how it would be to live in each one. Would these societies not all turn out to be less desirable than our own, with all its conflicts over secrecy and openness, all its unpredictability and imperfection? Despite its inadequate protection of personal liberties, its difficulties in preserving either the secrecy or the openness on which human beings thrive, and its many abuses, our own world nevertheless differs from each of the four above in ways for which we must be grateful.

It is precisely those elements of our own experience which bring us closest to one or another of the four that are most troubling. Thus the first society—in which you and I can keep no secrets—might appeal to saints who seek to live with few shelters, few secrets, and to the publicity-hungry who want the spotlight for theirs. But life for most of us would be too exposed, too vulnerable, without a measure of secrecy. We might wish for the transparency of this imagined world at chosen moments, with close friends; but we are also aware of its resemblance to the experience of persons subjected to the modern methods of interrogation, surveillance, and thought-control now employed in so many countries. Even Epictetus, quoted at the beginning of this chapter as saying that his secrets are under his control—that his feet might be fettered but never his deliberate choice—would have to use all his strength to resist these techniques, and still could not count on being able to hold out.

The second world, in which you and I can penetrate all secrets, echoes the perennial desire to satisfy all one’s curiosity by moving unseen among others while learning their most closely held secrets. Yet as we reflect on the power that would be ours in this second world, we might hesitate to accept it. We would have to recognize not only its intrusiveness but its dangers to us, the unseen intruders and manipulators. The experience of this imagined society is brought closer for those who employ the new techniques of surveillance and of surreptitious probing—the one-way mirrors, the electronic eavesdropping, the elaborate undercover investigations. That even many who avail themselves of such techniques are uneasy about them is clear from the debates over their use among social scientists or reporters or police agents.

Some might argue that these new techniques of probing, along with refined versions of very old ones, are becoming so common that we are approaching, rather, the third imaginary society, in which no one can keep secrets from anyone intent on knowing them. Thus one intelligence analyst has recently claimed that there “is no privacy from a well-financed, technically adept person or agency determined to gain personal information about an individual, group, or country.”1 One may wish to dispute his estimate, or argue that the expense of the efforts he has in mind is so great that most people would be safe from such intense probing. But what would the world be like if methods making secrecy impossible were generally available?

Might there be benefits in such universal transparency, as long as all could avail themselves of it? It would not only rule out secrecy but the very possibility of deceit and hypocrisy. Would such a state of openness among human beings not be nobler than the concealment we live with, and all the dissimulation it makes possible? Openness and sincerity, after all, are qualities we prize. As Meister Eckhart said, we call him a good man who reveals himself to others and, in so doing, is of use to them.2

On reflection, even those most in favor of openness among human beings might nevertheless reject the loss of all secrecy; or else advocate it only for certain exceptional persons who choose it for themselves and are able to tolerate it. Advocates of universal transparency have usually envisioned it for some future society free of the conflicts and contradictions of our own. Thus Sartre held that “transparency must substitute itself at all times for secrecy,” but that this will be possible only when material want has been suppressed. At such a time, he argued, the relationship between men will no longer be antagonistic:


I can imagine rather easily the day when two men will have no more secrets from one another because they will keep secrets from no one, since the subjective life, just as much as the objective life, will be totally offered, given.3



Yet the desire for such mutual transparency, even when relegated to a future, idealized world, should give pause. We must consider the drawbacks of too much information as well as those of being kept in the dark. And we must take into account our responses to all that we might learn about one another in such a world. Would we be able to cope with not only the quantity but also the impact upon us of the information thus within reach? And if secrecy were no longer possible, would brute force turn out to be the only means of self-defense and of gaining the upper hand? It is not inconceivable that the end result of a shift to the third imagined society would be chaos.

Aspects of the fourth society, finally, might develop precisely in response to the felt threat from increased transparency. They are foreshadowed in the governmental and commercial use of the “unbreakable codes” that cryptographers are currently designing, and in mechanisms to foil electronic eavesdropping. If such methods became available to everyone, and were capable of protecting all that people might wish to hide, how would our lives change? It is not certain that society as we now know it could survive such changes, for it depends in part on the possibility of predicting and forestalling or preparing for danger. Given a state in which no one could penetrate the secrets of others, nor know what harm they threatened, would those with the most far-reaching plans for aggression or crime win out? Or would so many fear such plans, and try to forestall them with violence of their own, that all would end in one great pre-emptive conflagration?

We contemplate these four imaginary societies with uneasiness. As I turn, in later chapters, to such practices as confession, psychotherapy, gossip, trade secrecy, cryptography, and undercover policing, I hope to show that our ambivalence toward them partakes of the same uneasiness. Is this response justified? If so, for what reasons? And what distinctions may we then wish to draw between forms of keeping, probing, and revealing secrets?

The Need for Secrecy

Secrecy is as indispensable to human beings as fire, and as greatly feared. Both enhance and protect life, yet both can stifle, lay waste, spread out of all control. Both may be used to guard intimacy or to invade it, to nurture or to consume. And each can be turned against itself; barriers of secrecy are set up to guard against secret plots and surreptitious prying, just as fire is used to fight fire.

We must keep in mind this conflicted, ambivalent experience of secrecy as we study it in its many guises, and seek standards for dealing with it. But because secrecy is so often negatively defined and viewed as primarily immature, guilty, conspiratorial, or downright pathological, I shall first discuss the need for the protection it affords.

Consider how, in George Orwell’s Nineteen Eighty-four, Winston Smith tried to preserve one last expression of independence from the Thought-police. He had decided to begin a diary, even though he knew he thereby risked death or at least twenty-five years in a forced-labor camp. He placed himself in an alcove in his living room where the telescreen could not see him, and began to write. When he found himself writing DOWN WITH BIG BROTHER over and over, he panicked and was tempted to give up.


He did not do so, however, because he knew that it was useless. Whether he wrote DOWN WITH BIG BROTHER, or whether he refrained from writing it, made no difference. Whether he went on with the diary, or whether he did not go on with it, made no difference. The Thought-police would get him just the same. He had committed—would still have committed, even if he had not set pen to paper—the essential crime that contained all others in itself. Thoughtcrime, they called it. Thoughtcrime was not a thing that could be concealed forever. You might dodge successfully for a while, even for years, but sooner or later they were bound to get to you.4



Subjected to near-complete surveillance, Winston Smith was willing to risk death rather than to forgo the chance to set down his thoughts in secret. To the extent that he retained some secrecy for his views, he had a chance to elude the Thought-police. Though aware that “sooner or later they were bound to get to you,” he did not know that he was under surreptitious observation even as he prepared to write—that his most secret undertaking was itself secretly spied upon.

Conflicts over secrecy—between state and citizen, as in this case, or parent and child, or in journalism or business or law—are conflicts over power: the power that comes through controlling the flow of information.5 To be able to hold back some information about oneself or to channel it and thus influence how one is seen by others gives power; so does the capacity to penetrate similar defenses and strategies when used by others. True, power requires not only knowledge but the capacity to put knowledge to use; but without the knowledge, there is no chance to exercise power. To have no capacity for secrecy is to be out of control over how others see one; it leaves one open to coercion. To have no insight into what others conceal is to lack power as well. Those who are unable or unwilling ever to look beneath the surface, to question motives, to doubt what is spoken, are condemned to live their lives in ignorance, just as those who are unable to keep secrets of their own must live theirs defenseless.

Control over secrecy provides a safety valve for individuals in the midst of communal life—some influence over transactions between the world of personal experience and the world shared with others. With no control over such exchanges, human beings would be unable to exercise choice about their lives. To restrain some secrets and to allow others freer play; to keep some hidden and to let others be known; to offer knowledge to some but not to all comers; to give and receive confidences and to guess at far more: these efforts at control permeate all human contact.

Those who lose all control over these relations cannot flourish in either the personal or the shared world, nor retain their sanity. If experience in the shared world becomes too overwhelming, the sense of identity suffers. Psychosis has been described as the breaking down of the delineation between the self and the outside world: the person going mad “flows out onto the world as through a broken dam.”6 Conversely, experience limited to the inside world stunts the individual: at best it may lead to the aching self-exploration evoked by Nietzsche: “I am solitude become man.—That no word ever reached me forced me to reach myself.”7

In seeking some control over secrecy and openness, and the power it makes possible, human beings attempt to guard and to promote not only their autonomy but ultimately their sanity and survival itself. The claims in defense of this control, however, are not always articulated. Some take them to be so self-evident as to need no articulation; others subsume them under more general arguments about liberty or privacy. But it is important for the purposes of considering the ethics of secrecy to set forth these claims. Otherwise it will not be possible to ask, in particular cases, to what extent they should apply and what restraints they might require. Nor will it be possible to study the extrapolations made from them in support of collective practices of secrecy.

The claims in defense of some control over secrecy and openness invoke four different, though in practice inseparable, elements of human autonomy: identity, plans, action, and property. They concern protection of what we are, what we intend, what we do, and what we own.

The first of these claims holds that some control over secrecy and openness is needed in order to protect identity: the sense of what we identify ourselves as, through, and with. Such control may be needed to guard solitude, privacy, intimacy, and friendship. It protects vulnerable beliefs or feelings, inwardness, and the sense of being set apart: of having or belonging to regions not fully penetrable to scrutiny, including those of memory and dream; of being someone who is more, has become more, has more possibilities for the future than can ever meet the eyes of observers. Secrecy guards, therefore, not merely isolated secrets about the self but access to the underlying experience of secrecy.

Human beings can be subjected to every scrutiny, and reveal much about themselves; but they can never be entirely understood, simultaneously exposed from every perspective, completely transparent either to themselves or to other persons. They are not only unique but unfathomable.* The experience of such uniqueness and depth underlies self-respect and what social theorists have called the sense of “the sacredness of the self.”8 This sense also draws on group, familial, and societal experience of intimacy and sacredness, and may attach to individual as well as to collective identity. The growing stress in the last centuries on human dignity and on rights such as the right to privacy echoes it in secular and individualized language.

Without perceiving some sacredness in human identity, individuals are out of touch with the depth they might feel in themselves and respond to in others. Given such a sense, however, certain intrusions are felt as violations—a few even as desecrations. It is in order to guard against such encroachments that we recoil from those who would tap our telephones, read our letters, bug our rooms: no matter how little we have to hide, no matter how benevolent their intentions, we take such intrusions to be demeaning.

Not only does control over secrecy and openness preserve central aspects of identity; it also guards their changes, their growth or decay, their progress or backsliding, their sharing and transformation of every kind.† Here as elsewhere, while secrecy can be destructive, some of it is indispensable in human lives. Birth, sexual intimacy, death, mourning, experiences of conversion or of efforts to transcend the purely personal are often surrounded by special protections, and with rituals that combine secrecy and openness in set proportions.

Consider, for example, the role of secrecy, probing, and revelation with respect to pregnancy. In most cultures its workings have been thought mysterious, miraculous, at times terrifying. Like other experiences in which human boundaries are uncertain or shifting, pregnancy often increases vulnerability and the need for secrecy. Merely conjectured at first and pondered in secret by women, then perhaps revealed to a few, it is destined to unfold and to become known to many more. It is a period of heightened inwardness, awe, and joy for many women, giving them a sense of mattering in part because they have such a secret to keep or to reveal. At times these feelings are overwhelmed by fear and anxiety—concerning the future of the baby, perhaps, or of the pregnant mother herself once her condition becomes known.

A work that illuminates such conflicts over secrecy in pregnancy is The Confessions of Lady Nijō, written in fourteenth-century Japan.9 When still a child, Lady Nijō was forced to become the concubine of a retired emperor. She had several babies not fathered by him. Her book tells of the stratagems required each time to conceal her pregnant state, and to give birth in secret to a baby she could never hope to rear but had to turn over to others; it recounts her despair over this fate, her fear lest the emperor should learn she was the mother of a baby not his own, and her repeated attempts to escape her life at court to travel and write poetry as a Buddhist nun. Like Lady Nijō, women in many other cultures have had to conceal their condition, fearful that it be noticed, and afraid of the gossip, the loss of face if they were unmarried, perhaps the dismissal from work once concealment was no longer possible.*

The second and third claims to control over secrecy presuppose the first. Given the need to guard identity, they invoke, in addition, the need for such control in order to protect certain plans and actions.

Choice is future-oriented, and never fully expressed in present action. It requires what is most distinctive about human reasoning: intention—the capacity to envisage and to compare future possibilities, to make estimates, sometimes to take indirect routes to a goal or to wait. What is fragile, unpopular, perhaps threatened, such as Winston Smith’s plan to express his views freely in his diary, seeks additional layers of secrecy. To the extent that it is possible to strip people of their capacity for secrecy about their intentions and their actions, their lives become more transparent and predictable; they can then the more easily be subjected to pressure and defeated.

Secrecy for plans is needed, not only to protect their formulation but also to develop them, perhaps to change them, at times to execute them, even to give them up. Imagine, for example, the pointlessness of the game of chess without secrecy on the part of the players. Secrecy guards projects that require creativity and prolonged work: the tentative and the fragile, unfinished tasks, probes and bargaining of all kinds. An elopement or a peace initiative may be foiled if prematurely suspected; a symphony, a scientific experiment, or an invention falters if exposed too soon. In speaking of creativity, Carlyle stressed the need for silence and secrecy, calling them “the element in which great things fashion themselves together.”11

Joint undertakings as well as personal ones may require secrecy for the sharing and working out of certain plans and for cooperative action. Lack of secrecy would, for instance, thwart many negotiations, in which all plans cannot easily be revealed from the outset. Once projects are safely under way, however, large portions of secrecy are often given up voluntarily, or dispelled with a flourish. Surprises are sprung and jokes explained. The result of the jury trial can be announced, the statue unveiled, the secretly negotiated treaty submitted for ratification, the desire to marry proclaimed. Here again, what is at issue is not secrecy alone, but rather the control over secrecy and openness. Many projects need both gestation and emergence, both confinement and publicity. Still others, such as certain fantasies and daydreams and hopes, may be too ephemeral or intimate, at times too discreditable, ever to see the light of day.

Secrecy about plans and their execution, therefore, allows unpredictability and surprise. These are often feared; yet without them human existence would not only be unfree but also monotonous and stifling. Secrecy heightens the value of revelations; it is essential for arousing suspense, whether through stories told, surprises prepared, or waiting times imposed. It can lend the joy of concentration and solemnity to the smallest matters. Secrecy may also lower intensity and provide relief so that when a revelation is finally made—as after the death of those most intimately connected with events described in an author’s private diaries—the anguish of exposure is lessened. In all these ways, secrecy is the carrier of texture and variety. Without it, and without the suspense and wit and unexpectedness it allows, communication would be oppressively dull—lifeless in its own right.

The fourth claim to control over secrecy concerns property. At its root, it is closely linked to identity, in that people take some secrets, such as hidden love letters, to belong to them more than to others, to be proper to them.12 We link such secrets with our identity, and resist intrusions into them. But the claim to own secrets about oneself is often far-fetched. Thus the school-bus driver who has a severe heart condition cannot rightfully claim to own this medical information, even though it concerns him intimately. Even when outsiders have less need to share the information than in such a case, the question who owns a secret may be hard to answer. Should one include only those “about whom” it is a secret, those who claim a right to decide whether or not to disclose it, or all who know it?

In addition to such questions of owning secrets, secrecy is invoked to protect what one owns. We take for granted the legitimacy of hiding silver from burglars and personal documents from snoopers and busybodies. Here, too, the link to identity is close, as is that to plans and their execution. For had we no belongings whatsoever, our identity and our capacity to plan would themselves be threatened, and in turn survival itself. As H. L. A. Hart points out, life depends on the respect for at least “some minimal form of the institution of property (though not necessarily individual property) and the distinctive kind of rule which requires respect for it.”13 At the most basic level, if crops are to be grown, land must be secure from indiscriminate entry, and food must be safe from being taken by others.

The four claims to control over secrecy and openness to protect identity, plans, action, and property are not always persuasive. They may be stretched much too far, or abused in many ways. No matter how often these claims fail to convince, however, I shall assume that they do hold for certain fundamental human needs. Some capacity for keeping secrets and for choosing when to reveal them, and some access to the underlying experience of secrecy and depth, are indispensable for an enduring sense of identity, for the ability to plan and to act, and for essential belongings. With no control over secrecy and openness, human beings could not remain either sane or free.

The Dangers of Secrecy

Against every claim to secrecy stands, however, the awareness of its dangers. It is the experience of these dangers that has led so many to view secrecy negatively, and that underlies statements such as that by Lord Acton, that “every thing secret degenerates.”14 Such categorical dismissals are too sweeping, but they do point to the harm that secrets can do both to those who keep them and to those from whom they are kept—harm that often thwarts and debilitates the very needs for which I have argued that control over secrecy is indispensable.

Secrecy can harm those who make use of it in several ways. It can debilitate judgment, first of all, whenever it shuts out criticism and feedback, leading people to become mired down in stereotyped, unexamined, often erroneous beliefs and ways of thinking. Neither their perception of a problem nor their reasoning about it then receives the benefit of challenge and exposure. Scientists working under conditions of intense secrecy have testified to its stifling effect on their judgment and creativity. And those who have written about their undercover work as journalists, police agents, and spies, or about living incognito for political reasons, have described similar effects of prolonged concealment on their capacity to plan and to choose, at times on their sense of identity.

Secrecy can affect character and moral choice in similar ways. It allows people to maintain façades that conceal traits such as callousness or vindictiveness—traits which can, in the absence of criticism or challenge from without, prove debilitating. And guilty or deeply embarrassing secrets can corrode from within before outsiders have a chance to respond or to be of help. This deterioration from within is the danger Acton referred to in his statement, and is at the root of the common view that secrecy, like other exercises of power, can corrupt.

These risks of secrecy multiply because of its tendency to spread. Aware of the importance of exercising control over secrecy and openness, people seek more control whenever they can, and rarely give up portions of it voluntarily. In imitation and in self-protection, others then seek more as well. The control shifts in the direction of secrecy whenever there is negligence or abuse to cover up; as a result, as Weber pointed out, bureaucracies and other organizations surround themselves with ever greater secrecy to the extent that circumstances permit.

As secrecy debilitates character and judgment, it can also lower resistance to the irrational and the pathological. It then poses great difficulties for individuals whose controls go awry. We know all the stifling rigidity that hampers those who become obsessed with secrecy. For them, secrecy no longer serves sanity and free choice. It shuts off the safety valve between the inner and the shared worlds. We know, too, the pathologies of prying into the private spheres of others, and of losing all protection for one’s own: voyeurism and the corresponding hunger for self-exposure that destroy the capacity to discriminate and to choose.

The danger of secrecy, however, obviously goes far beyond risks to those who keep secrets. If they alone were at risk, we would have fewer reasons to try to learn about, and sometimes interfere with, their secret practices. Our attitude changes radically as soon as we suspect that these practices also hurt others. And because secrecy can debilitate judgment and choice, spread, and become obsessive, it often affects others even when it is not intended to. This helps explain why, in the absence of clear criteria for when secrecy is and is not injurious, many people have chosen to regard all secrecy as potentially harmful.

When the freedom of choice that secrecy gives one person limits or destroys that of others, it affects not only his own claims to respect for identity, plans, action, and property, but theirs. The power of such secrecy can be immense. Because it bypasses inspection and eludes interference, secrecy is central to the planning of every form of injury to human beings. It cloaks the execution of these plans and wipes out all traces afterward. It enters into all prying and intrusion that cannot be carried out openly. While not all that is secret is meant to deceive—as jury deliberations, for instance, are not—all deceit does rely on keeping something secret. And while not all secrets are discreditable, all that is discreditable and all wrongdoing seek out secrecy (unless they can be carried out openly without interference, as when they are pursued by coercive means).

Such secrecy can hamper the exercise of rational choice at every step: by preventing people from adequately understanding a threatening situation, from seeing the relevant alternatives clearly, from assessing the consequences of each, and from arriving at preferences with respect to them. Those who have been hurt in such a way by the secrecy of others may in turn seek greater control over secrecy, and thus in turn experience its impairment of choice, its tendency to spread, its capacity to corrupt and to invite abuse.

Moral Considerations

Given both the legitimacy of some control over secrecy and openness, and the dangers this control carries for all involved, there can be no presumption either for or against secrecy in general. Secrecy differs in this respect from lying, promise-breaking, violence, and other practices for which the burden of proof rests on those who would defend them. Conversely, secrecy differs from truthfulness, friendship, and other practices carrying a favorable presumption.

The resulting challenge for ethical inquiry into the aims and methods of secrecy is great. Not only must we reject definitions of secrecy that invite approval or disapproval; we cannot even begin with a moral presumption in either direction. This is not to say, however, that there can be none for particular practices, nor that these practices are usually morally neutral. But it means that it is especially important to look at them separately, and to examine the moral arguments made for and against each one.

In studying these moral arguments, I shall rely on two presumptions that flow from the needs and dangers of secrecy that I have set forth. The first is one of equality. Whatever control over secrecy and openness we conclude is legitimate for some individuals should, in the absence of special considerations, be legitimate for all. If we look back at the four imaginary societies as illustrations, I can see no reason why some individuals should lack all such control, as in the first and second societies, and not others: no reason why, as in the first society, only you and I should be unable to keep anything secret or, as in the second, be able to penetrate all secrets. No just society would, if it had the choice, allocate controls so unequally. This is not to say that some people might not be granted limited powers for certain of those purposes under constraints that minimize the risks—in journalism, for instance, or government; but they would have to advance reasons sufficient to overcome the initial presumption favoring equality. On the basis of this presumption, I reject both the first and the second of the imaginary societies, and any others that come close to them even in part.

My second presumption is in favor of partial individual control over the degree of secrecy or openness about personal matters—those most indisputably in the private realm. (I shall leave for later consideration the question of large-scale collective control over secrecy and openness regarding personal matters, as well as individual or collective control over less personal matters, such as professional, business, or government secrets.) Without a premise supporting a measure of individual control over personal matters, it would be impossible to preserve the indispensable respect for identity, plans, action, and belongings that all of us need and should legitimately be able to claim.

Such individual control should extend, moreover, to what people choose to share with one another about themselves—in families, for example, or with friends and colleagues. Without the intimacy that such sharing makes possible, human relationships would be impossible, and identity and plans would themselves suffer. For these reasons, I reject also the third imaginary society, in which all is openness, and where people have no choice between such openness and secrecy, even in personal and intimate matters.

At the same time, however, it is important to avoid any presumption in favor of full control over such matters for individuals. Such full control is not necessary for the needs that I have discussed, and would aggravate the dangers. It would force us to disregard the legitimate claims of those persons who might be injured, betrayed, or ignored as a result of secrets inappropriately kept or revealed. I must therefore also reject the fourth imaginary society, in which all have such control and can exercise it at will.

Given these two presumptions, in favor of equal control over secrecy and openness among all individuals, and in favor of partial individual control over personal matters, exercised singly or shared with other individuals, I shall go on to ask: What considerations override these presumptions? This will require us to look at the reasons advanced in favor of unusual secrecy, probing, or revelation by some, and to ask when even the partial control exercised by an individual in personal matters must be overridden. It will also require us to examine the role of loyalty and promises in counteracting such reasons to override personal control; and the crucial difference it makes if it is one’s own secret or that of another that one wonders whether to reveal.

In approaching such questions about the ethics of secrecy, I hope to show how they mirror and shed light on aspects of ethics more generally. But these questions also create special difficulties; for no matter what moral principles one takes to be important in moral reasoning, they have a near-paradoxical relationship with secrecy. Thus, secrecy both promotes and endangers what we think beneficial, even necessary, for survival. It may prevent harm, but it follows maleficence like a shadow. Every misdeed cloaks itself in secrecy unless accompanied by such power that it can be performed openly. And while secrecy may heighten a sense of equality and brotherhood among persons sharing the secret, it can fuel gross intolerance and hatred toward outsiders. At the heart of secrecy lies discrimination of some form, since its essence is sifting, setting apart, drawing lines. Secrecy, moreover, preserves liberty, yet this very liberty allows the invasion of that of others.


*Many have written about individuals as worlds, universes, or networks, unfathomable in practice if not in principle. And the death of an individual has been likened to the burning down of a great library or to a universe going extinct, as the inwardness and focus and connections of a life are lost, along with the sense of what William Blake called “the holiness of minute particulars.”

†Identities and boundaries may themselves be transformed by the revelation or the penetration of certain secrets. And revealing, penetrating, and guarding secrets, in turn, often make use of transformations:

—Some ways of revealing secrets require a transformation, such as an initiation, on the part of those who are to share the secret. Their oath of secrecy, too, transforms their obligations. Their identity may undergo a metamorphosis of growth or destruction.

—Some secrets are transformed so as to be more easily guarded, through codes, miniaturization, or oracular sayings that only initiates will understand.

—Certain transformations allow the penetration of secrets. Becoming a “fly on the wall,” or wearing the invisibility ring of myth or folk tale; all kinds of disguise; the bugging of rooms and electronic surveillance from afar: these changes allow probing of secrets otherwise carefully guarded.

*Even when a pregnancy is acknowledged, and after the expected baby is born, uncertainty and secrecy may persist regarding the identity of one or both of the parents. Strindberg, in The Father, has conveyed the anguish of a husband who suspects that he might not be the true father of his daughter. His brain “grinding at the empty thoughts until it burns out,” he goes over and over in his mind all that he knows about reproduction, arguing that no man is ever fully certain of the paternity of his children. Women alone, he believes, are able to “know absolutely.” “A man has no children—it is only women who bear children,” he concludes, “and that is why the future may be theirs, when we die without offspring!”10
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