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It Pays to Get Certified

In a digital world, digital literacy is an essential survival skill. Certification proves you have the knowledge and skill to solve business problems in virtually any business environment. Certifications are highly valued credentials that qualify you for jobs, increased compensation, and promotion.
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CompTIA A+ Certification Advances Your Career
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• The CompTIA A+ credential—provides foundation-level knowledge and skills necessary for a career in PC repair and support.

• Starting Salary—CompTIA A+ Certified individuals can earn as much as $65,000 per year.

• Career Pathway—CompTIA A+ is a building block for other CompTIA certifications such as Network+, Security+ and vendor specific technologies.

• More than 850,000—individuals worldwide are CompTIA A+ certified.

• Mandated/Recommended by organizations worldwide—such as Cisco and HP and Ricoh, the U.S. State Department, and U.S. government contractors such as EDS, General Dynamics, and Northrop Grumman.

• Some of the primary benefits individuals report from becoming CompTIA A+ certified are:

• More efficient troubleshooting

• Improved career advancement

• More insightful problem solving

CompTIA Career Pathway

CompTIA offers a number of credentials that form a foundation for your career in technology and that allow you to pursue specific areas of concentration. Depending on the path you choose to take, CompTIA certifications help you build upon your skills and knowledge, supporting learning throughout your entire career.
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Steps to Getting Certified and Staying Certified

1. Review exam objectives. Review the certification objectives to make sure you know what is covered in the exam:
www.comptia.org/certifications/testprep/examobjectives.aspx

2. Practice for the exam. After you have studied for the certification, take a free assessment and sample test to get an idea what type of questions might be on the exam:
www.comptia.org/certifications/testprep/practicetests.aspx

3. Purchase an exam voucher. Purchase your exam voucher on the CompTIA Marketplace, which is located at: www.comptiastore.com

4. Take the test! Select a certification exam provider and schedule a time to take your exam. You can find exam providers at the following link:
www.comptia.org/certifications/testprep/testingcenters.aspx

5. Stay Certified! Continuing education is required. Effective January 1, 2011, CompTIA A+ certifications are valid for three years from the date of certification. There are a number of ways the certification can be renewed. For more information go to: http://certification.comptia.org/getCertified/steps_to_certification/stayCertified.aspx

Join the Professional Community

The free online IT Pro Community provides valuable content to students and professionals. Join the IT Pro Community:

http://itpro.comptia.org

Career IT job resources include:

• Where to start in IT

• Career assessments

• Salary trends

• U.S. job board

Join the IT Pro Community and get access to:

• Forums on networking, security, computing, and cutting-edge technologies

• Access to blogs written by industry experts

• Current information on cutting-edge technologies

• Access to various industry resource links and articles related to IT and IT careers
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Content Seal of Quality

This courseware bears the seal of CompTIA Approved Quality Content. This seal signifies this content covers 100 percent of the exam objectives and implements important instructional design principles. CompTIA recommends multiple learning tools to help increase coverage of the learning objectives.

Why CompTIA?

• Global recognition—CompTIA is recognized globally as the leading IT nonprofit trade association and has enormous credibility. Plus, CompTIA’s certifications are vendor-neutral and offer proof of foundational knowledge that translates across technologies.

• Valued by hiring managers—Hiring managers value CompTIA certification because it is vendor- and technology-independent validation of your technical skills.

• Recommended or required by government and businesses—Many government organizations and corporations (for example, Dell, Sharp, Ricoh, the U.S. Department of Defense, and many more) either recommend or require technical staff to be CompTIA certified.

• Three CompTIA certifications ranked in the top 10—In a study by DICE of 17,000 technology professionals, certifications helped command higher salaries at all experience levels.

How to Obtain More Information

• Visit CompTIA online Go to www.comptia.org to learn more about getting CompTIA certified.

• Contact CompTIA Please call 866-835-8020, ext. 5 or e-mail questions@ comptia.org.

• Join the IT Pro Community Go to http://itpro.comptia.org to join the IT community to get relevant career information.

• Connect with CompTIA Find us on Facebook, LinkedIn, Twitter, and YouTube.

CAQC Disclaimer

The logo of the CompTIA Approved Quality Curriculum (CAQC) program and the status of this or other training material as “Approved” under the CompTIA Approved Quality Curriculum program signifies that, in CompTIA’s opinion, such training material covers the content of CompTIA’s related certification exam.

The contents of this training material were created for the CompTIA A+ exams covering CompTIA certification objectives that were current as of the date of publication.

CompTIA has not reviewed or approved the accuracy of the contents of this training material and specifically disclaims any warranties of merchantability or fitness for a particular purpose. CompTIA makes no guarantee concerning the success of persons using any such “Approved” or other training material in order to prepare for any CompTIA certification exam.
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PREFACE

I started writing computer books for the simple reason that no one wrote the kind of books I wanted to read. The books were either too simple (Chapter 1, “Using Your Mouse”) or too complex (Chapter 1, “TTL Logic and Transistors”), and none of them provided a motivation for me to learn the information. I believed that there were geeky readers just like me who wanted to know why they needed to know the information in a computer book.

Good books motivate readers to learn what they are reading. If a book discusses binary arithmetic but doesn’t explain why I need to learn it, for example, that’s not a good book. Tell me that understanding binary makes it easier to understand how a CPU works or why a megabyte is different from a million bytes—then I get excited, no matter how geeky the topic. If I don’t have a good motivation to do something, then I’m simply not going to do it (which explains why I haven’t jumped out of an airplane!).

In this book, I teach you why you need to understand the technology that runs almost every modern business. You’ll learn to build and fix computers, exploring every nook and cranny, and master the art of the PC tech. In the process, you’ll gain the knowledge you need to pass the CompTIA A+ certification exams.

Enjoy, my fellow geek.

—Mike Meyers
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CHAPTER 1
The Path of the PC Tech

In this chapter, you will learn how to

• Explain the importance of skill in managing and troubleshooting PCs

• Explain the importance of CompTIA A+ certification

• Describe how to become CompTIA A+ certified

Computers have taken over the world, or at least many professions. Everywhere you turn, a quick dig beneath the surface sawdust of construction, the grease of auto mechanics, and the hum of medical technology reveals one or more personal computers (PCs) working away, doing essential jobs. Because the PC evolved from novelty item to essential science tool to everyday object in a short period of time, there’s a huge demand for a workforce that can build, maintain, troubleshoot, and repair PCs.

The Importance of Skill in Managing and Troubleshooting PCs

The people who work with computers, often lumped into a single group known as the Information Technology (IT) workforce, do an amazingly varied number of jobs. These include diverse pursuits such as designing hardware, writing computer programs, and creating networks (groups of computers connected together to share data or programs). IT people built the Internet and maintain the millions of computers that keep it running.

But for all this IT diversity, it’s the computer technicians (or PC techs, as those of us in the field call each other) who make up the core of the IT workforce. Without us techs, none of the other stuff would work, so none of the other jobs could exist. Getting workers with skill in building, maintaining, troubleshooting, and fixing PCs is essential for the success of every modern business. We need more PC techs. We need you!

In the early days of the personal computer, anyone who used a PC had to have skills as a PC tech. The PC was new, buggy, and prone to problems. If you owned a PC back then, you didn’t want to rely on others to fix your PC when the inevitable problems arose. Today’s PCs are much more robust and have fewer problems, so using one no longer requires having PC tech skills, but they’re also much more complex machines. Today’s IT industry, therefore, needs specialized workers who know how to make the machines run well and fix them when they break for the millions of users who lack PC tech skills.

Every profession requires specialized skills. For the most part, if you want to get or keep a job that requires those specialized skills, you need some type of certification or license. If you want a job fixing automobiles in the United States, for example, you get the Automotive Service Excellence (ASE) certification. If you want to perform companies’ financial audits in the United Kingdom, you get your Chartered Accountant certification.

Nearly every profession has some criteria that you must meet to show your competence and ability to perform at a certain level. Although the way this works varies widely from one profession to another, all of them will at some point make you take an exam or series of exams. Passing these exams proves that you have the necessary skills to work at a certain level in your profession, whether you’re an aspiring plumber, teacher, barber, or lawyer.

If you successfully pass these exams, the organization that administers them grants you a certification. You receive some piece of paper or pin or membership card that you can show to potential clients or employers. This certification gives those potential clients or employers a level of confidence that you can do what you say you can do. Without this certification, either you will not find suitable work in that profession or no one will trust you to do the work. Until relatively recently, PC technicians have been the exception to this rule.

The Importance of CompTIA A+ Certification

Microcomputers were introduced in the late 1970s, and for many years PC technicians did not have a universally recognized way to show clients or employers that they know what to do under the hood of a personal computer. Sure, vendor-specific certifications existed, but the only way to get them was to get a job at an authorized warranty or repair facility first and then get the certification. There’s nothing wrong with vendor-specific training, but no single manufacturer has taken enough market share to make IBM training, for example, something that works for any job. (Then there is always that little detail of getting the job first before you can be certified...)

The software and networking sides of our business have not suffered from the same lack of certifications. Due to the dominance of certain companies at one time or another (for example, Microsoft and Cisco), the vendor-specific certifications have provided a great way to get and keep a job. For example, Microsoft’s Microsoft Certified IT Professional (MCITP) and Cisco’s Cisco Certified Internetwork Expert (CCIE) certifications have opened the employment doors for many.

But what about the person who runs around all day repairing printers, repartitioning hard drives, upgrading device drivers, and assembling systems? What about the PC hobbyists who want to be paid for their skills? What about the folks who, because they had the audacity to show that they knew the difference between a homegroup and a workgroup, find themselves with a new title such as PC Support Technician or Electronic Services Specialist? On the other hand, how about the worst title of them all: “The Person Who Doesn’t Get a Nickel Extra but Who Fixes the Computers”? CompTIA A+ certification gives these people a universally recognized way to prove their PC technical proficiency to employers or clients (and to seek due compensation for their skills).

What Is CompTIA A+ Certification?

CompTIA A+ certification is an industry-wide, vendor-neutral certification program developed and sponsored by the Computing Technology Industry Association (CompTIA). The CompTIA A+ certification shows that you have a basic competence in supporting microcomputers. You achieve this certification by taking two computer-based, multiple-choice exams. The tests cover what technicians should know after 12 months of hands-on work on PCs, either from a job or as a student in the lab. CompTIA A+ certification enjoys wide recognition throughout the computer industry. To date, more than 800,000 technicians have become CompTIA A+ certified, making it the most popular of all IT certifications.

Who Is CompTIA?

CompTIA is a nonprofit industry trade association based in Oakbrook Terrace, Illinois. It consists of over 20,000 members in 102 countries. You’ll find CompTIA offices in such diverse locales as Amsterdam, Dubai, Johannesburg, Tokyo, and São Paulo.

CompTIA provides a forum for people in these industries to network (as in meeting people), represents the interests of its members to the government, and provides certifications for many aspects of the computer industry. CompTIA sponsors CompTIA A+, CompTIA Network+, CompTIA Security+, and other certifications. CompTIA works hard to watch the IT industry and constantly looks to provide new certifications to meet the ongoing demand from its membership. Check out the CompTIA Web site at www.comptia.org for details on the other certifications you can obtain from CompTIA.

Virtually every company of consequence in the IT industry is a member of CompTIA. Here are a few of the biggies:
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CompTIA began offering CompTIA A+ certification back in 1993. When it debuted, the IT industry largely ignored CompTIA A+ certification. Since that initial stutter, however, the CompTIA A+ certification has grown to become the de facto requirement for entrance into the PC industry. Many companies require CompTIA A+ certification for all of their PC support technicians, and the CompTIA A+ certification is widely recognized both in the United States and internationally. Additionally, many other certifications recognize CompTIA A+ certification and use it as credit toward their certifications.

The Path to Other Certifications

Most IT companies—big and small—see CompTIA A+ certification as the entry point to IT. From CompTIA A+, you have a number of certification options, depending on whether you want to focus more on hardware and operating systems or move into network administration (although these aren’t mutually exclusive goals). The following three certifications are worth serious consideration:

• CompTIA Network+ certification

• Microsoft technical certifications

• Cisco certifications

[image: Image]NOTE CompTIA A+ is the entry point to IT, though definitely not the only route for learning about computers and having certifications to prove that knowledge. Several certifications cover computer literacy or digital literacy, the phrase that means “what every person needs to know about computers to survive in the 21st century.” The most popular computer literacy certification is Certiport’s IC3 certification that tests on general computer knowledge; office productivity applications, such as Word and PowerPoint; and Internet applications such as Web browsers and e-mail clients.

CompTIA has a pre-CompTIA A+ exam (not a certification), called the (CompTIA Strata IT Fundamentals exam, that’s geared a bit more to a user preparing to become a tech. It’s designed to check basic knowledge levels for people getting into IT.

CompTIA Network+ Certification

If you haven’t already achieved CompTIA Network+ certification, make it your next certification goal after CompTIA A+ certification. Just as CompTIA A+ certification shows that you have solid competency as a PC technician, CompTIA Network+ certification demonstrates your skills as a network technician, including your understanding of network hardware, installation, and troubleshooting. CompTIA’s Network+ certification is a natural step for continuing toward your Microsoft or Cisco certifications. Take the CompTIA Network+: it’s your obvious next certification.

Microsoft Technical Certifications

Microsoft operating systems control a huge portion of all installed networks, and those networks need qualified support people to make them run. Pursuing Microsoft’s series of certifications for networking professionals is a natural next step after completing the CompTIA certifications. They offer a whole slew of tracks and exams, ranging from simple specializations in Windows 7 to numerous Microsoft Certified IT Professional (MCITP) certifications and beyond. You can find more details on the Microsoft Learning Web site at www.microsoft.com/learning/en/us/certification/cert-overview.aspx.

Cisco Certification

Let’s face it: Cisco routers pretty much run the Internet and most intranets in the world. A router is a networking device that controls and directs the flow of information over networks, such as e-mail messages, Web browsing, and so on. Cisco provides five levels of IT certification for folks who want to show their skills at handling Cisco products, such as the Cisco Certified Network Associate (CCNA), plus numerous specialty certifications. See the Cisco IT Certification Web site here for more details: www.cisco.com/web/learning/le3/learning_career_certifications_and_learning_paths_home.html.

How Do I Become CompTIA A+ Certified?

You become CompTIA A+ certified, in the simplest sense, by taking and passing two computer-based, multiple-choice exams. No prerequisites are required for taking the CompTIA A+ certification exams (although there’s an assumption of computer literacy, whether or not you have one of the computer literacy certifications). There is no required training course and no training materials to buy. You (do have to pay a testing fee for each of the two exams. You pay your testing fees, go to a local testing center, and take the tests. You immediately know whether you have passed or failed. By passing both exams, you become CompTIA A+ certified.

What’s the Deal with “No More Lifetime Certification”?

In early 2010, CompTIA announced that, effective January 1, 2011, CompTIA A+, CompTIA Network+, and CompTIA Security+ certifications would no longer be considered “certified for life.” If you passed any of these exams before the deadline, you’re still certified for life for those exams. For any exams that you pass on or after January 1, 2011, to stay certified, every three years you’ll need to either retake the exam or perform sufficient continuing education as specified by CompTIA.

Retaking the exams isn’t that hard to understand, but the continuing education requirement is a bit more complex. Instead of trying to explain it all here, please review CompTIA’s documentation at http://certification.comptia.org/Libraries/Certification_Documents/ceu_faq.sflb.ashx.

Most importantly, if you pursue the continuing education path, you’ll need to earn 20 continuing education units (CEUs) each three-year period to renew your CompTIA A+ certification. How do you earn these CEUs? You can participate in industry events and seminars, complete a presentation, participate in IT training, teach a course, or earn another higher-level certification. The number of CEUs that you earn by completing each of these requirements varies, and each requires that you submit documentation to CompTIA for their review.

Personally, I think this is a long-overdue feature. Someone who took the CompTIA A+ exam in 2010 had no way to distinguish himself from a person who took the exam in 1997, and that wasn’t fair. By no longer awarding “certified for life” status, CompTIA’s certifications are now in line with Microsoft, Cisco, and other industry certifications.

The Basic Exam Structure

The two exams introduced by CompTIA in 2012 are CompTIA A+ 220-801 (Hardware) and CompTIA A+ 220-802 (Operating Systems). The terms “Hardware” and “Operating Systems” are not officially part of the exam names, but I’ve included them here because they’re commonly used to reference the exams. It’s also common to refer to these two exams as the “2012” exams to differentiate them from older CompTIA exams. Although you may take either of the two exams first, I recommend taking 220-801 followed by 220-802. The 220-801 exam concentrates on understanding terminology and technology, how to do fundamental tasks such as upgrading RAM, and basic network and laptop support. The 220-802 exam builds on the first exam, concentrating on Windows support, advanced configuration, and troubleshooting scenarios.

Both of the exams are extremely practical, with little or no interest in history. All questions are multiple-choice, simulation, or “click on the right part of the picture” questions. The following is an example of the type of questions you will see on the exams:

Your laser printer is printing blank pages. Which item should you check first?

A. Printer drivers

B. Toner cartridge

C. Printer settings

D. Paper feed

The correct answer is B, the toner cartridge. You can make an argument for any of the others, but common sense (and skill as a PC technician) tells you to check the simplest possibility first.

The 2012 exams use a regular test format in which you answer a set number of questions and are scored based on how many correct answers you give. These exams have no more than 100 questions each. (Both exams have 100 questions each at the time of this writing.)

Be aware that CompTIA may add new questions to the exams at any time to keep the content fresh. The subject matter covered by the exams won’t change, but new questions may be added periodically at random intervals. This policy puts strong emphasis on understanding concepts and having solid PC-tech knowledge rather than on trying to memorize specific questions and answers that may have been on the tests in the past. No book or Web resource will have all the “right answers” because those answers change constantly. Luckily for you, however, this book not only teaches you what steps to follow in a particular case, but also explains how to be a knowledgeable tech who understands why you’re doing those steps. That way when you encounter a new problem (or test question), you can work out the answer. This will help you not only to pass the exams but also to be a better PC tech!

To keep up to date, we monitor the CompTIA A+ exams for new content and update the special Tech Files section of the Total Seminars Web site (www.totalsem.com) with new articles covering subjects we believe may appear on future versions of the exams.

Windows-Centric

The CompTIA A+ exams focus on the Microsoft Windows operating systems you would expect to find on a PC at a workstation or in a home. There are no Linux questions. There are no Mac OS X questions. The 802 exam will ask you about the common mobile device operating systems, iOS and Android, but the vast majority of operating system questions on both exams address Windows. Objectives in the exams cover the following operating systems:

• Windows XP Home, Windows XP Professional, Windows XP Media Center, Windows XP 64-bit Professional

• Windows Vista Home Basic, Windows Vista Home Premium, Windows Vista Business, Windows Vista Ultimate, Windows Vista Enterprise

• Windows 7 Starter, Windows 7 Home Premium, Windows 7 Professional, Windows 7 Ultimate, Windows 7 Enterprise

Windows 8

CompTIA has the darnedest luck when it comes to the timing of new CompTIA A+ exams compared to releases of new Windows versions. In 2006, CompTIA released an update to the CompTIA A+ exams about four months before Microsoft released Windows Vista. In 2009, CompTIA missed Windows 7 by about one month (though CompTIA released a Windows 7 update to the exams in late 2009).

It seems that CompTIA will once again run into what I’m going to call the “CompTIA Windows Curse.” As the new 220-801 and 220-802 exams come out in early 2012, there’s a good chance that Windows 8 will come out a few month later. Assuming CompTIA stays true to form, there’s a very good chance that you’ll see a Windows 8 update on the exams within a year or two of the Windows 8 rollout. Be sure to check the CompTIA Web site or contact me directly at michaelm@totalsem.com to see if any Windows 8 updates have taken place.

Exam 220-801

The questions on the CompTIA A+ 220-801 exam fit into one of five domains. The number of questions for each domain is based on the percentages shown in Table 1-1.
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Table 1-1 Exam 220-801 Domains and Percentages

The 220-801 exam tests your knowledge of computer components, expecting you to be able to identify just about every common device on PCs, including variations within device types. Here’s a list:
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The 220-801 exam tests your ability to install, configure, and maintain all the hardware technology involved in a personal computer. You need to be able to install and set up a hard drive, for example, and configure devices in Windows XP, Windows Vista, and Windows 7. You have to understand device drivers. Additionally, this exam puts a lot of emphasis on operational procedures, such as safety and environmental issues, communication, and professionalism. You need to understand how to avoid hazardous situations. The exam tests your ability to communicate effectively with customers and coworkers. You need to understand professional behavior and demonstrate that you have tact, discretion, and respect for others and their property.

Exam 220-802

The CompTIA A+ 220-802 exam covers four domains. Table 1-2 lists the domains and the percentage of questions dedicated to each domain.
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Table 1-2 Exam 220-802 Domains and Percentages

The 220-802 exam covers the configuration, repair, and troubleshooting of the Windows operating system. You have to know your way around Windows and understand the tasks involved in updating, upgrading, and installing Windows XP, Windows Vista, and Windows 7. You need to know the standard diagnostic tools available in Windows so that you can fix problems and work with higher-level techs. Make sure you know Windows; 33% of the 220-802 questions are going to challenge you on this.

The biggest part of the 220-802 exam is dedicated to troubleshooting. Think in terms of a hands-on approach to determining the appropriate technology for a situation—running diagnostics and troubleshooting—rather than identification of hardware or operating system utilities. You need to understand how all the technology should work, know the proper steps to figure out why something doesn’t work, and then know how to fix it.

The 220-802 exam adds mobile devices to the objectives, a new topic for 2012. While the smartphone and tablet market covers an impossibly wide array of hardware and software, the 220-802 exam focuses on Apple iOS and Google Android devices. You’ll need to know how to interact with the hardware and software, as well as configure personal settings, such as those for e-mail clients and security.

Security is a big topic on the 220-802 exam. You need to know quite a bit about computer security, from physical security (door locks to retinal scanners), to knowledge of security threats (malware and viruses), to the ways in which to secure an individual computer. This also includes coverage of how to recycle and dispose of computer gear properly.

You’ll also be tested on methods of securing networks. You’ll need to know how to access a small office/home office (SOHO) router or wireless access point and configure that device to protect your network.

How Do I Take the Exams?

(Pearson VUE administers the CompTIA A+ testing at over 5000 testing centers in 165 countries. You may take the exams at any testing center. You can select the closest training center and schedule your exams right from the comfort of your favorite Web browser by going to the Pearson VUE Web site:

www.vue.com

Alternatively, in the United States and Canada, call Pearson VUE at 877-551-PLUS (7587) to schedule the exams and to locate the nearest testing center. International customers can find a list of Pearson VUE international contact numbers for various regions of the world on CompTIA’s Web site at www.comptia.org.

You must pay for the exam when you call to schedule. Be prepared to sit on hold for a while. Have your Social Security number (or international equivalent) and a credit card ready when you call. Pearson VUE will be glad to invoice you, but you won’t be able to take the exam until they receive full payment.

Pearson VUE will accommodate any special needs, although this may limit your selection of testing locations.

How Much Does the Exam Cost!

The cost of the exam depends on whether you work for a CompTIA member or not. At this writing, the cost for non-CompTIA members is $178 (U.S.) for each exam. International prices vary, but you can check the CompTIA Web site for international pricing. Of course, the prices are subject to change without notice, so always check the CompTIA Web site for current pricing.

Very few people pay full price for the exam. Virtually every organization that provides CompTIA A+ training and testing also offers discount vouchers. You buy a discount voucher and then use the voucher number instead of a credit card when you schedule the exam. Vouchers are sold per exam, so you’ll need two vouchers to take the two CompTIA A+ exams. Total Seminars is one place to get discount vouchers. You can call Total Seminars at 800-446-6004 or 281-922-4166, or get vouchers via the Web site: www.totalsem.com. No one should ever pay full price for CompTIA A+ exams.

How to Pass the CompTIA A+ Exams

The single most important thing to remember about the CompTIA A+ certification exams is that CompTIA designed the exams to test the knowledge of a technician with only 12 months of experience, so keep it simple! The exams aren’t interested in your ability to overclock DDR3 CAS timings in CMOS or whether you can explain the exact difference between the Intel ICH10 and the AMD 790 southbridges. Think in terms of practical knowledge and standards. Read this book, do whatever works for you to memorize the key concepts and procedures, take the practice exams on the media accompanying this book, review any topics you miss, and you should pass with no problem.

[image: Image] NOTE Those of you who just want more knowledge in managing and troubleshooting PCs can follow the same strategy as certification-seekers. Think in practical terms and work with the PC as you go through each chapter.

Some of you may be in or just out of school, so studying for exams is nothing novel. But if you haven’t had to study for and take an exam in a while, or if you think maybe you could use some tips, you may find the next section valuable. It lays out a proven strategy for preparing to take and pass the CompTIA A+ exams. Try it. It works.

Obligate Yourself

The very first step you should take is to schedule yourself for the exams. Have you ever heard the old adage, “Heat and pressure make diamonds”? Well, if you don’t give yourself a little “heat,” you’ll end up procrastinating and delay taking the exams, possibly forever. Do yourself a favor. Using the following information, determine how much time you’ll need to study for the exams, and then call Pearson VUE and schedule the exams accordingly. Knowing the exams are coming up makes it much easier to turn off the television and crack open the book. You can schedule an exam as little as a few weeks in advance, but if you schedule an exam and can’t take it at the scheduled time, you must reschedule at least a day in advance or you’ll lose your money.

Set Aside the Right Amount of Study Time

After helping thousands of techs get their CompTIA A+ certification, we at Total Seminars have developed a pretty good feel for the amount of study time needed to pass the CompTIA A+ certification exams. The following table provides an estimate to help you plan how much study time you must commit to the CompTIA A+ certification exams. Keep in mind that these are averages. If you’re not a great student or if you’re a little on the nervous side, add 10 percent; if you’re a fast learner or have a good bit of computer experience, you may want to reduce the figures.

To use Table 1-3, just circle the values that are most accurate for you and add them up to get your estimated total hours of study time.
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Table 1-3 Analyzing Skill Levels

To that value, add hours based on the number of months of direct, professional experience you have had supporting PCs, as shown in Table 1-4.
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Table 1-4 Adding Up Your Study Time

A total neophyte often needs roughly 240 hours of study time. An experienced tech shouldn’t need more than 60 hours.

Total hours for you to study: __________________.

A Strategy for Study

Now that you have a feel for how long it’s going to take to prepare for the exams, you’re ready to develop a study strategy. I’d like to suggest a strategy that has worked for others who’ve come before you, whether they were experienced techs or total newbies.

This book is designed to accommodate the different study agendas of these two groups of students. The first group is experienced techs who already have strong PC experience but need to be sure they’re ready to be tested on the specific subjects covered by the CompTIA A+ exams. The second group is those with little or no background in the computer field. These techs can benefit from a more detailed understanding of the history and concepts that underlie modern PC technology, to help them remember the specific subject matter information they must know for the exams. I’ll use the shorthand terms Old Techs and New Techs for these two groups. If you’re not sure which group you fall into, pick a few chapters and go through some end-of-chapter questions. If you score less than 70%, go the New Tech route.

I have broken most of the chapters into four distinct parts:

• Historical/Conceptual Topics that are not on the CompTIA A+ exams but will help you understand more clearly what is on the CompTIA A+ exams

• 801 Topics that clearly fit under the CompTIA A+ 220-801 exam domains

• 802 Topics that clearly fit under the CompTIA A+ 220-802 exam domains

• Beyond A+ More advanced issues that probably will not be on the CompTIA A+ exams—yet

[image: Image]NOTE Not all chapters have all four parts.

The beginning of each of these parts is clearly marked with a large banner that looks like this:

Historical/Conceptual

Those of you who fall into the Old Tech group may want to skip everything except the 801 and 802 parts in each chapter. After reading the sections in those parts, jump immediately to the questions at the end of the chapter. The end-of-chapter questions concentrate on information in the 801 and 802 sections. If you run into problems, review the Historical/Conceptual sections in that chapter. Note that you may need to skip back to previous chapters to get the Historical/Conceptual information you need for later chapters.

After going through every chapter as described, Old Techs can move directly to testing their knowledge by using the free practice exams on the media that accompanies the book. Once you start scoring above 90%, you’re ready to take the exams. If you’re a New Tech—or if you’re an Old Tech who wants the full learning experience this book can offer—start by reading the book, the whole book, as though you were reading a novel, from page one to the end without skipping around. Because so many computer terms and concepts build on each other, skipping around greatly increases the odds that you will become confused and end up closing the book and firing up your favorite PC game. Not that I have anything against PC games, but unfortunately that skill is not useful for the CompTIA A+ exams!

Your goal on this first read is to understand concepts, the whys behind the hows. Having a PC nearby as you read is helpful so you can stop and inspect the PC to see a piece of hardware or how a particular concept manifests in the real world. As you read about hard drives, for example, inspect the cables. Do they look like the ones in the book? Is there a variation? Why? It is imperative that you understand why you are doing something, not just how to do it on one particular system under one specific set of conditions. Neither the exams nor real life as a PC tech works that way.

If you’re reading this book as part of a managing and troubleshooting PCs class rather than a certification-prep course, I highly recommend going the New Tech route, even if you have a decent amount of experience. The book contains a lot of details that can trip you up if you focus only on the test-specific sections of the chapters. Plus, your program might stress historical and conceptual knowledge as well as practical, hands-on skills.

The CompTIA A+ certification exams assume that you have basic user skills. The exams really try to trick you with questions on processes that you may do every day and not think much about. Here’s a classic: “To move a file from the C:\DATA folder to the D:\ drive using Windows Explorer, what key must you hold down while dragging the file?” If you can answer that without going to your keyboard and trying a few likely keys, you’re better than most techs! In the real world, you can try a few wrong answers before you hit on the right one, but for the exams, you have to know it. Whether Old Tech or New Tech, make sure you are proficient at user-level Windows skills, including the following:

• Recognizing all the components of the standard Windows desktop (Start menu, notification area, etc.)

• Manipulating windows—resizing, moving, and so on

• Creating, deleting, renaming, moving, and copying files and folders within Windows

• Understanding file extensions and their relationship with program associations

• Using common keyboard shortcuts/hotkeys

• Installing, running, and closing a Windows application

Any PC technician who has been around a while will tell you that one of the great secrets in the computer business is that there’s almost never anything completely new in the world of computer technology. Faster, cleverer, smaller, wider—absolutely—but the underlying technology, the core of what makes your PC and its various peripheral devices operate, has changed remarkably little since PCs came into widespread use a few decades ago. When you do your initial read-through, you may be tempted to skip the Historical/Conceptual sections—don’t! Understanding the history and technological developments behind today’s PCs helps you understand why they work—or don’t work—the way they do. Basically, I’m passing on to you the kind of knowledge you might get by apprenticing yourself to an older, experienced PC tech.

After you’ve completed the first read-through, go through the book again, this time in textbook mode. If you’re an Old Tech, start your studying here. Try to cover one chapter at a sitting. Concentrate on the 801 and 802 sections. Get a highlighter and mark the phrases and sentences that bring out major points. Be sure you understand how the pictures and illustrations relate to the concepts being discussed.

Once you feel you have a good grasp of the material in the book, you can check your knowledge by using the practice exams included on the media accompanying this book. You can take these in Practice mode or Final mode. In Practice mode, you can use the Assistance window to get a helpful hint for the current questions, use the Reference feature to find the chapter that covers the question, check your answer for the question, and see an explanation of the correct answer. In Final mode, you answer all the questions and receive an exam score at the end, just like the real thing. You can also adjust the number of questions on a Practice or Final mode exam with the Customize option.

Both modes show you an overall grade, expressed as a percentage, as well as a breakdown of how well you did on each exam domain. The Review Questions feature lets you see which questions you missed and what the correct answers are. Use these results to guide further studying. Continue reviewing the topics you miss and taking additional exams until you are consistently scoring in the 90% range. When you get there, you are ready to pass the CompTIA A+ certification exams.

Study Tactics

Perhaps it’s been a while since you had to study for a test. Or perhaps it hasn’t, but you’ve done your best since then to block the whole experience from your mind. Either way, savvy test-takers know that certain techniques make studying for tests more efficient and effective.

Here’s a trick used by students in law and medical schools who have to memorize reams of information: write it down. The act of writing something down (not typing, writing) in and of itself helps you to remember it, even if you never look at what you wrote again. Try taking separate notes on the material and re-creating diagrams by hand to help solidify the information in your mind.

Another oldie but goodie: Make yourself flash cards with questions and answers on topics you find difficult. A third trick: Take your notes to bed and read them just before you go to sleep. Many people find they really do learn while they sleep!

Contact

If you have any problems, any questions, or if you just want to argue about something, feel free to send an e-mail to the author—michaelm@totalsem.com—or to the editor—scottj@totalsem.com.

For any other information you might need, contact CompTIA directly at their Web site: www.comptia.org.

Chapter Review

Questions

1. What is the primary CompTIA Web site?

A. www.comptia.com

B. www.comptia.edu

C. www.comptia.net

D. www.comptia.org

2. Which certification is considered required for entrance into the IT industry?

A. Certified Cisco Network Associate

B. CompTIA A+ certification

C. CompTIA Network+ certification

D. Microsoft Certified IT Professional

3. How many exams do you need to pass to become CompTIA A+ certified?

A. One

B. Two

C. Three

D. Four

4. Which domain receives the most coverage in the 220-802 exam?

A. Operating systems

B. Security

C. Mobile devices

D. Troubleshooting

5. Which version of Windows is not tested on the 2012 versions of the CompTIA A+ exams?

A. Windows XP Professional

B. Windows 2000

C. Windows 7 Ultimate

D. Windows Vista Business

6. What company administers the CompTIA A+ certification exams?

A. CompTIA

B. Microsoft

C. Pearson VUE

D. Total Seminars

7. What pass rate should you strive for on the practice questions?

A. 75%

B. 80%

C. 90%

D. 95%

8. How many study hours to pass the CompTIA A+ exams does Mike recommend to a person just starting out learning PC repair?

A. Roughly 140

B. Roughly 240

C. Roughly 340

D. Roughly 440

9. What is the very first step you should take to pass the CompTIA A+ exams?

A. Buy more practice exams.

B. Buy two vouchers.

C. Read this book like a novel.

D. Schedule the exams.

10. After becoming CompTIA A+ certified, what’s the next certification you should attain?

A. CompTIA Network+

B. CompTIA Security+

C. Microsoft Certified IT Professional

D. Certified Cisco Network Associate

Answers

1. D. The primary CompTIA Web site is www.comptia.org (although the .COM and .NET addresses will redirect you to the main site).

2. B. The CompTIA A+ certification is considered required for entrance into the PC industry.

3. B. You need to pass two exams to become CompTIA A+ certified.

4. D. The 220-802 exam dedicates 36% of the questions to troubleshooting.

5. B. No versions of Windows 2000 are on the CompTIA A+ exams.

6. C. Pearson VUE administers the CompTIA A+ certification exams.

7. C. You should not take either exam until you are consistently getting at least 90% on the practice exams.

8. B. Mike recommends about 240 study hours for a person new to PC repair.

9. D. Schedule the exams for some point in the future.

10. A. The typical certification path goes from CompTIA A+ to CompTIA Network+, so you have all the basics before you choose to specialize in Microsoft or Cisco products.




CHAPTER 2
Operational Procedures

In this chapter, you will learn how to

• Present yourself with a proper appearance and professional manner

• Talk to customers in a professional, productive manner

• Work with PCs safely using the proper tools

Teaching new techs helps me keep up with the skills that get a tech a job and the issues that cause them to lose the jobs they get. To me, the number one reason techs fail to get or hold onto a job isn’t lack of technical skill; it’s a lack of what CompTIA calls “operational procedures.” Personally, I think a better name might be “life skills and basic safety,” but it boils down to the same thing: nontechnical skills that technicians are famous for lacking.

I like to describe myself as a “nerd” and I consider it a compliment if you call me one. Nerds are smart and like to work with technology—these are the good aspects of nerd-dom. On the other hand, most people would think of the term nerd as an insult. Nerds are rarely portrayed in a positive manner in the media, and I think I know why. Nerds generally suffer from some pretty serious social weaknesses. These weaknesses are classics: bad clothing, shyness, and poor communication skills. If you’ve ever seen an episode of the TV show The Big Bang Theory, you know what I’m talking about.

This chapter covers some basic life skills to enable you to enjoy your nerdiness and yet function out in the real world. You’ll learn how to dress, how to act, and how to communicate. After you’re well on your way to the beginnings of social graces, we’ll discuss some of the hazards (such as static electricity) you may run into in your job and the tools you can use to prevent problems. After all, nerds who cannot stay organized—or who break equipment or themselves—need to learn some tricks to keep everything organized and safe.

801

The Professional Tech

A professional tech displays professionalism, which might seem a little trite if it weren’t absolutely true. The tech presents a professional appearance and follows a proper ethical code. I call the latter the Traits of a Tech. Let’s take a look at these two areas in more detail.

Appearance

Americans live in a casual society, and I think that’s great, because I prefer dressing casually. The problem with casual is that perhaps our society is becoming too casual. New techs sometimes fail to appreciate that customers equate casual clothing with a casual attitude. You might think you’re just fixing somebody’s computer, but you’re doing much more than that. You are saving precious family photos. You are keeping a small business in operation. This is serious stuff, and nobody wants an unclean, slovenly person doing these important jobs. Take a look at Figure 2-1. This is our resident illustrator (among other job descriptions), Ford Pierson, casually dressed to hang with his buddies.
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Figure 2-1 Casual Ford

I have a question for you. If you ran a small business and your primary file server died, leaving 15 employees with nothing to do, how would you feel about Ford as a tech coming into your office looking like this? I hope your answer would be “not too confident.” Every company has some form of dress code for techs. Figure 2-2 shows Ford dressed in a fairly typical example, with a company polo shirt, khaki pants, and dark shoes (trust me on that score). Please also note that both his shirt and his pants are wrinkle free. All techs should either know how to iron or know the location of the nearest cleaners.
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Figure 2-2 Professional Ford

While we are looking at this model of a man, do you appreciate that his hair is combed and his face is cleanly shaven? It’s too bad I can’t use scratch-and-sniffs, but if I could, you’d also notice that Professional Ford took a shower, used some deodorant, and brushed his teeth.

I hope that most of the people who read this smile quietly to themselves and say, “Well, of course.” The sad truth tells me otherwise. Next time you look at a tech, ask yourself how many of these simple appearance and hygiene issues were missed. Then make a point not to be one of the unkempt techs.

The Traits of a Tech

When I was a Boy Scout in the United States, we learned something called the Boy Scout Law, a list of traits that define the ethics of a Boy Scout. Even though I haven’t been active in Boy Scouts for a long time, I still have the Scout Law memorized: “A Scout is trustworthy, loyal, helpful, friendly, courteous, kind, obedient, cheerful, thrifty, brave, clean, and reverent.”

My goal here isn’t a sales pitch for scouting in any form, but rather to give you an idea of what we are trying to achieve: a list of ethics that will help you be a better technician. The list you are about to see is my own creation, but it does a great job of covering the CompTIA A+ objectives. Let’s dive into the traits of a tech: honesty/integrity, dependability/responsibility, adaptability/versatility, and sensitivity.

Honesty/Integrity

Honesty and integrity are not the same thing, but for a tech, they are so closely related that it is best to think of them as one big ethic. Honesty means to tell the truth, and integrity means doing the right thing.

It’s simple to say you have to be honest, but be warned that our industry often makes it difficult. IT technicians get a lot of leeway compared to most starting jobs, making dishonesty tempting. One of the biggest temptations is lying to your boss. A new tech driving around in a van all day may find it convenient to stretch the truth on how long he took for lunch or how far along he is on the next job. Being up front and honest with your boss is pretty obvious and easy to understand.

Being honest with your customers is a lot harder. Don’t sell people goods and services they don’t need, even if you get a cut of what you sell. Don’t lie to your customers about a problem. If you can’t explain the problem to them in plain English, don’t create techno-babble (see note) and don’t be afraid to say, “I don’t know.” Too many techs seem to think that not knowing exactly what a problem might be is a reflection of their skill. In your humble author’s opinion, there is no greater proof of a quality technician than the ability to say “I don’t know, but I know how to figure it out, and I will get you the right answer.”

[image: Image] NOTE Techno-babble is the use of (often nonsensical) jargon and technical terms to intimidate and silence a challenge to a technical issue.

A computer tech must bring integrity to the job, just like any other service professional. You should treat anything said to you and anything you see as a personal confidence, not to be repeated to customers, co-workers, or bosses. Here’s Mike’s Rule of Confidentiality: “Unless it’s a felony or an imminent physical danger, you didn’t see nothin’.” You’ll learn more about dealing with prohibited content in Chapter 29.

There is an exception to this rule. Sometimes you need to separate paying customers from in-house users. A paying customer is someone who doesn’t work for your company and is paying for your services. An in-house user is someone who works for the same company you work for and is not directly paying for your services. It’s often your job (but not always) to police in-house IT policies. Here’s a great example. If you are at a customer’s site and you see a Post-it note with a password on a user’s monitor, you say nothing. If you are in-house and you see the same thing, you probably need to speak to the user about the dangers of exposing passwords.

You have a lot of power when you sit in front of someone’s computer. You can readily read private e-mail, discover Web sites surfed, and more. With a click of the Start button, you can know the last five programs the user ran, including Word and Solitaire, and the last few documents the user worked on. Don’t do this; you really don’t want to know. Plus, if you are caught violating a customer’s privacy, you not only will lose credibility and respect, but you also could lose your job.

Passwords are a big issue for techs. We have to reboot computers and access shares and other jobs that require passwords. The rule here is to avoid learning other folks’ passwords at all costs (see Figure 2-3). If you know a password to access a mission-critical machine and that machine ends up compromised or with data missing, who might be blamed? You, that’s who, so avoid learning passwords! If you only need a password once, let the user type it in for you. If you anticipate accessing something multiple times (the more usual situation), ask the user to change the password temporarily.
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Figure 2-3 Don’t do this!

It’s funny, but people assume ownership of things they use at work. John in accounting doesn’t call the computer he uses anything but “my PC.” The phone on Susie’s desk isn’t the company phone, it’s “Susie’s phone.” Regardless of the logic or illogic involved with this sense of ownership, a tech needs to respect that feeling. You’ll never go wrong if you follow the Ethic of Reciprocity, also known as the Golden Rule: “Do unto others as you would have them do unto you.” In a tech’s life, this can translate as “treat people’s things as you would have other people treat yours.” Don’t use or touch anything—keyboard, printer, laptop, monitor, mouse, phone, pen, paper, or cube toy—without first asking permission. Follow this rule at all times, even when the customer isn’t looking.

Dependability/Responsibility

Dependability and responsibility are another pair of traits that, while they don’t mean the same thing, often go together. A responsible person is answerable for her actions. A dependable person can be counted on to perform those acts. Again, the freedom of the typical IT person’s job makes dependability and responsibility utterly critical.

The single biggest dependability issue for an IT technician is to show up for job appointments and to show up on time. It seems to me we now live in a society where not showing up and not letting anyone know is normal. I call it the “Age of the Blow-off.” We’ve all had an experience where we counted on someone to show up to get work done, and we can all share experiences when they simply did not show up. Failure to show up for an appointment not only is inconvenient, but also can cost your customer a lot of money in lost time and productivity.

If you or your company makes an appointment for you, show up. Be there. Don’t let simple problems (such as bad traffic) prevent you from showing up on time. Take some time to prepare. Figure out traffic times. Figure out if preceding appointments will cause a problem, and check for traffic. There is a popular old saying in the United States, “Five minutes early is on time, and on time is late.” Sometimes events take place that prevent you from being on time. When that happens, call the customer immediately and give them your best estimate of when you can be there. A simple apology wouldn’t hurt, either.

Responsibility is a tricky subject for IT folks. Certainly you should be responsible for your actions, but the stakes are high when critical data and expensive equipment are at risk. Before you work on a computer, always ask the customer if there are up-to-date backups of the data. If there aren’t, offer to make backups for the customer, even if this incurs an extra charge for the customer. If the customer chooses not to make a backup, make sure he or she understands, very clearly, the risk to the data on the system you are about to repair.

Adaptability/Versatility

Adaptability defines how someone adjusts to changes. Versatility, at least within the scope of an IT technician, is bringing a broad set of skills to the PC repair process. Every PC repair is to some degree a guessing game. No one knows all the possible problems that can go wrong with a computer. There is no universal PC repair manual to which you can refer to tell you how to fix computers. Good techs must be able to adapt to any situation, both technically and in the environment. For example, good techs should be able to fix most peripherals, even if they are not experts on that particular device. As you progress through the book, you’ll discover that most devices fit into one family or another and that there are certain diagnostic/repair steps that you can at least try to enact a repair.

[image: Image] NOTE Most PC repair companies require a signed Authorization of Work or Work Authorization form to document the company name, billing information, date, scope of work, and that sort of thing. Even if you do your own repairs, these forms can save you from angst and from litigation. You can create your own or do an Internet search for examples.

Adaptability isn’t required just for technical issues. PCs find themselves broken in the strangest places and ways. An adaptable tech doesn’t have a problem if a computer sits at the top of a suspension bridge or behind a desk. An adaptable tech can work around mean dogs, broken water lines, and noisy little kids. (But there are some very important rules to dealing with kids. See later in this chapter.)

A technician has to be versatile. The best example of this is what I call the User Advocate. User Advocates are technicians who not only take the time to learn the processes of whatever organization they work for, but also look to create technology solutions for problems and inefficiencies. This also means a tech should be at least competent if not expert at working with all the computer applications used by the organization. When you combine your IT skills with an understanding of how the business works, you become amazingly versatile, quickly finding yourself with more responsibility and (hopefully) more money.

A big part of versatility is offering different repair options in certain situations. When there is more than one way to fix things, make sure the customer knows all the options, but also give them your recommendation. Tell him why you feel your recommendation is the best course of action, but give them knowledge necessary to make their own decision.

A tech’s versatility isn’t limited to IT skills. Woe to the tech who doesn’t understand basic electrical wiring and building codes. I’ve had hundreds of repair scenarios where the fix was as simple as knowing how to turn on an electrical breaker or moving a PC away from an electrical motor. No, these aren’t IT skills, but a versatile tech knows these problems exist.

Sensitivity

Sensitivity is the ability to appreciate another’s feeling and emotions. Sensitivity requires observing others closely, taking time to appreciate their feelings, and acting in such a way that makes them feel comfortable. I’ve rarely felt that technicians I’ve met were good at sensitivity. The vast majority of nerds I know, including myself, tend to be self-centered and unaware of what’s going on around them. Let me give you a few tips I’ve learned along the way.

Understand that the customer is paying for your time and skills. Also understand that your presence invariably means something is wrong or broken, and few things make users more upset than broken computers. When you are “on the clock,” you need to show possibly very upset customers that you are giving their problem your full attention. To do this, you need to avoid distractions. If you get a personal call, let it roll over to voicemail. If you get a work-related call, politely excuse yourself, walk away for privacy, and keep the call brief. Never talk to co-workers in a place where your customer can hear. Never speak badly of a customer; you never know where you’ll run into them next.

Last, be culturally sensitive. We live in a diverse world of races, religions, etiquettes, and traditions. If a customer’s religious holiday conflicts with your work schedule, the customer wins. If the customer wants you to take off your shoes, take them off. If the customer wants you to wear a hat, wear one. When in doubt, always ask the customer for guidance.

Communication

When you deal with users, managers, and owners who are frustrated and upset because a computer or network is down and they can’t work, your job requires you to take on the roles of detective and psychologist. Talking with frazzled and confused people and getting answers to questions about how the PC got into the state it’s in takes skill. Communicating clearly and effectively is important. Plus, you need to follow the rules of tech-person decorum, acting with personal integrity and respect for the customer. Finally, use assertive communication to empathize with and educate the user. Great techs spend the time needed to develop these essential skills.

Assertive Communication

In many cases, a PC problem results from user error or neglect. As a technician, you must show users the error of their ways without creating anger or conflict. You do this by using assertive communication. Assertive communication isn’t pushy or bossy, but it’s also not the language of a pushover. Assertive communication first requires you to show the other person that you understand and appreciate the importance of his feelings. Use statements such as “I know how frustrating it feels to lose data,” or “I understand how infuriating it is when the network goes out and you can’t get your job done.” Statements like these cool off the situation and let customers know you are on their side. Avoid using the word “you,” as it can sound accusatory.

The second part of assertive communication is making sure you state the problem clearly without accusing the user directly: “Not keeping up with defragmenting your hard drive slows it down,” or “Help me understand how the network cable keeps getting unplugged during your lunch hour.” Last, tell the user what you need to prevent this error in the future. “Please call me whenever you hear that buzzing sound,” or “Please check the company’s approved software list before installing anything.” Always use “I” and “me,” and never make judgments. “I can’t promise the keyboard will work well if it’s always getting dirty” is much better than “Stop eating cookies over the keyboard, you slob!”

Respectful Communication

The final key in communicating with users revolves around respect. You don’t do the user’s job, but you should respect that job and person as an essential cog in the organization. Communicate with users the way you would like them to communicate with you, were the roles reversed. Again, this follows the Ethic of Reciprocity.

Generally, IT folks are there to support the people doing a company’s main business. You are there to serve their needs and, all things being equal, to do so at their convenience, not yours.

Don’t assume the world stops the moment you walk in the door and that you may immediately interrupt their work to do yours. Although most customers are thrilled and motivated to help you the moment you arrive, this may not always be the case. Ask the magic question, “May I start working on the problem now?” Give customers a chance to wrap up, shut down, or do anything else necessary to finish their business and make it safe for you to do yours.

Engage the user with the standard rules of civil conversation. Take the time to listen. Don’t interrupt customers as they describe a problem; just listen and take notes. You might hear something that leads to resolving the problem. Rephrase and repeat the problems back to the customer to verify you understand the issue (“So the computer is locking up three times a day?”). Use an even, nonaccusatory tone, and although it’s okay to try to explain a problem if the user asks, never condescend and never argue.

Remain positive in the face of adversity. Don’t get defensive if you can’t figure something out quickly and the user starts hassling you. Remember that an angry customer isn’t really angry with you—he’s just frustrated—so don’t take his anger personally. Take it in stride; smile, and assure him that computer troubleshooting sometimes takes a while.

Avoid letting outside interruptions take your focus away from the user and her computer problem. Things that break your concentration slow down the troubleshooting process immensely. Plus, customers will feel insulted if you start chatting on your cell phone with your significant other about a movie date later that night when you’re supposed to be fixing their computers! You’re not being paid to socialize, so turn those cell phones and pagers to vibrate. That’s why the technogods created voicemail. Never take any call except one that is potentially urgent. If a call is potentially urgent, explain the urgency to the customer, step away, and deal with the call as quickly as possible.

If you discover that the user caused the problem, either through ignorance or by accident, don’t minimize the importance of the problem, but don’t be judgmental or insulting about the cause. We all screw up sometimes, and these kinds of mistakes are your job security. You get paid because people make mistakes and machines break. Chances are you’ll be back at that workstation six months or a year later, fixing something else. By becoming the user’s advocate and go-to person, you create a better work environment. If a mistaken action caused the problem, explain in a positive and supportive way how to do the task correctly, and then have the user go through the process while you are there to reinforce what you said.

Eliciting Answers

Your job as a tech is to get the computer fixed, and the best way to start that process is to determine what the computer is doing or not doing. You must start by talking to the customer. Allow the customer to explain the problem fully while you record the information. Once the person has described the situation, you must then ask questions. This process is called eliciting answers.

Although each person is different, most users with a malfunctioning computer or peripheral will be distraught and perhaps defensive about the problem. To overcome this initial attitude, you need to ask the right questions and listen to the customer’s answers. Then ask the proper follow-up questions.

Always avoid accusatory questions, because they won’t help you in the least (see Figure 2-4). “What did you do?” generally gets a confused or defensive “Nothing” in reply, which doesn’t get you closer to solving the problem. First, ask questions that help clarify the situation. Repeat what you think is the problem after you’ve listened all the way through the user’s story.
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Figure 2-4 Never accuse!

Follow up with fact-seeking questions. “When did it last work?” “Has it ever worked in this way?” “Has any software changed recently?” “Has any new hardware been added?” Ask open-ended questions to narrow the scope (“Which applications are running when the computer locks up?”).

By keeping your questions friendly and factual, you show users that you won’t accuse them or judge their actions (see Figure 2-5). You also show them that you’re there to help them. After the initial tension drops away, you’ll often get more information: for instance, a recitation of something the user might have tried or changed. These clues can help lead to a quick resolution of the problem.
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Figure 2-5 Keeping it friendly

Remember that you may know all about computer technology, but the user probably does not. This means a user will often use vague and/or incorrect terms to describe a particular computer component or function. That’s just the way it works, so don’t bother to correct them. Wherever possible, avoid using jargon, acronyms, or abbreviations specific to computers. They simply confuse the already upset user and can make you sound like you’re talking down to them. Just ask direct, factual questions in a friendly tone, using simple, non-jargon language to zero in on what the user was trying to accomplish and what happened when things went wrong. Use visual aids when possible. Point at the machine or go to a working PC to have the user show what went wrong or what she did or tried to do.

People do usually want to get a handle on what you are doing—in a simplified way. You don’t want to overwhelm them, but don’t be afraid to use simple analogies or concepts to give them an idea of what is happening. If you have the time (and the skills), use drawings, equipment, and other visual aids to make technical concepts more clear. If a customer is a closet tech and is really digging for answers—to the point that it’s affecting your ability to do your job—compliment her initiative and then direct her to outside training opportunities. Better yet, tell her where she can get a copy of this book!

Beyond basic manners, never assume that just because you are comfortable with friendly or casual behavior, the customer will be too. Even an apparently casual user will expect you to behave with professional decorum. On the flip side, don’t allow a user to put you in an awkward or even potentially dangerous or illegal situation. Never do work outside the scope of your assigned duties without the prior approval of your supervisor (when possible in such cases, try to direct users to someone who can help them). You are not a babysitter; never volunteer to “watch the kids” while the customer leaves the job site or tolerate a potentially unsafe situation if a customer isn’t properly supervising a child. Concentrate on doing your job safely and efficiently, and maintain professional integrity.

Expectations and Follow-up

Users are terrified when their PCs and networks go down so hard that they need to call in a professional. Odds are good that they’ve left critical, or at least important, data on the computer. Odds are equally good they need this computer to work to do their job. When they’re ready to lay down money for a professional, they’re expecting you to make their system exactly the way it was before it broke.

Hopefully you can do exactly that for them, but you also must deal with their expectations and let them know what to expect. Equally, you should give your customers some follow-up after the job is finished. We’ve already covered data backups and Authorization of Work forms (and those are very important), but you need to keep the customer’s needs in mind. You also want to keep them thinking about you, should they need more help in the future. Here are a few items you should consider.

Time Frame

If you can give the customer a best guess as to how long the repair will take, you’ll be a hero. Don’t be afraid to hold off on your time-frame prediction until you’ve diagnosed the machine. If you truly don’t have a feel for the time involved, tell the customer that and then tell them what you’ll need to know before you can make the prediction.

Stick to the timeline. If you finish more quickly, great! People love a job that goes faster than predicted. If you’re moving past the predicted time frame, contact the customer and tell him as soon as possible. Let him know what’s happened, explain why you need more time, and give him a new time frame. The biggest secret here is to keep in communication with the customer on any change in status. People understand delays—they take place in our lives daily. People resent not knowing why a delay is occurring, especially when a precious computer is at stake.

Documentation

At the completion of work, document the problem, including the time and day you started work, the solution (again including the time and day the work ended), the number of hours you worked, and a list of all parts you replaced. If the customer owns the replaced parts, offer them to the customer (this is especially true if you replace any storage media). This documentation may or may not include your charges.

Follow-up

I call follow-up the Lost Art: a simple follow-up, usually just a phone call, to confirm that the customer is happy with your work. This gives the customer a chance to detail any special issues that may have arisen, and it also adds that final extra touch that ensures they will call you again when they encounter a technical problem.

Safety and Tools

Effective communication with your customer enables you to start the troubleshooting process, getting details about the problem and clues about things that happened around the same time. To continue troubleshooting, though, you need to be adept at handling the computer. That starts with knowing how to handle computer components safely and how to use the tools of a tech. Let’s begin by identifying and discussing some of the problems you may run into and how to deal with them.

Electrostatic Discharge (ESD)

If you decide to open a PC while reading this chapter, as I encourage you to do, you must take proper steps to avoid the greatest killer of PCs: electrostatic discharge (ESD). ESD simply means the passage of a static electrical charge from one item to another. Have you ever rubbed a balloon against your shirt, making the balloon stick to you? That’s a classic example of static electricity. When that static charge discharges, you may not notice it happening—although on a cool, dry day, I’ve been shocked so hard by touching a doorknob that I could see a big, blue spark! I’ve never heard of a human being getting anything worse than a rather nasty shock from ESD, but I can’t say the same thing about computers. ESD will destroy the sensitive parts of your PC, so it is essential that you take steps to avoid ESD when working on your PC.

[image: Image] NOTE All PCs are well protected against ESD on the outside. Unless you take a screwdriver and actually open up your PC, you don’t need to concern yourself with ESD.

Anti-static Tools

ESD only takes place when two objects that store different amounts (the hip electrical term to use is potential) of static electricity come in contact. The secret to avoiding ESD is to keep you and the parts of the PC you touch at the same electrical potential, otherwise known as grounding yourself to the PC. You can accomplish this by connecting yourself to the PC via a handy little device called an anti-static wrist strap. This simple device consists of a wire that connects on one end to an alligator clip and on the other end to a small metal plate that secures to your wrist with an elastic strap. You snap the alligator clip onto any handy metal part of the PC and place the wrist strap on either wrist. Figure 2-6 shows a typical anti-static wrist strap in use.

[image: Image]

Figure 2-6 Anti-static wrist strap in use

[image: Image] EXAM TIP Static electricity, and therefore the risk of ESD, is much more prevalent in dry, cool environments.

Anti-static wrist straps are standard equipment for anyone working on a PC, but other tools might also come in handy. One of the big issues when working with a PC occurs if you find yourself pulling out parts from the PC and setting them aside. The moment you take a piece out of the PC, it no longer has contact with the systems and may pick up static from other sources. Techs use anti-static mats to eliminate this risk. An anti-static mat acts as a point of common potential; it’s typical to purchase a combination anti-static wrist strap and mat that all connect to keep you, the PC, and any loose components at the same electrical potential (see Figure 2-7).

[image: Image]

Figure 2-7 Anti-static wrist strap and mat combination

Anti-static wrist straps and mats use tiny resistors—devices that stop or resist the flow of electricity—to prevent a static charge from racing through the device. These resistors can fail over time, so it’s always a good idea to read the documentation that comes with your anti-static tools to see how to test those small resistors properly.

[image: Image] EXAM TIP Always put components in an anti-static bag, not on the bag.

Any electrical component not in a PC needs to be stored in an anti-static bag, a specially designed bag that sheds whatever static electricity you have when you touch it, thus preventing any damage to components stored within (see Figure 2-8). Almost all PC components come in an anti-static bag when purchased. Experienced techs never throw these bags away, as you never know when you’ll want to pull a part out and place it on a shelf for a while.

[image: Image]

Figure 2-8 Anti-static bag

Although having an anti-static wrist strap with you at all times would be ideal, the reality is that from time to time you’ll find yourself in a situation where you lack the proper anti-static tools. This shouldn’t keep you from working on the PC—if you’re careful! Before working on a PC in such a situation, take a moment to touch the power supply every once in a while as you work—I’ll show you where it is in Chapter 3—to keep yourself at the same electrical potential as the PC. Although this isn’t as good as a wrist strap, it’s better than nothing at all.

The last issue when it comes to preventing ESD is that never-ending question—should you work with the PC plugged in or unplugged? The answer is simple: Do you really want to be physically connected to a PC that is plugged into an electrical outlet? Granted, the chances of electrocution are slim, but why take the risk?

[image: Image] EXAM TIP Always unplug a PC when working inside it.

Electromagnetic Interference (EMI)

A magnetic field interfering with electronics is electromagnetic interference (EMI). EMI isn’t nearly as dangerous as ESD, but it can cause permanent damage to some components and erase data on some storage devices. You can prevent EMI by keeping magnets away from computer equipment. Certain components are particularly susceptible to EMI. Never get a magnet close to

• Floppy disks

• Hard drives

• Flash drives

• CRT (tube) monitors

The biggest problem with EMI is that we often use magnets without even knowing we are doing so. Any device with an electrical motor has a magnet. Many telephones have magnets. Power bricks for laptops and speakers also have magnets. Keep them away!

Radio Frequency Interference (RFI)

Do you ever hear strange noises on your speakers even though you aren’t playing any sounds? Do you ever get strange noises on your cell phone? If so, you’ve probably run into radio frequency interference (RFI). Many devices emit radio waves:

• Cell phones

• Wireless network cards

• Cordless phones

• Baby monitors

• Microwave ovens

[image: Image] NOTE Computer gear manufacturers package their product in a variety of ways to shield against accidental damage, whether that’s physical damage, ESD, EMI, or RFI. The typical pink translucent computer bag is coated with a film that prevents the bag from producing static electricity and mildly protects the contents against physical contact (and thus damage). The two types of metal bags offer shielding against EMI and RFI as well as ESD. These are the silvery bags (such as in Figure 2-8) you’ll see hard drives packed in, for example, and the black and silver woven bags you’ll sometimes see.

A word of caution is in order here. The metal bags provide proper protection only when sealed, so fold the open end over and slap a piece of tape on it when storing a component.

In general, the radio waves that these devices emit are very weak, and almost all electronic devices are shielded to prevent RFI. A few devices, speakers in particular, are susceptible to RFI. RFI will never cause any damage, but it can be incredibly irritating. The best way to prevent RFI is to keep radio-emitting devices as far away as possible from other electronics.

RFI becomes a big problem when two devices share the same frequencies. Cordless phones, baby monitors, and wireless networks share the same range of frequencies. They sometimes interfere with each other, causing poor signals or even blocking signals completely. These devices need to be tuned to avoid stomping on each other’s frequencies. In Chapter 23, you’ll see how to tune a wireless network to prevent RFI.

Physical Safety

IT techs live in a dangerous world. We’re in constant danger of tripping, hurting our backs, and getting burned by hot components. You also need to keep in mind what you wear (in a safety sense). Let’s take a moment to discuss these physical safety issues and what to do about them.

[image: Image] CAUTION When thinking about safety, keep in mind any local government regulations. You may be required to wear certain protective gear or take extra precautions while in the workplace. Make sure you also follow any environmental rules for the disposal of old parts, especially with things like CRT monitors, which may contain hazardous materials. Check with your employer or your local government’s Web site for more information.

If you don’t keep organized, hardware technology will take over your life. Figure 2-9 shows a corner of my office, a painful example of a cable “kludge.”

[image: Image]

Figure 2-9 Mike’s cable kludge

Cable messes such as these are dangerous tripping hazards. While I may allow a mess like this in my home office, all cables in a business environment are carefully tucked away behind computer cases, run into walls, or placed under cable runners. If you see a cable that is an obvious tripping hazard, contact the person in charge of the building (CompTIA calls these folks “building services”) to take care of it immediately. The results of ignoring such hazards can be catastrophic (see Figure 2-10).

[image: Image]

Figure 2-10 What a strange, bad trip it’s been.

Another physical safety issue is heavy boxes. Computers, printers, monitors—everything we use—all seem to come to us in heavy boxes. Remember never to lift with your back; lift with your legs, and always use a hand truck if available. You are never paid enough to risk your own health.

Also, make certain mounted components don’t exceed the weight limitations of their mounting hardware. You might have mounted everything properly, lifted correctly with your legs, and managed cables properly. But if the monitor comes crashing down on a user, that would be a bad thing indeed.

You also need to watch out for hot components. It’s hard to burn yourself unless you actually open up a computer, printer, or monitor. First, watch for anything with a cooling fin like the one shown in Figure 2-11. If you see a cooling fin, odds are good that something is hot enough to burn you. Also look for labels or stickers warning about hot components. Last, when in doubt, move your hand over components as if you were checking the heat on a stove.

[image: Image]

Figure 2-11 Checking for hot cooling fins

Finally, remove any jewelry or loose-hanging clothing before working on a computer. If you have long hair, you might consider tying it back in a ponytail. You don’t want anything getting caught in a fan or stuck on a component. This can save you and your components a lot of pain.

Tools of the Trade

The basic tech toolkit consists of a Phillips-head screwdriver and not much else—seriously—but a half-dozen tools round out a fully functional toolkit. Most kits have a star-headed Torx wrench, a nut driver or two, a pair of plastic tweezers, a little grabber tool (the technical term is parts retriever), a hemostat, an IC extractor for removing various chips, and both Phillips-head and flat-head screwdrivers (see Figure 2-12).

[image: Image]

Figure 2-12 Typical technician toolkit

A lot of techs throw in an extension magnet to grab hard-to-reach bits that drop into cases (an exception to the “no magnets” rule). Many also add a magnifying glass and a flashlight for those hard-to-read numbers and text on the printed circuit boards (PCBs) that make up a large percentage of devices inside the system unit. Contrary to what you might think, techs rarely need a hammer.

Chapter Review

Questions

1. Which of the following would be most appropriate for the workplace? (Select two.)

A. Clean, pressed khaki trousers

B. Clean, wrinkle-free T-shirt

C. Clean, wrinkle-free polo shirt

D. Clean, pressed jeans

2. While manning the help desk, you get a call from a distraught user who says she has a blank screen. What would be a useful follow-up question? (Select two.)

A. Is the computer turned on?

B. Is the monitor turned on?

C. Did you reboot?

D. What did you do?

3. While manning the help desk, you get a call from Sharon in accounting. She’s lost a file that she knows she saved to her hard drive. Which of the following statements would direct Sharon in the most efficient and professional manner to open her My Documents folder?

A. Sharon, check My Documents.

B. Sharon, a lot of programs save files to a default folder, often to a folder called My Documents. Let’s look there first. Click the Start button and move the mouse until the cursor hovers over My Documents. Then press the left mouse button and tell me what you see when My Documents opens.

C. Probably just defaulted to My Docs. Why don’t you open Excel or whatever program you used to make the file, and then open a document and point it to My Documents?

D. Look Sharon, I know you’re clueless when it comes to computers, but how could somebody lose a file? Just open up My Documents, and look there for the file.

4. At the very least, what tool should be in every technician’s toolkit?

A. Pliers

B. Hammer

C. Straight-slot screwdriver

D. Phillips-head screwdriver

5. When is it appropriate to yell at a user?

A. When he screws up the second time.

B. When he interrupts your troubleshooting.

C. When he screws up the fifth time.

D. Never.

6. When troubleshooting a software problem on Phoebe’s computer and listening to her describe the problem, your beeper goes off. It’s your boss. Which of the following is the most appropriate action for you to take?

A. Excuse yourself, walk out of the cube, and use a cell phone to call your boss.

B. Pick up Phoebe’s phone and dial your boss’s number.

C. Wait until Phoebe finishes her description and then ask to use her phone to call your boss.

D. Wait until Phoebe finishes her description, run through any simple fixes, and then explain that you need to call your boss on your cell phone.

7. You are at a customer’s workstation to install several software and hardware updates, a process that will take a while and require several reboots of the computer. What should you do about the password to the user’s account?

A. Require the customer to sit with you throughout the process so she can type in her password each time.

B. Ask the user to write down her password for you to use.

C. Ask the user to change her password temporarily for you to use.

D. Call your supervisor.

8. Which of the following is a good practice after completing a troubleshooting call at someone’s office?

A. Follow up with a call within a couple of days to make sure everything is going well with the fixed computer.

B. Make copies of any passwords you used at the site for future reference.

C. Document any particularly important people you met for future reference.

D. Do nothing. Your work is finished there.

9. Which tool helps you avoid accidental static discharge by keeping you at the same electrical potential as the computer on which you’re working?

A. Anti-static spray

B. Anti-static bag

C. Anti-static wrist strap

D. Phillips-head screwdriver

10. Which of the following helps prevent electromagnetic interference?

A. Use an anti-static bag.

B. Use an anti-static wrist strap.

C. Keep magnets away from computer components.

D. Keep computers away from monitors.

Answers

1. A, C. Khaki trousers and a polo shirt trump jeans and a T-shirt every time.

2. A, B. Go for the simple answer first. When faced with a blank screen, check to see if the computer and the monitor are turned on.

3. B. Walking customers through the path to a fix by using simple, nontechnical words is the best way to accomplish tasks over the phone.

4. D. Every tech’s toolkit should have a Phillips-head screwdriver, at the very least.

5. D. Don’t get angry or yell at clients.

6. D. Focus on the customer and don’t use her things.

7. C. In this circumstance, asking for a temporary password is the right answer. Make sure the user changes her password back before you leave the site.

8. A. A simple follow-up builds good will and trust. This is a very important step to take after completing a job.

9. C. An anti-static wrist strap keeps you at the same electrical potential as the computer.

10. C. Avoid putting magnets near computer gear to help prevent EMI.


CHAPTER 3
The Visible PC

In this chapter, you will learn how to

• Describe how the PC works

• Identify all the connectors and devices on a typical PC system unit

• Discuss the major internal components of a PC

Mastering the craft of a PC technician requires you to learn a lot of details about the many pieces of hardware in the typical PC. Even the most basic PC contains hundreds of discrete hardware components, each with its own set of characteristics, shapes, sizes, colors, connections, and so on. By the end of this book, you will be able to discuss all of these components in detail. This chapter takes you on a tour of a typical PC, starting with an overview of how computers work, and then examining both external connectors and internal components.

Remember the children’s song that goes, “Oh, the leg bone connects to the thigh bone...”? Well, think of the rest of the chapter in that manner, showing you what the parts look like and giving you a rough idea about how they work and connect. In later chapters, you’ll dissect all of these PC “leg bones” and “thigh bones” and reach the level of detail you need to install, configure, maintain, and fix computers. Even if you are an expert, do not skip this chapter! It introduces a large number of terms used throughout the rest of the book. You might know some of these terms already, but reading about them again won’t hurt.

It is handy, although certainly not required, to have a PC that you can take the lid off of and inspect as you progress. Almost any old PC will help—it doesn’t even need to work. So get thee a screwdriver, grab your PC, and see if you can recognize the various components as you read about them.

Historical/Conceptual

How the PC Works

You’ve undoubtedly seen a PC in action: a nice, glossy monitor displaying a picture that changes according to the actions of the person sitting in front of it, typing away on a keyboard and clicking on a mouse. Sound pours out of tiny speakers that flank the screen, and a box whirs happily beneath the table. The PC is a computer: a machine that enables you to do work, produce documents, play games, balance your checkbook, and look up the latest sports scores on the Internet.

Although the computer is certainly a machine, it’s also programming: the commands that tell the computer what to do to get work done. These commands are just ones and zeros that the computer’s hardware understands, enabling it to do amazing actions, such as perform powerful mathematical functions, move data (also ones and zeros), realize the mouse has moved, and put pretty icons on the screen. So a computer is a complex interaction between hardware and computer programming, created by your fellow humans.

Ever heard of Morse code? Morse code is nothing more than dots and dashes to those who do not understand it, but if you send dots and dashes (in the right order) to someone who understands Morse code, you can tell the recipient a joke. Think of programming as Morse code for the computer (see Figure 3-1). You may not understand those ones and zeros, but your computer certainly does!

[image: Image]

Figure 3-1 Computer musing that a string of ones and zeros makes perfect sense

There’s more to the ones and zeros than just programming. All of the data on the computer—the Web pages, your documents, your e-mail—is also stored as ones and zeros. Programs know how to translate these ones and zeros into a form humans understand.

Programming comes in two forms. First are the applications: the programs that get work done. Word processing programs, Web browsers, and e-mail programs are all considered applications. But applications need a main program to support them. They need a program that enables you to start and stop applications, copy, move, and delete data, talk to the hardware, and perform lots of other jobs. This program is called the operating system (OS). Microsoft Windows is the most popular OS today, but there are other computer operating systems, such as Apple Mac OS X and the popular (and free) Linux (see Figure 3-2). Computer people lump operating systems and applications into the term software to differentiate them from the hardware of the computer.

[image: Image]

Figure 3-2 Typical Mac OS X (left), Linux (middle), and Windows (right) interfaces

Understanding the computer at this broad conceptual level—in terms of hardware, OS, and programs—can help you explain things to customers, but good techs have a much more fundamental appreciation and understanding of the complex interplay of all of the software and the individual pieces of hardware. In short, techs need to know the processes going on behind the scenes.

[image: Image] NOTE The CompTIA A+ certification exams only cover the Windows operating system in regard to PCs, so you won’t see much discussion of Mac OS X or Linux in this book. Nevertheless, a good tech should possess a basic understanding of these two excellent operating systems.

From the CompTIA A+ tech’s perspective, the computer functions through four stages: input, processing, output, and storage. Knowing which parts participate in a particular stage of the computing process enables you to troubleshoot on a fundamental and decisive level.

To illustrate this four-step process, let’s walk through the steps involved in a fairly common computer task: preparing your taxes. [Insert collective groan here.] February has rolled around and, at least in the United States, millions of people install their favorite tax software, TurboTax from Intuit, onto their computers to help them prepare their taxes.

Input

After starting TurboTax, your first job is to provide the computer with data: essential information, such as your name, where you live, how much you earned, and how many dollars you gave to federal and state governments.

Various pieces of hardware enable you to input data, the most common of which are the keyboard and mouse. Most PCs won’t react when you say, “Hey you!”—at least not anywhere outside of a Star Trek episode. Although that day will come, you must still use something decidedly more mechanical: a keyboard to type in your data. The OS provides a fundamental service in this process as well. You can bang on a keyboard all day and accomplish nothing unless the OS translates your keystrokes into code that the rest of your computer’s hardware understands.

[image: Image] NOTE Some might argue that voice recognition on the PC, the ability of a computer to understand your voice, has been around for a long time. In my opinion, it doesn’t work well enough to replace my keyboard yet.

The same is not quite true on the smartphone front, where Apple’s Siri handles a fair number of commands in common English just fine. Siri can find destinations for you, phone numbers, and more. You can send text messages dictated to Siri as well, plus many more things. We’ll look at smartphones in more detail in Chapter 27.

Processing

Next, the computer processes your data. After you place information in various appropriate “boxes” in TurboTax, the computer does the math for you. Processing takes place inside the system unit—the box under your desk (see Figure 3-3)—and happens almost completely at a hardware level, although that hardware functions according to rules laid out in the OS. Thus you have another complex interaction between hardware and software.

[image: Image]

Figure 3-3 Processing takes place somewhere in here!

The processing portion is the magical part—you can’t see it happen. The first half of this book demystifies this stage, because good techs understand all of the pieces of the process. I won’t go through the specific hardware involved in the processing stage here, because the pieces change according to the type of process.

Output

Simply adding up your total tax for the year is useless unless the computer shows you the result. That’s where the third step—output—comes into play (see Figure 3-4). Once the computer finishes processing data, it must put the information somewhere for you to inspect it. Often it places data on the monitor so you can see what you’ve just typed. It might send the data over to the printer if you tell it to, so you can print out copies of your tax return to mail to the Internal Revenue Service (or whatever the Tax Man is called where you live). A hardware device does the actual printing, but the OS controls the printing process. Again, it’s a fundamental interaction of hardware and software.

[image: Image]

Figure 3-4 Output devices

Storage

Once you’ve sent in your tax return, you most likely do not want all that work simply to disappear. What happens if the IRS comes back a couple of months later with a question about your return? Yikes! You need to keep permanent records and a copy of the tax program. The fourth stage in the computing process is storage. A lot of devices are used in the storage process, the most visible of which are the external storage parts, such as a thumb drive or recordable CD discs (see Figure 3-5).

[image: Image]

Figure 3-5 Typical storage (CD-R discs)

The Art of the PC Technician

Using the four stages of the computing process—input, processing, output, and storage—to master how the PC works and, in turn, become a great technician requires that you understand all of the pieces of hardware and software involved and the interactions between them that make up the various stages. You have to know what the parts do, in other words, and how they work together. The best place to start is with a real computer. Let’s go through the process of inspecting a typical, complete PC, including opening up a few important pieces to see the components inside. Hopefully, you have a real computer in front of you right now that you may dismantle a bit. No two computers are exactly the same, so you’ll see differences between your PC and the one in this chapter—and that’s okay. You’ll come to appreciate that all computers have the same main parts that do the same jobs even though they differ in size, shape, and color.

By the time you reach the end of this book, you’ll have a deeper, more nuanced understanding of the interaction of hardware and software in the four-stage computing process. Just as great artists have mastered fundamental skills of their trade before creating a masterpiece, you’ll have the fundamentals of the art of the computer technician and be on your road to mastery.

801

The Complete PC

Sometimes I hate the term “personal computer.” That term implies a single device, like a toaster. A typical PC is more than one device, and you need all of the parts (or at least most) to make the PC work. The most important part of the PC is the box that usually sits under your desk: the one that all of the other parts connect to, called the system unit. All of the processing and storage takes place in the system unit. All of the other parts of the PC—the printer, the keyboard, the monitor—connect to the system unit and are known collectively as peripherals. Figure 3-6 shows a typical desktop PC, with the system unit and peripherals as separate pieces.

[image: Image]

Figure 3-6 Typical desktop computer with peripherals

Most computers have a standard set of peripherals to provide input and output. You’ll see some variation in color, bells, and whistles, but here’s the standard set:

• Monitor The big television thing that provides a visual output for the computer.

• Keyboard Keypad for providing keyed input. Based on a typewriter.

• Mouse Pointing device used to control a graphical pointer on the monitor for input.

• Speakers Provide sound output.

• Printer Provides printed paper output.

A typical PC has all of these peripherals, but no law requires a PC to have them. Plenty of PCs don’t have a printer. Some PCs don’t have speakers, just headphones. Some computers don’t even have a keyboard, mouse, or monitor—but they tend to hide in unlikely places, such as the inside of a jet fighter or next to the engine in an automobile.

Other PCs may have many more peripherals. Installing four or five printers on a single PC is easy, if you so desire. You’ll also find hundreds of other types of peripherals, such as Web cameras and microphones, on many PCs. You add or remove peripherals depending on what you need from the system. The only limit is the number of available connections.

External Connections

Every peripheral connects to the system unit through one of the many types of ports. The back of a typical system unit (see Figure 3-7) has many cables running from the system unit to the various peripherals. You may even have a few connectors in the front. All of these connectors and ports have their own naming conventions, and a good tech knows all of them. It’s not acceptable to go around saying such things as “That’s a printer port,” or “That’s a little-type keyboard connector.” You need to be comfortable with the more commonly used naming conventions so you can say “That’s a female DB-25,” or “That’s a USB connector.”

[image: Image]

Figure 3-7 Connections in the back of a PC

Plugs, Ports, Jacks, and Connectors

Although PCs use close to 50 different types of connections, almost all fit into one of six major types: DIN, USB, FireWire, DB, RJ, and audio. Read the next paragraphs to get your terminology straight so that you can then jump into the details of the various connectors with gusto.

No one seems to use the terms plug, port, jack, or connector correctly, so let’s get these terms straight right from the start. To connect one device to another, you need a cable containing the wires that make the connection. On each device, as well as on each end of the connecting cable, you need standardized parts to make that connection. Because these are usually electrical connections, one part needs to fit inside another to make a snug, safe connection.

A plug is a part with some type of projection that goes into a port. A port is a part that has some type of matching hole or slot that accepts the plug. You never put a port into a plug; it’s always the other way around. The term jack is used as an alternative to port, so you may also put a plug into a jack. The term connector describes either a port (jack) or a plug. As you progress though this chapter and see the various plugs and ports, this will become clearer (see Figure 3-8).

[image: Image]

Figure 3-8 Plug, port, and jack

Mini-DIN Connectors

Most PCs sport the European-designed mini-DIN connectors. The original Deutsche Industrie Norm (DIN) connector was replaced by mini-DIN a long time ago, so you’ll only see mini-DIN connectors on your PC (see Figure 3-9 bottom). Older-style keyboards and mice plugged into DIN ports (Figure 3-9 top). You’ll hear many older techs refer to a mini-DIN keyboard connector as a PS/2 connector. That’s what IBM called the port when it released the Personal System 2 (PS/2) computer way back in 1987 and the name stuck.

[image: Image]

Figure 3-9 DIN (top) and mini-DIN (bottom) connectors

The standard mini-DIN connector has six pins and has been used for many devices aside from mice and keyboards. Some ancient video cards used the mini-DIN connector for output to a television, for example, and a lot of speaker sets use it to connect satellites to a subwoofer or to a control box. In uses other than keyboard or mouse, the mini-DIN gets yet another name, DIN-6.

[image: Image] EXAM TIP Remember all three names for the mini-DIN connector: mini-DIN, PS/2, and DIN-6. Why CompTIA thinks you need to know the old names is anybody’s guess.

USB Connectors

Universal serial bus (USB) provides the most common general-purpose connection for PCs. You’ll find USB versions of many devices, such as mice, keyboards, scanners, cameras, and printers. USB connections come in three sizes: A, B, and mini-B. The USB A connector’s distinctive rectangular shape makes it easily recognizable (see Figure 3-10).

[image: Image]

Figure 3-10 USB A connector and port

You never see a USB B connector on your computer. USB B connecters are for the other end of the USB cable, where it attaches to the USB device (see Figure 3-11).

[image: Image]

Figure 3-11 USB B connector

The USB B connector’s relatively large size makes it less than optimal for small devices such as cameras, so the USB folks also make the smaller mini-B-style connector shown in Figure 3-12.

[image: Image]

Figure 3-12 USB mini-B connector

USB has a number of features that make it particularly popular on PCs. First, USB devices are hot-swappable, which means you can insert or remove them without restarting your PC. Almost every other type of connector requires you to turn the system off, insert or remove the connector, and then turn the system back on. Hot-swapping completely eliminates this process.

Second, many USB devices get their electrical power through the USB connection, so they don’t need batteries or a plug for an electrical outlet. You can even recharge some devices, such as cellular phones, by plugging them into a USB port (see Figure 3-13).

[image: Image]

Figure 3-13 Cell phone charging via a USB connection

[image: Image] NOTE In addition to mini-B USB connectors, you’ll also see mini-A, micro-A, and micro-B connectors, though they’re much less common.

FireWire Connectors

FireWire, also known as IEEE 1394, moves data at incredibly high speeds, making it the perfect connection for highly specialized applications such as streaming video from a digital video camera onto a hard drive. FireWire consists of a 6-wire connector, as shown in Figure 3-14, or a 9-wire connector for devices that need more speed and power. A smaller 4-pin version is usually seen on peripherals. Like USB, FireWire devices are hot-swappable.

[image: Image]

Figure 3-14 FireWire connector and port

DB Connectors

Over the years, DB connectors have been used for almost any type of peripheral you can think of, with the exception of keyboards. They have a slight D shape, which allows only one proper way to insert a plug into the socket and makes it easier to remember what they’re called. Technically, they’re known as D-sub or D-subminiature connectors, but most techs call them DBs. CompTIA calls them D-shell connectors, so don’t be surprised by that term either.

Each male DB plug has a group of small pins that connect to DB ports. Female DB plugs connect to male DB ports on the system unit. DB connectors in the PC world can have from 9 to 37 pins or sockets, although you rarely see a DB connector with more than 25 pins or sockets. Figure 3-15 shows an example. DB-type connectors are some of the oldest and most common connectors used in the back of PCs.

[image: Image]

Figure 3-15 DB-25 connector and port

It wasn’t that long ago that a typical PC used at least three or more different DB connectors. Over the past few years, the PC world has moved away from DB connectors. A typical modern system has only one or two, usually for video.

[image: Image] TIP Each D-sub connector size—called the shell size—has a specific name in the D-sub manufacturing world. A two-row, 9-pin connector, for example, is officially a DE-9 connector rather than a DB-9. The E refers to the 9-pin shell size. Why all of the DA, DB, DC, DD, and DE connectors became DB-x in the world of personal computers is a mystery, but most techs simply call them DB connectors.

RJ Connectors

You have more than likely seen an RJ connector, whether or not you knew it by that name. The little plastic plug used to connect your telephone cord to the jack (techs don’t use the word “port” to describe RJ connectors) is a classic example of an RJ plug. Modern PCs use only two types of RJ jacks: the RJ-11 and the RJ-45. The phone jack is an RJ-11. It is used almost exclusively for modems. The slightly wider RJ-45 jack is used for your network connection. Figure 3-16 shows an RJ-11 plug (top) and an RJ-45 plug (bottom).

[image: Image]

Figure 3-16 RJ-11 (top) and RJ-45 (bottom)

Audio Connectors

Speakers and microphones connect to audio jacks on the system unit. The most common type of sound connector in popular use is the 1/8-inch connector, also called a mini-audio connector. These small connectors have been around for years; they’re just like the plug you use to insert headphones into a radio, music player, or similar device (see Figure 3-17). Traditionally, you’d find the audio jacks on the back of the PC, but many newer models sport front audio connections as well.

[image: Image]

Figure 3-17 Mini-audio jacks and plug

[image: Image] NOTE Keep in mind that the variety of connectors is virtually endless. The preceding types of connectors cover the vast majority, but you’ll find many others on PCs as a tech. No law or standard requires device makers to use a particular connector, especially if they have no interest in making that device interchangeable with similar devices from other manufacturers.

Devices and Their Connectors

Now that you have a sense of the connectors, let’s turn to the devices common to almost every PC to learn which connectors go with which device.

[image: Image] NOTE Almost all connectors are now color-coordinated to help users plug the right device into the right port. These color codes are not required, and not all PCs and devices use them.

Cards Versus Onboard

All of the connectors on the back of the PC are just that: connectors. Behind those connectors are the actual devices that support whatever peripherals plug into those connectors. These devices might be built into the computer, such as a keyboard port. Others might be add-on expansion cards that a tech installed into the PC.

Most PCs have special expansion slots inside the system unit that enable you to add more devices on expansion cards. Figure 3-18 shows a typical card. If you want some new device that your system unit doesn’t have built into the PC, you just go to the store, buy a card version of that device, and snap it in. Later chapters of the book go into great detail on how to do this, but for now just appreciate that a device might be built in or might come on a card.

[image: Image]

Figure 3-18 Typical expansion card

Be careful handling cards. Touch the metal plate with the 90-degree bend and try to avoid touching any of the electronics. As mentioned in Chapter 2, you can protect your cards by keeping them in an anti-static bag when moving them.

Keyboard

Today’s keyboards come in many shapes and sizes, but they always connect to your computer by either a mini-DIN port or a USB port. Many keyboards ship with an adapter so you can use either port. Most keyboard plugs and mini-DIN keyboard ports are colored purple (see Figure 3-19).

[image: Image]

Figure 3-19 Keyboard plug and port

Monitor

A monitor connects to the video connector on the system unit. You’ll usually see one of two types of video connectors: the older, 15-pin female DB Video Graphics Array (VGA) connector or the unique digital visual interface (DVI) connector. VGA connectors are colored blue, whereas DVI connectors are white. Many video cards have both types of connectors (see Figure 3-20) or two VGA or two DVI connectors. Other video cards also add S-Video, component, or composite ports. Video cards with two connectors support two monitors, a very cool setup to have!

[image: Image]

Figure 3-20 Video card with (from left to right) S-Video, DVI, and VGA ports

[image: Image] NOTE The DVI connector comes in three flavors, DVD-D (all digital), DVD-A (analog), and DVI-I (both digital and analog).

The newest video connector is called High-Definition Multimedia Interface (HDMI), shown in Figure 3-21. HDMI brings a number of enhancements, such as the ability to carry both video and sound on the same cable. Primarily designed for home theaters, computers with HDMI connectors grow more common every year.

[image: Image]

Figure 3-21 HDMI connector

[image: Image] NOTE There are two smaller versions of HDMI called Mini-HDMI and Micro-HDMI. You’ll find these primarily on high-end cell phones.

Sound

The sound device in a computer performs two functions. First, it takes digital information and turns it into sound, outputting the sound through speakers. Second, it takes sound that is input through a microphone or some other audio source and turns it into digital data.

To play and record sounds, your sound device needs to connect to a set of speakers and a microphone or more. All PCs have at least two miniature audio jacks: one for a microphone and another for stereo speakers. Better cards provide extra miniature audio jacks for surround sound. Figure 3-22 shows a typical onboard sound card with six different 1/8-inch jacks. Four of these are for speakers and two are for input (such as microphones). The color scheme for sound connections is complex, but for now remember one color—green. That’s the one you need to connect a standard pair of stereo speakers.

[image: Image]

Figure 3-22 Typical bank of 1/8-inch audio jacks

An older sound card may have a female 15-pin DB port that enables you to attach a musical instrument digital interface (MIDI) device or add a joystick to your PC (see Figure 3-23). These multi-function joystick/MIDI ports are rare today.

[image: Image]

Figure 3-23 Legacy joystick/MIDI port

Adding more and more audio jacks to sound cards made the back of a typical sound card a busy place. In an effort to consolidate the various sound signals, the industry invented the Sony/Philips Digital Interface Format (S/PDIF) connection. S/PDIF comes in coaxial and optical versions. Figure 3-24 shows a motherboard with both (the coaxial connection is on the left). One S/PDIF connection replaces all of the mini-audio connections, assuming your surround speaker system also comes with an S/PDIF connection.

[image: Image]

Figure 3-24 S/PDIF connection

Network

Networks are groups of connected PCs that share information. The PCs most commonly connect via some type of cabling that usually looks like an extra-thick phone cable. A modern PC uses an RJ-45 connection to connect to the network. Figure 3-25 shows a typical RJ-45 network connector. Network connectors do not have a standard color.

[image: Image]

Figure 3-25 Typical network connection

[image: Image] NOTE Modern PCs have built-in network connections, but this is a fairly recent development. For many years, network devices only came on an expansion card, called a network interface card (NIC). The term is so common that even built-in network connections—which most certainly are not cards—are still called NICs.

Mouse

Most folks are pretty comfortable with the function of a mouse—it enables you to select graphical items on a graphical screen. A PC mouse has at least two buttons (as opposed to the famous one-button mouse that came with Apple computers until recently), while a better mouse provides a scroll wheel and extra buttons. A mouse uses either a USB port or a dedicated, light-green mini-DIN connector (see Figure 3-26).

[image: Image]

Figure 3-26 Mouse with mini-DIN connection

A variation of the mouse is a trackball. A trackball does the same job as a mouse, but instead of pushing it around like a mouse, the trackball stays in one place as you roll a ball with your fingers or thumb (see Figure 3-27).

[image: Image]

Figure 3-27 Trackball

Modem

A modem enables you to connect a PC to a network via a standard telephone line. Modems are another easily identifiable device in PCs as they have one or two RJ-11 jacks. One jack is to connect the modem to the telephone jack on the wall. If the modem has a second RJ-11 jack, it is for an optional telephone so you can use the phone line when the modem is not in use (see Figure 3-28).

[image: Image]

Figure 3-28 Internal modem

[image: Image] NOTE External modems traditionally connected to a male 9-pin or 25-pin D-sub port on the system unit called a serial port. Although just about every external modem today connects to USB, a few computers still come with a serial port for legacy devices.

Printer

For many years, printers only used a special connector called a parallel port. Parallel ports use a 25-pin female DB (DB-25) connector that’s usually colored fuchsia (see Figure 3-29).

[image: Image]

Figure 3-29 Parallel port

After almost 30 years of domination by parallel ports, most printers now come with USB, Ethernet, and Wi-Fi 802.11 b/g/n connectivity options. Parallel ports are quickly fading away from the backs of most computers.

Joystick

Joysticks weren’t supposed to be used just for games (see Figure 3-30). When the folks at IBM added the two-row, 15-pin female DB joystick connector to PCs, they envisioned joysticks as hard-working input devices, just as the mouse is today. Except in the most rare circumstances, however, the only thing a joystick does today is enable you to turn your PC into a rather expensive game machine. But is there a more gratifying feeling than easing that joystick over, pressing the Fire button, and watching an enemy fighter jet get blasted by a well-placed Sidewinder missile? I think not. Traditional joystick connecters are colored orange, but most joysticks today connect to USB ports.

[image: Image]

Figure 3-30 Joystick

eSATA

More and more PCs are showing up with eSATA ports like the one shown in Figure 3-31. Some external hard drives and optical drives can connect via eSATA.

[image: Image]

Figure 3-31 eSATA port

Plenty More!

Keep in mind that there are lots more devices and connectors out there. This section includes only the most common and the ones you’re most likely to see. As you progress through this book, you’ll see some less common connecters and where they are used.

Inside the System Unit

Now that you’ve seen the devices that connect to the PC, it’s time to open up the system unit to inspect the major internal components of a typical PC. A single PC is composed of thousands of discrete components. Although no one can name every tiny bit of electronics in a PC, a good technician should be able to name the major internal components that make up the typical PC. Let’s open and inspect a system unit to see these components and see what they do. In later chapters, you’ll see all of these components in much more detail.

Case

The system unit’s case is both the internal framework of the PC and the external skin that protects the internal components from the environment. Cases come in an amazing variety of styles, sizes, and colors. Figure 3-32 shows the front and back of a typical PC case. The front of the case holds the buttons for turning the system on and off, lights to tell you the status of the system, and doors for accessing removable media drives such as digital versatile disc (DVD) drives. This system also provides USB, FireWire, and audio connections in the front for easy access if you want to use a device that needs these connections.

[image: Image]

Figure 3-32 Case—front and back

[image: Image] NOTE You’ll hear the PC case called the enclosure, especially at the more expensive end of the spectrum. Case, enclosure, and system unit are interchangeable terms.

The back of the case holds the vast majority of the system unit connections. You will also notice the power supply—almost always at the top of the case—distinguished by its cooling fan and power plug. Note that one area of the back, the input/output (I/O) area, holds all of the onboard connections (see Figure 3-33), while another area in the back contains slots for cards. Similarly, the case uses slots to enable access to the external connectors on cards installed in the system unit.

[image: Image]

Figure 3-33 Onboard connections

Opening a case is always...interesting. There’s no standard way to open a case, and I’m convinced that the folks making system units enjoy some sick humor inventing new and complex ways to open them. In general, you detach the sides of a case by removing a few screws in the back of the system unit, as shown in Figure 3-34. Use common sense and you won’t have too many problems. Just don’t lose track of your screws or where each one was inserted!

[image: Image]

Figure 3-34 Opening a system unit

[image: Image] TIP Take a look at the front of your PC and you’ll see all kinds of connectors, from power and reset buttons to USB and audio ports. Front connections are most commonly used for temporary devices, such as headphones. If you have a device you don’t intend to remove very often, you should install it in one of the back connections.

Once you’ve opened the case, take a look inside. You’ll see metal framework, all kinds of cables, and a number of devices. As you inspect the devices, you may gently push cables to the side to get a better view. Don’t forget to wear an anti-static wrist strap (attaching it to any handy metal part of the case) or touch the metal case occasionally to prevent ESD.

CPU

The central processing unit (CPU), also called the microprocessor, performs all of the calculations that take place inside a PC. CPUs come in a variety of shapes and sizes, as shown in Figure 3-35.

[image: Image]

Figure 3-35 Typical CPUs still in protective packaging

Modern CPUs generate a lot of heat and thus require a cooling fan and heat sink assembly to avoid overheating (see Figure 3-36). A heat sink is a big slab of copper or aluminum that helps draw heat away from the processor. The fan then blows the heat out into the case. You can usually remove this cooling device if you need to replace it, although some CPU manufacturers have sold CPUs with a fan permanently attached.

[image: Image]

Figure 3-36 CPU with fan

CPUs have a make and model, just like automobiles do. When talking about a particular car, for example, most people speak in terms of a Ford Taurus or a Toyota Camry. When they talk about CPUs, people say Intel Core i7 or AMD Phenom. Over the years, there have been only a few major CPU manufacturers, just as there are only a few major auto manufacturers. The two most common makes of CPUs used in PCs are AMD and Intel.

Although only a few manufacturers of CPUs have existed, those manufacturers have made hundreds of models of CPUs. Some of the more common models made over the past few years have names such as Core 2 Duo, Core i5, Core i7, Phenom II, and AMD-FX.

Finally, CPUs come in a variety of packages. The package defines how the CPU looks physically and how it connects to the computer. Intel CPUs currently use a package type called land grid array (LGA), and AMD likes pin grid array (PGA). Every CPU package type has a number of versions, and each package type is designed to fit into a particular connection called a socket. Sockets have such names as Socket AM3 or Socket B. Figure 3-37 shows a CPU with its matching socket.

[image: Image]

Figure 3-37 CPU and matching socket

Chapter 6 goes into great detail on CPUs, but for now remember that every CPU has a make, a model, and a package type.

[image: Image] CAUTION Some parts of your PC are much more sensitive to ESD than others. Your CPU and RAM are very sensitive to ESD. If you touch the metal parts of your CPU or RAM and you have even the tiniest amount of charge, you can destroy them.

RAM

Random access memory (RAM) stores programs and data currently being used by the CPU. The maximum amount of programs and data that a piece of RAM can store is measured in units called bytes. Modern PCs have many millions, even billions, of bytes of RAM, so RAM is measured in units called megabytes (MB) or gigabytes (GB). An average PC will have from 1 to 4 GB of RAM, although PCs may have more or less. Each piece of RAM is called a stick. One common type of stick found in today’s PC is called a dual inline memory module (DIMM). Figure 3-38 shows two examples of DIMMs used in PCs.

[image: Image]

Figure 3-38 Two DIMMs

Your PC takes only one type of DIMM, and you must know the type so you can add or replace RAM when needed. Chapter 7 covers everything you need to know to work comfortably with RAM.

Motherboard

You can compare a motherboard to the chassis of an automobile. In a car, everything connects to the chassis either directly or indirectly. In a PC, everything connects to the motherboard either directly or indirectly. A motherboard is a thin, flat piece of circuit board, usually green or gold, and often slightly larger than a typical piece of notebook paper (see Figure 3-39).

[image: Image]

Figure 3-39 Typical motherboard

A motherboard contains a number of special sockets that accept various PC components. The CPU and RAM, for example, plug directly into the motherboard. Other devices, such as floppy drives, hard drives, and CD and DVD drives, connect to the motherboard sockets through short cables. Motherboards also provide onboard connectors for external devices such as mice, printers, joysticks, and keyboards.

All motherboards use multipurpose expansion slots in which you can add adapter cards. Different types of expansion slots exist for different types of cards (see Figure 3-40).

[image: Image]

Figure 3-40 Placing a card into an expansion slot

Power Supply

The power supply, as its name implies, provides the necessary electrical power to make the PC operate. The power supply takes standard electrical power and converts it into power your PC can use. Most power supplies are about the size of a shoebox cut in half and are usually a gray or metallic color (see Figure 3-41).

[image: Image]

Figure 3-41 Power supply

A number of connectors lead out of the power supply. Every power supply provides special connectors to power the motherboard and a number of other general-use connectors that provide power to any device that needs electricity. Check out Chapter 10 for more information.

Floppy Drive

The floppy drive enables you to access removable floppy disks. The floppy drives used in today’s PCs (and I use the term loosely—you’ll have trouble finding a floppy drive on most modern computers) are 3.5-inch floppy drives. Floppy drives only store a tiny amount of data and have all but disappeared from PCs.

Floppy drives connect to the computer via a ribbon cable, which in turn connects to the motherboard. The connection to the motherboard is known as the floppy drive controller (see Figure 3-42).

[image: Image]

Figure 3-42 Floppy drive connected to motherboard

Hard Drive

A hard drive stores programs and data that are not currently being used by the CPU. Although RAM storage is measured in megabytes and gigabytes, a PC’s hard drive stores much more data than a typical PC’s RAM—hundreds of gigabytes to terabytes. A terabyte is 1000 gigabytes.

An average PC has one hard drive, although most PCs accept more. Special PCs that need to store large amounts of data, such as a large corporation’s main file-storage computer, can contain many hard drives—8 to 16 drives in some cases.

The two most common types of hard drives seen in today’s PCs are the older Parallel Advanced Technology Attachment (PATA) and the more modern Serial Advanced Technology Attachment (SATA). PATA drives use a ribbon cable very similar to the one used by floppy drives, whereas SATA drives use a very narrow cable. Figure 3-43 shows a SATA drive (left) next to a PATA drive (right). Most motherboards only come with SATA connections, but if you look around, you can find one that supports PATA as well.

[image: Image]

Figure 3-43 SATA and PATA drives showing data connectors

Optical drives, introduced next, use the same PATA or SATA connections used with hard drives. Figure 3-44 shows a DVD drive sharing a single ribbon cable with a PATA hard drive—a common sight inside a PC.

[image: Image]

Figure 3-44 Hard drive and DVD drive

[image: Image] TIP Very few PCs use small computer system interface (SCSI) drives. SCSI drives are generally faster and more expensive, so they usually show up only in high-end PCs such as network servers or graphics workstations.

Optical Drives

Optical drives enable a computer to read one or more types of optical discs, such as CD, DVD, or Blu-ray Disc (see Figure 3-45). CDs store around 700 MB and come in three varieties: CD-ROM (read only memory: you can’t change the data on them), CD-R (recordable: you can change the data once), and CD-RW (rewritable: you can change the data on them over and over). DVDs store much more data—the smallest capacity DVDs store around 4 GB, enough for a Hollywood movie—and come in even more varieties: DVD-ROM, DVD+R, DVD-R, DVD+RW, and DVD-RW, just to name the more famous ones. Blu-ray Discs are popular for high-definition movies, but there are also Blu-ray Discs for storing data with capacities starting at 25 GB.

[image: Image]

Figure 3-45 Assorted optical discs

All of these optical discs require an optical drive that knows how to read them. If you want to do anything with a CD-RW disc, for example, you need a CD-RW drive. If you want to use a DVD+R disc, you need a DVD+R drive. Luckily, most optical drives support many different types of discs, and some support every common type of optical disc available. Figure 3-46 shows typical optical drives. Note that some of them advertise what disc types they use. Others give no clue whatsoever.

[image: Image]

Figure 3-46 Optical drives

[image: Image] NOTE Chapter 13 goes into great detail on the assorted discs and drive types.

Know Your Parts

The goal of this chapter was to get you to appreciate the names and functions of the various parts of the PC: peripherals, connectors, and components. By starting with the Big Picture view, you may now begin breaking down the individual components on a chapter-by-chapter basis and truly understand at great depth how each component works and how it interconnects with the PC system as a whole.

Chapter Review

Questions

1. What do you call the commands that tell the computer what to do?

A. Data

B. Morse code

C. Programming

D. Output

2. Which of the following is a proper name for a stick of RAM?

A. CRIMM

B. DIMM

C. BGA

D. LGA

3. Where do you connect an anti-static wrist strap? (Select the best answer.)

A. To an anti-static plate on the computer

B. To an electrical outlet

C. To a handy metal part of the case

D. To a non-static wrist strap

4. What sort of connector does a typical network interface card have?

A. DB-9

B. Mini-DIN

C. RJ-11

D. RJ-45

5. Modern keyboards connect to which of the following ports? (Select all that apply.)

A. DIN

B. FireWire

C. Mini-DIN

D. USB

6. Which end of the USB cable plugs into the PC?

A. A

B. B

C. Mini-A

D. Mini-B

7. A modern printer usually plugs into which of the following ports?

A. DB-9

B. DB-25

C. Mini-DIN

D. USB

8. What do you plug into a three-row, 15-pin port?

A. Joystick

B. Keyboard

C. Monitor

D. Mouse

9. What connector was designed to connect your PC to a high-end television set?

A. DB-HD

B. HDMI

C. USB

D. VGA

10. What connector was designed to connect your PC to a high-end audio system?

A. DB-HA

B. DVI

C. Mini-audio

D. S/PDIF

Answers

1. C. The commands that tell the computer what to do are called, collectively, programming.

2. B. Modern computers use DIMMs for RAM.

3. C. Connect an anti-static wrist strap to any handy metal part of the computer. The metal plate, by the way, is the section on the strap where you connect the cable from the PC.

4. D. A typical network interface card sports an RJ-45 port.

5. C, D. Modern keyboards connect to either mini-DIN or USB ports.

6. A. Plug the A connector into the PC.

7. D. A modern printer usually plugs into USB.

8. C. You plug a monitor into a three-row, 15-pin port.

9. B. HDMI was designed to connect your PC to a high-end television set.

10. D. S/PDIF was designed to connect your PC to a high-end audio system.




CHAPTER 4
Visible Windows

In this chapter, you will learn how to

• Relate the history of Microsoft Windows

• Explain the Windows interface

• Identify the operating system folders of Windows XP, Windows Vista, and Windows 7

• Describe the utilities in Windows that are essential to techs

As a PC tech, you need to understand Windows at a level beyond that of regular users. Not only must techs run through the standard Windows features that everyone uses every day (Start button, Recycle Bin, and so on), they must also be comfortable drilling down underneath that user-friendly surface to get their hands a little dirty.

This chapter begins by introducing and organizing the many variations of Windows on the market today and helping you appreciate the difference between, for example, Windows XP Professional and Windows 7 Ultimate. The chapter then takes you through the Windows interface in detail. The third section looks more closely at the techie aspects of Windows, including the structure of the operating system. The fourth section provides an overview of the many utilities for techs available in Windows. The chapter closes in the “Beyond A+” section with a discussion of the versions of Windows not on the current CompTIA A+ exams, such as Windows 8 and non-desktop versions of Windows. Let’s get started!

Historical/Conceptual

A Brief History of Microsoft Windows

Many users think of Windows as a monolithic thing, as the operating system (OS) for the PC (as opposed to the Mac), but as a tech you need to understand that Microsoft produces many varieties of the OS, each with specific tools, utilities, file structures, and interfaces. And you need to be able to navigate through any modern version of Windows fluidly.

Microsoft currently supports many versions of Windows, of which three concern the CompTIA A+ certified technician: Windows XP, Windows Vista, and Windows 7. Within each of these versions, Windows comes in multiple editions. Table 4-1 presents a list for the three versions you need to know for the exams.

[image: Image]

Table 4-1 Versions of Windows on the CompTIA A+ Exams

The problem of variety is compounded the minute you start working with older computers or talking with users or techs who’ve been working with computers for several years. You’ll hear about old versions of Windows such as Windows 98 or Windows 2000. Huh? What are these versions (see Figure 4-1)? How do they fit in the picture?

[image: Image]

Figure 4-1 Lots of Windows!

This section outlines the history of Microsoft Windows and then takes an in-depth look at the differences among the many versions of Microsoft’s flagship operating system. That way you can sort out the essentials for today’s techs from the many varieties you’ll hear about.

Microsoft entered the operating system game in the early 1980s with a command-line OS called Microsoft Disk Operating System, or MS-DOS. With a command-line OS, you interacted with the computer to run programs, save files, and perform all the other computing functions by typing and then pressing the ENTER key on your keyboard. This whole typing thing worked for people who could memorize commands and such, but alternative operating systems, such as Apple’s Mac OS, offered a visual interface, where you could interact with the computer by clicking on pictures. The time came for Microsoft to step up its game and produce a graphical user interface (GUI) where users could use a mouse to point and click.

Early Windows

The earliest version of Windows, Microsoft Windows 1.0, arrived in 1985 and was little more than a graphical overlay of the DOS command-line operating system. This overlay version of Windows went through a number of updates, ending with the first truly popular version of Windows, Windows for Workgroups version 3.1 (see Figure 4-2).

[image: Image]

Figure 4-2 Windows for Workgroups

[image: Image]NOTE Microsoft released several editions of Windows 3.1, with minor differences in name. Techs call the editions collectively Windows 3.x.

In 1989, Microsoft offered a completely separate version of Windows called Windows NT. Windows NT was a true graphical operating system and was dramatically more powerful than the Windows overlay versions. Windows NT went through a number of editions, culminating with Windows NT 4.0 in 1996 (see Figure 4-3).

[image: Image]

Figure 4-3 Windows NT 4.0

Windows NT had so many features that showing them all could take days, but one is important. NT came with a new way to organize hard drives and files, called the NT File System (NTFS). Before NTFS, all versions of Windows used an ancient file system called the file allocation table (FAT). NTFS took care of a number of problems, the biggest of which was security. FAT had no file security, meaning it had no user accounts, passwords, or permissions to enable people to control access to files. NTFS was built from the ground up with security in mind. We’ll cover both FAT and NTFS later in the book; for now, just appreciate that NTFS began with Windows NT.

It wasn’t until 1995 that Microsoft dumped the overlay concept and introduced Windows 95, the first version of Windows for the standard user that was also a full-blown operating system (see Figure 4-4). Windows 95 offered many improvements over Windows 3.x, and eventually Microsoft released several upgraded versions as well, such as Windows 98, Windows 98 SE, and Windows Me.

[image: Image]

Figure 4-4 Windows 95—the Windows of your forefathers

[image: Image]NOTE When we describe Windows 95, 98, 98 SE, and Me from a historical standpoint, we lump them all together, using the term “Windows 9x.”

The arrival of Windows 2000 in 2001 changed things. Throughout most of the 1990s, Windows was in a bit of a mess. Microsoft had two totally different operating systems—each called Windows—that it sold for two different markets. Microsoft sold the Windows 9x series for the home user and small office, and it sold the much more powerful Windows NT series for corporate environments.

Windows 2000 was the first step toward changing this mess. It was based on Windows NT (including support for NTFS), but it included a great interface, provided support for nearly any program, and was substantially easier to use than Windows NT. Microsoft originally presented Windows 2000 as a replacement for Windows NT, but its stability and ease of use motivated many knowledgeable Windows 9x users to upgrade to Windows 2000 as well. Windows 2000 started to appear as “the single Windows to replace all the other versions.”

[image: Image]NOTE Windows 2000 was the last version of Windows to come in both Server and Professional editions. After the release of Windows XP, Microsoft introduced the next version of Windows Server as Server 2003. Windows Server 2008 R2 is the latest edition of Windows Server. As of this writing, Microsoft’s newest server product, codenamed Windows Server 8 (WS8), is right around the corner, so keep your eyes peeled!

Modern Windows

The vast majority of computers in the field today run one of the three modern versions of Windows, so the CompTIA A+ certification focuses on those: Windows XP, Windows Vista, and Windows 7. But as you know from Table 4-1 at the beginning of this chapter, just saying the name of a Windows version doesn’t do justice to the editions within that version. The trick is to organize these editions in a way that enables you to discover their similarities and differences. In this section, we’ll look at editions of Windows XP, Vista and 7, as well as a few other versions of Windows, and see the differences in detail.

802

Windows XP

Windows XP came hot on the heels of Windows 2000. Under the hood, XP was basically the same as Windows 2000, but it added a dramatically improved interface and a number of new features, such as a built-in CD writer. Microsoft also broke with the beauty of 2000’s “one OS for everyone” idea. Microsoft visualized three types of users—professionals, home users, and media junkies—so Windows XP came in three editions: Windows XP Professional, Windows XP Home, and Windows XP Media Center.

Windows XP Professional

Microsoft Windows XP Professional is, in many people’s opinions, the most versatile and therefore the most mainstream edition of Windows XP. Microsoft tuned Windows XP Professional for office environments with many users sharing lots of data and multiple users sharing single computers. Windows XP Professional provides full-blown data security, and it is the only edition of Windows XP with the capability of logging onto a special Windows Server-controlled network called a domain.

A Windows domain is a group of networked computers all under the control of a single computer running some edition of Windows Server. Users on a domain can use a single logon with their computer that defines everything they can do on every other computer on the domain. (See Chapter 22 for all the details of the amazing Windows domain.) Figure 4-5 shows a typical Windows XP Professional desktop.

[image: Image]

Figure 4-5 Windows XP Professional

Windows XP Home

As its name implies, Windows XP Home is designed for the home and small-office user. Windows XP Home is a stripped-down edition of Windows XP Professional. The best way to describe Windows XP Home is to list the Windows XP Professional features that Windows XP Home lacks. Windows XP Home does not have

• The ability to log on to a Windows domain A Windows Home PC may log on to any single Windows server, but you must have a user name and password on every single server. With a domain, you can have one user name and password that works on all computers that are members of the domain.

• Encrypting file system With Windows XP Professional, you can encrypt a file or a folder so that only you can read it. Windows XP Home lacks this feature.

• Support for multiple processors Windows XP Home does not support more than one physical CPU. Windows XP Professional supports two separate CPUs.

[image: Image]NOTE CPU support is based on physical CPUs, not the number of cores in a single CPU. See Chapter 6 for details on multi-core CPUs.

• Support for Remote Desktop A Windows XP Professional PC may be remotely accessed from another computer by using Remote Desktop (see Figure 4-6). You cannot access a Windows XP Home system in this fashion.

• Support for NTFS Access Control The NTFS file system is capable of powerful controls on what users may do to a file or folder. Windows XP Home doesn’t give you the ability to control these NTFS permissions individually. When you look at the properties of a file or folder in Windows XP Home, you’ll notice that there is no Security tab. Instead, Windows XP Home’s Sharing tab (see Figure 4-7) shows that only one folder, the Shared Documents folder, is open for sharing—very different from XP Professional.

[image: Image]

Figure 4-6 Remote Desktop

[image: Image]

Figure 4-7 Windows XP Home Sharing tab

• Support for group policies Do you need to keep users from using a certain program? Do you want to prevent them from changing the screensaver? What do you want to do if they try to log in three times unsuccessfully? That’s the job of group polices. Well, if you want this level of control on your system, get Windows XP Professional, because XP Home doesn’t support them. Group policies are discussed in Chapter 29.

A few more differences exist between Windows XP Professional and XP Home, but the preceding are the ones you’re most likely to run into. Basically, if you want serious control of the folders, files, users, and network, you need XP Professional.

Windows XP Media Center

Windows XP Media Center is a specialized XP edition that includes the very handy Windows Media Center program (see Figure 4-8). Media Center is a Personal Video Recorder (PVR) program that enables you to watch and record television (you’ll need a TV tuner card) and organize all of your media, from photos to music.

[image: Image]

Figure 4-8 Windows XP Media Center

Other than the Media Center program, Windows XP Media Center’s capabilities are identical to those of Windows XP Home.

Windows Vista

In January of 2007, Microsoft announced Windows Vista. Vista introduced a new interface as well as some very different underpinnings, which we will discuss both in this chapter and later chapters. These changes created some serious teething problems that Microsoft fixed over time, though not fast enough to protect Vista from a nasty “bad operating system” opinion that lasts to this day. Love it or hate it, the CompTIA A+ exams expect you to know Vista.

Microsoft carried on the concept of different editions of Windows for different markets. Let’s look at the most common editions of Vista.

Windows Vista Home Basic

Windows Vista Home Basic is roughly equivalent to Windows XP Home. Microsoft gears it to home users not needing more advanced multimedia support.

Windows Vista Home Premium

Windows Vista Home Premium is the same as Windows Vista Home Basic, but it adds an upgraded Windows Media Center PVR application, similar to the one found in Windows XP Media Center (see Figure 4-9).

[image: Image]

Figure 4-9 Vista Home Premium Media Center

Windows Vista Business

Windows Vista Business is the basic business edition and has all the security, file-sharing, and access controls seen in Windows XP Professional.

Windows Vista Ultimate

Windows Vista Ultimate combines all of the features of every other Vista edition and includes some other features, such as a game performance tweaker and DVD ripping capability (see Figure 4-10).

[image: Image]

Figure 4-10 Vista Ultimate

Windows Vista Enterprise

Windows Vista Enterprise is an enhanced edition of Windows Vista Business and includes extra features like BitLocker Drive Encryption and support for two physical CPUs. This edition cannot be purchased through normal stores. You’ll have to go through Microsoft directly to purchase it.

[image: Image] EXAM TIP You can determine your Windows version by right-clicking My Computer in Windows XP, or Computer in Vista and Windows 7, and selecting Properties.

Windows 7

Comparing the look and feel of Windows Vista to Windows 7 might make you think that the two operating systems are far more alike than different—and you’d be right. So if Windows Vista and Windows 7 look and act so much alike, why didn’t Microsoft just call Windows 7 “Windows Vista: The Fixed Version?” By the time Microsoft “fixed” Windows Vista, nobody wanted anything to do with it—people were reinstalling Windows XP! Microsoft didn’t have a choice; it had to call this “fixed” Vista something new. Enter Windows 7 (see Figure 4-11).

[image: Image]

Figure 4-11 The Windows 7 desktop

Microsoft created several editions of Windows 7, closely following Windows Vista’s release model. Let’s look at each edition of Windows 7 and see how they compare.

Windows 7 Starter

Around the time of Windows 7’s release, netbooks (super-lightweight laptops, mostly used for Web browsing) were incredibly popular. Windows 7 Starter is a stripped-down edition of the OS designed to complement the limited role of the netbook. Windows 7 Starter lacks many of the advanced networking, media, and graphics capabilities of other versions of Windows, focusing instead on easy Internet access.

Windows 7 Home Premium

Windows 7 Home Premium is the most basic and most widely released edition of Windows 7. Roughly comparable to Windows Vista Home Premium, this edition of Windows 7 includes a lot of media functionality and some advanced network functions.

Windows 7 Professional

Stepping up from Windows 7 Home Premium, Windows 7 Professional adds support for joining domains, as well as support for powerful features like Windows XP Mode (enabling you to run Windows XP programs inside Windows 7) and Remote Desktop Connection (enabling you to connect to another computer over a network and see that computer’s desktop as if it were your own).

[image: Image] EXAM TIP You should know which tools are available in the various editions of Windows for the CompTIA exam. For example, Windows XP Mode works only with Windows 7 Professional, Ultimate, and Enterprise. It comes as a separate download and requires virtualization software such as Windows Virtual PC.

Windows 7 Ultimate

Windows 7 Ultimate includes, as the name implies, everything that Windows 7 has to offer. You’ll find advanced networking, backup, and security tools to complete your ultimate OS experience.

Windows 7 Enterprise

Windows 7 Enterprise is very similar to Windows Vista Enterprise and can only be purchased directly from Microsoft. Based on Windows 7 Professional, Enterprise includes extra features designed for large businesses, such as enhanced network searches, increased application security, and data protection using BitLocker.

Enter 64-bit Windows

From roughly 1986 to around 2001, all CPUs were 32-bit. While we will save the big discussion of what 32-bit means for Chapter 6, for now let’s keep it simple: a 32-bit CPU can only use a maximum of 4 gigabytes (232 bytes = 4,294,967,296 bytes) of RAM. Starting in 2001, we began to see 64-bit CPUs that could accept more than 4 gigabytes. 64-bit-capable CPUs are now the norm, while 32-bit-only CPUs are mostly relegated to netbooks and smartphones.

[image: Image] NOTE CPUs and 32- and 64-bit processing are covered in much greater detail in Chapter 6.

The leap from 32-bit to 64-bit processing has a number of advantages. The really big compelling reason to go from 32- to 64-bit is that 64-bit CPUs support more than 4 GB of RAM. The more RAM you have, the more programs—and the bigger the programs—your system can run. Until fairly recently, not too many of us cared to go above 4 GB of RAM. We didn’t need the extra RAM, and we didn’t have a CPU that could run at 64 bits. My, how things have changed over the past few years!

[image: Image] EXAM TIP Remember for the exams that 32-bit CPUs can support up to 4 GB of RAM. In concept, 64-bit CPUs can support up to 16 exabytes of memory. No one has made a CPU that supports the full 64-bit amount, however, and you certainly won’t find that much memory in the typical PC.

The 64-bit CPUs first showed up with the Intel Itanium back in 2001. At that time the only folks interested in 64-bit processing were large data centers and a few organizations that needed to crunch big numbers. To run a computer with an Itanium, you needed an operating system that worked with a 64-bit processor. Up to that point, every version of Windows ran only at 32-bit. Microsoft answered the call by creating special 64-bit editions of Windows 2000 and XP, but these 64-bit editions were very rare and ran only on the Itanium.

In 2003, Advanced Micro Devices (AMD) started to ship the popular Athlon 64 CPU. This CPU could run in either 32-bit or 64-bit mode, making 64-bit a realistic option for most of us. Intel followed AMD around 2004 with Pentium 4 CPUs also capable of 32-bit or 64-bit processing. Since then, almost every CPU sold by Intel or AMD has the ability to run in either 32-bit or 64-bit mode. Moving from 32-bit to 64-bit is easy, but only if you have an edition of Windows to support 64-bit. Microsoft has multiple editions of Windows designed to support 64-bit CPUs.

[image: Image] TIP All 32-bit editions of Windows support a maximum of 4 GB of RAM. If your PC has more than 4 GB and you’re not running 64-bit Windows, you might as well remove any RAM above 4 GB—you’re wasting it!

Windows XP 64-bit Edition

The 64-bit-only edition of Windows XP was called Windows XP 64-bit Edition (apparently Microsoft decided not to get cute when naming that one). Given that it worked only on Intel Itanium processors, the chance of your seeing this operating system is pretty small unless you decide to work in a place with powerful server needs. The Windows XP Professional x64 Edition is a little more common, as it runs on any AMD or Intel processor that supports both 32 and 64 bits (see Figure 4-12).

[image: Image]

Figure 4-12 Windows XP Professional x64 Edition

Windows XP 64-bit editions have had some impact, as they were the first stable Windows editions that truly supported 64-bit processing, but it was the introduction of Microsoft Vista that really started the move into 64-bit computing.

Windows Vista and Windows 7 64-bit Editions

Each of the previously listed Vista and Windows 7 editions comes in both 32-bit and 64-bit editions (except for Windows 7 Starter). As we move into PCs with more than 4 GB of RAM, it’s important to make sure your edition of Windows is a 64-bit edition (see Figure 4-13).

[image: Image]

Figure 4-13 64-bit Vista

[image: Image] NOTE Every installation DVD of Windows 7 comes with both 32-bit and 64-bit editions on the same disc.

Transitioning to 64-bit Windows

Techs use “x86” or “x64” to describe a particular computer architecture, implying that there is some compatibility within that architecture. This matters because people need to know that the software they purchase will work properly with the computer they have. The transition from 32-bit editions of Windows to 64-bit editions of Windows requires a certain update in terminology.

x86 versus x64

Intel originally used numbers to name its CPUs, such as 8086, 80286, 80386, and so on. To talk about them collectively, the industry replaced the leading numbers with an x and kept the numbers that stayed consistent for all the processors, thus x86 describes the Intel CPU architecture for PCs. All the 32-bit editions of Windows were designed to run on x86 architecture.

The move to 64-bit CPUs and, equally importantly, to 64-bit editions of Windows required some sort of change in terminology. Microsoft and others picked up the x86 terminology and changed it to market 64-bit-only editions of their software, branding the 64-bit software as x64. A consumer, therefore, could look at a product such as Windows XP Professional x64 Edition and very quickly know that the software was designed for 64-bit CPUs rather than 32-bit CPUs.

Software Compatibility

Transitions to updated architecture, such as the change from x86 to x64, create concern among users, because they fear that their old programs won’t run or will run poorly, or that they’ll have problems with compatibility down the road. Techs need to allay those fears by educating users properly. Here’s the scoop.

Most of the 64-bit processors run either 32-bit or 64-bit editions of Windows without missing a beat. The 64-bit editions of Windows require a 64-bit CPU; they snicker at 32-bit processors and refuse to play. Many companies have produced 64-bit editions of applications that only work with 64-bit Windows running with a 64-bit CPU. Great, right? But what about all those 32-bit applications out there working for a living? It gets interesting.

Windows Vista and Windows 7 64-bit editions support most 32-bit applications, sometimes without any user intervention and sometimes through explicit use of the Windows compatibility mode options. (Just for the record, you sometimes need to use Windows compatibility mode options to run older programs on Windows 32-bit editions, so it’s not just a function of 64-bit support for 32-bit applications.) Windows can try to emulate previous versions of Windows if an application balks at loading.

To run a program in an emulated version of Windows, you need to access the primary executable file that, when double-clicked, makes the program run. We’ll go through where to find the program files in the various versions of Windows later in this chapter, but a quick example should suffice here. A user has a custom program—called “Widgets for XP”—designed to take advantage of particular features in Windows XP Professional with Service Pack 2 installed and it doesn’t work in Windows Vista or 7. Open Computer and go to C:\Program Files\Widgets for XP and look for a file with the type listed as Application, such as WidgetsXP.exe (see Figure 4-14). Right-click and select Properties.

[image: Image]

Figure 4-14 Finding an executable file

[image: Image] NOTE Microsoft regularly patches Windows to fix problems. That’s what the “with Service Pack 2” means in the example here. Chapter 17 covers updating Windows in detail.

On the Compatibility tab, you can select the checkbox next to Run this program in compatibility mode for: and select the OS of choice (see Figure 4-15). In this case, you would select Windows XP (Service Pack 2) to provide optimal compatibility for the application. Windows saves the configuration change and tries to open the program in compatibility mode each time the program loads.

[image: Image]

Figure 4-15 Compatibility mode options

The Windows Interface

All versions of Windows share certain characteristics, configuration files, and general look and feel. Here’s some good news: You’ll find the same, or nearly the same, utilities in almost all versions of Windows, and once you master one version—both GUI and command-line interface—you’ll pretty much have them all covered. This section covers the essentials: where to find things, how to maneuver, and what common utilities are available. Where versions of Windows differ in concept or detail, I’ll point that out along the way. You’ll get to the underlying structure of Windows in the subsequent two sections of this chapter. For now, let’s look at the common user interface.

User Interface

Windows offers a set of utilities, or interfaces, that every user should know about—both how and why to access them. And since every user should know about them, certainly every CompTIA A+ certified tech should as well! Let’s take a quick tour of the typical Windows GUI.

[image: Image] EXAM TIP Odds are pretty good you already know the Windows interface—but do you know what the CompTIA A+ calls all these parts? Don’t skip this section!

Logon

Logging onto a Windows computer is something we all do, but few of us take time to appreciate the process. Your user name and password define what you can do on your computer. Every version of Windows supports multiple users on a single machine, so the starting point for any tour of the Windows user interface starts with the logon screen. Figure 4-16 shows the Windows XP logon screen.

[image: Image]

Figure 4-16 Windows XP logon screen

Windows XP introduced a new type of logon called the Welcome screen (see Figure 4-17). If you’re using Windows XP Home or Media Center, this is the only logon screen you will see. Windows XP Professional also has the Welcome screen, but if you connect to a domain, you’ll see a more classic logon screen harkening back to the days of Windows 2000 (see Figure 4-18).

[image: Image]

Figure 4-17 Windows XP Welcome screen

[image: Image]

Figure 4-18 Windows XP domain logon screen

All editions of Windows Vista and Windows 7 use an improved version of Windows XP’s Welcome screen (see Figure 4-19).

[image: Image]

Figure 4-19 Windows 7 Welcome screen

Desktop

The Windows desktop is your primary interface to the computer. The desktop is always there, underneath whatever applications you have open. The desktop analogy appeals to most people—we’re used to sitting down at a desk to get work done. Figure 4-20 shows a nice, clean Windows XP desktop; note the icons on the left and the various graphical elements across the bottom. You can add folders and files to the desktop and customize the background to change its color or add a picture. Most people like to do so—certainly, I do! As an example, Figure 4-21 shows the desktop from my home system—a Windows 7 Ultimate PC.

[image: Image]

Figure 4-20 Windows XP desktop

[image: Image]

Figure 4-21 Mike’s messy desktop

[image: Image]NOTE Your desktop is actually a folder in your computer. Whatever is in that folder shows up on your desktop. It’s critical that you know how to get to that folder in every version of Windows covered on the CompTIA A+ exam.

Clearly the Windows Vista and Windows 7 desktops differ a lot compared to the Windows XP desktop. What you’re seeing is something called the Aero desktop. The Aero desktop adds a number of impressive aesthetic features to your desktop that Microsoft claims makes the user experience more enjoyable and productive. I’m not going to get into an argument on the value of the Aero desktop, but it is an important part of the modern Windows interface. Most of the Aero features are more about looks than adding functionality, but the end result is a smoother desktop with a few noteworthy features. Transparency, as the name implies, gives an adjustable amount of transparency to the edges of your windowed programs, as you can see in Figure 4-22.

[image: Image]

Figure 4-22 Transparency

[image: Image] EXAM TIP Windows Vista Home Basic and Windows 7 Starter do not support the Aero desktop.

Flip 3D enables you to view and select all of your open windows in a 3D format, as shown in Figure 4-23.

[image: Image]

Figure 4-23 Flip 3D

Flip 3D is fun to use. Press the WINDOWS KEY followed by the TAB key to start it. Keep pressing TAB to cycle through the windows. When the window you want is in the front, release both keys, and that window will become the active window. Try WINDOWS KEY-TAB-SHIFT to scroll through your windows in the opposite direction.

To use the Aero desktop, you must have a video card that supports it. We’ll save the in-depth discussion for Chapter 21, but for now here’s what Microsoft says you need:

• DirectX 9 capability or better

• At least 128 megabytes of video RAM

• Windows Display Driver Model (WDDM) driver

• Pixel Shader version 2.0

When you install Windows Vista or Windows 7, the installer checks your video to determine if it can support Aero. If your video card is capable, Aero turns on automatically. To check, press the WINDOWS KEY-TAB combination. If Flip 3D appears, you have Aero. If it doesn’t, Aero is not active.

To turn on Aero in Windows Vista, right-click on your desktop and select the Personalize menu option. Next, select Window Color and Appearance. If you see a screen that looks like Figure 4-24, you already have Aero running. If you see a screen that looks like Figure 4-25, select the Windows Aero color scheme to activate the Aero desktop.

[image: Image]

Figure 4-24 You’ve got Aero!

[image: Image]

Figure 4-25 The lack of transparency and the flat window with no drop shadow show that Aero is not activated.

[image: Image] TIP If your computer can’t run the Aero desktop, you need to upgrade your system to meet the minimum requirements. This usually means a new video card or updated video card drivers. See Chapter 21 for details.

If you’re running Aero, note that the Window Color and Appearance screen shown in Figure 4-24 has a slider to adjust the transparency settings and a checkbox to turn transparency off completely.

Windows 7 makes activating Aero even easier. Right-click on your Desktop and select Personalize. If you see any Aero themes, as shown in Figure 4-26, you can select one to activate the Aero desktop.

[image: Image]

Figure 4-26 Select one of the Aero themes to activate the Aero Desktop in Windows 7.

There are a number of other features that, although not on the CompTIA A+ certification exams, you really should try. The WINDOWS KEY-T combination gives a preview of all minimized windows. ALT-TAB gives a preview of all running windows. Also, in Windows 7, pressing WINDOWS KEY-LEFT ARROW or WINDOWS KEY-RIGHT ARROW will fill the respective half of your screen with the active window. Try Aero. It may not be the productivity tool Microsoft promises it to be, but it sure is fun.

Taskbar and Start Menu

The taskbar runs along the bottom of all Windows desktops and includes up to four sections (depending on the version of Windows and your configuration). Starting at the left side, these are the Start button, the Quick Launch toolbar (in Windows XP and Windows Vista), the running programs area, and the notification area. Although the taskbar sits at the bottom of the desktop by default, you can move it to either side or to the top of the screen.

The taskbar contains the Start button, probably the most clicked button on all Windows systems. You can find the Start button on the far left end of the taskbar. Figure 4-27 shows the Start buttons for Windows XP, Windows Vista, and Windows 7 (in order). Click the Start button to open the Start menu, where you can see the applications installed on the system and start them.

[image: Image]

Figure 4-27 Three different Windows Start buttons

Try moving your cursor onto the All Programs menu item. When the All Programs menu appears, move the cursor to Accessories. Locate the Notepad program and click it. By default, Windows XP hides lesser-used menu options, so if you don’t see Notepad, click the double down-arrows at the bottom of the Accessories menu to make Notepad appear.

[image: Image] NOTE You have a lot of clicking to do in this chapter, so take a moment to reflect on what I call the General Rules of Clicking. With a few exceptions, these rules always apply, and they really help in manipulating the Windows interface to do whatever you need done:

• Click menu items once to use them.

• Click icons once to select them.

• Click icons twice to use them.

• Right-click anything and select Properties to see its properties.

Great! If you opened Notepad properly, you should see something like Figure 4-28, with Notepad displaying an untitled text page. Notice how Notepad shows up on the taskbar at the bottom of your screen. Most running programs appear on the taskbar in this way. Close the Notepad program by clicking on the button with the X in the upper-right corner of the Notepad window. Look again at the taskbar to see that Notepad no longer appears there.

[image: Image]

Figure 4-28 Notepad application (note the buttons in the upper-right corner)

Now look all the way to the right end of the taskbar. This part of the taskbar is known officially as the notification area, though many techs and the CompTIA A+ certification exams call it the system tray. You will at a minimum see the current time displayed in the system tray, and on most Windows systems you’ll also see a number of small icons there. Figure 4-29 shows the system tray on a Windows Vista PC.

[image: Image]

Figure 4-29 System tray showing several icons and the time

[image: Image] EXAM TIP Microsoft calls the area at the far right of the taskbar the notification area, but you might see it referred to on the CompTIA A+ certification exams as the system tray.

These icons show programs running in the background. Most programs run in a window. Background programs function like any other program except they do not use a window, simply because the nature of their particular jobs makes a window unnecessary. Thousands of programs like to run in the system tray: network status, volume controls, battery state (on laptops), and removable device status are just a few examples. What shows up on yours depends on your version of Windows, what hardware you use, and what background programs you have installed. Some of the icons in Figure 4-29, for example, include virtual machine software, a monitor calibration program, and my e-mail program.

On Windows XP and Vista systems, you’ll find the Quick Launch toolbar near the left end of the taskbar (see Figure 4-30). Here, you can place often-used programs and open them with a single click. On Windows XP systems, the Quick Launch toolbar is not displayed on the taskbar by default, so before you can use this convenient feature, you must right-click the taskbar, select Properties, and check Show Quick Launch. To change the contents of the Quick Launch toolbar, simply drag icons onto or off of it.

[image: Image]

Figure 4-30 Quick Launch toolbar

Windows 7 takes the Quick Launch toolbar and marries it to the running program area thumbnails, creating pinned applications (see Figure 4-31). You can pin application icons directly onto the running application area. When you open one of these pinned applications, its icon changes to show that it is now open. If you open an application that isn’t pinned to the taskbar, its icon still shows up, but will disappear when you close it. If you’ve ever used the Apple OS X dock (perish the thought!), then you’ve used this type of feature.

[image: Image]

Figure 4-31 Pinned applications

Microsoft introduced the Jump List with Windows 7 to show you context-sensitive information about whatever is on your taskbar (see Figure 4-32). If you look at the Jump List for Microsoft Word, for example, you’ll see recently opened documents. The Jump List for iTunes enables you to skip forward and backward through the songs in your playlist. To open a Jump List, click and drag upward on the icon in the taskbar or right-click on the icon.

[image: Image]

Figure 4-32 A Jump List

The Many Faces of Windows Explorer

Windows Explorer enables you to manipulate files and folders stored on all the drives in or connected to your computer. Microsoft presents the tool in a variety of ways to help you focus quickly on what you want to accomplish. If you want to see the contents of an optical disc, for example, you can open My Computer (Windows XP) or Computer (Windows Vista/7) by double-clicking the icon on the desktop or selecting the icon from the Start menu to have Windows Explorer open with the drives displayed (see Figure 4-33). To display the contents of a drive or folder, double-click it.

[image: Image]

Figure 4-33 Windows Explorer in Windows XP displaying the drives installed, as well as common tasks on the left

Windows Explorer in Windows XP offers a series of common tasks in a bar along the left side of the screen, as you can see in Figure 4-34. Windows Vista and Windows 7 also offer tasks, but the options display in a bar below the location bar, near the top of the window (see Figure 4-34).

[image: Image]

Figure 4-34 Windows Explorer in Windows 7 displaying the drives installed and showing tasks

When you access My Documents (Windows XP) or Documents (Windows Vista/7) by double-clicking the icon on the desktop or selecting it from the Start menu, Windows opens Windows Explorer with your user folders displayed. Because your My Documents/Documents folder is stored (by default) on the C: hard drive, Windows Explorer shows the contents of that drive, drilled down specifically to your folders.

The fact that one way to open Windows Explorer is to double-click My Computer or Computer, and another way to open Windows Explorer is to double-click My Documents or Documents—and the two methods show different contents initially—leads many users to assume that they have two distinct tools. That’s simply not the case. Windows Explorer changes what’s displayed to suit specific tasks preset by Microsoft, but it’s a single tool that can point to different locations on your computer.

Even better, you can change the look of Windows Explorer by clicking a button. The Folders button in Windows XP toggles the Folders list on or off on the left (see Figure 4-35). The Folders list is a tree menu that enables you to move the focus of Windows Explorer to different folders or drives. The Folders list replaces the common tasks bar in Windows XP. Note that the Folders list is enabled by default in Windows Vista and Windows 7 no matter whether you open the tool through Computer or Documents.

[image: Image]

Figure 4-35 Windows Explorer in Windows XP with the Folders list toggled on

In Windows Vista and Windows 7, you can alter the view of Windows Explorer in several ways. On the taskbar, you can click the down arrow next to the Change your view button to change the size of the icons, the details displayed, and more. You can turn off the Folders list (known in Vista and 7 as the Navigation pane) if desired by clicking the down arrow next to Organize, selecting Layout from the menu options, and then deselecting Navigation pane.

The Folders list view makes copying and moving files and folders from one location to another very easy. The steps differ slightly when you copy to a folder on the same drive versus when you copy to a folder on a different drive, although the first step is the same: select a folder in the Folders list, and the contents of that folder appear in the main pane on the right.

To move or copy a file from one folder to another folder on the same drive, click and hold a file or folder in the main pane and then drag the cursor over to any folder on the other drive in the Folders list. A → symbol will appear (in Windows Vista and 7, although not in Windows XP). Release the mouse button, and you move that file or folder to the new folder. If you want to copy a file or folder rather than move it, press the CTRL key on your keyboard and then click and drag into the desired folder. The → symbol (if any) changes to a +; release the mouse button to copy the file or folder.

To copy or move a file from one folder to another folder on a different drive, click and hold a file or folder in the main pane and then drag the cursor over to any folder in the Folders list, and a + symbol will appear. Release the mouse button, and you’ll make a copy of that file or folder in the new folder. If you want to move a file or folder rather than just copy it, press the SHIFT key on your keyboard and then click and drag into the desired folder. The + symbol changes to a → in Windows Vista/7 or just goes away in Windows XP; release the mouse button to move the file or folder.

Notice the differences in the icons displayed in Windows Explorer? Windows assigns different icons to different types of files, based on their extensions, the set of characters at the end of a filename, such as .EXE, .TXT, or .JPG. The oldest extensions, starting from back in the DOS era, are usually three characters, but current programs may use two-character extensions, such as .JS (JavaScript) or .AU (audio), or even four-character extensions, such as the ubiquitous .HTML for Web pages. In rare cases, a filename might actually have no extension.

As you look at these icons on your own screen, some of you might say, “But I don’t see any extensions!” That’s because Windows hides them by default. To see the extensions in Windows XP, select Tools | Folder Options to open the Folder Options dialog box. Click the View tab and uncheck Hide extensions for known file types. In Windows Vista/7, select Organize | Folder and search options and then click the View tab to see the same dialog box, which has the same checkbox to uncheck (see Figure 4-36).

[image: Image]

Figure 4-36 Folder Options dialog box

There are two other very handy settings under the View tab, but to see the results well, you need to be in the C: drive of Computer, as shown in Figure 4-37.

[image: Image]

Figure 4-37 Default Computer view where many things are hidden

Go back into the View tab of the Folder Options dialog box, click the Show hidden files and folders radio button (named Show hidden files, folders, and drives in Windows Vista/7), and then uncheck Hide protected operating system files. Click the Apply to Folders button in Windows Vista/7 or the Apply to All Folders button in Windows XP. Your C: drive should look like Figure 4-38 when you are finished. As before, when you return to examining the folder contents, you will see the file extensions, and possibly some previously hidden files. You can tell which ones are hidden because they appear somewhat faded or ghostly compared to the non-hidden folders and files.

[image: Image]

Figure 4-38 Computer displaying hidden files and folders

Now that those files are visible, you have the awesome responsibility of keeping them safe. In general, the less you handle your vital system files, the better. You’ll learn some ways to do useful things with files that were previously hidden, but unless you really know what you’re doing, it’s best to leave them alone. Before you turn a PC over to someone who isn’t a trained PC tech, you’ll probably want to hide those system files again.

[image: Image] EXAM TIP There are many scenarios where you’d want to see hidden file extensions and hidden files as well. What if you need to run a program from its executable file, for example, and there are four files in the same folder all named “setup”? Which one do you double-click? Turn the file extensions visible, see which one is setup.exe, and double-click that one. Viewing hidden and system files, on the other hand, enables them to show up in a search. That’s very handy for techs. The CompTIA A+ exams quiz you on these topics.

Microsoft has tried to help users organize their files and folders through various user folders and subfolders that you access through Windows Explorer. The different operating systems offer different choices, so let’s look at My Documents (Windows XP), the User’s Files (Windows Vista/7), and Windows 7’s libraries.

My Documents, My [Whatever]

All versions of Windows provide a special folder structure for each user account so users have their own places to store personal data. This folder grouping is called My Documents in Windows XP. Many Windows programs take advantage of My Documents and by default store their files in the folder or in a subfolder.

Windows XP installations do not show My Documents on the desktop by default. On Windows XP, you can access it through the Start menu, or you can add it to your desktop. Right-click the desktop and select Properties to open the Display Properties dialog box. Select the Desktop tab, and then click on the Customize Desktop button to open the Desktop Items dialog box (see Figure 4-39). On the General tab, select the checkbox next to My Documents, My Computer, or both, and then click OK to close the dialog box and make any selected icons appear on the desktop.

[image: Image]

Figure 4-39 Windows XP Desktop Items dialog box

[image: Image] NOTE As with most tools in Windows, Microsoft gives you more than one way to accomplish tasks. In Windows XP and Vista, try right-clicking the Start menu icon, selecting Properties, and choosing the Classic Start Menu radio button.

Windows XP’s My Documents folder includes several subfolders: My Pictures (which offers filmstrip and thumbnail views of pictures you store there), My Music (which will fire up Media Player to play any file), My Videos (which, again, starts Media Player), and more. Figure 4-40 shows My Pictures, using the thumbnail view. Many applications have since jumped on the bandwagon and added their own My [Whatever] folders in My Documents. Before I retired my Windows XP machine, for example, I had My eBooks, My Web Sites, My Received Files, My Virtual Machines... My Goodness!

[image: Image]

Figure 4-40 My Pictures subfolder in My Documents

User’s Files

Windows Vista and Windows 7 take the equivalent of My Documents to a whole new level with the User’s Files. (Although a Documents folder is available, it’s designed literally for documents, such as text files.) Click on the Start menu and you’ll see a folder option with the user name of the account that’s currently logged into the computer. With that option, not only do you get all of the folders you get in Windows XP, but Windows Vista/7 also add a number of other folders as well as interesting but important data such as your Internet Explorer favorites and copies of recent searches.

Just as with Windows XP, the user’s folder does not appear on the desktop by default. To see this folder, right-click on the desktop, select Personalize, and then click Change desktop icons on the left of the Personalization window. You’ll see a Desktop Icon Settings dialog box where you can select the User’s Files option to display the personal files of the logged-in user account. Figure 4-41 shows the User’s Files folder for my editor, with the Desktop Icon Settings dialog box in the background.

[image: Image]

Figure 4-41 Typical user accounts folder in Windows Vista

Windows 7 Libraries

Windows 7 introduced only one new—but very useful—feature to Windows Explorer: libraries. The idea behind libraries is based on two fairly straightforward assumptions:

• People tend to need the same data over and over.

• The data you need for one job/project/function/whatever is rarely stored in a single folder.

Libraries aggregate folders from multiple locations and place them in a single, easy-to-find spot in Windows Explorer. The files and folders don’t actually move. The library just creates links to them (see Figure 4-42).

[image: Image]

Figure 4-42 Libraries in Windows Explorer

By default, every user has at least four libraries: Documents, Music, Pictures, and Videos. These libraries consist of two folders: the user’s My Whatever folder for that type of data plus the Public Whatever folder under C:\Users\Public. (You’ll learn more about these a little later in the chapter.) Let’s clarify this subtle but critical concept.

Libraries are not folders but collections of existing folders. Let’s say you keep some digital photos in your My Photos folder, but you also have a separate stash of photos on an external hard drive in a folder called “Vacation Pictures.” Instead of flipping back and forth between these folders to see all of your photos, you could use a library to link them.

When you open a library, you see the contents of every folder in the library together, as if they were all in the same folder (but they aren’t). Your photos in My Photos and Vacation Pictures will appear side by side.

You can create a library from any instance of Windows Explorer. Right-click Libraries in the navigation pane, select New | Library, and give the library a name. Ta-da! You’ve just made your first library.

Now you need to add folders to your library. You can add folders from your system or from shares on other systems. To add a folder to a library, right-click the folder in Windows Explorer, select Include in library, and then click the library you want to use in the fly-out menu. You can also right-click a library, select Properties, and use the Include a folder button to add folders.

Remember two important items:

• Only folders can populate a library—no individual files, no printers, etc.

• Don’t try to remove a folder from a library by deleting it. If you do, you will delete the actual folder. Instead, right-click the folder name under the library name on the Navigation pane and select Remove location from library.

[image: Image] EXAM TIP Make sure you can name the four default libraries in Windows 7.

Recycle Bin

In Windows, a file is not erased when you delete it. Windows adds a level of protection in the form of a special folder called the Recycle Bin. When you delete a file in Windows, the file moves into the Recycle Bin. It stays there until you empty the Recycle Bin or restore the file, or until the Recycle Bin reaches a preset size and starts erasing its oldest contents.

To access the Recycle Bin’s properties, right-click the icon on the desktop and select Properties. (You’ll find the icon usually in the top left corner of the desktop.) The Recycle Bin’s properties look different in different versions of Windows, but they all work basically the same. Figure 4-43 shows the properties of a typical Windows 7 Recycle Bin. Windows will set aside a certain percentage by default (it changes according the size of the drive), but you can specify the amount of drive space to use for the Recycle Bin as well. If a hard drive starts to run low on space, this is one of the first places to check.

[image: Image]

Figure 4-43 Windows 7 Recycle Bin Properties

My Network Places/Network

Systems tied to a network, either via a network cable or by a modem, have a folder called My Network Places in Windows XP or simply Network in Windows Vista/7 (see Figure 4-44). This folder shows all the current network connections available to you. You’ll learn about My Network Places/Network in Chapter 22.

[image: Image]

Figure 4-44 Network in Windows Vista

Windows Sidebar

Windows Vista comes with a GUI feature called the Windows Sidebar, a tool that sits on one side of the desktop and enables small helper applications—called Microsoft Gadgets—to run. You can display a clock, for example, or a dynamic weather update. Vista comes with a handful of Gadgets, but developers have gone crazy with them, enabling you to add all sorts of useful tools, such as the Twitter feed and World of Warcraft search and realm status Gadgets in Figure 4-45.

[image: Image]

Figure 4-45 Windows Sidebar in action

Windows 7 also includes Gadgets, but removes the Sidebar concept. You can place Windows 7 Gadgets anywhere on your desktop.

[image: Image] NOTE The background application running Gadgets in Windows 7 is called Sidebar.exe, just like in Windows Vista, so you could argue that Windows 7 includes Windows Sidebar.

Hot Keys

In Windows, you can use key combinations to go directly to various programs and places. Here’s a reasonably extensive list of general-purpose commands for Windows. Be aware that some applications may change the use of these commands.

Function Keys

• F1 Help

• F2 Rename

• F3 Search menu

• F5 Refresh the current window

• F6 Move among selections in current windows

Popular Hot Keys

• CTRL-ESC Open Start menu

• ALT-TAB Switch between open programs

• ALT-F4 Quit program

• CTRL-Z Undo the last command

• CTRL-A Select all the items in the current window

• SHIFT-DELETE Delete item permanently

• SHIFT-F10 Open a shortcut menu for the selected item (this is the same as right-clicking an object)

• SHIFT Bypass the automatic-run feature for optical media (by pressing and holding down the SHIFT key while you insert optical media)

• ALT-SPACE Display the main window’s System menu (from this menu you can restore, move, resize, minimize, maximize, or close the window)

• ALT-ENTER Open the properties for the selected object

Working with Text

• CTRL-C Copy

• CTRL-X Cut

• CTRL-V Paste

• CTRL-Z Undo

Windows Key Shortcuts

These shortcuts use the special Windows key:

• WINDOWS KEY Start menu

• WINDOWS KEY-D Show desktop

• WINDOWS KEY-E Windows Explorer

• WINDOWS KEY-L Lock the computer

• WINDOWS KEY-TAB Cycle through taskbar buttons (or Flip 3D with Windows Aero in Vista/7)

• WINDOWS KEY-PAUSE/BREAK Open the System Properties dialog box

[image: Image] NOTE I’ve covered only the most basic parts of the Windows desktop in this chapter. The typical Windows desktop includes many other parts, but for techs and for the CompTIA A+ certification exams, what you’ve learned here about the desktop is more than enough.

Operating System Folders

The modern versions of Windows organize essential files and folders in a relatively similar fashion. All have a primary system folder for storing most Windows internal tools and files. All have a set of folders for programs and user files. Yet once you start to get into details, you’ll find some very large differences. It’s very important for you to know in some detail the location and function of many common folders and their contents.

[image: Image] EXAM TIP The CompTIA A+ exams love to ask detailed questions about the locations of certain folders. Make sure you know this section!

System Folder

SystemRoot is the tech name given to the folder in which Windows has been installed. Windows XP, Vista, and 7 all use C:\Windows as the default SystemRoot. Be warned: this is the default folder, but you can change where Windows is installed during the installation process.

It’s handy to know about SystemRoot. You’ll find it cropping up in many other tech publications, and you can specify it when adjusting certain Windows settings to make sure they work under all circumstances. When used as part of a Windows configuration setting, add percent signs (%) to the beginning and end like so: %SystemRoot%, which means you’ll almost never see it as just plain SystemRoot.

If you don’t know where Windows is installed on a particular system, here’s a handy trick. Get to a command prompt, type cd %systemroot%, and press ENTER. The prompt changes to the directory in which the Windows OS files are stored. Slick! See Chapter 18 for details on how to use the command prompt in Windows.

The system folder contains many subfolders, too numerous to mention here, but CompTIA wants you to know the names of a number of these subfolders as well as what goes in them. Let’s run through the subfolders you should recognize and define (these folders are in all versions of Windows):

• %SystemRoot%\Fonts All of the fonts installed in Windows live here.

• %SystemRoot%\Offline Files (Offline Web Pages in Windows 7) When you tell your Web browser to save Web pages for offline viewing, they are stored in this folder. This is another folder that Windows automatically deletes if it needs the space.

• %SystemRoot%\System32 This is the real Windows! All of the most critical programs that make Windows run are stored here. 64-bit editions of Windows also store critical files in %SystemRoot%\SysWOW64.

• %SystemRoot%\Temp Anytime Windows or an application running on Windows needs to create temporary files, they are placed here. Windows deletes these files automatically as needed, so never place an important file in this folder.

Program and Personal Document Folders

Windows has a number of important folders that help organize your programs and documents. They sit in the root directory at the same level as the system folder, and of course they have variations in name depending on the version of Windows. We’ll assume that your computer is using a C: drive—a pretty safe assumption, although there actually is a way to install all of Windows on a second hard-drive partition.

C:\Program Files (All Versions)

By default, most programs install some or all of their essential files into a subfolder of the Program Files folder. If you installed a program, it should have its own folder in here. Individual companies decide how to label their subfolders. Installing Photoshop made by Adobe, for example, creates the Adobe subfolder and then an Adobe Photoshop subfolder within it. Installing Silverlight from Microsoft, on the other hand, only creates a Microsoft Silverlight folder with the program files within it. (Some programmers choose to create a folder at the root of the C: drive, bypassing Program Files altogether, but that’s becoming increasingly rare.)

C:\Program Files (x86)

The 64-bit editions of Windows Vista and Windows 7 create two directory structures for program files. The 64-bit applications go into the C:\Program Files folder, whereas the 32-bit applications go into the C:\Program Files (x86) folder. The separation makes it easy to find the proper version of whatever application you seek.

Personal Documents

As you might expect, given the differences among the desktop names for personal document locations outlined earlier in the chapter, the personal folders for Windows XP, Windows Vista, and Windows 7 differ in location and name. Windows XP places personal folders in the Documents and Settings folder, whereas Windows Vista and Windows 7 use the Users folder. From there, they differ even more.

C:\Documents and Settings (Windows XP)

All of the personal settings for each user are stored here. All users have their own sub-folders in Documents and Settings. In each user folder, you’ll find another level of folders with familiar names such as Desktop, My Documents, and Start Menu. These folders hold the actual contents of these items. Let’s dive through these to see the ones you need to know for the CompTIA A+ exams.

• \Documents and Settings\Default User (hidden) All of the default settings for a user. This folder is a template that Windows copies and customizes when a new user logs on for the first time.

• \Documents and Settings\All Users You can make settings for anyone who uses the computer. This is especially handy for applications: some applications are installed so that all users may use them and some applications might be restricted to certain users. This folder stores information for any setting or application that’s defined for all users on the PC.

• \Documents and Settings\Shared Documents If you’re using Windows XP’s Simple File Sharing, this is the only folder on the computer that’s shared.

• \Documents and Settings\<User Name> This folder stores all settings defined for a particular user (see Figure 4-46).

[image: Image]

Figure 4-46 Contents of a typical \Documents and Settings folder in Windows XP

Opening any user’s folder reveals a number of even lower folders. Each of these stores very specific information about the user.

• \Documents and Settings\<User Name>\Desktop This folder stores the files on the user’s desktop. If you delete this folder, you delete all the files placed on the desktop.

• \Documents and Settings\<User Name>\<User name’s> Documents This is the My Documents folder for that user.

• \Documents and Settings\<User Name>\Application Data (hidden) This folder stores information and settings used by various programs that the user has installed.

• \Documents and Settings\<User Name>\Start Menu This folder stores any customizations the user made to the Start menu.

[image: Image] NOTE When you’re looking at your own account folders, you’ll see My Documents rather than <User name’s> Documents in the \Documents and Settings\<User Name> folder.

C:\Users (Windows Vista/7)

Windows Vista and Windows 7 dump the old Documents and Settings folder for the Users folder. Functionally similar to Documents and Settings, there are a number of subfolders here that you need to know to pass the CompTIA A+ exams.

Let’s repeat the process, locating the same functions in their new locations.

• \Users\Default (hidden), \Users\All Users, and \Users\<User Name> All of these folders retain the same functions as in Windows XP.

• \Users\<User Name> The big change takes place under each of the \Users\ <User Name> folders. This folder still stores all settings defined for a particular user; however, this folder contains more subfolders in Vista/7 than in XP (see Figure 4-47). Luckily, you only need to know a few folders for the exams.

• \Users\<User Name>\Desktop Same as in Windows XP.

• \Users\<User Name>\Documents This is the Documents folder for that user. Note that in Vista, it’s simply known as “Documents,” while in Windows 7, it is once again “My Documents.”

• \Users\<User Name>\Downloads Microsoft’s preferred download folder for applications to use. Most applications do use this folder, but some do not.

• \Users\<User Name>\Start Menu Same as in Windows XP.

[image: Image]

Figure 4-47 Contents of a typical Users\<User Name>\ folder in Vista

[image: Image] NOTE Vista and 7 make a special hidden folder called “Default User” that points to the User folder to support older applications.

Any good tech knows the name and function of all the folders just listed. As a tech, you will find yourself manually drilling into these folders for a number of reasons. Users rarely go directly into any of these folders with Windows Explorer. As a tech, you know that’s a good thing, since you appreciate how dangerous it is for them to do so. Imagine a user going into a \Users\<User Name>\Desktop folder and wiping out someone’s desktop folders. Luckily, Windows protects these folders by using NTFS permissions, making it very difficult for users to destroy anything other than their own work.

[image: Image] EXAM TIP Be very careful here. Some of the folder name differences between XP and Vista/7 are subtle. Make sure you know the difference.

Tech Utilities

Windows offers a huge number of utilities that enable techs to configure the OS, optimize and tweak settings, install hardware, and more. The trick is to know where to go to find them. This section shows the most common locations in Windows where you can access utilities: right-click, Control Panel, Device Manager, System Tools, command line, Microsoft Management Console, Administrative Tools, and the Action Center. Note that these are locations for tools, not tools themselves, and you can access many tools from more than one of these locations. You’ll see some of the same utilities in many of these locations. Stay sharp in this section, as you’ll need to access utilities to understand the inner workings of Windows.

Right-Click

Windows, being a graphical user interface OS, covers your monitor with windows, menus, icons, file lists—all kinds of pretty things you click on to do work. Any single thing you see on your desktop is called an object. If you want to open any object in Windows, you double-click on it. If you want to change something about an object, you right-click on it.

Right-clicking on an object brings up a small menu called the context menu, and it works on everything in Windows. In fact, try to place your mouse somewhere in Windows where right-clicking does not bring up a menu (there are a few places, but they’re not easy to find). What you see on the little menu when you right-click varies dramatically depending on the item you decide to right-click. If you right-click a running program in the running program area on the taskbar, you’ll see items that relate to a window. Windows XP and Vista will present options such as Move, Size, and so on (see Figure 4-48). Windows 7 gives you the Jump List, as we discussed earlier. If you right-click on your desktop, you get options for changing the appearance of the desktop and more (see Figure 4-49). Even different types of files show different results when you right-click on them. Right-clicking is something techs do often.

[image: Image]

Figure 4-48 Right-clicking on a running program in Windows XP

[image: Image]

Figure 4-49 Right-clicking on the desktop in Windows 7 offers numerous settings

One menu item you’ll see almost anywhere you right-click is Properties. Every object in Windows has properties. When you right-click on something and can’t find what you’re looking for, select Properties. Figure 4-50 shows the results of right-clicking on Computer in the Start menu—not very exciting. But if you select Properties, you’ll get a dialog box like the one shown in Figure 4-51.

[image: Image]

Figure 4-50 Right-clicking on Computer

[image: Image]

Figure 4-51 Computer properties

Control Panel

The Control Panel handles most of the maintenance, upgrade, and configuration aspects of Windows. As such, the Control Panel is the first set of tools for every tech to explore. You can find the Control Panel by clicking the Start button and choosing Control Panel from the Start menu.

Windows XP, Vista, and 7 open in the Control Panel’s Category view by default, which displays the icons in groups like “Printers and Other Hardware.” The categories change between each edition of Windows. This view requires an additional click (and sometimes a guess about which category includes the icon you need), so many techs use a more classic view.

The CompTIA A+ exams assume you use classic view with large icons, so do what every tech does: switch from category view to classic view. In Windows XP, select Switch to Classic View. In Windows Vista, choose Classic View. In Windows 7, select Large icons or Small icons from the View by drop-down list for a similar effect. Figure 4-52 shows the Windows XP Control Panel in both Category and Classic views.

[image: Image]

Figure 4-52 Windows XP Control Panel in two views: Category (left) and Classic (right)

A large number of programs, called applets, populate the Control Panel. The names and selection of applets vary depending on the version of Windows and whether any installed programs have added applets. But all versions of Windows have applets that enable you to control specific aspects of Windows, such as appearance, installed applications, and system settings. Windows XP has Display and Windows Vista/7 have Personalization which enable you to make changes to the look and feel of your Windows desktop and tweak your video settings. Add or Remove Programs (Windows XP) and Programs and Features (Windows Vista/7) enable you to add or remove programs. The System applet (all versions) gives you access to essential system information and tools, such as Device Manager, although Microsoft wisely added Device Manager right on the Control Panel starting with Vista.

Every icon you see in the Control Panel is actually a file with the extension .CPL. Any time you get an error opening the Control Panel, you can bet you have a corrupted CPL file. These are a pain to fix. You have to rename all of your CPL files with another extension (I use .CPB) and then rename them back to .CPL one at a time, each time reopening the Control Panel, until you find the CPL file that’s causing the lockup.

[image: Image] EXAM TIP Even these common applets vary slightly among Windows versions. The CompTIA A+ certification exams do not test you on every little variance among the same applets in different versions—just know what each applet does.

You can use the Control Panel applets to do an amazing array of things to a Windows system, and each applet displays text that helps explain its functions. The Add Hardware applet in Windows XP, for example, says quite clearly, “Installs and trouble-shoots hardware” (see Figure 4-53). They are all like that. Figure 4-54 shows the User Accounts applet. Can you determine its use? (If not, don’t sweat it. I’ll cover users in Chapter 16.) Don’t bother trying to memorize all these applets. Each Control Panel applet relevant to the CompTIA A+ exams is discussed in detail in the relevant chapter throughout the rest of the book. For now, just make sure you can get to the Control Panel and appreciate why it exists.

[image: Image]

Figure 4-53 Add Hardware Wizard of the Add Hardware applet

[image: Image]

Figure 4-54 User Accounts window of the User Accounts applet

Device Manager

With Device Manager, you can examine and configure all of the hardware and drivers in a Windows PC. As you might suspect from that description, every tech spends a lot of time with this tool! You’ll work with Device Manager many more times during the course of this book and your career as a PC tech.

There are many ways to get to Device Manager—make sure you know all of them! The first way is to open the Control Panel and double-click the System applet icon. This brings up the System Properties dialog box in Windows XP and the System dialog box in Windows Vista/7. In Windows XP, you access Device Manager by selecting the Hardware tab and then clicking the Device Manager button. Figure 4-55 shows the Hardware tab of the System Properties dialog box in Windows XP. In Windows Vista/7, the System dialog box has a direct connection to Device Manager (see Figure 4-56).

[image: Image]

Figure 4-55 Windows XP System applet with the Hardware tab selected

[image: Image]

Figure 4-56 Windows Vista System applet with the Device Manager menu option circled

You can also get to the System Properties/System dialog box in all versions of Windows by right-clicking My Computer/Computer and selecting Properties. From there, the path to Device Manager is the same as when you access this dialog box from the Control Panel.

[image: Image] NOTE Holding down the WINDOWS KEY and pressing PAUSE/BREAK is yet another way to get to the System Properties/System dialog box. Keyboard shortcuts are cool!

The second (and more streamlined) method is to right-click My Computer/Computer and select Manage. This opens a window called Computer Management, where you’ll see Device Manager listed on the left side of the screen, under System Tools. Just click on Device Manager and it opens. You can also access Computer Management by opening the Administrative Tools applet in the Control Panel and then selecting Computer Management (see Figure 4-57).

[image: Image]

Figure 4-57 Device Manager in Computer Management

Why are there so many ways to open Device Manager? Well, remember that we’re only looking at locations in Windows from which to open utilities, not at the actual utilities themselves. Microsoft wants you to get to the tools you need when you need them, and it’s better to have multiple paths to a utility rather than just one.

[image: Image] EXAM TIP The CompTIA A+ exams want you to know multiple ways to open Device Manager.

Device Manager displays every device that Windows recognizes, organized in special groups called types. All devices of the same type are grouped under the same type heading. To see the devices of a particular type, you must open that type’s group. Figure 4-57 shows a Windows Vista Device Manager screen with all installed devices in good order—which makes us techs happy. If Windows detects a problem, the device has a down arrow, a red X, or a black exclamation point on a yellow field, as in the case of the Digital Still Camera device in Figure 4-58.

[image: Image]

Figure 4-58 Problem device

[image: Image] NOTE There is one other “problem” icon you might see on a device in Device Manager—a blue i on a white field. According to Microsoft, this means you turned off automatic configuration for a device.

A down arrow in Windows Vista/7 or a red X in Windows XP means Windows (or you) disabled the device—right-click on the device to enable it (see Figure 4.59). With a black exclamation point, right-click on the device and select Properties. Read the error code and explanation in the Device Status pane (see Figure 4-60). If necessary, look up a Microsoft Knowledge Base article that matches the number to see what to do. There are around 40 different errors—nobody bothers to memorize them!
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Figure 4-59 Enabling a disabled device

[image: Image]

Figure 4-60 Problem device properties

Device Manager isn’t just for dealing with problems. It also enables you to update drivers with a simple click of the mouse (assuming you have a replacement driver on your computer). Right-click a device and select Update Driver Software from the menu to get the process started. Figure 4-61 shows the options in Windows Vista.

[image: Image]

Figure 4-61 Selecting Update Driver Software in Windows Vista Device Manager

Make sure you can get to Device Manager! You will come back to it again and again in subsequent chapters, because it is the first tool you should access when you have a hardware problem.

System Tools

The Start menu offers a variety of tech utilities collected in one place: System Tools. In the System Tools menu, you’ll find commonly accessed tools such as System Information and Disk Defragmenter (see Figure 4-62).

[image: Image]

Figure 4-62 System Tools menu options

Many techs overlook memorizing how to find the appropriate Windows tool to diagnose problems, but nothing hurts your credibility with a client like fumbling around, clicking a variety of menus and applets, while mumbling, “I know it’s around here somewhere.” The CompTIA A+ certification exams therefore test you on a variety of paths to appropriate tools.

To access System Tools in all three versions of Windows, go to Start | All Programs | Accessories | System Tools. Each version of Windows shares many of the same tools, but each includes its own utilities as well. I’ll note which version of Windows uses each particular system tool.

Activate Windows (All)

Windows XP unveiled a copy-protection scheme called activation. Activation is a process where your computer sends Microsoft a unique code generated on your machine based on the Install CD/DVD’s product key and a number of hardware features, such as the amount of RAM, the CPU processor model, and other ones and zeros in your PC. Normally, activation is done at install time, but if you choose not to activate at install or if you make “substantial” changes to the hardware, you’ll need to use the Activate Windows utility (see Figure 4-63). With the Activate Windows utility, you can activate over the Internet or over the telephone.

[image: Image]

Figure 4-63 Activate Windows

[image: Image] NOTE Once you’ve activated Windows, the Activate Windows applet goes away.

Backup (Windows XP)

The Backup utility enables you to back up selected files and folders to removable media such as tape drives. Backing up is an important function that’s covered in detail in Chapters 16 and 29.

[image: Image] NOTE Neither Windows XP Home nor Windows XP Media Center includes Backup during installation. You must install the Backup program from the Windows installation CD by running the \Valueadd\MSFT\Ntbackup\ NTbackup.msi program.

Backup Status and Configuration (Windows Vista)

Vista does not enable you to back up files on your computer selectively. You can only back up personal data with the Backup Status and Configuration Tool or, if you have Vista Business, Ultimate, or Enterprise, perform a complete PC backup by using Windows Complete PC Backup. If you want to pick and choose the file to back up, you need to buy a third-party tool. This tool allows you to back up to optical media, a hard drive, or a networked drive.

[image: Image] NOTE Windows 7 has a more powerful backup utility than Windows Vista has, but you won’t find it in the System Tools folder. Check out Chapter 29 for more information on Windows 7’s backup tools.

Character Map (All)

Ever been using a program only to discover you need to enter a strange character such as the euro character (€) but your word processor doesn’t support it? That’s when you need the Character Map. It enables you to copy any Unicode character into the Clipboard (see Figure 4-64).

[image: Image]

Figure 4-64 Character Map

[image: Image] NOTE Windows 7 includes the Private Character Editor tool, enabling you to create your own characters and symbols for use with the Character Map.

Disk Cleanup (All)

Disk Cleanup looks for unneeded files on your computer, which is handy when your hard drive starts to get full and you need space. Every version of Windows since XP starts this program whenever your hard drive gets below 200 MB of free disk space.

Disk Defragmenter (XP and Vista)

You use Disk Defragmenter to make your hard drive run faster—you’ll see more details on this handy tool in Chapter 12. You can access this utility in the same way you access Device Manager; you also find Disk Defragmenter in the Computer Management Console. A simpler method is to select Start | All Programs | Accessories | System Tools—you’ll find Disk Defragmenter listed there. You can also right-click on any drive in My Computer or Computer, select Properties, and click the Tools tab, where you’ll find a convenient Defragment Now button.

Files and Settings Transfer Wizard (Windows XP)

Suppose you have an old computer full of files and settings, and you just bought yourself a brand new computer. You want to copy everything from your old computer onto your new computer—what to do? Microsoft touts the Files and Settings Transfer Wizard as just the tool you need (see Figure 4-65). This utility copies your desktop files and folders and, most conveniently, your settings from Internet Explorer and Outlook Express; however, it won’t copy over your programs, not even the Microsoft ones, and it won’t copy settings for any programs other than Internet Explorer and Outlook Express. If you need to copy everything from an old computer to a new one, you’ll probably want to use a disk-imaging tool such as Norton Ghost.

[image: Image]

Figure 4-65 Files and Settings Transfer Wizard

Windows Easy Transfer (Windows Vista/7)

Windows Easy Transfer is an aggressively updated version of the Files and Settings Transfer Wizard. It does everything the older version does and adds the capability to copy user accounts and other settings (see Figure 4-66).

[image: Image]

Figure 4-66 Windows Easy Transfer

Scheduled Tasks (All)

With the Scheduled Tasks utility, you can schedule any program to start and stop any time you wish. The only trick to this utility is that you must enter the program you want to run as a command on the command line, with all the proper switches. Figure 4-67 shows the configuration line for running the Disk Defragmenter program.

[image: Image]

Figure 4-67 Task Scheduler

[image: Image] EXAM TIP Microsoft provides a data transfer tool called the User State Migration Tool (USMT) for advanced users. It’s functionally similar to Windows Easy Transfer, but it uses a scripting language to provide more power and flexibility. CompTIA also lists “User Data Migration Tool (UDMT)” on the objectives, but that tool hasn’t existed since Windows NT and thus won’t be covered on the exams.

Security Center (Windows XP)

Security Center is a one-stop location for configuring many security features on your computer. This tool is also in the Control Panel. Windows Vista and Windows 7 remove Security Center from System Tools. Windows Vista retains the Control Panel applet, but Windows 7 has a beefed-up applet called the Action Center (discussed later in this chapter). All of these security features, and many more, are discussed in detail in their related chapters.

System Information (All)

System Information is one of those tools that everyone (including the CompTIA A+ exams) likes to talk about, but it’s uncommon to meet techs who say they actually use this tool. System Information shows tons of information about the hardware and software on your PC (see Figure 4-68).

[image: Image]

Figure 4-68 System Information

System Restore (All)

System Restore is arguably the most important single utility you’ll ever use in Windows when it comes to fixing a broken system. This handy tool enables you to take a “snapshot”—a copy of a number of critical files and settings—and return to that state later (see Figure 4-69). System Restore holds multiple snapshots, any of which you may restore to in the future.

[image: Image]

Figure 4-69 System Restore

[image: Image] TIP If your system won’t boot and you are unable to run System Restore from within Windows, you can access System Restore by booting from the Windows Installation CD or DVD and accessing System Restore from the System Recovery Options menu.

Imagine you’re installing some new device in your PC, or maybe a piece of software. Before you actually install, you take a snapshot and call it “Before Install.” You install the device, and now something starts acting weird. You go back into System Restore and reload the previous Before Install snapshot, and the problem goes away.

System Restore isn’t perfect, but it’s usually the first thing to try when something goes wrong—assuming, of course, you made a snapshot!

Resource Monitor (Windows 7)

Resource Monitor tracks CPU, memory, disk, and network usage on your computer and displays that information across a dizzying number of charts and graphs. Resource Monitor can help you track down any pesky program or service that you think is hogging all of your system resources and slowing down your PC. If you’ve seen the Windows Task Manager before, think of this as the supercharged version with extra bells and more whistles.

[image: Image] NOTE Windows Vista has a tool that offers features similar to Resource Monitor called Reliability and Performance Monitor. You can find it in the Control Panel applet called Administrative Tools. (More on the latter a little bit later in the chapter.)

Command Line

The Windows command-line interface is a throwback to how Microsoft operating systems worked a long, long time ago when text commands were entered at a command prompt. Figure 4-70 shows the command prompt from DOS, the first operating system commonly used in PCs.

[image: Image]

Figure 4-70 DOS command prompt

DOS is dead, but the command-line interface is alive and well in every version of Windows—including Windows 7. Every good tech knows how to access and use the command-line interface. It is a lifesaver when the graphical part of Windows doesn’t work, and it is often faster than using a mouse if you’re skilled at using it. An entire chapter (Chapter 18) is devoted to the command line, but let’s look at one example of what the command line can do. First, you need to get there. In Windows XP, select Start | Run, and type cmd in the dialog box. Click OK and you get to a command prompt. In Windows Vista/7, you do the same thing in the Start | Search dialog box. Figure 4-71 shows a command prompt in Windows Vista.

[image: Image]

Figure 4-71 Command prompt in Windows Vista

Once at a command prompt, type dir and press ENTER on your keyboard. This command displays all the files and folders in a specific directory—probably your user folder for this exercise—and gives sizes and other information. DIR is just one of many useful command-line tools you’ll learn about in this book.

Microsoft Management Console

One of the biggest complaints about earlier versions of Windows was the wide dispersal of the many utilities needed for administration and troubleshooting. Despite years of research, Microsoft could never find a place for all the utilities that would please even a small minority of support people. In a moment of sheer genius, Microsoft determined that the ultimate utility was one that the support people made for themselves! This brought on the creation of the amazing Microsoft Management Console.

The Microsoft Management Console (MMC) is simply a shell program in Windows that holds individual utilities called snap-ins. To start an MMC, select Start | Run in Windows XP, or select Start | Search bar in Windows Vista/7. Type mmc and press ENTER to get a blank MMC. Blank MMCs aren’t much to look at (see Figure 4-72).

[image: Image]

Figure 4-72 Blank MMC

[image: Image] NOTE Windows Vista labels the Search bar as Start Search. Windows 7 labels it as Search programs and files. Techs just call it the Search bar because it functions the same in both versions of Windows.

You make a blank MMC console useful by adding snap-ins, which include most of the utilities you use in Windows. Even good old Device Manager is a snap-in. You can add as many snap-ins as you like, and you have many to choose from. Many companies sell third-party utilities as MMC snap-ins.

For example, to add the Device Manager snap-in, in the blank MMC, select File | Add/Remove Snap-ins. In the Add or Remove Snap-ins dialog box, you will see a list of available snap-ins in Windows Vista/7 (see Figure 4-73); click the Add button in Windows XP to open a similar screen. Select Device Manager in the list, and click the Add button to open a Device Manager dialog box that prompts you to choose the local or a remote PC for the snap-in to work with. Choose Local computer for this exercise, and click the Finish button. Click the Close button to close the Add Standalone Snap-in dialog box, and then click OK to close the Add or Remove Snap-ins dialog box.

[image: Image]

Figure 4-73 Available snap-ins

You should see Device Manager listed in the console. Click it. Hey, that looks kind of familiar, doesn’t it (see Figure 4-74)?

[image: Image]

Figure 4-74 Device Manager as a snap-in

Once you’ve added the snap-ins you want, just save the console under any name, anywhere you want. I’ll save this console as Device Manager MMC, for example, and drop it on my desktop (see Figure 4-75). I’m now just a double-click away from Device Manager.

[image: Image]

Figure 4-75 The Device Manager shortcut on the desktop

Administrative Tools

Windows combines the most popular snap-ins into an applet in the Control Panel called Administrative Tools. Open the Control Panel and open Administrative Tools (see Figure 4-76).

[image: Image]

Figure 4-76 Administrative Tools

Administrative Tools is really just a folder that stores a number of premade consoles. As you poke through these, notice that many of the consoles share some of the same snap-ins—nothing wrong with that. Of the consoles in a standard Administrative Tools collection, the ones you’ll spend the most time with are Computer Management, Event Viewer, Performance Monitor (Reliability and Performance Monitor in Windows Vista), and Services.

[image: Image] EXAM TIP The CompTIA A+ certification exams have little interest in some of these snap-ins, so this book won’t cover them all. If I don’t mention it, it’s almost certainly not on the test!

Computer Management

The Computer Management applet is a tech’s best buddy, or at least a place where you’ll spend a lot of time when building or maintaining a system (see Figure 4-77). You’ve already spent considerable time with one of its components: System Tools. Depending on the version of Windows, System Tools also offers Event Viewer, Performance, Device Manager, and more. Storage is where you’ll find Disk Management.

[image: Image]

Figure 4-77 Computer Management applet

Event Viewer

Event Viewer shows you at a glance what has happened in the last day, week, or more, including when people logged in and when the PC had problems (see Figure 4-78). You’ll see more of Event Viewer in Chapter 29.

[image: Image]

Figure 4-78 Event Viewer reporting system errors

Performance (Windows XP)

The Performance console consists of two snap-ins: System Monitor and Performance Logs and Alerts. You can use these for reading logs—files that record information over time. System Monitor can also monitor real-time data (see Figure 4-79).

[image: Image]

Figure 4-79 System Monitor in action

Suppose you are adding a new cable modem and you want to know just how fast you can download data. Click the plus sign (+) on the toolbar to add a counter. Click the Use local computer counters radio button, and then choose Network Interface from the Performance Object pull-down menu. In the Add Counters dialog box, make sure the Select counters from list radio button is selected. Last, select Bytes Received/sec. The dialog box should look like Figure 4-80.

[image: Image]

Figure 4-80 Setting up a throughput test

Click Add, and then click Close; probably not much is happening. Go to a Web site, preferably one where you can download a huge file. Start downloading and watch the chart jump; that’s the real throughput (see Figure 4-81).

[image: Image]

Figure 4-81 Downloading with blazing speed

[image: Image] NOTE You’ll learn more about the Performance console in Chapter 15.

Reliability and Performance Monitor/Performance Monitor (Windows Vista/7)

Reliability and Performance Monitor in Windows Vista offers just about everything you can find in the Performance applet of older versions of Windows—although everything is monitored by default, so there’s no need to add anything. In addition, it includes Reliability Monitor. Reliability Monitor enables you to see at a glance what’s been done to the computer over a period of time, including software installations and uninstallations, failures of hardware or applications, and general uptime (see Figure 4-82). It’s a nice starting tool for checking a Vista machine that’s new to you.

[image: Image]

Figure 4-82 Reliability and Performance Monitor open to the Reliability Monitor screen in Vista

Windows 7 drops Reliability Monitor from this tool and calls it Performance Monitor, but everything else is the same. You can still find Reliability Monitor in Windows 7 by searching for it in the Search bar.

[image: Image] NOTE You’ll learn more about Reliability and Performance Monitor/Performance Monitor in Chapter 15.

Services

Windows runs a large number of separate programs called services. The best way to visualize a service is to think of it as something that runs, yet is invisible. Windows comes with about 100 services by default, and they handle a huge number of tasks, from application support to network functions. You can use the Services applet to see the status of all services on the system, including services that are not running (see Figure 4-83).

[image: Image]

Figure 4-83 Services applet

Right-click a service and select Properties to modify its settings. Figure 4-84 shows the properties for the Bluetooth Support Service. See the Startup type pull-down menu? It shows four options: Automatic (Delayed Start), Automatic, Manual, and Disabled. Automatic means it starts when the system starts (Delayed Start services start two minutes after startup), Manual means you have to come to this tab to start it, and Disabled prevents anything from starting it. Also make sure you understand how to start, stop, pause, and resume services (note the four buttons below Startup Type).

[image: Image]

Figure 4-84 Bluetooth Support Service properties

[image: Image] EXAM TIP The CompTIA A+ certification exams are not interested in having you memorize all of these services—just make sure you can manipulate them.

Action Center (Unique to Windows 7)

Sometimes, you just want to glance at your system and know that nothing has gone terribly wrong. Previous versions of Windows lacked a single “peephole” to view the status of your computer. Action Center fills that gap, providing a one-page aggregation of event messages, warnings, and maintenance messages that, for many techs, might quickly replace Event Viewer as the first place to look for problems. Unlike Event Viewer, Action Center separates issues into two sections, Security and Maintenance, making it easier to scan a system quickly (see Figure 4-85).

[image: Image]

Figure 4-85 Action Center

Action Center only compiles the information, taking data from well-known utilities such as Event Viewer, Windows Update, Windows Firewall, and User Account Control (UAC) and placing it into an easy-to-read format. If you wish, you can tell Action Center where to look for information by selecting Change Action Center settings (see Figure 4-86).

[image: Image]

Figure 4-86 Change Action Center settings

If you see a problem, Action Center includes plenty of links to get you to the utility you need. From the Action Center applet, you get direct links to

• UAC settings

• Performance Information and Tools

• Backup and Restore

• Windows Update

• Troubleshooting Wizard

• System Restore

Although Action Center does little more than reproduce information from other utilities, it makes finding problems quick and easy. Combined with quick links to most of the utilities you’ll need, Action Center should become your base of operations when something goes wrong on a Windows 7 PC.

Beyond A+

Windows 8

Windows 8 will launch sometime in 2012 (according to Microsoft), but it’s not covered on the 220-801 and 220-802 exams. While the differences between Windows Vista and Windows 7 were minor enough that you could know a lot about 7 if you knew about Vista, Windows 8 looks to reimagine how we interface with our PCs.

The biggest idea behind Windows 8 is to unify Microsoft’s multiple platforms: PCs, tablets, phones—even the Xbox 360 now has an interface very similar to Windows 8’s “Metro” user interface (see Figure 4-87). You’ll be able to use touch-enabled monitors to slide, drag, pinch, and zoom your way around apps specifically designed for the new look. Don’t worry, though—your old desktop is safely hidden behind the Metro Start screen.

[image: Image]

Figure 4-87 The Windows 8 Metro UI

Beyond the interface, Microsoft has said they want to make it easier for developers to quickly program applications for multiple platforms. They’ve also previewed new tools and enhanced utilities from previous versions of Windows. The new Task Manager alone, as shown in Figure 4-88, should be enough to whet your appetite until the final release.

[image: Image]

Figure 4-88 Windows 8’s upgraded Task Manager

Windows Embedded

The world is filled with PCs in the most unlikely places. Everything from cash registers to the F-22 Raptor fighter plane contains some number of tiny PCs. These aren’t the PCs you’re used to seeing, though. They almost never have mice, monitors, keyboards, and the usual I/O you’d expect to see, but they are truly PCs, with a CPU, RAM, BIOS, and storage.

These tiny PCs need operating systems just like any other PC, and a number of companies make specialized OSs for embedded PCs. Microsoft makes Windows Embedded just for these specialized embedded PCs.

Chapter Review

Questions

1. Which of the following is an advantage of running Windows on NTFS as opposed to FAT?

A. Security

B. Multiple folders

C. Long filenames

D. Speed

2. Which version of Windows uses the Backup Status and Configuration Tool?

A. Windows 2000

B. Windows XP Media Center

C. Windows XP Professional

D. Windows Vista Ultimate

3. What is the proper way to refer to the system root folder??

A. %System%

B. &System&

C. %SystemRoot%

D. &SystemRoot&

4. What folder is a central storage location for user files in XP?

A. Program Files

B. My Documents

C. My Files

D. %SystemRoot%\Users

5. Which utility is helpful in troubleshooting hardware?

A. System Properties

B. Device Manager

C. Disk Management

D. Security Center

6. Which Windows utility backs up critical files and settings and enables you to roll back to a previous state?

A. Registry

B. System Restore

C. System Information

D. Microsoft Management Console

7. Many tech tools are grouped together in which location?

A. Start | All Programs | Tools

B. Start | All Program | Tools | System Tools

C. Start | All Programs | System Tools | Accessories

D. Start | All Programs | Accessories | System Tools

8. Which utility is missing from the default Windows XP Home installation?

A. Backup

B. Character Map

C. Computer Management

D. User Accounts

9. What is displayed in the Computer window?

A. All the drives on your system

B. All the Control Panel applets

C. Installed programs

D. Performance Monitor

10. Which feature of Windows 7 enables you to link folders and view their contents together?

A. Favorites

B. Shortcuts

C. Libraries

D. Windows Explorer

Answers

1. A. NTFS offers security. FAT provides no security.

2. D. The Backup Status and Configuration Tool did not exist before Vista.

3. C. The system root folder is referred to as %SystemRoot%.

4. B. Most XP users put their personal files in My Documents.

5. B. For hardware in general, turn to Device Manager.

6. B. System Restore does the trick here, enabling you to back up and restore your system.

7. D. You’ll find many useful tools in Start | All Programs | Accessories | System Tools.

8. A. Backup is not installed by default in Windows XP Home.

9. A. Computer shows your drives.

10. C. Using libraries, you can link folders and view their contents together as if they were one folder.




CHAPTER 5
Visible Networks

In this chapter, you will learn how to

• Describe the basic functions of a network, including identifying common devices and connectors

• Discuss the differences between a LAN and a WAN and the importance of TCP/IP

• Perform basic resource sharing

It’s hard to find a computer that’s not connected to a network. Whether your system is part of a large enterprise network or a single PC with an Internet connection, every computer has some form of network connection. CompTIA has wisely added quite a bit of networking coverage to the CompTIA A+ exams, and a number of chapters toward the back of this book cover networking in great detail. By covering the basic or “user level” networking topics early in the book, however, you’ll see how networking impacts every facet of modern computing.

I didn’t name this chapter “Visible Networks” simply as a clever follow-up to the titles of the previous chapters. The primary goal of this chapter is to cover the more visible parts of the network: the connections and settings that enable you and me to set up simple networks. Let’s begin by answering a big question: Why do we network?

Historical/Conceptual

Take a moment to think about what you do on a network. Most of us, when asked, would say, “surf the Internet,” or “watch YouTube videos,” or maybe “print to the printer downstairs.” These are all good reasons to use a network, but what ties them together? In each of these situations, you are using your computer (the local computer) to access “stuff” stored on a remote computer (not your local computer). So what do remote computers have that you might want (see Figure 5-1)?

[image: Image]

Figure 5-1 Accessing remote computers

A remote computer called a Web server stores the files that make up a Web site. The Web server uses server programs to store and share the data. The two most famous Web server programs are Apache HTTP Server and Internet Information Server (IIS). When you access a Web site, your Web browser (likely Internet Explorer, Mozilla Firefox, or Google Chrome) asks the Web server to share the Web page files and then displays them (see Figure 5-2). Because your computer asks for the Web page, we call it the client. The remote computer that serves the Web site is a server.

[image: Image]

Figure 5-2 Accessing a Web page

[image: Image] NOTE Any computer that’s running a sharing program is by definition a server.

But what about YouTube? YouTube also uses Web servers, but these Web servers connect to massive video databases. Like a normal Web server, these remote computers share the videos with your client PC, but they use special software capable of sending video fast enough that you can watch it without waiting (see Figure 5-3).

[image: Image]

Figure 5-3 Accessing a YouTube page

But we don’t need the Internet to share stuff. Figure 5-4 shows a small home network with each computer running Windows 7. One of the computers on the network has a printer connected via a USB port. This computer has enabled a printer-sharing program built into Windows so that the other computers on the network can use the printer.

[image: Image]

Figure 5-4 Sharing a printer in Windows 7

No matter how big the network, we use networks to share stuff. This stuff might be Web pages, videos, printers, folders, e-mail messages, music—what you can share is limited only by your ability to find a server program capable of sharing it and a client program that can access it. Network people call anything that one computer might share with another a resource. Therefore, the goal of networking is to connect computers so that they can share resources or access other shared resources.

To share and access resources, a network must have the following:

1. Something that defines and standardizes the design and operation of cabling, network cards, and the interconnection of multiple computers

2. An addressing method that enables clients to find servers and enables servers to send data to clients, no matter the size of the network

3. Some method of sharing resources and accessing those shared resources

Networking Technologies

When the first network designers sat down at a café to figure out how to get two or more PCs to share data and peripherals, they had to write a lot of notes on little white napkins to answer even the most basic questions. The first question was: How? It’s easy to say, “Well, just run a wire between them!” But that doesn’t tell us how the wire works or how the computers connect to the wire. Here are some more big-picture questions:

• How will each computer be identified?

• If two or more computers want to talk at the same time, how do you ensure that all conversations are understood?

• What kind of wire? What gauge? How many wires in the cable? Which wires do what? How long can the cable be? What type of connectors?

Clearly, making a modern PC network entails a lot more than just stringing up some cable! As you saw a bit earlier, most networks have one or more client machines, PCs that request information or services, and a server, the machine that hosts and shares the data. Both clients and servers need network interface controllers (NICs) that define or label the machine on the network. A NIC also breaks files into smaller data units, called frames, to send across the network and reassembles the frames it receives into whole files. You also need some medium for delivering the frames between two or more PCs—most often this is a wire that can carry electrical pulses; sometimes it’s radio waves or other wireless methods. Finally, your PC’s operating system has to be able to communicate with its own networking hardware and with other machines on the network. Figure 5-5 shows a typical network layout.

[image: Image]

Figure 5-5 A typical network

[image: Image] EXAM TIP Not too many years ago, every NIC came on an expansion card that you added to a motherboard. Most techs called that card a network interface card or NIC. Now that just about every motherboard has the networking feature built in, the acronym has shifted to network interface controller. You’re likely only to see the term NIC on the exams, though I call them network cards, too.

This section of the chapter looks at the inventive solutions network engineers found to handle frames and cabling. After a brief look at the core technology, the chapter dives into four specific types of networks. You’ll dig into the software side of things later in the chapter.

Topology

If a bunch of computers connect together to make a network, some logic or order must influence the way they connect. Perhaps each computer connects to a single main line that snakes around the office. Each computer might have its own cable, with all of the cables coming together at a central point. Or maybe all of the cables from all of the computers connect to a main loop that moves data along a track, picking up and dropping off data like a circular subway line.

A network’s topology describes the way that computers connect to each other in that network. The most common network topologies are called bus, ring, star, and mesh. Figure 5-6 shows the four types: a bus topology, where all computers connect to the network via a main line called a bus cable; a ring topology, where all computers on the network attach to a central ring of cable; a star topology, where the computers on the network connect to a central wiring point (usually called a switch); and a mesh topology, where each computer has a dedicated line to every other computer. There are also hybrid topologies, such as star bus or star ring, which combine aspects of the other topologies to capitalize on their strengths and minimize their weaknesses. You’ll look at the most important hybrid topology, star bus, in a moment, but for now, make sure you know the four main topologies!

Look at Figure 5-6. A mesh topology looks amazingly resilient and robust, doesn’t it? And it is, at least on paper. Every computer physically connects to every other computer on the network, so even if half of the PCs crash, the network functions as well as ever (for the survivors). In a practical sense, however, implementing a mesh topology network would be an expensive mess. For example, a tiny network with only 10 PCs would need 45 distinct pieces of cable to connect every PC to every other PC. What a mesh mess! Because of this, mesh topologies have never been practical in a cabled network.

[image: Image]

Figure 5-6 Clockwise from top left: bus, ring, mesh, and star topologies

Although a topology describes the method by which systems in a network connect, the topology alone doesn’t describe all of the features necessary to make a cabling system work. The term bus topology, for example, describes a network that consists of some number of machines connected to the network via the same piece of cable. Notice that this definition leaves a lot of questions unanswered. What is the cable made of? How long can the cable be? How do the machines decide which machine should send data at a specific moment? A network based on a bus topology can answer these questions in a number of different ways.

Most techs make a clear distinction between the logical topology of a network—how the network is laid out on paper, with nice straight lines and boxes, similar to an electronic schematic—and the physical topology. The physical topology describes the typically messy computer network, with cables running diagonally through the ceiling space or snaking their way through walls. If someone describes the topology of a particular network, make sure you understand whether they’re talking about the logical topology or the physical topology.

Over the years, manufacturers and standards bodies created several specific network technologies based on different topologies. A network technology is a practical application of a topology and other critical standards to provide a method to get data from one computer to another on a network. It defines many aspects of a network, from the topology, to the frame type, to the cabling and connectors used. A network technology defines everything necessary to get data from one computer to another.
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Frames and NICs

Data is moved from one PC to another in discrete chunks called frames. You’ll sometimes hear the word packet used instead of frames—this is incorrect. Packets are a part of the frame. You’ll find more information about packets in Chapter 22.

Every NIC in the world has a built-in identifier, an address unique to that single network card, called a media access control (MAC) address. You read that right—every network card in the world has its own unique MAC address!

A MAC address is a binary number, meaning it’s a string of 1s and 0s. Each 1 or 0 is called a bit. (You’ll learn more about binary in Chapter 6.)

The MAC address is 48 bits long, providing more than 281 trillion MAC addresses, so there are plenty of MAC addresses to go around. Because people have trouble keeping track of that many 1s and 0s, we need another way to display the addresses. Hexadecimal is shorthand for representing strings of 1s and 0s. One hex character is used to represent four binary characters. Here’s the key:

[image: Image]

So, MAC addresses may be binary, but we represent them by using 12 hexadecimal characters. These MAC addresses are burned into every NIC, and some NIC makers print the MAC address on the card. Figure 5-7 shows the System Information utility description of a NIC, with the MAC address highlighted.

[image: Image]

Figure 5-7 MAC address

[image: Image] NOTE Even though MAC addresses are embedded into the NIC, some NICs allow you to change the MAC address on the NIC. This is rarely done.

Hey! I thought we were talking about frames! Well, we are, but you need to understand MAC addresses to understand frames. The many varieties of frames share common features (see Figure 5-8). First, frames contain the MAC address of the network card to which the data is being sent. Second, they have the MAC address of the network card that sent the data. Third is the data itself (at this point, we have no idea what the data is—certain software handles that question), which can vary in size depending on the type of frame. Finally, the frame must contain some type of data check to verify that the data was received in good order. Most frames use a clever mathematical algorithm called a cyclic redundancy check (CRC).

[image: Image]

Figure 5-8 Generic frame

This discussion of frames raises the question, how big is a frame? Or more specifically, how much data do you put into each frame? How do you ensure that the receiving PC understands the way the data was broken down by the sending machine and can thus put the pieces back together? The problem in answering these questions is that they encompass so many items. When the first networks were created, everything from the frames to the connectors to the type of cable had to be invented from scratch.

To make a successful network, you need the sending and receiving PCs to use the same network technology. Over the years, many hardware protocols have been implemented, with such names as Token Ring, FDDI, and ARCnet, but today only one hardware protocol dominates the modern PC computing landscape: Ethernet.

Introducing Ethernet

A consortium of companies centered on Digital Equipment Corporation, Intel, and Xerox invented the first network in the mid-1970s. More than just create a network, they wrote a series of standards that defined everything necessary to get data from one computer to another. This series of standards was called Ethernet. Over the years, Ethernet has gotten faster and has used different types of cabling. As a result, the Ethernet folks have a number of Ethernet versions, often called Ethernet flavors. Even though there are various speeds and cable types, all flavors of Ethernet use the same frame. This is very important: you can have any combination of hardware devices and cabling using different Ethernet flavors on a single Ethernet network and, in most cases, the PCs will be able to communicate just fine.

Most modern Ethernet networks employ one of three speeds (and sometimes all three), 10BaseT, 100BaseT, or 1000BaseT. As the numbers in the names suggest, 10BaseT networks run at 10 Mbps, 100BaseT networks run at 100 Mbps, and 1000BaseT networks—called Gigabit Ethernet—run at 1000 Mbps, or 1 Gbps. All three technologies—sometimes referred to collectively as 10/100/1000BaseT or just plain Ethernet—use a star bus topology and connect via a type of cable called unshielded twisted pair (UTP).

[image: Image] NOTE Ethernet developers continue to refine the technology. 1000BaseT might be the most common standard now, but 10-Gigabit Ethernet is starting to make inroads today.

Star Bus

Imagine taking a bus network (where every computer connects to a common wire) and shrinking the bus down so it fits inside a box. Then, instead of attaching each PC directly to the wire, you attach them via cables to special ports on the box (see Figure 5-9). The box with the bus takes care of all of the tedious details required by a bus network. The bus topology would look a lot like a star topology, wouldn’t it? Modern Ethernet networks all use star bus topology.

[image: Image]

Figure 5-9 Star bus

The central box with the bus—a switch—provides a common point of connection for network devices. Switches can have a wide variety of ports. Most consumer-level switches have 4 or 8 ports, but business-level switches can have 32 or more ports.

Early Ethernet networks used a hub. A switch is a far superior and far more common version of a hub. Figure 5-10 shows a typical consumer-level switch.

[image: Image]

Figure 5-10 A switch

A simple example demonstrates the difference between hubs and switches. Let’s say you have a network of 32 PCs, all using 100-Mbps NICs attached to a 100-Mbps hub or switch. We would say the network’s bandwidth is 100 Mbps. If you put the 32 PCs on a 32-port 100-Mbps hub, you have 32 PCs sharing the 100 Mbps of bandwidth. A switch addresses this problem by making each port its own separate network. Each PC gets to use the full bandwidth. The bottom line? Once switches became affordable, hubs went away.

The connection between a computer and a switch is called a segment. With most cable types, Ethernet segments are limited to 100 meters or less.

Cheap and centralized, a star bus network does not go down if a single cable breaks. True, the network would go down if the switch failed, but that is rare. Even if a switch fails, replacing a switch in a closet is much easier than tracing a bus running through walls and ceilings and trying to find a break!

Unshielded Twisted Pair

Unshielded twisted pair (UTP) cabling is the specified cabling for 10/100/1000BaseT and is the predominant cabling system used today. Many types of twisted pair cabling are available, and the type used depends on the needs of the network. Twisted pair cabling consists of AWG 22-26 gauge wire twisted together into color-coded pairs. Each wire is individually insulated and encased as a group in a common jacket.

CAT Levels

UTP cables come in categories that define the maximum speed at which data can be transferred (also called bandwidth). The major categories (CATs) are outlined in Table 5-1.

[image: Image]

Table 5-1 CAT levels

The CAT level should be clearly marked on the cable, as Figure 5-11 shows.

[image: Image]

Figure 5-11 Cable markings for CAT level

[image: Image] EXAM TIP Although these days you’ll only find CAT 3 installed for telephones and in very old network installations, CompTIA traditionally enjoys tripping up techs who don’t know it could handle 100-Mbps networks.

The Telecommunication Industry Association/Electronics Industries Alliance (TIA/EIA) establishes the UTP categories, which fall under the TIA/EIA 568 specification. Currently, most installers use CAT 5e or CAT 6 cable.

Shielded Twisted Pair

Shielded twisted pair (STP), as its name implies, consists of twisted pairs of wires surrounded by shielding to protect them from EMI, or electromagnetic interference. STP is pretty rare, primarily because there’s so little need for STP’s shielding; it only really matters in locations with excessive electronic noise, such as a shop floor area with lots of lights, electric motors, or other machinery that could cause problems for other cables.

Implementing 10/100/1000BaseT

The 10BaseT and 100BaseT standards require two pairs of wires: a pair for sending and a pair for receiving. 10BaseT ran on an ancient CAT version called CAT 3, but typically used at least CAT 5 cable. 100BaseT requires at least CAT 5 to run. 1000BaseT needs all four pairs of wires in a CAT 5e or CAT 6 cable. These cables use a connector called an RJ-45 connector. The RJ (registered jack) designation was invented by Ma Bell (the phone company, for you youngsters) years ago and is still used today.

[image: Image] NOTE There are CAT levels for connectors as well as cables. Don’t even try to use a CAT 5e RJ-45 connector with a CAT 6 cable.

Currently only two types of RJ connectors are used for networking: RJ-11 and RJ-45 (see Figure 5-12). RJ-11 connects your telephone to the telephone jack in the wall of your house. It supports up to two pairs of wires, though most phone lines use only one pair. The other pair is used to support a second phone line. RJ-11 connectors are primarily used for telephone-based Internet connections (see Chapter 24) and are not used in any common LAN installation, although a few weird (and out of business) “network in a box” companies used them. RJ-45 is the standard for UTP connectors. RJ-45 has connections for up to four pairs and is visibly much wider than RJ-11. Figure 5-13 shows the position of the #1 and #8 pins on an RJ-45 jack.

[image: Image]

Figure 5-12 RJ-11 and RJ-45

[image: Image]

Figure 5-13 RJ-45 pin numbers

The TIA/EIA has two standards for connecting the RJ-45 connector to the UTP cable: the TIA/EIA 568A (T568A) and the TIA/EIA 568B (T568B). Both are acceptable. You do not have to follow any standard as long as you use the same pairings on each end of the cable; however, you will make your life simpler if you choose a standard. Make sure that all of your cabling uses the same standard and you will save a great deal of work in the end. Most importantly, keep records!

Like all wires, the wires in UTP are numbered. A number does not appear on each wire, but rather each wire has a standardized color. Table 5-2 shows the official TIA/EIA Standard Color Chart for UTP.

[image: Image]

Table 5-2 UTP Cabling Color Chart

Plenum Versus PVC Cabling

Most workplace installations of network cable go up above the ceiling and then drop down through the walls to present a nice port in the wall. The space in the ceiling, under the floors, and in the walls through which cable runs is called the plenum space. The potential problem with this cabling running through the plenum space is that the protective sheathing for networking cables, called the jacket, is made from plastic, and if you get any plastic hot enough, it creates smoke and noxious fumes. Standard network cables usually use PVC (polyvinyl chloride) for the jacket, but PVC produces noxious fumes when burned. Fumes from cables burning in the plenum space can quickly spread throughout the building, so you want to use a more fire-retardant cable in the plenum space. Plenum-grade cable is simply network cabling with a fire-retardant jacket and is required for cables that go in the plenum space. Plenum-grade cable costs about three to five times more than PVC, but you should use it whenever you install cable in a plenum space.

Understanding Ethernet is critical in your understanding of how networks function. But when we talk about networking, there are two interconnected but very different worlds: the small local area networks where nearby users connect their computers via switches, and the Internet. Let’s make sure we understand the differences by exploring the world of LANs and WANs in the next section.

Network Protocols, LANs, and WANs

The whole idea of networking is often confusing to new techs simply because there are two very different ways to look at networking: small networks that share resources like documents, music, and printers, and big networks like the Internet where you share Web pages, e-mail, and just about anything you want. Let’s take a moment to clarify how these two seemingly different networks are very similar because today both use the same language or protocol.

A Short History of the War of the Network Protocols and Why TCP/IP Won

Ethernet does a fine job of moving data from one machine to another, but Ethernet alone isn’t enough to make a complete network; many other functions need to be handled. For example, an Ethernet frame holds a maximum of 1500 bytes. What if the data being moved is larger than 1500 bytes? Something has to chop up the data into chunks on one end and something else needs to reassemble those chunks on the other end so the file can be properly reassembled.

Another issue arises if one of the machines on the network has its network card replaced. Up to this point, the only way to distinguish one machine from another was by the MAC address on the network card. To solve this, each machine must have a name, an identifier for the network, which is “above” the MAC address. Something needs to keep track of the MAC addresses on the network and the names of the machines so that frames and names can be correlated. If you replace a PC’s network card, the network will, after some special queries, update the list to associate the name of the PC with the new network card’s MAC address.

Network protocol software takes the incoming data received by the network card, keeps it organized, sends it to the application that needs it, and then takes outgoing data from the application and hands it to the NIC to be sent out over the network. All networks use some protocol. Over the years there have been many network protocols, most combining multiple simple protocols into groups, called protocol stacks. This lead to some crazily named network protocols, such as NetBIOS/NetBEUI and TCP/IP.

NetBIOS/NetBEUI

During the 1980s, IBM developed the NetBIOS Extended User Interface (NetBEUI), the default protocol for early versions of Windows. NetBEUI offered small size, easy configuration, and a relatively high speed. The underlying protocol stack was called NetBIOS/NetBEUI. The NetBIOS protocol handled naming conventions, while NetBEUI chopped up data for delivery via frames.

[image: Image] NOTE A node is any device that has a network connection—usually this means a PC, but other devices can be nodes. For example, many printers connect directly to a network and can therefore be deemed nodes.

NetBIOS names were very simple. You could call your computer TIMMY or MIKESPC. NetBIOS didn’t allow names to include anything but letters (uppercase only), numbers, and a very few special characters. NetBIOS/NetBEUI was great for little networks, but it relied on individual computers to send out frames addressed to the MAC address FF-FF-FF-FF-FF-FF—which meant everybody. The official term for this is a broadcast. Broadcasts eat up bandwidth, but they’re great for a node that’s trying to get a MAC address for another node, as shown in Figure 5-14.

[image: Image]

Figure 5-14 A broadcast in action

[image: Image] NOTE NetBIOS stands for networked basic input/output system, which is why everyone always just called it NetBIOS.

Broadcasts are useful, but the larger the network is, the more bandwidth broadcasts eat up. In general, NetBIOS could handle about 300 computers on a single network before the broadcast became too much. By the mid-1980s, it was clear NetBIOS wasn’t going to work for really large networks, so a new network protocol was in the works. Plus, scaling required new hardware as well.

LANs, Routing, and WANs

A local area network (LAN) is a group of computers that are located physically close to each other—no more than a few hundred meters apart at most. A LAN might be in a single room, on a single floor, or in a single building. But I’m going to add that a LAN is almost always a group of computers that are able to “hear” each other when one of them sends a broadcast. A group of computers connected by one or more switches is a broadcast domain (see Figure 5-15).

[image: Image]

Figure 5-15 Two broadcast domains—two separate LANs

[image: Image] EXAM TIP For the CompTIA A+ exams, remember that a LAN is a group of networked computers that are close to each other. Also, remember that a LAN is almost always a broadcast domain.

A wide area network (WAN) is a widespread group of computers connected using long-distance technologies. You connect LANs into a WAN with a magical box called a router (see Figure 5-16). The best example of a WAN is the Internet.

[image: Image]

Figure 5-16 Two broadcast domains connected by a router—a WAN

You can connect multiple smaller networks into a bigger network, turning a group of LANs into one big WAN, but this raises a couple of issues with network traffic. A computer needs some form of powerful, flexible addressing to address a frame so that it goes to a computer within its own LAN or to a computer on another LAN on the same WAN. Broadcasting is also unacceptable, at least between LANs. If every computer saw every frame, the network traffic would quickly spin out of control! Plus, the addressing scheme needs to work so that routers can sort the frames and send them along to the proper LAN. This process, called routing, requires routers and a routing-capable protocol to function correctly.

Routers destroy any incoming broadcast frames, by design. No broadcast frame can ever go through a router. This makes broadcasting still quite common within a single broadcast domain, but never anywhere else.

NetBIOS/NetBEUI was great for a single LAN, but it lacked the extra addressing capabilities needed for a WAN. A new protocol was needed, one that could handle routing.

TCP/IP

Transmission Control Protocol/Internet Protocol (TCP/IP) was originally developed for the Internet’s progenitor, the Advanced Research Projects Agency Network (ARPANET) of the U.S. Department of Defense. In 1983, TCP/IP became the built-in protocol for the popular BSD (Berkeley Software Distribution) UNIX, and other flavors of UNIX quickly adopted it as well. The biggest network of all, the Internet, uses TCP/IP as its protocol. All versions of Windows (in fact, all operating systems today) use TCP/IP as the default protocol.

The reason TCP/IP has a slash in the middle is to reflect that TCP/IP isn’t a single network protocol. It’s a number of protocols that work together. TCP handles getting the data between computers, while IP handles the addressing scheme that gives us something more powerful and flexible than MAC addresses. Let’s cover IP addresses in this chapter and save some of the other protocols for Chapter 22.

[image: Image] NOTE Chapter 22 covers TCP/IP in much greater detail.

IP Addresses and Subnet Masks

In a TCP/IP network, the systems don’t have names but rather have IP addresses. The IP address is the unique identification number for your system on the network. Part of the address identifies the network, and part identifies the local computer (host) address on the network. IP addresses consist of four sets of eight binary numbers (octets), with each set separated by a period. The numbers range from 0 to 255. This is called dotted-decimal notation. Every computer on a network running TCP/IP gets an IP address like so:

202.34.16.11

Every computer in the same broadcast domain as this computer will have some numbers in common. If the network is small, then all the computers will share the first three octets. In this case, a computer with the IP address of 202.34.16.123 is in the same broadcast domain as 202.34.16.11. The part of the IP address that is common for all the computers in the same broadcast domain is called the network ID. The network ID for this example is 202.34.16.

Are these example computers part of the same broadcast domain as a device with an IP address of 202.34.15.33? No. In this example, only computers that are part of 202.34.16 are part of the same broadcast domain as 202.34.16.11. But how does every computer know which part of its IP address identifies the network ID? The subnet mask tells the computer which part of its IP address is the network ID. A typical subnet mask looks like this:

255.255.255.0

The network ID is determined by the number of 255 octets in the subnet mask. If there is a 255, that part of your address is the network ID. If your IP address were 190.24.16.11 and your subnet mask were 255.255.0.0, your network ID would be 190.24. If the subnet mask were 255.255.255.0, the same IP address would have a network ID of 190.24.16.

[image: Image] EXAM TIP So far, I’ve only discussed Internet Protocol version 4 (IPv4) addresses. A newer version, known as Internet Protocol version 6 (IPv6), doesn’t follow the same conventions. You’ll learn a lot more about IPv6 in Chapter 22.

Default Gateway

Sometimes you’ll want to talk to computers that are outside your network. In that case, you’ll need to connect to a router. I can now give another description of a router. A router is a device that has at least two IP addresses: one that connects to your LAN’s switch and one that connects to the “next network.” That next network could be your Internet service provider (ISP) or another router at your company—who knows (and more importantly, who cares, as long as it gets there)? The port on your router that connects to your LAN is given an IP address that’s part of your network ID. In most cases, this is the first address shown in Figure 5-17.

[image: Image]

Figure 5-17 Default gateway

The IP address of the “LAN” side of your router (the port connected to your LAN) is the address your computer uses to send data to anything outside your network ID. This is called the default gateway.

Domain Name Service (DNS)

Knowing that users could not remember lots of IP addresses, early Internet pioneers came up with a way to correlate those numbers with more human-friendly designations. Special computers, called domain name service (DNS) servers, keep databases of IP addresses and their corresponding names. For example, let’s say a machine with the IP address 209.34.45.163 hosts a Web site and we want it to be known as www.totalsem.com. When we set up the Web site, we pay money for a DNS server to register the DNS name www.totalsem.com to the IP address 209.34.45.163. So instead of typing “http://209.34.45.163” to access the Web page, you can type “www.total-sem.com.” Your system will then query the DNS server to get www.totalsem.com’s IP address and use that to find the right machine. Unless you want to type in IP addresses all the time, you’ll need to use DNS servers (see Figure 5-18).

[image: Image]

Figure 5-18 Domain name service

The Internet has regulated domain names. If you want a domain name that others can access on the Internet, you must register your domain name and pay a small yearly fee. Originally, DNS names all ended with one of the following seven domain name qualifiers, called top-level domains (TLDs):

[image: Image]

As more and more countries joined the Internet, a new level of domains was added to the original seven to indicate a DNS name from a particular country, such as .uk for the United Kingdom. It’s common to see DNS names such as www.bbc.co.uk or www.louvre.fr. The Internet Corporation for Assigned Names and Numbers (ICANN) has added several new domains, including .name, .biz, .info, .tv, and others. Given the explosive growth of the Internet, these are unlikely to be the last ones! For the latest developments, check ICANN’s Web site at www.icann.org.

Entering the IP Information

When you configure a computer to connect to a network, you must enter the IP address, the subnet mask, the default gateway, and at least one DNS server. (The last of these is called configuring client-side DNS settings.) Let’s review:

• IP address A computer’s unique address on the network

• Subnet mask Identifies your network ID

• Default gateway IP address or the LAN side of your router

• DNS server Tracks easy-to-remember DNS names for IP addresses

Configuring the IP address differs between each version of Windows. Figure 5-19 shows the IP settings on a Windows 7 system.

[image: Image]

Figure 5-19 IP settings on a Windows 7 system

As you look at Figure 5-19, note the radio button for Obtain an IP address automatically. This is a common setting for which you don’t need to enter any information. You can use this setting if your network uses Dynamic Host Configuration Protocol (DHCP). If you have DHCP (most networks do) and your computer is configured to obtain an IP address automatically, your computer boots up and will broadcast a DHCP request. The DHCP server provides your computer with all the IP information it needs to get on the network (see Figure 5-20).

[image: Image]

Figure 5-20 A DHCP server handing out an IP address

Refer to Chapter 22 for more details on IP addresses, subnet masks, default gateways, and DNS servers. For now, simply appreciate that these settings for your computer exist while we continue to tour the visible network.
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Network Organization

Once a network is created using appropriate network technology like Ethernet, users need to be able to share resources in some organized fashion. Resources such as folders and printers need a way to determine who can and cannot use them and how they can be used. Microsoft designed Windows networks to work in one of three categories: workgroups, domains, or homegroups. (These are the Microsoft terms, but the concepts have been adopted by the entire computer industry and apply to Mac OS X and other operating systems.) These three organizations differ in control, number of machines needed, compatibility, and security.

Let’s start with the oldest network organization: workgroups.

Workgroups

Workgroups are the most basic and simplistic of the three network organizations. They are also the default for almost every fresh installation of Windows. Workgroups have been around since the ancient Windows for Workgroups came out back in the early 1990s.

By default, all computers on the network are assigned to a workgroup called WORKGROUP. You can see your workgroup name by opening the System applet (press WINDOWS KEY-PAUSE or go to Start | Control Panel | System applet), as shown in Figure 5-21.

[image: Image]

Figure 5-21 Default workgroup

There’s nothing special about the name WORKGROUP, except that every computer on the network needs the same workgroup name to be able to share resources. If you want to change your workgroup name, you need to use the System applet. Click the Change settings button to open the System Properties dialog box. Then click the Change button to change your workgroup name (see Figure 5-22).

[image: Image]

Figure 5-22 Changing the workgroup in advanced settings

[image: Image] NOTE Most workgroup-based Windows networks keep the default name of WORKGROUP.

Workgroups lack centralized control over the network; all systems connected to the network are equals. This works well for smaller networks because there are fewer users, connections, and security concerns to think about. But what do you do when your network encompasses dozens or hundreds of users and systems? How can you control all of that?

User Names and Passwords

As you’ll recall from Chapter 4, when you log on to a Windows computer, you need to enter a user name and password. Windows 7 makes this easy by giving you a pretty logon interface, as shown in Figure 5-23.

[image: Image]

Figure 5-23 Windows 7 logon screen

The user names and their passwords are stored in an encrypted format on your computer. User names have a number of jobs on your computer, but at this point the job most interesting to us is to give a user access to the computer. User names work well when you access your own computer, but these same user names and passwords are used to access shared resources on other computers in the network—and that’s where we run into trouble. To appreciate this problem, let’s watch a typical folder share take place on a network of Windows 7 systems.

Sharing a Folder

All Windows computers can share folders and printers out of the box. Sharing a folder in Windows 7 is easy—just right-click on the folder and select Share with | Specific people to get to the File Sharing dialog box (see Figure 5-24). On most Windows 7 systems, you’ll see options called Homegroup in the context menu—ignore these for now as all will be explained in the next section.

[image: Image]

Figure 5-24 Folder Sharing dialog box

By default, you’ll see every user account that’s currently on this system. You may give an account Read or Read/Write permission, while the person who created the folder is assigned as Owner. The following list describes these permissions:

• Read You can see what’s in the folder. You may open files in the folder, but you can’t save anything back into the folder.

• Read/Write Same as Read but you can save files into the folder.

• Owner Same as Read/Write plus you can set the permissions for other users on the folder.

[image: Image] NOTE All versions of Windows come with a far more powerful and much more complex form of permissions based on the NTFS file system. We’ll save the big discussion of this more advanced form of permissions for Chapter 16.

So all this sharing seems to work quite nicely, except for one big issue: When you log on to your computer, you are accessing a user name and database on that computer. The accounts you are giving access to are stored on your computer, so how do you give someone from another computer access to that shared folder? You have to give that other person a valid user name and password. We use the nomenclature <computer name>\<user name> to track our logons. If you log on to Computer A as Mike, we say you are logged on to ComputerA\Mike. This nomenclature comes in very handy when networked computers become part of the process.

Figure 5-25 shows an account called Mike on Computer A. Assume there is a shared folder called Timmy on Computer A and Mike has read/write permission.

[image: Image]

Figure 5-25 Computers A and B

A person fires up Computer B, logging in as Fred. He opens his Network menu option and sees Computer A, but when he clicks on it he sees a network password prompt (see Figure 5-26).

[image: Image]

Figure 5-26 Prompt for entering user name and password

The reason is that the person is logged on as ComputerB\Fred and he needs to be logged on as ComputerA\Mike to access this folder successfully. So the user needs to know the password for ComputerA\Mike. This isn’t a very pretty way to protect user names and passwords. So what can you do? You have three choices:

1. You can make people log on to shares as just shown.

2. You can create the same accounts (same user name and same password) on all the computers and give sharing permissions to all the users for all the shares.

3. You can use one account on all computers. Everyone logs on with the same account, and then all shares are by default assigned to the same account.

Domains

Larger networks that need more control use domains. Opposite the decentralized nature of workgroups, domains require a specific server to control access to the network’s resources. This means tracking each user, each resource, and what each user can do to each resource.

To use a domain on a network of Windows machines, you must have a computer running a version of Windows Server (see Figure 5-27). Windows Server is a completely different, much more powerful, and much more expensive version of Windows. Current editions of this specialized OS include Windows Server 2008 and Windows Server 2008 R2.
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Figure 5-27 Windows Server

An administrator creates a domain on the Windows Server system, which makes that system the domain controller (DC). The administrator also creates new user accounts on the domain controller. These accounts are called domain accounts. Once a network is set up as a domain, each PC on the network needs to join the domain (which kicks you off the workgroup). When you log on to a computer that’s a member of a domain, Windows will prompt you for a user name instead of showing you icons for all the users on the network (see Figure 5-28).
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Figure 5-28 Domain logon screen

When using a domain, you don’t log on to your computer. Instead, you log on directly to the domain. All user accounts are stored on the domain controller, as shown in Figure 5-29. A lot of domains have names that look like Web addresses, like total-home.com, totalhome.local, or even just totalhome. Using the previous nomenclature, you can log on to a domain using <domain>\<domain user name>. If the domain totalhome.local has a user account called Mike, for example, you would use totalhome. local\Mike to log on.
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Figure 5-29 Domain network

One of the best features of domains is that you can log on to any computer on the domain using the same domain account. You don’t have to set up local accounts on each computer. We call this feature single sign-on, and for most users, this is the biggest benefit to using a Windows domain.

[image: Image] NOTE There is much more to a Windows domain than single sign-on. For the CompTIA A+ certification, however, that’s the big selling point. If you want to delve deeper into Windows domains, consider pursuing the CompTIA Network+ certification or one of the Microsoft certifications.

Homegroups

The problem with workgroups is that they provide almost no security and require lots of signing on to access resources. Domains provide single sign-on and lots of security, but require special servers and lots of administration. To address this, Microsoft introduced a feature in Windows 7 called HomeGroup.

[image: Image] NOTE Homegroups are not available in Windows XP or Windows Vista.

HomeGroup uses the idea that people want to connect data, not folders. Most people want to share their music, not their My Music folder. So homegroups skip folders completely and share Windows 7 libraries.

[image: Image] NOTE You may want to review what you learned about libraries in the previous chapter.

A homegroup connects a group of computers using a common password—no special user names required. Each computer can be a member of only one homegroup at a time. Let’s make a homegroup and see how this works.

[image: Image] EXAM TIP Microsoft refers to the technology as HomeGroup, but drops the capitalization to homegroup when talking about the groups themselves. Look for it to appear either way on the CompTIA A+ exams.

To make a homegroup, open the HomeGroup Control Panel applet. Assuming you currently connect to a workgroup and haven’t already created a homegroup, you’ll see a dialog box like the one shown in Figure 5-30.

[image: Image]

Figure 5-30 Default HomeGroup dialog box

Click the Create a homegroup button to create a homegroup. You’ll then see the Create a Homegroup dialog box shown in Figure 5-31.

[image: Image]

Figure 5-31 Create a Homegroup dialog box

Notice the five options: Pictures, Music, Videos, Documents, and Printers. Remember that those first four are the libraries you learned about in Chapter 4? The Documents checkbox is probably not checked, but go ahead and check it to share all five things. Click Next to see the homegroup’s password (see Figure 5-32).

[image: Image]

Figure 5-32 The homegroup’s password

[image: Image] NOTE Interestingly, all homegroup data is encrypted between systems.

Perhaps you’ve heard that you shouldn’t write down passwords? Well, this password is so long that you might need to write it down. The dialog box even gives you a way to print it out! Click Next one more time to see the dialog box shown in Figure 5-33. This is the dialog box you will now see every time you click the HomeGroup applet in the Control Panel.

[image: Image]

Figure 5-33 Homegroup configured

Let’s look at this carefully. Notice where it says Share libraries and printers and, a bit lower, How do I share additional libraries? By default, homegroups share libraries, not individual folders. The Music, Pictures, Videos, and Documents libraries are shared by default. Although printers get their own checkbox, this setting remains the same as a normal printer share. It’s just a handy place to add printer sharing, as even the most basic users like to share printers.

[image: Image] EXAM TIP Remember that homegroups share libraries, not folders, by default.

Once you’ve created a homegroup, go to another computer on the network and open the HomeGroup Control Panel applet. Assuming all the factors stated earlier, you will see a dialog box like Figure 5-34.

[image: Image]

Figure 5-34 HomeGroup showing an existing homegroup

Click the Join now button, enter the password, choose which libraries you want to share with everyone else, and the new computer is in the homegroup!

Access the files shared through a homegroup by opening Windows Explorer, as shown in Figure 5-35. To see what others are sharing, select the corresponding computer name. You can then open those libraries to see the shared folders.

[image: Image]

Figure 5-35 Using homegroups

[image: Image] NOTE Once you create a homegroup, you can access it from Windows Explorer.

Sharing more libraries is easy, and, if you’d like, you can even share individual folders. Just right-click on the library or folder and select Share with, as shown in Figure 5-36.

[image: Image]

Figure 5-36 The Share with menu

Notice you have four options: Nobody, Homegroup (Read), Homegroup (Read/Write), and Specific people. The Nobody option means the item is not shared.

[image: Image] EXAM TIP Windows Explorer also adds a Share with toolbar button that works exactly like the menu shown in Figure 5-36.

By sharing libraries with homegroups, Microsoft hides folders for most users, helping users share their stuff (documents, pictures, music, and videos) instead of folders. Homegroups fit a very specific world: smaller, non-domain home networks, but within that realm, they work wonderfully.

Chapter Review

Questions

1. How many bits are in a MAC address?

A. 24

B. 36

C. 48

D. 64

2. Which protocol enables the use of names such as www.totalsem.com rather than IP addresses?

A. DNS

B. MAC

C. IP

D. TCP

3. What is the minimum CAT level cable required for a 100BaseT network?

A. CAT 1

B. CAT 5

C. CAT 5e

D. CAT 6

4. Which OS enables you to implement HomeGroup?

A. Mac OS X

B. Windows XP

C. Windows 7

D. Windows Server

5. Which of the following is an example of a hybrid topology?

A. Bus

B. Ring

C. Star

D. Star bus

6. Which of the following is an advantage of a domain-based network over a workgroup-based network?

A. Ease of administration

B. Cheaper

C. Single sign-on

D. Faster to implement

7. A typical CAT 6 cable uses which connector?

A. RJ-11

B. RJ-45

C. Plenum

D. PVC

8. Why would you use STP over UTP cabling?

A. Cheaper

B. Easier to install

C. Better to avoid interference

D. They’re interchangeable terms

9. What kind of frame gets received by all NICs in a LAN?

A. Ethernet

B. Broadcast

C. WAN

D. DNS

10. Internet Explorer, Mozilla Firefox, and Google Chrome are all examples of what?

A. Web servers

B. DNS

C. Web browsers

D. IP addresses

Answers

1. C. MAC addresses are 48-bit.

2. A. The domain name service (DNS) protocol enables using names instead of IP addresses.

3. B. 100BaseT networks need CAT 5 or better UTP.

4. C. Microsoft released HomeGroup with Windows 7.

5. D. A star bus topology, like the one used with Ethernet networks, is a hybrid topology.

6. C. Domain-based networks enable single sign-on.

7. B. CAT 6 cables use an RJ-45 connector.

8. C. Shielded twisted pair cabling handles interference from other electronics much better than unshielded twisted pair.

9. B. All NICs in a LAN will receive broadcast frames.

10. C. All these programs are Web browsers.
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Ci\Program Files\foobar2000\foobar2000.exe:

@ CA\Program Files\foobar2000\foobar2000.exeis ot  valid Win32 application.
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Application Protocol
HTTP
FTP.
SFTP
IMAP4
POP3
SMTP.
Telnet.
SSH
RDP
SIP

Function
Web pages

File transfer

Secure file transfer

Incoming e-mail

Incoming e-mail

Outgoing e-mail

Terminal emulation
Encrypted terminal emulation
Remote Desktop

Voice over IP

Port Number
80
2021
2
143
1o
25

23

2
3389
5060
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HTTPS
DNs
DHCP
LDAP
SNMP
SMB

Secure web pages

Allows the use of DNS naming
Automatic IP addressing

Querying directories

Remote management of network devices

Windows naming/folder sharing

TCP
uDP
upP
TCcp
upP
TCP
uDP
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389

161

445
137,138,139
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Windows Boot Loader

identifier
device

path
description
locale
inherit

recoverysequence
recoveryenabled
osdevice
systemroot
resunechject.

e

{current)
partition:
\Windows\systen32\winload. exe
Windows 7

en-us

{bootloadersettings}
{d4539c94-481a-11df -a981-a17cb98be3sc)
Yes

partition=C:

\Windows

{d4539c9b-481a-11df -2981-a17cb98be3sc)
OptIn






ops/f0433-01.jpg





ops/f0288-01.jpg
I! I





ops/f0838-02.jpg
Windows Boot Manager

identifier
device
description
locale
inherit
default
resumecbiect
displayorder

toolsdisplayorder
timeout.

{pootmgr}
partition=D:
Windows Boot Manager

en-us

{globalsettings)

{current}
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{nt1ar}
{current}
{
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Windows Legacy 0S Loader

identifier
device
path
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Windows Boot Loader
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description
locale

inherit
recoverysequence
recoveryenabled
osdevice
systemroot
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{nt1ar}
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\ntldr

Earlier Version of Windows
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partition=C:
\Windows\system32\winload.exe
Windows 7
en-us
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ATI Radeon HD 5700 Series Properties

General | Drver | Detais | Resources|

| ATI Radson HD 5700 Seres

Driver Provider:  Advanced Micro Devices. .
Driver Date: 2142012
Driver Verson:  8.950.0.0

Microsct Windows Hardware Compatiity
Publsher

Diiver Detals. To view detais aboutthe diver fes.
Update Dver. To update the diver sftwareforthis device.

wer | Fthe devicefais aer updating the cver. rll
o ook On back to the previously installed driver.

Disables the selected device.

To urinstal the diver (Advanced).

o ][ ]
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Competency
1.0 Operating Systems

1.1 Compare and contrast the features and requirements of various Microsoft
Operating Systems.

Windows XP Home,Windows XP Professional,Windows XP Media Center,
Windows XP 64-bit Professional

Windows Vista Home Basic, Windows Vista Home Premium, Windows Vista
Business,Windows Vista Ultimate, Windows Vista Enterprise

Windows 7 Starter, Windows 7 Home Premium,Windows 7 Professional,
Windows 7 Ultimate, Windows 7 Enterprise

Features:
32-bit vs. 64-bit

Aero, gadgets, user account control, bit-locker, shadow copy, system
restore, ready boost, sidebar, compatibility mode, XP mode, easy transfer;
administrative tools, defender,Windows firewall, security center, event
viewer, file structure and paths, category view vs. classic view

Upgrade paths ~ differences between in place upgrades, compatibility tools,
Nindows unarads O advienr

Chapter

4

4,7,14,16,19,
29
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Set and meet expectations/timeline and communic the

customer

ite status

Offer different repair/replacement options if applicable
Provide proper documentation on the services provided
Follow up with customer/user at a later date to verify satisfaction
Deal appropriately with customers confidential materials
Located on a computer, desktop, printer, etc.
5.4 Explain the fundamentals of dealing with prohibited content/activity.
First response
Identify
Report through proper channels
Data/device preservation
Use of documentation/documentation changes
Chain of custody
Tracking of evidence/documenting process

29
29

29
29
29
29
29
29
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CAT |
CAT3

CATS
CAT 5e
CAT6

CAT 6a

Standard telephone line

Designed for 10-Mbps necworks;a variant that used all four pairs of wires
supported 100-Mbps speeds

Designed for 100-Mbps networks
Enhanced to handle 1000-Mbps networks

Supports 1000-Mbps networks at 100-meter segments; 10-Gbps networks up to
S5-meter segments

Supports 10-Gbps networks at 100-meter segments
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User Account Cotrol =]

Your administrator set policy to block this program.

[ il fash e
Untrusted Publisher

© besis

User Account Control helps stop unauthorized changes to your computer.
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User Account Control

¥ you started this action, continue.

9 User Accounts Control Panel
D Microsoft Windows

© besin

User Account Control helps stop unauthorized changes to your computer.
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< Keyboard Properties.

Speed | Hardware | SetPoint Settings|

Characterrepeat

[ Nl
Long —————————{}——— Shot

Repeat rate

Sow () Fax

AA

Cick here and hold down a key o tes repeat rate

Cursor ik rate

R ! m—
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MS-DOS Version 6
Fixed Disk Setup Progra
(C)Copyright Microsoft Corp. 1983 - 1093

FDISK Opt lons,
Current fixed disk drive: 1

Choose one of the follouing

Craate D0S partition or Logical DOS Drive
Sot active partition

Delete partition or Logical D05 Drive
Display partition inforration

Enter choice: (11

Press Esc to exit FDISK
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Internet Protocol (TCP/IP) Properties

General

Yo can get P setlings assigned automalical f your network supports
this capabily. Otherwise, you need to ask your retork administator for
the appropiste P settings.

© Obtain an IP address automaicaly
@ Use thefolowing I address
1P address: 192 68 4 175

Subnet mask: 6.2 0

Defauit gateway:

Obtain DNS server addess automalicaly

© Use the olowing DNS server adiesses

Preferred DNS server

Alemate DNS server:

[icesi]
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Intemet Protocol Version 4 (TCP/IPvé) Properties

General [ alternate Configuration

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adninstrator
for the appropriate P settngs

OBt a1 1P address autbmatialy
se the following IP address:

1P address:
Subnet mask:

Default gateway:

(© Obtain DN server address automaticaly
(© Use the olowing DNS server addreses:
refrred NS server:

Alternate DNS server






ops/f0047-01.jpg





ops/f0339-01.jpg





ops/f0932-02.jpg
HOEROOR6RTT
(282~ 8]~ I

[%]8]e]< [&]e

TTTTTTT






ops/f0932-01.jpg
=





ops/f1337-01.jpg
£ Local Security Settings.

= 3 1 secmy o n Lo Coreuter

TSscaty o

| create a token cbject

S create gobsl cbjects

Scrsts pomaren s tjcts

|&0ebug programs

| &0y accesstothis computer from the network
&0y logon as s batch b

S0ems oo 53 savee

[0y oon trcuh Temn servees
| Eenatie conputer and use accounts o be tusted for del,
| & Force sudon from a remcte system

& Generate socurny ks

| inpersanate a ek after sthentiation

=T

[
Bdisttors INTERACTV SERVICE

e
SURPORT 3884520, Gest.

e

e
LOCAL SERVCE NETWORK SERVICE
ASPIET Ao ERACE






ops/f0900-01.jpg





ops/f0780-01.jpg
Type the name of a program, folder, docurent, or
Internet resource, and Windows wil open t For you.
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B C\Windows\system32icmd.xe.

fcrosoft Yindows (Uersion 6.1.76017
Dyright Cc> 2009 Microsoft Corporation. ALL rights reserved.

+\Users\michaels>
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C:WINDOWS\system32\cmd.exe

icrosoft Windows KP [Uersion 5.1.26001
KC> Copyright 1985-2081 Microsoft Corp.
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@8 Adriisotor C Windowiystem2cmdese

N

Microsoft (R Windous (B> Resgurce Checker Uersion 6.0
Eopuriahe (c3 2085 Hicwosofs Corporation. ALL righes reserved.

Beane the dntegrity of all protected systen files and replaces incorrect versians uith
Borraor Rudtoeds Yorsions.

5FC (/SCNNOU) /UERIFYONLY) (/SCANFILE-CF§163) CAUERIFVPILE-CFi1e>]
E/GFRIINDIR CofF1ine uindols directonys JOFFBOOTDIR-CofFline boot directory>)

rcumon Scans dntegricy of a1l protected syston files and repairs files vith
Fabians uhes gossi]

Jvemirvony  Beams dacbgeie} sf a1 protectad syston files. o ropair operation is

Erfornnd

VscanpiLE Cine Tntageity of the veferenced file, repaivs file if problens are
Lione ried Shecfy il path <rile>.

VUERIFYPILE  Uorifies. the' incearity of the file uith full pach <Filed. Mo repair
peration fo perforncd.

JOPEBOOTDIR B0k offline rapair specify the location of the offline baot directory

COFRUINDIR  For of 1ine ropair Shecify the location of the offline uindovs directory

5
/scammon
JUERIEVFILE-c uindoueneystansdkerne 32 411
e a2 EenS o132 411 /OFFBOOTDIR-A:\ /OFRUINDIR-4: \windous
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Bl Event Viewer

Heplcation
Searty
System
Internet Exglor]

perties

Sowce:  Applcation Hang
1233:26 PM Category: (101)

Type:  Emor Event ID: 1002

User  NA

Computer: THUNDER

Descrption:

[Fanaingsoptestio) OUTLOOK BXE verion 1055100 Farg o
00000000,
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Schedue | Setings|

[ cowNDOws\Tasks\Defiag b

CAWINDDWS system32\defiag exe

Stattin

Commerts:

VMAWINKPWMUser Set passord.

I Run ony i logged on

nabled (scheduled task runs at specifid time)

Cancel Apply
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OpenSSH 6.0 elessed April

OpenSSH is a FREE version ofthe SSH connectivty tols that tchaical users ofthe Iternt ey on
Users of e, rogin, and fp may no reliz tha thei password s transmitied across th Inernet
ncncrypeed,butt . OpenSSH encryps al o ncldin pasewords) o cfectiely climinate
esvesdeopping, connection hijacking and other atacks. Additonaly, OpeSSH provides secure usocling.
capabiliis and several autheiction methods, and supports al SSH potocol versions.

The OpenSSH sie replacesogn and elnc with the s pogram. cp it cp. and fip with s, Also
ocluded i s (e srvrsid of the package), ad the ther vl ik s i, sh-age, s ke,
cvcan shkevien wd .

OpenSSH i developed by the OpenBSD Project The software is developed n contris hat pemit
cryptoeraphy cxport s i frecly scable nd e sesble by everyone under 3 BSD lcense. However,
development has cost, s f you find OpenSSH usefl (particalarly i you use i i 8 commercialsystera
that s disibuted) please consides donatin t el fund the project

OpenSSH is developed by twoteams. One team docs stictly OpenBSD-based development, siming to
produce code that s a5 clan,smple, ad secuce as ossible. We beleve that simplcity witiout the
portabilty “goop” allows forbete code qulity control and essicr rview. The oher teamthe takes the
ciean version and makes it portabl (ading th "g00p") to make i run o many operating systems the
co-called-p relesss, i “OpenSSH 4 1"

We sl OpenSSH T:shirts nd postrs. Sles ofthese e lso help o fnd developmment. Dorstions snd
ot contbutions hase come enirly from end-vicrs.
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BL-RE
Connection types
External
use
Firewire
€SATA
Ethernet
Internal SATA, IDE and SCSI
IDE configuration and setup (Master; Slave, Cable Select)
SCSI1Ds (0 - 15)
Hot swappable drives
Hard drives
Magnetic
5400 rpm
7200 rpm
10,000 rpm
15,000 rpm
Solid state/flash drives
Compact flash

"
"
"
"
31
"
"
"
"
"
"
"
"
"
"
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SD
Micro-SD
Mini-SD
xD
SSD

RAID types
0
I
5
10

Floppy drive

Tape drive

Media capacity
co
CD-RW
DVD-RW

13
13
13
13
"
"
"
"
"
"
13
17
13
13
13
13





ops/f0viii-01.jpg
AUTHORIZED





ops/f0686-02.jpg
<O R e S—) | ]

Name the account and choose an account type
T e i spes nthe Welcomesren s o the St e
Newscauntrame

& S
Sandd ccoun e cn s most st and chang e g htdo ek e s o
hesecuy of e camputr.

© aamisor
Admitoshave complte s 0h computs ndci ke desed chnges. Bdon
i i b e o kP rn b

Werecommendthtyou prtct vy ecount it ng s

[ ——

Cmmescom ] Came ]






ops/f0686-01.jpg
R Ve ccours Py Sy + U ccoms » MingeAccouts < [] Seoh Conrt Pt

Choose the account you would like to change

Guest
Goacountin ot

bt g you o
& sty Pl Cnvols:






ops/f1222-01.jpg
@)=/ » Nevwork » TOTALFS » Dev » <[] [seornoer P

Organze v 3Open Inchdeinlbmy v Sncv  Bum  Workoffine » =-.00]

5 Favortes < MName Datemodified  Type g
B Deseop Temporaryitems A2/W123BIM ik folder
8 Downloads Trashes. 22N Fiefolder
i Dropbox 1} 000 - Versioning Documents AZZITPM  Fiefolder
58 RecentPlaces i 001 - Style Guidesfor Weters and Edtors /17/2010 157 AM _ Fle folder
& Dev TOTALFSS) i 36000~ Av LabMonual 3 edition 2009 47772011638 A Fileolder

Ui 3600c- Ae Lab Manual thEdition 2012 1A7/2012907 AM il folder
3 Libraies UL 361K - A Spit Lab Manul 2007 AIUBBAM  Filefolder
[ Documents i 2007 MOS Objectves SLI2I01234 M Fiefolder
o Music 1381010 - A Instructor's Monual 1t Edi..  3/17/200 1157 AM  File older
& Picures i 1381010 A+ Guide 2nd Ed Instructor's Ma.. 4/20/201110:46 AM  File older
1 videos ) 1381619 - A10 A+ Tth Editon 22/20121010 AM _Fieolder

. 1381619 AI0 A
1 Computer vt Al Open

& LoclDik (©) U 1302649 702-4]  Openinnew window
U SORITIODL- OMY  Add t0VLC media laye's Playist
@ Network 2L TS019-2029-1 Playwith VLC mediapayer

AsvoNV 7501729 - Mulif g Scan with Micosot Securiy Essentiss.

ppen & omsen-o]

e sy PRI —

1% TOTALFS3 ki A+ and Nets Boc s

2 e — .
1381619 - AIO A+ Bth Edition Sute ® Restoreprevious versions

| e Dsemostes ST 1) S s s

sendto B
a
copy

Creste shortct
Delete
Rensme

Preperis





ops/f0200-01.jpg
RS L o 2 R R 2R

mhmﬂbanﬂu!mbwk

LUGHTS MEANING

10000000 e nextlneis a pumper,

Pt theAX regiser
10010000 e e b e B gy
10110000 AggaX g g ot esitinA
1100000 P e oA ot s g .
Q000000 Thepymper g

Q000001 The pynpe

Q0000010 Thepynpey

Q00001 The e 3

Q0000100 The e 4

Q0000101 The pnpe 5






ops/f0200-02.jpg
10111010 The next line of code is a number. Put that number into the DX register.
01000001  Add I to the number already in the CX register.

00111100  Compare the value in the AX register with the next line of code.
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Firewire cards
Storage cards
Modem cards
Wireless/cellular cards
TV tuner cards
Video capture cards
Riser cards
15 Install and configure storage devices and use appropriate media.
Optical drives
CD-ROM
DVD-ROM
Blu-Ray
Combo drives and burners
CD-RW
DVD-RW
Dual Layer DVD-RW
BD-R

20
"
24
23
25
25

13
13
13
13
13
13
13
13
13
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DOR2
DDR3
SDRAM
SODIMM
RAMBUS
DIMM
Parity vs. non-parity
ECC vs. non-ECC
RAM configurations
Single channel vs. dual channel vs. triple channel
Single sided vs. double sided
RAM compatibility and speed

NNN N NN NN N NN

1.4 Install and configure expansion cards.

Sound cards 25
Video cards 21
Network cards 2
Serial and parallel cards 20,28
USB cards 20
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OQuew

What do you want to back up?

Select the check box of the items that you wani to include n the backup. What fls are excluded by
default from the backup?

2 R DataFiles
ISR, Back up data for newly created users
» I8, local-admin's Libraries.
:
I8 Documents Library.
@) Music Library
[Vl Pictures Library.
Videos Library
» @) Additional Locations.
4 W Computer
» Fle Local Disk (C)

[ Include a system image of drives: System Reserved, (C)
The selected backup location does not support the creation of system images.

Ned_] [ Cancel
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(@) It uses a serial port's UART.

@ An external modem
has no UART.
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SyncMaster T220/T220G,SyncMaster Magic T220/T220G(Digta) ..

Adapter Monitor Troubleshoot
Color Management & Catalyst Control Center

Catalyst™
Control Center

The Catalyst Control Center s used to configure cisplays
and settings for al your AMD GPU.

Catalyst Control Center

To open the Catalyst Control Center, cick on tis button:

Catalyst Control Center

o Come J[ mor |
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Acronym
VRAM
WRAM
SGRAM

DDR SDRAM

DDR2 SDRAM

GDDR3 SDRAM

GDDR4 SDRAM

GDDRS SDRAM

Name
Video RAM

Window RAM

Synchronous Graphics RAM

Double Data Rate
Synchronous DRAM

Double Data Rate version 2,
Synchronous DRAM

Graphics Double Data Rate,
version 3

Graphics Double Data Rate,
version 4

Graphics Double Data Rate,
version 5

Purpose.
The original graphics RAM
Designed to replace VRAM; never caught on

A version of SDRAM with features to speed
up access for graphics

Used on budget graphics cards and very
common on laptop video cards

Popular on video cards until GDDR3; lower
voltage than DDR memory

Similar to DDR2 but runs at faster speeds;
different cooling requirements

Upgrade of GDDR3; faster clock

Successor to GDDR; double the input/
output rate of GDDR4
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Standard
Max. throughput
Max. range.
Frequency

Security

Compatibility

Communication
mode

Descripion

802.
54 Mbps
150 feet.
5GHz

SSID,MAC
filtering,
industry-
standard WEP,
WPA

802112

Ad hoc or
infrastructure

Eight available
channels.

Less prone to
interference
than 802.11b
and 802.11g.

802.11b
11 Mbps
300 feet
24 GHz

SSID,MAC
filtering,
industry-
standard WEP,
WPA

802.11b

Ad hoc or
infrastructure

Fourteen
channels
available in the
24-GHz band
(only eleven of
which can be
used in the US,
due to FCC
regulations).
Three non-
overlapping
channels.

802.

H
54 Mbps
300 feet
24 GHz

SSID,MAC
filtering,
industry-
standard WEP,
WPA

802.11b,802.11g

Ad hoc or
infrastructure

Improved
security
enhancements
Fourteen
channels
available in the
24-GHz band
(only eleven of
which can be
used in the USS,
due to FCC
regulations).
Three non-
overlapping
channels.

802.11n
100+ Mbps
300+ feet
24and 5 GHz

SSID, MAC
filcering,industry-
standard WEP,
WPA

802.116,802.11g,
802.11n (802112
in some cases)

Ad hoc or
infrastructure

Same as 802.11g
but adds the
5-GHz band that
802.11a uses.
802.11n can

also make use of
multiple antennas
(MIMO) to
increase its range
and speed.
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‘Windows Time Properties (Local Computer)

General [ Log On | Recovery | Dependendies|

Service niame:

Display name:  Windows Time.

Desciption: |Maintais date and ime synchvorizaiononal
ierts and servers inthe network. K this service s~

Path to executable:
C:\Windows\system32\svehost exe % LocalSenvice

Help me corfiaure service startup optons.

Sevice staus:  Stared

) e ) [

You can spectly the start parameters that apply when you star the service
from here.

=
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XP Professional

XP Home

XP Media Center
XPTablet PC

XP Professional x64

Vista Home
Basic

Clean Install
Upgrade Install
Clean Install
Clean Install

Clean Install

Vista Home
Premium

Clean Install
Upgrade Install
Upgrade Install
Clean Install

Clean Install

Vista
Business

Upgrade Install
Upgrade Install
Clean Install

Upgrade Install

Clean Install

Vista
Ultimate

Upgrade Install
Upgrade Install
Upgrade Install
Upgrade Install
Clean Install
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Core RAM Clock  DDR 1/0 Speed DDR3 Speed PC Speed Rating

Speed Rating

100 MHz 400 MHz DDR3-800 PC3-6400
133 MHz 533 MHz DDR3-1066 PC3-8500
166 MHz 667 MHz DDR3-1333 PC3-10667
200 MHz 800 MHz DDR3-1600 PC3-12800
233 MHz 933 MHz DDR3-1866 PC3-14900

266 MHz 1066 MHz DDR3-2133 PC3-17000
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options

Test Mix:

Basic

Extended

Description: The Standard tests include all the Basic tests, plus LRAND,

strides (cache enabled), CHCKR3, WHATS¥, and WINVC.
cache:

Default

on

off
Description: Use the default cache setting of each test.

Pass Count (0 - 99): 2

Description: Set the total number of Times the entire test mix will
repeat (0 = infinite).

TAB=Next: FL
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Problems Windows has identified

Product Frobem
EDesktop Window Miger
Desktop Window Mamsger  Stopped working
[ —
Drbersoftware salbtion  staledgeneic dever software
Dibersoftware salbton Coukd nt fnddever software.
3ot Process o Windows Snvices
Host Process forWindows Serv. Windows Updte stlton probem
VMo SVGA 3D (Mool Crportion - WODM) @)
Vhbware SVGA 3D (Microroft ... Coid ot o dver software
Vhware SVGA 3D Micrsolt .. Coid ot oo diver software

owe

a2n02 10260

12001159 A0
312001159 A0

7420111059 A

120010320
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%, Remote Desktop Connection

u| Remote Desktop
() Connection

Genersl | Dispay | Local Resources | Progrms | Expeence

Logon setings
Iy erthename o the rete corpder.

Computer: [ fleserver
User name:

ou will e askedfor credentials when you connect

Connection setings

Sove et carecion st 0 FOP e r s
Tt

[T —

(@) options
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Ha @ s ]

Seve. Print Refiesh Exit Curent Drive:

@ oivess 19 arivare 5o @ roreaines
% orve @ s © Contiuraton = Softvere

General

Trpe Burey COMBO DL Firmare versio: 180

Read s [l <] ouffersie: 218

e 2

wite speed o] el b KauarEs217
Supported read/write features

w |pvo
v |=
v |aw
R
AW
RAM
£
RDL

CexeeL e

“RDL

General Features | Buffer underun protecton

v Packet, TAO, DAO, SAO, RAW SAO, RAW DA, RAW SAO 16, RAW SAO
e Modes /96. RAW DAD 16, RAW DAO 86

DVD Features

Regon control RPCII Changes Left User:
Regon code: 1 Vendor
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Monitor, update NOW!

And the music plays on.

Video card

Sound card

‘Wow, another command
from the video card. It
just never stops.
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docs Properties

General | Shating | Secuty | Customize|

Yo can share this folder with other users on your
network. To enable shaing for tisfolder, click Share tis
folder.

© D ot share this folder
© Share this folder

Share name; |docs

Commert: | Collabarative works|

Userlmit @ Masimum alovied

O o i uner f B

To st pmisions o v who s s [
EEERLEil T

Tocofgasstigs o ffns scese, ek [ty
L ([Cechig ]

Windows Firewalis configured o allow this older to be shared
with other computers o the etwork

View vou Windaws Fiewal selfings

Com )
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BSOD 6

Tools

Multimeter 10
Power supply tester 10
Loopback plugs 2
POST card 9

43 Given a scenario, troubleshoot hard drives and RAID arrays with appropriate tools.

Common symptoms

Read/write failure 12
Slow performance 12

12
Failure to boot 12
Drive not recognized 12
OS not found 12
RAID not found 12
RAID stops working 12

BSOD 12
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4.2 Given a scenario, troubleshoot common problems related to motherboards, RAM, CPU
and power with appropriate tools.

Common symptoms

Unexpected shutdowns 6
System lockups 6

POST code beeps 8

Blank screen on bootup 19
BIOS time and settings resets 19
Attempts to boot to incorrect device 19
Continuous reboots 19

No power 9
Overheating 6,10,26
Loud noise 10
Intermittent device failure 9.10
Fans spin — no power to other devices 9

Indicator lights

Smoke

NS

Burning smell
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Windows Version  Editions (32-bit)

Windows XP * Windows XP Home
* Windows XP Professional
* Windows Media Center

Windows Vista' * Windows Vista Home Basic
* Windows Vista Home Premium
* Windows Vista Business
* Windows Vista Ultimate
* Windows Vista Enterprise

Windows 7' * Windows 7 Starter
* Windows 7 Home Premium
* Windows 7 Professional
+ Windows 7 Ultimate
+ Windows 7 Enterprise

Editions (64-bit)

«Windows XP 64-bit Edition
*Windows XP Professional x64 Edition

* Windows Vista Home Basic
« Windows Vista Home Premium
* Windows Vista Business

« Windows Vista Ultimate

jows Vista Enterprise.

« Windows 7 Home Premium
« Windows 7 Professional

« Windows 7 Ultimate
«Windows 7 Enterprise

1 Microsofe hs lso released Windows Vst Sarter Editon and Windows 7 Home Basic These are simplfied editons of the
operating system designed for the developing world and ar no sold in developed counties.
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Dell Wireless WLAN Card Utility

Wieless Netwarks

Lk Status | Statics | e Morior | Disgnostc | nfomation

Let this tool manage your wieless networks
Show ity icon

Enable Radio
Prefered network.

Your computer aut

connecions
tomaticall connets to the fst netwark tha is withn range.

Tope

[Eage——_—

Networks to access.

O finy avallable network (access point preferred)
O Access point (infrastructure) networks only.

® Computer-to-computer (ad hoc) networks only

[ Automaticaly connect to non-preferred networks

Secuty
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8 Sound

Playback Recording [ Sounds [ Communicatons|

Select a playback device below to modify its settings:

Realtek HDMI Output
ATTHDMI Audio
Not plugged in
| Speakers

Realtek High Definition Audio
Default Device

Realtek Digital Output
Realtek High Definition Audio
Ready

(Contigure ) [etoeun ) [properies )

|
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Phoenix]

BI0S Setup Utility

Bl Main [ Security Boot Exit
Iten Specific Help
1T:46:171
Systen Date: 109/19/20111

Legacy Diskette fA:
Legacy Diskette B:

» Prinary Master
» Prinary Slave

» Secondary Master
> Secondary Slave

» Keyboard Features

[1.44/1.25 MB 34”1
[Disabled]

[Nanel
[Nonel
[UHuare Uirtual ID]
[Nonel

<Tab>, <Shift-Tab>, or
<Enter> selects field.

Systen Menory: 640 KB
Extended Hemory: 785408 KB
Boot-tine Diagnostic Screen: [Disabled]
Help Select Tten Change Ualues Setup Defaults
Exit Select Henu Select » Sub-Henu Save and Exit
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Bluetooth SupportService Propertis (Local Compute) ==

General [ Log On | Recovery | Dependendies|

Sevicename:  bifserv

Displayname: Bluetooth Support Service

Descrpton Blucoolh sevis supports Gscoveryand_
Mamcmmm Stopping _

Pathto excoutable:
C:\Windows\system32\svehost exe  bihsves

Startup type:

um (Delayed Stat)
Automatic

o e o

Service stalus:

Pause Resume

You can spectly the start parameters that apply when you star e service
from here.

Start parameters:

o) [emea ][
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() (@ > ConolPanl » Power Options ~ %] [seorn

Select a power plan

Power lnscan help you masimize your computer' eformanceo conseneenrgy Mke s lan
S by eecting 8, o chos. P and ko b changing s powts e, T mé ats
Hhout pomer g

Plans howr o the bttery meter
©Batnced
Changepon setings

® Power saver.

‘Change plan sttings

© High petermance
Change plan seings

Show addions! plans

Seeskn
Pestonsizaion

Vs Accoums
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@ 2 v

Which type of installation do you want?

upgrade
Keepyour e, setings,an proars andupgrade Windows.
Bere o bck upyour e bl proding,

Custom (advanced)
Il ceancopy of Windows, electwher youvant o ntll o make changes
Thiopton does ot keep you e

ings, and programs.

Hepme decide

Upgrode has been disabled

o upgrade.stat the ntalton fom Windov.

g dermaton
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@ 2 v

Please read the lcense terms

MICROSOFT SOFTWARE LICENSE TERMS. E|
WINDOWS VISTA HOME BASIC

WINDOWS VISTA HOME PREMIUM

WINDOWS VISTA ULTIHATE

Thes icens terms ar an greemantbeten MicrosotCorparaton (r bsed on

her you e, on f s faes)ond you. Fleseread them. They appy o the

oftuars nomad shove, which ncluds the s an W< ou recaned . £ . The
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Dell Wireless WLAN Card Utility

Wicess Networks| Lk S5 | Sttt | St Morio | Digroste | infomation

Network status
Conneston status: Cornested
Encyption ype: TP

Network name (551D} CopHO_WFi
Connestion type: Infrastuctue
Spesd: 54.0Mbps
Channe 8(2447 Mhz)
Radio stieans: 1

AP MAC address: 031C10F4ED TS
Gatoway IP address: 19218811

Client MAC adchess: O001BFC5ICTE2
Clent P ackess: 1921681101
Clent P48 ackress: Not availsble

Signal & nois fistory Signal & noise:






ops/t0003-01.jpg
Adobe Systems
Canon
Gateway
Kyocera

Novell
Symantec

AMD
Cisco Systems
Hewlett-Packard
McAfee
Panasonic
Toshiba

Best Buy
CompUsA

18M

Microsoft

Sharp Electronics

Total Seminars, LLC
s comcany]

Brother International
Fuiitsu

Intel

NCR

Siemens

Plus many thousands more
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& Crashexe

[T Crashexe has stopped working

Windows can check online for a solution to the problem.

# Check online for a solution and dlose the program

» Close the program

©) Ve e
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Power Options Properties

Power Schemes | Advanced | Hbemate | UPS

Selectthe power scheme uith the mast appropiate setings for
this computer. Note that changing the setings below il macily
the selected scheme.

Power schemes

Setingsfor Max Battery power scheme.

Tum off mantor After 15 mins

Tun offhard dsks: [Never

System stancby: After 20 mins

System hiberates: | Afer 45 mins

Cron )
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8 Administrator: CAWindows\system3Z\cmd.exe.

:\Pictures>ren ing833.jpy "Sunny day in the park.jpg"

= \Pictures dir
Uolune in drive E is More Space
Uolume Serial Number is 7A64-A796

Directory of Ei\Pictures

<DIRY .
<DIRS z
1,362,004 Sunny day in the park.jpy

1 FileCs> 15365004 hoces
2 Dirds> 146,540,363.776 hytes free
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B Administrator: C\Windows\system32\cmd.exe

s \Picturesddir
Uolume in drive E is More Space
Uolume Serial Number is 7A64-A796

Directory of E:\Pictures

7,23/2009 11:12 AN <DIR>

2/23/2089 <DIR>
271372088 1,362,004 ingB33. jpy

i 1,362,004 hytes
2 Dirds> 146,540,363.776 hytes free

:\Picturesdren ing@33.jpg Sunny day in the park.ipg
he syntax of the command is incorrect.

\Picturesd_
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£ Windows

o

° information Your Product Key
°

“Your Product ey uriauely denties sour copy of Windows XP.

Dynamic
Update

Preparing -
installation The 5 chatacte Product Key appeats o the o section

ofyou Cetcate of Authenticly.

Type the Podict Key below:

I
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Prolifc USE-to-Serial Comm Port (COMS) Properties (=]

General| ot Setings | Drver | Detale

o
[ —
o
-
Pon

‘Advanced Settings for COM6

Use FIFObufers fequies 16550 compatble UART)

‘Select lowersetngs o comect connection proems
Selec igher stingsfrfaste peomance.

Gl
oake

Receve Bfer Low()  * 0 wonao a9

Tt e Low () 0 wonae a0

E—






ops/f0506-01.jpg
& Local Disk () Properties

Secuty | Previous Versons
General Tools Hordare

Erorchecking
“This option il check the dve for erors

% Check now.

=4

Defragmentation

ﬁ “Thi option wil defragment fies on the dive.

Defragment now.

Backup

E & This option wil back up fies onthe dive.
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Physical

Cyjlinders 2048
Heads 2
Sectors/track 52

Total capacity 108 MB

Logical
Cylinders 512
Heads 8
Sectorsftrack 52
Total capacity 108 MB
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Ll ATRT 2 2:38 PM 89 % b

‘General | Passcode Lock

Turn Passcode Off

Change Passcode

Require Passcode Immediately >

Simple Passcode m

A simple passcode is a 4 digit number.

Siri [ on @)

-

Allow access to Siri when locked with a
passcode.

Erase Data ( OFF ‘
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Wireless network properties

Network pame (331D} [OfficeWiFi

Wisless ntwork key

This nitwork reauites a key ot the following

Network Authertication: Shared

Data encypion WER

Network key:

Confim network key:

Keyindex advanced}  [3 &

[ The key s provided for me automatically

[ Thisis  computerto-compute (d hoc) network; wtless
access poins are not used

Cancel
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Physical
Cylinders 16,384
Heads 4
Sectors/track 63

Total capacity 2168

Logical

Cylinders 1024
Heads 64
Sectors/track 5
Total capacity 21GB
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(Configuring an alternative IP address in Vindows
1P addressing
Subnet mask
DNs
Gateway
Network card properties
Half duplex/full duplexfauto
Speed
Wake-on-LAN
PoE
QoS
1.7 Perform preventive maintenance procedures using appropriate tools.
Best practices
Schedules backups
Scheduled check disks
Scheduled defragmentation
Windows updates

Patch management

2
2
2
2
2
2
2
2
23
2%

17
17
7
17
17
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Windows Security

‘The server 102168.1.1 at Linksys E2500 requires a userame and password.

Warning: This server i requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection)

User name

Remember my credentials
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I you started this program, continue.

[ Ietiilicnd
‘Adobe Systems Incorporated

() etaits Continue ] [ Cancel

User Account Control helps stop unauithorized changes to your computer.
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\WINDOWS \system32\cm

:\Docunents and Settings\nichaels>dir
‘Uolune in drive C ic Sveten
Uolune Serial Number is 8482-B7E?

Directory of C:\Docunents and Settings\michaels

/18,2006 <Ry .
/18,2006 <DIRY
71872006 <DIRS ‘netheans
/05,2006 305,719 AdobeFntin. lst
7152008 8 Adonelieh. 16g
/18,2006 IRy Desktop.
/87,2006 <DIRS Favorites
172872005 <DIR> Jakes
71272006 600 PUTTY.RND
71372005 IRy Start Henu
176272005 <DIRS WINDOUS
306,319 bt

8 Dirls> 16,937,204.736 bytes free

:\Docunents and Settings\michaels).






ops/f0787-01.jpg
[command] [target (if any)] [switches]





ops/t1477-02.jpg
Driver/firmware updates 17,24

Antivirus updates 29
Tools 17,19
Backup 17
System restore 17
Check disk 17
Recovery image 19

Defrag 12,17
1.8 Explain the differences among basic OS security settings.

User and groups 16
Administrator 16
Power user 16
Guest 16
Standard user 16

NTFS vs. Share permissions 3

Allow vs. deny 16
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New Online {3
Resources for IT
» Professionals!

; I\l
\ Certification Shows You Know IT—Now Share IT

&/ Joi the I Pro Commanty o ng

around
D resume on the CompTIA IT Job

.} designed f

professionals fr

qualiied candidates.

Get Involved. Get Smart.
Get on the Path to Success.

JOIN TODAY!

CO | II lA, IT Pro Community http://itpro.com

CompTIA IT Job Board http:/itcare:
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RAID 0 (striping)
+Two or more (non-redundant) drives
« Fast,but not really safe

«Both drives are assigned the

same drive letter.
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B Setup Manager

License Agreement
Do you acoept the tems of the License Agreement o Windows?

You chose to fully automate the intallaion of Windows. To use tis option. you must
‘accept the tems ofthe End User License Agreement (EULA) and any Microsof icense
‘agreements you have for the version of Windows you wart to nsta.

For more information aboutthe EULA, consult your documentation oryour Microsot
license agreemert.

To cortinue wh Setup Manager, selectthe folowing check bas, and then clck Next

%' | acoept the temms of the License Agreement
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B Setup Manager

Distribution Share

The disrbution share contains the OFK tools, the Windows fles, and your
configuation ses.

Setup Manager can create a disrbulion share on your computeror netwark with the
equited Windows source fles. You can then add fles to utther customize your
instalalions. For example, you oan supply addfianal device divers.

What would you ke to do?

& iEieaie a e dsiibuion shard

" Modily an ssisting distrbuton share:

€ SetupfiomatD






ops/f0925-01.jpg
-

The number of dmes
per second the electron
guns can draw the
entire screen and then
return to the uppper
left-corner is called

the vertical refresh

rate (VRR). This is
measured in Hz
(screens per second).
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Q) B satpWindows

Help protect Windows automatically

Use recommended settings
R riomperant and eccrmmended upases el mke et browsing s and

Install important updates only
iy install secury updates snd othrimportantupdstes fo Windows.

Ask me later
Unilyou decide, your computer migh be ulnerale o secuty thrests

s mor shot ech option

Vihenyou e recommended settings ot nstll updstes oy, some nfomaton s sent o
Microsot.The mfomason not a0 denthy you o conac o0, B cu gy stemest
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© & sipinion

Review your time and date settings
Time zone

(GHIT-0640) acii Time (U5 & Canadn)
9] Automatcalyadust lockfor Dyt Smang Tne

one Time
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Log Propertes - Appliation (Type: Admiristrative)

Gener! | subscrptions

Full Name: Application

Logpath: ystemRoot?\System32\Wined\Logs Application.evx
Logsize: 1407 MB(14,49,696 bytes)

Crestet: Wednesday, Apil14, 2010 51124 PM

Modied: Tuesday, June 7, 2011 4412 AM

Accessed: Wednesday, April 14, 2010 51124 PM

7] Ensblelogging

Meimumlogsize (B [ awmls]

When masimum event log size s reached:

© Overwrite vents a eeded (oldest everts st
© Archivethe og when full, do notcveriteevrts

© Donot ovenwite events (Clearlogs manually)
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Lol

cting a P or Terminal to the Lonsole Fort

To connect a PC to the console port, use the supplied RJ-45.10-DB-9 adapter cable. To connect the switch
console port o a terminal, you ned to provide a R.-45-10-DB-25 fernale DTE adapter. You can order a kit
(part number ACS-DSBUASYN=) containing that adapter from Cisco. For consale port and adapter pinout
information, see the “Cable and Adapter Specifications” section

The PC or terminal must support V10D terminal emulation. The terminakemulation software—frequently a PC
application siuch a5 Hyperterminal or Procomm Plus—makes communication between the switch and your PC or
terminal possible during the setup program

Follow these steps to connect the PC or terminal to the switch:

Step 1 Configure the baud rate and character format of the PC or terminal to match these console port default
characteristics:

+ 9800 baud
© 8 data bits
© 1 stop bit

© No parity

After you have gained access 1o the switch, you can change the console baud rate thiough the Administration >
Console Baud Rate indow in the Cluster Management Sute (CMS).

Step 2 Using the supplied RU-45-10-DB-9 adapter cable, insert the Ru-45 connector nto the console port, as
shown in Figure 2-1

Step 3 Altach the DB-9 female DTE adapter of the RJ-45:10-DB-9 adapter cable to a PC, or attach an appropriate
adapter 1o the terminal

Step 4 Start the terminal-emulation program f you are using a PC or terminal.

Figure 2-1: Connecting to the Console Port
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Basics

Settings
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A
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© Openthabome e
© Reapn o paes et wereopen st
© Openths ol pges

rTEr——

© Use th NowTab page
(© Opanthis page: | ip v googe comt

) ShowHome buton
(2] Ay show e bookmars bar

Googl ] [ Manage seach engine

@) Enable instan or faste searching
‘Omibox npt may belogged Leam s

ke Googl Chvome my defau bowser.

(Gaogle Chrom . ot cuentlyyour dfaul browser.
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dd New Account

Auto Account setup
ik Next to connect 0 th i servr and automaticaly confiure your account settngs.

© E-mail Account

Youtme: e eyers
Exampe: Sl Adoms

Emoiadbes:  [mchacinGtotasen.com
Exampe:chenGcontoso.com

Type e possword you Intermet srvic provider has gven yu.

© Text Messaging (st1s)

©) Manualy configure server settings or additional server types.
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Add Printer Wizard

Install Printer Software
The manufacturer and model determin which prner software o use.

dis, cick Have Disk. your pinte is ot sted, consult your priter documentation for

; Selectthe manufacture and modslof you pintr. I you pinter came with an nstallation
compatble pintersoftware.

et s

Gestetner S HP Laserdet My

[y
EFHP Laserlet 5

infotec
Iwatsu )| S HP Lasetet 5000 Seres PEL

SF Thisdiver i igtaly signed. (windons Update | [ Have Disk

Tellme why diver siqring i inportant
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Add Printer Wizard

Local or Network Printer

)

Selectthe option hat descrbs the et you want 0 us:
© e e tached o s computet
utomstcaly detect and stal my Phag and Play piter

O A network printer, or 2 pinter atached to another computer
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)

Big Files Properties =]

Advanced Attributes

Choose the settings you want for this folder.

When you cick OK or Apply on the Propertie dialog, you wil be
asked i you want the changes to affect all subfolders and fes
aswel.

Archive and Index attributes

[ Folder is ready for archiving

Allow flesinths foder to have contents indexed in additon to fie

properties
Compress or Encrypt atiributes

(Compress contents to save disk space:
[FIEnarypt contents to secure data
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SNMP 24

SMB %
SSH 2
SFTP 24
TCP vs.UDP 2
2.5 Compare and contrast wireless networking standards and encryption types.
Standards 2
802.11 alblgn 23
Speeds, distances and frequencies 2
Encryption types 23
WERWPA, WPA2 TKIRAES 2
26 Install, configure, and deploy a SOHO wireless/wired router using appropriate setings.
MAC filtering 23
Channels (1 - 1) 2
Port forwarding, port triggering 29
SSID broadeast (on/off) 2

Wireless encryption 23
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bhRCP

Subnet mask

Gateway

2.4 Explain common TCP and UDP ports, protocols, and their purpose.

Ports
21 -FTP 2
23 - TELNET 24
25— SMTP. 24
53-DNsS 24
80— HTTP 2
110 - POP3 24
143 - IMAP %
443 - HTTPS 24
3389 - RDP 24

Protocols
DHCP 522
DNS 5

LDAP 24
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5 Windows Task Manager

File Options View Help

‘Applcations | Processes | Services | Performance | Networking

Image Name PID | UserName
sview.exe =32 1276 michacls
atiedx.exe 1412

|| winwoRD.EXE =32
frefox.exe =32
sdebar.exe
plugin-container.exe *
Steam.exe =32
taskhost.exe Debug

KHALMVPR exe: UAC Virtualization
TSWNCache.exe

dnm.exe
explorer.exe Set Priori
pidgin.exe =32 i

“ il

Open File Location

End Process

End Process Tree

Create Dump File

Set Affinity.

Properties

Gsonpomesiiy  GotoSenicels)

Processes:82  CPU Usage: 0% Physical Memory: 48%
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[ Camera Settings

Voo o |
St g

Logiech QuickCam Chat

Biightness ™ Mitor Horizontal

4J7 I~ Mirror Vertical

—
—

7 Low Light ter I™ Color Boost

¥ Show Camera icon in the Windws askbar,
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() [ s maiemace » Bucup o Restor e T s

Protect your fles and computer by backing them up

3 Back up files or your entire computer

Crete backup copiesof your s andfoldes.

Crete  Windows CompltePC Backupand Restoe mage of your
entre computer, wichcan beuied 0 ecoer rom a haroware
e

A Windows CompletePC Backup nd Resor mage hs ot been
Crones

Which ype ofbackep shoud ke

3 Resioe s oryour e computer

Restoe e and fldrs o  backup.

Q) You can useshados copis o rstor rvios vesions of s Advoncedrere
hathov b cdenaly mosied o dnted. s s shdcs

st your e compte o Widows Complete P Bncp (- Rtmmcammni )

ind e image

9 Us e Restoe o fcproblen and undochanges o Windovs
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B Administrator:CAWindows\system32\cmd.xe.

s\ork Files\irnor Pictures>cipher /d /a DSC_4255.dng
Decrypting Files in Er\ork Files\irnor Pictures\

SC_4255.dng (0K
FileCs> Tor directoriecs>] within 1 directorieCs) vere decrypted.

s\Uork Files\inor Pictures>cipher

Listing Er\ork Files\Arnor Picturess
New Files added to this directory will not be encrypted.

DSC_4255 . dng
DEC 4788 _dng
DSC 8774 dng
DSC 8777 dng
DSC 8781 ldng
DSC 8783 "dng
DSC 8789 "dng
DSC 8790 dn
DEC 8791

“\Work Files\Arnor Pictures>
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B8 Administrator:CAWindows\system32\cmd.xe.

s\ork Files\irnor Pictures>cipher

Listing Er\ork Files\irnor Picturess
Nou Files added to thic directory will not be encrypted.

DsC_a255 .
DSC

“\ork Files\Armor Pictures>
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Router

192.168.11.x

12,1247
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Windows XP Professional Setup
The following list shows the existing partitions and
unpartitioned space on this computer:

Use the UP and DOUN ARROW keys to select an item in the list.
= To set up Windous P on the selected item, prese ENTER.
= To create a partition in the unpartitioned space. press

= To delete the selected partition. press D

1623995 MB Disk @ at 1d 8 on bus © on atapi (MBRI
Unparcicioned space 1023555 b

T ——————
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Windous P Professional Setup

Welcone to Setup.
Tnic porcion of the Setup progran prepares Microsoft(R>
Windous > HP to run on Your conputen

= To set up Windous XP now. press ENTER

« To repair a Windows ¥P installation using
Recouery Console, press R

= To quit Setup without installing Windous XP. press F3

A —

R —
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Graphics Properties

General | Shating | Secuty | Web Shaing | Customize|

Permissions for Graphics.

Share Permissions.

Group oruser names:

Permissions for Everyone Deny

Ful Control o o
Change o [m]
Read [m]
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Add Hardware Wizard

The following hardware is already installed on your computer

Fromthe lst below, select an installed hardware device, then click Next to check.
propeties or roubleshoot 2 problem you migh be having.

To add hardware not shown i the I, cick "Add a new hardhare device.”

Installed hardware:

3 NVIDIA RV THTS Wi 64/l 6 Fro
@) SoundAX e Digtl A

@ Ao Cadecs

@, Legacy Audo Drvers

@, Hed Carirl Devices

@, Logecy Video Catre Devices
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Wihennetwork dscovry s n i computercan seeather nework computers and dvices and s
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16 Tomon networkdcorery
© Tum o nework discovery
Fieand e shoing

Wihen e andpints shring is o, s an pintr hat you hve shared fom i computer can
besccessedby popleonthenetwork.

© Tumonfie and it shring
© Tum ot e and piner shaing
Pubic foldessharng

When Pubic e shring s o, pelecnthe networ, incldinghemegioup membess,cn
sccs esin e ublic folders. 0t 1 hePublc (s

1© Tumon sharing o amjcne withnetwork accesscn e and wie s inthe Public ldrs
1© Tormof Publc ode shaing peole ogged ontthis computer can sl acces these
flder)

Medi stresming

Wihen mediseaming s on,pespleand devces n th nework can acces pctrs music, a0d
Videoson i computer T computrcn o ind med o the netrk.

Mesi straming i .
Chouse i Areamingopions..
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Component

cpy
Memory

Hard disk

Network

Display

Opical drive

Minimum for a Windows
Vista Computer

1 GHz 32-bit (x86) or 64-bit (x64)
processor

512 MB of RAM for Vista Home Basic (for
all other editions, | GB of RAM)

20-GB hard drive with 15 GB of available
hard drive space for Vista Home Basic

(for all other editions, 40 GB hard drive
with 15 GB of free space)

Modern network card with
Incernet access

Support for DirectX 9 graphics and 32 MB
of graphics memory for Vista Home Basic
(for al other editions, 128 MB of graphics
memory, plus pixel shader 2.0 support, the
WDDM driver, and 32 bits per pixel)

Any DVD-media drive

Recommended for a Windows
Vista Computer

Any dual-core Intel or AMD
processor or better

2 GB of RAM or higher

100-GB hard drive or greater

Modern network card with
Internet access

DirectX 10 capable graphics card
with at least 512 MB of graphics
memory

Any DVD-media drive
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Choose media streaming options for computers and devices
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e
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[ e
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Choose homegroupsodshroaptions:
Chocse powesopions
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atomtime Properties

General Verson | Compatbity | Summary|

¥ you have problems withtis program and t worked correctly on
an eatier version of Windows, select the compatbilty mods that
matches that catier versio.

Compatilty mode

Run this program in compaibilty mod for:

Viindows 98 / Windows Ve v

Windows NT 4.0 (Service Pack 5)
Wingows 2000
IR 256 e

[JRunin 640x 480 screen resolution

[ Dissble visual themes.

Inpust settings
[ Tum off advanced text services forthis program

Leam more about proqram compatbify.
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Event viewer

Best practices for malware removal 29
Identify malware symptoms 29
Quarantine infected system 29
Disable system restore 29
Remediate infected systems 29

Update anti-virus software 29

Scan and removal techniques (safe mode, pre-installation environment) 29
Schedule scans and updates 29
Enable system restore and create restore point 29
Educate end user 29

48 Given a scenario, troubleshoot and repair common laptop issues while adhering to the
appropriate procedures.

Common symptoms

No display 2
Dim display 2
Flickering display 2

Sticking keys 2%
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Intermittent wireless

Battery not charging

Ghost cursor

No power

Num lock indicator lights

No wireless connectivity

No Bluetooth connecivity

Cannot display to external monitor
Disassembling processes for proper re-assembly

Document and label cable and screw locations

Organize parts

Refer to manufacturer documentation

Use appropriate hand tools
49 Given a scenario, troubleshoot printers with appropriate tools
Common symptoms

Streaks

26
2%
2%
2%
2%
2
2%
2%
2%
2%
2%
2%
2%

28
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Backlights.
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DVD-RW Drive (E:) Properties.
General | AutoPlay | Hardware | Sharing | Recordng |

Select 3 content type. then choose an action for Windows to
perfom automaticall when tha type s used in tis device:

B Muscies

Actons
® Select an action to perforn:

Openfolderto viewfiles
using Windows Exlorer

O Prompt me each time to choose an action

Restore Defaus

G
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Extend Volume Wizard

Select Disks
You can use space on one or more disks to extend the volure.

Avalable:
Bk 72047557 ]

<Remove

Total volume size n megabytes (ME):

Maimum avaiable space in MB:

Selectthe amourt of space in MB:
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Thank you
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& (= Crestes Dis-up Comnection

Type the information from your Internet service provider (ISP)

Dial-up phone number: 555-135-2365 Dialing Rules

User name: mikemeyers

Password: .

Show characters

Remember this password

Connection name: Disl-up Connection

[E] Allow other people to use this connection
peopl
“This option alows anyone with access to this computer to use this connection.

(e ]
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Select a location for the ‘Network 2" network

Windows will automatically apply the correct network sttings for the location.

Home
Choose this for » home or similar location. Your computer s discoverable and
you can see other computers and devices.

or a workplace or similar location. Your computer is discoverable
and you can see other computers and devices.

Public location
Choose thisfor airport, coffee shops, and other public places or if you are
direcly connected to the Itemet. Discovery of other computers and devices is
limited.

Customize the name location dicon forthe netwo

Help me choose
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Hcuz

U Caches | anboard | Memory | %D | Graphics | About |
LiDCoche——————
oo oA [ %2
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O T

L2 Cache

Size [409%6KBytes |

Descriptor [16-way set associiive, 64 byte ne size

L3 Cache.
size
Descritor

size
Deseritor

CPU-Z version 160x32
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C:\>net view serverl
Shared resources at SERVERL
Share name Type Used as Comment

FREDC Disk
Research  Disk W:
The command completed successfully.
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C:\Users\Mike>net view
Server Name Remark

\\SABERTOOTH
\ \UBERBOX
\\SERVER1

The command completed successfully.

C:\Users\Mike>
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& System Configuration

General |Boot._| servies.

Startup selecton

© Normal startup
Load al device drivers and services

© Diagrosti startup
Load basic devices and services only

© Selective startup.
[Z]Load system services.
[Load startupitems

Use orginal boot configuration
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) Windows Security =)

9 Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
foryour device.

» Instal this driver software anyway
Oy instal drver software obtained from your manufacturer's website or
dis. Unsigned softwsre from other sources may harm your computer o stesl
information.

) Hide details

e e e
verifies who it, and could You should only
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Sure,use
192.168.11.42

im new on the network.
Can| getan IP address,
please!

Web Client

DHCP Server
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Windous P Professional Setup

You asked Setup to delete the partition
E: Partition3 [New CRaw)l 340989 MB C 340989 MB free>
on 1623995 MB Disk @ at Id @ on bus @ on atapi [MBRI.
= To delote this partition. press L
CAUTTON:“A11 data on this bareition will he lost.

= To return to the previous screen without
do16ting the pareition, press ESC
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Disk management
Drive status
Mounting
Extending partitions
Splitting partitions
Assigning drive letcers
Adding drives
Adding arrays
Other
User Data Migration tool (UDMT)
User State Migration tool (USMT)

Run line utilities
MSCONFIG
REGEDIT
cMD
SERVICESMSC
MMC
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Windows firewall
Advanced security
MSCONFIG
General
Boot
Services
Startup
Tools
Task Manager
Applications
Processes
Performance
Neworking
Users
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USE Root Hub Properties

General| Power | Advanced Power Management

Hub infomation

The hub s sef-powered.

Total power avaiable: 500 mA per port

Attached devices

Descrption Power Requred

Y7 Prtc UsB1o S Conm ot Toom
1portis) available OmA

To update the s, cick Refresh
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® Help and Support Center

3 st nores § cwgeren . I tootengoniens

Details

Product: Windons Operating System
et 002

Source: Appicaton Hang

Versio s2

Symbolic Name: €F_ANG_L0G

Message:  Hanging spplicaton %1, verson %2, hang
modle %3, verson %, hang addrass Ox%

Explanation
The indcated program stopped responding, The message.
contains dtais n which program and madue stopped
responding. A matching event with EvertiD 1001 mioht sizo
appear in the event og. Tis matching event displays
informtion sbout the spechic eror het occurred

User Action

Mo user action i required,

Currently there ae no Hicrosot Knowledge Base artices avaiable fo ¥
5
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C:\>dir
Volume in drive C has no label.
Volume Serial Number is 4C62-1572

Directory of C:\

05/26/2008 1137 B0 0 AlLog. tx
day25/200 B 5,776 aasdogen trt
te/35/2005 0533 B

2,238 aceWvlog.txt
07/12/2009 10:38 AM  <DIR:
07/15/2009 02:45 BM

1,708 CtDrvstp
07/12/2008 04:46 AM  <DIR>

T Documants and seceings
os/oq/zuus Wz o Inpressions Game:
09/11/2001 2 2M  <DIR> WibTA

05/05/2009 oo 23 BM  <JUNCTION> Other Drive

01/03/; B >

pers-drv
Program Files
2 21 statusclient.log
09 10:40 oM 153 systemscandata.txt
03/13/2009 09:54 AM 1,111,040 £3h0
04/21/2009 04:19 BM  <DIR» &
01/10/2008 07:07 BM  <DIR>
12/31/2007 10:18 AM  <DIR>
vs/u/:nns 12:48 BM  <DIR>
01/03/2008 09:06 &M  <DIR» WUTemp
| Fileta) 1,120,936 bytes
Dir(s) 94,630,002,688 bytes free
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B C\Windows\system32\cmd.exe

:\>ping 10.12.14.29

inging 10.12.14.29 with 32 hytes of data:
eply From 18112 14.29: bytes=32 time=79ns

eply from 18121141291 bytes=32 time-182ns TTL-127

ing statistics for 10.12.14.29:
Packets: Sent = 4, Received = 4, Lost = @ <O loss).
poroxinate round trip times in milli-seconds:
Mininum = 65ms, Maximum = 183ns, Average = 87ns

INY
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+\>ping www.cheetosl.com

Ping request could not find host www.cheetosl.com. Please check the name and
try again.

o o
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Windous P Professional Setup

Weolcome to Setup.
Tnic porcion of the Setup progran prepares Microsoft(R>
Windous > HP to run on Your conputen

= To st up Windous XP nou. press ENTER

= To repair a Windous ¥P installation using
Recouery Console, press R

= To quit Setup without installing Windous XP. press F3

T et T oy ———————
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@ System Configuration

General [ Boot [ Services [ Startup | Todls

Tool Name. Desarption
Internet Optons. View Internet Explorer settngs.

Intenet Protocol Configurat... View and confgure network address settings.

Performance Moritor Monitor the refabiity and performance of local or remote computers.
Task Manager View detais about programs and processes running on your computer.

Enable UAC Enable User Account Control (requres reboot),

‘Command Prompt Open 2 command promp window.
Regsty Edtor Make changes to the Windows regsty.

gl I )
Selected command:
C:\Windows\System32\and. exe k %owindr % System32Yeg.exe ADD HKLMISOFTWARE WcrosoftWindons

G

s
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ovi 21

VGA 21
Component 21
Composite 21
S-video 21
RGB 21
Coaxial 21
Ethernet 21

Device connectors and various connector pin-outs 3,5,11,20,22,

2528
SATA 1"
SATA 1"
PATA 1"
IDE 1"
EIDE 1"
Floppy 13
use 20

IEE1394 20
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Brightness/lumens

Analog vs. digital
Privacy/antiglare filters
Multiple displays
111 Identify connector types and associated cables.
Display connector types

DVI-D

DVI

DVI-A

Displayport

RCA

DB-IS

BNC

miniHDMI

RJ-45

Din-6
Display cable types

HDMI

21
29
21

21
21
21
21
21
21
21
21
27
21
21
21
21
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% Windows Task Manager

File Options View Help

Applcations | Processes | Services | Performance | Networking

Image Name User Name CPU Workr ~
atiedix.exe o
cccexe michacls o
crss.exe o
Dropbox.exe 32 michaels o
dnm.exe michacls o
explorer.exe michacls o
frefox.exe =32 michacls o
foobar2000.exe *32 michacls o
googletakplugn.exe "2 michaels o
Munestielper.exe *32 michacls o
jusched.exe %32 michaels o
KHALMVPR. exe michacls o
MOM.exe michacls o
msseces.exe michacls o

“ il 3

e —

Processes:83  CPU Usage: 0% Physical Memory: 48%
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Sounds and Audio Devices Properties

Hardware

%{ NVIDIAR] sForceTM] Audo

Advanced Audio Properties

Devis vohuns U
Spesken | Petomaree]|

Selectthe speaker setup that is most ke the setup you have
onyour computer.

>
»
s

Speaker setup:
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B C\Windows\system32cmd.exe

: \Users\michae Is\Pictures\Backyard>dir
Uolume in drive C has no label.
Uolume Serial Number is F4BD-ESC8

Directory of C:\Users\michaels\Pictures\Backyard

4/83/2012 11317 AN <DIR>
4/83/2612 11:17 A <DIRD, 3
471972089 2,264,262 Squirrel
41972009 87321 PN 2.264:262 Squirrel.jpg
2 File(e> 4.528,524 bytes
2 Dirds> 447,121.686.528 hytes free

:\Users\michae Is\Pictures\Backyard>
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@ A Windows Activation

Activate Windows now

You must activate Windows within 30 days to continue using all Windows features.

& Activate Windows online now
> Askme later

2 Show me other ways to activate

‘What is activation:
Read the privacy statement online
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5 Windows Live Mai

Configure server settings

110U don't know your emal server settings, contact your ISP of network administrator.

Incoming server information
Servertype:

Outgoing server information
Serveradres:

pop

699471176

Server address:

699471175

[ Requires a secure connection (551)

Authenticate usi

Logon user name:

(Cleartext

[michsem@totalsemeom |

[ Requires a secure connetion (551)
9] Requires authentication
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System Properties

| Genenl | ComputerName | Hardware | Advanced

‘System estore Automatic Updates

‘System Restore can track and reverse hamiul changes to your
compuer.

[ Tum off System Restore on all drives

Drive setings

To change the status of System Restore orthe maximum amount of sk
space avalable to System Restore on a dive, selectthe dive, and then
ik Settings.

Avaiable ciives:

Drive Status Setings

a0 Morioring
20 Morioring

Drive (C:) Settings.

(€3 Monitorng

(C:)'s the system ive. You cannot turn off System Restore on tis dive
without turning it offon al crives. To do this, click OK or Cancel to return to
the System Restore tab,

Disk space usage.

Move the sider to the rght to inrease or o the left to decrease the.
amount of disk space for System Restore. Decreasing the disk space
may reduce the number of avaiable restore points

Disk space to use:

] J Max

12% (1835 MB)
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Hey everyone, is there
a router out there?

Yeah, your network
1D is 1080:: and your
subnet is
2001:218:420::/64.
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Az\>format C/s
WARNING: AL DATA ON HON-REMOUABLE DISK
DRIVE C: WILL BE LOST!

Proceed with Format (¥/W)?y

Formatting 30709.65M

Trying to recover lost allocation unit 37,925
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Cluster | Status

3ABB | 3ABC
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3ABD | FFFT TomTr
3ABE | FFFF

3ABF | 3ACO

3ACO | 3ACI H— IRSROBDOC
3ACI | FFFF

3AC2 | 3AC3
WD MY azpoc

3AC4 | 0000
3ACS | 0000
3AC6 | 0000

3AC7 | 0000





ops/f0474-01.jpg
Cluster | Status nel
3ABB | 3ABC ¥ T

3ABC | 3ABE & o
3ABD | FFFT HONTXT “

IABE | FFFF & >
3ABF | 3ACO 5 eh
Saco | et }—msnox,ooc q
3ACI | PR 3 EE
3AC2 | 3AC3 /
e | miazooc &
3AC4 | 0000 o =
3ACS | 0000

3AC6 | 0000 B G
3ACT | 0000






ops/f0661-01.jpg
GO [ > Corttnt s 1ot b » et oo oo o[ 5]

Contol Panel Home 9|
Rate and improve your computer' performance

§ Agtinn s
rRe——
Ao pover stings

sty Procanen Cotataonsprsecond 1

Memory AN [ —— 7
Destop peermance o Widows
S

TheWindovs Expesinc ndes s ey e componets n s cle o010 1.

Conponent [re— vy

Fetermance b

Derinedby
owen i
[or— s

@ S et

T forimpeoving s computec

[ — P —
Acton Caner Lo pame 47364535 a0






ops/f0478-01.jpg





ops/f0621-01.jpg
Select custom files and settings.

The folowing st cisplays the folders, e types, and fles o be liansferred to yout new computer.
To add addional tems, olick the appropriate Add bulio, To femave an fem, select i, and then

* jar - Executable Jar File

*nlp - JNLP File: Add Setting

i - MIDI Sequence I e O
. .
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B8 Administrator:CA\Windows\system32\cmd.xe.

Oping /7

jsage: ping [-¢] [-a] [-n count] (-1 size] [-£] [-i TTL] (v T0S1
[ countl [~ count] L[ host-liscl i [-K hoot-list1]
(v tineout] (R [-§ sroadde] (41 [-61 target_nane

Ping the specified host until stopped.
To"Ses ‘stabistics and continue - Eope Control-Breaks
To stop - type Control-C.
Resolud addnesses to hostnanes .
count. Nunber of echo requests to send.
Stz Send buftonsie. 0 et
<t Don’t Fragnent Flag in packet —on1y>.
m Tine To Live
10¢ Type OF Service (IPvd-only>.
count. Racord route for count hope CIPvi-onlyd.
Sount. Tinescanp for count hops. (1Pvd-anlyd:
host-list  Loose source route along host-1ist <iPyd-only).
host-list  Serict source route along host-list CIPud-oniys.
tineout’  Tineout in milliseconds to wait for each reply,
Uise routing header to fest reverse route AlSo’ (IPuE-only>.
srcaddr  Source addvess o use.
Force using 1bud.
Fovce using 1pu6.
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Startup Repair is checking your system for problems...
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stem Recovery Options.
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driver3.sys fanet code33h
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MT4HTF3264HY-667B3 200622 BZADESL114
COUNTRY OF ORIGIN U.S. LEAD FREE

256MB 1RX16 PC2-53005-555-12-C0
256MB, DDR2, 667, CLS
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New Virtual Machine Wizard

‘Specify Disk Capacity
How lrge do you want tis disk to be?

The virtual macine'sherd dis s stored os e or more fles on the host
computer's physcal dsk. These (s start sma and become arger 2 you
add appications, fles, and datato your virtalmachine.

Maxinum dik size (6B B

Recommended size for Ubuntu: 20 GB

Store virtual disk as a single fle

Spit virtual disknto mutle fles

Spitting the sk makes it easer to move the virtual machine to another
‘computer but may reduce performance with very large disk.

@ Pocket ACEsze it

i) o) Lo
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New Virtual Machine Wizard

‘Guest Operating System Installation

A virtual machine i like a physical computer; it needs an operating
system. How wil you nstal the guest operating system?

Instal from;
Instaler dic:

43 B0-ROMDrive (02)

Installer discimage fle (so):

¥ Linux and UNDX Disros \Ubuntulubuntu-11.04desk v Browse,

&) Ubuntu 11,04 detected
Thi operating system wiluse Easy Tnsal. (What' )

Lwil install the operating system ater.
The vitual machine wil be created with a blark hard disk

e i) o) Lo
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R

| 8 unasONO et senice n S Migue. [

€ B onisononetm 3

UNISONO

The Fastest INTERNET service in

WELCOME!

UNISONO is an INTERNET Service Prover in San Miguel de Alende
and its surroundings

Biingual team
are the frst intemat provider in SMA,
have been around for more than 10 years. pay your il
provide service where cable is not avaiable
provide intemat service wirlessly to our clients in the SMA
municipalty. About us
« provide creative solutions to intemet access issues eg.

wireless hotspots for housing developments & hotels, intemet
for remote locations.

Support

Contact us

Handy Hints

Espariol

1fyou

« live in the countryside in the Municipaity of San Miguel de.
Allende, & would ke intemat access.

« have 2 hotsl in Centro & would ke to provide intemat for your
guests wirelessly throughout with hotspot technology, without
the expense of cabling to each location.

please click to contact us and discuss options.

Amigos de Unisono.
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Domain

1.0 PC Hardware

2.0 Networking

3.0 Laptops.

4.0 Printers

5.0 Operational Procedures

Percentage
40%
27%
1%
1%
1%
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Backup Wizard

What to Back Up
You can spectly the ems you want to back up.

Select wht you want o back up
(® Back up evenhing on this computer
O Back up selected files, diives, or network data
O Only back up the System State data
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Automated System Recovery Preparation Wizard

Welcome to the Automated
System Recovery Preparation
Wizard

This wizard helps you create a backup of your systemfles

and an ASF diskthat you can use {0 estore your system
the event of 2 major system faiure.

To ensur that your datafles can aso be restored, use the
Backup wizard o create 3 separate backup of your data
fies sfer completing this wizard

To cortinue. dlick Next.
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C:\Windows\system32>diskpart
Microsoft DiskPart version 6.1.7600

Copyright (C) 1999-2008 Microsoft Corporation.
On computer: MIKESBC

DISKPART>
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75 usetu s

Type: [WiMimage Ramdisk)
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Path:

orce portable entry [
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© Adaeny |

EasyBCD update check failed: The remote name could not be resolved: 'neosmart.net
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DISKPART> list volume

Volume ### Ltr Label Type size  Status  Info

volume 0 b DVD-ROM 0B No Media
Volune 1 C New Volume NIFS Partition 1397 GB Healthy  System

DISKPARTS
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Bluetooth Access
Point F8 T030

LAN Connected to:
= BELKIN_00de52
Bluetooth Uptime 03:30.26
USB IP Address: 192.168.4.187
it Ver# Viking 1.0 (Build 811)
Thu Jan 29 11:22:16 PST
2003
Ti-1.00 (¢)2003 Belkin Corporation

www.belkin.com
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B Welcome to Windows Automated Installation Kit

The Windons Automated Instalaton Kit (Windows AIK) helps you to
preinstal, ustomize, and deploy the Windos Vista Famiy.

Windows Deployment.
Torun the Windows AIK, your techrician computer must use Windows

Browse DVD. XP Professional with Service Pack 2, Windows Server 2003 with
Servie Pack 1, or Windons Vista.

MET Framework Setup.

HSML 6.0 Sewwp

Exit
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Choose an operating system to start, or press TAB to select a tool:
(use the arrow keys to highlight your choice, then press ENTER.)

Earlier Version of windows
windows 7

To specify an advanced option for this choice, press F8.

Tools:

Windows Memory Diagnostic
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Antistatic bags

Compliance to local government regulations

53 Given a scenario, demonstrate proper communication and professionalism.

Use proper language — avoid jargon, acronyms, slang when applicable
Maintain a positive attitude
Listen and do not interrupt the customer

Be culturally sensitive

Be on time (if late contact the customer)

Avoid distractions
Personal calls
Talking to co-workers while interacting with customers
Personal interruptions.

Dealing with difficult customer or situation
Avoid arguing with customers and/or being defensive
Do not minimize customer’s problems.
Avoid being judgmental

Clarify customer statements (ask open ended questions to narrow
the scope of the problem, restate the issue or question to verify
understanding)

O O I O T





ops/t1470-01.jpg
CRI safety — proper disposal 221
Cable management 221
Compliance with local government regulations 2,29

5.2 Explain environmental impacts and the purpose of environmental controls.

MSDS documentation for handling and disposal 2829
Temperature, humidity level awareness and proper ventilation 2
Power surges, brownouts, blackouts 10
Battery backup 10
Surge suppressor 10
Protection from airborne particles 2
Enclosures 2
Air filters 29
Dust and debris 29
Compressed air 2
Vacuums 2

Component handling and protection 29
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Awvard Modular BIOS v6.0B@PG. An Energy Star Ally
Copyright <C> 1984-2003 Phonix Technologies, LID

Main Processor : AMD Athlon<tm> 64 Processor 3208+
enory Testing : 1048576k OK
CPUG Hemory Information: DDR 408 CL:3 ,1T Dual Channel, 128-hit

IDE Channel 1 Master : UDC WD128BJB-75CRAB 16.06U16
IDE Channel 1 Slave : None
IDE Channel 2 Master : TOSHIBA CD=DUDW SDRS3720 TUL1
IDE Channel 2 Slave : None
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C:\>dir

Volume in Drive € is

Volume Serial Number is 1734-3234
Directory of C:\

09/01/2012
06/10/2012
10/04/2012
09/11/2012
08/06/2012
09/14/2012
09/14/2012
09/14/2012
09/12/2012
07/31/2012
03/13/2012
04/21/2012
09/24/2012
07/12/2012

8:11 A
08:11 AN
10:22 BM
11:32 AM
02:28 BM
a
A
M
B
B
A
B
am
a
3 File(s)
10 Dir(s)

<DIR> AT
<DIR> Intel

<DIR> steam

<DIR> NVIDIA

<JUNCTION»  Other Drive

<DIR> Perflogs

<DIR> Program Files
<DIR> Program Files (x86)

21 statusclient.log
153 systemscandata.txt

1,111,040 t3h0

<DIR>
<DIR>
<DIR>

tenp
Users

Windows

1,111,214 bytes

2,294,182,881,834 bytes free
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Replacing toner, applying maintenance kit, calibration, cleaning
Thermal
Replace paper, clean heating element, remove debris
Impact
Replace ribbon, replace print head, replace paper
5.0 Operational Procedures
5.1 Given a scenario, use appropriate safety procedures.
ESD straps.
ESD mats
Self-grounding
Equipment grounding
Personal safety
Disconnect power before repairing PC
Remove jewelry

Lifting techniques

Weight limitations

Electrical fire safety

28
28
28
28
28

ISR IICRIIV

2,21
21
10
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42 Given a scenario, install, and configure printers.
Use appropriate printer drivers for a given operating system
Print device sharing
‘Wired
use
Parallel
Serial
Ethernet
Wireless
Bluetooth
802.11x
Infrared (IR)
Printer hardware print server
Printer sharing
Sharing local/networked printer via Operating System settings
43 Given a scenario, perform printer maintenance.
Laser

28
28
28
28
28
28
28
28
28
28
28
28
28
28

28
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T Western Digita Data LGuard Disgnostis - DLGDIAG for Windows.

Have you tried?
Knowledge Base and FAQ
- support wdc.com/kb.asp

800-ASK-4WDC (US and Canada Only)

e wdc.com

Physical Drve: Highicht a pysical v, Cick 1o untsts orchk [5]to view SMART data. Right cick formore ptons.
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AnNntec

The @ower of @ou

[ENGLISH] Model: Neo HE 550

* ATX12V v2.2 and EPS12V compliant.
* Dual CPU and dual core ready.

= Advanced cable management system improves internal
airflow and reduces system clutter by allowing you to use
only the cables that you need.

Universal Input automatically accepts line voltages from

Active PFC (Power Factor Correction] delivers
environmentally-friendier power.

power and money.

« Dedicated voltage outputs t0 deliver more stable power.

« Voltage feedback and tight 3% regulation for improved
system stability.

« Three +12V output circuits provide maximum stable power
for the CPU independently and for other peripherals.

« Dual PCI Express graphics card power connectors.

« Low-speed 80mm fan delivers whisper-quiet cooling and
ensures quiet operation by varying fan speed in response
10 load and conditions.

« SATA connectors for your Serial ATA drives.

« Industrial grade protection circuitry prevents damage resulting
from short circuits (SCP), power overloads (OPP), excessive
current (OCP), excessive voltages (OVP, and under voltage (UVP

« Approvals: UL, CUL, CE, CB, FCC Class B, TOV, CCC, C-tck.

« MTBF: 80,000 hrs.

o Size: 5.9” (D) x 5.9" (W) x 3.4" (H)

15cm (D) x 15cm (W) x 8.6em (H)
* AQ3* - Antec's unbeatable three-year parts and labor warranty.
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Pictures
Music
Videos
Software requirements to install the application on the PC
Connection types to enable synchronization
4.0Troubleshooting
4.1 Given a scenario, explain the troubleshooting theory.
Identify the problem

Question the user and identify user changes to computer and perform
backups before making changes

Establish a theory of probable cause (question the obvious)
Test the theory to determine cause

Once theory is confirmed determine next steps to resolve problem

If theory is not confirmed re-establish new theory or escalate
Establish a plan of action to resolve the problem and implement the solution

Verify full system functionality and if applicable implement preventive
measures

Dlocisnant: failings. sction and cilromes

27
27
27
27
27

n

n
2
n
n
2
n

32
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Remote wipes

Locator applications 27
Remote backup applications 27
Failed login attempts restrictions 27
Antivirus 27
Patching/OS updates 27
3.4 Compare and contrast hardware differences in regards to tablets and laptops.
No field serviceable parts 27
Typically not upgradeable 27
Touch interface 27

Touch flow 27

Multitouch 27
Solid state drives 27

3.5 Execute and configure mobile device synchronization.

Types of data to synchronize 27
Contacts 27
Programs 27

Email 27
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Terminate

Terminate

Terminate

Terminate

Terminate:
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User Account Control

¥ you started this action, continue.

% User Accounts Control Panel
Microsoft Windows.

To continue, type an administrator password, and then click OK.

dougj

User Account Control helps stop unauthorized changes to your computer.
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&’ Tablet PC Settings

General [Handwiiing Recognition [ Display.

Handedness

Change where menus appear on the screen by indicating which
hand you wite with

(©) Right-handed
Menus appearto the left of your hand

) Left-handed
Menus appearto the right of your hand

Calibration

Calibrate yourtablet pen to improve how accurately ittargets
items onthe screen

Orientation
Primary landscape -

Calibrate.
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|Wireless Network Connection (HomeWiFi)
[speed: 54.0 Mbps
5anal srength very Good

status: Connected
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» Hard Disk Book Priority [Press Enterl
First Boot Device [COROM]
Second Boot Device [Hard Disk]
Third Boot Device [COROM1
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Avard Modular BIOS v6.88PG, An Energy Star Ally
Copyright (C> 1984-205, Avard Software, Inc.

GA-KSNP F13

Processor : AMD Athlon(tn) 64 Processor 3200+
<CPUID:00@0F4A Patch 1D:G830>
Menory Testing : 3145728K OK
CPU clock frequency : 208 Mhz

Detecting IDE drives ...
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fAuard Modular BIOS v6.@BPG, An Energy Star Ally
Copyright (C> 1984-205, Award Software, Inc.

GA-KGNP P13
Processor : MD AthlonCtm) 64 Processor 3208+
<CPUTDIbbBOdA Pacch 1D:8030>

Homory Testing : 1048576K OF i
ChU"cTock Freducncy : 268 Mhz

Detecting IDE drives ...
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Ll ATRT 2 1:21 PM < 95% b

Cancel New Account

Apple ID and Password

Email

This will be your new Apple ID.

Password

Verify

Passwords must be at least 8 characters,
including a number, an uppercase letter,
and a lowercase letter. Don’t use spaces,
the same character 3 times in a row, your
Apple ID, or a password you’ve used in
the last year.

Back Next
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New Simple Volume Wizard

‘Specify Volume Size

Choose a volume size that s between the maximum and minimum sizes.

Maimum sk space in MB:
Minimum disk space in MB:

‘Simple volume size n MB:
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Power Options Properties

Power Schemes | Advanced| Hbemals [UPS_|

When your computer hibemales, it stores whalever thas in
memary on your harddisk and then shuls down, When yout
computer cores out of hbemation, it etus o s previous stae.

Hbermate
st Bbsrraiot

Disk space for ibemation
Fresdisk space: 9956 M8
Disk space requited o hibemate: 2043 M8
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Lo
LED
OLED
Plasma
Wi-Fi antenna connectorfplacement
Inverter and its function
Backlight
3.3 Compare and contrast laptop features.
Special function keys
Dual displays
Wireless (on/off)
Volume settings
Screen brightness
Bluetooth (on/off)
Keyboard backiight

Docking station vs. port replicator

26
26
26
26
26
26

26
2
26
26
2
26
26
26
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Physical laptop lock and cable lock
4.0 Printers

4.1 Explain the differences between the various printer types and summarize
the associated imaging process.

Laser

Imaging drum, fuser assembly, transfer belt, transfer roller; pickup rollers,
separate pads, duplexing assembly

Imaging process: processing, charging, exposing, developing, transferring,
fusing and cleaning

Inkjet

Ink cartridge, print head, roller, feeder, duplexing assembly, carriage and
belt

Calibration
Thermal
Feed assembly, heating element
Special thermal paper
Impact
Print head, ribbon, tractor feed

——

26

28
28
28
28
28
28
28
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What do you want to back up?

© Let Windows choose (recommended)
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e o back up

© Let me choose

You can select ibraries and folders and whether to include a ystem image n the backup.
The items you choose il be backed up on a regular schedule.
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Core RAM Clock  DDR I/ Speed DDR2 Speed PC Speed Rating

Speed Rating
100 MHz 200 MHz DDR2-400 PC2-3200
133 MHz 266 MHz DDR2-533 PC2-4200
166 MHz 333 MHz DDR2-667 PC2-5300
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Redistribute Free Space Wizard

Review the changes

On this page you can review the changesthat have been made.

Your hard disk before the changes:

Basic Hard Disk 0 (FUJITSU MHV20808H)

I 9 ©)
434GBNTFS

o F)
244GBFAT32

Your hard disk fterthe changes:

Basic Hard Disk 0 (FUJITSU MHV20808H)

- .|

o F)
399GBFATI2

Volume (F), FAT32 - gained 155 GB
Size before changes: 24 4 GB, free space: 244 GB
Size after changes: 39.9 GB,free space: 39.3GB

To acoept the changes, oick Next
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This menu allous you to select a harduare profile
to be used when Uindous is started.

If your system is not starting correctly, them you may suitch to a
previous system configuration, which may overcome startup problems

IMPORTANT: System configuration changes made since the last successful
startup will be discarded

onies

Use the up and down arrow keys to move the highlight

to the sclection you uant. Then press ENTER.

To suitch to the Last Knoun Good configuration, press *L’.
To Exit this menu and restart your computer, press F3
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The mininun size for the new partition is 8§ megabytes CHB).
The maximun Size for the new partition s 1023987 negabytes CHE>.
Create parcition of size <in HB>:  NCERIWF
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How does Disk Cleanup work?
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copy c:\windows\repair\system c:\windows\system32\config\system
copy c:\windows\repair\software c:\windows\system32\config\software
copy c:\windows\repair\sam c:\windows\system32\config\sam

copy c:\windows\repair\security c:\windows\system32\config\security
copy c:\windows\repair\default c:\windows\system32\config\default
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Cluster | Status
3ABB | 0000
3ABC | 0000
3ABD | FFF7
3ABE | 0000
3ABF | 0000
3ACO | 0000
3ACI | 0000
3AC2 | 0000
3AC3 | 0000
3AC4 | 0000
3ACS | 0000
3AC6 | 0000
3AC7 | 0000
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C:\Users\mike>tasklist

Inage Name PID Session Name Session#  Mem Usage

system Idle Process 0 Services 0 24 K
system 4 Services 0 940 K
smss . exe 268 Sexvices 0 340 K
carss.exe 372 Services 0 2,388 K
wininit . exe 444 services 0 968 K
csrss.exe 452 Console 1 9,788 K
winlogon.exe 500 Console 1 2,420 X
services.exe 544 Services 0 4,536 K
svchost . exe 756 Services 0 4,320 X
MsMpEng. exe 828 Services 0 42,164 K
atiesrix.exe 904 Services 0 824 X
notepad. exe 3932 Console 0 5,612 K
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C:\>taskkill /pid 3932
SUCCESS: Sent termination signal to the process with PID 3932.
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Directory of C:
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1 File 0 bytes
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Directory of C:\
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4 File
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>dir a*.*
“Vorme in drive C has no label
Volim Serial mumber is 4CE31572

Directory of C:\

05/26/2009 11:37 BM 0 Allog.txt
05/29/2009 05:33 PM 5,776 acedoppl . txt
05/29/2009 05:33 PM 2,238 aceWVlog. txt

3 File(s) 8,014 bytes
0 Dir(s) 94,629,675,008 bytes free
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Boot Up Floppy Seek Disabled Function will Dicable
Boot_up NunLock Status on
Security Option Setup
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Full Screen LOGO Show Disabled

+/=/PU/P)
F6:Fail-Sal

alue F10:Save ESC:Exit Fi:General Help
Defaults  F7:0ptimized Defaults






ops/f1311-01.jpg
& EPSON Stylus Photo R220 Series Printing Preferences

Paoe Loyoa] & Mt |

Version 551

Status Moritr 3 (M)

Use tis ity o automatically check forerors and lso check
the level of ink remaining.

Nozzle Chesk (N)

Use this ity f gaps ot faint areas appear i your pinaut,

Head Ciearing (H)

Uss tis ity if your pint qualiy decines orthe Nozle Check.
indicates clogged nozzls:

Fiint Head Alignment (F)

Use tis ity if misaligned vetical ines appear in you pinout.

Fiiter and Dption Information (0)

Use tis ity o create ot veriy settings for yourpinter and

optional devices.
eed & Progress
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B Setup Manager

User Interaction
Selectthe type of user nteraction you vt

€ Wser contolled

You provids defaul options in the answe i, and the end user can change any of
them.

& Eiy aiorated

Yo provide al requied answers i the answer e, an the end user s ot
prompted for the.

Hidden pages
Yo provide answers fo setup pages that areFidden from the end user.

Beadonly

You provids al requied answers i the answer fle. The end user can see the.
optians but cannt change them.

GUI attended

Orly the testmods porton of Setup i autmated. The GUI potion of Setup runs
nomally, prompling the end user a each page.

<Back
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& DYMO LabelWriter 450 Properties

General | Sharng |Ports | Advanced | Color Managemert | Securty [ Device Seftngs|

/ You can share this printer with other users on your network. The
printer will not be available when the computer is sleeping or tumed
off.

hare this printer

Share name: | SN EEEIgE]

ender print jobs on client computers

istin the directory

Drivers

this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the

shared printer.
Additional Drivers...
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HomeGroup, file/print sharing
WorkGroup vs. domain setup
Network shares/mapping drives
Establish networking connections
VPN
Dialups
Wireless
‘Wired
WWAN (Cellular)
Proxy settings
Remote deskop
Home vs.Work vs. Public network settings
Firewall settings
Exceptions
Configuration
Enabling/disabling Windows firewall
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Unique to Vvindows XP
Addiremove programs
Network connections
Printers and faxes
Automatic updates
Network setup wizard

Unique toVista
Tablet PC settings
Pen and input devices
Offline files

Problem ports and solutions

Printers
Unique to Windows 7
HomeGroup
Action center
Remote applications and desktop applications
Troubleshooting

1.6 Setwp and configure Windows networking on a clientdesktop.
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Intemet Protocol Version 4 (ICP/IPvd) Propertes

General

You can get I settings assigned automatically i your network supports
this capabiity. Otherwise, you need to ask your network adninstrator
for the appropriate P settngs

Obtain anIP address automatically
Use the following IP address:

1P adress: 2. 17 .29 12

Subnet mask: 255255 0

Defauit gateway: .70

Obtain DS server address automaticaly
© Use the foloning DNS server addresses

Preferred DI server:

Alternate DNS server:

aldate settings upon exit
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* avast! On-Access Scanner.
Instaled providers:
™

Outlook/Exchange
Version 4.7.892

@

P2P Shield
Version 4.7.892
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|

Standard Shield
Version 4.7.922

Standard Shield

The provider is currently running.

Provider Confiuration

Senstiy
High  Custom [ Customize,

Provider Actions

=

Lastscanned: A WinCyptbmp.
Lastinfected:

Scanned count: 2120
Infected count: 0

Task name: Resident protection

o/ Runtine 4204025

avastl on-access protecton i based on so-calld esident poviders. The resident pioviders re special modes:
that are used to protect speciic subsystems of yous compuer,such as the flesystem and the mail

)
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Internet connectivity issues
PC locks up
Windows updates failures
Rogue antivirus
Spam
Renamed system files
Files disappearing
File permission changes
Hijacked email
Access denied

Tools
Anti-virus software
Anti-malware software
Anti-spyware software
Recovery console
System restore
Pre-installation environments
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Repair disks

Pre-installation environments 19
MSCONFIG 17
DEFRAG 17
REGSRV32 15
REGEDIT 15
Event viewer 19,29
Safe mode 19
Command prompt 19
Emergency repair disk 17
Automated system recovery 17

47 Given a scenario, troubleshoot common security issues with appropriate
tools and best practices.

Common symptoms

Pop-ups 29
Browser redirection 29
Security alerts 29

Slow performance 29
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) ODBC Data Source Admiristator

User DSN | System DSN [ e DSN | Divers

User Data Sources:

Name Driver
[4BASE Fies Microsct Access dBASE Diver ("dbf, “nd

Excel Fes Microsot Excel Diver (*2ds, “isx, “xsm,
MS Acoess Database Microsoft Access Diver (mdb, *acodb)

10 ODBC Lt s s ot st et o
e deaed oo ronde A Usr s soge ey i 1o,
=) and can only be used on the curent machine.
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£ Windows

Collecting
information

(<)
© Dynamic
(=)
.

Update

Preparing
installation

ey
O instalation

Setup will complete in
approximately:
39 minutes

An exciting new look

‘Windows® XP Profissional sports a brand-new viual desion
that combines a sleek look, clean Ines, and appealing colors
with a task-oriented design and exceptionaly streamined
navigation.

‘The redesigned Start menu makes it easier to find mportant
informatian and to access the programs you Lse mast
frequenty

By automaticaly cleaning up the notification area of the.
taskbar and grouping relsted taskbar items, Windows YP
makes If easer to switch between progrars and to open,
view, o close muiipe items at the same time.
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Windous %P Professional Setup
The partition you selected is not formatted. Setup will nov
Fornat the partition.

Use the UP and DOWN ARROV keys to select the file system
You vant. and then prose ENTER.

If you want to select a different pareition for Windows XP.
preds ESC
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(o syston
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Windous P Professional Setup
The following list shows the existing partitions and
unpartitioncd space on this computer:

Use the UP and DOUN ARROW keys to select an item in the list.
= To set up Windous XP on the selected item, prese ENTER.
= To create a partition in the unpartitioned space. press

= To delete the selected partition. press D

6150 MB Disk 0 at 1d 8 on bus O on atapi CMBRI

Unparcicioned space 5159 hp

R —
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Existing OS Can Upgrade To... Can Clean Install To...
32-bit Windows 7 only Any edition of Windows 7
64-bitVista (any edition) 64-bitWindows 7 only Any edition of Windows 7

Any pre-Vista Windows Not allowed Any edition of Windows 7
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What do you want Windows to do?

(B sing Microsolt Scanner and Camera Wizard

=7 View a sldeshow of the images
using Windows Pcture and Fax Viewer

5, Pinthe s
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N
4 Copy pitues o you computer and view them
) wsgFicasa

] Always do the selected action.

Cancel
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3 Windows PowerShel

PSC> dir
Directory: C:\

L

3/27/20
272272011
6/27/2011
771372009
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2/27/2012
107572011
32872012

S C:\> get-childiten
Directory: Cin
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771372009

4272012
3/29/2012
2/27/2012
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Drivekey
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Python2?

Windaus
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Connect o 2 Web ste that you can use to store your documents and pictures.
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Current Status
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IIW eshould
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Gared urged

asthe woods
began o grow dark around.
thenn

The eildlings are dead

Do the dead frighten you”
Ser Waymar Royee asked with
just the hint of  smile

‘Gared did not e to the

bt He was an old man, past
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lordiings come and go. “Dead
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Types

gle-mode vs. multi-mode)
Speed and transmission limitations

Twisted pair
Types: STR,UTP, CAT3, CATS, CATSe, CAT6, plenum, PVC.

Speed and transmission limi

Coaxial
Types: RG-6,RG-59
Speed and transmission limitations
2.3 Explain properties and characteristics of TCP/IP
IP class
ClassA
Class B
Class C
IPv4 vs. IPvé
Public vs.private vs.APIPA
Static vs. dynamic
Client-side DNS
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‘VVebcam
Camcorder
MIDI enabled devices
Output devices
Printers
Speakers
Display devices
2.0 Networking
2.1 Identify types of network cables and connectors.
Fiber
Connectors: SC, ST and LC
Twisted Pair
Connectors: RJ-1, RJ-45
Wiring standards: TS68A, T568B
Coaxial
Connectors: BNC, F-connector
2.2 Categorize characteristics of connectors and cabling.
Fiber
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21,2528
28
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5 Windows Task Manager

File Options View Help

‘Applcations | Processes | Services | Performance

CPU_ Working Set (Memo... Description
o 853K
o 8,608K
o 15,228K  Plugin Container for Frefox
o 62,316K  XnView for Windons
o 7,520k
o 72,780K  Microsoft Office Word
o 34828K Firefox
o 101,652K  Windows Desktop Gadigets
o 10,956K  Plugin Container for Frefox
o 124852K  Steam
o 11,504K  Windows Task Manager
o 11,036K  Host Process for Windows Tasks
o 15,356K  Logitech KHAL Main Process
o 5,156K TortoiseSVN status cache.
“ il 3

T e

Processes:82  CPU Usage: 0% Physical Memory: 48%
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Voume | Sounds | Pudo | Voos | Hadware |

Sound playback.

g Default device:

Sound recording

K Defauit device:
NVIDIA(R) rForce(TM) Audio
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S [Microsoft GS Wavetable 5w Synth

[ Use onl defaul devices
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Installed game cortrollrs

Cortroler Status
Generic USB Joystick oK

% Generic USB Joystick propertes

Setings | Test
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Notuork boot from Intel E1608
Copyright (C) 2083-2888 UMware, Inc
Copyright (C) 1997-2888 Intel Corporation

CLIENT MAC ADDR: 89 BC 29 D7 9B 6B GUID: SG4DCC2E-B4EA-ACE1-381B-514BEBD79BEB
CLIENT IP: 18.12.14.51 HASK: 255.0.8.0 DHCP IP: 10.12.14.18
SATEWAY 1P: 10.12.14.1

lounloaded UDSNEP.

Press F12 for metwork service boot
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Intemet Protocol Version 4 (ICP/IPv) Properties 18 e

=

You can get I settings assigned automatially i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate P seftngs.

Obtain an IP address automaticaly.

Use the follwing IP address:

1P address: 2.3 .16 . 1
Subnetmask: 255285255, 0
Defauit gateway: .3 . 6. 1

(Obtain DS server address automaticaly
© Use the foloing DNS server adre
Preferred DNS server:

Alternate DS server:

IFVedtesetgs upon ext —
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:\>nbtstat -c
Local Area Connection:
Node IpAddress: [192.168.15.102] Scope Id: []

NetBIOS Remote Cache Name Table

Name Type Host Address  Life [sec]
AARONV <20>  UNIQUE 192.168.15.100 327
SABERTOOTH <20>  UNIQUE 192.168.15.101 485
THEATER <20>  UNIQUE 192.168.15.201 380

C:\>
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Local Area Comnection:
Node Iphddress: [192.168.15.102] Scope Id: []
NetBIOS Connection Table

Local Name State  In/out  Remote Host Input  Output
UEERECX  <00> Comnected  Out SRBERTOOTH <205 1xe 7698
UBERBOX  <00> Comnected  Out ARRONV <205 7608 6068
UBERBOX  <00> Comnmected  Out ARRONY <20 9508 6958
UBERBOX  <00> Comnected  Out THEATER <20> 6208 6598

UBERBOX Connected  In SABERTOOTH  <00>  G49KB 791K8.
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2560 511.9 MB
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Yow'll get this many sectors/cluster:
4

8

16

2

64
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Sounds and Audio Devices Properties

Volme | Sounds | Audo | Voce | Hardware

Video Codecs Properties

General| Fropertes

Video Compression Codecs
¥ Cinepak Codec by Raus Inc
451 Indeo codec by el

5 Indeo® video 510

= 132

Bwwa

15 Microsot RLE Codec

1] Mictosot Video

4] mshos1

4= mshos3

2] syl

= byl
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==
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Sounds and Audio Devices Properties

Volme | Sounds | Audo | Voce | Hardware

Audio Codecs Properties

General| Fropertes

Audio Compression Codecs
B3] M4 ADPCM Audio CODEC

1) Mictoso ADPCM Aucio CODEC

i) Mictoso DCITT 6.711 Audio CODEC.

1) Mictosot GSM 6.10 Aucio CODEC

4] DSP Group TrueSpeech(TH) Audio CODEC
) meg723.00m

1) Windows Meda Audio Codec

1) Siro Lab Telecom Aucio Codec:

1) deo® audo software

1) Furbofer 1S MPEG Layer 3 Codec

1) Mictosot PCM Darener

(=
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Search |

You can applythe view (such as Detais or lcons) that
you are using fo this olderto l folders of this type.

Advanced settings:
i Flles and Folders. =
] Aways show icons, never thumbnials
] Aways show menus.
Display file icon on thumbnals
Display file size information i folder tips:
] Display the full path i the ttle bar (Classic theme only)
i Hidden files and folders:
@ Dont show hidden files, folders, or dives.
© Show hidden fles. folders, and drives
Hide empty dives in the Computer folder
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1% 150 KBps
2 300 KBps
3 450 KBps
4% 600 KBps
6% 900 KBps
8x 1200 KBps.

10x 1500 KBps
12% 1800 KBps
16% 2400 KBps
24x 3600 KBps,
32x 4800 KBps.
36 5400 KBps

40 6000 KBps
48x 7200 KBps
52x 7800 KBps
60% 9000 KBps
72x 10800 KBps
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Resolution
640 x 480
800 x 600
1024 % 768
1280 x 1024
1600 x 1200

16-bit (High Color)
1 MB
I MB
2MB
4MB
4MB

24-bit (True Color)
I MB
2MB
4MB
4MB
6MB.
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Video Mode
SVGA

HDTV 720p
SXGA

WXGA
WSXGA

SXGA+
UXGA
HDTV 1080p
WUXGA
QWXGA
WQXGA
WQUXGA

Resolution
800 x 600
1280 x 720
1280 * 1024

1366 x 768
1440 x 900

1400 x 1050
1600 x 1200
1920 x 1080
1920 x 1200
2048 x 1152
2560 x 1600
3840 x 2400

Aspect Ratio
43
169
5:4

169
16:10

43
43
169
16:10
169
16:10
16:10

Typical Device
Small monicors

Lowest resolution that can be called HDTV
Native resolution for many desktop LCD monitors

Widescreen laptops
Widescreen laptops

Laptop monitors and high-end projectors
Larger CRT monitors

Full HDTV resolution

For 24"+ widescreen monitors

For smaller,fine monitors

For 27"+ widescreen monitors

For smaller, fine monitors
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=, Disk Cleanup for (C)

Disk Cleanup

You can use Disk Cleanup tofree up o 133GB of disk
space on (C).

Flesto delete:

Dowrloaded Program Fies Obytes I

Temporary Itemet Fies 161KB
& Recycle Bn Obytes
] Setup Log Fies 453KB
] Temporay fes es3mE -

Total amount ofdisk space you gain 13368
Descrption
Dowrloaded Program Fes are ActiveX cortrols and Java applets
dowrioaded automaticaly from the Intemet when you view certain
pages. They are temporarly stored nthe Dowrloaded Program
Fies folder on your hard disk.

([ 0emnwp stemties ]

How does Disk Cleanup work?
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!

Sait Lake Docs Properties = ]

Advanced Attibutes

Choose the settings you want for this foder.
Vihen you cick OK or Apply on the Properties dalog, you wil be
asked  you want the changes to affect ol subfolcers and fies
asvel.

Archive and Index atirbutes

[ Folder is ready for archiving

1] Allow fles i this folder to have contents indexed in addition to fie.
propertes

Compress or Encrypt attrbutes

7] ncrypt contents o secure data.
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BIOS SETUP UTILITY
oot]

Baot Device Priority Specifies the Boot
sequence from the.
available devices.

2nd Boot Device [SATAPH-UOC UD10011

3rd Boot Device [Disabled] A device enclosed in
parenthesis has been
disabled in the
corresponding tupe
< Select Screen
T Select Iten
+=  Change Option
FI_ General Hel
F10  Save and Exit
ESC Exit

can Megatrends, INC.
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B8 Administrator:CAWindows\system32\cmd. e

:\conpact conpact

Listing Ci\conpacts,
Nou Files added to thic directory will not be compressed.

1855509 ;1855509 to 1 Bear on the Floor.pag
39096 o1 Contest Voxk Sheot.doc
161802 o1  Kiset Woufo.pdf
to1 fention T

o5
edses 01 Squirrel.d
76288 : to 1 uining Sihnacic.vsa

F 6 files within 1 directorics
are conprossed and 6 axe not conpressed.

571,365 Cotal bytes of data are Stoved in 4,571,365 bytes.
fio conpression ratic 1 1.0 to 1.

s\conpact>
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Printer

1]

Spooler

Printer driver

Print device
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§ Gigabit NIC Popertes

Networking | Shaing

Intemet Connection Sharing

Allow other network usersto connect through tis
‘computer's ntemet connection

Home networking connection

Allow other network users to cortrol or disable the
shared Inemet connection

Using ICS (itemet Connection Shering)
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File System Check

Schedue | Setings|

[T CowINDOWSTasks\File System Check iob

CAWINDDWS systemiZichkdsk exe : /R /F

Stattin

Commerts:

VMNP MUser Set passord.

[CIRun ony i logged on

nabled (scheduled task runs at specifid time)

Cancel Apply
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ROBOCOPY 18

DISKPART 19
SFC 18
CHKDSK 18
[command name] /1 18

Recovery console
Fixboot 19
Fixmbr 19
14 Given a scenario, use appropriate operating system features and tools.
Administrative

Computer management. 4,12
Device manager 417
Users and groups 16
Local security policy 29
Performance monitor 15
Services 15

System configuration 17
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TRACERT

NETSTAT

IPCONFIG

NET

NSLOOKUP

NBTSTAT
os

KILL

BOOTREC

SHUTDOWN

TLIST

MD

RD

o

DEL

FDISK

FORMAT

copY

XCOPY

24
2
2
2
2

15,

19
18
15
18
18
18
18
2
18
18
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Chipset

Systombus.
Wemory

Expansion siots

Scalale Link ntortace

High Definiion Audio

Storge

200/ 600N

specifications summary

"Support AVID® Sockat A2 Ao 64 X2 Aon 64 FX |
Aon 64 Sempron

AMD Cool Qut™ Tchmology

AMD6A archiociursanabls smullneous 32l and

54 compiing

AMD L™ Ry

NVIDIAnForoet 590 SLI™ NCP.
NVIDIALinkBoost™ Tochology

Dualcramel ey archiscure T
4DV, max. 8GB, DOR2 8006871533, ECC and non-
ECC, untuered mamory

2Pl Expros x1 st wih NVIDIA® SLI™ echnoogy
supponat l 16,16 spead

TXPOl Expressxd-

axpci2z

‘Suppont wo dntcal NVIDIA SLReady grapn cards
(ot atx16 mode)

ASUS oot hermaldesign

ASUS PEG Lnk

‘SupromoK Auo Card
feaing ADI 19885 -channe igh Definon Aucio
CODEC

Support Jack-Sensig, Enumoraton, Mlsieaming and
Jock Retasing

Benamel audopors

Coal, Opical SPDIF out on back KO port.

~ASUS Aray M

Nose Fiter

NVIDIAnForoes 590 SU™ MGP suppors:
*1xUtre DUA 139/ 100/66/33

6 X Sorl ATA 3 0GB win NGO

 NVIDIA odaStied™ RAID suppors RAIDO, 1,041,
504 JBOD span rose Serl ATA drves

Sllon mage® 3132 SATAcoioler suppors:
2 xExemal Soral ATA3 0G0 port o back 0 (SATA
OnheGo)

~Suppor RAID 0,1, JBOD, RAID 0+1(10)and 5 tough
mutpler
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) Windows Securty

Windc

9 Don'tinstall this driver software
You should check your manufacturer's website for updated driver software
foryour device.

Install this driver software anyway
Oy instal drver software obtained from your manufacturer's website or
i, Unsigned softwsre from other sources may harm your computer or seal
information

Hide details

‘The driver software you'e attempting to install does not have  valid digital signature that
Verifies who published t, and could potentially be malicious software. You should only.
install driver software from publishers you trust. How can 1 decide which device software i
safe to install?
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Lucent Win Modem

Are you sure you would ke to rollback o the previous driver?
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B Administrator: CAWindows\system32\cmd.exe

:\Windous\Systen32>nen

655368 bytes total conventional memory
655368 bytes available to MS-DOS
588912 largest executable program size

1848576 bytes total contiguous extended memory
8 bytes available contiguous extended memory
941856 hytes available ¥MS memory
MS-DOS resident in High Memory Area

:\Windous\Systen32>
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B8 Administrator:C\Windows\system32\cmd. e - i /p.

471077009 1 950,272 mblotr exe
/1975008 1 nebuildon.exe
1025006 H

1703 000

/025000 04: 3 neioda,dil
170277000 neluczizidn
1022000 neigeq.ail
1023000 ncizeq. dey
1035000 e uavs i1
17035000 e iuave. dry
4/16, 3005 noupdats: Genuinelntel.dll
17192008 Foxbeduoall
371672007 ndge.exs.
47052007 ndinon-a11
11575000 ndningtod11
1025006 88 06:

1715 008

/10 3009

't /a2 2000

47107009

102,200

1025000

17035000

47163009

6/ 17,1998 23548 RECA3EN DL
/10,2009 nfodzu.dil
3/18/7003 9 £060.864 nfc7t.dll
31872083 @9:12 P 17047.582 nfc7ta.dl1
ress any key to continue . . |






ops/f0672-01.jpg





ops/f0049-01.jpg





ops/f1021-02.jpg





ops/f1021-01.jpg





ops/f0049-02.jpg





ops/f0386-02.jpg





ops/f0958-01.jpg





ops/f1307-01.jpg
9 HP Laserlet 4 Plus Properties

General | Sharing [ Ports | Advanced Securty | Device Settings

Always available
© Available from 12:00 AM 5 To 12:00 AM

Priority: 1

Driver: [HP Laserletd Plus ][ NewDriver.

© Spool print documents so program finishes printing faster

© Start printing after last page is spooled

[] Hold mismatched documents
Print spooled documents first

[ Keep printed documents
Enable advanced printing features

[ rinting Defaults.. | [ PrintProcessor.. | [ Separator Page.. |






ops/f0313-01.jpg





ops/t1461-02.jpg
Home Server PC
Media screaming
File sharing
Print sharing
Gigabit NIC
RAID array
1.10 Given a scenario, evaluate types and features of display devices.
Types
CRT
Lco
LED
Plasma
Projector
OLED
Refresh rates
Resolution

Native resolution

31
31
31
31
31
31

21
21
21
21
21
21
27
21
21
21
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Virtualization workstation
Maximum RAM and CPU cores
Gaming PC
Powerful processor
High-end videolspecialized GPU
Better sound card
High-end cooling
Home Theater PC
Surround sound audio
HDMI output
HTPC compact form factor
TV wner
Standard thick client
Desktop applications
Meets recommended requirements for running Windows
Thin client
Basic applications

Meets minimum requirements for running Windows

31
31
31
31
3
31
31
3
31
31
31
31
31
31
31
31
31
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5 Windows Task Manager
Fie Options Vew Windows ShutDown Hep

Appicatons | processes | Performance | Networking | Users |

Task. Status

B Untted - Notepad Rumning
@riscer s - Windons IntemetExlorsr Rurming

SwitchTo Task.

Processes: 23| cPUUsage: 2% Commit Charge: 237M / 1632M
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Constant voltage Voltage in both directions,
in one direction constantly switching
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188 Windows Task Manager

File Options View Windows Help

‘Appications | processes | Services | Performance

Task Status

1) 591_15 [Compatbiity Mode] - Microsoft Word Running
@ acier News - Mozl Frefox Rurring
6 Inbox - Local Folders - Mozl Thunderbird Rurring
@ Spotiy - Younger Brother ~Ribbon On ABranch  Rumring
intited - Notepad Rurring
) vindows XP Professonsl - Wware Wiorkstaton  Runring
& Xnview - Browser -2:...\Graphcs\WY Runving

Processes:83  CPUUsage:1% Physical Memory: 47%
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My Documents Properties

Taget | Genera| Shaing |

Local shaiing and secuity

T share tisfolder with ther users o this computer
orly, dragit to the Shared Documertsfolder

Ta make thisfolder and s subfolders prvate 5o that
orly you have access, select the follwing check bor

Make this flder prvate.

Network shaiing and secuily
L ot il iy

‘sccess o this computer. However, you can enable
temote access and safel share fs by runring the
Nelwork Selup Wizard

16 vou understand the secut sks but wart to share
files wihout urring the wizard. lick here.

Leatn mare about sharing and secuiy,
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For use with
printers, scanners
and other USB devices!
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Session Information

Statstcs [ WiFi_| My Computer|

Transmit/Receive

Transmit rate (cops): B [ 34 Receiverate kbps); EE[ 1327
Maxtransmit rte kbps): [ 571 Maxreceiverate bbps): | 57113
Trnsmtbytes: [ A14KE Receivebytes: | 5264KB
Connecton
1P Address: [ois6 102763 | MTU: [uto Detect
Ourstion | FE—
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&l VZAccess Manager

File Edit View Tools Options Help

2. H

veri;Onvireless
BroadbandAccess (Rev-A)
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B Administrator: C\Windows\system32\cmd.exe -chkdsk /i

\>chkdsk /f/r o
he type of the file system is NIFS.

annot lock current drive.
hkdsk cannot run because the volume is in use by another
rocess. Would you like to schedule this volune to be
hecked the next time the system restarts? C(¥/N> _
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This wizard helps you nstal software for

Siicon Image Sil 3512 SATALink Contoler

1 your hardware came with an installation CD
&2 or floppy disk. insert it now.

What do you want the wizaid o do?

irstal i saivare aumatoaly (Hessmmandsdl
Instalfrom a st or speciic locaton (Advanced)

Cick Net o continue.

<Back
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Floppy drives
Hard drives
Optical drives
Solid state drives
Motherboards
Power supplies
CPUs

RAM

Monitors

Input devices, such as keyboards, mice,
R

Video and multimedia cards

Network and modem cards

Cables and connectors

Heat sinks, fans, and liquid cooling systems
Laptops and portable devices

Printers

Scanners

Network switches, cabling,and wireless adapters
Biometric devices
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Command
actrib

<d (or chdir)
chidsk

ds

<opy

del (or delete)
dir

disable
diskpart
enable

extract

Description
Changes ateributes of selected file or folder

plays current directory or changes directories
Runs CheckDisk utilty

Clears screen

Copies from removable media to system folders on hard disk. No wildcards
Deletes service or folder

Lists contents of selected directory on system partition only

ables service or driver
Creates/deletes partitions
Enables service or driver

Extracts components from .cab files
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Domain

1.0 Operating Systems
2.0 Security

3.0 Mobile Devices
4.0 Troubleshooting

Percentage
33%

2%

9%

36%
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fixboot Writes new partition boot sector on system partition

fixmbr Writes new master boot record (MBR) for partition boot sector

format Formats selected disk

listsve Lists all services on system

logon Enables you to choose which Windows installation to log on to if you have
more than one.

map Displays current drive letter mappings

md (or mkdir)  Creates a directory

more (or type)  Displays contents of a text file

rd (or rmdir) Removes a directory.

ren (or rename)  Renames a single file
systemroot. Makes current directory system root of drive youe logged on to

type Displays contents of a tex file
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Type Deta
REG.SZ “C\Program Files\Foxit Software\Foit Readen Foxt Reader.exe”
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~Tér | [seor

& Restorefles or your entire computer

Resor s andfolders fom  backup.

2 Youcan ue shadow copes toretoepreviusverios of e Advanced restore

" e beensccdemaly o o deeted 1t s

Resore yourene compute fom 3 indews Complte PC
Backup and Restore mage. comper

1 Use Syt Restore o probles nd undo changes o Windonr
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The RAMDAC
translates the  Digital data in RAM
digital ignal to

an analog signal.

Analog signal
to monitor
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Thick client

Thin Client
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QU~[E ot + Germecomn Tl

ke Make changes to your user account

Crete s password reset ik
Manage your network Changeyou prsword
prssuords Remove your prssword
T — Changeyourpicture
SR © Changeyour account nme

Configure advanced et @ Change yoursccounttype

profe propertes

Change my envronment
veriables ® Manage snother sccount

Seeatso  Turm User Account Controlon oroff
% Paggfial Controls
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What do you want to tiansfer?

What do you want to ansfer?
 Setings only

 Fies orly

& Bolhfiles and settngs

IV Letme select a custom s offles and
selfings when | cick Nex for advanced
users)

Based on your curent selection,the following
ems il e ansferred:

Setings g
Accesshily
Command Prompt setings
Folder options
Internet Explorer seculy setings
Iternet Explorer settings
Mause and keyboard
Network printer and dives.
Outlack Express
Regional settings
Screen Saver selection

. o

ok ==
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| © petautPrograms
@ Desktop Gadget Gallery
@ Intemet Explorer
&1 Windows DVD Maker
8 Windows Faxand Scan
@ Windows Media Center
[ Windows Media Player

Windows Updite

<4 XPS Viewer
i Accessories
i Games
i Mainterance

)i startup

Documents
Pictures
Music

mputer

ntrol Panel
Devices and Printers
Defautt Programs

Help and Support






ops/f1138-02.jpg
@)~ F Moot + NetorComecios »

Organize = Diablethis network device  Diagnose this onnection >

4 LAN or High-Speed Interet (5)
= iAo Vit Host-nly Network
Unidetied etwork
@ Duaic @ Vituaton o OnyEthernet A
Status. ")y VMware Network Adapter VMnets

Doese Ut raok
ey Ve e et Al

& iidge Comections

Creste Shorteut






ops/f1138-01.jpg
C:\>ipconfig /flushdns
Windows IP Configuration
Successfully flushed the DNS Resolver Cache.

C:\>
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B C:\Windows\sstem3Zicmd e

t ipcontig /a1
indous 1P Gontiguration
Vindous?

Prinawy o Sueix
Hobrid
N

Nade Type

No
DN SuFfix Search Lsel I { Hotalhone

Echernot adapter Local frea Connection:

Connect ign-specific INS Suffix . : totalhome
Description : Inca1cR3 PRo/1000 MI Netvork Connoction

Seal Radveis p 006 29-04- A6 F7

Enablod.
Rutocont igaration Enibi
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unne ] adapter isatap.totalhon

Media Stat, : Modia disconnected
Comection“epecidic DM fufrix” I cotainone
Descripeion . 0 Hicrasafe 1SATAP Adapter
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Startup Repair diagnosis and repair log

7/14/2012 2:37:43 AM (GMT)
6

Last successful boot time
Nutber of repair attempts

Session details

System Disk = \Device\Harddisko
Windows directory = C:\Windows
AutoChk Run = 0

Number of root causes = 1

Test Performed

Name: Check for updates
Result: Completed successfully. Error code = 0x0
Time taken = 32 ms

Test Performed
Name: System disk test

Result: Completed successfully. Error code = 0x0
e i S
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Find a printer by name or TCP/IP address
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© Selecta shared printer by name
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© Add a printer using a TCP/IP address or hostname
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Files and Settings Transfer Wizard

Do you have a Windows XP CD?
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wizad disk o Use on your old compute, o use the wizard from the Windows XP CD.

To create & Wizard Disk, nsert a blark,formated disk ntothis compute’s disk dive,
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® 1 want to create a Wizard Disk inthe following dive:
B 3% Flopy (4] “

Ol dready have & Wizard Disk.

1 villuse the wizard from the Windows XP CD.
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New Simple Volume Wizard

Assign Drive Letter or Path

For easier access, you can assign a dive ltte ordive path to your patton.

Assign the folowing dive lter:
Mourt nthe folowing empty NTFS folder

Do ot assign a dive letter ordive path
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New Simple Volume Wizard

Assign Drive Letter or Path
For easier access, you can assign a dive ltte ordive path to your patton.

Assign the folowing dive eter:

Mount nthe folowing empty NTFS folder
CiDatabase

Do ot assign a dive letter ordive path
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C:\Fred\Backup>cd. .
C:\Fred>
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File system
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2.4 Given a scenario, use the appropriate data destruction/disposal method.
Low level format vs. standard format
Hard drive sanitation and sanitation methods

Overwrite

Drive wipe
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2.5 Given a scenario, secure a SOHO wireless network.
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Setting encryption

Disabling SSID broadcast

14
14
14
14
14
14
14
14
14

23
23
23
23





ops/t1479-01.jpg
User education

Principle of least privilege 16,29
2.2 Compare and contrast common security threats.
Social engineering 29
Malware 29
Rootkits 29
Phishing 29
Shoulder surfing 29
Spyware 29
Viruses 2
Worms 29
Trojans 29
2.3 Implement security best practices to secure a worksation.
Setting strong passwords 16,29
Requiring passwords. 29
Restricting user permissions 29
Changing default user names 29
Disabling guest account 29

Screensaver required password 29
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Usos bare fornat (no heading infornation or sumnarys.
Dicplay the’thousand separator in file sizes. Ihis ie the
default. Use s-C to disable display of separator.
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DVD Version
DVD-5 (12 cm, SS/SL)
DVD-9 (12 cm, SS/DL)
DVD-10 (12 cm, DS/SL)
DVD-18 (12 cm, DS/DL)

Capacity.
437 GB, more than two hours of video

7.95 GB, about four hours of video

8.74 GB, about four and a half hours of video

15.90 GB, more than eight hours of video
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@ Intemet Propertes

General [ security [ Privacy.

Settings

Use software rendering instead of GPU rendering™
ssiilty
Always expand ALT text for images
Enable Caret Browsing for new windows and tabs
Move system caret with focus/selection changes
Play system sounds
Reset text size to medium for new windows and tabs.
Reset zoom level for new windows and tabs,

[=] Browsing
‘Automaticall recover from page layout errors with Comp:
Close unused folders in History and Favorites™
Disable script debugging (Internet Explorer)

[V] Disable script debuacing (Other)
“ i,

“Takes effect afer you restart Internet Explorer

Restore advanced setings
Reset Interet Explorer settings

Resets Internet Explorer’s settings to ther defout [ rasar
conditon

You should only use this if your browser s n an unusable state.

Co ]
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General | Compatibilty [ Securty [ Detais | Previous Versions
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Help me choose the settings
Compatilty mode:

Fun this program in compaibilty mod for:
Windows 98 / Windows Me. -

Setings
Fun i 256 colors
Fun i 640x 480 screen resoion
Disble viualthemes
Dissle desitop composiion
Dissle diply scaing on figh DP stings

Prviege Level
Runthis program s an administrator
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>dir
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IR Drivekey
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ops/f0777-03.jpg
Computer: A very fun game.
Mike






ops/f0903-03.jpg





ops/f0903-02.jpg





ops/f0777-01.jpg
Computer: Want to play a game?
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Operating
system

Windows XP
Windows Vista

Windows 7

system
Requirements.

64 MB

1 GB (32-bit),2
GB (64-bir)

1GB (326192
GB (64-bit)

Reasonable
Minimum

256 MB
268

268

Solid
Performance

1GB
4GB

4GB

Power User

2G8
8GB

8GB
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General | Security [privacy
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Tnternet 0

This zone i for Internet websites,
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restricted zones,

Securty level for this zone
Alowed levels for this zone: Medium to Hgh
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- Appropriate for most websites
L) -Prompts before dowrloadng potentialy unsafe
content
~Unsigned ActiveX controls will ot be dowrioaded

Enable Protected Mode (requires restarting Internet Explorer)
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@ SMART Disk Information

SMART. (Sef-Moritoring, Analyss and Repoting Technology) montors selected diive:
pefomance and calbration characterstics and predicts imminent dive alure. Each
montored characteristic i calld Afrbute

Physical Dive 1 Model: WDC WD10EALS-00Z8A0 _Seria: WD-WCATRO729078
Atibute Name | | Value | Threshold | Worst | Warart, =
W Raw Read Error Rate 200 1
W Spin Up Time.
W Start/Stop Count. 100
W Reallocated Sector Count 200
W Seek Eror Rate. 200
W PowerOn Hours Count 97
W Spin Retry Count. 100
100
100
0
0

V Diive Calibration Retry Count

¥ Drive Power Cycle Count

W Emergency Retract Count

W Load/Unload Count

V7 HDA Temperature 106
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‘System Recovery Options

Choose a recovery tool
Operating system: Microsoft Windows Vista on (C:) Local Disk

Startup Repair
) Automatically fix problems that are preventing Windows from starting

System Restore
Restore Windows to an earler pointin tine:

5
L%}

4 ontomsComplee R Restors
WA Restore your entire computer from a backup.

! ‘Windows Memory Diagnostic Tool
Check your computer for memory hardare errors

Command Prompt

Open a command prompt window

Shut Down Restart
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Firewall
VoIP phones
Internet appliance
2.10 Given a scenario, use appropriate necworking taols.
Crimper
Multimeter
Toner probe
Cable tester
Loopback plug
Punchdown tool
3.0 Laptops
3.1 Install and configure laptop hardware and components.
Expansion options
Express card /34
Express card /54
PCMCIA
SODIMM
Flash

24
2%

2
2
2
2
2
2

2
2
2
2

2
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Hardware/device replacement
Keyboard
Hard Drive (2.5 vs.3.5)
Memory
Optical drive
Wireless card
Mini-PCle
Screen
DC jack
Batery
Touchpad
Plastics
Speaker
System board
cPu
3.2 Compare and contrast the components within the display of a laptop.
Types

2
2
2
2
2
2
2
2
2
2
2
2
2
2
2

26
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Enabling and disabling devices

Dateftime

Clock speeds

Virtualization support

BIOS security (passwords, drive encryption: TPM, lo-jack)

Use built-in diagnostics
Monitoring

Temperature monitoring

Fan speeds

Intrusion detection/notification
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Competency
1.0 PC Hardware

1.1 Configure and apply BIOS settings.

Install firmware upgrades — flash BIOS
BIOS component information

RAM

Hard drive

Optical drive

cpu
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Control Panel HEl Back up or restore your files

& Cretes systemimage Sackup
) Create a system repair disc ‘Windows Backup has not been st up.

1 Creste a system repair disc

@setupbackup

Selecta CO/DVD drive and insert » blank disc ntothe drve

A system repai isc can be used to boot your computer.t lso contains
Windows ytem recovery tools that can help you recorer Windows from a
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vanced &

opt:

Choose Advanced options for: windows 7
(Use the arrow keys to highlight your choice.)

Repair ¥

puter

safe Mode
safe Mode with Networking
safe Mode with Comnand Prompt

Enable Boot Logging

Enable Tow-resolution video (640x480)

Last known Good Configuration (advanced)
Directory services Restore Hode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

Start windows Normally

Description: View a Tist of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.
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8 Windows Task Manager

File Options View Help

Apicatons | Processes | Services | Performance | Networking | sers
Image Name User Name P | Working set (emo
bender.exe ichacls e 262,808
vmare.exe *32 ichacls 0 75,612K
\maremcexe 0 711,528K
oM exe ichacls o 474K
vmare-unity helper.exe %32  michacls 0 26,50K
R oy 00 30,364K
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Windows Media Player Error

‘Windows Media Player cannotfind the specified
fie. Be sure the path s typed corectl. It . the
filedoes o exst i the specilid ocalion, of the
computer whete the fe i stored s offne.
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27 Disk Management

Action View Help
L il Kool

Volume Loyost _[Type [ Filesystem | Status Capacity Free Spa.. | %1
[ ©) Smple  Basic  NTFS Healthy (8.. 3990 GB 83268 71
casystemResenved  Simple  Basic  NTFS Healthy (5... 100 M8 nMe 7

System Reserveq || (C)
100MBNTFS | 13990 GBNTFS
Heslthy (System,. || Healthy (Boot, Page Fil, Crazh Dump, Primar

200000 G& New Simple Volume..
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Component

cPu

Memory

Hard disk
Network.

Display

Optical drive

Minimum for a
Windows XP Computer

Any Intel or AMD 233 MHz or
higher processor

64 MB of RAM (though Microsoft admits
XP will be somewhat crippled with only.
this amount)

1.5 GB of available hard drive space
None

Video card that supports SVGA with at
least 800 x 600 resolution

Any CD- or DVD-media drive

Recommended for a
Windows XP Computer

Any Intel or AMD 300 MHz or
higher processor

512 MB of RAM or higher

4 GB of available hard drive space
Modern network card

Video card that supports DirectX
with at least 1024 x 768 resolution

Any CD- or DVD-media drive
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Performance Options

Visual Effects | Advanced |Data Execution revention]|

Processor scheduing

By default,the computer is set to use a greater share of
processor tme to run your programs:

Adiust for bestperformance of:
@programs OBackground services

Memory usage

By default, the computer is set to use a greater share of
memory to run your programs.

Adiust fo best performance of

@Programs Osystem cache

Virtual memory

& paging fle s an are3 on the hard disk that Wi
ifit were RAM.

Total paging fie size for al dives: 115218
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GNU GRUB  version 1.33-18ubuntul

Ubuntu, with Linux 3.2.0-20-generic-pae (recovery mode)
Memory test (memtest8e+)

Memory test (memtest86+, serial console 115200)
Hindows 7 (loader) (on /dev/sdal)

Use the * and + keys to select which entry is highlighted.

Press enter to boot the selected 0S, 'e' to edit the commands
before booting or 'c' for a command-line.
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[boot loader]
timeout=30

default=multi (0)disk (0) rdisk (0) partition (1) \WINDOS
foperating systems)

multi (0) disk (0) rdisk (0)partition (1) \WINDOW
Profasaional® JEaatdatect

"Microsoft Windows XP
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Please select the operating system to start:

XP Professional
Microsoft Windows 2008 Professional

Use the up and down arrow keys to rove the highlight to your choice.
Pross ENTER to choose.
Seconds until highlighted choice will be started automatically: 29

For troubleshooting and advanced startup options for Windows, press F8
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[boot loader]
timeout=30

default=multi (0)disk (0) rdisk (0) partition (1) \WINDOWS

[operating systems]

multi (0) disk (0) rdisk (0)partition (1) \WINDOWS="Microsoft Windows XP
Professional" /fastdetect

multi (0)disk (0) rdisk (0)partition (1) \WINNT:
Profesional® fEaatdetect

"Microsoft Windows 2000
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I want to go over there.

CPU, the w key was just
pressed.

Okay, controller!
Taking care of it now!
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loner probes

Wire strippers 2
Crimper 2
PING 2
IPCONFIG 2
TRACERT 2
NETSTAT 24
NBTSTAT 2
NET 2
Wireless locator 2

46 Given a scenario, troubleshoot operating system problems with appropriate tools.

Common symptoms

BSOD 19
Failure to boot 19
Improper shutdown 19
Spontaneous shutdown/restart 19
RAID not detected during installation 14

Device fails to start 19
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Cluster | Status

3ABB | 3ABC
3ABC | 3ABE
3ABD FFF7.
3ABE | FFFF
3ABF | 0000
3ACO | 0000
3ACI 0000
3AC2 | 0000
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Microsoft Windows XP<TM> Recovery Console.

The Recovery Console provides system repair and recovery functionality.
Type Exit to quit the Recovery Console and restart the computer.

1: C:\WINDOWS
Which Windows XP installation would you like to log onto
<To cancel, press ENTER>?
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Microsoft Windows XP<TM> Recovery Console.
The Recovery Console provides system repair and recovery functionality.
Type Exit to quit the Recovery Console and restart the computer.

1: C:\WINDOWS

Which Windows XP installation would you like to log onto
<To cancel, press ENTER>? 1

Type the Administrator password: **xawrex

C: \Windows>
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B Setup Manager

Type of Setup

The type of setup you choase determines the name and format of the resulfing
answer .

The answet fl you create wil either be Unattend i, Sysprepirt, or a s e

Choase atype of setup:
& Unaitanded seiie

The answe s for Setup s commoniy called Unatiend.t, bt for a CD-based
setup, the answe fe mustbe named Winni i

 Sysprep selup

Sysprepinf is an aptonal answe fl thet can be used to autamate a setup mode:
calld MiniSetup.

" Remoe Instalation Services (RIS)

This type of setup llows the end user o set up Windows from a Remote Instalstion
Server. Setup Manager creates a i fe.
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Windows can't open Add Printer. The
local print spooler service is not running.
Please restart the spooler or restart the
machine.






ops/f0857-02.jpg
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General | Power [ Advanced [ Diver

Hub infomation

The hub s bus powered.

Total power avaiable: 100 mA per port

Attached devices

Descrption Power Requred

# Microsoft Natural Keyboard Pro Composte De... 100 mA
3port)avadable: omA

To update the s, cick Reresh






ops/f0680-01.jpg
B
3
13
8
%
£
H
€]






ops/f0680-02.jpg
Log On to Windows






ops/f0180-01.jpg





ops/f1366-01.jpg
| need different
firewalls depending
on where | am.

One firewall
is good enough
for me.






ops/f0508-01.jpg
== ==

S| (S
o)






ops/t1195-01.jpg
Acronym
XGA

HD 720
WXGA (16:10)
WXGA (169)
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SXGA+
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HD 1080
‘WUXGA
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eXtended Graphics Array

HD 720
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Native Resolution
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1600 x 900
1680 x 1050
1600 x 1200
1920 x 1080
1920 x 1200
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this iPhone is plugged in, locked, and
connected to Wi-Fi.
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SyncMaster T220/T220G SyncMaster Magic T220/T2206(Digital)

Color Management & Catalyst Control Center
adapter Monitor Troubleshoot

[

‘Adapter Information
ChipType: AT diplay adapter (0x688€)
DACType:  Internal DAC(300M+z)
Adapter String:  ATI Radeon HD 5700 Series
Bios Information: 113-SBSM1G01-00R-02

Total Avalable Graphics Memory:  4854MB
Dedicated Video Memory: 1024M8
System Video Memory: ome

Shared System Memory: 3018
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Power Management
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Socket cPU

LGA775'  Pentium 4, Celeron, Pentium 4 Extreme Edition, Core 2 Duo, Core 2 Quad, Xeon,
and many others

LGA I155*  Core i3/i5/i7, Pentium, Celeron, Xeon
LGA 1156 Core i3/i8/i7, Pentium, Celeron, Xeon
LGA 1366* _ Core i7, Xeon, Celeron

Tre LGA 775 sohet wes e ol dsi o server scke s formany yers by el an thes st abowt every branded
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Opteron, Athlon 64 FX
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Phenom Il Athlon Il Sempron, Opteron

FX

g

Opteron,Athlon FX

Youwotid usually find oly an Opteron server-based CPU in  sockee 940.The Athion 64 FX was 2 uper high-end CPU for the
day and s very unlikely to be on the exams,

AMD says that CPUs designed for AM2 sockets wil work in 3 Sockee AMZ+ nd vice versa, though t the slower memory move-
mentspeeds of the AM2 component socket or CPL) Many manufacturers have not released motherboard updates that would
enable support for 3 Sockee AM24 CPU on a Socker AM2 motherboard, thus making it impossible o upgrade st the CPUL

>Though the names of some of the processors designed for Socket AM3 match the names of CPUs designed for earler sockets,
theyre not the same CPUs They are specii to AM3 because they support difierent ypes of RAM (sec Chaper 7).Just to make
things even crazier, though, AM3 CPUS work ust fne n Socket AMY2+ matherboards.

AMD had only released the FX.-branded CPUs that use the Bulldozer core at the ime of this wriing Motherboards with AM3+
sockes lready available cout support for Phenom I, Atlon and Sempron CPUs,in addiion to the FX series

*The A seriesfeatues incegrated GPUs and other chips






ops/f0716-02.jpg
e ST | "SHOCKWAVE® PLAYER

) User Account Cortrol

) Do you want to allow the following program to make
\/" changes to thi

[ Posemmme Adobentu

Verified publisher: Adobe Systems Incorporated
File origin: Downloaded from the Internet

© how s

Change when these notifications appear






ops/f0829-01.jpg
Windows failed to start. A recent hardware or software change might be the
cause.

If windows files have been damaged or configured incorrectly, Startup Repair
can help diagnose and fix the problem. If power was interrupted during
startup, choose Start windows Normally.

(use the arrow keys to highlight your choice.)

(recomended)l

Start windows Normally

Seconds until the highlighted choice will be selected automatically: 14
Description: Fix problems that are preventing Windows from starting
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() Do you want to allow the following program to make

Program name:  Adobe DLM
Verified publisher: Adobe Systems Incorporated
File origin: Downloaded from the Internet
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Change when these notifications appear
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Paper not feeding
Paper jam
No connectivity
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Choose your configuration
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Click any speaker above to test it
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Type Size Capacity (single layer) Capacity (dual layer)
Stndard disc  12.cm 25GB 50 GB.
Mini disc 8cm 78 GB 15.6 GB
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Driver Signing Options. RIx)

During hardware nstaltion, Windows might detect software that
has not passed Windons Logo testing to verfy its compatbiity with
Windows. (fellme why this festng s mportant)

What acton do you want Windows to take?

O lgnore - Insta the software anyway and don't ack for my.
approval

(© Warn - Prompt me each time to choose an action

(OBlock - Never install unsigned driver software

Adminstrator option
Make this acton the system default
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o installation

Setup will complete in
approximately:
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Copying fies.

Get support for the latest
hardware and software

‘Windows® XP Professional supports a arge number of
rograms and has bultn support for the latest hardware,
Inchuding Drecti@ B for oreat muitinedia support.

‘When you insert 3 floppy disk, ZIP® sk, CD, o memory card
fiom your digtal camera, Windows XP identifes the content
(such as pctures, music, or videa), and automaticaly starts:
the appropriate program. Windows XP Professonal 3o
supports DVD-RAM cives,
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Ubuntu 11,04 - VMware Workstation

File Edit View VM Team Windows Help

sule oGl HEec =B
Sidebar g
= B Powered On
& Ubuntu11.04
= @ Favorites
& £ Windows Client
@ Windows 7 Ultimate
& Windows Vista Business
& Windows XP Professional
& Windows 2000 Professional
& Windows NT
& Windows 98
& Windows 95
& Windows for Workgroups 311
& Windows 311
B £ Windows Server
@ Windows Server 2008
@ Windows Server 2003 Enterprise Edition
& Windows 2000 Server
2 3 Linx
3 Ubuntu11.04
& Ubuntu1010
& Ubuntu10.04
@ Ubuntu8.04
@ CentOS Linux53
@ Fedoral4
2 £ Misc
@ OpenBSD
& Open Solrais.
@ NetWare6.
@ Solaris 10
@ Windows Server 2008 R2 x64

() Ubuntu 11.04 %

[To direct input to this VM, click inside or press Ctr+G.
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A problem has been detected and windows has been shut down to prevent damage
o your computer.

NO_MORE_IRP_STACK_LOCATIONS

If this is the first time you've seen this stop error screen,
restart your computer. If this screen appears again, follow
these steps:

Check to make sure that any new hardware or software is properly installed.
If this 15 a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memary optians such as caching ar shadowing.
If you need to use Safe Mode To remove or disable components, restart

your computer, press F8 to select Advanced startup options, and then
select safe Mode.

Technical informatior

% STOP: 0x00000035 (0x00000000, 0XF7E56282, 0x00000008, 0xC00000000)

wes  wdnaud.sys - Address F7ES6282 base at F7ES6000, Datestamp 36BC47AS





ops/f1103-02.jpg
NIC 1 f DSL modem DSL line from wko—l

Network interface
)
POTS fiter






ops/f0704-01.jpg
). Sait Lake Docs Properties

General | Sharing | Secuty | Previous Version

Sakt Lake Docs

Fie folder
CA\Users\michaels\Documerts
71.5M8 (75,015,816 bytes)
71.5 M8 (75,075,584 byes)
30 Fles, 7 Folders

Wednesday, Api 14, 2010, 338:30 PM

@/ Read-only (Only apples to
[ Hidden






ops/f1103-01.jpg





ops/f1159-01.jpg
Mini-audio connectors





ops/f1363-01.jpg
O 6 rmuasiin-sox] e

==

aln
cisco

Applications &
Gaming

Likoys E2500






ops/f1159-02.jpg





ops/f1363-02.jpg
Genenl [ Exceptons | Advanced|

‘Windows Firewal helps protect your computer by preventing unsuthorzed users
from gaining access to your computer tiough the Itemet or a network.

@ ® Dilsticaniel
This seing blcks a utside scurces fiam cormecting o tis
compuder, it he excepton o those selectsd o th Exceptons tab
[JDon't allow exceptions
Selec tis when you connect o publis netwrks nless secure
Iocations sich a aipats. You wil no be alfed hen Windows

Fiewall bocks programs. Selectons an the Exceptions tab il be
igrored

@ O Off (not recommended)

Avoid using tis seting. Turming off Windows Fiewall may make this
computer more vunerable o viuses and ituders

Windows Fiewalis using your domain setings.

‘Whal efse shouid | know sbout Windows Firewall?

[icei)]





ops/f0225-01.jpg
Acuz

U Caches | anboard | Memory | D | Graphics | About |
o
Seo e [ xA
et e TeR s
r——
Seo [ [ xA
e |- e e Re s
T —
Seo [oKBAes [ %A
e eyt s 6 i
e
e [oWByes [
e [ S e

grefEe e e
_—

Deseritor

CPU-Z versen 138 vaame ||






ops/f0898-01.jpg
7 Mouse Propertes

Buttons

gt

Pairters | Poiner Optons

Button corfiguration

wich primary and secondary buttons

‘Select his check box to make the button onthe:

the one you use forprmary functions such

s selecting and dragaing

Double-cick speed

Double-cick the folderto test your seting. Fthe.
folder does ot open or lose, ty using 3 slower
sefting.

Spesd: Sow () Fast

Settings.

Enables you o highight or rag without holding down the mouse:
buiton. To set, brely press the mouse button. To release, cick the
mouse button again.






ops/f1010-01.jpg





ops/f1010-02.jpg





ops/f1253-02.jpg





ops/f1253-01.jpg





ops/f0432-01.jpg





ops/f1213-01.jpg
£® Nicd






ops/f0432-02.jpg





ops/f1265-01.jpg
“Applo Wireloss Keyboard"
would like to pair with your
iPad.

Enter the PN cod 0205 on “Apple
Wicloss Keyboar, olowed by e






ops/f0862-01.jpg
() [« A CoroPane s » Petomonce formatenandToc: = 4] [ scom Cont

Gt Pl Rate and improve your computer's performance

8 At et
At indsng ptrs
At powesetings
[ —
Adncettoos

TheWindons petence ndes s kSt cempanets on s o 101075,

Component Wiz tes
Procamer [Eree—
ey sprions e scend

ety petomncteindors

50 buies s suring grohice
Pt

[Hre—— s

Dternedby
posinescl

@ ot it st ptamancend

@ Lo

[ R

[ — [ —
Uiy G203 2350290






ops/t1472-01.jpg
1.2 Given a scenario, install and configure the operating system using the most
appropriate method.

Boot methods 14
uss 14
CD-ROM 14
ovD 14
PXE 14

Type of installations
Creating image 14

Unattended installation 14

Upgrade 14

Clean insall 14

Repair installation 19

Multiboot 14

Remote network installation 14

Image deployment 14

Partitioning 12
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Time/datelregion/language settings
Driver installation, software and Windows updates
Factory recovery partition

1.3 Given a scenario, use appropriate command line tools.

Networking
PING
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12
12
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1.6 Differentiate among various CPU types and features and select the appropriate
cooling method.

Socket types
Incel: LGA, 775, 1155, 1156, 1366
AMD: 940, AM2,AM2+, AM3,AM3+, FM 1, F

Characteristics
Speeds
Cores
Cache sizeftype
Hyperthreading
Virtualization support
Archicecture (32-bi vs. 64-bit)
Integrated GPU
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1.7 Compare and contrast various connection interfaces and explain their purpose.

Physical connections

USB 1.1 vs.2.0 vs. 3.0 speed and distance characteristics. 2
Connector types: A, B, mini, micro 20
Firewire 400 vs. Firewire 800 speed and distance characteristics 20

SATAI vs. SATA2 vs. SATA3, eSATA, IDE speeds "
Other connector types

Serial 20
Parallel 28
VGA 2
HDMI 21

ovI 21
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1.8 Install an appropriate power supply based on a given scenario.
Connector types and their voltages
SATA
Molex
4/8-pin 12v
PCle 6/8-pin
20-pin
24-pin
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Specifications 0

Wattage 10
Size 10
Number of connectors 10
ATX 10
Micro-ATX 10
Dual voltage options 10

1.9 Evaluate and select appropriate components for a custom configuration, to meet
customer specifications or needs.

Graphic / CAD / CAM design workstation 31
Powerful processor 31
High-end video 31
Maximum RAM 31

AudiolVideo editing workstation 31
Specilized audio and video card 31
Large fast hard drive 31

Dual monitors 31
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Enable MAC filtering
Antenna and access point placement

Radio power levels

Assign static IP addresses

26 Given a scenario, secure a SOHO wired network.
Change default usernames and passwords

Enable MAC filtering

Assign static IP addresses

Disabling ports

Physical security

3.0 Mobile Devices

3.1 Explain the basic features of mobile operating systems.

Android vs.iOS
Open source vs. closed sourcelvendor specific
App source (app store and market)
Screen orientation (accelerometer/gyroscope)
Screen calibration

GPS and geotracking
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23
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29
29
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3.2 Establish basic network connectivity and configure email.
Wireless / cellular data network (enable/disable)
Bluetooth
Enable Bluetooth
Enable pairing
Find device for pairing
Enter appropriate pin code
Test connectivity
Email configuration
Server address
POP3
IMAP
Port and SSL settings
Exchange
Gmail
3.3 Compare and contrast methods for securing mobile devices.
Passcode locks
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